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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF PENNSYLVANIA

XTAOXING XI, et al.,
Plaintiffs, : CIVIL ACTION
V. : No. 17-¢v-2132
FBI SPECIAL AGENT ANDREW HAUGEN, et : JURY TRIAL DEMANDED
al., :
Defendants.

NOTICE OF SUPPLEMENTAL AUTHORITY

In further support of their Opposition to Defendant Haugen’s Motion to Dismiss the
Complaint (ECF No. 41) and their Opposition to the Official Capacity Defendants’ Motion to
Dismiss the Complaint (ECF No. 42), Plaintiffs Xiaoxing Xi, Qi Li, and Joyce Xi (“Plaintiffs™)
respectfully refer the Court to the report published by the Department of Justice Office of the
Inspector General titled, Review of Four FISA Applications and Other Aspects of the FBI’s
Crossfire Hurricane Investigation (Dec. 2019) (“Inspector General Report”),

https://www.justice.gov/storage/120919-examination.pdf (Executive Summary attached).

As Plaintiffs have explained, the amended complaint plausibly alleges that they were
subjected to intrusive FISA searches on the basis of materially false, misleading, or fabricated
allegations. See Pls.” Opp. to Gov’t Officials’ MTD 17-19; PIs.” Opp. to Haugen MTD 28-35.

The Inspector General Report catalogs repeated misrepresentations in the government’s FISA


https://www.justice.gov/storage/120919-examination.pdf
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applications, and, therefore, provides additional support for the plausibility of Plaintiffs’
allegations.!

On December 9, 2019, the DOJ Inspector General released a report examining the FBI’s
surveillance of former Trump campaign adviser Carter Page under FISA. The report’s
conclusions were disturbing. The Inspector General identified seventeen separate problems with
the FBI’s applications to the Foreign Intelligence Surveillance Court (“FISC”)—including
misrepresentations, factual inaccuracies, and omissions. See Inspector General Report at viii—xii.
For example, after in-depth investigation, the Inspector General found that the FBI had omitted
potentially exculpatory statements by Page, and had failed to confirm the reliability of a key
confidential source with his FBI handler. See id. at viii—ix, x. Even as the FBI became aware of
information contradicting its original claims, government attorneys failed to update and correct
inaccuracies when they sought renewal orders from the FISC. See id. at xi—xii.

The misrepresentations documented in the Inspector General Report were indisputably
material. See Order, In re Carter W. Page, a U.S. Person, No. 16-1182 (FISC Jan. 7, 2020),
https://bit.ly/371WxHy. As the Department of Justice itself has conceded, the errors and
omissions went to the heart of the government’s applications, undercutting its claims that there
was probable cause to intercept Page’s communications. See id. at 1. Moreover, nothing
suggests that the Page applications were unique in their defects. If anything, it is natural to

expect FBI and DOJ officials to have exercised special care to ensure that the Page applications

! The Court may take judicial notice of the Inspector General Report. See Fed. R. Evid.
201(b). The Department of Justice has confirmed the report’s findings in submissions to the
FISC, and the FISC has accepted and relied on those findings. See Order, In re Carter W. Page,
a U.S. Person, No. 16-1182 (FISC Jan. 7, 2020), https://bit.ly/371WxHy.
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were scrupulously accurate, given that the surveillance of a former campaign official was likely
to draw intense scrutiny. See id. at xiv.>

Following these revelations, many—including the FISC—have expressed pointed
concern that the misrepresentations and omissions in the Page applications are part of a larger,
systemic pattern. “The frequency with which representations made by FBI personnel turned out
to be unsupported or contradicted by information in their possession, and with which they
withheld information detrimental to their case, calls into question whether information contained
in other FBI applications is reliable.” Order at 3, In re Accuracy Concerns Regarding FBI
Matters Submitted to the FISC, No. Misc. 19-02 (FISC Dec. 17, 2019)
, http://bit.ly/2sRChus. Echoing this concern, the Inspector General has announced that his
Office is conducting a wide-ranging audit of FISA applications to “assess the FBI’s compliance
with Department and FBI FISA-related policies” that are supposed to protect the civil liberties of

U.S. persons. Inspector General Report at xiv.

2 This is not the first time that grave problems have emerged with the government’s FISA
applications. In September 2000, the FISC disclosed that the government had acknowledged
errors “in some 75 FISA applications.” In re All Matters Submitted to the FISC, 218 F. Supp. 2d.
613, 620 (FISC 2002). There, too, the errors related to repeated “misstatements and omissions of
material facts” in the FBI affidavits submitted to establish probable cause. /d. at 620.
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Plaintiffs allege that the government’s FISA searches of their private lives relied on a
similar set of materially false, misleading, and fabricated claims. Second Am. Compl. 9 54-57,
59, 67 (ECF No. 24-1). The misrepresentations revealed by the Inspector General Report support

the plausibility of the detailed allegations in the amended complaint. See id.

Respectfully submitted,
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NOTICE

This report was originally issued on December 9, 2019. The report was updated on
December 11 and December 20, 2019, with the following changes (page references are to
the public version of the report):

e On pages iv, xvi, 400, and 407, we changed the phrase “before and after” to “both
during and after the time.” In all instances, the phrase appears in connection to the
time period during which we found that the Crossfire Hurricane team used
Confidential Human Sources (CHSs) to interact and consensually record
conversations with Page and Papadopoulos. The corrected information appearing in
this updated report reflects the accurate information concerning these time periods
that previously appeared, and still appears, on pages 305 and 313 (e.g., the
statement on page 305 that “the Crossfire Hurricane team tasked CHSs to interact
with Page and Papadopoulos both during the time Page and Papadopoulos were
advisors to the Trump campaign, and after Page and Papadopoulos were no longer
affiliated with the Trump campaign”).

e On pages ix, 164, 165, 214, and 364 we removed redactions of certain information
related to Person 1. We also removed redactions throughout the report related to
the dates the Carter Page FISA applications were filed and the dates FISA authority
expired for each application. These changes to previously-redacted text were made
in response to subsequent decisions made by the Department of Justice and the FBI
about the classification of the underlying information. See page 14, footnote 24.

¢ On pages xi, 242, 368, and 370, we changed the phrase “had no discussion” to “did
not recall any discussion or mention.” On page 242, we also changed the phrase
“made no mention at all of” to “did not recall any discussion or mention of.” On page
370, we also changed the word “assertion” to “statement,” and the words “and
Person 1 had no discussion at all regarding WikiLeaks directly contradicted” to “did
not recall any discussion or mention of WikiLeaks during the telephone call was
inconsistent with.” In all instances, this phrase appears in connection with
statements that Steele’s Primary Sub-source made to the FBI during a January 2017
interview about information he provided to Steele that appeared in Steele’s election
reports. The corrected information appearing in this updated report reflects the
accurate characterization of the Primary Sub-source’s account to the FBI that
previously appeared, and still appears, on page 191, stating that “[the Primary Sub-
Source] did not recall any discussion or mention of Wiki[L]eaks.”

¢ On page 57, we added the specific provision of the United States Code where the
Foreign Agents Registration Act (FARA) is codified, and revised a footnote in order to
reference prior OIG work examining the Department’s enforcement and
administration of FARA.

e On page 413, we changed the word, “three” to “second and third.” The corrected
information appearing in this updated report reflects the accurate description of the
Carter Page FISA applications that did not contain the information the FBI obtained
from Steele’s Primary Sub-source in January 2017 that raised significant questions
about the reliability of the Steele reporting. This information previously appeared,
and still appears, accurately on pages xi, xiii, 368, and 372.
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Executive Summary

Review of Four FISA Applications and Other Aspects of the FBI's Crossfire

Hurricane Investigation

Background

The Department of Justice (Department) Office
of the Inspector General (OIG) undertook this review to
examine certain actions by the Federal Bureau of
Investigation (FBI) and the Department during an FBI
investigation opened on July 31, 2016, known as
“Crossfire Hurricane,” into whether individuals
associated with the Donald J. Trump for President
Campaign were coordinating, wittingly or unwittingly,
with the Russian government’s efforts to interfere in the
2016 U.S. presidential election. Our review included
examining:

e The decision to open Crossfire Hurricane and four
individual cases on current and former members
of the Trump campaign, George Papadopoulos,
Carter Page, Paul Manafort, and Michael Flynn;
the early investigative steps taken; and whether
the openings and early steps complied with
Department and FBI policies;

¢ The FBI's relationship with Christopher Steele,
whom the FBI considered to be a confidential
human source (CHS); its receipt, use, and
evaluation of election reports from Steele; and its
decision to close Steele as an FBI CHS;

o Four FBI applications filed with the Foreign
Intelligence Surveillance Court (FISC) in 2016 and
2017 to conduct Foreign Intelligence Surveillance
Act (FISA) surveillance targeting Carter Page; and
whether these applications complied with
Department and FBI policies and satisfied the
government’s obligations to the FISC;

s The interactions of Department attorney Bruce
Ohr with Steele, the FBI, Glenn Simpson of Fusion
GPS, and the State Department; whether work
Ohr’s spouse performed for Fusion GPS implicated
ethical rules applicable to Ohr; and Ohr's
interactions with Department attorneys regarding
the Manafort criminal case; and

e The FBI's use of Undercover Employees (UCES)
and CHSs other than Steele in the Crossfire
Hurricane investigation; whether the FBI placed
any CHSs within the Trump campaign or tasked
any CHSs to report on the Trump campaign;
whether the use of CHSs and UCEs complied with
Department and FBI policies; and the attendance
of a Crossfire Hurricane supervisory agent at
counterintelligence briefings given to the 2016
presidential candidates and certain campaign
advisors.

OIG Methodology

The OIG examined more than one million
documents that were in the Department’s and FBI's
possession and conducted over 170 interviews involving
more than 100 witnesses. These witnesses included
former FBI Director Comey, former Attorney General
(AG) Loretta Lynch, former Deputy Attorney General
(DAG) Sally Yates, former DAG Rod Rosenstein, former
Acting AG and Acting DAG and current FBI General
Counsel Dana Boente, former FBI Deputy Director
Andrew McCabe, former FBI General Counsel James
Baker, and Department attorney Bruce Ohr and his
wife. The OIG also interviewed Christopher Steele and
current and former employees of other U.S.
government agencies. Two witnesses, Glenn Simpson
and Jonathan Winer (a former Department of State
official), declined our requests for voluntary interviews,
and we were unable to compel their testimony.

We were given broad access to relevant
materials by the Department and the FBI. In addition,
we reviewed relevant information that other U.S.
government agencies provided the FBI in the course of
the Crossfire Hurricane investigation. However,
because the activities of other agencies are outside our
jurisdiction, we did not seek to obtain records from
them that the FBI never received or reviewed, except
for a limited amount of State Department records
relating to Steele; we also did not seek to assess any
actions other agencies may have taken. Additionally,
our review did not independently seek to determine
whether corroboration existed for the Steele election
reporting; rather, our review was focused on
information that was available to the FBI concerning
Steele’s reports prior to and during the pendency of the
Carter Page FISA authority.

Our role in this review was not to second-guess
discretionary judgments by Department personnel
about whether to open an investigation, or specific
judgment calls made during the course of an
investigation, where those decisions complied with or
were authorized by Department rules, policies, or
procedures. We do not criticize particular decisions
merely because we might have recommended a
different investigative strategy or tactic based on the
facts learned during our investigation. The guestion we
considered was not whether a particular investigative
decision was ideai or could have been handled more
effectively, but rather whether the Department and the
FBI complied with applicable legal requirements,
policies, and procedures in taking the actions we
reviewed or, alternatively, whether the circumstances
surrounding the decision indicated that it was based on
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the FISC Rules do not define or otherwise explain what
constitutes a “material” fact, FBI policy guidance states
that a fact is “material” if it is relevant to the court’s
probable cause determination. Additionally, FBI policy
mandates that the case agent ensure that all factual
statements in a FISA application are “scrupulously
accurate.”

On or about September 23, the OI Attorney
began work on the FISA application. Over the next
several weeks, the OI Attorney prepared and edited a
draft application using information principally provided
by the FBI case agent assigned to the Carter Page
investigation at the time and, in a few instances, by an
OGC attorney (OGC Attorney) or other Crossfire
Hurricane team members. The drafting process
culminated in an application that asserted that the
Russian government was attempting to undermine and
influence the upcoming U.S. presidential election, and
that the FBI believed Carter Page was acting in
conjunction with the Russians in those efforts. The
application’s statement of facts supporting probable
cause to believe that Page was an agent of Russia was
broken down into five main elements:

e The efforts of Russian Intelligence Services (RIS)
to influence the upcoming U.S. presidential
election;

e The Russian government’s attempted
coordination with members of the Trump
campaign, based on the FFG information
reporting the suggestion of assistance from the
Russians to someone associated with the Trump
campaign;

e Page’s historical connections to Russia and RIS;

e Page’s alleged coordination with the Russian
government on 2016 U.S. presidential election
activities, based on Steele’s reporting; and

e Page’s statements to an FBI CHS in October
2016 that that he had an “open checkbook” from
certain Russians to fund a think tank project.

In addition, the statement of facts described
Page’s denials of coordination with the Russian
government, as reported in two news articles and
asserted by Page in a September 25 letter to then FBI
Director Comey.

The application received the necessary
Department approvals and certifications as required by
law. As we fully describe in Chapter Five, this
application received more attention and scrutiny than a
typical FISA application in terms of the additional layers

Executive Summary

Review of Four FISA Applications and Other Aspects of the FBI’s Crossfire

of review and number of high-level officials who read
the application before it was signed. These officials
included NSD’s Acting Assistant Attorney General,
NSD’s Deputy Assistant Attorney General with oversight
over OI, OI's Operations Section Chief and Deputy
Section Chief, the DAG, Principal Associate Deputy
Attorney General, and the Associate Deputy Attorney
General responsible for ODAG's national security
portfolio. However, as we explain below, the
Department decision makers who supported and
approved the application were not given all relevant
information.

Role of Steele Election Reporting in the First Application

In support of the fourth element in the FISA
application—Carter Page’s alleged coordination with the
Russian government on 2016 U.S. presidential election
activities—the application relied entirely on the following
information from Steele Reports 80, 94, 95, and 102:

¢ Compromising information about Hillary Clinton
had been compiled for many years, was
controlled by the Kremlin, and had been fed by
the Kremlin to the Trump campaign for an
extended period of time (Report 80);

e During a July 2016 trip to Moscow, Page met
secretly with Igor Sechin, Chairman of Russian
energy conglomerate Rosneft and close associate
of Putin, to discuss future cooperation and the
lifting of Ukraine-related sanctions against
Russia; and with Igor Divyekin, a highly-placed
Russian official, to discuss sharing with the
Trump campaign derogatory information about
Clinton (Report 94);

e Page was an intermediary between Russia and
the Trump campaign’s then manager (Manafort)
in a “well-developed conspiracy” of cooperation,
which led to Russia’s disclosure of hacked DNC
emails to WikiLeaks in exchange for the Trump
campaign’s agreement to sideline Russian
intervention in Ukraine as a campaign issue
(Report 95); and

e Russia released the DNC emails to WikiLeaks in
an attempt to swing voters to Trump, an
objective conceived and promoted by Page and
others (Report 102).

We determined that the FBI’s decision to rely
upon Steele’s election reporting to help establish
probable cause that Page was an agent of Russia was a
judgment reached initially by the case agents on the
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Crossfire Hurricane team. We further determined that
FBI officials at every level concurred with this
judgment, from the OGC attorneys assigned to the
investigation to senior CD officials, then General
Counsel James Baker, then Deputy Director Andrew
McCabe, and then Director James Comey. FBI
leadership supported relying on Steele’s reporting to
seek a FISA order on Page after being advised of, and
giving consideration to, concerns expressed by Stuart
Evans, then NSD’s Deputy Assistant Attorney General
with oversight responsibility over OI, that Steele may
have been hired by someone associated with
presidential candidate Clinton or the DNC, and that the
foreign intelligence to be collected through the FISA
order would probably not be worth the “risk” of being
criticized later for collecting communications of
someone (Carter Page) who was “politically sensitive.”
According to McCabe, the FBI “felt strongly” that the
FISA application should move forward because the team
believed they had to get to the bottom of what they
considered to be a potentially serious threat to national
security, even if the FBI would later be criticized for
taking such action. McCabe and others discussed the
FBI's position with NSD and ODAG officials, and these
officials accepted the FBI's decision to move forward
with the application, based substantially on the Steele
information.

We found that the FBI did not have information
corroborating the specific allegations against Carter
Page in Steele’s reporting when it relied upon his
reports in the first FISA application or subsequent
renewal applications. OGC and NSD attorneys told us
that, while the FBI’s "Woods Procedures” (described in
Chapter Two) require that every factual assertion in a
FISA application be “verified,” when information is
attributed to a FBI CHS, the Woods Procedures require
only that the agent verify, with supporting
documentation, that the application accurately reflects
what the CHS told the FBI. The procedures do not
require that the agent corroborate, through a second,
independent source, that what the CHS told the FBI is
true. We did not identify anything in the Woods
Procedures that is inconsistent with these officials’
description of the procedures.

However, absent corroboration for the factual
assertions in the election reporting, it was particularly
important for the FISA applications to articulate the
FBI's knowledge of Steele’s background and its
assessment of his reliability. On these points, the
applications advised the court that Steele was believed
to be a reliable source for three reasons: his
professional background; his history of work as an FBI
CHS since 2013; and his prior non-election reporting,

viii

which the FBI described as “corroborated and used in
criminal proceedings.” As discussed below, the
representations about Steele’s prior reporting were
overstated and had not been approved by Steele’s
handling agent, as required by the Woods Procedures.

Due to Evans’s persistent inquiries, the FISA
application also included a footnote, developed by OI
based on information provided by the Crossfire
Hurricane team, to address Evans’s concern about the
potential political bias of Steele’s research. The
footnote stated that Steele was hired by an identified
U.S. person (Glenn Simpson) to conduct research
regarding “Candidate #1's” (Donald Trump) ties to
Russia and that the FBI “speculates” that this U.S.
person was likely looking for information that could be
used to discredit the Trump campaign.

Relevant Information Inaccurately Stated, Omitted, or
Undocumented in the First Application

Our review found that FBI personnel fell far
short of the requirement in FBI policy that they ensure
that all factual statements in a FISA application are
“scrupulously accurate.” We identified multiple
instances in which factual assertions relied upon in the
first FISA application were inaccurate, incomplete, or
unsupported by appropriate documentation, based upon
information the FBI had in its possession at the time the
application was filed. We found that the problems we
identified were primarily caused by the Crossfire
Hurricane team failing to share all relevant information
with OI and, consequently, the information was not
considered by the Department decision makers who
ultimately decided to support the applications.

As more fully described in Chapter Five, based
upon the information known to the FBI in October 2016,
the first application contained the following seven
significant inaccuracies and omissions:

1. Omitted information the FBI had obtained from
another U.S. government agency detailing its
prior relationship with Page, including that Page
had been approved as an “operational contact”
for the other agency from 2008 to 2013, and
that Page had provided information to the other
agency concerning his prior contacts with certain
Russian intelligence officers, one of which
overlapped with facts asserted in the FISA
application;

2. Included a source characterization statement
asserting that Steele’s prior reporting had been
“corroborated and used in criminal proceedings,”
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proceedings,” which we were told was primarily a
reference to Steele’s role in the FIFA corruption
investigation. We found that the team had speculated
that Steele’s prior reporting had been corroborated and
used in criminal proceedings without clearing the
representation with Steele’s handling agent, as required
by the Woods Procedures. According to the handling
agent, he would not have approved the representation
in the application because only “some” of Steele’s prior
reporting had been corroborated—most of it had not—
and because Steele’s information was never used in a
criminal proceeding. We concluded that these failures
created the inaccurate impression in the applications
that at least some of Steele’s past reporting had been
deemed sufficiently reliable by prosecutors to use in
court, and that more of his information had been
corroborated than was actually the case.

We found no evidence that the OI Attorney,
NSD supervisors, ODAG officials, or Yates were made
aware of these issues before the first application was
submitted to the court. Although we also found no
evidence that Comey had been made aware of these
issues at the time he certified the application, as
discussed in our analysis in Chapter Eleven, multiple
factors made it difficult for us to precisely determine the
extent of FBI leadership’s knowledge as to each fact
that was not shared with OI and not included, or
inaccurately stated, in the FISA applications. These
factors included, among other things, limited
recollections, the inability to question Comey or refresh
his recollection with relevant, classified documentation
because of his lack of a security clearance, and the
absence of meeting minutes that would show the
specific details shared with Comey and McCabe during
briefings they received, beyond the more general
investigative updates that we know they were provided.

FBI Activities After the First FISA
Application and FBI Efforts to Assess
Steele’s Election Reporting

On October 31, 2016, shortly after the first FISA
application was signed, an article entitled “A Veteran
Spy Has Given the FBI Information Alleging a Russian
Operation to Cultivate Donald Trump,” was published by
Mother Jones. Steele admitted to the FBI that he was a
source for the article, and the FBI closed him as a CHS
for cause in November 2016. However, as we describe
below, despite having been closed for cause, the
Crossfire Hurricane team continued to obtain
information from Steele through Ohr, who met with the
FBI on 13 occasions to pass along information he had
been provided by Steele.

ia Executive Summary

Review of Four FISA Applications and Other Aspects of the FBI’s Crossfire

In Chapter Six, we describe the events that
followed Steele’s closing as a CHS, including the FBI's
receipt of information from several third parties who
had acquired copies of the Steele election reports, use
of information from the Steele reports in an interagency
assessment of Russian interference in the U.S. 2016
elections, and continuing efforts to learn about Steele
and his source network and to verify information from
the reports following Steele’s closure.

Starting in December 2016, FBI staff
participated in an interagency effort to assess the
Russian government’s intentions and actions concerning
the 2016 U.S. elections. We learned that whether and
how to present Steele’s reporting in the Intelligence
Community Assessment (ICA) was a topic of significant
discussion between the FBI and the other agencies
participating in it. According to FBI staff, as the
interagency editing process for the ICA progressed, the
Central Intelligence Agency (CIA) expressed concern
about the lack of vetting for the Steele election
reporting and asserted it did not merit inclusion in the
body of the report. An FBI Intel Section Chief told us
the CIA viewed it as “internet rumor.” In contrast, as
we describe in Chapter Six, the FBI, including Comey
and McCabe, sought to include the reporting in the ICA.
Limited information from the Steele reporting ultimately
was presented in an appendix to the ICA.

FBI efforts to verify information in the Steele
election reports, and to learn about Steele and his
source network continued after Steele’s closure as a
CHS. In November and December 2016, FBI officials
travelled abroad and met with persons who previously
had professional contacts with Steele or had knowledge
of his work. Information these FBI officials obtained
about Steele was both positive and negative. We
found, however, that the information about Steele was
not placed in his FBI CHS file.

We further learned that the FBI’'s Validation
Management Unit (VMU) completed a human source
validation review of Steele in early 2017. The VMU
review found that Steele’s past criminal reporting was
“minimally corroborated,” and included this finding in its
report that was provided to the Crossfire Hurricane
team. This determination by the VMU was in tension
with the source characterization statement included in
the initial FISA application, which represented that
Steele’s prior reporting had been “corroborated and
used in criminal proceedings.” The VMU review also did
not identify any corroboration for Steele’s election
reporting among the information that the Crossfire
Hurricane team had collected. However, the VMU did
not include this finding in its written validation report
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