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Handling OTH

Materials and information are to be controlled, handled, transmitted,
distributed, and disposed of in accordance with US DHS policy relating to
Sensitive But Unclassified (SBU) information and is not to be released to the
public, or other personnel who do not have a valid "need-to-know" reason
without prior approval from the originator. It is important to note that

the caveat “For Official Use Only” is NOT a security classification, however,
FOUO material must be safeguarded.

e FOUO material should not be left unattended on desks and should be
placed out of sight when not in use unless it is in a room that has
physical access control measures, as required by DHS MD 11042.1,
section 1. 1. (Jan. 6, 2005).

e Unauthorized personnel should not be allowed in the area when FOUO
material is being reviewed.

*Reminder: This course material is FOUO

G e\ U.S. Citizenship Fraud Detection and National Security Directorate
;U” and Immigration You have the Public's trust and respect. Use them wisely.
Ner/  Services
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Materials and information are to be controlled, handled, transmitted,
distributed, and disposed of in accordance with US.DHS policy relating ta
Sensitive But Unclassified {SBU) Tnformation-and is not to be released to the
public, or-other personnel who do net have avalid "need-to-know" reason
without prior approval from the originator. It is important to note that

the caveat “For Official Use Only” is NOT a security classification, however,
FOUO material must be safeguarded.

e FOUO material should not be left unattended on desks and should be
placed out of sight when not in use unless it is in a room that has
physical access control measures, as required by DHS MD 11042.1,
section 1. 1. (Jan. 6, 2005).

¢ Unauthorized personnel should not be allowed in the area when FOUO
material is being reviewed.

¥Reminder: This course material is FOUO

Fraud Detection and National Security Dir
You have the Public's trust and respect. Use them wisely.

Unclassifisd ! FOUO f Law Enforcement Sensitive

The CARRP process and all materials related to CARRP are FOUO, and

should be handled accordingly

If you don’t know what FOUQO means now, you will in another 30 slides or

SO
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e This Presentation is intended solely to provide training
and guidance to USCIS personnel in performing their
duties relative to the adjudication of immigration
benefits. It is not intended to, does not, and may not
be relied upon to create or confer any right(s) or
benefit(s), substantive or procedural, enforceable at
law by any individual or other party in benefit
applications before USCIS, in removal proceedings, in
litigation with the United States, or in any other form
or manner. This Presentation does not have the force
of law, or of a DHS directive.

s\ U.S. Citizenship Fraud Detection and National Security Directorate
.] and Immigration You have the Public's trust and respect. Use them wisely.
Services

Unclassified // FOUQ / Law Enforcement Sensitive
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* This Presentation is intended solely to provide training
and guidance to USCIS personnel in performing their
duties relative to the adjudication of immigration
benefits. It is not intended to, does not, and may not
be relied upoh to create or canfer any right(s) or
benefit(s), substantive or procedural, enforceable at
law by any individual or other party in benefit
applications before USCIS, in removal proceedings, in
litigation with the United States, or in any other form
or manner. This Presentation does not have the force
of law, or of a DHS directive.

Fraud Detection and National Security Dir
You have the Public's trust and respect. Use them wisely.

Unclassifisd ! FOUO f Law Enforcement Sensitive

OCC requires you to read this aloud to the class

3
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* This presentation may not be reproduced or
further disseminated without the express
written consent of FDNS Training.

* Please contact the National Security Division,
FDNS for additional information.

U Citizenship
and {mmigration
Services

§ Fene Sor ceae S8 oo fF EENE TN £ § S .
Finteodonanenivianed FF UMY F o awws Rntoreamaant N
LANMEIRNNITEGE /7 LA 7 LR Riiiaraamsn

Confidential - Subject to Protective Order CAR000756



Case 2:17-cv-00094-LK Document 645-55 Filed 11/17/23 Page 8 of 176

Author: FDNS National Security Division
Date of last revision: December 2015

This presentation contains no sensitive
Personally Identifiable Information (PIl).

Any references in documents or text, with the
exception of case law, relate to fictitious
individuals.

s\ U.S. Citizenship Fraud Detection and National Security Directorate
5} and Immigration You have the Public's trust and respect. Use them wisely.
Services
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Fraud Desection and National Security Dir
You have the Public's trust and respect. Use them wisely.

Unclassified I/ FOUO f Law Enforcement Sensitive

- This is more than a simple overview
- By the time we finish you will all be certified CARRP officers

- You will be making determinations about what constitutes a National
Security case

- You will be making recommendations about whether to approve or deny
case with NS concerns

The leadership of this agency is investing a substantial amount of trust
in you - cases in the CARRP process are some of the most
challenging, sensitive, and important work we do as officers

Emphasize - this is the big picture, HQ down, holistic CARRP process

This class and this briefing are not tailored toward specific offices,
regions, directorates, or positions

It's the same material for CARRP ISO’s in a field office, BCU ISO’s in
a service center, Asylum supervisors, EB5 FDNS |O’s, etc.

It's meant to provide a foundation that the entire agency works off of -
it is not meant to be a comprehensive, step-by-step lesson in how to
do your specific job

6
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e Module 1: National Security Division Overview
 Module 2: Handling and Protecting Sensitive Information

e  Module 3: CARRP QOverview

 Module 4: Identifying and Documenting NS Concerns
— Connecting Individual and NS Ground: Indicators
— Connecting Individual and NS Ground: Articulable link
— Sources of KST NS Concerns
— Sources of non-KST NS Concerns
— Documenting an NS Concern in FDNS-DS

 Module 5: Determining Eligibility and Vetting National
Security Concerns

Module 6: Adjudicating National Security Concerns

e Module 7: Review and Test

2D TS, Citizenship Fraud Detection and National Security Directorate
;@; and Immigration You have the Public's trust and respect. Use them wisely.
ery Services

Unclassified // FOUQ / Law Enforcement Sensitive

Confidential - Subject to Protective Order CAR000760



Case 2:17-cv-00094-LK Document 645-55 Filed 11/17/23 Page 12 of 176

J Use all available evidence to identify a potential NS

concern.

] Differentiate between indicators and articulable link as the

connection between an individual and an NS ground.
[ Distinguish between KSTs and non-KSTs.

A Identify sources of information for KST and non-KST

determinations.

[ Understand the watchlisting process.

U.S. Citizenship Fraud Detection and National Security Directorate
and Immigration You have the Public's trust and respect. Use them wisely.

Unclassified // FOUQ / Law Enforcement Sensitive
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The first stage of CARRP is identifying a NS concern. Note that
deconfliction can happen at any stage.

9
Confidential - Subject to Protective Order CAR000763



Case 2:17-cv-00094-LK Document 645-55 Filed 11/17/23 Page 15 of 176

Form: 1-485 Based on: Statutory ground:
1-589 Membership - INA§ 212(a)(3)(a),

1-924 - Money (b) or (f)
N-400 - Employment - INA§ 237(a)(4)(a)

or (b)
- Criminal Activity

National Security Concern

U Citizenship
Cand Invmigration
Services
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Connection + NS ground

Organization to from INA —
Form: 1-485 Based on: Statutory ground:
[-589 - Membership - INA§ 212(a)(3)(a).
1-924 - Money (k) or (7)
N-400 - Employment - L":’(‘bf 237(a)(4)(a)
- Criminal Activity

National Security Concern
Handled under CARRP

Fraud Detection and National Security Dir
You have the Public's trust and respect. U:elhanmwn

- This is our equation that we looked at before

- This is your paradigm for determining if there’s an NS concern based
on each individual element

- You need a nexus to one of the statutory NS grounds

- You need a person or organization

- And you need something to link them together
- Our person / org comes from any of our forms that are submitted
- Our NS grounds come from the law

- We’'re about to go more in depth on the first and last parts of that
equation, but I'm being deliberately kind of vague about the middle
part, the connection between them

Confidential - Subject to Protective Order
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* |Individuals / Organizations come from forms...

* But policy differentiates between status granting
forms and other types of forms and petitions...

CARRP Stage I?
YES

YES
YES

YES

7 N\ U.S. Citizenship Fraud Detection and National Security Directorate

.} and Immigration You have the Public's trust and respect. Use them wisely.
services

Unclassified // FOUQ / Law Enforcement Sensitive
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» Individuals / Organizations come from forms...

* But policy differentiates between status granting
forms and other types of forms and petitions...

BENEFIT TYPE CARRP Stage 1?

Fruud Detection and Nationa] Security Dire
You have the Pubiic's trust and respect. Use them wisely.

j

- So, it’s time to talk about where the people / organizations come from

- The things that we know about people / orgs. Come [rom background checks
and interviews and the forms they submit

- We use that info to decide if someone is an NS concern

Except that we don’t treat all applications and petitions, and, by extension, all
people, the same

- We know some applications — asylum, permanent residence, natz. — get
referred to CARRP, but what about other benefit types?

- What's the common link between all the things on this chart?

- Answer: they may not go through ALL of CARRP, but they’re all still subject
to some part of it

- Which part? — Stage I

No matter what the form, we identify concerns, and we document them —
that’s Stage I

- Even if it happens post-adjudication (like I-90’s), it’s still Stage |

- Even if we don’t vet and resolve the NS concern, it’s still Stage I, and
therefore still CARRP

Confidential - Subject to Protective Order CAR000767
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For ALL form types (even if post-adjudication)...
1. ldentify an NS concern.

2. Document the NS concerns in FDNS-DS.

3. Deconflict the NS concern.

& UE Cittrenship
Cand Imvnigeation
Services
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Far ALL form types (even if post-adjudication)...
1. Identify an NS concern.

2. Document the NS concerns in FDNS-DS.

3. Deconflict the NS cancern.

Yout have the Pubtic's trust and respect. Use them wisely.

- So for our ancillary and non-status granting, we talked about how they all go
through some part ol CARRP.

(DomOps CARRP Guidance Section VIII contains detailed specific
requirements)
- These types of forms go in to CARRP at least for the purpose of Identifying
and Documenting the Concern and then deconflicting
- 1-90’s are adjudicated without resolving NS or EPS concerns
- Feb. 6 2009 “Revised Guidance Pertaining to Adjudication of the
Form 1-90
- The NS may not matter for adjudication - if the person is who they

say they are, and they’re actually an LPR, we must approve - but you
still want to document the concern in DS

- And you also want to think — does the NS concern affect their LPR
status? Are they removable? Do we need to refer to ICE? Even if
they are, they are entitled to the I-90 until their LPR status has been
rescinded or removed in removal proceedings.

- [-765°s and I-131’s when they are filed concurrently with a primary
application are adjudicated without regard to NS or EPS concerns

- May 11, 2007 “Processing of Applications for Ancillary Benefits

12
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Involving Aliens Who Pose National Security or Egregious Public Safety
Concerns”

- Do we want to deconflict with law enforcement? YES

- Make sure to let any LEA’s know that the ancillary benefits are going to
approved

- USCIS granting a travel document could be highly relevant to an investigation

- What about stand-alone 1-131’s or I-765°s?

- Those are handled differently and require more work in the CARRP process

- We especially want to consider if action needs to be taken on the underlying
benefit

- Did we know there was a concern when we approved the underlying status?

Should we have? Did the applicant misrepresent something to hide the
concern from us?

- I-730°s and 1-751°s — seem like non-status granting, right?
- But they are still a priority that need to be fully worked through CARRP
- Both of them result in a permanent benefit

- CARRP guidance generally only applies to status granting immigrant and non-
immigrant applications and petitions

- We’ll refer I-129 (for non-change or extension of status), I-129F, 1-130, 1-140,
1-360 (for Religious Workers), 1-600, 1-800, 1-824

- We'll refer to CARRP 1n order to document i DS and deconflict, but these
really aren’t going to be worked in CARRP

- The [-526 used to be on the list of non-status granting (and therefore not
referred) petitions

- But remember our policy story from earlier? The EBS policy memo in 2012
amended this to allow petitions for alien entrepreneurs and the application for
a regional center can now be referred for CARRP

- DACA 1s non-status granting — is it subject to CARRP?
- Yes, but it looks a little different
- Policy:

- Our major takeaway: DECONFLICT and document EVERYTHING IN FDNS-
DS, no matter the benefit type; however, some benefits must be granted while the
NS concern remains.

12
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o

dentifying R

Area of National Security Concern Include: Section of the INA

Sy, s, Citizenship Fraud Detection and National Security Directorate
2 ;? and Immigration You have the Public's trust and respect. Use them wisely.

o
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Unclassified // FOUO / Law Enforcement Sensitive
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Area of National Security Concern Include: Section of the INA

S US. Citizensh Fraud Detection and National Security Directorate
and Immigrarion You have the Pubiic's trust and respeet. Use them wisely.
Services

Unclassified /I FOUO f Law Enforcement Sensktive

- We talked about this chart before and emphasized that some bad things —
drugs, money laundering, human rights — aren’t on here

- LetUs add another important point: this chart mostly doesn’t specify targets

- Bombing a government building in country X is the same as bombing a
government building in country Y for the purposes of establishing an NS
concern, even when country Y is a state sponsor of terror and country X is an
ally

- Looking at timeframe and intent:

- 212(a)(3)(A) is contemporaneous, prospective, and retrospective

- If you're planning to commit espionage but haven't dont it
yet, it’s still an NS ground

If you have committed sabotage, it’s an NS ground

If you are trying to overthrow the government of the US, it’s
an NS ground

- 212(a)(3)B) can be a little different
- Using chemical weapons is coniemporaneous
- Using other weapons is a present-lense statement

- If someone used in the past, does that mean they’re not a
concern? No - they’re still a concern, but that’s one area

Confidential - Subject to Protective Order CAR000772
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where we read the statute a little more broadly in terms of identifying
CARRP cases

- 212(a)(3)(F) 1s different yet again — it’s retrospective — you can’t be about to
be designated — the individual has (o have already been designated

- Past, present and future activities can all be part of our analysis, depending on the
activities committed, in progress, or intended

- Why is that? Remember that priorities and alliances shift over time

- Example L E

LE

- This is also an area where we see a difference between RAIO and domestic roles

- RAIO officers tend to have country and group research already, and will
identify a potential NS issue, leverage their existing background, and
determine that the concern has been overcome all in one sequence without a
referal

- Domestically, in FOD and SCOPS, we tend to have officers who don’t have
this background, and the way we get country conditions, group histories, etc.,
are by a referral (yellow traffic signal concept) to CARRP

13
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ntis Tech Alert List
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You have the Fublic’s trust gnd vespecs, Use them wively,

fagd /7 FOUQ F Law Enforcemesnd Sensitive

Confidential - Subject to Protective Order CAR000774

,,”
-
o
(2
&
i
V4
Y]



Case 2:17-cv-00094-LK Document 645-55 Filed 11/17/23 Page 26 of 176

Handout:

TS Ol Freitid Dietérsian wad Nutiosin] Securlty Dirsctorate:
- Gnelessiiod Il FOU0T Law Enlorsqment Sensiive
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NS Concern

NS ground
_from INA

KST NS
Concern

Individual /

Organization + 1o
\\ Non-KST NS

X

Non-KST NS
Concern
" Confirmed

. UL Cltizenship
and {mmigration
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Link o
1 Indicators 1

Y

“Nsco'njcem
Conn ' NS ground

L from INA —

Individual / +

Organization — 0
Non-KST NS KST NS
Concern Concern

A, US. Citizenshi Fraud Detection and National Security Dir
mdxmmiguzxm

Non-KST NS
Concern Not
Confirmed

Non-KST NS
Concern
Confirmed

You have the Public's trust and respect. Use them wisely.
S Services Unclassified I/ FOUO f Law Enforcemant Sensitive

So this is the chart where it starts to come together

We've been talking about the equation, and how those three elements
make an NS concern

What was the summation of my equation? If you have all three
elements, you have an NS concern

Did | have another visual model that started with having an NS
concern?

This is how the two heuristics fit together
Every time, you should think to yourself:

- Do | have an individual or organization?

- Do | have an NS ground?

- Do | have a connection between them?

- If 1 do, is my NS concern a KST or non-KST?

- Ifit's non-KST, is it confirmed or not confirmed?
Now, we've covered the individual / organization part
And we've covered the NS grounds
But I've left my middle part deliberately vague
And those of you that have really been paying attention will remember

15
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that when | defined Confirmed and not-Confirmed, | had some different words
in the middle box up top

That connection is really either an articulable link or indicators

And that’s what we’re going to talk about a some length in the next two
sections

And please note the placement of my equation — it's BEFORE you determine
KST vs. non-KST and BEFORE you determine Confirmed or Not Confirmed

15
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Indicators vs. Articulable Link

e Both ties that connect a person / organization to an NS ground
 Both based on evidence — known facts

e Butindicators and articulable link are not in opposition to
each other: They’re both intervals on the same spectrum

No indicators / o g Multiple indicators / Articulable Link /
evidence / facts An indicator “NS not confirmed “NS Confirmed”

Increasing evidentiary standard

£ i\ U.S, Citizenship Fraud Detection and National Security Directqrate
U"’ and Immigration You have the Public's trust and respect. Use them wisely.
‘%qlvn o

Services .
Unclassified // FOUO / Law Enforcement Sensitive
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Indicators vs. Articulable Link.
» Both ties that connect a person / organization to an NS ground
» Both based on evidence — known facts

* But indicators and articulable link are not in opposition to
each other: They're both intervals on the same spectrum

No indicators / An indicator Mujitiple indicators { Articulable Link
evidence/ facts b o “NSnot confitmed “NS Confirmed”

.
Ll

Increasing evidentiary standard

You have the Pubiic's rust and respect, Use them wisely.

- Indicators and Articulable link are simply different levels of evidence

- Evidence is nothing more than the facts that we have in the case

- So when we’re talking indicators and articulable link, what we’re really
asking is: how good is our evidence?

What facts are present that are leading us to think there’s a connection
between the person and the NS concern?

- And the same as any other evidence, the facts we're looking for must be
relevant and material

- So... when you think of indicators and AL, they are not a two-tiered system
of more important and less important concerns

- They're different levels of evidence on the same spectrum

- If you start out as non-KST NS Not Confirmed, as you move through
the stages of CARRP, you can find more information that shows you a
clear link and allows you to change to Confirmed

- This applies to both KSTs and non-KSTs

- KSTs require an individual and a nexus to NS — the articulable link is just
given to us by law enforcement

- Why 1s this important?
- It impacts how we report the NS caseload to leadership

Confidential - Subject to Protective Order CAR000780
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- It affects prioritization of NS cases

- But: in the field, all the vetting is the same for both Confirmed and non
Confirmed Non-KSTs

16
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Consider the following:

You come home from work one day, and...

»  There are tire marks in your driveway

* There are also muddy boot prints all over your front walk
» A window is broken in the yard next to your backdoor

* Your plasma TV is missing

U Citizenship
and {mmigration
Services
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Consider the following:

You come home from work one day, and...

* Thereare tire marks in your driveway

» There are also muddy boot prints all -over your front walk
« A window is broken in the yard next to your backdoor

* Your plasma TV is missing

Fraud Detection and National Security Di
You have the Public's trust and respect. Use them wisely.

Unclassified I/ FOUQO f Law Enforcement Sensitive

- We're all familiar with evidence and evidentiary standards from criminal law

- Everyone has probably seen Law and Order or NCIS or one of these criminal
procedurals on TV

- Solet’s consider for a moment indicators and AL in a criminal context

- If there are tire marks in your driveway, are you worried about anything being
wrong?

- What if there are also muddy boot prints on your front walk?

- Do you think something nefarious has happened?

- Is there any evidence that suggests a criminal activity?

- Are there other plausible explanations?

- What if now you see that the window by your back door is broken?

- Do you think that the tetality-of-the-eireumstanees—all the evidence you can

see —is enough to call the police?
- If you're going to call the police, are you sure that a crime has taken place?
- And now you go in to the house and your plasma TV is gone

- So, at what point did we have sufficient indicators that a crime occurred that
we weren’t comfortable just going about business as usual?

- And at what point did these facts add up to an articulable criminal activity?

Confidential - Subject to Protective Order CAR000783
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Another way of thinking about indicators:

Consider an assembly line...

+ Each step in the process of building a car is small enough
« But by the time those little things add up, the end result is significant
Indicators work the same way...

* Each one by itself is small and insubstantial

= But a bunch of them put together can add up to something big
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DISCLAIMER: NONE OF THESE INDICATORS B
MEAN SOMEONE IS AN NS CONCERN

Examples of possible indicators:
(a non- exhaustlve ||St)

Wv

loser look via

U8 Citirenshi ip Frand Defection and National Security Divectorate
¢ and Immigration You have the Public’s trust gad vespect, Use them wisely.
Services
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g S . o
DISCLAIMER: NONE OF THESE INDICATORS BY THEMSEIVES
MEAN SOMEONE IS AN NS CONCERN

Examples of possible indicators:

(a nor-exhaustive list)

o _....ﬁa_t_g ;v... e ..ié_n_.t__ - _v._ S .at_.& ii“—d—l&ﬁ“ﬁ .(.%iﬁ &_..._._..._._...i
circumstances) may cause us to take a closer look via

You have the Pubiic's trust and respect. Use thim wised.

- So what are some examples of indicators?

- None of these things are themselves derogatory or a nexus to NS... but if you
look at the entire body of evidence. maybe then it relates to an area of NS
concern

- Can you refer a case to CARRP just based on indicators?

YES — we do it all the time

Confidential - Subject to Protective Order CAR000786
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Just because the link between the person and the NS ground does not rise to the
evidentiary level of Articulable link, it can stll be a CARRP case

So think back all the way to my definitions, when I mentioned non-KST NS
Confirmed and non-KST NS Not Confirmed

What did I say the difference between those two labels was?
NS Confirmed rises to the level e of an articulable link

NS Not Confirmed is based on indicators

19
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RT ” 3 S & K TR
i | %\\§§§§:§\ Oulle

National Science Foundation Fe

., Centers 2015

U.S. Citizenship Frand Detection and National Security Divectorate
and Immigration You have the Public’s trust gad vespect, Use them wisely.
Services
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Handout:
National Science Foundation Federally

Funded Research and Development
Centers 2015

Fraud Detection and National Security Dir
You have the Public's trust and respect. Use them wisely.

Unclassifisd ! FOUQO f Law Enforcement Sensitive
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Application Exercise 4.1
“Indicators”

Twsngvel Fladaods
U8, Citizenship Frand Detec
and Tomigration ¥ou fave the Pudlic’s fvusi gnd vespect, Use hem wissly,
Services
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Application Exercise 4.1
“Indicators™

HEe n wmmmmm

~

- We just considered evidentiary standards in criminal, non-NS example
- Now let’s look at weighing evidence in an immigration specific context (o see
if we can identify an NS concern

Confidential - Subject to Protective Order CAR000791
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e An articulable link exists when:
You can describe ...
in a few simple sentences ...

a clear connection between a person ...

e

3 e
S

e aoenntS

B

S

an activity that threatens the safety and integrity of the
United States or another nation.

e (Cases with an articulable link to national security must be
handled according to CARRP.

v UE Citlzenship
and {mmigration
Services

N Yoroeen S8 el 77 ONONT IS ¢ § S oS R U

¥ imperlovoren draned FF DAY IAY F ¥ sveas DN sedenrenarantosstd W aien e it e
NIRRT R R RN X F4o 8 88 SN o T R RTINS AN SN ER 8 LS
LANMEIRINIITEGE /) PLADE 7 LOE IITOrTamany SOonsimive
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« An articulable link exists when:
You ¢an describe ...
in a few simpie sentences ...
a clear connection hetween a person ...

an activity that threatens the safety and integrity of the
United States or another nation.

« (Cases with an articulable link to national security must be
handled according tc CARRP.

Fraud Detection and National Security Di
You have the Public's trust and respect. Use them wisely.

Unclassified I/ FOUQO f Law Enforcement Sensitive

So now that we've covered indicators and talked about the evidentiary
standard we're looking for...

The next question is when we pass from having indicators (o having an
articulable link

- So now we’re going to talk about the middle component of our equation:
articulable link

This is the part that is tricky, so we’re about to take you through the
structured framework on how to do it

The framework is designed to provide a consistent means of thinking about
articulable links

We’ll give you the HQ FDNS thought process at the end

One more note — we are concerned with finding the articulable link primarily
with non-KST NS concerns

Our equation applies to identifying anything that will be handled in CARRP,
but we defined KSTs earlier as being on the watchlist

Well, for KST cases, that's enough of an articulable link — “Jon Smith is on
the watchlist for terrorism.”

As you'll see, non-KSTs are a little trickier, because there will not be one
piece of information that conclusively tells you this person is an NS concern

Confidential - Subject to Protective Order
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— you may have to “link” together a bunch of disparate things

22
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- D

y

“Wr#tulable Liny

e A connection may be:

5 LE

e An articulable link requires more than a “gut feeling.”

* The key is whether you can define the nature of the connection.

e Caveat: It is impossible to list all of the ways that an individual
might have an “articulable link” to a national security concern.
What follows are examples of how subjects can be linked.

I TS, Citizenship Fraud Detection and National Security Directorate
;@% and Immigration You have the Public's trust and respect. Use them wisely.
ery/ Services

Unclassified // FOUQ / Law Enforcement Sensitive
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¢ Aconnection may be:

* An articulable link requires more than a “gut feelin_g_;‘_’

What follows are examples of how subjects can be linked.

Fraud Detection and National Security Di

* The key is whether you can define the nature of the connection.

» Caveat: It is impossible to list all of the ways that an individual
might have an “articulable link” to a national security concern.

Unclassifisd ! FOUO f Law Enforcement Sensitive

You have the Public's trust and respect. Use them wisely.

- This looks very similar to the indicators slide, right?

- That’s because your evidence for both, the facts that support your
determination, are the same kinds of things

- Takes more than a “gut feeling” — and more than indicators!
- Criminal behavior may be an NS concern, but it’s not a prerequisite

- There could be behavior or NS links that are not overtly criminal

Confidential - Subject to Protective Order
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-

between Bob &
Concern

have now a
Nat

ives Mon Supports
to

Conducts Plans
Helps Con
. tiol - ite

ion rthe Public’s trust and respect. Use them wisely.

Unclassified // FOUO / Law Enforcement Sensitive
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between Bob 3
Concern

When determining whether there is an articulable link, you must be able
to make a connection between the actions and the terrorist organization
or terrorism related grounds

In this example, there is a subject, Bob
And there is an NS ground - terrorism

The rest of the puzzle pieces can be used to assembly a link between
Bob and terrorism

(remainder of slide is animated to demonstrate conducting a link)

Confidential - Subject to Protective Order CAR000798
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* The strongest link comes when the Subject is actively
participating in those activities:

H
H

. Here you can draw a single, direct line between the Subject
and the national security activity.

. US. Citizenship Fraud Detection and National Security Dirvectorate
and Immigration You have the Public’s trust and vespect, Use $hem wively,
Services
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* The strongest link comes when the Subject is actively
participating in those activities:

« Here, you can draw a single, direct line between the Subject
and the national security activity.

Fraud Detection and National Secarity Dir
You have the Public's trust and respect. Use them wisely.

Unclassifisd ! FOUO f Law Enforcement Sensitive

Now, we all know that real life isn’t quite this simple

But the goal of the structured framework is to get every-one thinking in the same
way

These simple cases ramp up to more complicated ones, but the method of
thinking of them is the same

Confidential - Subject to Protective Order CAR000800
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U tizenship - ' € ¢ ¢

,) and Immigration You have the Public's trust and respect. Use them wisely.
Services

Unclassified // FOUO / Law Enforcement Sensitive
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5@ U.S.Citizenship ) A DCCCUGIT AT INAUORAL STECUTITY ClOT
- and Immigration You have the Public's trust and respect. Use them wisely.

Services

Unclassified // FOUO / Law Enforcement Sensitive
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/ 2O\ US. Citizenship ) Fraud Delechf)n and National Securﬁy Dlrect(?rate
and Immigration You have the Public's trust and respect. Use them wisely.
Xt Services

Unclassified // FOUO / Law Enforcement Sensitive
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28
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/ 22\ ULS. Citizenship ) Fraud Delechf)n and National Securﬁy Dlrect(?rate
and Immigration You have the Public's trust and respect. Use them wisely.
e’ Services

Unclassified // FOUO / Law Enforcement Sensitive
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29
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e |f alaw enforcement or intelligence agency tells us that their
investigation uncovers a threat to national security, we will
consider that case a national security concern.

— This concern could be NS Confirmed or NS Not Confirmed,
depending on the specific information provided.

 The opposite, however, is not necessarily true: Even if another
agency tells us that an individual does not threaten the
national security, USCIS can still handle a case under CARRP.
— If you identify an area of national security concern, and suspect

that the applicant may be involved with it, USCIS can still try to
articulate a link.

s\ U.S. Citizenship Fraud Detection and National Security Directorate
.] and Immigration You have the Public's trust and respect. Use them wisely.
Services

Unclassified // FOUQ / Law Enforcement Sensitive
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» Ifa law enforcement or intelligence agency tells us that their
investigation uncovers a threat to national security, we will
consider that case a national security concern.

- This concern could be NS Confirmed or NS Not Confirmed,
depending on tha specificinformation provided.

* The opposite, however, is not necessarily true: Even if another
agency tells us that an individual does not threaten the
national security, USCIS can still handle a case under CARRP.

- If you identify an area of national security concern, and suspect

that the applicant may be involved with it, USCIS can still try to
articulate a link.

US. Citizensht Fraud Detection and National Security Dir
and Fmmigratiom You have the Public's trust and respect. Use them wisely.
Services

Unclassifisd ! FOUO f Law Enforcement Sensitive

Similar to law enforcement determinations: country determinations
It doesn’t matter if the country accusing you is credible — if a foreign
government designates you a terrorist, than that’s an articulable link
It may be disproven in the course of vetting

We may grant a waiver for the activity because it was on our behalf

But it’s still an articulable link

Confidential - Subject to Protective Order
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U8, Citizenship Frand Detection and National Security Divectorate
and Immigration You have the Public’s trust gad vespect, Use them wisely.
Services

gy Lo S N £Y eecns BN . oo N . LY
Unelassifiad 7 FOUD 7 Law Enigrosment Sensitive
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Application Exercise 4.2
‘“Articulable Link Writing”’

. UL Cltizenship
and {mmigration

Confidential - Subject to Protective Order CAR000810
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U.S. Citizenship Frand Detection and National Security Divectorate
and Immigration You have the Public’s trust gad vespect, Use them wisely.
Services

. N
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LE

o EM!

%> Sexviees

= Remember — it's about the sum of the evidence
Artleulable Link = NS Confirmed
Indicators of a link = NS Not Confinmied.

Fraiud Detevtion nnd Natiosial Security Picectorate:
You have the Pubiic's trust and respect. Use thim wisel.

- We talked about how there was DS entry portion of every activity, so here’s
how to document what we just talked about - articulable link and indicators

- A non-KST concern type requires a sub-status selection of either NS
Confirmed or NS Not Confirmed when it is initially entered

- Confirmed relates to having enough evidence to make an articulable link

- Not Confirmed is still an NS concern, but corresponds to having only
indicators not rising to the level of articulable link

Confidential - Subject to Protective Order
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U.S. Citizenship Frand Detection and National Security Divectorate
and Immigration You have the Public’s trust gad vespect, Use them wisely.
Services
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Unolassifiag 7 FOUQ / Law Sniorcement Sensitive
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Documenting an Articulable Link:

@ wnd Egratn . You hatve the Public's trust and respect. Use them wisely.

- You must also write out the articulable link
- And then you must get someone to agree with you
- Why do we make you do this?

- Because it's subjective! We've talking in depth about how this is a
judgment, and sometimes people just see things different ways

- But we're going to view Confirmed and Not Confirmed a little differently
at the HQ level, so an accurate distinction is really important to us

- Why do we not make you do this with indicators?

- Because what are you going to write down? There’s no firm, couple of
sentences, describable link!

35
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Concern Type: non-KST

. ULS Cliizenship
and {mmigration
Services

CARO000816
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Concern Type: non-KST

Liefasaieg

Lawe Hadweamant Sansiive

- So here's how you write it down

36
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— Classified information # “NS Confirmed”

— An articulable link is still required for selecting NS Confirmed

 To base an articulable link on classified information, both

officers should write in the comment field of their
recommendation:

“Discussed case with Officer -------- . An articulable link is present.
The articulable link is based upon classified information in an
LHM.”

 You should still discuss the articulable link with a second
officer!

Never put classified information in FDNS-DS

N\ U.S. Citizenship Fraud Detection and National Security Directorate
.} and Immigration You have the Public's trust and respect. Use them wisely.

Services
Unclassified // FOUQ / Law Enforcement Sensitive
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— Classified infarmation 2 “NS Confirmed”
— An articulable link is still réquired for'selecting NS Confirmed
» To base an articulable link on classified information, both
officers should write in the comment field of their
recommendation:
“Discussed case with Officer —---—- . An articulable link is present.

The articulable link is based upon classified information in an
LHM.”

» You should still discuss the articulable link with a second
officer!

ver put classified information in FDNS-D

us. Fraud Detection and National Security Dir
Mm ¥ou have the Pubiic's trust and respect. Use them wisely.
Fs Services

Unclassifisd ! FOUO f Law Enforcement Sensitive

Please remember that the presence of classified information doesn’t
automatically mean NS Confirmed, or even that there is an NS concern at all

Confidential - Subject to Protective Order CAR000819
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Many times, articulating a link (or determining that no -
link can be articulated) cannot be done purely from a file
review.

This may require contact with another agency, or
research in another system.

As new information is received, officers should review
and determine whether or not the evidence supports an
articulable link.

Until a definitive judgment is reached about whether an
articulable link exists, the case must remain open.

s\ U.S. Citizenship Fraud Detection and National Security Directorate
5} and Immigration You have the Public's trust and respect. Use them wisely.
Services

Unclassified // FOUQ / Law Enforcement Sensitive
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U Citizenship
and {mmigration
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KSTs & Watchlisting

Ee Frod Dessiosise wod Nitetotl] Swely Difvettrnte
Q&‘ m rai o _ hmmammm

.

We've defined what a KST is (someone on the watchlist)
And we know that it’s handled in CARRP

There’s a clear individual involved, there’s a clear nexus (o an NS concern
(terrorism), and there’s an easy articulable link

But there’s one piece of information we’re missing: what is this watchlist
thing and how do we know if someone is on it!?

Confidential - Subject to Protective Order
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What is a KST?
e Known or Suspected Terrorist (KST).

e Has been nominated and accepted for placement in the
Terrorist Screening Database (TSDB), and...

e Has a KST category code within TSDB, and...

e Remains on the Terrorist Watch List until a nomination for
removal has been approved.

2\ U.S. Citizenship Fraud Detectifm and National Security Directqrate
(. ; and Immigration You have the Public's trust and respect, Use them wisely.
e/ Services

Unclassified // FOUQ / Law Enforcement Sensitive
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* Known or Suspected Terrorist (KST).

* Has been nominated and accepted for placement in the
Terrorist Scregning Database (TSDB), owd...

¢ Has a KST category code within TSDB, and...

e Remains on the Terrorist Watch List until a nomination for
removal has been approved.

& s, Fraud Detection and National Security Dir
Mm ¥ou have the Pubiic's trust and respect. Use them wisely.

7 Sermices Unclassified !/ FOUO f Law Enforcement Sensitive

- Nominations are made by law enforcement, intelligence, and homeland
security entities

40
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Fraud Detection and National Security Directorat
Y¥ox have the Publlc's trust and respeit. Use them wisely.

Unclassified // FOUO / Law Enforcement Sensitive

- TIDE exports watchlist records to TSDB-

- TSDB contains the USG Terrorism Watchlist

- Determinations to put someone on the watchlist follow a similar
weighing of the evidence that we use to determine the connection
between a person and an activity

- Require factual evidence - “articulable intelligence”

- Give equal credence to past, present, and future actions and
associations

- Basically, if there is a reasonable suspicion that a subject did any of

41
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the things listed, they’ll be nominated as a KST

- And then things that came in to TSDB from TIDE subsequently flow
downstream again into TECS

- In the same way that nominations flow downhill (you’re nominated in TIDE, it
pushes to TSDB, and that pushes to TECS) - if you're nominations is

removed, the information should be pushed in the same way (TIDE — TSDB -
TECS)

- Which means... thez LE that you're seeing would be removed

41
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How is someone nominated to the watchlist?

e Nominations to the watchlist are made by law enforcement,
intelligence, and homeland security agencies.

e There are two categories of watchlist nominations:
o KST
¢ Watchlist exemption

e Nomination as a KST requires a reasonable suspicion that the
subject is:
e Known or suspected of being engaged in terrorist activity;
¢ Know or suspected of having previously engaged in terrorist activity;
e Known or suspected of being a member of a terrorist organization;
e Known or suspected of having been a member of a terrorist organization;
Known or suspected of preparing to engage in terrorist activity.

(BN US. Citizenship Fraud Detection and National Security Directorate
N . and Immigration You have the Public's trust and respect. Use them wisely.
R %/ Services

Unclassified // FOUO / Law Enforcement Sensitive
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Instructors: Emphasize that there are two types of people in the TSDB -

How is someone nominated to the watchlist?
* Nominations to the watchlist are made by law enforcement,
irtelligence, and homéland security agencies.
» Therearetwo categories of watchlist nominations;
* KST
o Watchlistexemption
e Nomination as a KST requires a reasonable suspicion that the
subject is:
* Known or suspected of being engaged in terrorist activity;
Know or suspected of having previously engaged in terrorist activity;
Known or suspected of being a member of a terrorist organization;
Known or suspected of having been a member of a terrorist organization;
Known or suspected of preparing to engage in terrorist activity.

US. Citizenshi Fraud Deucd?n and National Security Dkecm.nu
andlmmlgrdxn You have the Public's trust and respect. Use them wisely.

Unclassified // FOUO / Law Enforcement Sensitive

those on the watchlist and those who are watchlist exceptions

- If the derog doesn't rise to the reasonable suspicion standard, other

KST watchlist nominations require sufficient biographic info AND
reasonable suspicion —these are the ones that were named in the
funnel chart on the last slide

The watchlist exception category are people who are exported to

Both categories of watchlist nominations result in | LE ‘records in TECS

category codes (including exemptions) exist

Confidential - Subject to Protective Order
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How does USCIS identify KSTs?
* TECS records:

e NCIC records:
e
U.S. Citizenshi Fraud Detection and National Security Directorate

9. and Immigration You have the Public's trust and respect. Use them wisely.
Services

Unclassified // FOUO / Law Enforcement Sensitive
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i
i

° NCiC records:

of
|
8! H
i i
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BEE (1S, Citizenshi Fraud Detection and National Security Dir
mdhmmgn&n ¥ou have the Pubiic's trust and respect. Use them wisely.

Unclassifisd ! FOUO f Law Enforcement Sensitive

LE
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TECS Hit List:

Example for Training Purposes Only
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Training Purgasss Only

LE
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Example for Training Purposes Only

Servigces

US. Citizenship o HeLa _
and Immigration You have the Public’s trust and vespect, Use them wisely.

Fraud Detection and National Secnrity Directorate

?
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Fraud Detection and National Security Directorate
You have the Public's trust and respect. Use them wisely.

Unclassified I/ FOUQ / Law Enforcement Sensitive

46
Confidential - Subject to Protective Order CAR000836



Case 2:17-cv-00094-LK Document 645-55 Filed 11/17/23 Page 88 of 176
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U8, Citizenship Frand Detection and National Security Divectorate
and Immigration You have the Fubdlic's trust and vespect, Use them wisely.
Services
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Example for Training Purposes Only

&gy US. Citizenshi
Mgl) and Immigrarion

Frawd Detection and National Securify Directorate
¥ou have the Pubiic's trust and respect. Use them wisely.

Unclassified i FOUO / Law Enforcement Sensitive

This is an example of a NCIC hit

Confidential - Subject to Protective Order

Filed 11/17/23 Page 89 of 176
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Example for Training Purposes Only

U.S. Citizenship Frand Detection and National Security Divectorate
and Immigration You have the Public’s trust gad vespect, Use them wisely.

Services

Confidential - Subject to Protective Order CAR000839
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%

Purposes Only

/"%

ining

Example for Tra

US. Citizenship Fraud Detection and National Seenrity Directorate

and Imamigration You have the Public’s trust and vespect, Use them wisely.
SG‘Y\'iCQS: €% L8 3 SNENEY Y : e S Aen
Unclassifiad /7 FOUQ 7 Law Enforcomant Sensitive
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........

L

Example for Training Purposes Only

LE

Ka3A, US. Citizenshi
N ’j‘; and lmmig-;xgn You have the Public's trust and respect. Use them wisely.
7Y Services

Fraud Detection and National Security Dir

Unclassified I/ FOUO / Law Enforcement Sensitive

LE

Confidential - Subject to Protective Order
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Terrorist Screening Center (TSC) must be contacted.

TSC will:

— Verify that the subject being vetting by USCIS is a match to the
TSDB.

— Alert the Terrorist Screening Operations Unit (TSOU).
— TSOU will contact the case agent, who may then contact USCIS.

Begin vetting with local Joint Terrorism Task Force (JTTF).
Do not contact the National Targeting Center (NTC) on

_LE |
* Do not externally vet / deconflict with the TSC.
BN\ U.S. Citizenshi Fraud Detection and National Security Directorate
@ and Immigration You have the Public's trust and respect. Use them wisely.
iq %Y Services

Unclassified // FOUO / Law Enforcement Sensitive
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What does USCIS do {and not do) with KSTs?
* For any suspected match to a [LE! TECS record, the
Terrorist Screening Center (TSC) must be contacted.
« TSC will:
— Verify that the subject being vetting by USCIS Is a match to the
TSDB.
— Alert the Terrorist Screening Operations Unit (TSOU).
— TSOU will contact the case agent, who may then contact USCIS.

» Begin vetting with local Joint Terrorism Task Force (JTTF).

LE

 Donot externally vet / deconflict with the TSC.

EER, LS. Citizensh! Fraud Detection and National Security Directorate
A A mdlmmlgngn You have the Public's trust and respect. Use them wisely.

Unclassified / FOUO / Law Enforcement Sensitive

Please note that you are to call the TSC to confirm a KST hit, only CBP
contacts the NTC, not USCIS.

“Suspected match” in this context means anything that cannot be
definitively ruled out

50
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What will TSC need to confirm the match?
e TSC Request Form.
e Copy of completed application/petition, including G-325A.

» Photos I
I ), including any

pictures provided in support of the application.

Contact:

R

U8, Citizenship Frand Detection and National Security Directorate
and Immigration You have the Fublic's trust and vespecs. Use them wisely,
Services

£ feoeafovovan il o2 57 NN IS S menr Elaood oy e 3 " 3T
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Unolassified 7 FHLD 7 Law Srforeement Sensitiy
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What will TSC need to confirm the match?
* TSC Request Form.
= Copy of completed application/pei
s Photos

jon, including G-323A,

including any
pictures provided in suppart of the application.

{16 Cittzenship Frutud Deticlon wod Natban| Securlr Ditvesornte:
| frivaigrarion MMMM%mmwmmM

i » -!: mvx' ! *'~' - "“ ,

- Contact with the TSC is done by email
- The TSC request form is a generic template
- The TSC request form is posted to your class page under Handouts

51
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U8, Citizenship Frand Detection and National Security Divectorate
and Immigration You have the Public’s trust gad vespect, Use them wisely.
Services

Unolassifiag 7 FOUQ / Law Sniorcement Sensitive

Confidential - Subject to Protective Order CAR000846
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Concern Type: KST

U.S. Citizenship
and {mmigration
Services

Frand Detection and National Security Divectorate
You have the Fublic’s trust gnd vespecs, Use them wively,

. s

finverdoeaaidio N FACY  § oavwwr Soeforesemant Sangitive
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@-ﬂs"_ enship Freiod Deteewan wad Netloiia] Security Dicvetorste:
and fomm You Kave:the Public's oust and respect. Use them wisely.

- There are several unique things that you're going to do for KST
concerns in FDNS-DS

- You must identify the case as a KST

- If you identify it as a KST, what is your source of information? TECS!

- If you have a{LE | TECS record, is a good idea to write down that
record somewhere?

- The first somewhere you can write it down is in the ﬁ LE

53
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Concern Type: KST

U Citizenship
and {mmigration
Services
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Concern Type: KST

LE

Frad Vetvation »
edifio s &

Yo Beeny 8%

Lioiwistie #F FGRG  Law Sndecerent Saosiihe

- The other place you can write it down is in LE

....... =1

| record # (or #s) down

54
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How do you document TSC confirmation?
* TSC cannot be contacted for deconfliction...

e But the identity verification of a; LE ;record is documented

in the LE of FDNS-DS

LE

US. Citizenship Fraud Detection and National Securify Directorate
and Immigration You have the Public’s trust and vespecs, Use them wisely,
Serviges
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How do you document TSC confirmation?
« TSC cannot be contacted for deg_gg_fj_iptian..
« Butthe identity verification of 3 LE record is documented
....Inthe LE of FDNS-DS

- What else do we have to do for a KST?

- Very first thing, before we even know a case is a KST NS concern and
start our documentation. ..

- Verify with the TSC!
- _TSC verification of a {LE ] record gets documented in the LE

55
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U Citizenship
and {mmigration
srvices

o
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Sources of Information for non-KSTs

Fruiud Desioaisn, wnd Nutlotil Secvefir Ditsesornte:
 WewRaredhePubie’s ryst unitrepect, Usehons wiselt

- So we’ve built our equation, and we’ve talked about articulating links and
what activities have a nexus to an NS ground

- But how do you find out about any of those activities?
- How do you know if there’s an applicable NS ground?
How do you know what your person has been up to?
- It is also important to note here — KSTs are definitive
- Someone is either on the watchlist or they’re not

- And if they’re on the watchlist, we don’t question why (as part of
identifying a concern up front)

Confidential - Subject to Protective Order CAR000854
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What is a non-KST NS concern?

* Non-KSTs are NS concerns who have not been nominated to
the watchlist as a KST.

e Non-KST NS concerns___include:

- LE

* Insufficient derog.
— Saboteurs;
— Weapons or technology proliferators; or,
— Agents of foreign governments.

. . “ ”n
 Why is the entire phrase “Non-KST NS Concern” important?
& US. Citizenship Fraud Detection and National Security Directorate
%@g and Immigration You have the Public's trust and respect. Use them wisely.
%7 Services
e Unclassified / FOUQO / Law Enforcement Sensitive
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What is a non-KST NS concern?

s Non-KSTs are NS concerns who have not been nominated to
the watchlistas a KST.

& Non-KST NS canceths include:

- LE

........

* Insufficient derog.
— Saboteurs;
— Weapons or technology proliferators; or,
— Agents of foreigh governments.

* Why is the entire phrase “Non-KST NS Concern” important?

1S, Citizenshi Fraud Detection and National Security Directorate
andlmm!gﬂzn You have the Public's trust and respect. Use them wisely.
Services

Unclassified / FOUO / Law Enforcement Sensitive

- Answer to why is the entire phrase “Non-KST NS Concern” important?
- It emphasizes that a non-KST is still a National security concern

- Students should not forget that non-KST doesn't mean its trivial
or unimportant — it's still a national security case

57
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Other Non-KST NS Concerns:

e TECS record indicates an ongoing or closed JTTF
investigation/interest.

 NaBISCOP Appendix C - common terms and acronyms related
to TECS.

* Indicators of Investigative Hits involving NS Activity.
®
° L E
(= US. Citizenship Fraud Detection and National Security Directorate
and Immigration You have the Public's trust and respect. Use them wisely.
R %/ Services

Unclassified // FOUO / Law Enforcement Sensitive
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Citizenship
{mmigration
Services
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59
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FBI LHM Classification of Investigations:
* Foreign Counterintelligence;

Acts of Terrorism (International, Domestic);

Hostage-Taking — Terrorism;

Arms Control Treaty Measures;

Sabotage;

Actual & Attempted Bombings & Explosive Violations;

Threaten or Attempt to Use, Possess, Produce or Transport
of Weapons of Mass Destruction (WMD); or,

Use, Possession, Production or Transport of WMD.

s\ U.S. Citizenship Fraud Detection and National Security Directorate
1) and Immigration You have the Public's trust and respect. Use them wisely.
Services

Unclassified // FOUQ / Law Enforcement Sensitive
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FBI LHM Classification of investigations:
* Foreign Counterintelligence;
+ Acts of Terrorism {International, Domestic);
¢ Hostage-Taking— Terrorism;
» Arms Control Treaty Measures;
* Sabotage;
* Actual & Attempted Bombings & Explosive Violations;

of Weapons of Mass Destruction {WMD); or,
* Use, Possession, Production or Transport of WMD.

and National Security Di

» Threaten or Attempt to Use, Possess, Produce or Transport

Unclassifisd ! FOUO f Law Enforcement Sensitive

< us. Fraud Detecti r
¥ Mm You have the Pubiic's trust and respect. Use them wisely.
y> Services

These are the classes of LHMs that relate to NS

If you see one of these things, do you think that's enough evidence for

CARRP?

Confidential - Subject to Protective Order
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FBI LHMs
* LHMs are not always for open concerns

* No NS concern exists if a law enforcement or intelligence
agency indicates in an LHM that:

1. They have completed and closed their investigation, and

2. They make a definitive finding of no nexus to national
security in relation to the USCIS subject, and

3. There is no other indicator of a NS concern.

S\ U.S. Citizenshi Fraud Detection and National Security Directorate

N ; 9] and Immigration You have the Public's trust and respect. Use them wisely.
%/ Services

Unclassified // FOUO / Law Enforcement Sensitive
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FBl LHMs

+  LHMsare notalways for open concerns
«  No NS concern exists if a law enforcement of intelligence
agencyindicates in:an LHM that:
1. They have completed and closed their investigation, and
2. They make a definitive finding of no nexus to national
security in relation to the USCIS subject, and

3. Thereis no other indicator of a NS concern.

&3 s, Fraud Detection and National Security Dir
Mm ¥ou have the Pubiic's trust and respect. Use them wisely.
y> Services
Unclassifiad 2/ FOUO f Law Enforcement Sensitive

- Just because the FBI says they closed their case, does that
necessarily mean they resolved the NS concern? NO

- Just because they don't have a concern, could USCIS find another
indicator in some other vetting? YES

61
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'.':.”' - ) B \‘\
ATYINg Non-F

“r

| and Immigration ou have the Public’s trust and respect. Use them wisely.
Services

Unclassified // FOUO / Law Enforcement Sensitive
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62
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RAP Sheet:

Exampie for Training Purposes Only

U Citizenship
and {mmigration
srvices

o
7
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Identi

RAP Sheet:

Exarapie for Training Purposes Only

Fogudd Dedeetin
S th

Year Borey wedifey

ddvnofusties i BOIG  Law HEadreament Sansilive

- This is a sample of a RAP sheet

- It says known or suspected terrorist on it! — Why is it in the non-KST
category?

- Because KSTs don't come from LHMs - they only come from people
who are on the watchlist

63
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Example for Training Purposes Only

US. Citizenship Fraud Detection and National Security Directorate
and Imamigration You have the Public’s trust and vespect, Use them wisely.

Servigces
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Example for Training Purposes Only

U.S Citizenchi: Frauvd D ion and National Security Dir
and lm.mlgnt:l%n You have the Public's trust and respect. Use them wisely.
. Services

Unclassified // FOUQ / Law Enforcement Sensitive

64
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US. Citizenship
and Immigration

Servigces

Fraud Detection and National Secnrity Directorate

You have the Public’s trust and vespect, Use them wisely,

Confidential - Subject to Protective Order CAR000870
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Exarapie for Training Purp

it e forade

g dheestvindy,
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What are the non-KST watchlist exceptions?

LE

e Contacting the TSC is still required... but these exceptions
are handled under CARRP as non-KST NS Concerns.

s\ U.S. Citizenship Fraud Detection and National Security Directorate
) and Immigration You have the Public's trust and respect. Use them wisely.

&5 Services . y
Unclassified // FOUO / Law Enforcement Sensitive
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What are the non-KST watchlist exceptions?

 LE

¢ Contacting the TSC is still required... but these exceptions
are handled under CARRP as non-KST NS Concerns.

TS, Citizenshi, Fraud Detection and National Security Directorate
:.ndlmmlgrt&n You have the Public's trust and respect. Use them wisely.

Unclassified / FOUO / Law Enforcement Sensitive

Instructorsi_

LE
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Example for Training Purposes Only

rer . nen R TR R L ahna TR AT R s SR DL

U8, Citizenship Frand Detection and National Security Divectorate
and Immigration You have the Fubdlic's trust and vespect, Use them wisely.
Services
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Unolassitied /7 FOUN 7 Law Snforcamaent Sensitive
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Example for Training Purposes Only

> g.:l(‘iﬂzm:l:r
Immigration
Services

Frand Detection and National Security Directorate
You have the Public's trust and respect. Use them wisely.

Unclassified I/ FOUO / Law Enforcement Sensitive

E

Confidential - Subject to Protective Order
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Example for Training Purposes Only

\s@
18 {Tit.iyvn‘f‘;‘ff-‘;%%‘““‘“““‘ Frand Detection and Nafional Security Divectorate
and Immigration You have the Fubdlic's trust and vespect, Use them wisely.

Services
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Example for Training Purposes Only

U_g(‘m&r/ Fraud Detection and National Security Directorate
and Immigration You have the Pablic's trust and respect. Use them wisely.

Services
Unclassified // FOUO / Law Enforcament Sensitive
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Fun with TECS Codes

®

®
N\ ULS. Citizenship Fraud Detection and National Security Directorate
o and Immigration You have the Public's trust and respect. Use them wisely.
R %/ Services

Unclassified // FOUO / Law Enforcement Sensitive
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l-‘qp with TECS Codes

o

LE

US. Citizenship Fraud Detection and National Security Directorate
and Immigraton

You have the Public's trust and respect. Use them wisely.
Unclassified / FOUO / Law Enforcement Sensitive

- Not all of these are NS Concerns
- And just based on the code, you can't tell

- You need to consider the nature of the record, the text of the record,
the other facts of the case

- And we're talking about the ending on the person record — the part

- How many of these indicate a potential NS concern?

69
Confidential - Subject to Protective Order CAR000879



Case 2:17-cv-00094-LK Document 645-55 Filed 11/17/23 Page 131 of 176

More Fun with TECS Codes!

®
®
I\ TS, Citizenship Fraud Detection and National Security Directorate
;@; and Immigration You have the Public's trust and respect, Use them wisely.
Yery Services

Unclassified // FOUQ / Law Enforcement Sensitive
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B8 S, Citfzenshi Fraud Detection and National Security Dir
and Immigr: You have the Pubiic's trust and respect. Use them wisely.

Unclassified I/ FOUO f Law Enforcement Sensitive
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LE

70
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CCD and SAO

e (CCD = Consular Consolidated Database

DOS system holding the records of individuals applying for visas abroad
May include reasons for a visa refusal and copies of the visa application

* SAO = Security Advisory Opinion

An SAQO is the manner by which the State Department asks other agencies of
the USG for information / input

SAQ’s are submitted selectively based on the profile of the visa applicant
Not all SAQ’s are derogatory
SAQ’s help Consular Officers to make accurate adjudicative decisions

e Within USCIS, SAQ’s are an adjudicative tool in refugee cases

U.S. Citizenship Fraud Detection and National Security Directorate
and Immigration You have the Public's trust and respect. Use them wisely.

Unclassified // FOUQ / Law Enforcement Sensitive
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CCD and SAD
s CCD = Consular Consolidated Database
= DOS system holding the records of individuals applying for visas abroad
— May Include feasans for 8 visa refusal ard copies of the visd application
« SAQ = Security Advisory Opinion
— AnSAD is the manner by which the State Departmént asks other agenciesof

— SAQ's are submitted selectively based on the profile of the visa applicant
— Notall SAQ' are derogatory
~ 'SADYs halp Consular Officers to mike accurate adjudicative decisions

+  Within USCIS, SAQ's are an adjudicative tool in refugee cases

Freiud Detevian wiid Ntiosia] Security Dicectorate.
You have the: Pubiic's rrust and rexpecs, Use them wiselh

CCD = Consular Consolidated Database

DOS system holding the records of individuals applying for visas
abroad

May include reasons for a visa refusal and copies of the visa
application

SAO = Security Advisory Opinion

An SAO is the manner by which the State Department asks other
agencies of the USG for information / input

SAO’s are submitted selectively based on the profile of the visa
applicant

Not all SAO’s are derogatory

SAO’s help Consular Officers to make accurate adjudicative
decisions

71

Confidential - Subject to Protective Order CAR000884



Case 2:17-cv-00094-LK Document 645-55 Filed 11/17/23 Page 136 of 176

Consular Consolidated Database (CCD):

i
i
»
i
H
H
i
i

US. Citizenship Frand Detection and National Security Divectorate
and Immigration You have the Fubdlic's trust and vespect, Use them wisely.
Services
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Consular Consolidated Database (CCD):

LE

Fruud Detection and National Security Dire
You have the Pubiic's rust and respect. Use thene wisely.

CCD = Consular Consolidated Database

DOS system holding the records of individuals applying for visas
abroad

May include reasons for a visa refusal and copies of the visa
application
SAO = Security Advisory Opinion

An SAO is the manner by which the State Department asks other
agencies of the USG for information / input

SAO’s are submitted selectively based on the profile of the visa
applicant

Not all SAO’s are derogatory

SAO’s help Consular Officers to make accurate adjudicative
decisions
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IDENT

* [DENT is the DHS biometric database.
— Next Generation Index (NGI) is the FBI biometric database.

— Automated Biometric Information System (ABIS) is the DoD biometric
database.

* |DENT data set is accessed through US-VISIT.
e USCIS, CBP, ICE and other DHS component data is fed into IDENT.

e IDENT may contain hits from DoD holdings, information on
immigration violations, and encounter data.

* Everyone has a watchlist...
— |IDENT watchlist is not the same as TSDB watchlist.
— IDENT watchlist contains arrests, criminal records, DoD encounters, fraud, etc.

(BN ULS. Citizenship Fraud Detection and National Security Directorate
4 ,) and Immigration You have the Public's trust and respect. Use them wisely.
R %/ Services

Unclassified // FOUO / Law Enforcement Sensitive
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IDENT

» |DENT is the DHS biometric database.
— NextGeneration Index {NGI} is the FBI biometric database.
— Automated Biometric Information System (ABIS) is the DoD biometric
database,
« |DENT data set is accessed through US-VISIT.
= USCIS, CBP, ICE and other DHS component data is fed into IDENT.
* |DENT may contain hits from DoD holdings, information on
immigration violations, and encounter data.

< Everyone has a watchlist...
~ |DENT watchlist is not the same as TSDB watchlist.
— IDENT watchlist contains arrests, criminal records, DoD encounters, fraud, etc.

Fraud Detection and National Security Di
You have the Public's trust and respect. Use them wisely.

Unclassified I/ FOUQO f Law Enforcement Sensitive

U.S. Citizenship & Immigration Services

US-VISIT establishes and verifies the identities of people applying for immigration benefits, including asylum
or refugee status.

U.S. Customs & Border Protection (CBP)

- US-VISIT establishes and verifies the identities of intemational visitors amiving at air, sea and land border
ports of entry

- US-VISIT aiso supports the U.S. Border Patrol's enforcement efforts by verifying the identities of illegal
migrants apprehended at our land borders.

U.S. Immigration & Customs Enforcement (ICE)

US-VISIT provides ICE with actionable leads on people who have overstayed their visas and assists with the
verification of the identities of arrested criminals.

U.S. Coast Guard

US-VISIT verifies the identities of ille'gal migrants the Coast Guard apprehends at sea in the Florida Straits; in
the Mona Passage between Puerto Rico and the Dominican Republic; and other locations.

Department of Defense (DOD) & Intelligence Community

US-VISIT helps DOD and the intelligence community identify terrorists and terror suspects by analyzing
biometric information they collect from locations where terrorists have been, such as safe houses or training
camps.
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Frstd Dessosin wod Nutoan] Severlir Ditveaornte:
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B\ U.S. Citizenship ) Fraud Delectif)n and National Securjty Directorate
and Immigration You have the Public's trust and respect. Use them wisely.
X’ Services

Unclassified // FOUO / Law Enforcement Sensitive
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Curious (purely fictional) instances of self-reporting

E2I TS, Citizenship Fraud Detection and National Security Directorate
;@g and Immigration You have the Public's trust and respect. Use them wisely.
ery Services
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Curious (purely fictional) instances of self-reporting

L2

LE

G&h, US.01

Fraud Detection and National Security Dir

tizenshi;
and Immigr: You have the Pubiic's trust and respect. Use them wisely.
Unclassified I/ FOUO f Law Enforcement Sensitive

LE
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N . N N
) N N X \\\
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Relationships with law enforcement:

* Could your relationships with law enforcement help you
identify an NS concern?

Frand Detection awl Natio

U Citizenship
and {mmigration
Services

N3 N RS 55 SN EMN F
¥ impenlovo e idianed fF EANYESY f ¥ s

N R R R N RN U YR Y F Y oML
TN SRR /7 RS LW

Confidential - Subject to Protective Order CAR000895



Case 2:17-cv-00094-LK Document 645-55 Filed 11/17/23 Page 147 of 176

Relationships with law enforcement:

* Could your relationships with law enforcement help you
identify an NS conicern?

Siudies In Natlomal Securlly:

LE

Fraiud Detevtion nnd Natiosial Security Picectorate:
) ) ) You have the Pubiic's trust and respecs, Use themwiseh,

- lronically, neither of these examples are actually law enforcement, but
nonetheless...

- Example 1:

i
i

- This is definitely something we want to know about
- Example 2:

| LE
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When LHM’s may be non-derogatory:

* e.g. —reference to an OGA cable.

— Has to go in CARRP to obtain the information...
— But the OGA cable may end up not being derogatory.

e e.g.—not the subject of an investigation.

" LE

(BN US. Citizenship Fraud Detection and National Security Directorate
N ,) and Immigration You have the Public's trust and respect. Use them wisely.
R %/ Services . -

Unclassified // FOUO / Law Enforcement Sensitive
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When LHM’s may be non-derogatory:
* e.g. —reference to an OGA cable.

) LE

* e.g.—not the subject of an investigation.

~ LE

Fraud Detection and National Security Di
You have the Public's trust and respect. Use them wisely.

Unclassified I/ FOUO / Law Enforcement Sensitive

- Not every record from the sources we just covered is NS
- We talked about SAO’s not always being derogatory

not be NS
- It's derog, but it's not NS

- We see derog that isn’t NS from LHMs and TECS and USVISIT all the
time, right — money laundering, fraud, etc.

- So just because it's in one of the systems we just talked about — does
not equal NS concern

- What's important is the actual info contained in the background check
result

- In the same way that our sources of information do not always give us
NS info, some of it may not even be derogatory at all!

- A positive fingerprint or namecheck, an IDENT encounter, a LE a
FDNS-DS record... not automatically a CARRP referral
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When fingerprint records may be nop-derogatory:

LE

When FDNS-DS records may be non-derogatory:

LE

N\ ULS. Citizenship Fraud Detection and National Security Directorate
o and Immigration You have the Public's trust and respect. Use them wisely.
R %/ Services
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LE

When FDNS-DS records may be non-derogatory:

L

LE

Fraud Detection and National Secarity Dir
You have the Public's trust and respect. Use them wisely.

Unclassifisd ! FOUO f Law Enforcement Sensitive

| LE
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US. Citizenship Frand Detection and National Security Divectorate
and Immigration You have the Fubdlic's trust and vespect, Use them wisely.
Services
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Concern Type: non-KST

LE

S Citizensh Frifud Detection and Nationa] Security Direetoraite
mdlmmlgntzn ¥ou have the Public's trust and respect. Use them wisely.
Services

Unclassified | FOUO | Law Enforcement Secalitve

Same with KSTs, there are unique data entry considerations in your
CME for non-KSTs

.....................

.....................

NS ground

NS Not Confirmed = indicators

NS Confirmed = articulable link

If there is an articulable link, it needs to be written out

Where? Inarecommendationin{ ~ LE

And then another CARRP designated officer needs to review it and enter a
recommendation concurring with it

They don’t need to look at all the derog — they don’t need to the review the
whole record or the file

The other officer is just reading the articulable link

Because if the articulable link is done well, it should briefly describe the
nature of the concern in a couple of succinct sentences!
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Concern Type: non-KST

U Citizenship
and {mmigration
Services
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Concern Type: non-KST

LE

Yout have the- Pubiic's trust and respect, Use them wiseh

- Write out your A.L. exactly as we talked through them during the
hypotheticals

- Make it very clear what the connection is, and what ground you're
linking the person to

- And get a designated CARRP officer to concur with it
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U Citizenship
and {mmigration
srvices

o
7

Confidential - Subject to Protective Order CAR000905



Case 2:17-cv-00094-LK Document 645-55 Filed 11/17/23 Page 157 of 176

Individual / Connection to NS ground from
Organization + + INA -
Non-KST NS Non-KST NS
Concern Concern Not (ST NS
Confirmed Confirmed Concern
Articulable Link? Articulable Link? Articulable Link?
YES NO YES
How identified? (indicators only) (on the watchlist)
LE How identified? How identified?
other TECS, LHM, TECS, LHM, LE
fingerprint fingerprint == B
Articulable Link Articulable Link Articulable Lin
written in DS? written in DS? written in DS?
YES NO NO

4 = \ UsS. Citizenship Fraud Detectifm and National Security Direct(?rate
ol -] and Immigration You have the Public's trust and respect. Use them wisely.
o’ Services

Unclassified // FOUO / Law Enforcement Sensitive
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Individual / . NS ground from .
Qg Connection to prmr
Organization + + INA
Non-KST NS Non-KST NS
Concern Concern Not KST NS
Confirmed Confirmed Concern
Articulable Link? Articulabie Link? Atticulable Link?
YES ~ NO ~YES
How identified? (indlcators only) (on the watchlist)
(. LE ] How identified? How identified?
other TECS, LHM, TECS, LHM, | i T
fingerprint fingerprint -L__E ____________
Ardcu[able Link Articulable Link Artic le Link:
writter in DS? wiitten in DS? written in DS?
YES NO NO
iy .
ey, 0 aoeRmmsUSNbaes

These three circles were the bottom level outcomes from my chart that
started this Unit

We know that anything in CARRP (KST or Non-KST) satisfies my 3
pronged equation:

- Individual / organization +
- Indicators / Articulable Link +
- NS Ground

And we've just spend a bunch of time talking about where our facts
and evidence come from, and how to weigh them to make a
determination

So let’s pull it all together, and add our FDNS-DS documentation
component

The difference between non-KST NS confirmed and non-KST NS not-
confirmed is simply evidence

Confirmed has enough evidence to make an articulable link

Not Confirmed has enough indicators to suggest a concern, but
doesn’t meet the standards of AL

Are KSTs based on indicators or articulable link?
KSTs absolutely rise to the level of articulable link, but in those cases,
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we're not the ones weighing the evidence to make a link — the LEAs and IC
have done that already when they watchlisted the person

_________________________________

Confirmed - because again, someone is making the AL for us
- Why is only one of the articulable links documented in DS?

- Because it's implied in KSTs, and non-KST NS Not Confirmed are based on
indicators and don't HAVE an AL
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FLEION

Positive FBI Nam SEH@N's an Ns Concem

Individuals can be rerﬁA@o”F the terrorist watchlist

If there is no articulable IirFt'@Ti@‘Nm, it's not a CARRP case

US. Cittzenshtp Fraud Detection and National Security Directorate
mdlmmlgn&n You have the Public's trust and respect. Use them wisely.

Unclassified / FOUO / Law Enforcement Sensitive
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Identification of NS Concerns
Non-KST NS Concerns KST NS Concerns

o

...................

g TECS LE 'Records

_

TECS LEI records can be either a KST or non- KST NS Concern. The LE

code! LE ) indicates whether an individual is’in
TSDB under a KST category code or is a watchlist exception. All KSTs are in

TSDB with a KST category code and therefore are represented in TECS by a { LE |

-

FBI Fingerprint Check
FBI Namecheck
IDENT
Applicant Testimony

.................

records with a watchlist exception code.

Fraud Detection and National Security Directorate
2 A U.S. Citizenshi on y :
and Immigration You have the Public's trust and respect. Use them wisely.
3 Services

Unclassified // FOUO / Law Enforcement Sensitive
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 Is there any derogatory information?

J Does the derogatory information relate to the subject?

 Is the derogatory information still applicable?

d Does the derogatory information relate to an NS ground from

the INA?

d Are you familiar with all of the employers, addresses,
institutions, people, etc. listed or discussed by the applicant?

J Does the evidence add up to a strong enough connection

between person and NS ground?

s\ U.S. Citizenship Fraud Detection and National Security Directorate
5} and Immigration You have the Public's trust and respect. Use them wisely.
Services

Unclassified // FOUQ / Law Enforcement Sensitive
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 Asylum officers, refugee officers, HQ RAIO, and field and service
center ISOs are on the front lines!

e |dentifying concerns =3 EVERYONE
e Confirming with TSC —=> FDNS IO (field and asylum offices)
—> BCU CARRP ISO (service centers)
* Writing articulable links > CARRP ISOs, FDNS 10s, or AOs
* Concurring with articulable links =¥ Supervisor or designated officer
 FDNS-DS entry =—3>FDNS 10 or CARRP ISOs
*  Who in your office reviews CARRP referrals and assigns CARRP cases?

G\ U.S. Citizenship Fraud Detection and National Security Directorate
,; ; and Immigration You have the Public's trust and respect. Use them wisely.
=/ Services

Unclassified // FOUQ / Law Enforcement Sensitive
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FDNS-DS Entry

U.S. Citizenship Frand Detection and National Security Divectorate
and Immigration You have the Public’s trust gad vespect, Use them wisely.
Services
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......

Fraud Detection and National Security Directorate
You have the Public's trust and respect. Use them wisely.

Unclassifisd I FOUO f Law Enforcement Sensitive

- When you are data entering, do not use hyphens in names

88
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FDNS-DS Entry
* If the subject is not already in DS:

— Enter a new person in the LE

— Do not use hyphens in names

— Enter a new form in the LE

— Set the adjudications/action value to “pending”
* The person and form must be linked to the NS CME

US. Citizenship Fraud Detection and National Security Dirvectorate
and Immigration You have the Public’s trust and vespect, Use them wisely.
Services
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FDNS-DS Entry
« Build a CME

U.S. Citizenship Frand Detection and National Security Divectorate
and Immigration You have the Public’s trust gad vespect, Use them wisely.
Services
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U8, Citizenship Frand Detection and National Security Divectorate
and Immigration You have the Public’s trust gad vespect, Use them wisely.
Services
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FDNS-DS Entry
¢ Other NS CME Required Fields:

U.S. Citizenship Fraugd Detection and National Security Divectorate

and Immigration You have the Fubdlic's trust and vespect, Use them wisely.
Services
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Changing Process Phase

U Citizenship
and {mmigration
Services
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Frsiud Detection nnd Netionial Security Directorate
You have the Pubiic's trust and respect. Use thim wised.

93
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v’ Use all available evidence to identify a potential NS

concern.

v" Differentiate between indicators and articulable link as the

connection between an individual and an NS ground.
v" Distinguish between KSTs and non-KSTs.

v' Identify sources of information for KST and non-KST

determinations.

v Understand the watchlisting process.

U Citizenship
and {mmigration
Services
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The images on slides listed below are clip art which were in use prior to December 2014 and are used with
permission of Microsoft under a license from Microsoft existing at that time: Slide 7

The images and graphics on slides listed below were created by and are the property of the United States
government: Slides 41 and 51

Images attributed below are from a Bing search using filters to limit results to images which are free to use,
share, or modify for commercial use:

Slide 9 “Goals” Image: http://learning.nd.edu/remix/img/setting-goals.jpg

Slide 18 Assembly Line Images:
http://images.hemmings.com/wpcontent/uploads/2013/10/IntegratedAssemLine 1913.jpg

http://jdayhistory.weebly.com/uploads/8/9/5/0/8950306/2594377 orig.ipg
https://frmilovan.files.wordpress.com/2010/05/ford-assembly-line.ipg

Slide 84, “Fact vs. Fiction” Image:
http://www.sevenwholedays.org/wp-content/uploads/2012/07/ffiction-300x180.png

Slide 94 “Success” Image: https://automofo.files.wordpress.com/2011/02/increasing-success-photo.ipg

All remaining images in this presentation were developed by USG employees specifically for USCIS FDNS
training mission, or are screenshots taken from USG data systems for the express purpose of training.

(BN US. Citizenship Fraud Detection and National Security Directorate
N . and Immigration You have the Public's trust and respect. Use them wisely.
R %/ Services . .
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Practical Exercise: CARRP Stage 1
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