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Materials and information are to be controlled, handled, transmitted, 
distributed, and disposed of in accordance with U.S. DHS policy relating to 
Sensitive But Unclassified (SBU) information and is not to be released to the 
public, or other personnel who do not have a valid "need-to-know" reason 
without prior approval from the originator. It is important to note that 
the caveat "For Official Use Only" is NOT a security classification, however, 
FOUO material must be safeguarded. 

• FOUO material should not be left unattended on desks and should be 
placed out of sight when not in use unless it is in a room that has 
physical access control measures, as required by DHS MD 11042.1, 
section 1. 1. (Jan. 6, 2005). 

• Unauthorized personnel should not be allowed in the area when FOUO 
material is being reviewed. 

*Reminder: This course material is FOUO 

Fraud Detection and National Security Directorate 
You have the Public's trust and respect. Use them wisely. 

Unclassified// FOUO / Law Enforcement Sensitive 
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Matenars Jnd lnforma'tiort.Jlr~ to be:,®rttrolled,. h;andled .. tr:ansrnltte<i, 
dlstr-ibutecf, :.and disposed of tn ~ccordance0 wtth u;s. OHS policy relat1'ngto 
S:e!nsttiw But Unclassified {SBU) Tnformath1r1 •.and is 'hot to be teleased to the 
pv~H~, qrother·personnel w~o .c;fo not have~valtd 1'need-to-know'' r~Jon 
without prtor ap:p,roval ftorn th~ origtoaton It is important to note that 
the caveat 'rFot Official UseC:>tifY".is NOT ,a securitV clas:sifk:ado'n., however,, 
FOUO material must. be safeguarded. · · 

• FOUO material should not be left unattended on desks and should be 
placed out of sight when not in use unless it is in a room that has 
physical access control measures, as required by DHS MD 11042.1, 
section 1. 1. (Jan. 6, 2005). 

• Unauthorized personnel should not be allowed in the area when FOUO 
material is being reviewed. 

*Reminder: This course material is FOLIO 

Fraud Detection and National Security Directorate 
You haw the Public's tn,st and respect. Use them wis-$ 

• 

us. atizenshln 
and Immigratkm 
Services 

Unclassified// FOUO / Law Enforcement Sensitive 

The CARRP process and all materials related to CARRP are FOUO, and 
should be handled accordingly 

If you don't know what FOUO means now, you will in another 30 slides or 
so 
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• This Presentation is intended solely to provide training and 
guidance to USCIS personnel in performing their duties 
relative to the adjudication of immigration benefits. It is not 
intended to, does not, and may not be relied upon to create 
or confer any right(s) or benefit(s), substantive or procedural, 
enforceable at law by any individual or other party in benefit 
applications before USCIS, in removal proceedings, in litigation 
with the United States, or in any other form or manner. This 
Presentation does not have the force of law, or of a DHS 
directive. 

Confidential - Attorney-Eyes-Only 

Fraud Detection and National Security Directorate 
You have the Public's trust and respect. Use them wisely. 
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• TM$ Pre~etr~tionils· tn~n.qed solefv ·te• t,rtvtde traJt\ins ·,:~ 
gu1d~nie·:tt, us<;tS pt!r,fnn·el rn t)trfe.rmfog:,thet, ·f utJes 
re,leti\ie 'to the ftdjUdfoatb)n ·of· ilnml~tt)(),h Qe.ntfit~k It: 1$ n:c,t 
1n~nded ;to, ,dot.f net, 'i!Md mav fl$;1 be relied •\!Pon t• c~~te 
e>r •to.nfe:r ainv rriht{sl er h:n:efit('~}, ,sub$tanttve· at pt$ee<iu ra I; 
enforceable at law by any individual or other party in benefit 
applications before USCIS, in removal proceedings, in litigation 
with the United States, or in any other form or manner. This 
Presentation does not have the force of law, or of a DHS 
directive . 

• 

us. atizenshln 
and I:mmigratlon 
Services 

Fraud Detection and National Security Directorate 
You ha'l/e the Public's trust and respect. Use them wi.$ 

Unclassified II FOUO I Law Enforcement Sensitive 

OCC requires you to read this aloud to the class 
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• This presentation may not be reproduced or further 
disseminated without the express written consent of FONS 
Training. 

• Please contact the National Security Division, FONS for 
additional information. 

Fraud Detection and National Security Directorate 
You have the Public's trust and respect. Use them wisely. 

Unclassified// FOUO / Law Enforcement Sensitive 
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"'Abou 

• Author: FONS National Security Division 

• Date of last revision: June 2017 

• This presentation contains no sensitive Personally Identifiable 
Information {PII). 

• Any references in documents or text, with the exception of 
case law and publicly available information, relate to fictitious 
individuals or individuals whose personally identifiable 
information has been redacted. 

Confidential - Attorney-Eyes-Only 

Fraud Detection and National Security Directorate 
You have the Public's trust and respect. Use them wisely. 

Unclassified// FOUO / Law Enforcement Sensitive 

DEF-00372280.0006 

Case 2:17-cv-00094-LK   Document 665-19   Filed 06/13/24   Page 8 of 215



~t the end of this traioigg ---··---~n, the USCIS 

Officer will have an understan the CARRP 

process. 
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Fraud Detection and National Security Directorate 
You ha-ve the Public's tn,st and respecl. Use them wisezy. 

• 

us. atizenshlp 
and Immigranon 
Services 

Unclassified JI FOUO I Law Enforcement Sensitive 

- This is more than a simple overview 

- By the time we finish you will all be certified CARRP officers 

- You will be making determinations about what constitutes a National 
Security case 

- You will be making recommendations about whether to approve or deny 
case with NS concerns 

- The leadership of this agency is investing a substantial amount of trust 
in you - cases in the CARRP process are some of the most 
challenging, sensitive, and important work we do as officers 

- Emphasize - this is the big picture, HQ down, holistic CARRP process 

- This class and this briefing are not tailored toward specific offices, 
regions, directorates, or positions 

- It's the same material for CARRP ISO's in a field office, BCU ISO's in 
a service center, Asylum supervisors, EB5 FONS IO's, etc. 

- It's meant to provide a foundation that the entire agency works off of -
it is not meant to be a comprehensive, step-by-step lesson in how to 
do your specific job 

Confidential - Attorney-Eyes-Only 

6 
DEF-00372280.0008 

Case 2:17-cv-00094-LK   Document 665-19   Filed 06/13/24   Page 10 of 215



Confidential - Attorney-Eyes-Only 

• Module 1: National Security Division Overview 

• Module 2: Handling and Protecting Sensitive Information 

• Module 3: CARRP Overview 

• Module 4: Identifying and Documenting NS Concerns 
Sources of KST NS Concerns 

Sources of non-KST NS Concerns 

Connecting Individual and NS Grounds: Indicators 

Connecting Individual and NS Grounds: Articulable link 

Documenting an NS Concern in FDNS-DS 

• Module 5: Determining Eligibility and Vetting National 
Security Concerns 

• Module 6: Adjudicating National Security Concerns 

• Module 7: Review and Test 

Fraud Detection and National Security Directorate 
You have the Public's trust and respect. Use them wisely. 

Unclassified// FOUO / Law Enforcement Sensitive 
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"-. 

• Use all available evidence to identify a potential NS 

concern. 

• Differentiate between indicators and articulable link as the 

connection between an individual and an NS ground. 

• Distinguish between KSTs and non-KSTs. 

• Identify sources of information for KST and non-KST 

determinations. 

• Understand the watchlisting process. 

- - .. ., - ... ~-.............. 

Fraud Detection and National Security Directorate 
You have the Public's trust and respect. Use them wisely. 

Unclassified// FOUO / Law Enforcement Sensitive 
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L~-- .. !.dLL!l.S Hp 
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Servic:es 
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"-. 

In the life cycle of an. 

Stage I: Three elements 

1. Initial identification of a potential concern 
What facts are present? 

2. Evaluation of the potential NS concern 

Do those facts meet the definition for an NS concern? 

What type of concern is it? 

How strongly is the individual connected to the INA NS ground? 

3. Documentation of the NS concern 

Is there an existing CME or does a new one need to be created? 

What documentation is required based on the concern type? 

- - .. ., - ... ~-.............. 

Fraud Detection and National Security Directorate 
You have the Public's trust and respect. Use them wisely. 

Unclassified// FOUO / Law Enforcement Sensitive 

Confidential - Attorney-Eyes-Only DEF-00372280.0012 

Case 2:17-cv-00094-LK   Document 665-19   Filed 06/13/24   Page 14 of 215



'\~,_'--.Jill 
I n the lifE! cycle Q,t .... ,..,, .• __,, 

Stage I: Three elements 
1. Initial identification of a potential concern 

What facts are present? 

2. Evaluation of the potential NS concern 

Do those facts meet the definition for an NS concern? 

What type of concern is it? 

How strongly is the individual connected to the INA NS ground? 

3. Documentation of the NS concern 

Is there an existing CME or does a new one need to be created? 

What documentation is required based on the concern type? 

• 

us. atizenship 
and Immigranon 
Services 

Fraud Detection and National Security Directorate 
You have the Public's trust and respect. Use them wisely. 

Unclassified JI FOUO I Law Enforcement Sensitive 

- The first stage of CARRP is identifying a NS concern. 

- But there are multiple parts to this one stage: 

- There's the initial identification of a potential concern, generally 
by the adjudicator or through screening 

- There's the part where we decide that yes, those facts we 
identified as concerning really do add up to an NS concern 

- And there's the part where we document 

- It's all within this first step 

- Who do you think does all of these things? 

- The initial identification could be anyone in USCIS, but is often 
going to be adjudications personnel reviewing the file or 
conducting the interview, or whatever officers are assigned to 
review results from automated screening 

- The evaluation is generally FONS, although it can be anyone 
who is CARRP trained - the CARRP trained and designated 
thing is key here, because this step can serve as the sanity 
check - is the thing we're looking at real/ya concern? 

- The documentation can be anyone CARRP trained, but will 
often be FONS 
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- We'll see more specifics on these roles as we move through this module 
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Ser s s, ate listin 
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Stage 1, Initial Identification 

S I KS] &. ·· w· . t· h·. 1··11· ~•11:1• · ·. ·n: ·.: ·-·> ·. ·. •. : · . ·. '· -. ,c. · · .I- · ·I · :· · "''~en . .. 11 s,, _ .. a _ . . .~I: 

•·~·-
' 

- ~~~ll!Ml~~~-~l!t.l 
~--:~ •P4Wfc'NSWt411d.~J/S'e:.tfW/j~ 

Onc~l/ FOtlO'fl_aw E~~ 

- We saw in the Overview module that there were two types of NS concerns -
KST and non-KST 

- So when we get to the evaluation of our concern type, that's one decision 
we'll be making 

- But in the meantime, what about the initial identification? 

- How do we initially identify KST or non-KST concerns? Where do these 
things come from? 
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.... _ 

What is a KST? 

• Known or Suspected Terrorist {KST). 

• Has been nominated and accepted for placement in the 
Terrorist Screening Database {TSDB), and ... 

• Has a KST category code within TSDB, and ... 

- ; -.,, - ._ ......._____.;; 

• Remains on the Terrorist Watch List until a nomination for 
removal has been approved. 

Confidential - Attorney-Eyes-Only 

Fraud Detection and National Security Directorate 
You have the Public's trust and respect. Use them wisely. 

Unclassified// FOUO / Law Enforcement Sensitive 
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W.h'Jt J1,. • l<$1?-·· 
• l'newn t\JfSus_,~rad TerrQrlit. (NST) .• 

• Ha~ been mo:mh1ated ~rta sccepte:dfot p.lacemertt:ltii the 
Te:r~ti5t $'cr,:tertlnB O~t.lt:1$8 ttSPIJ)~ atuJy,• 

• R~marn.§ ·<Jrl th.t r~rrortst Wt~ ~i~: unt11 a :n~trdnatJ,n ~;r 
~meval :ba:s :"'" ~Jpro}led .• 

•·~-· 
. . ~~~ll!Ml~~~-~l!t.l ~·-1~ •P4iilfc'NSWt411d.~JlS'e:tfW/j~ 

Onc~l/ FOtlO'fl.aw E~~ 

- Nominations are made by law enforcement, intelligence, and homeland 
security entities 
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Where do KSTs (and certain non-KSTs) come from? 
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Where do KSTs (and certain non-KSTs) come from? 

• 

us. atlze_nshlp 
and Immigratton 
Services 

•••• 

Fraud Detection and National Security Dinetonte 
fuu have the Publlc'li trust and respeet. Use them wisely. 

Unclassified II FOUO / Law Enforcement Sensitive 

- There are records that stay only in TIDE and do not get pushed 
downstream 

- These records are generally lacking either derogatory or biographic 
information 

- They tend to be ambiguous such that they don't have a lot of utility in 
adjudication 

! i 

! LE ; - ! ; 
! i 
! i 
! i 
! i 
'·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·· 

- TIDE exports watchlist records to TSDB 
.-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-. 
i i -; LE ; i i 
i i 
i i 
i i 
i i 
i i 
i i 
i i 
i-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-j 

- Determinations to put someone on the watchlist follow a similar 
weighing of the evidence that we use to determine the connection 
between a person and an activity 

- Require factual evidence - "articulable intelligence" 

- Give equal credence to past, present, and future actions and 
associations 

- Basically, if there is a reasonable suspicion that a subject did any of 
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the things listed, they'll be nominated as a KST 

- And then things that came in to TSDB from TIDE subsequently flow 
downstream again into TECS 

- In the same way that nominations flow downhill (you're nominated in TIDE, it 
pushes to TSDB, and that pushes to TECS) - if you're nominations is 
removed, the information should be pushed in the same way (TIDE - TSDB -
TECS) 

- Which means ... th~ ___ LEJhat you're seeing would be removed 
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TIDE Category Codes 

Confidential - Attorney-Eyes-Only DEF-00372280.0022 

Case 2:17-cv-00094-LK   Document 665-19   Filed 06/13/24   Page 24 of 215



,_I 
' . 

How is someone nominated to the watchlist? 
• Nominations to the watchlist are made by law enforcement, 

intelligence, and homeland security agencies. 

• There are two categories of watch list nominations: 
• KST 

• Watchlist exemption 

• Nomination as a KST requires a reasonable suspicion that the 
subject is: 

• Known or suspected of being engaged in terrorist activity; 

• Know or suspected of having previously engaged in terrorist activity; 

• Known or suspected of being a member of a terrorist organization; 

• Known or suspected of having been a member of a terrorist organization; 

• Known or suspected of preparing to engage in terrorist activity. 

Confidential - Attorney-Eyes-Only 

Fraud Detection and National Security Directorate 
You have the Public's trust and respect. Use them wisely. 

Unclassified// FOUO / Law Enforcement Sensitive 

DEF-00372280.0023 

Case 2:17-cv-00094-LK   Document 665-19   Filed 06/13/24   Page 25 of 215



~ 

How is so:meone nominated to the watchlist? 
• Nominations to the watchlist are made by law enforcement, 

intelligence, and homeland securityageri.cies. 

• Therearetwo categories ofwa~chlfst nornlnatio:ns; 
• KST 
• Watchlistexemptton 

• Nomination as a KST requires a reasonable suspicion that the 
subject is: 

• Known or suspected of being engaged in terrorist activity; 

• Know or suspected of having previously engaged in terrorist activity; 

• Known or suspected of being a member of a terrorist organization; 

• Known or suspected of having been a member of a terrorist organization; 

• Known or suspected of preparing to engage in terrorist activity . 

• 

us. atizenshlp 
and Immigration 
Services 

Fraud Detection and National Security Directorate 
You haw the Public's tn,st and respecJ. Use them wisezy. 

Unclassified// FOUO I Law Enforcement Sensitive 

Instructors: Emphasize that there are two types of people in the TSDB -
those on the watchlist and those who are watchlist exceptions 

- KST watchlist nominations require sufficient biographic info AND 
reasonable suspicion - these are the ones that were named in the 
funnel chart on the last slide 

- The watchlist exception category are people who are exported to 
TSDB for screening purposes, but are not actually on the watchlist 

- Both categories of watchlist nominations result inl ___ L_EJecords in TECS 

- If the derog doesn't rise to the reasonable suspicion standard, other 
category codes (including exemptions) exist 
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How does USCIS identify KSTs? 
• TECS records: 

• 

• 
• 

• NCIC records: 

• 
• 

• 

LE 

LE 
Fraud Detection and National Security Directorate 

You have the Public's trust and respect. Use them wisely. 

Unclassified// FOUO / Law Enforcement Sensitive 
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How doe.s USCIS Identify KSTs? 
• TECS records: r·-·-·-·-· ·. ··-·-·-·-·· ·-· ··-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-· 

~ 

~ LE 
•! 

•• Ntl C records: ·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-· 
-------------------------------------------------------------------------------------------------------------------------------------------·-· ' ·•! ; LE .! 

.I 
; 
; 
; 
L--·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-· •~·~ .• ·.··.·~. 

~: 

F®d~ lfl1;dNJl'lf:()llllJ~ty ~­
'lf.;uli4Yit1/te:Pultllc'$tnl$t4/id~ iJ~_tltd,iw/.l'lr,{JI. 

Unclassified fl FOUO I Law Enforcement Sensitive 

LE 
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_____ T _E _CS ___ M o d ___ p I a tf o r. m ___ Vi e w ___________________________________________________________________________________________________________________________________________________________________________________________ _ 

LE 
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Services 
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You have the Public's trust and respect. Use them wisely. 
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How does USCIS handle KSTs? 
• For any suspected match to a! LE fECS record, the USCIS designated 

i,•-•-•-•-•-•-•-•-•-•-•-• I 

official must contact the Terrorist Screening Center (TSC) for 

verification of a match. 

• The TSC will: 

Verify that the subject being vetted by USCIS is a match to the TSDB. 

Alert the Terrorist Screening Operations Unit (TSOU). 

TSOU will contact the case agent, who may then contact USCIS. 

• USCIS conducts vetting with the local Joint Terrorism Task Force (JTTF). 

• USCIS Does Not contact the National Targeting Center (NTC) on[ LE f. 
i..·-·-·-·-·-·-·-·-·-·-·-·-j 

• USCIS Does Not externally vet/ deconflict with the TSC. 
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How does usa:s handle KSTs:? 
. ·-·-·-·-·-, 

• For any suspected match to ~-LE. tECS tetordt the Uscts designated 
official .must c9ntact tt,e. Terrori$t Screenlo-g, Center (TSC) for 
veriflcati on of a match. 

• The TSC will: 
- Verify that the subject being vetted by USCIS ls a matd1 to the rsoa, 
- Alert the Terrorist Screening Opefatjons Unit (TSOU). 

- TSOU will contact the t:ase agent~ who mav then contact usc1s. 

• U$CIS cQnd,ucts vetting with the l<:>·cc:11 Jq:int Terrorism Tt1$k. force (JTTfl, 
• USCISD.oesNotcohtactthe National Targeting Center (NTC} on! LE i 
• users Does Not externally vet I deconfHct with the TSC. •·-·-·-·-·-·-·-i 

•~·~ .• ·.··.·~. 

~: 

F®d~ lfl1;dNJl'lf:()llllJ~ty ~­
'lf.,u li4Yit1lt•t:Pultllc'$ll'il$t4/id~ iJ~.t/tdlJ w/.l'lr,{JI. 

Unclassified fl FOUO I Law Enforcement Sensitive 

Please note that you are to call the TSC to confirm a KST hit, only CBP 
contacts the NTC, not USCIS. 

"Suspected match" in this context means anything that cannot be 

-· d e fi n. it iv e I y ru .1 ed._ o u.t·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-· 

LE 
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ide 

What will the TSC need to confirm the match? 

• A TSC Request Form. 

• Copy of the completed application/petition, including G-325A 

(except for Asylum related Applications). 

• Photos (  

.), including any pictures 

provided in support of the application. 

Contact TSC via email: 

TSDB 
Fraud Detection and National Security Directorate 

You have the Public's trust and respect. Use them wisely. 

Unclassified // FOUO / Law Enforcement Sensitive 
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What willthe TSC .need to confirm the match? 
• A TS·C Rt:t:qi;t::e.st F•r:rrt. 
•• ··Cttpy; ofthe completed ap,noatfbn}p,etitlon,. lnc:Judfng 5.,32sA. 

{exte.p:t ft,r Asylum related }\,JilpU~tions'.}. 
• Photos (  

t CPMS:, eu:.), including any plctures 
fftg11idetf tn support ofthe appltcath11fl. 

Contact TSC via email: 

TSDB 
... F®d~ Q.d N.rl/lllll~ty ~le 
]fjg•.1,,4W,~11.•Pilblic'$ll'ILSt'4"il'f#J)M. 1.18':tfwl/J.~ 

tlnci.stfled;tl FOUOl'l-aw Enforcemtlll.S~ 

- Contact with the TSC is done by email 

- The TSC request form is a generic template 

- The TSC request form is posted to your class page under Handouts 
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TSC Request Form 
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.. 

' Ide 

KST NS Concern Recap: 
• To have a KST you must have a! LE I 

• The[ ____ L_E ___ ! must have a KST categ-o-ry·-·c-ode indicating that the 
individual is on the watchlist 

• ____ C._9-le._g_QI\'-. __ (;_Q_d_e ____ s._b._Q_y__l_d ___ n_o_t_ ___ b__e.L ______________________________________________________ ~ L E ! 

I LE f 
i i 
i.·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-j 

• There should be an associated NIC/T record, but the KST 
determination is based on the I LE I 

'·-·-·-·-·-·-·-·-·-·-·-·-' 

• There is no way to have a KST concern other than al LE I record with 
a KST category code •--------------------· 

• The TSC must confirm that the record relates before USCIS 
determines that it's a KST NS Concern 

• If an individual has a I LE lwith a KST code, they are a KST for as long 
L--·-·-·-·-·-·-·-·-·• 

as that record exists in TECS, regardless of any other vetting 

Confidential - Attorney-Eyes-Only 

Fraud Detection and National Security Directorate 
You have the Public's trust and respect. Use them wisely. 
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Example: Studies in National security • KST case Study 
•  
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   m that 

they related and that the Cij:tego~ code was a KST. · 

. . F®d~.1$dN-IIAAl~~­
~·-Jlt,i,,P4Wfc!fl11l$1'41til~;uuf/Wh1~ 

tlnclass~/1 FOUO'tt_a~ E,nforcamtllt~ 
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FDNS-DS Concern Type Field: KST and Source 

LE 
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FDNS;.:DS Concern Type. Field: KST an.d Source 

LE 
F®d~ lfl1;dNJl'lf:()llllJ~ty ~­

'lf.;uli4Yi/'1/te:Pultlic'$tnl$t4/id~ iJ~.t/tdlJw/.l'lr,{JI. •~-~ .• -... _.~-

~: 
Unclassified fl FOUO I Law Enforcement Sensitive 

- There are several unique things that you're going to do for KST 
concerns in FONS-OS 

- You must identify the case as a KST 

- If you identify it as a KST, what is your source of information? TECS! 

- If you have ai LE jTECS record, is a good idea to write down that 
record somewhere? 

- The first somewhere you can write it down is in  

Confidential - Attorney-Eyes-Only 
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FDNS-DS Document systems checks subtab as KST 

LE 
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FONS-OS Document systems checks subtab as KST 
-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-· 

LE 

- The other place you can write it down is in the LE sub-tab 
L--·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·• 

- Just make sure you write your! LE ~ecord # (or #s) down 
L--·-·-·-·-·-) 
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How do you document TSC confirmation in FDNS-DS? 

• 
• 

LE 
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How do you document TSC co.nfirmati:on in FDN~DS?' 
r·-·-·-·-·-·-·-·-·-··.-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-· 

.,! 

,. 

LE 
... F®d~ Q.d N.rl/lllll~ty ~le 
]fjg•.1,,4W.~11.•Pilblfc'fll'ILSr4"(11'#J)M.1.l8':tfwl/J.~ 

tlnci.stfled;tl FOUOl'l-aw Enforcemtlll.S~ 

- What else do we have to do for a KST? 

- Very first thing, before we even know a case is a KST NS concern and 
start our documentation ... 

- Verify with the TSC! 
.·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·1 
! i 

_! LE ; ! i 
! i 
! i 
! i 
! i 
! i 

l·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-· ! 
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ldeh 

What is a Non-KST NS concern? 
• Non-KSTs are NS concerns that have not been nominated to the 

Watchlist as a KST but still have a connection to the INA NS grounds. 

• Non-KST NS concerns include: 

Watch list exceptions! LE I 
i..·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-· 

• Associates of a KST. 

• Insufficient derog. 

Saboteurs; 

Weapons or technology proliferators; 

Agents of foreign governments etc., and individuals with an Articulable 
link to a National Security Concern. 

• Why is the entire phrase "Non-KST NS Concern" important? 

Confidential - Attorney-Eyes-Only 
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What is a Non-KST NS concern? 
• Non-KSTs are, NS concern·s thi:tt bave not been nominated to tt,e 

Watt::hljstas. a KST .but ~tm have a.<:pnnection to the INA NS grounds. 

• Nc;,n-l<ST NS cpnc:ern$ inclµcle; 
- Watchlistexception~ LE ! 

• .As$oti'i:ltes of~ KS:t · 
• lnsuffidentdei:qg. 

- Saboteurs; 
-- W~apons· or technology ptQliferatQrs; 
- Ag~nts .offotelgn governments. etc., and :tndfviduijls with an Artii::Y I able 

linkto.a National Security Concern. 

• Why is the entire phrase i"/Non-KST NS Concern~ Important? •~·~ .• ·.··.·~. 

~: 

F®d~lfl1;dNJl'lf:()llllJ~ty~w 
'lf.;uli4Yit1/te:Pu/tllC'$tnl$t4/id~ iJ~.t/tdlJw/$1r.{Ji. 

Unclassified fl FOUO I Law Enforcement Sensitive 

- Answer to why is the entire phrase "Non-KST NS Concern" important? 

- It emphasizes that a non-KST is still a National security concern 

- Students should not forget that non-KST doesn't mean its trivial 
or unimportant - it's still a national security case -Non-KSTs 
should be treated the same as KSTs in terms of the vetting 
process and ascertaining the threat of the NS concern-they 
are merely documented differently in OS and have different 
process for ultimate resolution on the case depending on 
eligibility for the benefit. 
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,_I 
' . 

Other Potential Non-KST NS Concern Examples: 

• TECS record indicates an ongoing or closed JTTF 
investigation/interest. 

• Association with KSTs (via travel, addresses, business, religious or 
social activities). 

• Indicators of Investigative Hits involving NS Activity. 

 

 
 

• NaBISCOP Appendix C has a listing of common terms and acronyms 
in TECS that may relate to national security. 
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You have the Public's trust and respect. Use them wisely. 
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How does USCIS identify Non-KST NS Concerns? 

•  

  

  

  

  

  

  

  

Fraud Detection and National Security Directorate 
You have the Public's trust and respect. Use them wisely. 

Unclassified// FOUO / Law Enforcement Sensitive 
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FBI Letterhead Memorandums 

• LHMs are not always for open concerns 

• No NS concern exists if a law enforcement or intelligence 
agency indicates in an LHM that: 

1. They have completed and closed their investigation, and 

2. They make a definitive finding of no nexus to national 
security in relation to the USCIS subject, and 

3. There is no other indicator of a NS concern. 

Confidential - Attorney-Eyes-Only 

Fraud Detection and National Security Directorate 
You have the Public's trust and respect. Use them wisely. 
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FBI L tt· • _h-_ - ·d-- ·M' · -_ - . - -.;- -- -.--__ e .. er ea ._emoranu.ums. 
• LHM.sare :notalw.ays for o:pen con.cerns 
·• No NS. c~n·cetf:i ~f$:ts if~ law enfot¢ern.ertt ('!)t inteUtg$n<::e 

~lf!ff1¢¥1tndic.iite,s: in -~n t..Hfy'l :~hclt: 
1. They have completed and closed their investigation, and 

2. They make a definitive finding of no nexus to national 
security in relation to the USCIS subject, and 

3. There is no other indicator of a NS concern . 

• 

us. atizenshln 
and Immigratk>n 
Services 

Fraud Detection and National Security Directorate 
You ha'l/e the Public's trust and respecJ. Use them wis-$ 

Unclassified// FOUO / Law Enforcement Sensitive 

- Just because the FBI says they closed their case, does that 
necessarily mean they resolved the NS concern? NO 

- Just because they don't have a concern, could USCIS find another 
indicator in some other vetting? YES 
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LHM Classes of Investigations that relate to NS concerns 

• Foreign Counterintelligence; 

• Acts of Terrorism (International, Domestic); 

• Hostage-Taking-Terrorism; 

• Arms Control Treaty Measures; 

• Sabotage; 

• Actual & Attempted Bombings & Explosive Violations; 

• Threaten or Attempt to Use, Possess, Produce or Transport of 
Weapons of Mass Destruction (WMD); or, 

• Use, Possession, Production or Transport of WMD. 

Fraud Detection and National Security Directorate 
You have the Public's trust and respect. Use them wisely. 

Unclassified// FOUO / Law Enforcement Sensitive 
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LHM .Classes: .. o.f•lnvestlgations that relate ta NS. concerns 
·• Fdrefgn CountefihteU(genc~r 
• Acw <lf terron~m (:rnt~r11ationil,, D<1me$ti~J:; 
• Hostag~Tacktng-Terrorram; 
• Arms tontrol'Treaty Measures; 

• Sabotage; 

• Actual & Attempted Bombings & Explosive Violations; 

• Threaten or Attempt to Use, Possess, Produce or Transport of 
Weapons of Mass Destruction (WMD); or, 

• Use, Possession, Production or Transport of WMD . 

• 

us. atizenshln 
and lIDmigratfon 
Services 

Fraud Detection and National Security Directorate 
You ha'l/e the Public's trust and respect. Use them wi.$ 

Unclassified II FOUO I Law Enforcement Sensitive 

These are the classes of LHMs that relate to NS 

If you see one of these things, do you think that's enough evidence for 
CARRP? 
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FBI Fingerprint Categories: Examples that relate to NS 

concerns 

• 

• 

• 

Confidential - Attorney-Eyes-Only 
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You have the Public's trust and respect. Use them wisely. 
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RAP Sheet: Non KST NS Concern indicator 
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US. - _. _ F®d~ lfl1;dNJl'lf:()llllJ~ty ~-
md ~-------~ · 'YiJJlli"l(wtlh,,t_•PuiJlk'l/trw,t41ul~ {l~tltd,iwisdJI_. 

~: Unclassified fl FOUO I Law Enforcement Sensitive 

- This is a sample of a RAP sheet 

- It says known or suspected terrorist on it! - Why is it in the non-KST 
category? 

- Because KSTs don't come from LHMs - they only come from people 
who are on the watchlist 
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Example: Studies in National security: seemint!IY innocuous arrests 
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Fraud Detection and National Security Directorate 
You have the Public's trust and respect. Use them wisely. 
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EllllJle: Stldles. Nano• leCUltJ: ..... ., IDOCDODS arrests 
  

  
 

  
 

 
 

Fraud Detection and National Security Directorate 
You ha-ve the Public's tn,st and respect. Use them wis-$ 

• 

us. atizenshln 
and Immigratk>n 
Services 

Unclassified// FOUO / Law Enforcement Sensitive 

- Additional instructor notes: 

 
 

 

 
 

 
 

 

 
 

- But it's not immediately obvious if you just skimmed the first page of the 
RAP sheet, saw the one disposition, and moved on 
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What are the non-KST watchlist exceptions? 

LE 

• Contacting the TSC for match verification is still required ... but 

these exceptions are handled under CARRP as non-KST NS 

Concerns. 
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You have the Public's trust and respect. Use them wisely. 
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LE 
• Contacting the TSC for match verification is still required ... but 

these exceptions are handled under CARRP as non-KST NS 
Concerns . 

• 

us. atizenshln 
and Immigratk>n 
Services 

Confidential - Attorney-Eyes-Only 

Fraud Detection and National Security Directorate 
You ha'l/e the Public's trust and respecJ. Use them wis-$ 
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Unclassified II FOUO I Law Enforcement Sensitive 

LE 
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U.S. Utlzenship 
and Immigranon 
Services 

Confidential - Attorney-Eyes-Only 

Fraud Detection and National S«urily Dire<torate 
You have the Public's trust and respect. Use them wise{v. 

Unclassified /I FOUO I Law Enforcement Sensitive 
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Fun with TECS Codes 

• 

• 

Confidential - Attorney-Eyes-Only 
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You have the Public's trust and respect. Use them wisely. 
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Filh With-TECS Codes 
• 

LE 
Fraud Detection and National Security Directorate 

You ha-ve the Public's tn,st and respect. Use them wis-$ 
• 

us. atizenshln 
and Immigratk>n 
Services 

Unclassified// FOUO / Law Enforcement Sensitive 

- Not all of these are NS Concerns 

- And just based on the code, you can't tell 

- You need to consider the nature of the record, the text of the record, 
the other facts of the case 

- And we're talkinq_about the ending on the person record - the part 
where you see! LE i 

i.·-·-·-·-·-·-·-·- i 

- How many of these indicate a potential NS concern? 
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More Fun with TECS Codes! 

• 

• 

LE 

Fraud Detection and National Security Directorate 
You have the Public's trust and respect. Use them wisely. 

Unclassified// FOUO / Law Enforcement Sensitive 
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More Fun with TECS Codes! 
• 
• 

• 

us. atizenship 
and Immigranon 
Services 

Confidential - Attorney-Eyes-Only 
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Fraud Detection and National Security Directorate 

You have the Public's trust and respect. Use them wisely. 
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Identifying Non-KST NS Co,.nCernS 
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U.S. Citizenship 
and Immigration 
Services 
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__________ Kn_owled_ge. check ... ·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-
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Purposes Only 
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U.S. Utlzenship 
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Services 
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! 

LE 
Unclassified /I FOUO I Law Enforcement Sensitive 

- These screenshots are of ai LE !lookout 
i.·-·-·-·-·-·-i 

- In the remarks, they talk about the individual being in the TSDB 

- That's most of the same language that we see inl ___ LE _jrecords 

- And we know what TSDB is 

- So how would we handle these records? 

- Are they NS Concerns? 

- Indicators of a concern? 

- A watchlisted KST? 

Confidential - Attorney-Eyes-Only 

50 
DEF-00372280.0084 

Case 2:17-cv-00094-LK   Document 665-19   Filed 06/13/24   Page 86 of 215



,_I 
' . 

Other CBP Systems & Queries 

• ATS-P = Automated Targeting System (Passenger) 

Contains travel records and information 

Also includes secondary inspection results and information, including 
notes from CBP 

May also show the targeting rule that an individual was referred under 

LE 
• ADIS =Arrival/ Departure Information System 

Older system but provides a detailed display of entry/ exit records 

Permits searches by multiple criteria with a different name search 
algorithm than ATS-P 

Confidential - Attorney-Eyes-Only 

Fraud Detection and National Security Directorate 
You have the Public's trust and respect. Use them wisely. 

Unclassified// FOUO / Law Enforcement Sensitive 
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Indicators from Travel 
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Case Study: 

In;dlcators from Travel 

•,~·• 
. . ~~~ll!Ml~~~·~l!t.l ~·-1~ ,Pfliilfc'NSWt411d.~J/8'd:tfW/j~ 

Onc~l/ FOtlO'fl.aw E~~ 

- Review page 2 Referral Information and Referral Remarks with students 

- Review page 5 Description and Referral Remarks with students 

- Does this warrant a referral to CARRP? 

LE 
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Sen. Cruz Rahami Letter 
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Case Study: 

Sen. Cruz Rahaml Lette:r 

... F®d~ Q.d N.rl/lllll~ty ~le 
]fjg•.1,,4W.~11.•Pilblic'$ll'ILSt',.il1'#J)M.1.l8':tfwl/J.~ 

tlnci.stfled;tl FOUOl'l-aw Enforcemtlll.S~ 

- Does this sound familiar? 

- This is a letter to DHS from the Senate Judiciary Committee 

- The subject of the letter is bombing attacks in New York and New Jersey 
committed by Ahmad Khan Rahami 

LE 
'·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·---·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·=-·-···-·-·-·--·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-

- This letter, by the way, is in the public domain - it's posted to Senator Cruz's 
website in its entirety 
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CCD and SAO 
• CCD = Consular Consolidated Database 

DOS system holding the records of individuals applying for visas abroad 

May include reasons for a visa refusal and copies of the visa application 

• SAO= Security Advisory Opinion 

An SAO is the manner by which the State Department asks other agencies of 
the USG for information/ input 

SAO's are submitted selectively based on the profile of the visa applicant 

Not all SAO's are derogatory 

SAO's help Consular Officers to make accurate adjudicative decisions 

• Within USCIS, SAO's are an adjudicative tool in refugee cases 

Confidential - Attorney-Eyes-Only 

Fraud Detection and National Security Directorate 
You have the Public's trust and respect. Use them wisely. 

Unclassified// FOUO / Law Enforcement Sensitive 
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CC0and"SAO 
• CCD = Consula.tConsolid8ted Database 

- .DQSSY$te:m holding the tec.ord.s·ofindividualsapplyingfofviS~ at:ir.Q'ad. 
- May include 0reasons for a visa refusal and copfes of the visa application 

•• SAO;::, SecudtyAdvlsoryOpinl.on 
- AriSAO is the max,ner byw:hichtheState. Department asks other agencies of 

the USG fur iti~rrnationl if'1pUt 

- SA.pis a~ submitted S'elecilveoly ~ased <>n the.profile of the visa applica:nt 
- N•taH SAO's 21te der~toty 
,... SA01s help Co.nsular Officers to make accurate adjudicative decisions 

• With1n USCtS,.SJ\O's are an adjudicative tool in refugee cases •~·~ .• ·.··.·~. 

~: 

F®d~ lfl1;dNJl'lf:()llllJ~ty ~­
'lf.,u lirtW1/te:Pu/tllC'$ll'il$t4/id~ iJ~.t/tdlJ w/.l'lr,{JI. 

Unclassified fl FOUO I Law Enforcement Sensitive 

CCD = Consular Consolidated Database 

DOS system holding the records of individuals applying for visas 
abroad 

May include reasons for a visa refusal and copies of the visa 
application 

SAO = Security Advisory Opinion 

An SAO is the manner by which the State Department asks other 
agencies of the USG for information/ input 

SAO's are submitted selectively based on the profile of the visa 
applicant 

Not all SAO's are derogatory 

SAO's help Consular Officers to make accurate adjudicative 
decisions 

Confidential - Attorney-Eyes-Only 
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Consular Consolidated Database (CCD): 

LE 

L--·-•-... -·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-· 
··//ii'<) 

{Jt?~·,p;<JS 

Ji\~{&'S'§f~ r,~~ts-~s~t~§)]"~ f~]-~~-l N··~-~~-ifl•J}{&l ~f}..s:-1]1~it1.r I)irs-~s~t§)'::'~{&~-~~ 
.-:! •• -:. :-;.~~ ... -:_.-: .-... •• -.".S.,\l.,\l.,._,:;.,,__d!.X 'li•o-:.XX~~. ·'- S.-&~·X'\.,:! . .,__,.:,.;.~:;. )....,-..:,•'l.•-:.,1t.-:. x-... . .., -~•• .-..-. \l.•\l.·'li•'--~-._ :-;.~~:,. 
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Consular Consolidated Database (CCD): 
-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-, 

LE 
FnudDeteclion and Nati(111al~ty Di:n¢tonte 

Y,,,u '1ut,e •the Publil:'Hn1st iitul respect. Use the,,, wisely. 

Unclassified fl FOUO / Law Enforcement Sensitive 

CCD = Consular Consolidated Database 

DOS system holding the records of individuals applying for visas 
abroad 

May include reasons for a visa refusal and copies of the visa 
application 

SAO = Security Advisory Opinion 

An SAO is the manner by which the State Department asks other 
agencies of the USG for information/ input 

SAO's are submitted selectively based on the profile of the visa 
applicant 

Not all SAO's are derogatory 

SAO's help Consular Officers to make accurate adjudicative 
decisions 

Confidential - Attorney-Eyes-Only 
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IDENT 
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You have the Public's trust and respect. Use them wisely. 
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IDENT 
• IDENf i.s the: OHS b1ometric databa~e. 

- Next Generation Index (NGI) is the FBI biometric database. 
- Auto-mated Biometric Information System (ABIS) is the Do D biometric 

database, 

• IDENT data set is accessed through CPMS. 

• USCIS, CBP, ICE and other OHS component data is fed into IDENT. 

• IDENT may contain hits from DoD holdings, information on immigration 
violations, and encounter data. 

• Everyone has a watchlist, but ... 

IDENT watchlist is not the same as TSDB watch list. 

IDENT watchlist contains arrests, DOS records, DoD encounters, fraud, etc . 

Fraud Detection and National Security Directorate 
You ha-ve the Public's tn,st and respect. Use them wise(!,. 

• 

us. atizenshlp 
and Immigration 
Services 

Unclassified// FOUO I Law Enforcement Sensitive 

U.S. Citizenship & Immigration Services 
US-VISIT establishes and verifies the identities of people applying for immigration benefits, including asylum 
or refugee status. 

U.S. Customs & Border Protection (CBP) 
- US-VISIT establishes and verifies the identities of international visitors arriving at air, sea and land border 

ports of entry. 
- US-VISIT also supports the U.S. Border Patrol's enforcement efforts by verifying the identities of illegal 

migrants apprehended at our land borders. 

U.S. Immigration & Customs Enforcement (ICE) 
US-VISIT provides ICE with actionable leads on people who have overstayed their visas and assists with the 
verification of the identities of arrested criminals. 

U.S. Coast Guard 
US-VISIT verifies the identities of illegal migrants the Coast Guard apprehends at sea in the Florida Straits; in 
the Mona Passage between Puerto Rico and the Dominican Republic; and other locations. 

Department of Defense (DOD) & Intelligence Community 
US-VISIT helps DOD and the intelligence community identify terrorists and terror suspects by analyzing 
biometric information they collect from locations where terrorists have been, such as safe houses or training 
camps. 
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CPMS Exam les 

LE 
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LE 
• ~-=-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-~!==~=:-::=:::= 

·· · · .. Unclassified fl FOUO /Law Enforcement.Sensitive 
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ns. c~· _, "~-- .. H.11e·· ·} ·'·• 
]J1 ~ ' . ,JlS H n 
~- · t'i i.r:nm.l ·1 - F se:rv·•c· gr"llJOil 
··· ·- ·,. :es 

Confidential - Att orney-Eyes-Only 
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LE 
-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-; 
; 
; 
; 
; 
; 
; 
; 
; 
; 
; 

L---·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-· ! LE 
•~-~ .• -... _.~-

~: 
Unclassified fl FOUO I Law Enforcement Sensitive 
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CPMS 

LE 
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LE 

•.- .'~--l!!Ml~~~l!l!J 
'.ffiil•ilhllhfilk'ttlMf'flll.i~,'ll#a .. rlW!Jtc~ 

Qll~l/f.®0'.Jil.;,8,\JE~~ 

' ; i i ; LE ; i i 
i i 
i i 
i i 
i i 
i i 
i i 

!.-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-· ! 
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,_I 
' . 

 

  
 

 
 

 

 
 

 

 

 

 

 
 Detection and National Security Directorate 

You have the Public's trust and respect. Use them wisely. 

Unclassified// FOUO / Law Enforcement Sensitive 
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FraudDetmbm ~ Na'li91lll)'S~wity DireCCQrate 

Y,)JJ•h,tweth~Pu/Jlk'l,.fi11st4/ldresp¢. ll~ 111w, w/$1',(y. 
• 

~~.amti~ 
~: 

Unclassified I( FOUO / Law Enforcement Sensitive 

 
 

 
 

 

 

 
 

Confidential - Attorney-Eyes-Only 

60 
DEF-00372280.0103 

$100.0

$100.0

Case 2:17-cv-00094-LK   Document 665-19   Filed 06/13/24   Page 105 of 215



Self Reporting: Examples of Non-KST identification 

• : 
 

 

  
 

 

  

  
 

 

Fraud Detection and National Security Directorate 
You have the Public's trust and respect. Use them wisely. 

Unclassified// FOUO / Law Enforcement Sensitive 
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Self Bepottlnai E.awr,ales ot· Ntn~l$T ldentJflfation 
 

    

    

  
 

 
    

  
  

 

_ _ F®d~-l$d N-1/AAl~ ~­
~--Jlt,i_,P4Wfc!fl11l$1'41-til~J/'#.f/Whc~ 

tlnclass~/1 FOUO'tt_a~ E,nforcamtllt~ 

- It's unlikely someone is going to volunteer that they're a terrorist or a spy 
- But what could they tell you? 

Confidential - Attorney-Eyes-Only 
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Example: Studies in National security- a non-KST case Study 
•    

 f 

 

 
. 

       
  

 m  

  . 

    
(a)(3)(A)(i). 

Confidential - Attorney-Eyes-Only 

Fraud Detection and National Security Directorate 
You have the Public's trust and respect. Use them wisely. 
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ElllQie: llllles In NallOIII leCll'I.J-1 n,n-m 1:ase 11• 
•  

   
 

     

  
     

 
  

:fa}13")\A'.Jlf f;-·-·-·-·l . 

. . F®d~.1$d N-1/AAl~ ~­
~•-Jlt,i_,P4Wfc!fl111$1'4ltil~J/'#.f/Whc~ 

tlnclass~/1 FOUO'tL.a~ E,nforcemtllt~ 

Many of those sources of information we just saw appear in this example 

   
 

 

 

You're going to see all of these things, and you're going to pick up on key facts 
and terms when you're reviewing evidence 
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Examples: (purely fictional) instances of self-reporting 

• r 
 

  
t  y 

 

  
 

  
 

Fraud Detection and National Security Directorate 
You have the Public's trust and respect. Use them wisely. 

Unclassified// FOUO / Law Enforcement Sensitive 

. . 
. -~ 

Confidential - Attorney-Eyes-Only DEF-00372280.0108 

$100.0

Case 2:17-cv-00094-LK   Document 665-19   Filed 06/13/24   Page 110 of 215



Examples: (purely fictional) instances of selfRreporting 
•         

     

 
     

 

 
 

 
 

• 

us. atizenshlp 
and Immigranon 
Services 

Fraud Detection and National Security Directorate 
You ha-ve the Public's tn,st and respecl. Use them wisezy. 

Unclassified JI FOUO I Law Enforcement Sensitive 

- All of these are fictional, but they're meant to prove a point 
-  
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Death Certificate 
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Case Study: 

Death ·C.ertific,ate 

... F®d~ Q.d N.rl/lllll~ty ~le 
]fjg•.1,,4W,~11.•Pilblic'$ll'ILSt',.il'f#J)M.1/8':tfwl/J.~ 

tlnci.stfled;tl FOUOl'l-aw Enforcemtlll.S~ 

- This is an actual piece of evidence provided by an applicant 

- In the parts that are translated, note a couple of interesting phrases: 
.-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-. 
i i ; LE ; i i 
i i 
i i 
i i 
i i 
i i 
i i 
i i 
i i 
i-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-j 

- Is this a crummy translation? Yes, 

 
 

Major Point: Make sure you're carefully reviewing applicant provided 
evidence and running things like this to ground to make sure there is no 
concern 
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,,~Jl 
. "---­

Recap KST ~~, .. ___ 
Non-KST NS Concerns KST NS Concerns 

~ 
C) ~ 
Q) 
~ 

C 
..c 0 C) 
0 E Q) 

..c ·-+-' +-' 
C C) I- en 
I,... Q) z ~ a. E w I,... +-' 
Q) co 0 C 
0) z - co 
C - C) 

a) LL a. - LL a. 
a) <( 
LL 

Confidential - Attorney-Eyes-Only 

-~ ' 

' 

~ ' 

~ LE ' 

~ ' 

~ ' 

~ ' 

~ ' 

~ ' 

~/77/j?""' • -'777/77/77/77/77/77/77/77/77/77/77/77/77/77/J' '777/77//'h 

LE 
Fraud Detection and National Security Directorate 

You have the Public's trust and respect. Use them wisely. 

Unclassified// FOUO / Law Enforcement Sensitive 
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When LHM's may be non-derogatory: 

• e.g. - Reference to an OGA cable. 

LE 
• e.g. - Not the subject of an investigation. 

LE 
U.S. Citizenship 
and Immigration 
Services 

Fraud Detection and National Security Directorate 
You have the Public's trust and respect. Use them wisely. 

Unclassified// FOUO / Law Enforcement Sensitive 
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When LHM's. may be non-den,gatory: 
• e.g. - Reference to an OGA cable. 

J ! 
J LE 1 

l·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·1 

• e.g. - Not the subject of an investigation . 
.--·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-
; 

-; 
; 

-I LE 
-! 

; 
; 
; 
i--·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-

Fraud Detection and National Security Directorate 
You haw the Public's tn,st and respecJ. Use them wisezy. 

• 

us. atizenshlp 
and Immigration 
Services 

Unclassified// FOUO I Law Enforcement Sensitive 

- Not every record from the sources we just covered is NS 
-  
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When fingerprint records may be non-derogatory: 

• 

LE 
When FDNS-DS records may be non-derogatory: 

•  
  
  ;  ;   
  
  
  
  

 

 

 

 

Confidential - Attorney-Eyes-Only 

Fraud Detection and National Security Directorate 
You have the Public's trust and respect. Use them wisely. 

Unclassified// FOUO / Law Enforcement Sensitive 

DEF-00372280.0115 

$100.0

Case 2:17-cv-00094-LK   Document 665-19   Filed 06/13/24   Page 117 of 215



When fingerprint records may be non~erogatorv: 
• 

LE 
When FDNS-DS records may be non-derogatory: 

•  

   

  

 
 

Fraud Detection and National Security Directorate 
You ha-ve the Public's tn,st and respect. Use them wis$ 

• 

us. atizenshlp 
and Immigration 
Services 

Unclassified// FOUO t Law Enforcement Sensitive 
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- The OS record is then closed out as Non-NS 
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Non-KST NS Concern Recap: 

• Non-KSTs come from anywhere, not just records or law enforcement 

• The information in a record or in testimony is what's important -
not the mere existence of a hit or a record 

• Testimony or what's in the immigration record is just as important 
as law enforcement records 

• Non-KSTs are subjective, especially when they're not coming from 
TECS, the FBI, or fingerprint records -Therefore, properly weighing 
the evidence is critica I 
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Stage 1- Evaluation of an NS Concern 

Differentiating Indicators and Articulable Links 
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Stage 1-- Evaluation of an NS concern 
Di'fferentl.atin.g Indicators a·nd Art.icuJable Unks 

... F®d~ 3'-dN.rl/lllll~ty ~le 
]fjg•.1,,4W,~11.•Pilblic'$ll'ILSt'4"il'f#J)M.1/8':tfwl/J.~ 

tlnci.stfled;tl FOUOl'l-aw Enforcemtlll.S~ 

- Why are we only looking at evaluating non-KSTs here? 

- Because KSTs are definitive 

- Someone is either on the watchlist or they're not 

- And if they're on the watchlist, we don't question why (as part of 
identifying a concern up front) 

- So this section is going to focus on the evaluation step of stage I 

- We've covered where the concerns come from -how a potential NS concern 
gets discovered and referred 

- And with KSTs we've covered how you evaluate post-referral - contact the 
TSC and decide if it's a KST or a watchlist exception 
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' ,-..... 

-- ----
Roles 

• Domestically (FOD and SCOPS) > focus is on the activities an 
individual is connected with, without deep consideration of timeframe 
and target in the identification stage 

Remember CARRP as a yellow traffic signal: use the process to get country 
condition research, group histories, etc. 

Potential concerns in SCOPS are referred to CARRP BCU's for evaluation 

Potential concerns in FOD are referred to local FDNS units for evaluation 

• SCOPS > Officers work applications from all over the country and 
encounter a broad range of populations, organizations, and case types 

• FOD > May have familiarity with groups/ populations in their 
office area, but generally have less time and depth of research than 
RAIO officers identifying concerns 
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Roles' 
. ., Oo©estlcally{FOO and SCQP~)---+ focrusJs-or1 the aetiviti~s Etl'I 

~IJdlv,duJl Is C(:)nnect® with:, without d,~ep@nil'1er.,fi~rr ofttmef:~rn~ 
Jog t~rsetJh thEt fcleotiflQ!tion stage 

... -:R~nwrn~r·:e;AR:~,~ 1;1~!lttW®:ffl1:.~~t:.qs~t~ i,:t~~iµ~~ co:1,1;nJi:\1 
w.n4ftion r®t,~h. :g©µp.·hl$tQt:1.e$;. ·®::. 

-, ~J't't:fa·J ®l'fetrrw,!1'1 S<;;QPJ:ijl\j:;~f.f® t!'l ~ij~fl jlfflJ/Jftit ~~lga\~h. 
- .P(ltt111t'iaf1»~rns'fri FOIJ.are: re'f'5rred to lei'aalFONs units for:evaiuawn 

.. sco:Ps---+ Offic:e,s wotk:applicati(}ns tram au ovettne :country and 
ene-0u.11ter a· broad range of pm.p:u1ation~;,; :org;ui.izetionsj and case types 

• F"OD---+ May·'have faminarity with group:s/ populati&ns 1n their 
offfoearea, botgenerallyhaveless,tlmeand depth ofresea,rcf1 t~n 
RA10 officers identtfving concerns 

... F®d~ 3'-dN.rl/lllll~ty ~le 
]fjg•.li4W,~11.•Pilblic'$ll'ILSt'4"il'f#J)M. 1/8'6:tfwl/J.~ 

tlnci.stfled;tl FOUOl'l-aw Enforcemtlll.S~ 

Major Point: These challenges are the reason we tell people to focus on 
activities with which a person is connected and the intent of those activities, 
rather then when the activities happened or whom they were directed 
against 
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' ,-..... 

-- ----
Roles 

• RAIO ) NS concerns may be identified during pre-screening in 
systems, but are also frequently derived from the interview 

- Reinforces that NS concerns can be identified at any point while working a 
benefit request 

- AO's and RO's conducting interviews must be able to spot NS indicators when 
an applicant is already sitting in front of them 

• RAIO > Refugee Affairs Security Vetting and Program Integrity 
automatically pre-screens certain cases for NS indicators (including 
through high side checks) and provides additional guidance for the 
interview as necessary. 

• RAIO ) Asylum pre-screens certain cases based on local FDNS 
jurisdiction and RAIO FDNS IOs conduct case-by-case review upon 
request. 
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Roles 
• RAIO---+ NS concerns may be. identified during pre,-screening in 

systems, but are also frequently derived from the interview 
- Reinforces that NS concerns can be i,detttiflei:1 at anyj:)oint while working a 

behefit ts'lq'.Ue!t 

- AO'.Scand RO's condutttng·lnterviews must be ableto spot NS indicatOl$'.When 
an applicant is alrea:dysitting infrorit of thell') 

• RAIO----• Refugee Affairs Security Vetting and Program Integrity 
automatically pre-screens certain casesfor NS indicators (including 
through high sid,e checks)and provides additional guidance for the 
Interview as necessary. 

• RAIO----• Asylum pre"Screens certain cases based on 1.ocal FONS 
jurisdiction and RAIO FD NS JOs conduct case-by-case review upon 
request . 

• 

i:J:s.n-.....1,1n 
and_ ~--.. · •. ·grattonr 
~: 

FljlUd~ ~Na'li91lll)~ty Dincwnlk 
}l;Uh,wetbe.Pu/llk'litnlst411dre$p¢. Vuthw, w/$1rzy. 

Unclassified fl FOUO / Law Enforcement Sensitive 

Major Point: Everyone does CARRP a little differently to meet their own 
challenges, but it all still fits into the CARRP paradigm 
instructor note: asylum is setting up a pre-screening center that will review 
cases prior to interview 
Interview: 
All officers in RAIO inquire into all activities or associations of possible 
NS concern identified pre-interview or during the interview itself. 
Refugee and International Operations- officers are required to ask certain 
inadmissibility questions that are related to NS concerns for every 
applicant and dependent. 
Asylum- officers are required to ask certain mandatory bar questions 
related to NS concerns of every applicant and dependent age 14 and 
older. 
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Individual / + Connection + 
Organization to 

NS ground 
from INA 

Form: 1-485 

1-589 

1-924 

N-400 

Based on: 

- Membership 

- Money 

- Employment 

- Criminal Activity 

Statutory ground: 

- INA§ 212(a)(3)(a), 
(b) or (f) 

- INA§ 237(a)(4)(a) 
or (b) 

National Security Concern 
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Individual / + Connection + 
Organization · to 

NS ground 
from INA 

Form: 1485 

J.;589 

1-924 

N-400 

Sa.don: 

- Member~hip 

- Money 

- Employment 

- Criminal Activity 

Statutqry grotto¢ 

- INA§ 212~a)(3)(a), 
(b) or (f) 

- INA§ 237(a}(4)(a) 
or (b) 

National Security Concern 

• 

us. atizenshln 
and Immigratkm 
Services 

Handled under CARRP 
Fraud Detection and National Security Directorate 

You ha-ve the Public's tn,st and respect. Use them WW" 
Unclassified// FOUO / Law Enforcement Sensitive 

- This is our equation that we looked at before 

- This is your paradigm for determining if there's an NS concern based 
on each individual element 

- You need a nexus to one of the statutory NS grounds 

- You need a person or organization 

- And you need something to link them together 

- Our person/ org comes from any of our forms that are submitted 

- Our NS grounds come from the law 

- We're about to go more in depth on each of the parts of this definition 
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" ... ... . 

Identifying NS Conceq_ -~, 

• Individuals come from forms ... 

• But policy differentiates between status granting 
forms and other types of forms and petitions ... 
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• Individuals come from forms ... 

• But policy differentiates between status granting 
forms and other types of forms and petitions ... 

BENEFIT TYPE CARRP St I? 

FnudDeteclion and Nati(111al~ty Di:n¢tonte 
Y,,,u '1ut,e •the Publil:'Hn1st iitul respect. Use the,,, wisely. 

Unclassified fl FOUO / Law Enforcement Sensitive 

- So, it's time to talk about where the people/ organizations come from 

- The things that we know about people / orgs. Come from background checks 
and interviews and the forms they submit 

- We use that info to decide if someone is an NS concern 

- Except that we don't treat all applications and petitions, and, by extension, all 
people, the same 

- We know some applications - asylum, permanent residence, natz. - get 
referred to CARRP, but what about other benefit types? 

- What's the common link between all the things on this chart? 

- Answer: they may not go through ALL of CARRP, but they're all still subject 
to some part of it 

- Which part? - Stage I 

- No matter what the form, we identify concerns, and we document them -
that's Stage I 

- Even if it happens post-adjudication (like I-90's), it's still Stage I 

- Even if we don't vet and resolve the NS concern, it's still Stage I, and 
therefore still CARRP 
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• • - ~· _,, ll\!11111 

Identifying N~ •&1iiuaern1: IJ1b1•1 
•:•:•·············::::::::::::::::::::•:::::::;:::::::::::::::::::::•:::::;::::::::::::::::::::::::;:::::;:::::::::::::::::::;:::::::;:::::>;:::::=:::::::::::::;:::;:::::;:::::::::::=::::::::::::=:::::::::::::::::::::::::::::•:-:-:-:-:-:-:-:-:-:-:-:-:-:-:-

For ALL form types (even if post-adjudication) ... 

1. Identify an NS concern. 

2. Document the NS concerns in FDNS-DS. 

3. Deconflict the NS concern. 

·-, ........ •,• -.-.- •.-.~-:- ., ................................................. _._.:--.-., ........ ·,'· .•.... , .. -·-·. •,•·····•.•, ...... . 
,,,,,,,, .... :-:::-::::::·········;.:.;.:-:-:.:-·-:.:-:.·· ··-········ 

. '. ,._._ -·-···•""•"•'••":•··•··-•, ...... y.•·.·.·.•,,• ... _ :\. ·->•.• -:-.-.-'.•.- ., .......... ::,:._ ............. ___ ......... :..: ......... .,. .................... , ,,, ·• .. • ... • ............. , ...• , ............... , ...... ·.· .............. .,.. ..................... , .... , .. . 
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For All form types (even if post-adjudication} ... 

l. Identify an NS concern. 

2. Document the NS concerns in FDNS-DS. 

3. Deconflict the NS concern. 

1-90 1-730 1-131 1-751 1-130 I-821D 

_$::,: a;:;$tE..-

~ 

J o; §#!b,-

FnudDem:lion and Natl91lll)~ty Din¢Wnte 
Yqu ,/i,w;, ·th~ Publll:'I;; tnlst and respect. Use the,,, wisely. 

Unclassified fl FOUO / Law Enforcement Sensitive 

- So for our ancillary and non-status granting, we talked about how they all go 
through some part of CARRP. 

- These types of forms go in to CARRP at least for the purpose of Identifying 
and Documenting the Concern and then deconflicting 

- I-90's are adjudicated without resolving NS or EPS concerns 

- The NS may not matter for adjudication - if the person is who they 
say they are, and they're actually an LPR, we must approve - but you 
still want to document the concern in DS 

- And you also want to think - does the NS concern affect their LPR 
status? Are they removable? Do we need to refer to ICE? Even if 
they are, they are entitled to the 1-90 until their LPR status has been 
rescinded or removed in removal proceedings. 

- I-765's and 1-131 's when they are filed concurrently with a primary 
application are adjudicated without regard to NS or EPS concerns 

- Do we want to deconflict with law enforcement? YES 

- Make sure to let any LEA' s know that the ancillary benefits are going 
to approved 

- USCIS granting a travel document could be highly relevant to an 
investigation 
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- What about stand-alone l-13l's or l-765's? 

- Those are handled differently and require more work in the CARRP process 

- We especially want to consider if action needs to be taken on the underlying 
benefit 

- Did we know there was a concern when we approved the underlying status? 
Should we have? Did the applicant misrepresent something to hide the 
concern from us? 

- l-730's and l-75l's - seem like non-status granting, right? 

- But they are still a priority that need to be fully worked through CARRP 

- Both of them result in a permanent benefit 

- CARRP guidance generally only applies to status granting immigrant and non-
immigrant applications and petitions 

- We'll refer 1-129 (for non-change or extension of status), l-129F, 1-130, 1-140, 
1-360 (for Religious Workers), 1-600, 1-800, 1-824 

- We'll refer to CARRP in order to document in DS and deconflict, but these 
really aren't going to be worked in CARRP 

- The 1-526 used to be on the list of non-status granting (and therefore not 
referred) petitions 

- But remember our policy story from earlier? The EB5 policy memo in 2012 
amended this to allow petitions for alien entrepreneurs and the application for 
a regional center can now be referred for CARRP 

- DACA is non-status granting - is it subject to CARRP? 

- Yes, but it looks a little different 

- Our major takeaway: DECONFLICT and document EVERYTHING IN FDNS-
DS, no matter the benefit type; however, some benefits must be granted while the 
NS concern remains. 
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. ::S.~ .. 

National SeCUr 

Area of National Security Concern Include: 

U.S. Citizenship 
and Immigration 
Services 

Section of the INA 

Fraud Detection and National Security Directorate 
You have the Public's trust and respect. Use them wisely. 

Unclassified// FOUO / Law Enforcement Sensitive 
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Area of National Security Concern Include: Section of the INA 

Fraud Detection and National Securily Dinetonte 
fuu have the Public's trust and respect. Use them wisely. 

• 

us. Citlze_nshlp 
and Immigratton 
Services 

Unclassified II FOUO / Law Enforcement Sensitive 

- We talked about this chart before and emphasized that some bad things -
drugs, money laundering, human rights - aren't on here 

- Let's add another important point: this chart mostly doesn't specify targets 

- Bombing a government building in country X is the same as bombing a 
government building in country Y for the purposes of establishing an NS 
concern, even when country Y is a state sponsor of terror and country X is an 
ally 

- Looking at timeframe and intent: 

- 212(a)(3)(A) is contemporaneous, prospective, and retrospective 

- If you're planning to commit espionage but haven't don't it 
yet, it's still an NS ground 

- If you have committed sabotage, it's an NS ground 

- If you are trying to overthrow the government of the US, it's 
an NS ground 

- 212(a)(3)(B) can be a little different 

- Using chemical weapons is contemporaneous 

- Using other weapons is a present-tense statement 

- If someone used in the past, does that mean they're not a 
concern? No - they're still a concern, but that's one area 
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where we read the statute a little more broadly in terms of identifying 
CARRPcases 

- 212(a)(3)(F) is different yet again - it's retrospective - you can't be about to 
be designated - the individual has to have already been designated 

- Past, present and future activities can all be part of our analysis, depending on the 
activities committed, in progress, or intended 

- Why is that? Remember that priorities and alliances shift over time 

- Example: if you were part of a group many years ago that the USG supported, 
and you were fighting against an entity the USG didn't really like ... 

- Who's to say that now the USG is friendly with that other entity? 

- Who's to say that your group wasn't also doing some stuff the USG 
didn't support at the time? 

- Could your group have gone on to do other things that USG didn't 
support later on? 

- Could you have met some other people and groups (associates!) that 
the USG didn't like quite so much? 
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' . 

Additional considerations about NS Grounds: 

• The grounds are part of identifying a concern - but they are 
generally not what we're going to charge in a decision 

• Even though they're from the INA, (generally the inadmissibility 
and removability sections), that doesn't mean the grounds are 
going to be the basis for a decision 

• Although the basis of a concern is connected to an INA ground 
this may not directly be reflected in the final adjudicative 
decision i.e. ( An NS case can be referred on other grounds 
unrelated to the NS concern-such as an ineligibility provision) 
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Application Exercise 4.1 

"Open Source Fact Patterns" 

( continued) 
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"NS I Non-NS Open Source Fact Patterns" 

Materials: Word document link-list on ECN 

Estimated Time: 30mins. 

This exercise begins to train students to consider the facts present and 
ensure that there is an area of NS concern 
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Indicators 

NS Concern 

Individual / Conn 
Organization + 1 to 

NS ground 
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Confirmed 

Non-KST NS 
Concern 
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Concern Not 
Confirmed 

KST NS 
Concern 
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cu 
Link or 

Indicators 

' 
NSConcem 

Individual/ • Conn ·· NS ground 
Organization + ...-1 -1---0____.__--+-----. from INA 

Non-KST NS KST NS 
Concern Concern 

Non-KST NS Non-KST NS 
ilinrern ilinrernN~ 
Confirmed Confirmed 

--

• 

us. atizenshlp 
and Immigranon 
Services 

Fraud Detection and National Security Directorate 
You ha-ve the Public's tn,st and respecl. Use them wisezy. 

Unclassified JI FOUO I Law Enforcement Sensitive 

- So this is the chart where it starts to come together 

- We've been talking about the equation, and how those three elements 
make an NS concern 

- What was the summation of my equation? If you have all three 
elements, you have an NS concern 

- Did I have another visual model that started with having an NS 
concern? 

- This is how the two heuristics fit together 

- Every time, you should think to yourself: 

- Do I have an individual or organization? 

- Do I have an NS ground? 

- Do I have a connection between them? 

- If I do, is my NS concern a KST or non-KST? 

- If it's non-KST, is it confirmed or not confirmed? 

- Now, we've covered the individual/ organization part 

- And we've covered the NS grounds 

- But I've left my middle part deliberately vague 

- And those of you that have really been paying attention will remember 
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that when I defined Confirmed and not-Confirmed, I had some different words 
in the middle box up top 

- That connection is really either an articulable link or indicators 

- And that's what we're going to talk about a some length in the next two 
sections 

- And please note the placement of my equation - it's BEFORE you determine 
KST vs. non-KST and BEFORE you determine Confirmed or Not Confirmed 
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The . ·s--~ 
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. . 

Indicators vs. Articulable Link 
• Both ties that connect a person/ organization to an NS ground 
• Both based on evidence - known facts 
• But indicators and articulable links are not in opposition to 
each other: They're both intervals on the same spectrum 

No indicators / 
evidence / facts 

Confidential - Attorney-Eyes-Only 

An indicator 
or fact 

Multiple indicators/ 
"NS not confirmed" 

Increasing evidentiary standard 

Multiple strong 
indicators / Articulable 
Link/ "NS Confirmed" 
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You have the Public's trust and respect. Use them wisely. 
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Indicators vs. Articulable Link 
• Both ties that connect a person/ organization to an NS ground 
• Both based on evidence - known facts 
• But ihdicato'rs and articulable links are not in opposition to 
each other: They're both intervals on the same spectrum 

No indicators/ 
evidence I fees 

An Indicator 
orfaci 

Multiple 'im!lcaf,ors l 
"NS not c:onllnnetr' 

MuHlple strong 
indic•tors / Artlclilable 
link/ "NS.Confinned" 

Increasing evidentiary standard 
FnudDem:lion and Natl91lll)~ty Din¢Wnte 

Yqu ,/i,w;, ·th~ Publll:'I;; tnlst and respect. Use the,,, wisely. 

Unclassified fl FOUO / Law Enforcement Sensitive 

- Indicators and Articulable link are simply different levels of evidence 

- Evidence is nothing more than the facts that we have in the case 

- So when we're talking indicators and articulable link, what we're really 
asking is: how good is our evidence? 

- What facts are present that are leading us to think there's a connection 
between the person and the NS concern? 

- And the same as any other evidence, the facts we're looking for must be 
relevant and material 

- So ... when you think of indicators and AL, they are not a two-tiered system 
of more important and less important concerns 

- They're different levels of evidence on the same spectrum 

- If you start out as non-KST NS Not Confirmed, as you move through 
the stages of CARRP, you can find more information that shows you a 
clear link and allows you to change to Confirmed 

- This applies to both KSTs and non-KSTs 

- KSTs require an individual and a nexus to NS - the articulable link is just 
given to us by law enforcement 

- Why is this important? 

- It impacts how we report the NS caseload to leadership 
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- It affects prioritization of NS cases 

- But: in the field, all the vetting is the same for both Confirmed and non 
Confirmed Non-KSTs 
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Consider the following: 

You come home from work one da½ and ... 
• There are tire marks in your driveway 
• There are also muddy boot prints all over your front walk 
• A window is broken in the yard next to your backdoor 
• Your plasma TV is missing 

Fraud Detection and National Security Directorate 
You have the Public's trust and respect. Use them wisely. 
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Consider the foUowtog: 

You come home/ram work. one day, qm:L. 
• There are tire marks in your drb,eway 
• There are also muddy boot prints all over your frontwalk 
• Awindow is broken inthe,yard next ta your backdoor 
• Your plasma TV is missin:g 

•~.~ .• ·.••.~. 

~: 

FljlUd~ IJl1;dN11'ti9naJSe¢atity ~-
~ h,tw;the:Pu/llk'Un111t411d~ if~ t/l(im wfs;tly. 
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- We're all familiar with evidence and evidentiary standards from criminal law 

- Everyone has probably seen Law and Order or NCIS or one of these criminal 
procedurals on TV 

- So let's consider for a moment indicators and AL in a criminal context 

- If there are tire marks in your driveway, are you worried about anything being 
wrong? 

- What if there are also muddy boot prints on your front walk? 

- Do you think something nefarious has happened? 

- Is there any evidence that suggests a criminal activity? 

- Are there other plausible explanations? 

- What if now you see that the window by your back door is broken? 

- Do you think that the totality of the circumstances all the evidence you can 
see -is enough to call the police? 

- If you're going to call the police, are you sure that a crime has taken place? 

- And now you go in to the house and your plasma TV is gone 

- So, at what point did we have sufficient indicators that a crime occurred that 
we weren't comfortable just going about business as usual? 

- And at what point did these facts add up to an articulable criminal activity? 
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Another way of thinking about indicators: 

Consider an assembly line ... 
~ Each step in the process of building a car is small enough 
~ But by the time those little things add up, the end result is significant 
Indicators work the same way ... 
® Each one by itself is small, 
® but a bunch of them put together can add up to something big 
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Examples of possible indicators: 
(a non-exhaustive list) 
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DISCl.AIMEJk: .. : ~ . NDICA 
MEAN SOMEONE IS AN NS CONCERN 

Examples of possible· indi'cators·: 
{a non"'e:x.haustiv~ list) 
      
    
  

 
  
  
  

But: a sufficient amount of indicators (based on the totality 
of circumstances) may cause us to take a closer look via 

• 

us. atizenshlp 
and Immigration 
Services 

CAR RP Fraud Detection and National Security Directorate 
You ha-ve the Public's tn,st and respecJ. Use them wisezy. 
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Handout: 

National Science Foundation Federally 
Funded Research and Development 

Centers 2015 
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Handout: 

National Science Foundation Federally 
Funded Research and Development 

Centers 2015 

Fraud Detection and National Security Directorate 
You ha-ve the Public's tn,st and respect. Use them wis$ 

• 

us. atizenshlp 
and Immigration 
Services 
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Application Exercise 4.2 

''Indicators'' 
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- We just considered evidentiary standards in criminal, non-NS example 

- Now let's look at weighing evidence in an immigration specific context to see 
if we can identify an NS concern 
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• An articulable link exists when: 

You can describe ... 

in a few simple sentences ... 

a clear connection between a person ... 

an activity that threatens the safety and integrity of the 

United States or another nation. 

• Cases with an articulable link to national security must be 

handled according to CARRP. 

- - .. ., - ... ~-.............. 

Fraud Detection and National Security Directorate 
You have the Public's trust and respect. Use them wisely. 
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• An articulable Jink exists when: 

You .can describe •.. 

in a few.simple sentences.;. 
a clear connection between a person ... 

an activity that threatens the safety and.integrity of the 
United States or another nation. 

• Cases with an attkulabl.e link to national security must be 
handled acco.rding to CARRP. 

•

i:J:s.n-.....1,1n 
and_ ~---_- -- ·grattonr 
~: 

FljlUd~ ~Na'li91lll)~ty Dincwnlk 
"Y,,,Uh,wetb"'Pu/llk'litnlst411dre$p¢. ll,rethw, w/$1rzy. 
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- So now that we've covered indicators and talked about the evidentiary 
standard we're looking for. .. 

- The next question is when we pass from having indicators to having an 
articulable link 

- So now we're going to talk about the middle component of our equation: 
articulable link 

- This is the part that is tricky, so we're about to take you through the 
structured framework on how to do it 

- The framework is designed to provide a consistent means of thinking about 
articulable links 

- We'll give you the HQ FDNS thought process at the end 

- One more note - we are concerned with finding the articulable link primarily 
with non-KST NS concerns 

- Our equation applies to identifying anything that will be handled in CARRP, 
but we defined KSTs earlier as being on the watchlist 

- Well, for KST cases, that's enough of an articulable link - "Jon Smith is on 
the watchlist for terrorism." 

- As you'll see, non-KSTs are a little trickier, because there will not be one 
piece of information that conclusively tells you this person is an NS concern 
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- you may have to "link" together a bunch of disparate things 
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• A connection may be: 

Conducting a criminal act; 

Belonging to or speaking for a particular organization; 

Providing money or material support; or 

Many other associations between an individual and an area of an 
NS concern. 

• An articulable link requires more than a "gut feeling." 

• The key is whether you can define the nature of the connection. 

• Caveat: It is impossible to list all of the ways that an individual 
might have an "articulable link" to a national security concern. 
What follows are examples of how subjects can be linked. 
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• A. conn~ctio1:,.may be: 
- Conducting a ~rimfnal att 
- Belonglng to or speaklngfor a r,arti:Cular organimtloh;' 
;- Prov.idinJ money·or materieJ :support; or 
- Many:other associations between an individual .and an area ofan 

NS concern. 

• An articulable link requires more than a "gut feeling." 

• The key is whether you can define the nature of the connection. 

• Caveat: It is impossible to list all of the ways that an individual 
might have an "articulable link" to a national security concern. 
What follows are examples of how subjects can be linked . 

• 

us. atizenshln 
and Immigratk>n 
Services 

Fraud Detection and National Security Directorate 
You ha-ve the Public's tn,st and respect. Use them wis-$ 
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- This looks very similar to the indicators slide, right? 

- That's because your evidence for both, the facts that support your 
determination, are the same kinds of things 

- Takes more than a "gut feeling" - and more than indicators! 

- Criminal behavior may be an NS concern, but it's not a prerequisite 

- There could be behavior or NS links that are not overtly criminal 
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have now a · 
Nat 

and Immigration 
Services 

. 
,- . 

between Bob 

ives Mon Supports 
to 

_....., ____ ~tio1"'---...,..--_..te 

------... the Public's trust and respect. Use them wisely. 
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-----·· tl9 ____ ,te 
,___ __ __,,he. Pul)lk'li tn1st and respeet. Use the,,, wisely. 
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When determining whether there is an articulable link, you must be able 
to make a connection between the actions and the terrorist organization 
or terrorism related grounds 

In this example, there is a subject, Bob 

And there is an NS ground - terrorism 

The rest of the puzzle pieces can be used to assembly a link between 
Bob and terrorism 

(remainder of slide is animated to demonstrate conducting a link) 
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Support~ 
Helps Conduct 

• The strongest link is apparent when the Subject is actively 
participating in those activities: 

"Bob Smith has filed an 1-485, and was arrested for trying to 
plant a bomb at the United Nations." 

• Here, you can draw a single, direct line between the Subject 
and the national security activity. 
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,. The strongest link ,s, appare·nt whetr'the Sub:fect ls ·a'ttivetv 
participating in those activities: 

- "Bob Smith has filed an 1-485, and was arrested for trying to 
plant a bomb at the United Nations." 

• Here, you can draw a single, direct line between the Subject 
and the national security activity . 

• 

us. atizenshln 
and I:mmigratlon 
Services 

Fraud Detection and National Security Directorate 
You ha'l/e the Public's trust and respect. Use them wi.$ 
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Now, we all know that real life isn't quite this simple 

But the goal of the structured framework is to get every-one thinking in the same 
way 

These simple cases ramp up to more complicated ones, but the method of 
thinking of them is the same 
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Fraud Detection and National Security Directorate 
You have the Public's trust and respect. Use them wisely. 
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Handout: 

Structured Framework for Articulating 
Links to National Security 

Confidential - Attorney-Eyes-Only 

Fraud Detection and National Security Directorate 
You have the Public's trust and respect. Use them wisely. 

Unclassified// FOUO / Law Enforcement Sensitive 

DEF-00372280.0170 

Case 2:17-cv-00094-LK   Document 665-19   Filed 06/13/24   Page 172 of 215



Articulable Link Writin 101 
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Application Exercise 4.3 

"Articulable Link Writing" 
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DOS Countr Re orts on Terrorism 
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- Supposing that in our exercise you weren't sure if one of the groups someone 
was connected to (like Sendero Luminoso) was a terrorist organization, where 
could you look? 
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Evaluating NS Concerns Recap: 

• It's all about the facts - identifying concerns is about assessing 
the facts we know, regardless of where they came from, but ... 

• Facts come from a variety of sources - some of those sources 
are more reputable than others 

• Some facts are also more derogatory than others (remember 
the idea of inference of culpability) - do the facts suggest that 
the subject of concern was knowingly or deliberately involved 
with one of our NS grounds? 

• Identification is just the beginning - we can still resolve 
concerns after they're identified - identification just means that 
there is a potential concern that we need to carefully consider 
and thoroughly document 

Fraud Detection and National Security Directorate 
You have the Public's trust and respect. Use them wisely. 
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Evaluating NS: Ccmcerns Recap: 
• ft's all aboutthe facts;- identifying co.ncerns is about assessing 

the faets we know; regardless ofwher~ tfley came from, bµt..~ 
•· Facts came .ftom a variety of sources- sorne. of those soutces 

are more repLJtable than others 
• Some facts ate also more derogatory-than others (remember 

the idea of inference of culpability)- do the facts suggest that 
the subject of concern was knowingly or deliberately involved 
with one of our NS grounds? 

• Identification is just the beginning- we can still resolve 
concerns after they're identified - identification just means that 
there is a potential concern that we need to carefully consider 
and thoroughly document 

• 

us. atizenshlp 
and Immigration 
Services 

Fraud Detection and National Security Directorate 
You ha-ve the Public's tn,st and respect. Use them wis$ 
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- In this module, we've shown you facts that came from forms, facts that came from testimony, 
facts that came from traditional TECS or FBI hits, and even facts that came from newpaper 
articles 

- By the end of this course on Friday, we're also going to show you facts on a PowerPoint slide 
that are completely conjured out of thin air 

Major Point: The reason we do that is because identifying concerns isn't about where the 
facts come from - it's about consistently weighing those facts using our models and our 
thought process to identify if a concern is present 
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Example 1: 

•  
 

    
 

 

  
 

  r 
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Example 1: 

•        
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We're going to wrap up our discussion of articulable link here with a sneak 
preview of the capstone exercise you'll do on the last day of class 

For that exercise, we're going to present a series of facts, like this one (read 
through the fact pattern) 

As a class, you're going to walk through the through process for identifying and 
evaluating a concern 

So, in an example like this one, we're going to ask: 

Confidential - Attorney-Eyes-Only 

Does this meet the definition of an NS concern? 

If yes, what type of concern is it? 

If it's a non-KST, is it based on indicators or articulable link? 
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Wrap->, . 
-~"';.~, 

Relying on Law EnfOr~en 

• If a law enforcement or intelligence agency tells us that their 
investigation uncovers a threat to national security, we will 
consider that case a national security concern. 

- This concern could be NS Confirmed or NS Not Confirmed, case 
depending on the specific information provided. 

• The opposite, however, is not necessarily true: Even if another 
agency tells us that an individual does not threaten the 
national security of the U.S., the case may be handled under 
CARRP if an articulable link or indicators are present. 

- If you identify an area of national security concern, and suspect 
that the applicant may be involved with it, USCIS can explore the 
information to identify if an articulate link exists. 
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• [fa law enforcement or intelligence agency tells us tha 
investigation.uncovers a threatto national se:curltyi we wll 1 
consider that casea natio·nal security conce-rn. 
- Thi.s concern could be NS Confirmed at NS Not Cohfirme:d, case 

<;le.pending QJ) the specific infQ:rmatlon provided, 
• The opposite, however, is not necessarily true: Even if another 

agency tells us that an individual does not threaten the 
national security of the U.S., the case may be handled under 
CARRP if an articulable link or indicators are present. 

- If you identify an area of national security concern, and suspect 
that the applicant may be involved with it, USCIS can explore the 
information to identify if an articulate link exists . 

• 

us. atizenshlp Fraud Detection and National Security Directorate 
and Immigration You ha-ve the Public's tn,st and respect. Use them wis$ 
Services 
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Similar to law enforcement determinations: country determinations 

It doesn't matter if the country accusing you is credible - if a foreign 
government designates you a terrorist, than that's an articulable link 

It may be disproven in the course of vetting 

We may grant a waiver for the activity because it was on our behalf 

But it's still an articulable link 
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Example 2: 

•   
 

   
 

 

Fraud Detection and National Security Directorate 
You have the Public's trust and respect. Use them wisely. 
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Example:·:!: 

·.     
 

 
 

 . F®d~. l$d N-1/AAl~ ~­
~·-dtll.•1'4Mc!fl11l$1'4ltii~;uuf/Whc~ 

tlnclass~/1 FOUO'tt_a~ E,nforcemtllt~ 

This is another one of our examples 

So think now about how you're going to work through this using the things 
we've just discussed 

This one has the element of law enforcement telling us about a person 

I'm certain this individual is connected to something 

But is it actual an NS concern? 
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Wrap'~ 

Ongoing Review 

• Many times, articulating a link (or determining that no link 

exists) cannot be accomplished purely from file review. 

• This may require contact with another agency, or research in 

another system. 

• As new information is received officers should review and 

determine whether or not the evidence supports an 

a rt i cu I a b I e I i n k. 

• Until a definitive judgment is reached about whether an 

articulable link exists, the case must remain open. 
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Example3-: 
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. F®d~-1$d N-1/AAl~ ~­
~·-Jltll.,1'4Mc!fl111$1'4ltil~ ;uuf/Whc~ 

tlnclass~/1 FOUO'tt_a~ E,nforcamtllt~ 

And as a final example, consider how facts change 

We just talked about ongoing review 

On Friday morning when we do this full exercise, the facts that we present here may change as 
we acquire new information about Christina and her employer 

How do different facts change your identification and evaluation of the concern? 
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Stage 1, Documenting an NS Concern 

Status, Sub-status, and 

Articulable Links in FDNS-DS 

Fraud Detection and National Security Directorate 
You have the Public's trust and respect. Use them wisely. 
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.Stage ·1,. Docum.e:nting1 an NS Concern 
-Status, Sub .. status, and 

Artlc:i;alable UnJcs ln· FDN.S-DS 

... F®d~ 3'-dN.rl/lllll~ty ~le 
]fjg•.1,,4W,~11.•Pilblic'$ll'ILSt'-.il'f#J)M.1/8':tfwl/J.~ 

tlnci.stfled;tl FOUOl'l-aw Enforcemtlll.S~ 

- Why are we only looking at evaluating non-KSTs here? 

- Because KSTs are definitive 

- Someone is either on the watchlist or they're not 

- And if they're on the watchlist, we don't question why (as part of 
identifying a concern up front) 

- So this section is going to focus on the evaluation step of stage I 

- We've covered where the concerns come from -how a potential NS concern 
gets discovered and referred 

- And with KSTs we've covered how you evaluate post-referral - contact the 
TSC and decide if it's a KST or a watchlist exception 
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FDNS-DS Entry 

• Before you build a new CME, query FOPA: 

Forms 

Organizations 

People 

Addresses 

• Use wildcard queries when needed 

LE 

-- ----

U.S. Citizenship 
and Immigration 
Services 

Fraud Detection and National Security Directorate 
You have the Public's trust and respect. Use them wisely. 
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FoN·s~os E11trv 
• Before ·yow bulld :a oew C.Mfi'q:1J:ery POPA; 

- FQtmt 

- Organ'tzattons 
- PeOJlle 
,- Addre$~es. 

.. u:se wHdeerd qJ.terf~s when needed 

LE 
_ _ F®d~- l$d N-1/AAl~ ~­
~--Jlt,i_,P4Wfc!fl11l$1'41-til~J/'#.f/Whc~ 

tlnclass~/1 FOUO'tt_a~ E,nforcemtllt~ 

- When you are data entering, do not use hyphens in names 
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FDNS-DS Entry 

• If the subject is not already in DS: 

 

   
 

 

 

" 

 

Fraud Detection and National Security Directorate 
You have the Public's trust and respect. Use them wisely. 
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.... _ 

- ; -.,, - ._ ......._____.;; 

FDNS-DS Entry 

•  

 

  

n 
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FDNS-DS Entry 

•  

 
 

  

    
  

 

 

 # 

 e 

 

  

  

Fraud Detection and National Security Directorate 
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FDNS-DS Data Inte Part I 
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Concern Type: KST 

• 
• LE 

LE 
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Cbn~ern_ Tv_oe:_KST ___________________________________________________________________________________________________________ , 
i i 

·•i LE i "! ! 

' ' i i 

•! ! 
i i 
i i 
i i 
! ! 

LE 
·--- .. ·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·----·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-· 

.-. F®d~ 3'-dN.rl/lllll~ty ~le 
}fjg·-h,4W.~11.•Pilblfc'fll'ILSl'"4"il"f#J)M.1.l8':tfwl/J.~ 

tlnci.stfled;tl FOUOl'L.aw Enforcemtlll.S~ 

- What else do we have to do for a KST? 

- Very first thing, before we even know a case is a KST NS concern and 
start our documentation ... 

- Verify with the TSC! 

- TSC verification of al LE ~ecord gets documented in the Deconfliction 
sub-tab ; _____________ J 
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Concern Type: non-KST 

LE 
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Concern Type: non-KST 

• 
ils. rt-.....i ...... 
and~.. . . ·grattonr 
~: 

LE 
FJ:11udDetmbm ~ Nati91lll)S~wity DireCCQrate 

Y,)JJ•h,tweth~Pu/Jlk'l,.fi11st4/ldresp¢. ll~ 111w, w/$1',(y. 

Unclassified I( FOUO / Law Enforcement Sensitive 

- If you have an articulable link, your case is logged as NS confirmed in 
the sub-status of the CME 

- You must also write out the articulable link 

- And then you must get someone to agree with you 

- Why do we make you do this? 

- Because it's subjective! We've talking in depth about how this is a 
judgment, and sometimes people just see things different ways 

- But we're going to view Confirmed and Not Confirmed a little differently 
at the HQ level, so an accurate distinction is really important to us 

- Why do we not make you do this with indicators? 

- Because what are you going to write down? There's no firm, couple of 
sentences, describable link! 
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"!~.... ,~ --;.,. - - .::,.__· --

D d cum en_ t _in 

Concern Type: non-KST 

LE 
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rr.n~~n..:ru.nA.'!. . .nb.n~.ll.CT. ______________________________________________________________________________________________________ _ 

LE 
•

-~~-mirti~----·-·-·-·-·-·~----fu~--,;;;,,;;;;;;;;;;;,§-=:r;;;;;.;;;;:,;:;;;;;-;;;;;;.-·-· 
Services 

· · Unclassified fl FOUO / Law Enforcement Sensitive 

- So here's how you write it down 

- And we have a question in our quote bubble on the bottom ... 

- Did our supervisor here mess up? Should that  
" 

- It should say , because we're recommending what to do with the 
form 

- That " doesn't apply to the previous recommendation - you're 
not saying "I approve the articulable link" 

- What you're saying in that field if you select  is "I recommend 
that we approve the form" 
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When Articulable Links are Classified 

• Classified LHM's often raise NS concerns, but ... 
Classified information -t:- "NS Confirmed" 

An articulable link is still required for selecting NS Confirmed 

• To base an articulable link on classified information, both officers 
should write in the comment field of their recommendation: 

"Discussed case with Officer--------. An articulable (in_k_is present.__, The 

articulable link is based upon classified information LE I 
·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-·-) 

• You should still discuss the articulable link with a second officer! 

Never put classified information in FDNS-DS 

Confidential - Attorney-Eyes-Only 

Fraud Detection and National Security Directorate 
You have the Public's trust and respect. Use them wisely. 

Unclassified// FOUO / Law Enforcement Sensitive 

DEF-00372280.0200 

Case 2:17-cv-00094-LK   Document 665-19   Filed 06/13/24   Page 202 of 215



Wh .-. Art"' · 1-· ·b·., .. u--~'"" --··. Cl -· -•n-"" .·. en, ..... 1cu a .. e : OU' a:re· -_ .asst e'iil 
• Class:ifled LHM"'s often.raise NS oonc:erns;. but., .. 

'""' Ct~~sifi~Q tnfarrnatiQn if:. ~'N~l~nftrme<t" · 
.... An;artfculijfJle. lfnk iS'S:t:lJI required forsele~ng: NS :eonflrme(J 

• To base an artrculable link on classified ihformat1orr both officers I 

should write in the comment field of their recommendation: 
"Discussed case with Officer--------. An articulable li,;,k.is..DLe.s.eot • .Ihe 
articulable link is based upon classified information L_ __________ L_E ____________ i 

• You should still discuss the articulable link with a second officer! 

Never put classified info1TI1ation in FDNS-DS 

• 

us. atizenshln 
and Immigratkm 
Services 

Fraud Detection and National Security Directorate 
You ha'l/e the Public's trust and respecJ. Use them wis-$ 
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C h a n g i n g __ P_ r o c e _s s ____ P h a _s e ___________________________________________________________________________________________________________________________________________________________________ _ 

'fJ s c~• S·'·~ ,.,. •1 ·'· ., 
L~-- .. !.dLL!l.S Hp 
and lr:nmlgr(.ll:ion 
Servic:es 
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Changing_ Process_ Phase ________________________________________________________________________________ _ 

• 

i:J:s.rt-.....i,1n 
and~--. . ·grattonr 
~: 

LE 
FraudDetmbm ~ Nati91lll)-S~wity DireCCQrate 

Y,)JJ,/i,twethe.Pu/Jlk'li-li1lst411dresp¢. ll~ 111w, w/$1',(y. 

Unclassified I( FOUO / Law Enforcement Sensitive 

- For all FONS-OS entries, you must also use the  
 

- Since we are close to the end of our lesson for phase 1 and we're 
almost ready to move to internal vetting, we need to change our 

 

- Right now, we're in field confirmation - we're going to move to internal 
vetting 

- And you're going to send a note to your supervisor requesting that they 
concur 

- So when you recommend, you're the officer 

- And when you're supervisor concurs, they're the supervisor - that's the 
 column 

- One more thing ... that " " column, you're going to 
select " 

- Why are you selecting " instead of approve? 

- We're dealing in the  ... selecting  as your 
recommended action means you want to approve the form ... that's not 
what we want 

Confidential - Attorney-Eyes-Only 
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Heffron's Second Law of Data Entry: 

Recommendations get ioneiy, 
so they aiways come In pairs 
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.Recommendations: get lonely,, 
,aa,th19 :• lwaya .cam• In palra: 

•,~·• 
. . ~~~ll!Ml~~~·~l!t.l 

~·-,~ ,Pfliilfc'NSWt411d.~J/S'e:tfW/j~ 

Onc~l/ FOtlO'fl.aw E~~ 

Please remember that the presence of classified information doesn't 
automatically mean NS Confirmed, or even that there is an NS concern at all 
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Identifying NS concerns 

!LE: 
! ! 

' ' i..·-·-·-·-·-·-·-·-·-·-·i 

Positive FBI Nam s an NS Concern 

Individuals can be re the terrorist watchlist 

If there is no articulable Ii rn, it's not a CARRP case 

All! LE . 
erronsm 

; 
i..·-·-·-·-·-·-·-·-·-·-·-·-•-' 
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.Ill • ..... 
¥1.~~~-KafOK 

P~~ive t=~l fi~~leel~ au NS O~m 

i'Nihtia'iuals nan •be rep~ lite termtltsfwatchdst 

If f~Js n(rartfQWlabi-nift4)1ff9NtQi JJ~s nil>J, ~R~ P:0$$f; 

Confidential - Attorney-Eyes-Only 

All !---'=~---~Jeqr41) Nterrorism 
. F®d~-1$d N-1/AAl~ ~­
~·-Jltll.,1'4Mc!fl11l$1'4ltii~;uuf/Whc~ 

tlnclass~/1 FOUO'tt_a~ E,nforcemtllt~ 

116 
DEF-00372280.0207 

Case 2:17-cv-00094-LK   Document 665-19   Filed 06/13/24   Page 209 of 215



' ,-..... 

-- ----

NS Determination Questions: 

• Does derogatory information exist? 
• Does the derogatory information relate to the subject? 
• Is the derogatory information still applicable? 
• Does the derogatory information relate to an NS ground from 

the INA? 
• Are you familiar with all of the employers, addresses, 

institutions, people, etc. listed or discussed by the applicant? 
• Does the evidence add up to a strong enough connection 

between person and NS ground? 

Confidential - Attorney-Eyes-Only 
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Roles 
• Asylum officers, Refugee officers, HQ RAIO, and field and service center 

ISOs are on the front linesl 

• Identifying concerns ) EVERYONE 

• Confirming with TSC ) FDNS 10 (field and asylum offices) 

) BCU CARRP ISO (service centers) 

• Writing articulable links ) CARRP ISOs, FDNS IOs, or AOs 

• Concurring with articulable links ) Supervisor or designated officer 

• FDNS-DS entry ) FDNS 10 or CARRP ISOs 

• Who in your office reviews CARRP referrals and assigns CARRP cases? 
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✓ Use all available evidence to identify a potential NS 

concern. 

✓ Differentiate between indicators and articulable link as the 

connection between an individual and an NS ground. 

✓ Distinguish between KSTs and non-KSTs. 

✓ Identify sources of information for KST and non-KST 

determinations. 

✓ Understand the watchlisting process . 

- - .. ., - ... ~-.............. 

.11rauo uetecnon ano 1~anona1 :isecurny uirectorate 
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Practical Exercise: CARRP Stage 1 
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Attri 

The images on slides listed below are clip art which were in use prior to December 2014 and are used with 
permission of Microsoft under a license from Microsoft existing at that time: Slide 7 

The images and graphics on slides listed below were created by and are the property of the United States 
government: Slide 13, 27 

Images attributed below are from a Bing search using filters to limit results to images which are free to use, 
share, or modify for commercial use: 

Slide 8 "Goals" Image: http://learning.nd.edu/remix/img/setting-goals.jpg 

Slide 82 Assembly Line Images: 
http://images.hemmings.com/wpcontent/uploads/2013/10/lntegratedAssemLine 1913.jpg 

http://jdayhistory.weebly.com/uploads/8/9/S/0/8950306/2594377 orig.jpg 

https://frmilovan.files.wordpress.com/2010/05/ford-assembly-line.jpg 

Slide 116, "Fact vs. Fiction" Image: 

http://www.sevenwholedays.org/wp-content/uploads/2012/07 /ffiction-300x180.png 

Slide 119 "Success" Image: https://automofo.files.wordpress.com/2011/02/increasing-success-photo.jpg 

All remaining images in this presentation were developed by USG employees specifically for the USCIS FONS 
training mission, or are screenshots taken from USG data systems for the express purpose of training. 
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