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UNITED STATES United States Forsign intelligence

Surveifiance Court of Review
FOREIGN INTELLIGENCE SURVEILLANCE CQURT OF REVFEE 1 7 2016

WASHINGTON, D.C. LseAnn Fiynn Hall, Clerk of Court
)
IN RE CERTIFIED QUESTION OF LAW. ) Docket No. FISCR 16-01
' } UNDER SEAL
)

ORDER APPOINTING AN AMICUS CURIAE AND BRIEFING ORDER
The Court appoints Marc Zwﬂﬁnger to serve as amicus curige (hereinafter “amicus™) for
the purpose of assisting the Court in considering the issue certified to the Court on February 12,
2016, by Thomas F. Hogan, Presiding Judge of the United States Foreign Intelligence
Surveillance Court (FISC), pursuant to 50 U.S.C. § 1803(j). This Order alsc addresses certain
administrative matters relating to the participation of the amicus and sets forth a briefing
schedule for this matter,

M. Zwillinger has been designated as an individual eligible to serve as amicus pursuant
to 50 U.S.C. § 1803(i)(1). By the terms of 50 U.S.C. § 1803(i)(2)(A), the Court “shaﬁ appoint”
to serve as amicus an individual who has been designated as eligiblel for such service undef
section 1803(3)(1) “to assist . . . in the consideration of any application for an order or review
that, in the opinion of the court, presents a novel or significant interpretation of the 'law, unless
the court issues a finding that such appointment is not appropriate.” The Court finds that the
question certified in this matter presents a significant interpretation of the law, and that
appointment of Mr. Zwillinger to aid in the Court’s consideration of the matter is appropriate.
The Security and Emergency Planning Staff (SEPS) of the Department of Justice has advised that

Mr. Zwillinger is eligible for access to classified informatidn.
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Accordingly, it is HEREBY ORDERED as follows:

(1) Marc Zwillinger is appointed as amicus in this matter pursuant to 50 U.S.C.

§ 1803()(2)(A), to assist the Court in its consideration of the question certified to the Court by
the FISC on February 12, 2016, as desctibed above.

(2) Pursuant to 50 UI.S.C. § 1803()(6)(A)(i), the Court has determined that the materials
identified in Exhibit A (aftached hereto) are relevant to the duties of the amicus. By February 22,
2016, subject to pa:aéraph (4) below, the Clerk of the Court shall make the materials identified in
Exhibit A available to the amicus.

(3) With the guidance and assistance of SEPS, the amicus sl-1all handle classified
information in accordance with the Security Procedures Established Pursuant to Public Law No.
95-511, 92 Stat. 1'};83, as Amenéed, By the Chief Justice of the United States for the Foreign
Intelligence Surveillance Court And the Foreign Intelligence Surveillance Court of Review (Feb.
21, 2013) (“Security Procedureé“) (copy attached at Exhibit B). For purposes of the Security
Procedures, the amicus shall be regarded as court personnel.

(@) 50U.8.C. § 1803G)(6)XC) prdvides: “An amicus curiase designated or appointed by
the court may have access to classified documents, information, and other materials or
proceedings only if that individual is eligible for access to classified information and to the extent
consistent with the national security of the United States.” The Court believes that, in this
matter, the amicus’s access to classified information pursuant to paragraph (2) above is
consistent with the national security of the United States. If, however, the government believes

otherwise, it shall provide written notice and explanation to the Court by February 19, 2016.
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(5) The government and the amicus will each file a single brief in this matter. The briefs
will be due for filing by 5:00 p.m. on. March 22, 2016.
(6) The attomey for the government shall ensure that the Attorney General receives a

copy of this Order pursuant to the notification requirement at 50 U.S.C. § 1803(0)(7).

ENTERED this [ 7" day of February 2016. .
Yo @ T

WILLIAM C. BRYSON
Presiding Judge, United States Foreign
Intelligence Surveillance Court of Review

Deputy

Clerk, FISCR, certify that -
this docuri:ent is a true and
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UNITED STATES FOREIGN INTELLIGENCE
SURVEILLANCE COURT RECORD

United States Foreign Intelligence Surveillance Court, Certification of
Question of Law to th eign Intelligence Surveillance Court of Review,

- Pocket No: PR/TT-1 eb. 12, 2016) (Hogan, 1.}

United States of America, Applicatiop for Pen Register and Trap and Trace

“Degvice(s); Docket Noo PRTT 1 Jan. 21, 2016)

United States Foreign Intelligence Surveillance Court, Primary Order for Pen

Register and Trap and Trace Device(s), Docket No. PR/TT 14 fam: 21|

2016) (Hogan, 1)

United States Foreign Intelligence Surveillance Court, Secondary Order
Authorizing the Installation and {Ise of Pen Register and Trap and Trace

——

Deviee(s); Discket No: PRATT-16[-  [Hogan, 1.)

United States Foreign Intelligence Surveillance Court, Supplemental Order,
Daocket No. PR/TT 15-78 (Oct. 29, 2015) (Hogan, J.)

United States of America, Brief In Response to the Court’s October 29, 2015
Supplemental Order, Docket No. PR/TT 15-78 (Jan. 13, 2016) (with attached

exhibits A & B)

United States Foreign Intelligence Surveillance Court, Supplemental Order,
Docket No. PR/TT 15-53 (Jul. 8, 2015) (Eagan, 1.)

United States of America, Submission Regarding Post-Cuit-Through Digits,
Docket No. PR/TT 15-0053 (Oct. 2, 2015) (with two attachments)

United States Foreign Intelligence Surveillance Court, Supplemental Order,
Docket Nos. PR/TT 09-36, 09-37, 09-38 (June 18, 2009) (Hogan, 1.}

United States of America, Verified Memorandum of Law In Response to the
Court’s June 18, 2009 Supplemental Order, Docket Nos. PR/TT 09-36, 09-
37, 09-38 (Aug, 17, 2009} (with attached exhibits A-F)
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Security Procedures Established Pursusnt to Public Eaw No, 95-511, 92 Stat. 1783, as
Amended, By the Chicf Justice of the United States for the Foreign Intelligence

Surveillance Court And the Foreign Intelligence Surveillance Court of Review

1. Purpose. The purpose of these procedures, as revised, is to meet the court security
requirements of the Foreign Intelligence Surveillance Act of 1978, Pub. L. No. 95-511, 92 Stat.
1783, as amended (“the Act”).' These security procedures apply to both the Foreign Intelligence
Surveillance Couwrt established under § 103(a} of the Act and the Foreign Intelligence

- Surveillance Court of Review established under § 103(b), and to all suppotting personnel of said
courts. Except for the judges of the two courts, the same facilities, persannel, and security
procedures shall be used by both courts, subject to such exceptions as may be authorized by the
Chief Justice. These procedures have been adopted in consultation with the Attorney General
and the Director of National Intelligence as required by the Act and supersede the security
procedures issued on May 18, 1979, The term “court” as used hercin refers to both Courts.

2. Quarters and Facilities. The quarters and facilities of the court, including a hearing
roomn, work chembers, and storage facilifies for court records, shall be constructed and :
maintained in accordance with-applicable construction standards pertaining to sensitive
: compartmented information facilities adopted by the Director of Natignn! Intelligence. The
] lacation of court facilities may be changed by the court from time to time in consultation with the
i ~ Chief Justice, the Attorncy General, and the Director of National Intelligence.

3. Members of the Courr. Judges 1o be designated as members of the court pursuant to
§ 103 of the Act shall be subject, before designation, to an updated background investigation to
be conducted by the Federal Bureau of Investigation under applicable Executive Branch
standards for investigations performed in support of determinations of eligibility for access to
sensitive compartmented information or other classified national security information, insofar as
_ they may be deemed applicable to the court, If a question of suitability to serve on the court is
raised at any time after inifial appointment, the matter is to be referred to the Chief Justice, who
may elect to consult with the Attorney General and the Director of Nationai Intelligence
regarding the security significance of the matter before taking such action as the Chief Justice
deems appropriste. .
4. Appointment of Personnel. ‘The coust may have a Clerk of Court and such other

legal, administrative or support personne! as it may require. The court may also armange for the
services of & court reporter, as it deems appropriate. Such personnel may have access fo court

! Section 103(c) of the Act reads in pertinent part: “The record of proceedings under
this Act, including applications made and orders granted, shall be mainteined under security
measures established by the Chief Justice in consultation with the Attemcy General and the
Director of National Intelligence.” See also § 302(e) (physical sean‘:h proceedings); § S01(FN4)
(proceedings regarding the production of records or other tangible things); § 702(k)(1)

(proceedings regarding certain acquisitions of foreign intelligence information).
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records and proceedings, including sensitive compartmented information or other classified
national security information contained therein, only as authorized by the court and only to the
extent necessary (o the performance of an officia] function. Personnel appointed by or
designated for service to the court shall undergo appropriate background investigation by the
Federal Bureau of Investigation under applicable Executive Branch standards for investigations
performed in support of determinations of eligibility for access to sensitive compartmented
information or other classified national security information. All court personnel having access
to sensitive compartmented information or other classified national security information shall
sign appropyiate security agreements, If a question concerning the security clearance of court
personnel is raised subsequent to appointment, the matter shall be referved to the court, which
may consult with the Attomey General and the Director of National Intclligence regarding its
security significance before taking such action as it deems appropriste. :

5. Secwity Officer. The court shall designate as security officer the Director, Security
and Emerpency Planning Staff, Department of Justice, or another individual who has
demonstrated competence in providing security for classified national security information and
sengitive compartmented information from among candidates submitted by the Attomey General
and the Director of National Intelligence. One or more alternate security officers may be
designated by the court as required. The security officer shall serve at the pleasure of the court
and will not be subject to removal by the Executive Branch without the concurrence of the court,
‘The secwity officer (and altemnates) may be Executive Branch employees and may perform other
duties in the Exceutive Branch; so long as such duties do not conflict with their responsibilities to
the court. Additional personnel may be provided by the Department of Justice to perform
incidental security and administrative functions for the court provided eppropriate security
clearances have been obtajned. .

The security officer shall be responsible to the court for document, physical, personnel,
and communications security. Under the supervision of the court, the security officer shall take
measures reasonably necessary to fulfill these responsibilities,  The security officer shall arange,
at 8 minimum, for an annual security review of court quarters and facilities and shall submit a

report to the court,

6. Security Functions of the Clerk of Court. The Clerk of Court, with the advice and
concurrence of the security officer, shall establish and meintain & control and accountability
system for all records of proceedings before the court that involve classified national security
information, and any other records or documents the cowrt mey desigazte, The Clerk, in
consultation with the security officer, shall further cnsure that all court records are marked with
appropriate security classifications in accordance with Executive Order 13526 and its successors,

and procedures to be established by the court.

7. Court Proceedings. The court shall ensure that ali court records (including notes,
draft opinions, and related materials) thet contain classified national security information are
maintained according to applicable Executive Branch security standards for storing and handling

2
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classified national security information. Records of the court shall not be removed from its
premises except in accordance with the Act, applicable court rule, and these procedures, Insofar
as the court may direct, the Clerk of the Court may, in coordination with the security officer,
arrange for off-site storage of court records, provided that classified national security information
contained therein is maintained according to the above-referenced security standards. Reports
and exhibits submitted in support of applications to the court may be retumed by the court to the

applicant on a trust receipt basis.

Whmwwapmyoﬂlwﬂ:mthegnvmmtmmsasubm:uontothewmm
potml:allyoontams classified national security information, the court shall promptly coordinate
with the security officer to determine whether the submission contains classified national security
information. The security officer shall, as directed by the court, consult with appropriate
executive branch officials with regard to such a determination. The court may consider the
submission while such a defermination is pending, provided that the court safeguards the
information in question as cassified nationsl security information in accordance with these
precedures.  The security officer shall, after consulting with the court, advise the parties of the
results of the determination, If it is determined that the submission does contain classified
national security information, the security officer shall ensure that it is marked with appropriste
classification markings and the Clerk of Court shall ensure that it is handled in sccordance with

those markings under these procedures.

8. Security Procedures for Section 102(a) and Section 302(a). Cerfifications
transmitted by the Attorney Generel to the court under seal pursuant to Section 102(a) or

Section 302(a) of the Act shall be numbered in sequence by the Clerk of Court, who shail
maintain & record of ail certifications received by the designated number and date of receipt.

* Cerfifications received by the court for retention only shall be filed under seal in separate
storage compartments,, They shall only be accessed jointly by & representative designated by the
court and a representative of the Executive Branch deslgmted by the Attomey Genera! They
may be unsealed only in accordance with the provisions of the Act.

9 Training. Members of the court and court personnel shall bq briefed on security

: musuns:appropriat.etotheﬁmcﬁonsofﬂncomtbydesi@ecs of the Attorney Genera! and the

Director of National Intelligence.

: 10. Term. These procedures shall remain in effect until modified in writing by the
CheflusumaﬁuwnsulmuonmtbtheAuomemedmdtthmemromeoml ’

Intcliigence,
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I Tesued this 2e¥ day of ROAYASY , 2013, after consultation with the Attorney General
i of the United States and the Director of Nationa] Intelligence as required by the Forcign
Intelligence Surveillance Act,

ey

JohdG.'Roberts, Jr.
Chief Justice of the United States

The Attomey General concurs in the procedures for safeguanding certifications filed
under Section 102(s) or Section 302(a) of the Act, as sct forth in paragraph 8.2

.
Eric H. Holder, Jr. ;a

Attormney General of the United States

P R

" * Section 103(c) provides that the Chief Justice shall establish security procedures for
the court in consultation with the Attomey General and the Director of Netional Intelligence,
Sections 102(2)(3) and 302(2}(3) provide that cestifications of the Attomey General issued in

" accordance with Section 102(a)(1) or Section 302(z)(1)(A) of the Act shall be meintsined under
security measures established by the Chief Justice with the concurrence of the Attorney General,
in consultation with the Director of National Intelligence.
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