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UNITED STATES 

ALL i'BI .muRIIA'l'ION . CONTUIIED 
BEBEIN IS UNCLASSIFIED ==-----DAfi 01-12-2022 BYI I NSICC 

Filed 
United Slates Foreign Intelligence 

Surveillance Court of Review 

FOREIGN INTELLIGENCE SURVEILLANCE COURT OF REVJel'j f 7 2016 

WASHINGTON, D.C. L•eAnn Flynn Hall, Clerk of Court 

IN RE CERTIFIED QUESTION OF LAW. 
) 
) 
) 

DocketNo.FISCR 16-01 
UNDERSEAL 

ORDER APPOINTING AN AMICUS CURIAE AND BRIEFING ORDER 

The Court appoints Marc Zwillinger to serve as ®lieus curiae (hereinafter "amicus") for 

the purpose of assisting the. Court in considering the issue certified to the Court on February 12, 

2016, by Thomas F. Hogan, Presiding Judge of the United States Foreign Intelligence 

Surveillance Court (FISC), pursuant to 50 U.S.C. § 1803(j). This Order also addresses certain 

adrmnistrative matters relating to the participation of the amicus and sets forth a briefing 

schedule for this matter. 

Mr. Zwillinger has been designated as an individual eligible to serve as amicus pursuant 

to 50 U.S.C. § 1803(i)(l). By the terms of SO U.S.C. § 1803(i)(2)(A), the Court "shall appoint" 

to serve as arnicus an individual who has been designated as eligible for such service under 

section l 803(i)(l) ''to assist ... in the consideration of any application for an order or review 

that, in the opinion of the court, presents a novel or significant intel])retation of the law, unless 

the court issues a finding that such appointment is not appropriate." The Court finds that the 

question certified in this matter presents a significant intel])retation of the law, and that 

appointment of Mr. Zwillinger to aid in the Court's consideration of the matter is appropriate. 

The Security and Emergency Planning Staff (SEPS) of the Department of Justice has advised that 

Mr. Zwillinger is eligible for access to classified information. 
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Accordingly, it is HEREBY ORDERED as follows: 

(1) Marc Zwillinger is appointed as amicus in this matter pursuant to 50 U.S.C. 

§ 1803(i)(2)(A), to assist the Court in its consideration of the question certified to the Court by 

the FISC on February 12, 2016, as described above. 

(2) Pursuant to 50 U.S.C. § 1803(i)(6)(A)(i), the Court has determined that the materials 

identified in Exhibit A (attached hereto) are relevant to the duties of the amicus. By February 22, 

2016, subject to paragraph (4) below, the Clerk of the Court shall make the materials identified in 

Exhibit A available to the amicus. 

(3) With the guidance and assistance of SEPS, the amicus shall handle classified 

information in accordance with the Security Procedures Established Pursuant to Public Law No. 

95-511, 92 Stat. 1783, as Amended, By the Chief Justice of the United States for the Foreign 

Intelligence Surveillance Court And the Foreign Intelligence Surveillance Court of Review (Feb. 

21, 2013) ("Security Procedures") (copy attached at Exhibit B). For purposes of the Security 

Procedures, the amicus shaUbe regarded as court personnel. 

(4) 50 U.S.C. § 1803(i)(6)(C) provides: "An amicus curiae designated or appointed by 

the court may have access to classified documents, information, and other materials or 

proceedings only if that individual is eligible for access to classified infonnation and to the extent 

consistent with the national security of the United States." The Court believes that, in this 

matter, the amicus's access to classified information pursuant to paragraph (2) above is 

consistent with the national security of the United States. If, however, the government believes 

otherwise, it shall provide written notice and explanation to the Court by February 19, 2016. 
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(5) The government and the amicus will each file a single brief in this matter. The briefs 

will be due for filing by 5:00 p.m. on March 22, 2016. 

(6) The attorney for the government shall ensure that the Attorney General receives a 

copy of this Order pursuant to the notification requirement at 50 U.S.C. § 1803(i)(7). 

ENTERED this ftp' day of February 2016. 
1 

'\ :. ..-Z.. 
~ (!. I gv'-J~ 

b6, b7C Deputy 
Clerk, FISCk, certify that • 
this document is a true anci 
correct copy of the original. 

• -

WILLIAM C. BRYSON 
Presiding Judge, United States Foreign 
Intelligence Surveillance Court of Review 
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In re Certifted Question of Law 
Docket No. FISCR 16-01 

INDEXOFTHE 

CLIISSIFIJID B;:: NSICG .. I----' 
REASON: 1. 4 !CJ • 
DEC~SIYY ON: 12~31-204-1 
DATE: 08-18-2021 

ALL INi"OlOOI.TIO!I COll!TAINIID 
BEREIN IS UNCLASSIFIED EXCEP'r 
WHERE SBIJWN Cl'l'B'.ERWISE 

UNITED STATES FOREIGN INTELLIGENCE 
~URVEILLANCECOURTRECORD 

I)()( l \Jl.\ I 

United States Foreign Intelligence Surveillance Court, Certification of 
bl Per FBI 
b3 
b7E Question_ of Law to th'u:ign Intelligence Surveillance Court of Review, 

····· DocketNo,PRml -········· eb.12, 2016) (Hogan, J.) . 

• United States of America, App!zu• for Pen Register and Trap and Trace 
• Device(s);DocketNo,PR/FTl ············· Jan. 21, 2016) 

• United States Foreign Intelligence Surveillance Court, Prima□er for Pen 
Register and Trap and Trace Device(s), Docket No. PR/IT 1 •• an, 21; 
2016) (Hogan, J.) 

(S) 

• United States Foreign Intelligence Surveillance Court, Secondary Order 
..... Authorizing the Installation and ~Pen Register and Trap and Trace 

Device(sJ;DocketNo::PRITT16 •••• ogan, J.) 

• United States Foreign Intelligence Surveillance Court, Supplemental Order, 
Docket No. PR/IT 15-78 (Oct 29, 2015) (Hogan, J.) 

• United States of America, Brief In Response to the Court's October 29, 2015 
Supplemental Order, Docket No. PR/IT 15-78 (Jan. 15, 2016) (with attached 
exhibits A & B) 

• United States Foreign Intelligence Surveillance Court, Supplemental Order, 
Docket No. PR/IT 15-53 (JuL 8, 2015) (Eagan, J.) 

• United States of America, Submission Regarding Post-Cut-Through Digits, 
Docket No. PR/IT 15-0053 (Oct. 2, 2015) (with two attachments) 

• United States Foreign Intelligence Surveillance Court, Supplemental Order, 
Docket Nos. PR/IT 09-36, 09-37, 09-38 (June 18, 2009) (Hogan, J.) 

• United States of America, Verified Memorandum of Law In Response to the 
Court's June 18, 2009 Supplemental Order, Docket Nos. PR/IT 09-36, 09-
37, 09-38 (Aug. 17, 2009) (with attached exhtl>its A-F) 
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Security Procedura Ealabli,laed Punui■tto Public Law No, '5-511, '2 Slat. 1783, u 
Allleaded, By tile Clalef Justice of Ille United St■Cel for tile ll'onfp llltellipaee 
Survelllaaee Court kid Ille J.l'orelp Jllte.llipnee S■rveilla-Cllllrt oram-

I. Purpose. The purpose oftbcse proeeclula, as mrised, is to meet the court scc:urity 
mquitt.ments of the Foreisn Intelligence SUMillm:c Act of 1978, Pub. L. No. 95-511, 92 Stat. 
1783, .. amended ("the Act").1 These security pzoced111e$ apply to both die Foreisn Intelligenee 
Sumlllance Court established UDder § 103(a) ofthcActand the FoRi&ninld1ismce 
Sumlllance Court of Review esllblisbcd under § 103(b). and to all BUppor1uJg pmonnel of said 
courls. Except for the judges of the two couds, 1he 1111111e facilities. penonnel, and security 
proc:edUtu shall be used by both colll15, subject to such exceptions u may be aulhoriud by the 
Olief Justice. These procedures have bee:n adopted in consultatim with the Attomey Genenl 
and the Dim:tor of National Intelligence as required by the Act and supersede the security 
procedures issued on May I If,. 1979. The tenn "court" as used hmin refers to both Courts. 

2. Quarters and Facllitiu. The quarters and facilities of lbc court, including.a hearing 
room, work chambers, and storage filcilitics tbr court iecords, shall be collSlnlcted and 
maintained in accordance with app1lcablc CODs1IUction lllndanls perlliDiDs to sensitive 
compamnented infonnation facilities adop(cd by the Director ofNatiOIIII Intelligence. The 
localion of court facili1ics may be cbansed by the court fiom lime to time in collSll!tation with the 
Olief Justice, the Attomey General, and the DiRctor ofNlllional Intelligence. 

3. Members of rlie Court. Judges to be designated as members of the cow:t pursuant to 
§ I 03 of die Act shall be subject, before designation, to an updated bactgiound infflligation IO 
be conduekd by !he Federal Bmeau oflnvestigalion under applicable F.xccutive Branch 
stalldmds for investigations performed in support ofdclemunalions of eligibility for IICCeSS IO 
sensitive compartmcnted information or olber classified national securily infonnation, insofiu: as 
they may be deemed applicable to the court. If a question of suitability to serve on the court Is 
raised at any time after initial appointment, the matter is to be iefi:md to the Chief Justice, who 
may elect to consult with the Attorney General and the Director of National rntellipace 
regarding the suurily significanc:e of the matter before taking such action as the Chief Justice 
deems appropriate. 

4. Appointment of Personnel. The court may have a. Clerk of Court 111d sud! other 
legal, adminislnltive or SPppOrt personnel as it may .n,quiJe. The court may also mange lbr the 
services of a court n:porter, as it deems appJOprillh:, Suc:b pmomiel may haw acc:ess to court 

1 Section I 03(c) of the Act n:ads in pertinent put: "The iecord of proceedings Ullder 
this Act, including applications made and orders granted, shall be m•iafained under SCIClldty 
measures establisbed by the Chief Justice in coasu1talion with the AUomey General 8IICI 1bc . 
Director ofNatiO!lai J:ntclligeace." See also § 302(c) (physical semeh proc:cedinp); § 501 (f){4) 
(proceedings regarding the production ofm:ords or other tangible tbingl'); § 702(k)(I) 
(proc:eedings regarding cer1&in acquisitions of foreign intelligence infolllllltion). 
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m:onls and proceediqs, including sensitive wmpullnRl!ed infonnalion or lither dassitjed 
nationl1 security infonnalion colllaiaed tbciein, ooly as amboriJ:l:d by the court md oolyto lhc 
extrnt necessary to the perf'onnanc:e of 111 official fimclion. Pcnonael appoiPlcd by or 
deaignlled for IQ'Yir.e to the c:ourt shall unclago appropriate bactgmlllld investigation by the 
Federal Bmeau of Investigation IIIKlcrappticable EucutiW Bnmch standards for investigations 
perfonncd _in &IIJIJ)Ort of determinations of eligib_ilityibr 11:CCSS to sensitive compatmcnted 
iotinmafion or other classified national security infimnalion. All court personnel ~ving access 
to sensitive comparllllellfed information or other classified national security infonnation shall 
sign apptOpliafc security agmenu:nls. Jf a qucstioi. wnc:mw4g the seeurity clemnce of court 
peisollJlcl is raised subsequent to appniorment, 1&e maUl!r shall be nfmecl 10 the court, which 
may COilSlllt with the Altomey Clcncnl and the DiRi:tor of National lnfclligencc n,prding its 
security significance bem liking such action as it deems apprapdate. • 

S. S«urity 0/ficu. The court shall designate as security officer the Director, Security 
and llmergmcy Planning Staft Department of Justice, or~ individual who has 
demonsllatcd competence in pioviclin& security for classified national security infonnatioii and 
sauilive comparlmented intbmtation fiom among candidates submitted by the Atlomey Genetal 
and the Director of National Jmellipc:e. One or J1101C alternate security officers may be 
designated by the court as required. The security officer shall save at the pJeasun, of the court 
and will not be subject to mnoval by the Bxcculive Bnnch without the c:onCUll'Cnce of the court. 
The security officer (and altematcs) may be Executive Branch employees 111d may perform other 
duties in the Executive Braru:h; so Jong as such duties do not conflict with their responsibilities to 
the court. Additional persollllel may be providccl by the Deparlment of Justice to pcrfonn 
incidental security and administrative functions for the court provided appropriate security 
clearances have been obtained. 

The secmity offir.er shall be respoDS1'ble to the court for document, physical, personnel, 
and ~unications secmity. Under the supcnision of the court, the security officer shall tab 
measures rusonably neccssmy to fulfill these n:sponsibllities. The security officer shall ammge, 
at a minimwn, for an annual security ieview of court quarters and facilities and &ball submit a 
report to the court. 

6. Security Functions of the Oerk of Colll't. The Clerk of Court, with the advice and 
concum,nce of the security officer, shall estiblish and maintain a control and accountability 
system for all n,cords of priwec!ings bcfoie the court that involve ~lied ll8lionaJ security 
infomlalion, and any other n,cords or documents the court may dcslpa!e. The Clmlc, in 
consultation with the security officer, sball filrlher C1111ure that all court ICCOrds are marked with 
appropdale security classifications in accoidanr.e with Bxeeutive On1er 13526 andils successon, 
and procedures to be established by the c-ourt. 

7. Court Proceedtnp. The court shall ensuze that all court rewrds (Including notes, 
draft opinions, and ~lated materials) that contain classified llf.lional security information an, 
maintained according to applicable Executive Branch security standmds for storing a,,d handling 
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classified national security infonnalion. Reconfs of the court shall not be nmoved ft-om ifs 
pranises ClCCCpl in accordance with the Ac:e, applicable court rule, and these proc;edures, Insofar 
as die court may direct, the Clerk of the Comt may, in coordinalion with thc ICCllrity oJlic:cr, 
mange for off-site stonge of c:ourt m:onls, provided that olassified national security infomladon 
contaioed thaein is maintained according to tbc aba,c-n;fczen<:ed SCCllrir.y slllldards. Repons 
and cxlullits submitted in suppott cif aj,plicadons to tbc cou:t may be rctumcd-by the court to dte 
applicant on a trust m:eipt basis. 

Whenever a party other than the go'l'Cllllllellt makes a submission to the eouit lbat 
potentially c:outaias classified national security information, the court shall promptly c:omdinate 
with thc security officer to clelmminc whelber the submission COD11ins classified national security 
inlbmalion. The security officer shall, as dircctld by the court, consult with appropriate 
enc:uli've lnnch officials with regard to such adelczminalion. The court may consider the 
submission while such a delcmlinatioo is pCiJding. provided that the court safegwuds the 
inlbmalion in qveslion as classified national security inmrmalion in 111:COrdanee with these 
proccdum. Tbc security officer shall, after consulting with the court, advise the parties of the 
results of the deterinillllion. lf it is determined that the submislion docs contain classified 
naliOIIII security infonnation, the sccurily officc:r shall CilSUl'C 1hat it is llWbcl with approprialc 
classification markings and the Clctk ofComt shall cmwe that it is haodlcd in ICCOrdancc wilh 
those markings under these procedures. 

8, Security Proceduru for &ction 1O2(a) and ~ection 302(a). Certifications 
transmitted by the Attorney General to the court under seal p111Suant to Section I 02(a) or 
Section 302(a) of the Act shall be numbered in scquc:nc:e by the Clerk of Comt, who shall 
maintain a m:ord of all ccrtifi~ons received by the dcsignalecl llWllbw and date of receipt. 

• Cmifications received by the colll'I for mention only sball be filed under seal in separate 
SIO,age compartments.. They shall only be accessed jointly by• iq,mmlalive designated by thc 
court and a representative of the Executive Bmoch dcsigna1cd by the Attorney Cleneral. They 
may be unsealed only In accordance with the provisions of the Act 

9. Training, Memben of the court and colll'I pcisonncl sball be briefed on security 
measures appropriate to the functions oftbe court by dcsignecs of the Attomcy General an4 the 
Dircelor of Nalional fntclligence. 

IO. Term. These proccd~ shall mnain in cffi:ct wilil modified in writing by the 
Chief Justice after COll&Ultation with the Attomey Gczicral and the~ of National 
Intelligence, 

3 



APPROVED FOR PUBLIC RELEASE

l 
l 

I 

j 
J 

l 
I 

I 

I 
! 

/ .• 

I 
&sued tbis "tl..l-c1ayoflnM'AA'r 2013, aftercomultation widi the Attorney General 

of the United States and die Duector ofNational ln1elligence as iequired by die Foreign 
Intelligence SmveilJance Ad. 

'~ Chief Justice oftbe United States 

The Allomcy Ocneia.l concurs in die procedures !br smguudiog certifications filed 
Wider Section 102(a) or Section 302(a) of the Act, as set forth in pmagraph s.i 

?· ~UL 
EricKHol:,Jr. =r,d' 

Attorney General of the United States 

i Section l03(c) provides that the Chief Justice shall eslablish securityproceduzes for 
die court in consultation wilh the Attorney General aml die Director of National lntclligence. 
Sections I 02(a)(3) and 302(1)(3) provide that c:atifications of the Altonicy ~ issuecl in 
accordance with Section 102(a)(I) or Section 302(a)(ll(A) of the Act shall be maintained Wider 
security measures eslllblished by lbc Chief Justice with the concumnce of the Attomcy General, 
in consul1a1ion with the Director of National Intelligence. 

4 




