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UNITED STATES 

WASHINGTON, D.C. 

{U) : (S,j IN RE CERTIFIED QUESTION OF 
LAW I 

Docket Number:. FISCR 16-01 

UNDERSEAL ·-
---------------' 

WRITTEN NOTICE IN RESPONSE TO ORDER APPOINTING AN AMICUS 
CURIAE AND BRIEFING ORDER 

~/OCf.NF:) The United States respectfully submits this written notice jn 

response to. this Court's Order Appointing an Amicus_ Curiae and Briefing Order (Order) 

in the above-captioned docket,_ dated February 17, 2016. That Order stated that the 

Court has determined that the materials identified in Exlubit A thereto are relevant tci 

the duties of the amicus appointaj. in that Order. Order at 2. It further stated that the 

Court believes that in this matter, the ainicus' s access to classified information (the 

materials identified in Exhibit A) is consistent with the national security of the United 

States, "[i]f; however, the government believes otherwise, it shall provide written notice 

and explanation to the Court by February 19, 2016." Order at 2. The government 

respectfully submits that while it has determined that the provision of the materials 

identified in Exhibit A to the Order to the ainicus is generally consistent with national 
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security, certain limited information therein is not relevant to the legal issues being 

briefed or the ability of the amicus to brief such issues, and therefore the amicus does 

not have a need to know and making that irtformation available to him would not be 

consistent with the natio~ security. In: particular, target names not yet released to the 

amicus, and notrelevant to his duties, should be redacted.1 Such redactions would 

apply to the Supplemental Order in docket number PR/IT 2015-0053, the Submission 

Regarding Post-Cut-Through Digfts in docket number PR/IT 2015-0053, the 

Supplen:).ental Order in docket numbers PR/IT 2009-0036, PR/IT 2009-0037, and PR/IT 

2009-0038, and the Verified Memorandum of Law in Response to the Court's June 18, 

2009 Supplemental Order in docket numbers PR/IT 2009-0036, PR/IT 2009-0037, and 

fS,'IQC/HP) The Government understand$ tha'-:----:--:---:---:----::-----...,,,...J 

0 
!was shared with the amicus for conflict 

purposes. Therefore, that name has not been redacted from the relevant materials 

identified in Exhibit A. In: addition, under the facts of this particular case and due to the 

intersection between those facts and some of the legal issues to be briefed, the 

government believes that in this case providing the amicus with the factual predication 

of the investigation of the target set forth in docketnumbe~~------'f 

consistent with national security. 
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Pl1/IT 2009-0038, and would be limited to the target names in the captions. Those four 

documents with the above-descn"bed redactions are attached hereto at Tabs A through 

D. 

Dated: February 19, 2016· 

Respectfully submitted, 

b6, b?C 

Deputy Otlef, Operations Section 
Office of Intelligence 

National Security Division 
U.S. Department ofJustice 
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INRE 

FIIGtl 
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fntllll!g0nce SumHrnnce Court 
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l.00A11n Flynn Hall, Clerr,otcourt 

UNITED STATES 

FOREIGN INTELLIOeNCE SURVElLLANCE COURT 

WASHINGTON, D.C. 

Doolwt Number: PRITT 

SUPPLEMENTAL ORDER 

15 -5 3 

. On this date, the Court has issued a Primary Order autlwrizlng the J!OVernment to co11duct pen 

reglste1:/trap and trace surv~ihance _in the above-captioned matter. The Cou1t's Order includes the 

following provlsion: • • • 

\ 
\this 

· authority includes the aull1onty to record and decode all post-cut-through digits, as 

described ln the Goveinl}lent's Vedfied Memorandwn of Law Regarding the Collectio11 

of Post-Cut-Througl1 Digits Through Telephone Pen Register S01veil!ance Under the 

Foreign Intelligence Surveillance Act, filed with the Court on August 17, 2009, in 

Docket.Numbers P:Rm 09-36, PR/IT 09-37 and PR/TT 09-38. The Govemment shall 

not make any affirmative investigative use of post-cot-through digits acquired through 

pen register a~orization that do' not constitute call dialing. routing, addressing or 

signaling Information, unless separately authorized by this Court. 

The government extensively briered the issue of post-cut-through digits In its Verified 

Metnorandum of Law that was filed with the FISC on August 17, 2009 (Memorandum). -In that filing, 

the govemment represented that there was no technology reasonably available to the government that 

could distinguish between content and non-content osli-cut-throu I di 'ts at the time • 

Mel}lorandum at 7·9. 
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I!!-at2611. 17. 

The gove1nment shall make a written submission to tlf Court ej!her at the time of submission of 
a proposed renewal application fur the above-captioned matte, bf tile issuance 
of this Supplemental Order, whichever is sooner. This submission shall include: 

(1) A description of whether and to what extent technology that is now l'easonably available to 
the goventment can distinguish between content and non-content post-cut-through digits ~rior to 
acquisition; and what effurls the government is making to develop such technclogy if it does not 
currently exist. • • 

(2) An updated description of.tile procedures Ute govemnient is using to prevent the unauthorized 
use ofpost-cut-tlirougli digits that eonstitute "eontent'' and are acquired pursuant to FISC pen 
register/frap and traC!' orders. 

(3) A description of the volume of post-cut-lhrougl1 digits acquired pursuant lo tile Coutt's-order 
in this matter and an explanation of how any post-cat through digits acquired \vere stored and 
handled, and what steps the government took to prevent tl1e use of any post-cut-tht'ough digits 
rl1atconstituted "content.'' 

(4) A report on the slalus,of the FBI's efforts to implement the technical eohancemenfll described 
in tile Memorandum. 

ENTEREDthis~ayofJuly,20J5inDocketNo.PR/TT 15 -.5 3 

1.--ChiefDeputyClerk, 
FISC, certify that this documenti• a 
lrue and the original 

~--/~ 
CLAIRE V, EAGAN . 
Judge, United Slates Foreign 
Intelligence Surveillance Comt 
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U.S. FOREIGN 
. INTELLIGEr!CE 

. SUIWEILLP.!1CE CO!JRT 

iilIB OCT -2 AH IQ; 30. 

• ·tiolilitGN.IN'tRLuciwt~suilVEILLANCEco·W:ANH FLYNN HAL~ 
. . . . u"CLERX OF COURT .. 

' . . . . . 

WASHINGTON, 0.C • 

(~IN~·.'· 1Dockett:r~er: ·PR~7:°1S-00tl8 

--··· .•• ·.' 
. . .. 

. . 
(tJ) SUBMISSION.REGARDING l'OST~•TIIROUGKDIGITS 

~The Urdted States tesp¢(till.y "®li)illl thls'teport in reap~ f:b ~ • 
. . . . ' 

C<i'Q't(s S~l~nt)Jl Ol:'i!.e'r ih the ~ov:,_gi,pliol!e'd ~el', @t\lcl J~y8, 20~, d~.~ 

the goy~~ to~- IJ ~~Sllb!I@siQn reg~ the ac~l.iw of post-cut- . : 

. . _thlou~ 4ii,ilts p\U'swmttQ p~ re~r ord~ under t;he ForeignJnieJligeru:e . 
. . . . 

~ajlian~ Act,.5(! U.S-.e. § 18oi ~ (P'IS~),includin~ p.) A descrigtion of-whether 
~ 

~ . 

• • and to wl\at ~ teclu:toloW thatis now·reasonably available to the govemment om 

distinguish between contatf and non-content-post-<:u.t-througli digits prlm:t~. • 
. . . . 

acquisili<>n, and wl:);t effurl8 theg,,vetnmei.Hs tllaking to develop "1ch~logy'if it 
. . . 

. . 
. g~e,;;,Qt wriexdJy ~f; (2) An upd.ated des<;ripl:!9n of the prooaj~ 6te go~AAt 

i.s using to prevent ii,,.. unau~ use of p~-Ctrt-tltrough digiis that consti~ • 

• SBGU>f~ 

.Qu'ef, OpeJ:iqQllS l;lec;tlon, 0 • . , 

: DeriVl!d from:. Mul es 

n: 20400930 
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. . 
"conwtil" and iii« a.cqi.tired pufs\!alJ.t !6 FISC pen register/trap IIDc\ tr~ org~; (S) Pi, 

. . , 

d.estriptio~o.f~ Y!>~ Qfp0$;~t-through digils ~d pMmanf~ the Court'~ 
.. . ' 

,. ' 

order In this maller "!ld an explanatiori°of how ~y post-cut-throogh digits acquire<!-
. . .. 

• • were ~~~d and handled, and whatstepa_the ge~~t to~k topreventihe ~-~£ ~y 
. . . . 

post-cut-through digits that C<Jii!ltltuwi! "contertt'' > ant!- (4) A repbft on the stalus of 1'fu! 
. . . . . . 

En's effdtts to imt>lemenHhe tequ,ic;al efiha.ni,lilfimlil des~'bed ll_1 thl! Gove~s 

:V~ed ~ortuid~ of Law on post'CUt,,fur®gh dig.ii'! file4 with this Court oii : • 

Augtl.Sf: 17, 2~. Tlils $dliflissioil a~es l\1e iµ{otniafion ~~6,d liy the~ 

x.: AA¥.~ ..•• 

-i8)-0n,¥!ly ~' 2000, th~ gov~mment filed "lrith this' CQw:t, ll\ do<;llet IIUPlber. • 

· :1~ __ _;;·•....:..· ---,~ ~e~M~~~dumof t.aw ~y ~006Mem~um) advising-the 

Court ~t the government's colldon of-post-cut-through digl!J3 hgh pen.~ 
. . ·-.. . . 

surveillance undl!!' FISA ;u;o. explaining wJ:iy S)lch ccll~ction ~ necessary andlawfu'L"l 

Oti. Augusf17, 20091 !lie go~emm~tfil'1d, it, 4acketnum~ PR/U 0!i:e6/Pl</IT 09-,37, . 
. . • . • .· .. ·. . .. 

~ PW'l:Tll9~, a Verified Mezp.o!anduln of Law-~y brle(iµg ij:te w.,ge of pi;,~t-

. cut-~digits (2009. Mem~dum). 

. ~m~ l'l the Court's.o-ders, the Govmunent aka flied submis$ions \\nth 

fiifl;her ll!gal '11\a)y,i(s <i)\ p(!S!-cll.t-tbi;o11g!t digit!! on~ "" 4 • er 

51!€RB'f!/N6f0RN 
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(U) As e>iJ>lained in the May 2006 and 2009 Meitl9tarula, a pen reg;ster1 defined 
. . . . • .. 

in pertinent pa:ct, is "a device o,: ~ wbli:\1. Ie!>,ml~ Qr dj,ood~ dial1ng, :routing, 

. . . . .. :.' . ' . .· . . ..•. 

. id.o,te$ill_g, ~ si~g p.,f<mn1rt.1."on l;rllJlsmllted, by~ inslnunent or !'ati!ity from 

wbmh a~-~ ~nic~~unication is transmi~, provi<h!d;_howe.ver: that s~ch- . 

.- . . .• . : . . . . • 

information shall notinciuru,lhe conrenlsof a,ny co~calion.:;." 18 ti.s.c. §3""127(3) 
. . . . 

(incorporated into FJSAat 5011.S.C. § 1841(2}). "Posh-cut-through digits"-is a term of. 

. . .: art that refers to digiia dialed from"-a targeted teleplione nuniber ~ the initial call set­

. up is ~pll!ted ,,. ''cut-tbrougli." Soiite ~Ost,"dit,\lii'ough digits aft:~ CJl1l 

i~~ ~~~<lit (llialing,tC!Utmg, i<ldxep~ o~ s;~~cin), ~dtas • 

Wb,81). a caller sli;,ls II loll~ nti,;Ill,er to i;t>nnectto 11 ~l-'<' provi4et (<1,g,, 1.-800--c;.AJ,l, • 

. . . . ·. . • . 

An),~ $,r the in.itial ceD is connecteii to.the service provider, enfers an~ther 
' . . 

p~numb.,,.;wlµd:,. ill the ultimate call destmati\lll- Olher p~st-cut-through dig«,, 

iiay c:on6titule c~tmt, such as·whila a call~ p~ and is~ to an automated. 
• • 

•t' 

. • sy-, sudt.as a~ laslitu.tio~ orphar.fiµlc.y, and em.i:~s a bank ~cothlt er . • 

pte,icfiptioni:mmb~. :m. elthet case, !lie digit$ are seqt1~s qf n1bno~.-

•• .' -{Sr-Ji:\ flij; 1$-Y 2!)06 ap!f-2009 Mem11rande,. the governm.,.,i, advised the ¢ou!-t· 

thatno tedinology exists lhatwould permit the FBI to distinguish, atlhe a~on 

., . ' . 
. . 

• .point, between oon\mlt and non..;ontent postc><!t1f-!htoti_Sh digil!l, and ~.l'Ect>td or 

-~l/NO!lORN • •. 
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il,ec.od,e oll!y fjJe pon"COntent digim:2 In !he May 2006 and 2009. M~o®'lda, the 
', 

: govei:mn~~ also reported ihat it would li\ili no ~t;ive inv~gl!liv~ u~e of ,:n..j •. • 

0

iru?i.denm1ly_ aiitured conteni:post-cgt-~011gh 4igi~, EtXcept in.rare -in order to 

. ' . . . . . ' . 

prevent~ imn't~l'¢ dangey of ,;!i:a!h, ~ous physical injury, or~ to the nalio4al 

. ·. . -

. -«ri!y. All.a lo~~ p!;!l!ltice, tlus Court's Orders for_pen registers authorlzing 

collecilon o:f Wal p<i$t-c!Ut-thtough digits specifi;,..nystate, ''The G<w.ertiment shall:tltit·: . • 

- . . . 

~ ftIJ.Y ~live' invei,ligalive'USe of. post-'cut-through digits ~uixed ~ugh l'l!rl 

. - . ' • ' 

~ authoi.iZalion that-d~ not ~bite call dialing, ~tuw, addiess'ing ot 

' 

.. 

• signaling infonna!ion, U11less ~parately autnotized bf lhni Co,Itr,~ • 

Il. (Iii t8J1RiHSNO'tl!CHNOLOGYRRA$QNABLYAVAILAB!,ETO.Jlm • 

• .. @nRNMi,N'rlJJAI<;sM'iPJSTINGlil,;IH~CQ~ 

AM NQNCONTBNTPQST.cr:n:-~W.!}UM,T 

ACQJJISITIQN. • • , .. 

• (0) There confu)ue$-!Qb,rno ~Qll'!blyavailabl: ~logy 1hatpennits a 

serv.i<i'.l provf~ to I4.e])fify and Sl!gtegale .;,..l:"f post,-cut-tlu:o~ digi!,,prlor to • 

deliye,;y-:t:o.\hl' gov•en~ There is itlso t!O ,e~bly_available technology lhat • 

permits tbegovemmmit, upon receipt of~ iiJfomiaii:on. anq 'With.01#:(unl\el' a'Jl.~ 

. - '. . - - . 

• . 2 ta) ~ sq-<!alled pf:!\~ lf!nitalion provMon siaies tl!at "ta] ~"ge,!C)' 

aulhorlzed ti, izlafall aµd ~ '1c p1lj'l ie~<>r irap and ira.e dovia, undfir this cliapfel, cj,: mider 

. slale lawshail use'tecbnology ~nably ~JI, to It ll'4t restticla the~"" cl#xidh\g 

• of ele<trenic 9' olher impulses to tlU1 dialing, rouling, addl.'esslng and sigt,aliog infozma,tli;n • 

ullllzed in ttu,·pi:~ and ~ttiltg of Wi\e or electronic commun!catloIIS so airil!ltto 

fn<:ludedteamtentsofanywireor~led$1!<:'col1U))'Qlflcatforis,' lSV.$.C,§~U~)- '!;his • 

lllku1a/iall p,<>Visicin awliell to F.15A ~ regis¥ beQ11JBe PISA adopts the pen register end. t;ap 

and 1..tce delinltlons lnseeti0l;ll127 ofT,'\le 1a. . -

~~- ' 

-4~-
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• t<> d~ whetlier:the acquitl!li cligitii rel,itese!lt eontent, ~ goveytui11,zi(beli~v,:~· • 
' ' • • • • ' ~ : I • • • • 

~l ~t ~ llM!<<\ly fhat sq<:!;\ ~<!logy will be available in the fo-able future, . . . . . . ' ... 
. ((J) As d~'bed in detail in the 2009 M.e!ll~randum, the currant arcfdtecture 

. and ~mpleltity of-the. global teleoommi.inlcations nefwork creates tremendous • • 

. challenges tor separath)g c~post-cut-~gh ~is'from_nan-conl:ent dialing, •• 

• .' .• routing; addresslng and~ ~oI!llatl~n~ ~time.I • i • 

. . . . 
• '(U) ~'iden!ifyiµg • ~rin;!.l;ion ls <leli!tJ!d i'/l "cl@.lmg ol'-sfgnalJJlg iJ,Comu,t!on . . 

'th.a< idenfifil!s the origin, direcfion, de$1inat!on, !Jr tem$ialion of eaclt commµrdcation 

·generated or fe.t:t!i.~ by a: ~bsml)ef by n\~ bf ;,p.°# equipi)ient, r;idlity, s,r ~i,r;via, of , 
• telei:mnmimicalioas ~er." 47 U.S.C. §· 1001(2): • • 

• SECRltt#N8FORN 
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m. (U)P • 

THROUGH DIGITS 'IHATCONSTlrtrrE eoNTl!N'r·,. 
. . . 

(U). ~ govm-i,,menttee?gcizes the c~ regarding the GOlleolion of CQntenl:' 

. . 

through tllf! operation of pen registets an~ Ii.as conlil:u'ied to take atr;ion!fuiuy st~ to 

i:estrict the -"':'~ection aniJlor use of oonfei\t post-pnt;,through digits. As.described rnthe 

2009 Meiii.Oi;andwxl. On May 24,
0

2\)02, !lien Deputy Allpmey Genetaitmy o: 
. 

. 

Th~psop..il;~eq a~~ (!h~ ~.AG J\,le,m.o" (alta.che<!, ~~ ~ Bl(. A)) lb ~ 

Dep~t 90'1.!S!i~~ ~~~~ S!l\tii'1g fo,:th the B~p.~~po!iay reg.r~ 1M . 

• avm,dani:,; w uover-oolledion" in ttie 1lpe of pen rep~ and trllp tmd. !;race ij.evh;ey timt: 

. . . . 
. 

. are aeploye<{ vno,er the autho.rttJ.of18 U.$.C. § i121, ~-• The ~O!'SJ)dJ!P,\ 

. . ' . . . : . . 

•• i:equlresthat~ona'b!y ava&ble technology b'e used. to avoid ov~Uection and,_if 

oviir.--collecliori.does ocait~spite the use ofteasci:ialll,t available-U1¢hru;log_y, no • 

. . . . . . . 

i (lj)- 'IheDAG bletno$pecifici!Jly ~-, "The aujho:rilles granled by f&e Foreign 

h)lelllgelWI? SurveillanCf!.Ad: 0611178, 50 U.S.~.§ 1801,et S<'{,, iu:e'ouls!de 11:te !!""P'e of lhTs 

J,di!4iotail4!,l!!.),' )),AG~ ,ti, n,l, ~ ~1,e!Q\V, the ~w•iM! euac;!ed pQlides 

• that apply Iha FIJ.dples of the DAG M"";'o to post-cut-through tligiis cotteded p,,rsuantto a, 

pen•~ ~uiho.rlzed ,miw FlSA. • 

• Sl'cllst.~ 

. -7-
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' . • • 
danger of dea\b, serious pbyscal injury, or hm:lil to-the naiionalsecurlty. -Th~ . . . . 
prin~ples con\ii.nle to reflecf:_the t'oli.cy <,f the govertunetiti:egardmg ~ tollect!~ and 

.. _ - • ,cut.:airou.i;Yi. di!P,!S: 

@l!e!.Uff~;N 

---~-

~--··· ... --··- ... 
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UNITED STATES 

FOREIGN INTELLIGENCE SURVEILLANCE COURT 

Docket No. PR/IT 09-36 

Docket No. PR/IT 09-3 7 

Docket No. PR/IT 09-38 

. SUPPLEMENTAL ORDER 

• b7C 

On June 17, 2009, in Docket Nos. PR/IT 09-36 and PRITT 09-37; and on June 18, 2009, 
in Docket No. pRfIT·09-38, the Court granted pen regis1er/trap-and-trace authority on the terms 
requested in the government's applications. Those authorizations included the following 
provision: 

[f]bis authority includes the authority to reco~ and decode all post-cut-through 
digits,[1J as described in the Govemment's Verified Memorandwn ofLaw • 
Regarding the Collection of Post-Cut-Through J)igits Through Tel~ Pen.. - • • 
Register SJJIVeillance Under the Foreign Intelligence SUIVeillance Act, filed with 
the Court on May 23, 2006, in Docket Number PRITT 06-79. The Government 
shall not make any affirmative investigative use, through pen register 
authorl2Jllion, of post-cut-through digits that do not constitute call dialing, routing, 
addressing or signaling infonnation, unless separately authorized. by this Court. 

Docket No. PR/IT 09-36, Primary Order at 3-4; Docket No. PR/IT 09-37, Primary Order at 3; 
Docket No. PR/IT 09-38 at 3-4. 

', "Post-c\11,through digits"·are numbers dialed on a telephone after an initial connection 
is· made (i.e., after the call is "cut through''). • 

SECRJH'!IOROON;NOFORN 
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In view of these circumstances, i,nd the Jikelihoott mat me ,ssue Ol a -•~•· 
through digits will continue to be presented in pen register applications p,resented to the FISC, it 

is hereby ORDERED as follows: 

On or before August 17, 2009, the government shall make a written submission to the 
FISC regarding the acquisition of post-cut-through digits mder pen register orders, This 
submission"shall include: 

(1) A description of whether and to what extent technology that is now reasonably 
available to the government can distinguish between content and non-content 
post-cut-through digits prior to acquisition, to include an explanation of whether 
such capabilities vary from case to case ~ de~nding on the provider or the 
nature of the _service used by the target). If such technology does not currently 
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exist, the submission shall include a description of what efforts axe being made by 
the government to develop such technology. • 

(2) A discussion of the legal issues presented, in light of the cwrenttechnology 
and the opinions cited in footnote 3 above. • 

ENTERED this Ir" day of !une; 2009 in Docket Nos. PR/IT 09-36, PR/rt 09-37, and PR/IT 
09-38. 

._-OeputyClerk 
~dOCIJmtmt 

• al!U8andCOlf-•, 
tt,eorl;I 

TIIOMAS F. HOGAN 
Judge, United States prei 
Intelligence Surveillance Court 
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The United States respectfully submits this Memorandum of 

Law in response to this court's Supplemental Order, dated June 

18, 2009, directing the government to make a written submission 

' 

' 

regarding the acquisition of post-cut-through digits pursuant to 

pen register orders under the Foreign Intelligence Surveillance 

Act, 50 U.S.C. § 1801 .ru;_ ~ (FISA}, including: (1) a 

description.of whether and to what extent technology that is now 

reasonably available to the government can distinguish between 

content and non-content post-cut-through digits prior to 

acquisition, to include an·explanation of whether such 

capabiiities vary from case to case; and, if such technology does 

not currently exist, a description of what efforts are being made 

by the government to develop such technology; ·and (2) a 

discussi?n of the legal issues presented in light of current 

technology and several opinions cited in.footnote 3 of the 

Court's Order. Docket No."PR/TT 09-36, 37, 38, Order ~t 2 n. 3. 

This verified memorandum of law addresses the intdrmation 

requested by the Court and provides the Court with additional 

information regarding enhanced protections 

The government respectfully req:uest·s that this Court 

continue to authorize the recording and decoding of post-cut-

SEORm' 
1 
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through digits pursuant to FISA pen register orders because: (1) 

the plain language and legislative history of the relevant 

statutory provisions compel the conclusion that the government is 

permitted to acquire post~cut-through digits through a FISA pen 

register order; (2) cases denying tlle recording and decoding of 

post-cut-through digits in connection with a pen register are· 

based on flawed analyses and have been decided under the cr;Lminal 

pen register statute rather than FISA, which includes even 

broader statutory authorization to acquire associated.routing or 

transmission information; (3) the relevant .canons of statutory 

constructioµ support an interpretation of the pen register 

statute allowing the recording and decoding of post-cut-through 

digits; and (4) the recording and decoding of post-cut-through 

digits, with a restriction on the use of incidentally,-acquired 

conten_t digits eJCCepj: in rare, emergency circumstances, is 

reasonable under the Fourth Amendment. ~ 

. 
. 

:i;. BACKGROUND; THE 2006 MEMORAml.A Affll REPORT 'i-S.l_ 

on May 23, 2006, the government filed with this court,O 

L/ _____________ _./a Verified Memorandum of Law (May 2006 

Memorandum) advising the Court about the government'·s collection 

of post-cut-through digits through pen register surveillance 

under FISA and e:x:plaining why such collection is necessary and 

8B€RET 
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lawful. 1 In that memorandum, the government advised the court 

that no technology e~ists that would permit the FBI to 

distinguish, at the acquisition point, between content and non­

content post-cut-through dialed digits, and then record or decode 

only the non-content digits. See May 2006 Mem. at 3. The 

government asserted that the definition section of the criminal 

pen register statute, 18 U.S.C. section 3127(3), authorizes the 

government to collect non-content dialing, routing, addressing, 

or signaling digits dialed by a targeted telephone, and that the 

limitation provision, 18 u.s.c. section 3121(c), allows the 

government, in light of its technological limitations, to 

incidentally collect digits that may be dialed to transmit 

content.• May 2006 Mem. at 6-9. The government also reported 

1 "Post-cut-through digits• is a term of art that refers to 

digits dialed from a target~d telephone nlllllber·after the initial call 

set-up is cOlllPleted or •cut-through.• Some post-cut-through digits 

are non-content call identifying info,:mation (dialing, routing, • 

addl:essing, or signaling information), such as when a caller dials a. 

toll free number to connect to a service provider·ce.g., 1-800-CALL­

ATT), then after the initial call is connected to the service 

provider, enters an account number and .another phone number, ·which is 

the·ultimate call destination .. Other post-cut-through digits lf.'JJ.Y 

constitute content1.such as when a caller phones and is connected. to 

an automated system, such as a financial institution or pharmacy, and 

enters a bank adcount or prescription number. In either case, the 

digits are sequences of numbers. See May 2006 Mem. at 1-2: ~ 

' As explained in the government's May 2006 Memorandum, FISA 

authorizes the Court to issue.orders approving the installation and 

use of pen registers and provides that ''the teJ:11t(] 'pen register' 

. ha{sJ the meaning[} given such term[) in Section 3127 of Title 

18, United States Code.~ 50 U.S.C. § 1841(2). Section•3i2l(c) applies 
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that it would make no affirmative investigative use of any 

incidentally captured content post-cut-through digits, except in 

rare ·cases in order to prevent an immediate danger of death, 

serious physical injury, or harm to the national security. May 

2006 Mem. at 11-13. ts).. 

Shortly after the govenunent filed its May 2006 Memor~dum, 

on July 19, 2006, the Honorable Steven Wm. Smith, a Magistrate 

Judge from the Southern District of Te,cas, denied an 

app~ication to acquire post-cut-through digits through the use of 

a criminal pen register under. 18 u.s,c. section 3127{3). In re 

Application of the United $tates, 441 F, Supp. 2d 816 {S.D. Tex. 

2006). Noting that the· legal analysis in the government's May 

2006 Memorandum rested in pa~t on reasoning rejected by 

Magistrate Judge· Slllith, on July 27, 2006, the Honorable Colleen 

Kollar-Kotelly, then-presiding judge of this Court, ordered the 

government i:o submit a written brief "discussing how, if at all, 

Magistrate Judge Smith's opinion affects the government·•s 

analysis of this issue as set forth in its [May 26, 2006) 

Memorandum.• Docket No. PR/TT 06-79, Order at 2 {FISA Ct. July 

27, 2006). In response, on September 25, 2006, the government 

in the FISA context because F!SA pen registers are authorized under 

"this chapter," i.e., Chapter 206 of Title 18, 18 U.S.C. § 312l(a). 

May 2006 Mem. at 6, 9, ~ 

SEcru!lT 
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provided a legal analysis (September 2006 Memorandum) of 

Magistrate Judge Smith's opinion, describing its misreading of 

statutory plain language and legislative history and its 

misapplication of various canons of statutory construction. 'The 

government submitted that this Court should decline to follow 

Magistrate Judge Smith's opinion, and noted that it has no 

precedential value for this Court.' Following the filing of the 

September 2006 Memorandum, this Court continued to approve pen 

register applications including requests for authority to record 

and decode all post-cut-through digits . .fS1 

Ori August 7, 2006, Judge Kollar-Kotelly ordered the 

government to submi_t a report discussing: (1) how the government 

is implementing its obligation to make no affirmative 

investigative use of post-cut~through digits that do not 

constitute call dialing, routing, addressing or signaling 

information, except in•a rare case to prevent an immediate danger 

of death, serious physical injury, or harm to the national 

3 See Sept. 2006 Mem. at 7, n. 4. See,~, Browe v, McCain, 

611 F. Supp. 2d 1062, 1072 (C,D. Cal. 2009) (case from another 
district factu<l,lly distinguishable and does "not have binding 
precedential effect"J; Irvine v. 233 Skydeck, LLC, 597 F. Supp. 2d 
799, 803 (N,D. Ill. 2009) (a paj)lished case from another district "is 
not controlling authority and decisions of other district cOurts are 

entitled to no more weight th~ their intrinsic persuasive merits.'') 

{internal quotations and citation omitted) . LikewiSe, the other 

opinions cited in footnote 3 of this Court's June 18, 2009, Order also 

are not binding on this Court. -{-S-} • 

SECIYIT 
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II. STA'?EMEl'l'l' OF FACTS .CONCERNING POST-ClJT-THROUGJI DI~ITS (U) 

The goveniment submits that there continues ·to be no 

reasonably available technology that permits a service provider 

to identify and segtegate content post-cut-through digits prior 

to delivery to the government. There is also no reasonably 

available technology that pennits the government, upon receipt of 

this infonnation and without further analysis, to dete:i:mine 

whether the acquired digits represent content. The government 

believes that it is unlikely that such technology will be 

available in the foreseeable future. Therefore, the government 

has-continued to develop policies and procedures to restrict the 

collection and improper use of ;,iny incidentally collected content 

post-cut-through digits. _---{;,!t-

A, • There is No 'J/echnology Reasonably Available to the 

Gove=ment That can Distinguish Between Content end 

Non-Content Post-cut-'l'hrough Digits Prior to 

Acquisition . . (Ul 

The current.architecture and· complexity of the global 

telecol!lillunications network creates tremendous challenges for 

separating content post-cut-thr.ough digits ·from non-cpntent 

b3 Pe,: li'BI 
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dialing, routing, addressing and signaling information in real 

' .I 

time. I I b3 Per FBI 

1 __ __!:::::=============================::!_ ___ b7E 

4 Call-identifying information is defined as "dialing or 
signaling information that identifies the· origin, direction, 
destination, or termination of each communication generated or 
receiVed by a subscriber by means of any equipment, facility, or 
service of a telecommunications carrier.• 47 u.s.c. § 1001(2). (U) 

5 The Co=mications Assistance for Law Enforcement Act of 1994, 
Pub.L. No. 103-414, 108 Stat. 4279 (1994) (hereinafter CALEA) ·was 
enacted to ensure that law enforcement maintained its interception 
capabilities in light of emerging technologies and the changing 
competitive telecommunications market. Overall, CALBA sought to 
balance three key policies: (1) to preserve a capability for law 
enforcement agencies to carry out properly authorized intercepts; (2) 
to protect privacy in the face of increasingly powerful and personally 
revealing technologies; and {3) to avoid iio.peding the developmE!nt 0£ 
new communications services and t8cbnologies. See H.R. Rep. No. 103-
827(I) (1994), reprinted in l994 u.s.c.c.A.N. 3489. (U) • 

SECRET 
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B.· Because of the Limitations of'Ayailahle 1'echnology, the 

Govermnent Has Developed Poiicies and Procedures to 

Restrict the Collection and 'O'nauthoriz.ed Use of l?ost­

cut-Through Digit Content. (Ul 

The govenunent recognizes the·concerns regarding the 

collection-of content through the·operation of pen registers and 

has taken extraordinary steps to restrict the collect.ion and use 

of content post-cut-through digits. on May 24, 2002, then Deputy 

Attorney General Larry D. Thompson issued a memorandum (the '"DAG 

Memo" lattacl').ed hereto as Ex. A) J to all .Department of Justice 

components setting forth. the Department's policy regarding the 

avoidance of "over0 collection• in the use of pen registers and 

trap and trace devices that are deployed under the authority of 

18 u.s.c. § 3121, et seg. 15 The memorandum requires that 

reasonably available technology be used to avoid over-collection 

and, if over-collection does occur despite the use of reasonably 

available technology; no affirmative investigative use be made of 

that info:onation except to prevent immediate danger ·of deatb, 

" The PAG Memo specifically states, 'The authorities granted by 

the Foreign Intelligence Surveillance Act of 1978, 50 u.s.c. § 1801, 

et seq., are outside the scope.of this Memorandum.• PAG Mem. at 1, n. 

1. As discussed below, the FBI has since enacted pofioies· .that apply 

the.principles of the PAG Memo to post-cut.-through digits collected 

· pursuant to a pen register authorized under FISA. (U) 

SBeRET 
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serious p_hysical injury, or harm to the national security. These 

principles continue to reflect the policy of the government 

the collection and use of post-cut-through digits. (U) 

8:BCMl'l' 
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XII. ANALYSIS OF I.AW (0) 

In light of _the current state of technology and the law, the 

government respectfully submits that it is appropriate for this 

Court to ~ontinue to approve pen register applications including 

requests for authority to record and decode all post-cut-through 

digits. As set forth in detail below, 18 u.s.c. sections 3121{c) 

(the limitation provision of the pen register statute) and 

3127(3) (the pen register definition) authorize the government to 

collect non-content post-cut-through digits, and incidental to 

-s!l\CRET 
30 
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the collection of such non-content info:rniation, to record and/or 

decode (but not use except in a specified set of exigent 

circumstances) digits that constitute "content," if technology 

that would prevent such incidental collection is not reasonably 

available. This authority is augmented for pen register 

collections m~de pursuant to FISA, which includes enhanced 

authorities to collect post-cut-through digits. {U) 

Furthennore, the government respectfully submits that the 

Co~rt should not deny the recording or decoding of post-cut­

through digits based on any of the opinions denying such 

coilection cited in footnote 3 of the·Court•s June 18, 2009 

'Order.l' As noted above, none of those opinions is binding on 

19 • See June 18, 2009 .Order at 2-3, n .. 3 {citing ;rn re App1icatipn 

of the United States, No. 08-MC-595(JO), 2008 WL 5255815 (E.D.N.Y .• 

Dec. 16, 2008) (Magistrate Judge Orenstein) (Orenstein Opinion) 

(attached hereto as Ex. C); In re Applications of the United States, 

515 F- Supp. 2d 325 (E.D.~.Y. 2007) (Magistrate Judge Azrack) (Azrack 

Opinion). aff'd Nos. 06-mc-547, 06-mc-561, 07-mc-120, 07-mc-400 

(E.D.N.Y. Dec.·17, 2007) (District Judge Gle~son) (swmnary 

.affirmance); In re Application of the United States, Misc. No. R-07-

613, 2007 WL 3036849 (S.D. Tex Oct. 17, 2007) (District Judge 

Rosenthal) (Rosenthal Opinion) (attached hereto as Ex. D); In-re 

Application of the United States. 441 F. Supp. 2d 816 (S.D. Tex. 2006) 

(Magistrate Judge Smith) (Smith Opinion) {discussed above in the 

context of the September 2006 memorandwn); In re Application of the 

United 'States, No. 6:06-mj-1130 (M.D. Fla. May 23, 2006). {Magistrate 

Judge Spaulding) (Spaulding Opinion) (attached here;:o as Ex. E), aff'd 

No. 6:06-mj-1130 (M.D. Fla. June 20, 2006) (District Judge Conway) 

{Conway Opinion) (attached hereto as Ex. F)). In addition, 'footnote 3 

quotes the D.C. Circuit's opinion in United States Telecom Ass'n v. 

FCC, 227 F.3d 450, 462 {D.C. Cir. 2000). That case merely noted, 

however, that \\no court. has of yet considerea the ~ontention" of how 

to interpret 18 U.S.C. ·section 3121(c). ;i;lh Finding that the F.C.C. 

SE~ 
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this Court. In addition, each opinion analyzes collection of 

post-cut-through digits in the context of~ criminal pen register 

and Title 18, not in the context of FISA. Finally., the varying 

analyses in all the opinions are flawed. {U) 

A. 'l'he Plain Text of the Pen Register Statute Authorizes 

the Government Incidentally to.Record or Decode Content 

Post-cut-Through.Digits In Order·to Co1lect Call 

Processing Information. {U) 

1. As Originally Adopted, 18 u.s .. c. Sections 3127 (3) 

and 3121(c) Contemplated the Collection of AJ.l 

Post-cut-Through Digits. (U) 

Congress initially adopted the definition of "pen register• 

as part of the Electronic Communications Privacy Act of 1986, 

Pub. L.-No. 99-508, § 302, 100 Stat. 1848 (ECPA). As originally 

enacted, 18 u.s.c. section 3127(3) defined "pen register• in 

terms of now out-dated telephone technology, referring to a 

"device" being attached to a "telephone line.." Specifically, the 

earlier version of the pen register definition provided: 

[T)he term "pen r·egister• means a device which reco:rds or 

decodes electronic or other impulses which identify the 

number dialed or otherwise transmitted on the telephone line 

to which such device is attached 

18 U.S.C. § 3127(3) (2000). {U) 

was under an obligation to perform a reasoned analysis of the privacy 

impacts of its rule, the n.c. Circuit remanded to the agency. Id. at 

462-63. As such; the court did not address the issue of how to 

interpret section 312l(c), and its observations, which were made in 

the context of Title III, not FISA, are dicta. (U) 

SECRET 
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The definition of •pen register" remained unaltered until 

2001, but in the interim in 1994 congress enacted CALEA 

(discussed above) and added the "limitation." provision of the 

criminal pen register statute, 18 u.s.c. § 3121(c). As 

ori~inally enacted, this provision stated: 

(c) Limitation - A Government agency authorized to install 

and use a pen register under this chapter or under state law 

shall use·technology reasonably available to it that 

restricts.the recording or decoding of electronic or other 

impulses to·the dialing and signaling information utilized 

in call processing. 
• 

CAL:SA, § 20?, 108 Stat. at 4292 (emphasis added) . The limitation 

provision makes clear that although the pw::pose of a pen register 

is to collect "dialing and signaling information• utilized in 

cal_l processing, Congress recognized that such devices have the 

ability to record or decode other information. (U) 

Having recognized the potential for pen register devices to 

collect other information, including content, Congress drafted a 

legislative solution. That solution, embodied in the text of 

section 3121 (cl,· mediates between the government's need for non­

content post-cut-though digits and the possibility that content 

post-cut-through digits will be collected incidentally. The text 

of this provision requires the government to use, in conjunction 

with pen register devices, "technology reasonably available to 

it" in order to "restrict[] the recording or decoding" to 

I 

j 
' 
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"dialing and signaling information'' (i.e. digits) "utilized• to 

connect calls. _By modifying the word "technology• with the words 

"reasonably a"ll"ailahle to it,« Congress recognized that it may not 

be possible to prevent the recording of some.content digits at 

the collection point, and demonstrated its intent to allow the 

incidental recording of content when such technology is not 

•reasonably a"ll"ailable.• Indeed, as discussed more fully below, 

any other reading of this provision would render the words 

"reasonably a¥ail.able to it" superfluous in violation of the 

simple rule of statutory construction that.all words of a statute 

be given meaning,_ if possible. 20 _Congress deliberately chose to 

make the "reasonable availability" of filtering "technology• the 

cornerstone of the limitation provision, knowing that the· 

existence of such technology was not assured. (U) 

2, Amendments to 18 u.s.c. Sections 3127(3) and 

3121(0} by the PA'.1$l:O'l' Act li'urther Support the 

Colleot:1.on of A1l Post-cut-Through Digits. (U) 

In 2001, section 216 of the Uniting and Strengthening 

.llmerica by Providing Appropriate Tools Required to Intercept and 

Obstruct Terrorism Act of 2001, Pub. L, No. 107-56, § 216, 115 

,o See TRW, Inc. v. Andrews, 53.4 lJ.S. 19, 31 (2001) (citation 

omitted) ("It .is a cardinal principle of statutory construction that, 

a statUtQ Ought, upon "the whole, to be so construed that, if it Can be 

prevente~, no clause, sentence, or word shall be- superfluous, void, or 

insignificant.•). (Ul 

SECRET 
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Stat. 272, 288 (2001). (PATRIOT Act) amended both the definit-ion 

of pen register in section 3127(3) and the limitation provision· 

in section 312l(c). PATRIOT Act§ 216, ·115 Stat. at 288, 290 .. 

The PATRIOT Act amende4 the definition of pen register to clarify 

that the ~en register provision applies to an array of modern 

communications technologies (e.g., the Internet) and not simply 

traditional telephone lines. See H.R. Rep. No. 107-236-(I), at 

52-53 (2001) (discussing predecessor bill H.R. 2975); see also 

147 Cong. Rec. S11,006 (daily ed. Oct. 25, 2001).(section-by­

section analysi~ by Sen. Leahy). '!'he current definition of pen 

regis_ter now states, in pertinent part: 

the term "pen register• means a device or .process which 

records or decodes dialing. routing, addressing. or 

·signaling information transmitted by an instrument or 

factlity from which a wire or electronic communication is 

transmitted, provided, however. that such informatj_on shall 

not include the contents of any communication . . ... 

18 U.S.C. § 3127(3) (emphasis.added). Thus, congress amended the 

pen register definition in only two respects, both of which 

merely clarified the limits of existing law: (1) Congress 

broadened the language to include the recording or decoding of 

"dialing, routing, addressing or signaling information• in order 

to confirm the statute's proper application t.o communications in 

an advanced electronic environment; and (2) Congress confirmed 

the proper purpose and-scope of a pen register device: to obtain 
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information used to process a wire or electronic communication, 

but not to obtain t.he "contents• of sucli cormnunication. ([]) 

Importantly, in amending 18 u.s.c. section 3127(3), Congress 

clearly intended that through a pen register device, the . 

government can lawfully obtain all non-content info:nnation 

"dialing, routing, addressing, or signaling information" -­

transmitted by a targeted telephone. Accordingly, the plain 

·language of the pen register definition specifically authorizes 

the government to record or decode those post-cut-through ·digits 

that "simply route the call to the intended party a.i,d are, 

.. therefore, unquestionably call-identi·fying ;i,nformation even under 

a narrow interpretation of that.te:r:m." In re commc'ns Assistance 

for Law En,forcement Act, 17 F.c.c.R. 6896, 6925 {F:c.c. Apr. 11, 

2P02) -I 

In section 2.16 of the PATRIOT Act, Congress also amended the 

limitation provision in 18 U.S.C. section 3121{c) to conform to 

the revised language of the pen register definition. The amended 

version reads: 

A government agency authorized to install and use a pen 

register or trap and trace device under this chapter or 

under State law shall yse technology reasonably available to 
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it that restricts the recording or decoding of electronic or 

other impulses to the dialing. routing, addressing·, and 

signaling information utilized in the processing and 

transmitting of wire or electronic communications $0 as not 

to include the contents of any wire or electr·onic 

communications. 

18 U.S.C. § 3121(c) (e111Phasis added). Congress made essentially 

the same revisions to-the limitation provision that it made to 

<f/¥f -the pen register definition: {l) it clarified that the term "pen 

register" applies not only to traditional telephone lines, but to 

all manner of modern electronic communications;· and (2) it 

clarified that the purpose of a pen register. is to collect call 

processing information, not to collect content. Congress left 

untouched the statement that the government "shall use technology 

reasonably available to it" to "restrict[)" recording or decoding 

to the digits· "utilized" in call "processing.• (U) 

Accordingly, as reflected by the plain text, Congress left 

intact the scheme it had previously adopted in 1994. As long as 

filtering technology is not reasonably available, the government 

may record or decode all post-cut-through digits. As was true 

before the PATRIOT Act, -if a pen register records or decodes 

inf,;,rmation that includes the "contents of any wire or electronic 

communications," that information falls outside the definition of 

pen register and therefore outside the scope of·output that the 

government may use. (U) 
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On their face, neither the original versions of the pen 

register definition and limitation provision nor the revised 

versions as amended by the PATRIOT Act dictate the means by which· 

a pen register device should function technologically. By its 

own terms, 18 u.s.c. section 3127(3) is _SiII\PlY a definition. 

Notably, section ~12"7 is entitled •Definitions for Chapter." It 

is 18 U.S.C. section 3121, not section 3127, that
1
sets forth the 

"general prohibition on ·pen register and trap and trace device 

use.• Significantly, subparagraph (c) of this "prohibition• 

section, entitled "limitation,• does not prohibit content 

collection outright, but only requires that the government use 

''technology: reasonably .available to it• to restrict. the .recording 

or decoding of digits to information used in call processing. 18 

U.S.C. § 3121(cl. (U) 

3. The Opinions Denying Collection of Post-Cut­

Through Digits Under the Crilllinal Pen Register· 

Statute Intw:pret the.Definition of Pen Register 

in Zsolation, Resulting J:n a Strained ~Plain 

Meaning" of th~ ~ext. (U) 

Five of the six opinions denying collection of post-cut~ 

through digits under a criminal pen register and cited in 

footnote 3 of the Court's June 18, 200S Order, the Orenstein 

Opinion; the Spaulding Opinion, the Conway Opinion, the Rosenthal 

Opinion, and the Smith Opinion, base, at least primarily, their 
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holdings on the purported plain language of the criminal pen 

register statute but fail to give full weight to the language in 

the limitation provision at 18 U.S.C. section 312l(c) ._ Two of 

the opinions rely on the purported plain text of the pen register 

definition, 18 u.s.c. section 3127(3), standing alone. 

~ Orenstein Op., 2008 Wt 5255815, at *3 {finding that "the 

[criminal pen register] statute ... :m
akes it unlawful for a pen 

register itself to record the contents of a C0!11Il!U!1ication"); 

Spaulding Op., No. 6:06-mj-1130 at 2 ("Congress was clear that 

the content of communications cannot be captured by use of pen 

register and trap and trace devices.•). These two opinions fail 

to incorporate the language of section 3121{c}. The Orenstein 

Opinion summarily declined to consider its relevance; 21 the 

Spaulding Opinion failed to mention it, other' than to note that 

no tech.~ology is reasonably available to filter content from non­

content post-cut-through digits. See Orenstein Op. at *3; 

Spaulding Op. at 2. (U) -

These opini"ons' reliance on the definition of pen register, 

"The Orenstein Opinion characterized the basis of its holding as 

a •narrow matter of statutory interpretation" of-18 U.S.C. 

section 3127(3), 2008 WL 5255815, at •3, and expressly declined to 

discuss the relevance of section 3121(0), fin<ling that the 

government's interpretation of that provision •ha!dl be,;,n rejected" 

and that the government "ha[d] ·not sought to resuscitate it here." 

. lli,_ at *3 n.7 (citing the Smith Op, at *7-'91 Aarack Op., 515 F. Supp. 

2d at 334-35). (U) 
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divorced from the remainder of the statutory language, plainly 

contradicts the "cardinal rule that a statute is to be read as a 

whole, since the meaning of statutory language, plain or not, 

depends on con.tex.t." King v. St. Vincent's Hog;p. , 502 u. s. 215, 

• C I 

221 (1991) (citinq Massachusetts y. Marash, 490 U.S. 107, 115 

(1989); Shell Oil Co. v. Iowa Dept.,of Revenue, 488 U.S. 19, 26 

(1988)). By disposing of the statutory language of section 

3121(c) in a'footnote, without• any attempt to integrate the 

language into its interpretation, the Orenstein Opinion's reading 

of the criminal pen regi~ter statute is incomplete. This is 

• especially true where, as here, the definition relied upon by 

Judge Orenstein was'amended in precisely the same section of· the 

PATRIOT Act, section 216, a~ the passage he insists requires no 

consideration. Likewise, the Spaulding Opinion's failure even to, 

discuss the limitation provision undermines its plain reading of 

the text. As described above, Congress had every opportunity to 

ref(tove· the words "technology reasonably available• from the 

limitation provision, but elected instead to retain them. (U) 

The Conway Opinion, affirming the Spaulding Opinion, 

references .section 3121(c) but fails to give it its proper 

weight. Instead, Judge Conway concludes that Judge Spaulding 

correctly interpreted section 3127(3) as "flatly prohibiting the 

interception of communication.content by pen registers• and that 

'I 
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"[t]he statute seems plain in that respect." Conway Op. at 5. 

Judge Conway dismisses section 3121(c) as an_ "additional privacy 

safeguard," ·failing to give any meaning to the words "technology 

reasonably available." Id. (Ul 

Similarly, the Rosenthal Opinion relies on an isolated 

interpretation of the pen register definition in section 3127(3) 

in concluding that •the prohibition on the collection ·of content 

is clear," Rosenthal Op., 2007 WL.3036849 at *7. The Rosenthal 

opinion dismisses 3121 (c) as "a supplement to the Government's 

obligation not to collect contents with a pen register." Id. at 

*8. Aithough Judge Rosenthal suggests that her interpretation 

reconciles the text of the limitation provision with the 

definition ·of "pen register,• it does so only at the expense of 

the.plain text of section 312l(c). rt·ignores the "technology 

reasonably available• language. Furtherm~re, Judge Rosenthal's 

conclusion that section.312l(c) is a "supplement• to the 

proscription on content in the pen register definition confuses 

the history of .. those provisions. As discussed above, the 

limitation provision of section 312l(c), including the 

"technology reasonably available" language, was enacted in CALEA 

in 1994; the definition of pen register was not revised to 

expressly refer to content until the FATRIOT Act in 2001, at 

which time corresponding amendments were made to section 3121(c), 
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but the technology reasonably available language was left intact. 

Rather than act as a "supplE!ll\ent," the ~imitation provision was 

intended.to perform an independent statutory function apart from 

the pen register definition. (U} 

Although it discusses canons of statutory construction and 

legislative history, the Smith Opinion also moors its holding in 

the plain ·1anguage of the pen regis-ter statute without giving 

.. 

meaning to all of the language._ Smith Op., 441 F. Supp. 2d at 

823-26. Magistrate Judge Smith determined that the last sentence 

of the pen register definition is an "unqualified proscription• 

against content. l.!i.. at 823-25. If anything, this •proscription• 

simply excludes •content" from what is defined as a pen register. 

Moreover, the Smith Opinion fails to consider the full text of 

section 3121 (cl. Magistrate Judge Smith concludes that section 

3121 ( c) "ill\Poses an affirmative obligation ('shall use 

technology') upon a law enforcement agency• authorized to install 

and use a pen register. Id. at 824. In so doing, he ignores the 

"reasonably available" caveat. (U) 

Unlike the five opinions discussed above, the Azrack Opinion 

found the language of the statute ambiguous. ~ Azrack Op., 515 

F. Supp. 2d at 332 (finding that while the pen register 

definition on its own is unambiguous, the language of section 
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312l(c) "clol\ds this lllcidity"). While this concll\sion at least 

acknowledges both the definition and limitation provisions, it 

fails to give each.its proper weight. The government 

respectfully submits that the plain-language reading described in 

sections A.land A.2 above successfully gives meaning to each of 

the s_t.atutory provisions without. ignoring any portion of the 

statutory text. {O) 

B. The Legislative Histo,:y of the C,:jmin"J. l?en Registe;: 

Statute confirms that congress lp,tended to Allow the 

Xnoidental Recording 91; Decoding of Content Post-Cu.t­

Througb Digits. (U) 

l.. Legislative Bistoey Reg...i:-ding the Eriaotinent of 

18 u.s.c. Section 3121(0) ConfiJ:111$ that congress 

Intentionally Created a Techno1ogy-Uriven 

Minimization Scheme. {U) 
• 

Legislative history from the 1994 enactment of the pen 

register limitation provision: confirms what the text of 18 o.s.c. 

section 312l(c) plainly _implies. In 1994, Senator Leahy 

originally.proposed 18 o.s.c. section 3l21(c) as part of S.2375, 

the "Digital Telephone Act of 1994." ~ 140 Cong. Rec. Sll, 045-

05 {1994). Most of the provisions of S.2375, including 

section 3l2l(cJ, were eventually adopted in CALEA. In his 

introductory reroarks, Senator Leahy included a section-by-section 

summary in which he stated as follows regarding the limitation 

provision: 

SEGREl' 
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[This subsection) requires government agencies installing 

and using pen register devices to use. when reasonably 

available, technology that restricts the information 

captured by such device to the· dialing or signaling 

information necessary to direct or process a call, excluding 

any further cormnunications conducted through the use of 

dialed digits that would otherwise be captured, 

140 Cong. Rec. Sll,045-05 _(emphasis added). Thus, Senator Leahy, 

the primary architect of section 3121(c), stated that the 

government was required to apply filtering technology only "when• 

such technology is reasonably available. When it is not, the 

government is permitted to "otherwise capturEl" content post-cut­

through digits." (U) 

In addition to Senator Leahy's statement, conmdttee reports 

from both the House a..~d Senate further confirm that Congress 

originally intended to_permit the government incidentally to 

record or decode pos.t-cut-through digits that may be content. 

Specifically, both reports state that 18· U.S.C. section 312l(c) 

is intended to "require[] law enforcement to use reasonably 

available technology to minimize _information obtained through pen 

registers.-" See S. Rep~ No. 103-402, at 18; H.R. Rep. No, -103-

" Because he was the chainnan of the committee-that sponsored the 

bil1., senator Lea.hy's remarks are entitled to significant weight. See 

United States v. Int'l Union (UAW-CIOl, 352 U.S. 567, 585 (1957). In 

this case, they.are entitled to even greater weight, because both the 

Senate and House committee reports accompanying CALEA adopted Senator 

Leahy's above remark verbatim. See S. Rep. No. 103-402, at 31 (1994); 

H,R. Rep. No. 103-827(I), at 32 (1994). (U) 
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827 (I), at 17 {emphasis added)_. Well in advance of the 1994 

enactment of this provision, the term •minimize• had acquired a 

specific legal meaning under·the electronic surveillance laws of 

both Title III, enacted in 1968, and FISA, enacted in 1978·. (U) 

For e:xample, 18 U.S.C. section 2518{5) of Title III 

provid9.s, in relevant part, that electronic surveillance "be 

conducted in such a way as to minimize the interception of 

communications not otherwise subject to interception• under Title. 

III. Under well-established precedent, Title III "does not 

forbid the interception of all nonrel.evant conversations, ·but 

rather instructs the [government] to conduct the surveillance in 

such a ·manner as_ to minimize the interception of such 

conversations.• Scott v. United States, 436 U.S. 128; 140 (1978) 

(emphasis omitted). (Ul 

Similarly, under FISA, each application for electronic 

surveillance submitted by the government must contain, among 

other things, a statement of the government's proposed 

minimization procedures. 50 u.s.c. § 1804(a) (SJ. FISA defines 

"minimization procedures,• in -part; as follows: 

specific procedures, ... 
that are reasonably designed 

in light of the purpose and technique of the particular 

surveillance, to minimize the acquisition and 

retention, and prohibit the dissemination, of 

nonpublicly available information concen,ing 

unconsenting United States persons consistent with the 

need of the United States to obtain, produce, and 
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disseminate foreign intelligence irifo=ation. 

50 u.s.c. § 1801(h} (1). Both·federal case law and FISA 

legislative history demonstrate that the definition of 

minimization procedures under PISA.was intended to take into 

account t:lle realities of foreign intelligence collection, where 

the activities of·individuals .engaged in clandestine intelligence 

activities or international terrorism are often not obvious on 

. their face, and an investigation develops over time, See, g,_g_,_, 

United States v. Rahman, 861 F. Supp, 247, 253 (S,D.N.Y. 1994), 

. . 
. . 

aff'd on other grounds, 189 F.3d 88 (2d Cir. 1999) (rejecting the 

notion that the "wheat• _could be separated from the "chaff" while 

the "stalks were still· growing"), In addition, 'the Senate Select 

Committee on Intelligence observed in its final report regarding 

FISA that in certain situations, "primarily for technological 

reasons, it may not be possible to avoid acquiring all• 

.conversations. In these situations, minimizing at the retention 

and dissemination stages becomes most important." S. Rep. No. 

95-701, at 40 (1978) (Senate Intelligence Report}.· See In the 

.Matter of Kevork, 634 F. Supp. 1002, 1017 (C.D. Cal. 1985) 

(stating that "minimization may occur at any of several stages"}, 

aff'd on other grounds, 788 F.2d 566 (9th Cir. 1986). (U} 

When drafting 18 u.s.c. section 312l(c} and its associated 

' 
legislative history, Congress undoubtedly knew the legal meaning 

SEGRET 
46 



APPROVED FOR PUBLIC RELEASE

8E€RE'J.! 

that the term "minimize" had acquired under Title III and PISA, 

electronic su:i:veillance laws that had, at the time, existed for 

many years and in the case of Title III nearly three decades. In 

any event, Congress is presumed, as a matter of law, to have 

known the legal meaning of that word. See United states v. 

Bonanno Organized crime Family, 879 F.2d 20, .25 (2d Cir. 1989), 

relying on Goodyear Atomic Corp. v. Miller, 486 U.S. _174, 184-85 

(1988) (As a matter of law, Congress is presUllled to have been ·cal 

knowledgeable about existing laws pertinent to later-enacted 

legislation, (b) aware of judicial interpretations given to 

sections of an old law inc·orporated into a new· one, and {c) 

familiar with previous interpretations of specific statutory 

language-.). (U) 

Although Congress used the word "minimize" in the 

legislative history rather than in section 312l(c) itself, it is 

reasonable to infer, under.the authorities cited above, that in 

describing the requirement of section 312l(c) as one of 

minimization, Congress made clear i·ts intent that the government 

may acquire information falling outside the scope of a pen 

register [~, -content) when such recording or deco9ing is-a 

necessary incident of capturing all call processing information. 

Minimization of this non-pen register information can occur after 

acquisition. The government's and FBI's above-described policies 
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and procedures accolf!Plish such post-acquisition minimization. (U) 

2. The Legislative History of Section 216 of the 

PATR~OT Act Confix,ns that Cong>:ess J:ntended to 

Preserve the Post-cut-'rhrough Digits Minimization 

Scheme Created in 1!194 .. (U) 

When it enacted the PATRIOT Act, .as described below, 

Congress was aware that no post-cut-through digit filtering 

technology was reasonably available and yet left unchanged the 

minimization scheme under which the government may record or 

decode dialed digit content inc_idental to the recording or 

decoding of non-content, until such time as filtering technology 

is reasonably available. Indeed, the legislative history 

confirms what is suggested by the plain language of section 216 

itself: that the amendments w-ere meant to clarify that pen 

registers apply to a broad array.of modern technologies and to 

reinforce that the existing content limitations continued to 

apply to these new techriologies. (U) 

·Although the PATRIOT Act has no definitive congressional 

committee report, on October 11,·2001, the aouse _Judiciary 

Committee reported on a predecessor bill, H.R. 2975, that 

proposed updating the language of sections 3127{3) and 312l{c) to 

confirm that pen registers apply to communications instruments 

other than traditional telephones, 

(TJhe section clarifies that orders for the installation of 

SEelm'f' 
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pep reg1ster and trap and trace devices may obtain any non­

content information - "dialing, routing, addressing, and 
signaling information" -·utilized in the processing or 
transmitting of wire and electronic Collllllunications. Just as 

today. such an order could not be used to intercept the 
contents of commµnications protected by the wiretap statute. 

The amendments reinforce the statutorily prescribed'line 

between a collllllUilication's contents and non-content 
infonnation, a line identical to the constitutional 
distinction drawn by the U.S. Supreme court in Smith v. 
Maryland, 442 U.S. 735, 741-43 (1979). Thus, for example, 
an order under the statute could not authorize the 
collection of email subject lines, which are clearly 
content. Further, an order could not be used to collect 
information other than "dialing, routing, addressing, and 
signaling" information, such as the portion of a URL 
{Uniform Resource Locator) specifying Web search te:rms or 
the name of a requested file or article. 

H.R. R"?P• No. 107-236(I)', at 53 (emphasis added), see also Id. at 

52 ("This section updates the language of the statute to clarify 

that the-pen/register authority applies to modern communications. 

technologies.") . This report, which does not mention post-cut­

through-digits, reveals that H.R. 2975 was focused on ensuring 

that the pen register statute applied to ~odern communications • 

technologies., such as e-mail, while also ensuring that it was not 

being changed to allow the interception of content from such 

technologies. (U) 

Similar st~tements were made regarding a predecessor bill in 

the Senate, the Uniting and Strengthening America Act, S. 1510, 

which included a section 216 identical in relevant part to the 

one soon thereafter enacted in the PATRIOT Act. See generally 
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147 Cong. Rec·. Sl0,547-01, *Sl0,609 (Oct. 11, :lOOl). 

Contemporaneous comments about the legislation demonstrate that 

the amendments at issue were to ensure that pen registers apply 

to communications. instruments other than traditional telephones. 

Sae 147 Cong·. Rec. *$10,592 (Oct. ll, ·2001) (Sen. Feinst;ein) 

(~[tJhe problem ~ith current law is that it has not kept up with 

technology"); 147 Cong. Rec. *S10,561, *S10,602 (Oct. 11, 

2001) (Sen. Hatch) (''(t]he legislation under consideration today 

would make clear what the federal courts have already :i:uled -

that Federal judges may grant pen register authority to the FBI 

to cover, not just telephone_s, but other more modern modes of 

communication such as mail or instant messaging.•). (U) 

Contemporaneous statements about section 216 also make clear 

that its amendments were to ensure that pen registers apply to 

modern coll1JllUilications technologies aside from telephones. On 

October 25, 2001, Senator-Leahy, the chairman of the senate 

Judiciary committee, appeared before the Senate and read final 

.remarks about the Patriot Act, which were published in the 

Congressional Record. Senator Leahy observed: "[t]he language of 

the existing statute is hopelessly out of date and speaks of a 

pen register or trap and trace 'device' being 'attached' to a 

telephone 'line.'"· 147 Cong. Rec. S10,999 {daily ed. Oct, 2~, 

2001), When considering the amendment to include "routing" and 
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uaddressing" info'.t'lllation among the data.captured by a pen 

register, Senator Leahy expressed his concern that "the pew terms 

might encompass matter considered content.• 147 Cong. Rec. 

Sll,000 (daily ed. Oct. 25, 2001) {emphasis added). To avoid 

this misinterpretation, he agreed to a provision in section 216 

that nexclude[s1 the use of pen/trap devices to intercept 

:content'," alth~gh he stated that he would have preferred to 

see "these terms·be defined• more clearly in the statute instesd. 

~ Thus, the restriction on acquisition of content codified in 

sections 312l(c) and 3127(3) was aimed at the expanded . 

technoiogies subject to pen register authority - and ensuring 

that the • "new• tel:ll\S ·were not rni'sinte:rpreted to change the nature 

ot information a pen register o~der is used to collect. (U) 

Senator teahy's comments and analysis· also clarify that 

·section 216 does not alter the minimization scheme under which 

the gove:rnrnent may record dialed digit content incidental to the 

recording of non-content, until such time as filtering technology 

is reasonably available. He acknowledged that he was-aware that. 

pen registers capture all electronic illlpulses transmitted by a 

targeted facilit.y,. that soma impulses made after a call is 

connected could reflect content, and that there has been no 

change in technology that would better restrict pen register 

recording or decoding to call processing information only. 147 . _ 

SH~ 
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Cong. Rec. Sll,000. Despite these facts, Senator Leahy also 

acknowledged that the "technology reasonably available" language 

in section 312l(c} remained in effect, noting that the statute 

"requires the government to use reasonably available technology 

that limits the interceptions under the pen-trap device laws 'so 

as µot to include the contents of any wire or electronic 

coI11ll\J.l.l.:J.ications.'" 147 Cong. Rec. Sll,000. Similarly, his 

section-by-section analysis states that section 216 "further 

requires the government to use the latest available technology to 

insure [sic] that a pen register or trap and trace dev_ice does 

not intercept the content of any communications." 147 Cong. Rec. 

Sll,007 (daily ed. Oct. 25, 2001). These repeated references to 

re_asonably or latest available te_chnology demonstrate that 

section 216 was not intended to be a departure from prior • 

practi_ce, including the minimization scheme created in 1994. (U) 

3. The Opinions Denying Collection of Post-Cut­
Through Digits under the Criminal Pen Register 
Statute·Misread the Legislative History. (U) 

The two opinions cited in footnote 3 of the Court's June 18, 

2009, Order that examine legislative history, the Smith and 

Azrack Opinions, misinterpret or take out of context a nurober of 

statements, particularly statements by Senator Leahy, and 

erroneously conclude that Congress intended to bar the use of pen 

register devices that could incidentally acquire content pos·t-
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cut-through digits. According to Magistrate Judge Smith, when 

Congress first codified the pen register statute under ECPA, it 

did not address the question of post cut-through digits, because 

"existing pen register technology in the 1980s did not allow 

over-collection of content . . . •. • 441 F. Supp. 2d at 826. 

Magistrate Judge smith asserted that-Congress passed the CALEA 

"limitation" amendment to the pen register statute when it first 

became aware of the issue in 1994, and then, "acted again by 

inserting into the [PATRIOT] Act . three separate directives 

placing contents out of bounds for.pen/trap devices.• Id. In 

fact, the PATRIOT Act legislative history, though scant, proves 

just the opposite. As described above; Congress was aware that 

no post-cut-through digit filtering technology is reasonably 

available and yet left unchanged the min~zation scheme under 

which the government may record dialed-digit cont~t incidental 

to the recording of non-content, until such time as filtering 

technology is reasonably available. (U) • 

-· The Smith Opinion also takes and uses, out of context 

·portions of Senator Leahy's final remarks about the PATRIOT Act 

delivered on October 25, 2001 (described above). Magistrate 

Judge Smith quotes some of Senator Leahy's remarks and suggests 

that the Senator, "who had been instrumental in passing the CALEA 

•reasonably available technology' limitation, declared on the 
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• Senate floor that§ 3l2l{cl had so far [at the time of the 

PATRIOT Act's enactment) not achieved its purpose of protecting 

dialed contents from collection by pen registers.• Smith Op., 

441 F. Supp. 2d at 821 (citing 147 Cong. Rec. Sll,000}. 

Magistrate Judge Smith further implied that Senator Leahy called 

for "judicial re,r:iew• of the government's collection of post-cut­

through digits, and that the addi_tion of the phrase "so as not to 

include the contents of any wire or electronic communications• to 

18 U.s.c. section 312l(c) was intended to stop the gover;,ment 

from iI:ll;;_:i.<;!entally collecting content dialed digits. Id. (U) 

. . .. 

To the contrary, senator Leahy stated that his original 

proposal for the PATRIOT Act amendments to the pan register 

statute was threefold: (1) to give nationwide effect to pen 

-:.-..:.::-:: 

register and trap and tril:ce orders obtained by government 

attorneys and obviate the need to obtain identical orders in 

multiple federal j~risdictions; (2) to clarify that such devices 

·can be used for computer transmissions to obtain electronic 

addresses, not just telephone lines; and (3) "as a guard against 

abuse," to provide for •meaningful judicial review• of government 

attorney applications for pen registers and trap and trace 

devices. 147 Cong. Rec. Sl0,999. Senator Leahy's third proposal 

was·not adopted in the PATRIOT Act, and his comments regarding 

the FBJ:'s failure to develop "filtering".technology to date were 
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directed at his disappointment that Congress had failed to 

include this third proposed amendment. {U) 

rn··short, Senator Leahy had proposed that the criminal pen 

register application process should be subjected to heightened 

judicial review. Id. at S11,000. Currently, under the criminal 

pen register statute, the gove:rnment must certify that the 

info:cmation _likely to be obtained by the installation of a-pen 

register device will be "relevant to an ongoing criminal 

investigation.• ~ A court is required to issue an order upon 

seeing the certification and is not authorized to look behind the 

certification and evaluate the judgment of the prosecutor·. 

Senator Leahy sought to amend this standard to require the 

government to include facts in its pen register certification. 

T~,.:.the court would grant the order only if it found that 

·-~ -.·. ... . .. ~ . . 

the facts supported the gove:rnment's assertion of relevancy. 

Senator Leahy specifically stated that he sought this third 

amendment "[dlue in significant part to the fact that pen/trap 

devices in use today collect 'content.'" rd. In other words, 

and as discussed above, Senator Leahy, like the rest of Congress, 

recognized that pen registers incidentally intercept some content 

and concluded that, because the government is incidentally 

collecting some content, heightened jud1.cial review of the 

applications was necessary to ensure that the government. was 

. SlllCRl!i'f 
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properly using pen register orders. rd. A majority of Congress 

apparently did not agree with him, because this proposed 

amendment did not become law. Senator Leahy did not claim that 

under his proposed approach, or as amended by the PATRIOT Act, 

the criminal pan register statute would eliminate, or even 

curtail, the acknowledged status quo unde_r which pen register 

devices capture all electronic impulses, non-content or 

otherwise, from the targeted facility. (U) 

The Azrack Opinion also misinterprets or takes out of 

context numerous statements by Senator Leahy in its examination 

of the legislative history of the pen register statute, even 

though it ultimately concludes that "[l]egislative history fails 

to fully clarify the ambiguity created_by the text of the (pen 

register statute]," Azrack Op., 515 F. Supp. 2d at 334. The 

Azrack Opinion acknowledges· the presence of the term "minimize" 

in the legislative history of CALEA. Id. at 333 (citing S. Rep. 

No. 103-402, at 18; H.R. Rep. No. 103-827(I}, at 17). Magistrate 

Judge Azrack agrees that "(v] iewed in isolation, particularly the 

word 'minimize,' these statements do appear to support the 

Government's theory.• Azrack Op., 515 P. Supp. 2d at 333. 

Ultimately, however, she finds, based on Senator Leahy's 1994 

statements on the Senate floor, that the legislative history of 

CALEA does not in the end support the government's 
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interpretation: "The bill [ ptotects privacy by requiring 

telecommunications systems to protect communications not 

authorized to·be intercepted and by restricting the ability of 

law enforcement to use pen register devices for tracking purposes 

or for obtaining transactional information.• J;g_,_ (quoting 140 

Cong. Rec. 11,056 (Sen. Leahy)). Notably, this statement does 

not specifically refer to_post-cut-through digits'. _Contrary to 

the Azrack Opinion, Senator Leahy's statements that the 

limitation provision is designed to restrict access to 

"transactional information~ is consistent with the House and 

Senate ·Reports' expectation that the government would. "minimize" 

.such information. lU) 

In turning to Leahy's comments regarding the PATRIOT Act 

amendments, the Azrack Opinion asserts that Leahy •worrie[d]" 

that there was "little or no guidance of what is covered by 

'addressing' or 'routing, 1
• and notes his approval of the 

administration's willingness to "exclude the use of pen/trap 

devices to.intercept •content.'" Id. (citing 147 Cong. Rec . 

. Sll, 000). The Azrack Opinion suggests that Leahy• s "express 

concern that courts will erroneously grant the Government access 

to content with only pen register autb.orizatioi:J.• implies a total 

prohibition on even the incidental collection of post-cut-through 

digits. Id. (citing 147 Cong. Rec. Sl0,990, Sll,000). The 
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Azrack Opinion fails to consider the full conte:x.t of Senator 

Leahy' s remarks. The language limiting "content" added in 

section 216 of the PATRIOT Act was intended to address any risk 

that terms describing new technology, such as •routing" and 

"addressing" information, would be misinterpreted to. change the 

nature of information collected with pen register devices. 

Furthermore, the Azrack Opinion generally fails to consider the 

statements (discussed above) indicating that the limitation 

provision's minimization scheme had not changed. (U) 

Finally, the Azrack Opinion mistakenly interprets Senator 

Leahy's statements that "[w]hen I added the direction on use of 

reasonably available technology .. to the_pen register statute 

as part of [CALEA] in 1994, I recognized that these devices 

collected content and that such collection was unconstitutional 

on the mere relevance standard." ;i;l!,_ (citing 147 Cong. Rec .. 

. Sll,OOO). Magistrate Judge Azrack considered this an important 

indication that Senator Leahy intended section 216 to address 

constitutional concerns regarding the use of pen register 

devices, presumably by restricting incidental collection of. 

content post-c1.1t-through digits. • The Azrack Opinion takes out of 

conte:x.t Senator Leahy's comments, which were directed towards his 

desire for heightened j1.1dicial review of criminal pen register 

applications, not the minimization scheme in place under the 
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limitation provision. Again, Senato~ Leahy's proposal for 

heightened judicial ,.revi·ew was not adopted in the PATRIOT Act, 

and ~is comments regarding the FBI's failure to develop 

"filtering• technology to date were directed at· his 

disappointment that Congress had failed to adopt his proposal. 

(U) 

c.· Congress Has Prc,vided Additional Autho:rit:it to Allow the 

Government to Collect Post-cut-Through Digits 'll'nder 

F:CSA. (U) 

In addition to the plain text and legislative history, both 

of which, as described above, support an interpretation of the 

pen register statute authorizing the collection of post-cut­

through digits, further support for _this conclusion is found 

under FISA. In the USA PATRIOT Improvement and Reauthorization 

Act of 2005, Pub. L. No. 109-177, 120 Stat. 192 (2006) 

(Reauthorization Aqt), enacted in March 2006, Congress augmen~ed 

the gover.nment's authority under the FISA p~ register provision 

to obtain all non-content post-cut-through digits related to the 

transmission and routing of a call. See§ 128, 120 Stat. at 229. 

The section of the Reauthorization Act entitled "Authority for 

Disclosure of Additional Information in Connection with Orders 

for Pen Register and Trap and Trace Authority Under FISA," 

section 128, added a new subsection to the FISA pen register 
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provision, SO TJ..s.c. § 1842, requiring that service providers 

disclose associated routing and transmission information as part 

of a FISA pen register. The amended section reads as follows: 

l\n order issued under this section· .. , 

(Cl shall direct that, upon the.request of the 

applicant, the provider of a wire or electronic· 

communication service shall disc1os~ to the Federal 

officer using the pen register or trap and trace device 

covered by the order-

(i) in the case of the customer or subscriber using the 

service covered by the order .. 

!III) the telephone or instrument number, or other 

subscriber-number or identifier, of the customer or 

s~criber, including~ temporarily assigned network: 

address or associated routing o,:' transmission · 

in;fonna:tion. 

50 O.$.C. § 1842(d) (2) (C) (:i.) (III) {E!lt\Phasis added). When 

requested by the oove:rnment -- and if available from the 

recipient of the Court's order -- the amendment also requires 

disciosure of the same "·roil.ting or transmission information• for 

the customer or subscriber of incoming and outgoing 

communications alike. 50 U.S.C. §-l842(d) (2) (C)(iiHII:t). (U) 

Congress's pu.rpose in enacting this provision was to 

"authorize(] the FISC to issuEa FIS.A pen register/_trap and trace 

orders that also provide the Government .. , certain limited 

·subscriber information associated with routing information 

captured by the surveillance devices.• s. Rep. No. 109-85, at 25 
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(2005)· (emphasis added). ·As referenced above and as explained 

more fully in the government's May 2006 Memorandum, post-cut­

through digits dialed to transmit or route a telephone call. to a 

destination party are non-content post-cut-through digits, which 

the gove:r:nment is unequivocally permitted to record through pen 

register surveillance. I 

D. The canons of statutory Construction Favor the 
Gov~rnmen~•s Authority to Record or Decode Post-Cut­
Through Digits; Particularly in.the FISA Context. (U) 

Assuming, arguendo, that the criminal pen register provision 

may be read in two separate ways - one which would deny 

authorization to any device that may incidentally acquire content 

post-cut-through digits and another.which-would permit such 

acquisition when necessary subject to minimization - the Court 

must look to the relevant canons of statutory construction to 

resolve the ambiguity. The government respectfully submits that 

its interpretation most effectively harmonizes the whole statute, 

without rendering any word, phrase or section superfluous, and 

without repealing the minimization scheme tha~ Congress enacted 

under the limitation provision - particularly when the additional 

FISA authorities described above are considered along with othe:r: 

unique aspects of national security law. {U} 
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l. No Clause or Word Sh011ld be :Rendered Superfluous. 

{U) 

As noted above, "[i]t is a cardinal principle of statutory 

construction that, ... if it can be prevented, no clause, 

sentence, or word shall be superfluous, vofd, or insignificant." 

TRW, 534 U.S. at 31-(citation omitted). Courts must strive to 

"give effect, if possible, to -every clause and word of a 

statute.• lg,_ {citation omitted}. (UJ 

Both the Azrack and Smith Opinions address this issue. 

Indeed, the Azrack Opinion acknowledges that an interpretation of 

the definition of pen register denying authorization to any 

. . 
. 

. 

device that may incidentally acquire content post-cut-through 

digits renders section 3121(c) superfluous. See Azrack Op,, 515 

F. Supp. 2d at 334-35 ( "The phrase counseling the Government to 

use 'technology reasonably available ... so as not to include. 

the contents of ... communications' .... is superfluous if the 

ban on content acquisition is absolute.•) (quoting 18 U.S.C. § 

3121(c)). Nevertheless, Magistrate Judge Azrack declined to find 

this issue "dispositive," largely because of what she saw as the . 

more significant concerns raised by the canon of constitutional 

avoidance (discussed below). Id. at 336. (U) 

Unlike Magistrate Judge Azrack, Magistrate Judge Smith 

rejected the government's argument that his reading of the 
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statute that the concluding passages of 18 u.s.c. sections 

312l{c) and 3127(3) amount to an "unqualified content 

proscription• - renders the wo:rds "technology reasonably 

. available to it• superfluous. Smith Op., 441 F. Supp. 2d at 825. 

ae dete:rntined·that the government's ·conflicting inte~retation 

''rests almost entirely on legili!lative silence," and that 18 

U.S.C. section 3121(c) "does not say what the outcome would be if 

technology could not separate all content from non-content dialed 

digits.• lg,_ at 824. Magistrate Judge Smith deteJ:111ined that 

"[t]he most natural :reading of the provision is that Congress 

• assumed that such technology would be ·available, and for that 

reason did not addrei;s or even contemplate the contrary 

scenario." Id. This determination contradicts indications that 

Congress was well aware that such technology does not exist and 

pen registers. are capable of incidentally collecting content. 

The smith Opinion concluded that a reading that would permit 

i~terception of content post-cut-through digits "contradicts, or 

at least creates serious tension with, the explicit.content 

prohibitions inserted into the statute." .DL. at 825·. The Smith. 

Opinion concluded that the most harmonious reading of the.statute 

would deny access to post-cut-through digits unless the. 

government could demonstrate that no content post~cut-throu'gh 

dialed digits would be intercepted. ];i;h (U) 
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Under that intei:pretation, no device that is capable of 

acquiring content falls within the definition of pen regis_ter. 

However, if there were no such thing as a pen register device 

that acquires·communications content, then there also would have 

been no need for Congress to instruct the government to use 

technology "reasonably available to it" to restrict the recording 

or decoding of content when using pen register devices. Thus, 

under the intei:pretation advanced by Magistrate Judge Smith, 

section 3121(c) is left without a function in ·the statutory 

scheme. . (U) 

The doctrine against superfluities should apply with special 

force in this case. This is not an instance of a single word or 

tangentially related provision being rendered superfluous. 

Rather, the smith and Azrack Opinions interpret one part of the· 

criminal pen register provision, the definition, to render 

another part of the very same chapter, the limitation provision, 

superfluous to the statutory scheme." Moreover, Congress 

amended both provisions in the very same section of the PATRIOT 

Act, section 216, and clearly was aware of and chose to retain 

both. One must therefore conclude that Congress saw a continuing-

n The cases that deny access to post~cut-through digits based on 

the purported plain lang11age of the statute, see Rosenthal Op., 

Spaulding Op., Conway Op., and Orenstein Op., likewise render section 

3121(0) superfluous to the statutory scheme. (U) 
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purpose for the limitation provision separate from and in 

addition to the amended definition of pen register. The Smith 

Opinion's dismissal of the surplusage canon effectively rewrites 

section 216 of the PATRIOT Act to fit a preconceived - and 

inaccurate - notion of congress's intent. (U) 

• 2. The Doctrine Against Illlplied Repeal.s (Ul 

In addition to rendering $ubsection 312l(c)° superfluous, an 

interpretation of the pen regi$ter statute denying requests to 

record or decode post-cut-through digits constitutes an implied 

repeal of the "technology reasonably. available• provision in 

section 312l(c). "(A] repeal by implication will only be found 

when there is cl.ear legislative intent to support it." yn;ited 

States v. Mitchell, 39 F.3d 465, 472 (4th Cir. 1994)(citation 

omitted). Evidenc.e of the legislature's intent to repeal a 

statute by implication must be "clear and manifest, • ,R;ldzanowe:r:: 

y. 'l'oµche Ross & Cg., 426 U.S. 148, __ 154 (1976) (quotation and 

citation omitted), and, "because an implied repeal is disfavored, 

there is a •strong presumption' against finding such a repeal.• 

Patten v. united States, 116 F.3d 1029, 1034 (4th Cir. 

1997) (quoting Blevim1 v. United states, 769 F.2d 175, 181 (4th 

Cir. 1985)). In order to find an-implied repeal, a court must 

find either that the two acts in question are "'in irreconcilable 

confli~t,'" or that "'the later act covers the whole subject of 
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the earlier one and. is clearly. intended as a substitute [. ] ' " 

Radzanower, 426 U.S. at 154 (quoting Posadas v. Nat'l City Bank, 

296 U.S. 497, 503 (1936)). (U) 

As described above, in 1994, Congres.s added the limitation 

provis_ion to restrict the recording or decoding of content with a 

pen register device.· That limitation obligates the·government to 

use technology that is reasonably available to it, and nothing 

more, to fuifill this objective. The government remains entitled 

to record or decode "dialing; routing, addressing, or signaling 

information"-: and to incidentally record or decode content if no 

technoiogy is reasonably available to restrict the incidental 

acquisition. Under an interpretation of the pen register statute 

prohibiting such incidental acquisition, the limitations on the 

' government's obligation iµherent in Congress's choice of the 

words "technology reasonably available• is eliminated. (U) 

The circumstances of the passage of section 216 of the 

PATRIOT Act do not provide any indication, much less a "clear and 

manifest" indication, that Congress intended such a change. If 

Congress.intended the definition of pen register, as amended 

under section 216 of the PATRIOT Act, to exclude a device that 

captures content, it would not have amended sections 312l(c) and 

3127(3) at the same time· and left intact the "technology 

reasonably available• language in 312l(c). (U) 
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Magistrate Judge Azrack dismi'ssed the· implied repeals claim, 

finding that because section 3121(c} is a "limitation,• and the 

strict interpretation of the definition of •pen register" further 

limited the collection of content, there is no conflict in the 

provisions. Azrack Op,, 515 F. Supp. 2d.at 334. -'!'his conclusion 

is based on·a reading of the limitation provision that ignores 

the phrase "technology reasonably available.• As discussed 

·above, Congress's choice to include qualifying language (i.e.;_ 

"reasonably available") to describe the government's obligation 

to use "technology• to restrict recording or decoding of 

communications content can only have one purpose - to describe 

the outer_ ·limits of the goven>ment' s obligation to avoid the 

collection o·f content at the point of acquisition. An expansive 

reading of the pen register definition effectively repeals the 

limits to the limitation provision. {U) 

3 . The Ca.non of constitutional Avoidance (U) 

The canon of constitutional avoidance is based on the 

assumption.that Congress usually intend~ to avoid_passing 

unconstitutional .laws, and thus counsels that a.court should 

favor statutory interpretations that do not raise "serious 

constitutional doubts.• See Clark v. Martinez, 543 U.S. 371, 381 

(2005). The Azrack and Smith ·Opinions rely on the canon of 

constitutional avoidance as a basis to deny government 
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applications for post-cut-th.rough digits under pen register 

orders. ~ A
zrack Op., 515 F. Supp. 2d at 335 (stating that 

"the most applicable can<;,n of statutory construction is the 

doctrin<, of constitutional avoidance•); Smith Op,·, 441 F. Supp. 

2d a~,;a•i1: ···Judges Smith and Azrack both concluded that the 

interpretation of the statute allowing acquisition of post~cut-

.. 

through digits, which may incidentally -include content, would 

raise grave constitutional concerns under the Fourth J\mendment, 

and th.ere:f:ore should be avoided. ~ A
zrack. Op., 515 F. Supp. 2d 

at 339 (finding that the government's request "would violate the 

Fourth 
0

.l\mendment•); Smith· Op., 441 F .. Supp. 2d a't 837 ("The 

Government's reading of 18 u.s.c. § 312l{c) would impinge upon 

Fourth J\mencl:ment protections because it permits the collection of 

communications content without a warrant based on probable cause, 

in apparent violation of Katz v, Yn~ted States, 389 U.S. 347, 

353-54 [ l· (1967).•). Although "Judge Conway's opinion appears 

primarily to be base4 on her plain reading of the text, she also 

references Fourth Amendment concerns, describing recording and 

decoding of post-cut-through digits as an "interception• and a 

"statutory and constitutional violation.• Conway Op. at 6 

(referring to DAG Memo and stating it does not.remedy the 

problem; "this Court cannot cede to the executive branch its 

responsibility to safeguard the Fourth Amendment.'). (U) 
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The canon of constitutional avoidance does not allow the 

court to overlook the plain text of the statute and thereby 

disregard congressional intent and·Congress's scheme,· including 

the minimization scheme adopted in 1994, as a means to resolve 

any possible Fourth_Amendment issues attendant to the incidental 

acquisition of possible content post-cut-through tligits. "The 

canon is thus a means of giving effect to congressional intent, 

not of subverting it." Clark, 543 U.S. at 382. (U) 

Moreover, the "serious constitutional doubt" claimed by 

Magistrate Judges Azrack-and Smith and suggested ~Y Judge Conway 

- that.the government cannot collect the contents of a 

communication without a warrant issued upon probable cause - does 

not apply in the context of F!SA pen register surveillance. In 

~' the Supreme Court explicitly declined to extend its holding 

that the Fourth Am'!'ndment requires a wa=ant to surveil content 

to national security cases. see~, 389 u.s. a-t 358 n.23 

( ''Whether safeguards other than prior authorization by a 

magistrate would satisfy the Fourth l\mendment in a situation 

involving the national security is not a question presented by 

this case.·•). In United States y. United States District Court 

(Keith), 407 U.S. 297, 321-22 (1972), the Supreme Court similarly 

declined to extend the Fourth Amen~ent warrant requirement to 

activities of foreign powers or their agents. No other federal 
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court has ever held that the. Fourth Amendment warrant requirement 

applies to cases i~volving foreign powers or agents of foreign 

powers. See In Re Sealed Case, 310 F.3d 717, 742 {FISA Ct. Rev. 

2002); H.R. Rep. No. 95-1283{!), at 17-21 (1978). Given the 

unique constitutional and statutory context of FISA pen register 

. orders, the canon of constitutional avoidance does not counsel 

against the gove:rnment's interpretation, and does not require the 

Court to ·conclude that the Congress intended to prevent the 

government from acquiring post-cut-through digits under FISA pen 

register orders. {U) 

E. The Recording and Decoding of Post:-Cut-'I'hrough Digits, 

With a Restriction on the Use of Content Digits Except 

in Rare, Eme!rqenc:Y Ciroumstanoes, is 1teasnnabie Upder 

the Fourth Amendment. (U) 

The government submits that the scheme adopted by Congress 

in 18 u.s.c. sections 3127(3) and 3121{c), which allows the 

incidental recording of ~ontent post-cut-through digits to the 

extent that no filtering technology is reasonably available to 

the government, is reasonable under the Fourth Amendment. The 

touchstone ·for review of government action under the Fourth 

l\mendment is whether a search is "reasonable." See, ~, 

Vernonia Sch. Dist. 47J v.· Acton, 515 u.s. 646, 652 (1995); ~ 

Sealed Case, 310 F,3d at 737, 742, 746 (emphasizing 

reasonableness as critical factor in reviewing constitutionality 
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of FISA) . (U) 

Reasonableness, in this context, must be assessed under a 

general balancing approach,· "by assessing, on the one hand, the 

degree to which it.intrudes upon an individual's privacy and, on 

the other, the degree to which it is needed for the promotion of 

legitimate government interests." United States y:. Knights, 534 

u.s. 112, 118-19 {2001) {quoting Wyoming y. Houghton, 526 u.s, 

295, 300 (1999)). As recently observed by the Foreign 

Intelligence ·surveillance Court of Review, "(i]f the .protections 

that are in place for individual privacy interests are sufficient 

.in light of the governmental interest at stake, the 

constitutional s·cales will tilt 
in favor of upholding the 

govermnent'.s actions.• In re Directives Pursuan.t. to Section 105B 

of the For. Intel. Surv. Apt; 551 F.3d 1004, 1012 (FISA Ct. Rev. 

2008). {Ul 

Here, the intrusion on privacy - recording or decoding the 

digits dialed by a targeted telephone after an initial call· is 

set up - is slight - and in most circumstances the effect of the 

intrusion is nil. Under the procedures followed by the 

government, any content digits incidentally acquired will be 

minimized after acquisition. 
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FBI prohibits use of any such incidentally-acquired.content 

digits for any investigative purposes other than in extremely 

rare, exigent circumstances, discussed below. (U) 

The govermnent's interests in recording or decoding post­

cut-through-digits, on the other hand, outweigh any limited 

privacy interests at stake.\ 
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Finally, the government submits that allowing the FBI to 

,use, for investigative purposes, incidentally acquired content 

digits in specified rare circumstances is also reasonable under 

the Fourth Amendment. As a practical matter, the government 

believes that the circumstances under which the government would 

need to and would be capable of identifying any meaningful 

content digits that it could use for investigative purposes to 

prevent.immediate danger of death, serious.phy~ical injury or 

harm to the national security would be genuinely rare. $ 

Moreover, emergency exceptions to warrant requirements -have 

long been recognized as a matter of statute (under both FISA and 

the criminal code) and as a matter of Fourth Amendment case law. 

See, g_,_g;,__, 50 u.s.c. § 1805(e) (1) (allowing Attorney G1>neral to 

authorize emergency employment of electronic surveillance to 

obtain foreign intelligence information under certain 

circumstances)·; 18 u.s.c. § 2518(7) (allowing certain high­

ranking Justice Department officials to authorize emergency 

surveillance in specified situations); Mincey v. Arizona, 437 

Sl!len:ET 
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U.S. 385, 393-94 (19?8} ("[W]ari:ants are generally required to 

search a person's home or his person unless •the exigencies of 

the situation' make the needs of law enforcement so compelling 

that the warrantless search is objectively reasonable under the 

Fourth .l\mendment.") (citation omitted). (0) 

Furthermore, the government respectfully submits that the 

Cour~ can safeguard incidentally acquired content post-cut­

through digits Jjy preclud.ing the government from using them, if 

inc,identallY. obtained, for any investigative purposes, except in 

rare cases, to prevent an immediate danger of death, serious 

physical injury or harm to the national security. Given the 

interests at stake when such emergency circumstances exist, the 

government sul:>mits that this exception is also objectively 

reasonable under the Fourth Alllendment. {SJ-

SEcm;T 
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IV. COlilCLtfS:tON (U) 

For all of the foregoing reasons, as well as the reasons set 

forth in the government's 2006 Memoranda and Report described 

above, the government respectfully submits.that this Court should 

continue to approve the recording a/Cld decoding of post-cut­

through digits under FISA pen register orders. -tS-l--

By: 

Respectfully submitted, 

Davids. Kris 

Assistant Attorney General for National Security 

Tashina Gauhar 

Chief, Operations Section 

b6, b7C 

... telligence Unit 

Office of Intelligence 

National Security Division 

United States Department of Justice 
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The Dcpticy AtlDrney (lcne;r,d 

MEMORANDUM 

TO: 

FROM.: 

SUBJECT: 

US. Department of Justice 

Office of the Deputy Attorney General 

Moy 2~, 2002 

Tim ASSISTANT.ATTORNEY GENERAL, CR.lMlNAL DIVISION. 

'11'IE ASSISTANT ATTORNEY GENER.AL, ANTITRUST D!VlSION 

UlE ASsrstANT ATTORNEY GENERAL, TAX PMSION 

ALL UNITED STATES ATI'ORNEYS 

@0021006 

THE DIRECTOR OF THE FEDERAL BUREAU OF lNVl!STIGATION 

THE ADMCNISTRATOR OF THE DRUG ENFORCEMENT 

ADMJNISTRATION 

THE COMMISSIONBR OF TilE IMMIGRATION AND 

NATURAIJZATION SERVICE 

THE DIRECTOR OF THE UN1TIID STATES MARSHALS SERVICE 

. LanyD. Tuompsone{_~ 

Avoiding Colleetion and InvesU.,-ative Use of "Content'' in the Operation of 

Pen Registers and Trap and Trace Deyices 

This Mernonmdum sets· forth the Deparllnent's policy rega,di:ag avoidance of 

"overcollection" in the use of pen register$ aqd ll'ap and trace devices that are deployed under the 

authority of chapte. 206 of Title 18, United States Code, 18 U.S.C. § 3121, et seq.1 

• The privacy that Americans enjoy in ihe content of.their collllllunications - whether by 

teiephone, by facsiIDile, or by email.: is a basic and·cherlshed rigb.t. Both the Fourth Amendment 

and federal statutory law provide important protections that collectively help to ensure that the· 

content of a person's pri"3.te communications may be obtained by law enforcement only under 

certain circurnstanoes and only with the proper legal authorization. tn updating and revising the 

statutocy law in this area, the tecently enacted USA Patriot Act of 200.1, Pub. L. No. 107-56, l 15 

Stat .272 (2001) (''the Act''), draws the appropriate balw;e between tho right of individuals to 

maintain. !he privacy of their. communications and the 1teed for law euforoemeul to obtain the 

evidence necessary to prevent m:id prosecute serioUS crime. 

1 The authorities gwited by the: Fo~gtl llltelllge:o.ce Surveillance Act 0£ 1~8, 50 U.S.C. § 18D1, er seq .• arc 

outs.ide the scope o(this Memomidum. - • 
- • 

b7C Per FBI 
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In'particular, Section 21G of the Act revised and clarified existing law governing "pen 

registers" and "trap and trace"· devices. - which recotd limited infonnal:ion concerning the 

''processingand transmitting" of communications (such as 1h• te!eplionenumbers dialedonaphone) 

- so that these devices may clearly be used, not just on telephones, but in the context of any number 

of communications. technologies. 

• At tho same time, several provisions of the Act underscore the. importance of avoiding 

unautborized colleotion or use, by government agents, of the content of wire or electronic 

communications. In otdqr to accomplish this important goal, thfs Memorandum briefly desenoos 

the relevant law and the changes made by the Act, and th~ sets forth Departmental policies in this 

area. Those polioies include the following: 

• Reasonably avl!llable technology must be used to avoid collection of any content. 

• If, despite use of reasonably available technology, some collection of a portion of 

content ocoms, no affirmative investigative use may be made of'tbat CQntent. 

• Any questions about what constitutes "content" must be.coordinated with Main Justice. 

• .Prier L<tW Govtrt,iJtg PenkegistYS and Trap 11Jtd TYace })evices. Since 1986, the use of 

"pen registexs" and "trap and trace" devices has b_.en govemed by1he provisionli of cliapter 206 of 

Title 18, United States Code. See 18 U.S.C. § 3121, et seq. l?rlor to the recent enactment of the 

USA Patriot Act, a "pen register'' Wl1ll defined in chapter 206 as "adevicewhiclu,:cords or de<:odes 

e!eotwnic or other impulses which identizy .the nlll!1bers dialed or othermse transmitted on the 

telephone line .to which such device.is attached." 18 U.S.C. § 3127(3). Allalogously, a. "trap and 

b:aoe" device was defined as "a device which captures the incoming electronic or other impulses 

which idenufy the originating number ofan iiistrument or device from which a wire or electronic 

coimnunication wa,; transmitted." Id., § 3127(4). Thus, a pen register could be used to r=rd the 

numb~ of all outgoing calls on a telephone, 8Ild a trap 311d traee device could be used to record the 

numbers of all incoming calls. 

Because the Supreme Court has held !bat this sort of limited hµoimation conaeming the 

soui:ee and destmalion ofa communication is n;,t protected by the Fourth Amendment's wan-ant 

requirement, see Smith v. M!l'J'land, 442 U.S. 135 (1979), chapter 206 p=itted an order 

autli.orlzing a pen register or trap and'trace device to be issned without showing probable cause, 

Instead, an Ql'der shall M issued if the Gove!llillent ''oertuie{s] that the info!!llation likely to be 

obtained by such installation and use js re!evanfto an ongoillg criminal investigation." 18 U.S.C. 

§ 3123(a) {2000), By cont.ast, the contents of a tel"phone conversation are generally protected by 

the Fourth. Amendment, set Katt v. United States, 389 U.S. 347 (1967), as well aa by the mote 

extensive procedural protections of'I'itle III of lhe Omnib\JS Crime Control and Sa!e Streets Act of 

1968, Pub. L. No. 90-3.51, 82 Stat. 2l2 (1968), codified as amended a~ 18 U.S.C. § 2510, et seq. 

("I'itle fil"). 
• 

. ; 
' I 
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ln enacting the provisions of Chaptci:206 governingpenregiste!Z and trap and trace devices, . 

Congress also am.ended Title IU to exempt pen registers and trap and tr.ice de-ice:; from the 

requirements of!he latter statute. See Pub. L. 99-S08, § 1Dl{b}, 100 Stat. 1848 (1986) (adding 18 

U.S.C. § 251 l(h)(i)). However, in•order to address the poSS1'bility that a pen register ,nigh~ due to 

technological limitations, obtain some limited measure of"eontent," Congress later speelJi.cally 

provided in cliapter. '206 that m agency authorized to use a pen register must "use technology 

reasonably available to it" that restricts the information obtained to that used in "call processing." 

Pub, L. No. 103-414, § 207(b), 108 Stat 4279 (1994}(amending 18 U.S,C: § 312l(c)). 

Relevant.A.ntemime11ts made by the USA Patribt A.ct. 1'he Ar:t made sevel21 chan~ to • 

chapter 206 that are ofrelijvance here. In particular, section 312l(e) was amended to make explicit 

what was ah:eady implicit in the prior provision. namely, that an agenoy deploying a pen register 

must use ''technology reasonably available to it'' tbat restrlot.s the information obtained "so as not 

to include the eontenis of any wire or eleotrollio communications." The amended seotion 3121(0) 

now reads,. in full, as follows: 

A govemmenta! agency-authorlzed to install and-use a pen register or 

trap and trace device under thi:s chapter or under State law s/Ulll u.e 

1ecfmolagy reasonably available to it 1hat ,:estricts lhe recording or 

decoding of electronic or other imp1.!lses to the dialing, routing, 

. addressing, and signaling infonnalion utilized in the processing and 

• tx,,nsmitting of wire or elect,:,,uio comrnunicll1fons so as not to 

include the contenJs of any wire or electronic commimications. 

18 U.S.C. § 3121(0), as amended by Pub. L, Ne>. 107-56, § Zl6(a), 15 Stat. at 288 (emphasis 

added). • 

Similarly, in amending 1he definitions of"pen.registet'' an.cl. "b:ap and trace device" to make 

them more tecbnologieaµy neut,;,J,, the Act again expressly reiterates what= aheady implicit in 

the prior statute, namely, that a pen register or a trap and ~ device is not to be viewed as an 

afiinnanve authorizatlon forth~ interoeptionofthe content of <:OD!<llunications. Thus, the amended 

detinition of a "pen register" now provides, in pertinent part: 

[T}he tenn "pen.,:egister' ineans a device or process wltfoh i:eootds o-r 

decodes dialing, xouting, addressing, or signaling info=ation 

1lanmlitted by an in£trument or iaoility from which a wire ar 

ele¢1xonic cou,mlllJ.ication is transmitted, prctvided. however, .that 

.wch mformatia11 shall net include the contents of any communication 

18 U.S.C. § 3127(3), as amended by l.'ub. L. No. 107-56, § 216(c)(2), 115 Stat. at 290 (emphasis 

added). Li1<:ewise; th• Aet amends the definition of''lnp and trace device" so that it nowp~vides: 
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[T}he term ''trap 3nd trace device" means a devfoe or process which 

<:aptur\:S the incoming electronic or otherimpulses which identify the 

originating nUlllber or otlier dialing, routing, ad.dressing, and 

signaling infunnation reasonably likely to identify the source of a 

wke or electronic eoro.munfoation, provid•d, howevor, that ~uch 

mfonnationshall not include the canterns of a,ry ~ommunication .... 

18 U.S.C. § 3127(4), as amended by Pub. L. No. 107-56, § 216(c)(3), 115 Stat. at 290 (emphasis 

added). 

. 

lJepa1·t1t1e11tPolicy Reg<zrtling Avoida1Jce of"Overcollect/Qn "in the Use uf Pen Reg#ters· 

<Uui Trap a11d Trace Drivices . . Although, as noted, the Act's speci:fic addition of references to 

"content" in chapter 206 probably does not alter pl'!>-exis!ing law on this point, it is appropriate, in 

light of Con~ss• action, to clearly delineate Department policy :regaroing the· aYoidarice of 

"overeol!ection," i.e., !he collection of"content" in the \ISO of pen re&lsters or trap and trace devices 

under chapter 206. This policy includes the' following basic prni.eiples. . 
• 

1. Use of reasonably available teehnology to avoid oveycollectian. As mandated by 

• section312l(o), an agency geekingto deploy apenregisterortrap and trace device must ensure that 

it uses. "technology ieas~ly available to it" that restricts the lnforniation obtained "so as riot tQ 

include the contents of my wire or electroniccommunicat!ons." 18 U.S.C. §.3121(<:) (West Supp. 

2002). 'I'bis provision imposes an aflinnative obligation to operate a pen register or trap and trace 

device in a mannerihat, to the el<lent feasible with reasonably available technology, will n'li:aimizc 

any possible oYercolleclion while still allowing the device to collect all of the Ilmited lllfonnation 

authorized. 

. Moreover, as a.geoeral matter, those responsible for the design, developllJ.ent, or aoquisition 

of pen reglst~ and trap and !nu:e devi,;,es should eosute that the devices developed or acquired ibr 

use by the Deparnnentreflectreasonably available~ologythatrestrlots the iofonnationobtamed 

"so as not to include the contents of any wire or electronic COU'llllucications." 

2. No 11,ffitmatiye investigatiye use of any oveYcollection that oc,:,ns despite use of 

reasonably available t,.r.hnolgn.' To the extent ~t, despite the use of "teolmology reasonably 

available to it," an agency's deployment of a pen register does r<:sult in the inoidenta! collection of 

some portion of"ccntent," it is the policy .af Ibis Deparb:lient that such "content" may not be med 

for any affinnati.ve investigativ~ pu,pose, except in a rare case in oi:der to prevent an immedlat" 

danger of death. serio\IS physical injuzy, or harm to the nalional security. For example, i:(. despite 

the use of reasonably available technology, a telephone pen register incidentally recorded a bank 

account number and personal identification nwnbe:r (PJN) entered on an automated bank-by-pb.one 

&,stem, those num.ber:s should not be affumatively 1ISed fot any in-vestigative plll'po$e. 

Aecordingly, eaoh agency must take steps to ensure !hat any incidental collection of a portion 

! 
! 
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of"content" is not used for any affumative investigative purpose.' Investigating agencies should. 

talce ap~rop~:;ite measures to ensure compliance with this_ directive, and United States Attorneys 

should likewise ensure that federal prosecutors ~o not make any investigative use of such content, 

whether in court applications or otherwise. . 

3. Coordination of issues conceming what constitutes "content". In applyin• the above 

principles, agencies should be guided by the definilion of"content'' that is·containod in Title ill: the 

term "content" is thei:e defined to include "any information concerning the substance; pU?port, or 

meaning of [ a] communication." I 8 U.S. C. § 25 l 0(8) (Jl'est Supp. 2002). Similarly; in descn'bing 

the sort ofinfonnation !hat pen registers and trap and trace devices arc designed to capture, the 

provisions of Chapter 206 make clear th11t "dialing, routing, addressmg or signaling infomiation" 

that is used in "the processing and transmitting of wire or electronic commimications" does not, 

without more, constitute '.'content." 18 U.S.C. § 3127(3) (Jl'estSupp. 2002); id, § 312l(c}. 

The Assistant Attorney General foi the _Criminal Division (AAGJ should e:nsure that·the 

Criminal Division provides appropriafe'"guidance; through am'endmecttts to the United States 

Attorneys' Manual or otherwise, with respect to any signifioarit general "issues concerning what 

constitutes the "content" of a communicaiion. • . 

. To the extent that, -in applying the above princjp!es, specific issues arise.over whether 

particular types of infonnation constitute "content," such questions should be ad.dressed, as 

aperopriate, to the OfficeofEnforc=®t Operations in the telephone context (202-514-6809) or the 

Computer Crime and Jntellectual Property Section in the computer context (202-514-1026). 

Construction of tfiis Memor1JJ11iurn. This Memorandum is limited to improving the internal 

man.agement of the Department and is not intended to, nor does it, create any right, benefit, or 

,. privilege, substantive or procedural, enforceable at law or equity, ty any party against the Uruted 

States, the Department of Justice, their officers or einployees, or any other person or entity. Nor 

should this Memorandwn be construed to create any right to judicial review involving the 

compliance or noncompliance of the United States, the Peparttnent, t4eir officers or employees, or 

aey other pet.on or entity, with this Memorandum. 

• This is not to say !bar an agency shouldlllltretain a file copy of all of the mfom,ation ir,:cceived from• pen 

register or trap and Ila.cc dcvic~ An agency ~y be statutorily required to keep a record of all of the imbrmation it 

oblai,,s witliaparticu!arponregislororirapand1r,100 dov!oo, ,ee,e.g,, 13 U.S,C. § 3!23(a)(3), cu amentkd byl'ub. L. 

No.107-56, § 216(b)(I), 115 S1a~at289(requi.riugtba~ in•ertlinlimitedci=ms_.., aJ1agoocyJDllStmaintalnand 

file witb. the issuing court a IC.Cord of "any infonnation which has been collected by the device"). and,. ir:rthe event 0£ 

a. subsequent proSc:eution, the agency may be requited to produce: to defense counsel a Complete record of what was 
rccotdcd oc captured by a. pen register or 11>!' and trace d.>vice doployod by the agonoy in a particular caso. This 

Memorandnm prohibits 4Jlirma1ive invesdgatlvev.ses. Accordingly, not.hmg in this Mcmorandumshquld be. consltued 

to preckade an agency from maintaining a recotd of the full iafonmtion obtained by the agc::ncyftoma p~ register or 

tlap and itace device. 
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Only the Westlaw citation is currently available. 

United States District Court, 
B.D. New York. 

In the Matter of an APPL!CA TION OF THE 

UNITED STATES of America FOR AN ORDER 

AUTHORIZING THE USE OF A PEN REGISTER 

AND A TRAP AND TRACE DEVICE ON WIRE­

LESS TELEPHONE Bearing Telephone Number 

[Redacted1 Subscribed To (Redacted], Serviced by 

[Redacted]. 

No. 08 MC 0595(JOJ. 

Dec. 16, 2008. 

West KoySummary 

Telecommunications 372 ~1475 

372 Telecommunications 

3 72X Interception or Disclosure of Electronic 

Communications; Electronic Surveillance 

372X(B) Authorization by Courts or Public 

Officers 
372kl475 k.. Carrier's Cooperation; Pen 

Registers and Tracing, Most Cited Cases 

A district court denied the govemment authoriza­

tion to have its agents install B.!ld use, or cause to be 

installed and used1 a device or process that would 

record all dialing, routing, addressing, and signal-= 

ing ·infonnation, but that would only exclude the 

decoding of any post-cut-through. dialed digits, 

sinco such a device would not be a 1'pen register'' 

within the meaning of the governing slatute. lt was 

unlawful for a pen register to record the contents of 

communication1 and by recording all tho inform8.­

tion that the government desired the contents of 

communication could al&o be intercepte~. 18 

U.S,C.A. §§ 3127(3), 2510(8). 

Amy Busa., United States Attorneys Office, Eastern 

District of New York, Brooklyn, NY, for Applica­

tion of the United States of America far an Order 

ALL INi'ORMATION crnrrAINED 

BEP.EIN IS UNCLASSifTKP 
DATE 01-1:9-202.2 B~:'J•""'"---.,-b6 Per FBI ----b7C Per FBI 

Pagel 

Authorizing the Use of a Pen Register and a Trap 

and Traco Device on Wireless Telephone. 

REDACTED MEMORANDUM AND ORDER 

JAMES ORENSTEIN, United States Magistrale 

Judge. 

*t The government seeks authorization to· install 

e.nd use a pen register device. This routine applica­

tion· is the first ·that has been presented to me since 

ths decision by a district Judge of this court in In 

the Matter of t111 Applic:ation OJ the United States of 

• America /01· a,r Ord'?" A.ulhori2i"g the Use of Twa 

Pen Register and Trap and Trace De.•ic~. 2008 

WL 5082506 (E.D.N.Y. Nov.26, 2008) ("In re 

United Slates" ). Because such applications are 

time sensitive, l write as briefly as possible_ to ex~ 

plain the manner in which I resolve it. In short, I 

grant the government's application, but only If the 

relevant provider of telecommunicati9ns service 

would record the requested ii;iformation1 including 

pre-cut-through dialed digits, for its own business 

purposes without the requested oidcr and only if, in 

addition, the provider can and will delete and post~ 

cutthrough dialed digits ("PCTDD") before provid­

ing such information to any government agent. If 

theso conditions are not met, and i{ instead the govw 

etl\ment seeks to have tba provider transmit some 

post-cut-through dialed digits to the government in 

tho expectation that a govem111ent agency will de­

lete ~uph infonnatiou without evCr decoding it bc­

_fore passing the filtered information to the specific 

agents conducting the instant investigation, I df!.ny 

the application. 

A. Precedent 

Where, as hore, an Article III judge of this court has 

ruled unambiguously on a matter of law on indistin~ 

C1' 2009 Thomson ReutersJWest No Claim to Orig. US Gov. Works. 
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guishable facts, [ am hesitant to do anythlng other 
than foilow that ruling: In the absence of any con­
trolling decision by the United States Supreme 
Court or the United States' Court of Appeals for the 
Second Circuit, I of course look for guidance lo a 
decision by a district judge ofShis courL However, 
a single district j'ddgc's ruling docs not. establish 
binding precedent within_ a district See, e.g., ATSI 
Communs., Inc. 11. Shaar Fund, Ltd., 547 F.3d 109, 
J 12 & n, 4 (2d Cir.2008) (citing cases). As a result, 
I am obliged to give t~e matter presented to me for 
decision my best independent reading of applicable 
law, regardless of wbct~r that reading accords 
with that ofr_ny supetior.F 1 

FN 1. In a recent decision, a district judge • 
wrote that a magistrate judge 1'was nol re-­
quired to consider" a decision written by a 
district judge in another district "as 
'district court decisions are not treated as 
binding precedents in other cases."' In re 
Bulk Oil (USA} Inc., 2007 WL I 121739, at 
• 10 n. 9 (S.D.N.Y. Apr. I I, 2007) (quoting 
IBM Credit Corp. i,•. U11lted Home far Aged 
Hebrews, 848 F.Supp. 495, . 497 
(S.D.N. Y.1994)). That observation is dicta, 
and in any event plainly does not address 
the precise procedural issue here", 
However, I have not found any more ap­
posite case lilw on the question of whether 
a magistrate ju.dge is bound to adhere to 
the view of a single district judge within 
tho same district with which a different 
district judge would be free to ilisagroe. 

The decision on the instant app1ication falls to me 
because the application was submitted earlier today 
while I was the magistrate judge on. criminal duty. 
As an adjunct to an Artic1e Ill court. a magistrate 
judge may exercise delegated powers of the court 
as suc:h, subject to review by a district judge pursu-
110.t to Fcd~l Rule of Criminal Procedure 59. The 
review of a magistrate judge's ruling on a pen re­
gister application will nonnally be assigned to the 

. , I 
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district judge of this .court on "misceUaneous" duty 
pursuant to Local Rule 50.S. If the author of In re 
Uni~ed States were the. district judge currently as­
signed to such miscellruieous duty, I would simply 
defer to his interpretation as a matter of judicial 
economy rather than force the government to seek 
review that would inevitably (cad to the same res­
ult. FNi But where, ·as here, an appea.l of my de­
cision would be directed to a district judge who bas 
not yet considered the iss\le anii would not be 
bollfid • by" the analysis or result in In re Ui.ited 
States, I conclude that my obligation is to conduct 
my own analysis. Otherwise, as a practical matter­
because a pen register application is ordinarily dir­
ected to magistrate judges as a matter of course, 
and no party has both the incentive to appeal the 
grant of such an application and the ability or 
standiag to do so-a single district judge's decision 
in favor of the government on the instant legal 
question wol!,ld freeze the development of the law 
in a district. and possibly in a circuit, in a way that 
would not be pOssible with respect to motions nor­
mally made in the first instance to a district judge. 

FN2. Even more obviously· binding upon 
me is the directive in In re United Slates 
that I ''issue, if still necessary, an Order au­
thorizing- the 'installation of the pen re• 
gisters on !he SUBJECT TELEPHONES 
that is consistent with the represenlatlonS" 
that the government made in that case and 
that are largely similar to the government's 
proposal here. 2008 WL 5082506, at *8. 
Although the government has not yet ad­
vised me that any such order is necessary 
(and I assume it would have done so in the 
intervening weeks if the matter were still a 
live one), I am unquestionably bound to is­
sue the relevant order in that case upon re• 
quest 

B.Analysls 
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*2 Since 2001. Congress has defined 11 "pen re­

gister" in pertinent parts .as "a device or process 

which records or decode.s dialing, routing. address­

ing, or signaling information. transmitted by fUl in-

• st:rumeot or facility from which a wire or electronic 

communication is transmitted, provided. however, 

that such information shall not include tho contents 

ofany commllllication[.]"18 U.S.C. § 3127(3). As 

thoroughly discussed by some of my colleagues, 

that furmulalion has led to a vexing problem of 

statutory 'interpretation. The process nonnally used 

to inst.an ·a pen register ordinarily allows the in­

staJJing party to record and decode not simply the 

numbers a telephone user has dialed in order to be 

coru'lecte<l to another party, but also a great deal of 

other information _that can be transmitted in t:be 

form of dialed digits but that nevertbeless consti­

tutes the •tcontcnts" of a communication; for ex-

. ample, a person calling an automated banking ser­

vico must dfal the telephone number of the service, 

and then enter additional digits that identify the 

caner's account number and the code needed to au­

thorize access to the caHcr's account, The telephone 

number may properly· be intercepted by a pen re­

gis~; the additional numbers, known as· 

"post-cut-through dialed digits" or :'PCTOD," are 

ucontent" within tho meaning of t8 U.S.C. § 

25to(8), and accordingly may not recorded or de­

codeil. See In the. Matter of Applicatfons of the 

U11i1ed States of America fo,· Ordei-s (}) .A11thotiz­

i11g the Use of Pen Registers and Trap and Trace 

Devices and (1} Authori:ing Release o.f Subscriber 

lnfonnalio11 .. 5JS F.Supp.2d 3l5 (E,D.N.Y.2007) 

rEDNY PCrDD"' ) (megistrate judge decision); 

NJ ln the Matter nfthe App/icalion.afthe United 

States o/--tmericaji.w an Order: {I) Authorizing tltl! 

lnstaJJation and U.se of a Pen Reg!ste1· and Trap 

and Tl'ace Device, and (2) A uthorfaing Release of 

Subscriber and Other information, 2007 WL 

3036849 (S.D.Tex. Oct.17, 2007) ("SDTX PCT­

DD·") (district judge decision}. 

FNJ. lt is my undenitanding that the cited 
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decision by· a magistrate judge was ap~ • 

pealed to the district judge on miscel" 

laneous duty and upheld over the govern­

ment's objection. I was unable to find a 

citation for that decision in the time avail~ 

• able to consider the instant application. 

fn the instant ·a_pplioation1 following an approach 

approved in In re United States, the government 

proposes to avoid the difficulty described above by 

insulating the agents and prosecutors conducting 

the inste.nt investigation in one of two ways: 

[l]f possible, the {relevant service] provider will 

fo,ward only pre-cut-throughdialed digits lo the 

investigative agency, If the providers technical 

capabilities require it to forward ill die.JOO digits. 

including PCTDD, however, the investigative 

agency will only decode and fonyard to the spe­

cial agents the numbers that are dialed before the 

caU is cut through. Thus no PCTDD will be de­

coded or acces8ed by anyone~ 

Sealed Application at 3 n. l (citing In re United 

Statu, 2008 VIL 5082506, at* l n. 3 {"It is irrelov­

atit that the provider will forward PCTDD to the 

Government and that the Government wiU therefore 

be ab]e, if it violates the court order, to record and 

decode it.. .. Congress, in Title Ul [l8 U.S.C. § 2; 10 

et sf!q.J, has clearly expressed its belief that the 

Government can without su.pervision Jimlt Its in­

vestigatory activities so as to protect the. constitu~ 

tional rights of suspeclS. ")). 

*l l find that proposal insufficient for the-fo1lowing 

reason. The pen register statute does not merely 

forbid the government as such ftom decoding con­

tent such as PCTDD; if it did, l would a~ee that 

the government's proposal is w0rkablc. Rather, the 

statute also makes it unlawful for a pen register it~ 

self to record the contents of a 

communication. FN4The government . explicitly 

seeks allthodzation to have lts a.gents install and 

use, or cause to be installed and used, a device or 
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process tha.t will record aU dialing, routing, ad-

. dressing, and signaling information but thst wiJl 

only exehtde the decoding of any PCTDP within 

such infotmation. See Seated Application at 3. 

Thus. as a result of the orders the government 

wOu.ld have me issue, agents of the government (or 

employees of a seMe:e provider1 acting at their be­

hest) would instalJ and use a d<:vice or HJ'f.ess to 

record tho contents of communications, In do­

ing so, they 'would be using a devfoc or process that 

cannot be considefed a "pen register,'' ani'.f would 

thereby violate the law. That the same agents, or 

others ac:fing on their behalf,, would somehc,w later 

delete the portion of the recording that constituted 

the Contents of the communication would ·not serve 

to undo the a1r:cady tOJ?Pleted unJawfuJ act, nor· 

would it retroactively tr~sfonn somethinlf:Rfat was 

not a pen ~Sister into something that was, 
6 

FN4. More precisely, 'Title Ill ~nerally 

makes it iUegal for a person, inctudjng a 

service pro'Vider, to int~rcept and disclose 

the contents of an wire eommuni.cation. l8 

U.S.C. § 25ll(l). That prohibition, 

-however. dots not apply to the use of a 

'"pen register" as that term is defined ln the 

pen register statute. Jd, § 2Sl l(2J(h). Ac• 

cordingly1 because a dellice or process that 

records cont~nt such as PCTDD cannot: be 

considered a "pen ragisttr," the use of such 

a device or process is unlawful, There arc 

other exceptions to the general prohibition 

in Titlo m, including an impor:tant one dis­

eussed below and several other that are in­

apposite to the instant application. 

FNS. Indeed, without such reCordirig of 

conten~ there would be nothing for the 

service provider or the investigative 

agency to delete later. 

FN6. I do nctt read In re United S(ates to 

take the position that PCTDD would not in 

"tact be tecorded at some point befote delew 

- ' ; 
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tion. TQ the contrary, in a. later part of the 

ss.mo opinion. the court explicitly writes 

that so--caUed .. cell-site information° (a 

different subset ()f dialing, routing, ad­

dressing, and signaling information the 

collection of whi~h the government does 

Rot expHcit1y request ln the instant applica­

tion) 'iecomes a 'historical tecord' "--JUid 

lherefots amenabfo: to disclosure under the 

hybrid authority of the pen n,gister statute 

and 18 U.S.C. § 2703{d)-"as soon as it is 

recordeef by the provider.'' 2003 WL 

5082506, ut •4 n. a (emphasis addod), 

I rec1>gnize the possibility that the service provider 

may have a Jegitimate reascm to record all of the di­

aling, routing, addressing. and signaling infonna~ 

tion at issue here for its ·own pwposc:$, and that in 

some such circumsti,mces that recordiog would not 

run afoul of lht gonoral prohibition against inter­

cepting the co:ntonts of communications. Set:18 

U.S.<:, § 25 l !(2)(a)(i). lf !he provider at iS>ue here 

does in faot do that, and can then strip, away PCT~ 

DD before employing the process or d·evice that the 

govemment ch~racterizes: as a pen regjster and 

therefore withotit providing any PCTDO to any in­

strumentality of file governmcnt1 then the pen re~· 

gister the government proposes wotdd meet the 

statutory definition and I would appro'le it. 

But ~at is not the case, l must deny the: applfoa­

tion. 
7That is so even if it is the service provi~er 

that deletes al! PCTDD before providing it to any 

govcmment agency. If tht service provider's re~ 

cording of eontcmt would be accomplished only by 

virtue of a eourt~ordered instaUation and use of 

some device or proccss7 then that device or pro~s 

could not propttly be considered a pen register 

within the meaning of ts U.S.C. § 3127. As a res-­

ult, even if the deletion of the recorded PCTOD 

wer<:: to be accomplished enUreiy by the service 

provider before ani information was forwarded to 

the government investigating i:t~ncy I the viola.ti.On 

would already have occurred. FN~ 
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FN7. I fmd unpersuasive the government's 

reliance on the reference in In re United 

States to the fact that· "Congress, in Title 
111, has c]early expressed its belief that the 

Government can without supervision limit 
its investigatory activities so as to protect 
the constitutional rights of suspects. ''Tite 

government omits the' next part of the de­

cision, which explicitly states the portion 

of Title Ill to which the court was refer-: 

ring: l8 U.S.C. § 2518(5) (evciy order 

"shall contain a provision that the authoriz~ 

ation to intercept shall be ... conducted in 

such a way as to minimize the interception 

of communicati~ns not otherwiso subject 
to interoeption under this chapter. ").See 

2008 WL 5082506, at *I n. 3, The cited 

prOvision of Tit!e 111 recogni2es that an 
agent who has been authorized to eaves­

drop on Certain portions of an otherwise 
private communication cannot, as a prac­
tical matter, restrict the interception pre­
cisely to the authorized topfos; as a result, 

the statute commands no moro than that 
the agent seek to minimize the interception 

of contents that are not the subjef:t of' the 
authorizing order. Congress could seek to 

enact a· similar practical soluli0n to the 
problem of intercepting contents via a 
device or procCSS that would otherwise be 

· deftned • as a pen register, and in fact did 

something quite like that ia 1994, Seel8· 

U.S.C. § 312!(c) (requiring a govomment 
agency using a pen register to use 

"technology reasonably available to it ... so 
as not to include the ·conten~ of any wire 

or electronic communication"). That provi­

sion was enacted prior to the 2001 amend­

ment to the definition of the term "pen re­
gister'' that categorically excluded any 
device or process that records !he content 
of a communication. Although the govern­
ment has in the past argued that the fai1ure 

.. , 
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to ~pi:al the 1994 provision means that the 

2001 amendmellt cannot be interpreted to 

preclude the use of 11 pen ~gister to record 

or decode PCTDD I that argum:cnt ha:i been 

i"ejected, and the government has not 
sought to resuscitate it here. See EDNY 
PCTDD, 5 l5 F.Supp.2d •t 334-35; SDTX 

PCTDD, 2001 WL 3036849, at '7-*9. 

FN8. Because I conclude that the pro­

vider's action in deleting PC'l'DD it recor­

ded as a result of a t,owt order woul~ not 
cure the statutocy violation, I ·need not con­

sider Whether. if my analysis thus far is in­
correct, it would still be impennissible for 
the provider to transmit some PC"i'DO to 

the investigating agency and have the latter 
do furlher deletions before providing only 
nonMcoiltent to the specific agents conduct• 

ing the investigation. To the extent that 
this ruJing may be appealed however, I 

provide the following alternative basis for 
denying so mu~h of the government's re­
quest as would rely on such a procedure. 
No provision of the rel~vant statutory 

scheme draws any meaningful distinciion 
between. one agent and another within the 
same investigating agency, or indeed 

between one member of the executive 
branch of government and another. Even if 
the govcmment docs not wish to character- • • 

ize its executive·branch as unitary for pur­

poses of this issue, it does not cite any au­

thority that woul~ countenance the kind of 
line~drawing it contemplates. If il is unlaw­

ful under 18 U.S.C. § 25 ll(l) for a service 

provider to _disclose PCTDD to the particu­
lar agent conducting the investigation, not­

withstanding any exception in 18 U.S.C. § 
2511(2). then there appears to be nothing 

in either Title III or the pen register statute 
that would allow the provider to disclose 
the same PCTDD to any other government 
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agent. If there is some other statutory basis 
for distinguishiag among the government's 
agents in this context, the government bas 
not brought it to my attention. 

Conclusion 

[ emphasize t.bat my basis for denyirig the requested 
relief in part"is a narrow matter of statutory inter­
pretation. I see no constitutioruit difficulty with al­
lowing the government to obtain the information it 
seeks to us.e for investigative purposes ~Y means of 
a device or process that would qualify as a pen re­
gister but for tho fact that, during . the collection 
proCess, PCTDD information is initially recorded 
and then quickly deleted. Nor do I mean to convey 
a belief th~t Congress would or should, if presented 
with the issue, do anything other than ondorso the 
met.hodolog;y the government proposes. However, 
Congr.ess .has taken great care to establish a finely 
caJibrated statutory regime to regulate various 
forms of electronic surveillancoj to the extent that ( 
~annot reconcile an otherwise seemingly appropri­
ate surveillance technique with the relevant stat­
utory provisions, I conclude that I must Jea:ve it to 
Congress to change the law rather than accept the 
government's implicit invitation to do so, . 

*4 For the reasons set forth above, I grant the gov­
ernment's application only to the-extent that the rel­
evant service provider would in any event recotd 
the relevant post-cut.through dialed digits ·for its 
own purpOscs and only to the extent that the pro­
vider is able to delete such informatioTI before dis­
r;Iosing any other dialing, routing, addressin~ or 
signaling information to the government, To the cit­
tent that the provider would not in any event record 
post-cut-through dialed digits without the requested 
orders, or is unable to delete all such information 
fi:om the dialing, routing, addressing, and signaling 
infonnation it would disclose to the government, I 
deny the govemment1s application. I therefore dir­
ect the government, if it contlnues to seek a pen reR 
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gister in this case and if such ~lief is a'Vailablc con• 
sistent with the foregoing analysis, to submit to me 
a proposed order in conformity with this 
d.ecision. FN9 

FN9. In light of the importance of this is­
sue and the likelihood that other magjslrato 
judges will confront it, I will prepare a re­
dacted version of decision that can be filed 
on the public docket without comprom~ 
ising any continuing crimirial investigaR 
tion. 

SO ORDERED. 

E,D.N.Y.,2008. 
In re Application of the U.S. fur an Ordei Authoriz­
ing the Use of a Pen Register and a Trap and Tt'ace 
Device on Wireless Telephone 
Not Reported in F.Supp.2d, 2008 WL 5255815 
(E.D,N.Y.} 

END OF DOCUMENT 
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Only the Westlaw citation is currently available. 

United States District Court, 
s.Ii. Texas, 

Houston Division. 

In the Matter of the Application of the UNITED 

STATES.of America for an Order: (1) Authorizing 

the lnsta:llation and Use of a Pen Register and Trap 

and Trace Device, and (2) Authorizing Release of 

SubscnDer and Other Infonnation. 

Misc, Case No. H-07-613. 

Oct.17,2007. 

Background: Government filed application for a 

court ordei authorizing installation and use of a pen 

register and trap/trace device, access to cell-site in• 

formation and access to post-cuMhroogh dialed di· 

sits. 

Holdings: The District Court, Lee H. Rosenthal, J., 

bold that: 
( l) govemment ~as entitled to order authorizing 

use of a pen register and trap~and-trace device and 

release of subscriber and other infonnation1 and 

(2) government could not obtain "post-cut-through 

dialed digits" containing communication contents. 

Order granted in part and denied in part. 

West Headnotes 

fl 1 Telecommunications ~n E}:;.>1475 

372 Telecommunications 
372X Interception or Disclosure of Electronic 

Communications; Electronic SurveiUance. 

372X(B) Authorization by Courts or Public 

Officers 
372kl475 k. Canier's Cooperation: Pen 

Registers and Tracing. Most Ciled Cases 

Government was entitled to order authorizing use 

ALL INFORMATION COMTAHIED 

HEREIN IS UNCLASSIF~I!Jffi!,!;!_ __ _ 

DATE 01-1S-2022 BY( b6 Per FBI 

b7C Per FBI 
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o-Y a. pen register and trap-and-trace device and ~ 

tease of subscriber and other information, including 

cell-site information, where authorization sought 

was limited to provision of cell-site information at 

die origin and termination of cans and during the 

progress Of calls not initiated by the government il­

self, and did not extend to information that could be 

used to track the location of the phone. 18 U.S.C.A. 

§§ 2703, 3121. 

[21 Telecommunications 372 €:;::::>1475 

372 Telecommunications 
372X Interception or Disclosure of Bleotronic 

Communications; Electronic Survei1lan~e 

372X(B) Authorization by Courts or Public 

Officers 
. J72k1475 k. Carrier's Cooperation; Pen 

Registers and Tracing. Most Cited Cases 

Government could not obtain "postwcut.through 

dialed digits" containing communication contents 

under the authority of the Penffrap Statute. 18 

u.s:c.A. §§ 210,, 3121. 

MEMORANDUM AND OPINION 

LEE H. ROSENTHAL, rn,trict Judge. 

The United States of America" has filed two ex parte 

applications for orders authorizing the installation 

and use of a pen register and trap-and-trace device. 

The magistrate judge granted the Government's re• • 

. quests in part and denied them in part. Specifically~ 

Magistrate J.udge Smilh granted the request for a 

pen register and trap-and trace dMce but denied 

access to cell-rite infonnation and post-cut-through 

dialed digits. N 1Magistrate judges and district 

judges have divided over the Government's ability 

to obtain su"ch data by way of a pen•~gister applic-­

ation and order.FN¾be courts and the Government 

would all benefit from additional <::ase-law develop­

ment. As one ju(Jge has noted, the best way to test 
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the limit of the Govemtllent's authority may be 

through developed records, trial court opinions on 

suppression motions. and appeUate review. See Jn 

re Applications of the United Statt1t Dj'Am,/m· Or­

ders Pursuant lo Title [8, Unired Slates Code, Sec­

tion 27(11(d), 509 F.Supp.2d 76, 81-82 

(D.Mass-2007). 

Some of the issues discussed in these cases and 

raised by the Government's applicSpons are ad­

dtessed below. 

(. The Applications 

The ·oovemnumt filed two ex pane; applications for 

orders authorizing the ins.taUation and use: of a pen 

register and ttap-and-trace devi<:;e with. respect to 

two sepiirate phone nUU1bera (l:he '"Target 

Devices"). The applications requested orders direct .. 

ing the Target Devices' ~ervicc providers to dis .. 

cJose ta Qr to provide on demand by Drug Enforce­

ment Administration (tho "Investigative Agency'1 

agi::nts both historical information and prospective 

information. The applications seek: (l) "[!Jor the 

Target Devk:efs], rccotds or other infonnation pcr-­

taining to su~criber(s) or cus~omer{s)~ including 

historical cell site information and caU detail re-­

cords {including in two-way radio feal.ure 'modoY' 

for sixty days bofore tho date of the order; and (2) 

'~{f}or the Target De.vice[sJ» after receipt and stor­

age, reaords or other information pertaining to sub­

scrlber(s) or oustomer(s), including the means and 

source of payment for the service and ceU site in­

formation, provided to the United States on a con-­

tinuous basis for (a) the origination of a eaU from 

the Target Device[s] or the answer of a can to the 

TargetDovioe[s), (b) the termination oftbe call and 

{o) if reasonably .available, during the progress of 

the call .... " (Docket Entry No. I at 2-3; Docket 

Entry No, 2 at 2-3). The applications appear to re­

quest real-time or prospective ceU-site informatio~ 

at tbe. beginning and end of calls made at received 

on the Target Devitea, as well as ceU-sita inforro9.-

/.,. 
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tion for tlw duration of the calls Jf reasonably avail­

able. 

The applications request a vtuiety of other sub­

seri,ber records and other information relating to 

certain infonnation captured by the pen registers 

and trap-and-trace devices: on the Target Deyiees, 

as well as disclosure of changes in service regard­

ing the Target Devicez. The applications also ask 

the court to authorize the Investigative Agency to 

install, or cause the provider to instal11 and to use a 

pe1Megistcr device that would record diali11g, rout• 

'ing, addressing, or signaling information (including 

post-cuMbtough dialed digits) transmitted from the 

Target Devlcc.s).to recon:I the date a11d time of the 

dialings and to ~ord the length of time the phone 

receiver is ''off the hook. 1' for a period of sixty 

days, 
, 

Additionally, the Government requests that the ln-. 

vestigative Agency bo permitted to install, or cau$e 

!:he provider to install, and WII'~, a trap•a!!d~trace 

deyice on the Target Devices anywhere in the 

United States. The trap-,and~trace device is to cap­

ture and record the incoming: electronic and other 

impulses tJlat identify the origin~ting numbers or 

other diaJin~ routing, addressing, or signaling in­

formation ccasonably likely to identify the source 

of a wire or e:lec1;tonic communication and to record 

the date, time, and duration of calls w;ated by SUCh 

incoming impulses, for sixty days. Tho Government 

asserts that to the extent that additional digits re­

oeived are the conrent of a can as opposed to the 

number cafled, this infonnation will not be U8ed for 

any investigative purposi:. 

The Ooveroment bases these requests ·on 18 U.S.C. 

§§ 2703{c), 2703(d), 3122, end 3123 and 47 U.S.C. 

§ 1002. According to the Government1 Magistrate 

Judge Smith signed an order authorizing a. pen re­

gister and trap-and-trace device,. but not for eell-site 

information or post .. eut-t:hrough dialed digits. The 

Government has in effect asked fr/.is court for & 

mora expansive order based on the same applic~-
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