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UNITED STATES

FOREIGN INTELLIGENCE SURVEILLANCE COURT OF REVIEW

-....__1

WASHINGTON, D.C.

}-{8) INRE CERTII-‘IED QUES’I‘ION OF Docket Number: FISCR 16-01
LAW UNDER SEAL :

WRITTEN NOTICE IN RESPONSE TO ORDER APPOINTING AN AMICUS
CURIAE AND BRIEFING ORDER

—ﬁ&{@@ﬂﬂ%‘-} The United States respectfully submits this written notice jn
respoﬁse to_.this Court's Order Appointing an Amicus Curiae and Briefing Order (Order)
in tEe above-captioﬁed docket,_dated February 17, 2016. That Order stated that the
Court has determined that the materials identified m Exhibit A thereto are relevant to
the duties of the amicus appointed in that Order. Order at 2. It further stated that the
Court believes that in this matter, the amicus’s access to clgssiﬁed information (the
materiats identified in Exhibit A) is consistent with the national security of the United
States, “[i]f; however, the government believes ol:hermse, it shall provlde written notice
and explanation to the Court by February 19, 2016.” Order at2. The government
réspectfully submits that while it has determined that the provision of the materials

identified in Exhibit A to the Order to the amicus is generally consistent with national

. ,

Chief, Operations Section,
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security, ceftain limited information therein is not relevant to the legal issues being
. briefed or the ability t.)f the amicus to brief such issues, and therefore the amicus does
not have a need to know and making ﬁ\at iriformation available to him would not be
consistent with the national security. Ini particular, target names not yet released to the
amicus, and not relevant to his duﬁgs, should be redacted.! Such redactions would
apply to the Supplemental Order in docket number PR[I’I‘ 2015-0053, the Submission
Regarding Post-Cut-Through Digits in docket number PR/TT 2015-0053, the
Supplementzl Order in docket mumbers PR/TT 2009-0036, Pm 2009-0037, and PR/TT
2009-0038, and the Verified Memorandum of Law in Response to the Court’s June 18,

2009 Supplemental Order in docket rumbers PR/TT 2009-0036, PR/TT 2009-0037, and

b3 Per FBI

| CHOCATR-The Government understands thaf
b7E

I - | was shared with the amicus for conflict
purposes. Therefore, that name has not been redacted from the relevant matetials
identified in Exhibit A. In addition, under the facts of this particular case and due to the
intersection between those facts and some of the legal issues to bebriefed, the

~ government believes that in this case providing the amicus with the factual predication
of the investigation of the target set forth in docket numbes s
consistent with national security.

—SECREFORCONNOFORN .
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PR/TT 2009-0038, and would be']im_.ited to the target names in the captions. Those four

documents with the above-described redactions are attached hereto at Tabs A through '

D.

Respectfully submitted,

b6, b7C i
Deputy Chief, Operations Section
Office of Intelligence

National Security Division.

U.S. Depariment of Justice

Dated: February 19, 2016
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UNITED STATES

FOREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON, D.C.

I'NRE_ Docket Mumber: PRITT 1 5 - 53

SUPPLEMENTAL ORDER

On this date, the Court has issued a Primary Order authorizing the government to conduct pen
reglster/trap and trace surveiilanice in the abqve-captio;:ed matter. The Court's Order includes the

following provision:

b&é Per FBI
b7C

\ _ \this b3 Per FBI
- authority Jucludes {he authoity to record and decade all post-cut-through digits, as b7E

described in the Government’s Verified Memorandum of Law Regarding the Collection
of Post-Cut-Through Digits Through Telephone Pen Register Surveiiance Undet the
Foreign Inteliigence Surveillance Act, filed with the Court on August 17, 2009, in
Docket Numbers PR/TT 09-36, PR/TT 09-37 and PR/TT 09-38. The Government shal
not make any affirmative investigative use of post-cut-through digits acquired through
pen register authorization that do 1ot constitute call diating, routing, addressing or
signafing information, unless separately authorized by this Court.

sively briefed the issue of post-cut-through digits in its Verified

" Memorandum of Law that was filed with the FISC on August 17, 2009 (Memorandum). -In that filing,
the government represented that there was oo technology reasonably aveilable to the government that

could distinguish between confent and ror-content ost-cut-through digits at the time i
Memorandum at 7-9.

The government exten

3 Per FBI
TE
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Id.ai 26 n. 17.

b3 Per FBI
bTE

The gdvetmnent shall make a writien submission to ﬂfﬁﬂMMMMisubﬂssion of
a proposed renewal application for the above-captioned matte £ the issvance

of this Supplemental Order, whichever is sooner. This submission shall include:

{1) A description of whether and to what extent technology that is now reasonably available to
the government can distinguish between content and non-content post-cut-through digits prior to
acquisition, and what efforts the government is making to develop such technology if it does not

currently exist. -

(2) An updated description of the procedures the government is using to prevent the unanthorized
use of post-cut-through digits that constitute “content” and are acquired pursuant to FISC pen
register/irap and trace orders.

(3) A desctiption of the volume of post-cut-through digits acquired pursuant fo e Cowt’s-order
in this matter and an explanation of how any post-cat through digits acquired were stored and
handled, and what steps the government took to prevent the use of any post-cut-through digits
that constifuted “confent.” . :

(4) A repart on (he staius.of the FBY’s efforts to implement the technical enhancements described
in the Memoratidum, '

ENTERED thisﬁayofluly,mlsm DocketNo.Pr/rT__ 15 =5 3

Ot v Eapr
CLAREV.EAGAN .

TJudge, United States Foreign
Intefligence Surveillance Cowt

1 AN t:icf Deputy Clerk,
FISC, certify that this document is a
griect copv of the original
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ANM FLYNH HALL
‘BOREIGN INTELLIGENCE SURVEILLANCECO LERK OF COURT . L
‘WASHINGTON, Dc:
——(ﬁ;—mg— DocketNumber' PRTI'ZJIS-OOSB

.

(U) SUBMISSION RBGARD]NG ros*rm nmoue;rm&rrs .

' tsm.'me Umted States respeewrﬂly subiits this i:epottm:espﬁme tb thm
Cﬁtﬁt’s Sﬂ;_:pleqienthl Order in the above-qapﬁoned docket, dated ]g].y 8, 2015, dmm
the gbve-mmx:.nt tomakea wxlthensnbnuss:on regazding the acc:[ui,sil;ign ;pros:-cui;— N

- _ I. {through digits pu.rsuan‘:to pen register orders under the Foretgnk:te]hgenge y ' AR
Surveiliance Ait, 50 USC. § 1801 et seq. (FlSA},mdudmg- {1) A description ofwheﬂ\er
. and to what extent technology thatis now reasonably avaﬂab!e o the gcvemmmt o -
d:shngmshbe’cween coniettt aned non-conterﬂpost—cut through chgus pnex to. - .
_acqmsﬁ:tﬂn, and wha,t efferts t]he governmeént s thaking o develop auémﬁdﬂology it it ‘ T
. ) doesnot qu:enﬂy exist; (2) An upd.aﬁed descup’ﬁon of the prooedures the govemment ; SRR

is using to pl‘EVe'l'il'ﬂ'lE unautlmnzed use of post czt—ﬂlrough digits that constitute
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”content" and are adqwfed pursuant to FISC pei reg’:‘ster!trap and f!ace ordezsf BYA
. descripﬁon of j:he volume of posl:—cut-fhrough digits acquu'ed puxsuant‘ho the. Court’s L
order in this mafter and an explanahon of how any pnst-cut—-tluough dlglts acqmred
- were stored and handled, and what steps the gavemment took to pzevmt&\e use of any' '
post-cut-th.rough dxgits that constituted conterlt" yand (4) A J:epoft on the status of fhe
- FBls effdnts to hnplemenb e teél’uuﬁa'l enha,l‘lcbmﬁﬂm desq:ﬂ‘bed in the Govemmmf o

Venﬁed Memdfandum of Law o postm thﬂugh dsglts filed with ﬂus Conrton.

Augtmt 17,2009, This mﬂ:nm:sswn addresses the mfomaﬁon requ&(aed by the Com'h
L. () BASKGEQUAD |
‘ —{8)-0:1,May23, 2006, the govemmentﬁledwrﬂl&us Courr,m docketrumber _
. |a Verified Memormdumof'[zw (May 2006' Memorandum) advising the . '. . b3 Per FBI

b7E
_Court about the govemment’ ] collecﬁon of post—cut—tl-nmugh d:gii:s &mmgh Pen: register ) T |

- mmvex!lance under FISA and explammg why such collection i mnecessary andlawfui !
On August‘l? 2009, the govemmént Hled, if docket mutibers PRATT U%E;PRIIT 09-67 e
and P;RIIT 09-38,a Verxﬁed Memorandum of Lawe:densxvely bneﬁng thei 1ssr;e of post-

) cut thmugh-d‘iglts (2009 Memorandum)

- T(S}-Inmpmemdw&mfs%m,meéovémmmtﬂéuﬁ!edmmﬁﬂz ‘ T . i
fittther Iegal analysis on post-cut-throygh digits o] lifr Jockebniumber’ LT

b3 Per FBI
b7E |
i
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(U) As explamed in ’the May 2006 arxid 2009 Memoranda, apen reg:ustar deﬁned
in Pe’mxtmt part, i “a devlce or progess which recmds or dgcodes dia]mg,muhng,

) ad,d,nesamg, o).- sxg'nalmg info:mahon transmitted by an mstmment or famhty from

wtﬁeh a wire o; elecl:ronic cemmunicahon 1s u-ansnutted prcwded Thowever, that such .

mformaﬁon sha]l ot include the contents of any mmnmmcahon.. » 18 USC.§3157(3)
‘ (incotporated into BISA at30US C.§1841(2). "’Postz-cut-&mough digits™ s a ferm of,
- art&mtrefers to d.lg:nts dialed &omatangeted telephnnemnﬁherafter&mmhalcaﬂset-
_up is completed ex ”cut-thmug Y Sofne pbst«cut»ﬁxréugh digrlﬁ are nofc-x:ontgftt eall
' 1Henh£ymg mfomaﬂdn (dialing, Fouting, addreﬁsing, o mgm].tng mfoﬁnaﬂcin), gichas -
. when a ea]]er dials a to)lfree numbmr to bemectto a servme provider- {e,g.,‘i—S{}D—QALL .
ATT), &um after the lmtlal call is connected tathe gervice pmvxder, enfers andiher
phone. number, whtch is the ultimate call destifation. Ol:her post—cut through d:grts
niay constitute conﬁem', suéh as whm a caller phones ami is coxmeclea to anauﬁomaﬁed
. systefn, sudlas a &am:ial insﬁmuon or phmmacy, and eafers a bank acmﬁnt or .
prescnpﬁonrmm‘ber memm case; the di_gu:.s are sequgm‘;es ufnum'bézs
S Elg Mhy 2006 and 2009 Memomnda,ﬂ:le goveuunent advised the Const"
thal:no hedmolugy e:dsts that would permll: the FBI o d:shngmsh, at.the acquisition

. pbint, between mnlant and non-content posbcut ﬁu’otigh dlglts, and then reoord of

-8
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decode drly the non/content dxgus 3 Inthe Niay 2006 and 2009 Memo:‘ﬁﬁda,
._lgovemment also repu:ted Ehat it would makéne afﬁmtatwe mvesﬂgatwe uge of any '- .
mdenlally mpmxed confent post«dut—ﬁuough d;gih:,, except in rare cases in in order to'
prevent an imm::dmﬁg dangex of death. serious phymcal infury, or harm tothe nahoqal
‘sectirity. As.a longstanﬁing pracﬂte, this Court‘s O:dens for pen regmiers au&mrizmg

| collection of aJl post-eut-through digits spEc.tﬁca]ly state, "rhe Govemment shﬂl ot
‘ make any gfﬁrmgﬁve mvestigauveuse of, post:-cut ih:ough dxgxts aéqu'ed throug‘h Pe“.
:egia!ax authmzaliontbat -do not consthte call dlahng routihg, ad.dress?ng of

" sighaling mformation, unless separalely authonzed by thiB Coutt”

(0 There cunhm;es o be ne xeagonably ava:!able technotogy that pemuts a

service provide: toideptify and segrega!n ccmtenf post-cut-through digitsprior 0
’ ehvm:y i:o I;’ae gov'emmenh ‘I‘here ig aiso 1o reasonably avaitable techmology hat

 pexmits ﬂmgav}emment upon teceipt of this mfomaﬁon and wﬁth.outﬁ:rﬂler analys:s,

2(U) The sq-califed pen tegister Hmitakion pmwsfon siates that “[a] gwm\mmt a.gmcy
auﬁ-;onzediomslaﬂ and usé 2 peit feglshioruapmdﬁa@edmmdﬂﬂmchap&'ﬂ ¢runder
_ statelaw shail use techrology peasgnably available to it that restticia fhe recording or decoding
* of electrenic or pther impulses to the disling, xouting, addressing and signaling information.
udllized ifi the'pFocessing and fansmitéing of wizé or electronic communicatioris so asmot o
incliide the contents of any wire or ¢l ecttbnicomlmnkﬂcatlonss” 18 U5.Cr §3121(c). This
Timitation pwvislon dpplies to FISA pen registers ‘because FISA adopts the Pmregister andtrap -
and trace deﬁmbons in seehon 3127 of Title 18, - . .

s L ! .._ " -
-as
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vl

" *. routing, addressing and sxgnal\ng information.in real time.

| ool . .] .. !
! 1

W

to déte:.-mme whetherthe acquéa d:gxts réptésertt content, The gtwetmngnf beheves .

thatitis unlikely that such-;ed:mology wﬂl be available in the fomeea’-ble ﬁ.ﬂme

(V) As dwm‘bed in detail in the 2009 Memcrandum, the cu.trant architecture

. andcompiemty of the é‘obal telecommunicab.ons nefwork creates ﬁemendcus '

challenges for separating content post-cut-through éhglts ‘from non-content - diafing,

' =(U) Callidentifying: mformat.mn 15 defined a8 "dialing orsigrialing information
that jdentifies the otigin, direction, destination, or termination of each commurication
geferated Or yeodived by & subscriber’ by meams of any eqmpmeht, {qdhty; or service of &

) . telewmmmmhcns carzier,® 47 USLC. §1001(2}

- S‘EG‘ gm.g[! FQFQRif-
-5
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2009 Meﬁto:an&um, on May 24, 2002, thent Dépuly Atmmey Genéial Lauy D.

B that apply thapnnup

' Thomysonmsued a mem:tandum (e "DAG Memo (attached thqretb as BX. A)) to Al

WMWW
Mgmm&m

ﬂroughﬂxeoperaﬂnnofpmregistm andhas mnﬁxmedtotakeex&aord{nnry stepsto_

l:eﬁmct the gollecl:lon and,ler use of eo:&ei\t post-cut-ﬂurough d;gts As, ds:ribed Tn the

" Department of;ushce eoﬁtponengs setting forth the Bcparﬁnem:’ss po’hcy yegarding the
: avoidance of%ver—co]lemon mtheuseofpen registe,m and trap and trace deqiqeg thai;
are deproye& under the au&mnty of 18 U.S.C.§ 2121, gg,ggq* The mamormdum
i reqtﬁres that masom‘biy available ﬁecimo'logy he used to avoid ovbr—coﬂectlon and, if

ovet-coﬂecﬁon doa bccln‘ despite the ugé of feasombly avaﬂabletadmdogy,

aiﬁnmaﬁve mvevstxgahve uae be mgde o‘fthat mfomlaﬂon except to p;event ;p:;ixe&'ﬂbe
¢ (U)- The DAG Memospemﬁcaﬂ staites, Ay auhorities granted by the Fomlgn

In’aemgénneSurveﬂ!mceActuEIS?s 50 U.5.C. §71801, ¢t seq., are outside the soope of this

mmoxaﬂdm" DAG Meg at1, nlL As d;segssedtelow, he FBI has siige enacted polides
1es of the DAG Memo to post-cut- -through tligﬂs collected pursuantto a

enregzstéra edtdeFISA.

If'é&eﬂﬁ;u‘.' { é .
. g

b3 Per FBI
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or ham':t ta-l;he natmnal sacunty ‘I'hese

danger of death, senous pl'tysmal mjw:y,
and
prmuples contmue {o reflect the poliey 6f the govemmen'cregaxdmg the coﬂechon
_umfﬂ.QLt‘fhmuﬁh dlgﬁs ! )
.

|

t

]

1
b3 Per FBI
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UNITED STATES

ALL FBI INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED

DATE .01-13-2022 BY I___'us:tct;
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FOREIGN INTELLIGENCE SURVEILLANCE COURT

v rE I
G |

. SUPPLEMENTAL ORDER

Dacket No. PR/TT 09-36
Docket No. PR/TT 09-37

Docket No. PR/TT (9-38

" b7C

L

On Juze 17, 2009, in Docket Nos. PR/TT 09-36 and PR/TT 09-37; and on June 18, 2009,
in Docket No. PR/TT 09-38, the Court granted pen register/trap-and-trace authority on the terms

requested in the government’s applications. Those authorizations included the following

provision:

[This authority includes the authority to record and decode all post-cut-through

digits,['] as described in the Government’s Verified Memorandum of Law

Regarding the Coltection of Post-Cut-Through Digits Through Telephote Pen ™
Register Surveillance Under the Foreign Intelligence Surveillance Act, filed with
the Cowt on May 23, 2006, in Docket Number PR/TT 06-79. The Government

shall not make any affirmative investigative use, through pen register

authorization, of post-cut-through digits that do not constitute call dialing, routing,
addressing or signaling information, unless separately authorized by this Court,

Docket No. PR/TT 09-36, Primary Order at 3-4; Docket No. PR/TT 09-37, Primary Order at 3;
Docket No. PR/TT 09-38 at 3-4. ' .

i “Post-cut-through digits"™ are numbers dialed on ateleﬁhone after an initial connection
is made {i.g., after the call is “cut through™). '

SECRETH/ORCON:NOFORN-

1

RIS W B -

b3 Per FBI
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) " In view of these circumstances, and the Jikelihood that the Issue O & S
through digits will continue to be presented in pen register applications presented to the FISC, it
is hereby ORDERED as follows:

On or before August 17, 2009, the govemment shall make a written submission to the
FISC regarding the acquisition of post-cut-through digits under pen register orders, This
. submission shall include: :

(1) A description of whether and to what extent technology that is now reasonably
available to the government can distinguish between content and non-content
post-cut-through digits prior to acquisition, to include an explanation of whether
such capabilities vary from case to case (e.g., depending on the provider or the
nature of the service used by the target). If such technology does not currently

b3 Per FBI
b7E
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SECRETHORCONNOFORN

exist, the submission shall include a description of what efforts aze being made by
the govemment to develop such technology.

(2) A discussion of the legal issuies presented, in hght of the current technology
a.ud the opinions cited in footnote 3 above.

ENTERED this / ?ﬂ. da}r of June 2009 in Docket Nos. PR/TT 09—36 PR/TT 09-37, and PR/TT
09-38.

czi,,,f/%frw

THOMAS F. HOGAN,
Judge, United States Forei
Intellipence Surveillance Conrt

il
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UNITED STATES
FOREIGN INTELLIGENCE SURVEBILLANCE COURT ELERK CF cour

WASHINGTON, D.C.

IN RE ; : Docket No.: PR/TT 05-38

-
1 sw

v RE I : Docket No.: PR/TT 09-37
I : :

Ny rRE N : Docket No.: PR/TT 09-38

- ]
I 7= | ;

VERIFIED MEMORANDUM OF LAW IN RESPONSE TO
PHE COURT/S JUNE 18, 2009 SUPPLEMENTAL ORDER

Reasgomn:
Dec t

on: 17 August 2034
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1awful.? in that memorandum, the govermnent advised the Court

chat no echnology éxists that would permit the FBI 0
distingui.sh, at the acquisition point, petween content and non-
content -post—cxit-thfough dialod digits, and then reco:éd or decode
only the non—-contenc digiﬁs. gee MaY 2006 Mem. at 3 The
government ossertad thot the definition seccion of the criminal
pen register gtatute. 18 y.s.C. saction; 3127(31. authorizes the
govénme;'xt to oollect non—-cont.ent Id-ialing, roo\:ing, addressing,
or cignaling dig'its' diated bY 2 rargeted telephoné, and that che
1imitation provision, llB g.s5.C. section 3321 (¢}, allows the
government, in 1light of its +echmological 1imitations, €0
incidentally collect digits that may be dlaled to fransmit

c:::md:ent..1 May 2006 Mem. at 6~9. The government also reported

1 “905t-cut—through digits” 18 @ cerm of art that refers )
digits aialed frow a ta:_:geted relephone purber after the jmitial call
set-up is completed or “crut-t&n’:ough.” Some post—cut—through diglts
are non—-content call identifying information (aialing, routing:
addressing. ox gignaling informa.ti.on} , such as when & callex dials 2.
toll free numbexr £O sonnect to & service provider'(e.g. . 1 -800~-CALL-
aAeT) . then after cthe initial call is con:nected ro the gervice
providex: entexrs an account number and .ancther phone numbex “which is

: As explained in the government's May 2008 wemor andum, FISA
authorizes the court O issue orders approving the insta.llation and
use of pen registers and provides rhat “the rerm{] ‘Pef register’

. oa s haisl the meaning {1 glven such rerm(l in gection 3127 of Title
18, tnited states code.” =g 0.5-C. ) 184112) - Section'3121(o} applies .

-SECRET—
3




APPROVED
. : 1 P.UB_L|C RELEASE

—SECREE-

flrmative inwves

that 1t would make no at ¢igative use of any
red content post cutﬂthrough digits,'exsept in

dentally captu

rare cases in order Lo DY

incl
event an jmmediate ganger of death,
physical jnjury, OT harm £o the national gecurity- May

2006 Mem. at 11-13. s .
1led its MaY 200

afoer the

serioud

gShortly
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441 F. Supp- 24 816 {g.D.

ggglicétion of the United §tates,
gal analysis in the government's May

Noting that the le
ected BY
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2006) -
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ated in part

Magistrate Judge Sm;th on July 27, 2006.

Mﬁmorandum re
the Honorab

2006
ordérad the

—prESLding judge of this couxrt,

K01lar—Kotelly, then
government“to submit & written prief sdjscussing now, iF at all.
Magistrat® Judge omith’s opinion affects the government’s
analyéis of this igsue as set forth in 1te May 26, 20061
MEmoranaum." pocket No- PR/TT 06-79. ordexr at 9 (FISA ct. July
27, 2006) . ?n responée, on geptember 25, 2006, the government
in the FISA cantext pecause ¥IShk pen reglsters are author sed undex
sphis chapter," i.e-r chapter 206 of T* irle 18, 18 Y. s.C. 3121 (2) -
My 2006 Mem- 3E .6, 9. Br. ]
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provided a legal analysis (September 2006 Memorandum) of
Magistrate Judge Smith‘s opinion, describing its migreading of
statutory plain language and legislative history and its
misapplication of various canons of statutory construcktion. The
government submitted that thig Court should decline to follow
Magistrate Judge Smith's‘opinion, and noted that it has ne
precedential value for this Court.? Following éhe filing of the
September 2006 Memorandum, this Courkt continued to approve pen
regiéter appiications including requests for authority to record
and decode all post-cut-through digits. 87

On August 7, 2006, Judge Kollar-Kotelly ordered the
government to submit a report discussing: (1) how the go&ernment
is implementing its obligation to make no affirmative
investigative use of post-cut-through digits that @n not
constitute call dialing, routing, addressing or signaling
iﬁformation, except in a rare case to prevent an immediate danger

of death, serious physical injury, or harm to the natiocnal

3 See Sept. 2006 Mem. at 7, n. 4. See, g.d., Browne V. McCain,
611 F. Suopp. 24 1062, 1072 (C.D. Cal. 2009) (case From another
digtrict Factually distinguishable and dees "not have binding
precedential effect”); Trvine v. 233 Skvdeck, LLC, 597 F. Supp. 24
799, 803 (N.D. T1l. 2009) (a published case from another district “is
not controlling authority and decigions of other district courts are
entitled to no more weight than their intrinsic persuasive merits.”)
(internal cuotations and citation omitted). Likewise, the other
opinions cited in footnote 3 of this Court’s June 18, 2009, Order also
are not binding on this Court. {55 ’
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L. S'I‘ATEM‘ENT OF FACTS .CONCERNING POS‘I‘-CUT-*TH‘ROUGH DIGITS (M

The government submits that thexe continues to be no
reaeonebly available technology that permits & gexvice provider
o identify and segregate content postacut—through digits priox
£o delivery to the government There is also 10 reasonably

available technology that permits the government, upoT receipt of

this information and without further analysis, to determine
whether the acquired digits represent content. The government
belleves that it is unllkely that such technolody will be
available in the foreseeable future. Therefore, the government
hae-continued ro develop policies and proeeduree to restrict the
collection and improper use of any jncidentally collected content
post-cut—through aigite. 8T - .

A M
2 nt Thaf Can pistinguish Between Content

Governme
Through Digits prioxr to

Non—Content pogt-Cut- o 4
Acg\_!.:.sit jon. (U

The current_architecture and complexity of the global
telecommunications network creates fremendous challenges for

separating content post—eut—through digits " from non-cpntent
-SECRET-
7
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dialing, routing, addressing and signaling information in real

time.

¢ (all-identifying information is defined as “dialing or
signaling information that identifies the origin., directiom,
destination, or termination of each communication generated or
received by a subscriber by means of any emquipment, facility, or
service of a telecommmications carrier." 47 U.S8.C. § 1001(2). ({O)

S The Communications Assistance for Law Enforcement Act of 1994,
Pub.l.. No. 103-414, 108 Stat. 4279 (1994) (hereinafter CALEA) was
anacted to ensure that law enforcement maintained its interception
capabilities in light of emerging technologies and the changing
conpetitive relecommunications market. Overall, CALEA sought Eo
balance three key policies: (1) to preserve a capability for law
enforcement agencies to carry out properly authorized intercepts; (2}
to protect privacy in the face of increasingly powerful and personally
revealing techmologies; and (3) to avoid impeding the development of
pnew communications services and technologies. BSese H.R. Rep. No. 103-
827(T) (1994), reprinted in 1994 G.S.C.C.A.N. 34B9. (U} .
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able Te
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1, Digit Content. {3
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i

The governmant recognizes the concerns regarding the
collection-of contenf. through thé- operation of pen'registers and
has' taken axtraordi.nary steps to restrict the collection and use
of éontent post—cut—thz:ough digits. OB May 24. 2002, then peputy
Attorney General Larry D- ThompSor issur—__zd a memoraxldum {the '“IiAG
Memo” Latta'chec‘i nereto 285 wx. A)) £O all .Departmen\: of Justice |
components getting forth the Departn‘.ten\:"s policy regarding the
avoidancé of “oxier‘—collection‘f in the use of pen registers and
trap and trace devicés rhat are deployeq under the authority of
18 U.S.C. § 3121, g.:_,sgg_-.“ The memorandum requires that
reasona.bly available techmolody pe used to avoid over-c:qllection

and, if over-collecti.on does occur despi.te' rhe use of reasonably
ayailable technolodyi B° affirmative investigative use be mede of

that infomation except toO prevent jmmediate danger ‘of death.

s qne DAG Memo speciﬂically'states, wThe authorities granted BY
¢c. 8 1801,

tixe principles of the DAG Memo to post-cut.-through digits €
ro & pen register a.uthori.zed under FISR. {0}
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serious physical injury. or harm to the national security. These !
principles continue to reflect thp; policy of the goverﬁment :

(U)

___regarding the collection and use of post-cut-through digits.
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the collection of such non-content information, to record and/or
decode (but not use except in a gpecified set of exigent
circmns-tances) digits that constitute saontent, " if technology
that would prevent such incidental collection is not reasonably
available. This autho‘rity ig augmented for psn register
collections made pﬁrsuant to FISA, which includes enhanced
authorities to colleét post—cut—through digits. (W)
. 'Furthermore, the governmeﬁt respectfully submits that the
Couxt should not deny the recording or decoding o.f post-cut-
through digits based on anyr of thé opinioné denying such
collection cited in footnote 3 of the ‘Court’s June 18, 2008

‘Order.'® As noted above, none of those opinions is binding on

¥ gee June 18, 2009 Order at 2-3, n. 3 {eiting In_zxe application

of the United gtates, No. 08-MC-595(JO), 2008 WL 5255815 (E.D.N.Y.
Dec. 16, 2008} (Magistrate Judge Orenstein) {Orenstein Qpinion)
{attached hereto as EX. C); In xe Applications af_the United States,
515 F. Supp. 2d 325 (B.D.W.Y. 2007) (Magistrate Judge Azrack) {azrack
Opinion}, aff’d Wos. 06~me-547» 06-me-56%, 07-me-120, 07-me-400
(E.D.N.X. Dec. 17, 2007) {(District Judge Gleeson) (=ummary
_affirmance}; IR e Appiica\:ion of the United States, Misc. No. H-07-
13, 2007 WL 3036849 (5.D. Tex Oct. 17, 2007} (District Judge )
Rosenthal) {Rosentha]. Opinion} {attached hereto as BxX. D}; In.ze
Application of the United States, 441 ¥. Supp. 2d 816 (8.D. Tex. 2006}
{Magietxate Judee Smith) (Smith Opinieon) {discussed above in the
context of the September 2006 memorandum) ; Io re Appli cation of the
United States, Ho. 6:06-mj-1130 (M.D. Pla., May 23, 2006), (Magistrate
Judge Spaulding) (Spaulding opinion) {attached hereto as Bx. E), affd
No. 6:06-mj-1130 {M.D. Fla. June 20, 2006} {District Judge Conway)
(Conway Opinion) {attached pereto as Ex. F)}. in additiom, ‘footnote 3
quotes the p.C. Circuit’'s opinion in M‘M_&%@m’*
FCC, 227 F.3d 450, 462 (D.C. cir. 2000). that case merely noted,
howevexr, that wno court has of yet considered the contention” of how
to intexpret 18 U.8.C. secticn 3121{c}. Id. Finding that the F.C.C. |

SECRET-
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this Court. In additiom, each opinion analyzes collection of
post—cut-through digits in the context of a criminal pen register
and Title 18, not in the context of FISA. Finally, the varying
analyses in all the opinions are flawed. {m)

A. The Plaln Text of the Pen Register gratute Authorizes
the Government Incidentally +o Record or Decode Content
Ecs;-Cut-Through.Digits Tn Order to Collect Call

Procesging nformation. (U

1. As Originmally Adopted, 18 ¥.8.C. Sections 3127(3)
and 3121(c) Contemplated the Collection of A1l
post-Cut-Through Digits. (T)

Congress initially adopted the definition of “pen register”
as part of the Electronic Communications Privacy Act of 1986,
Pub. L. No. 99-508, § 502,7100 Stat. 1848 (ECPA). As originally
enaéted, 18 U.S.C. section 3127(3) defined "pen registgr" in
terms of now ocut-dated telephone technology, referxring to a
rdevice” being attached to a “teleph&ne 1ine.” Specifically, the
earlier version of the pen register definition provided:

[Tjhe term “pen register” means a de&ice which records or

decodes electronic or other impulses which identify the

numbex dialed or otherwise transmitted on the telephone line

to which such device is attached . .

18 U.s.c. § 3127(3) (2000). (O)

was under an obligation to perform a reasoned analysis of the privacy
impacts of its rule, the D.C. Circuit remanded to the agency. Id. at
462-63. as such, the court did not address the issue of how to
interpret section 3121{c), and its observations, which were made in
the context of Title III, not FTSA, are dicta. {U)

~SECREE
32




APPRO
> VI?:D!F(_)R PUBLIC RELEASE

'ﬁEGBEE
red until

ined ynalte

The definition of “pen register” rema
2001, but in the jpterim 1n 199% congiess enacted CALEA
(discussed above) and added the “11m1tat10n provision of the
cri nal pert reglste® gtatute: 18 U.8.C- 8 3121(c) - ns
origlnally enacted, chis provision gtated
{c) leltati - A.Government agency authorl gd to jpetall
and use a Pe€ enl T egi der this chapter or under state 1aw
1 use chnolo availeble o ha

rocasein . ' _
at 4292 (emphasis added) - The iimitation
the puzpose o
" utillzed in

£ a pen register

s clear that although

i peS have the

processing, congress re
'nﬁormation. (o)

ecord or gecode other 1
ential for P

contexnt.:
ed in the ©

call
en register gevices to

ability¥ Lo ¥
ress drafted 2

1n€ormatlon 1nc1ud1ng Cong
e solution. That golution. exbodi
'mediates pecween the government

ext of

. collect other
's need for OB~

legislattv
sec ctlon 3121(c},
and the possibllity that content

e collected 1ncldentally.

content post—cut—though digits &
tfthrough ai The rext
in conjunction

conably availeble o

asng” e

post— gits will
“technology rea
ding ©°F deco

‘ SECRET

33

1 the recor




APP
& ROVED FOR PUBLIC, RELEASE

'
) . e ]

SREREY

 waialing and signaling information” (L& digits) agtilized” £o
« with the words

copnect calls: BY modifying the word wecnology

« Congress recognized that it may not

“reasonably available to it.

be possible to prevent the recording of some,con\:ent digits at

the collection point., and demonstrated {ts intent vo allow the

inc‘:idental recording of content when guch rechnology is not

sreasonably availebie.” rpdeed, 28 giscussed MOTE Fully below:

any other readind of this provision would render the words

syeasonably available to ic” guperfluous ja violation of the

simple rule of statutory construction that, all words of 2 statute

pe given meaning: if posaible.“ Congress geliberately chose €O

make the “reasonable availability" of filtering “technology" the

cornerston® of the 1imitabion provision. knowing that the

existence of such \:echnology was not assured. (U]

Amendments to 18 U.8.C- gections 3127 (3} and
_3121(c) by the PATRIOT Act wurther guppoxt the
collection of ALY Eost-c‘it—'rh;‘ougn pigits- (o)

m 2601, aection 216 of the {niting and Strengthening

amexrica by providing Appropriate Tools Required to Tricercept and

obgtruct Terrorism aet of 2001, Pub. 1., No. 107-56, % 216, 115

-

0 gop TR Inc. V. Andrews., 534 U.5. 19,
onicted) {*It is & cax;dinal pri .
a statute gught, upoR the whole,
p::evented, po claus€, gentence: or

insignifioa.nt. xy, {1
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' aekat. 272, 288 {2001) (PATRIOT Act) amended both the definition

of pen register in section 3127(3) and the limjtation provision
in section 3121{c). PATRIOT Act § 216, 115 Stat. at 288, 290.
The PATRIOT Act amended the definition of pen register to clarify
that the pen register provision applies to an array of modexrn
coﬁmuﬁications technologies (e.g., the Intermet)} and not simply
traditional telephone.lines. See H.R. Rep. No. 107~236(I}), at
52-53 (2001} (discussing predecessor bill H.R. 2975); gee also
147 Cong. Rec. S11,006 {daily ed. Oct. 25, 2001) {section-by-
section aﬁalysis by Sen. Leahy). The current definition of pen
regis;ér now states, in pertinent part:

the term *“pen reglster” means & device or.prﬁcess which

records or decodes dialing, routina, addressing, or

- giomaliing information transmitted by an instrument or
facility from which a wire or electronic communication is
transmitted, provided, however, that such information shall

not include the contents of any communication . . . -
18 U.S.C. § 3127(3) {emphasis added}. Thus, Congress amended the

pen register definition in only two respects, both of which
merely clarified the limits of egisting law: (1f Congress
broadened the 1anguage.to include the recording or decoding of
sdialing, routing, addressing or signaling information” in oxder
to confirm the statkute’s proper application to communications in
an advanced electronic environment; and (2) Congress confirmed

the proper purpose and:scope of a pen register device: to obtain

SECRET-
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rocess & wire or electronic comu.nicati.on,

information used O P
« of such commun'j.Cation.

ection 3127(3) congress

Y

Hut not to obtaln the wgontents

Importantly, in amendl
elearly intended that yhrough 2 pen register device, the .
government can 1aw;fu11y obtain all non-content infomatio -
rdglaling. routing, addressing, -or gignaling information" ——

transmitted ]5}[ a rargeted t.elephoﬁe. Accordingly, the plain
-1a;Lg11age of the peR register definition spec-:iiically authoxizes
the gove:mﬂtent to recoxrd OT decode those post-—cut—through ‘digits
that wginply route Ehe cali to the inténded partﬂ( and are,
3 dentifyind i,nf.ormation even under

unqueati.onabiy call-

acion of that germ.” in re comme ' 1S, Assistance

a narrow interpret
0 6925 {F:C.C. BpY - 11,

for Law En forceme_gt&ct,

2002) -

. therefore.

17 ?.C.C.R.- 689
b3 Per FBI
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Q amended the

tn section 216 of the PATRIOT Act. congress als
1imitation provi.sion in 18 7.8.C. gection 3121(c) to conform €0
. the revised 1anguage of the per regigter definition. The amended

wersion reads:
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On ‘their face. peither the origina

reglster deflnltlon and llmltatlon provxslon nor the reviged

ver51ons as amended bBY che PATRIOT pct dictate the means by which’
a pen register device should function technologlcally. By its
section 4127 (3) is8 51mply a definition.

Notably. section 3127 is entitled “Dgfinitions gor Chapter.” It

own bterms. 18 U.s8.C.

ias 18 U.S.C. section 3121, not seckion 3127, that}sets forth the
wgeneral prohibition on pen ;egister and trap and trace device
} of this “prohibition'

" Significantly,

use. subparagraph (c
¢ gontent

gection, entitled “limitation,” does -not prohibi
collecéion cutright, puk only requires that the government use

wpechnolody reaso nably.available ro it* O restrict.the.recording
rmation psed in call processing. 18

or decoding of digits to lnfo

uy.s.C. ;8 3121(c}. (U}

3. The opinions penying COliection of Post-Cut-—
Through Digits UndeXr the criminal Pen Register
Statute Interpret the. pefinition of Ren Register

in Isolation. Resulting in a strained wplaln

Meaning” of the Text. o

pive of the gix opinions denying collection of post-cut”
through digits under & cr1m1na1 pen register and cited in
footnote 3 of.the Court’'s Junre 18, 2009 order, the Orenstein

Opinion} the Spaulding gpinilon, rhe Conway Oplnlon, the posenthal
opinion, and the gmith opinion, pase, at ieast primarily, their
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“[t]he statute seems plain in that respect.” Conway Op.‘at 5.
Judge Conway dismisses section 3121(c) as an “additional privacy
safeguard,” -falling to give any meAning te kthe words “technology
reasonably available.” Id. (U}

Slmllarly, ‘the Rosenthal Opinion relies on an 1solated
1nterpretat10n of the pen register definition in section 3127(3}
in concluding that “the prohibition on the collection ‘of content
is ¢lear,” Rosenthal Opl, 2007 WL'30§6849 at *7., The Rosenthal
Opipion dismiszses 3121 (c) as “a supplement to thé Government's
obligation not to collect contents with a pen register.” Id. at

*8. although Judge Rosenthal suggests that her interpretation'.
reconciles the text of the limitation provision with the
definition'of “pen register,” it does so only at the expense of
the plain text of section 3121(c). It ignores the “technology
reasonably availablé" lénguage. Furthermore, Judge Rosenthal's
conclusion that section_3121(c) is a “supplement” to the

- progoription oﬁ content in the pen register definition confuses
the history.of"those provigions. As discussed abo%e, the
limitation provision of sectioﬁ 3121 (¢}, including the
»technology réasonably available” language, was enacted in CALEA
in 1994; the definition of pen register was not revised to
expressly refer to content until the PATRIOT Act in 2001, at

which time corresponding amendments were made to section 3121(c),

—SEBCRET-
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but Ehe technology reagonably available language was left intact.
Rather than act as & “supplement," the ;imitation provision was
sntended to perform an independent statutory Function apart from
£he pen register definition. m

Although it dlscusses canons of statutory construction and
legiglative history, the gpith Opinion also mOOrs ite holding in
the plain'language of the pen register statute without giving
meaning to all of Ehe language Smith Op., 441 F. Supp. 2d at
823726. Magistrate Judge Smith determined that the last sentence
of the pen register definition is an “unquallfled proscrlptlon
againsﬁ content. Id. at 823-25. If anythlng, this proscrlptlon
simply excludes saontent” from what is defined as a penR reglster.
Moreover, the gmith Opinion fails to consider the full text of
section 31214{c). Magistrate Judge Smith concludes that.section
3191 (c) “imposes an affirmative obligation (* shall use
technology’) upon allaw enforcement agency” authorized to jnstall
and use a pen registgr. ;g;Aat g24. In so doing, he ignores the
sreasonably available” caveat. ()

Unlike the five opinions discussed aﬁove. the Azrack Opinion
found the language of the statute amblguous. gee Azrack 0p.. 515
F. Supp. 24 at 332 (finding that while the pen register
definition on jts own 1S unanbiguous, the janguage of section

—SRCRET-
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[(This subsection] requires government agengles installing
and using pen register devices to use, when reasonably
available, technology that rastricts the information
captured by such device to the dialing or signaling
information necessary to direct ox process a call, excluding
any further communications conducted through the use of
dialed digits that would otherwise be captured.

140 Cong. Rec. S11,045-05 {emphasis added). Thus, Senator Leahy,
the primary architect of section 3121{c), stated that the
government was required to apply filtering technology only “when”
such technology is reasonablf available. When it is not, the
government is permitted to “otherwise capture® content post—cut-
through digits.¥® (U)

In addition to Senator Leahy’'s statement, committee reports

from both the House and Senate further confirm that Congress

originally intended to permit the government incidentally to
record or decode post-cut-through digits that may be content.
Specifically, both reporté state that 18-U.S:C. section 3121{c}
ig intended to "“requirel] law enforcemént to use reasonably

available technology to minimize information obtained through pen

registers.” 3See S. Rep. No. 103-402, at 18; E.R. Rep. No. 103~

% peacause he was the chalrman of the comnlttee . that sponsored the
hill, Senator Leahy's remarks are entitled to significant weight. Qgee
United States V. Int'l Union (UAH-CIO), 352 U.S. 567, 5859 (1957). In
this case, they are entitled to even greater weight, because both the
Sepate and House committee reports accompanying CALEA adopted Senator
Leahy's above remark verbatim. See 8. Rep. No. 103-402, at 31 (18%4);

H.R. Rep. No. 103-827(I), at 32 (1994). (W)

SECRET-
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disseminate foreigﬁ intelligence iﬁforﬁation.

50 U.5.C. § 1801(h)(1). Both federal case law and FISA
: leglslatlve history demonstrate that the definition of
mlnlmlzatlon.procedures under FISA was intended to take into
. account the realities of foreign intelligence collection, where
‘the activities of: 1nd1v1duals'engaged in clandestine intelligence
activities or 1nternatlonal terrorlsm are often not cbvious on
their face, and an investigation develops ovexr time. See, £.9..

bnited States v. Rahman, 861 F. Supp. 247, 253 (8.D.N.Y. 1934).

aff’'d on other gro ounds, 189 F. 3d 88 (24 Cir. 1299) {rejecting the

notion that the “wheat”’ pould be separated from the “chaff” while
the “étalks were still growing”). In addition, the Senate Select
Committee oOn 1ntelligence observed in its final report regarding
FISA that in certaip situations, “primarily for technological
reasons, it may not be possible to avoid aceuiring all -
_conversations. In these situations. pinimizing at the reteqtidn

and dissemination stages becomes most important.” S. Rep- No.

g5-701, at 40 {1978) (Senate Intelligence Report) .- See In the

Matter of Kevork, 634 F. Supp. 1002, 1017 (C.D. ¢al. 1985)

Matoed ‘FL =i

(stating that spinimization may occur at any of several stages”) .

aff'd on_other grounds, 788 F.2d 566 {(9th Cir. 1986). (O}

when drafting 18 U.8.C. section 3121 (c) and its associated

legislative history, Congres% undoubtedly knew the legal meaning

-

—SECRET-
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that the term *minimize” had acquired under Title TIT and FISA,
electronic surveillance laws that had, at the time, existed for
many years and in the case of Title IIT nearly three decades, 1In
any evenﬁ, Congress is'presumed, as a matter of law, to have

known the legal meaning of that word. See United States v.

Bopanno Orgenized Crime Family, 879 F.2d 20, .25 (2d Cir. 1989),
relving on Goodvear Atomic Corp. v. Miller, 486 U.S. 174, 184-85

(1988) (As a matter of law, Conggess im prgsumed £o have begn'(a)
knowledgeable about existing laws pertinent to later-enacted
legislation, (b) aware of judicial interpretations given to
sections of an old law incorporated into a new one, and (¢)
familiar with previous interpret;tions of specific statutory
language.}. (U)
Although Congress used the word “minimize” in the

- legislative history rather than in section 3121 (c) itself, it is
reasonable to infer, under the auéhorities cited abpve, that in
describing the réquirement of section 3121{(c) as one of |
minimization, Congress made clear its intent that the government
may acquire information falling outside the scope of.a pen
register (i.e.,-content) when such recording or decoding iz.a
necessary incident of capturing all call processing infoxrmation.
Minimization of this noﬁ—pen register information can occur after

acquisition. The government’'s and FBI‘s above-described policies

SECRET
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and procedures accomplish such post—acquisition minimization. {0)
2. The Legislative Histoxry of Section 216 of the
PATRIOT Act confixms that Congress Intended to

pragserve the pogt-Cut-Through piglits Minimizatlon
Scheme Created in 1994.. (U)

when it enacted.the PATRIOT Act, as described below,

Congress was aware that no post~cut~through digit filtering
teéhnology was reasonably aﬁailable and yet left unchanged the
minimization scheme under which the government N2y record or
decode dialed digit content incidental to the recording or
decoding of ﬁon—content, until such time as filtering technology
is reasonably available. Indeed, the legislative history .
cgnfirms what is sﬁggested by the plafn language of gection 216
icself: that the amendments wexe meant to clarify that pen
registers apply to a broad array.of modern teqhnologies and tao
reinforce that the existing contént jimitations continued to
apply to these new rechriclogies. (3

| "although the PATRIOT Act has 10 definitive congressional
committee report, on October 11, 2001, the House Judiciary
Comﬁittee repoxrted on a predecessor pill, H.R. 2975, that
proposed updating +he language of gections 3127(3} and 3121({c) te
confirm that pen registers apply to communications jnstruments

- other than raditional telephones:

{T]he section clarifies that orders for the ipstallation of

-SEERET—
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pen register and trap and trace devices may gbtain any non-
content information - “dialing, routing, addressing, and
signaling information® - utilized in the processing ox
transmitting of wire and electronic communications. Just as
today, such an order could not be uged to intercept the

contents of communications protected by the wiretapr statute.

The amendments reinforce the statutorily prescribed line
between a_communication’s contepts and non-content
information, a line identical to the constitutional
distinction drawn by the U.S. Supreme Court in Smith v,
Maryland, 442 U.S. 735, 741-43 {1979)}. Thus, for example,
an ordef under the statute could not authorize the
collection of email subject lines, which are clearly
content. Further, an order could not be used to collect
information other than *“dialing, routing, addressing, and
signaling” information, such as the portion of a URL
(Uniform Resource Locator) specifying Web search terms or
the name of a requested file or atticle.

H.R. Rep. No. 107-236(I), at 53 (emphasis added); see also Id. at
52 (*This séction updates the lamguage of the statute to clarify

that the pen/register authority applies to meodern communications

_ technologies.”). This report, which does pot mention post-cut-

through-digits, revealé that H.R. 2975 was focused on ensuring
thét the pen register statute applied éo modern communications-
techﬁdlogies, such as e-mail, while also ensuring that it was not
being changed to allow the interception of con;ent from such
tachnologies. (U) |

similér statements were‘made regarding a predecessor bill in
the $enate, the Uniting and Strengtﬁening America Act, S. 1510,
which included a section 216 identical in relevant paft to the

one soon thereafter enacted in the PATRIOT Act. See generally

SECRET
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. Cong. Rec. S11,000. Despite these facts, Senator Leahy also
acknowledged that the “technology reascnably available” language
in section 3121(c) remained in effect, noting that the statute
“requires the government to use reasonably availablg taechnology
.that limiﬁs the interceptions uﬁder the pen-trap device laws ‘so
as not to include the contents of any wire or electronic
communications.’” 147 Cong. Rec. S§11,000. Similarly, his
section-by-~section analysis states that section 216 “further
requires the government to use the latest available technology to
insure [eic] that a pen register or trap and trace device does
no£ intercept the ¢ontent of any communications.” 147 Cong. Rec.
$11,007 (daily ed. Oct. 25, 2001). These repeated peferénces to
reasonably or latest available technology demonstrate that
sectionAZIG was not inten&ed to be a departﬁre from prior
practice, including the minimization scheme created in 1954. (U)

3. The (Opinicns Denying Collection of Post-Cut~
vhrough Digits Under the Criminal Pen Register
Statute‘Misread the Legislative History. (U)

The two opinions cited in footmote 3 of the Court’s June 18,
2009, Order that examine legislative history, the Smith and
Azrack Opinions, misinterpret or take out of context az pumber of
statements, particularly statements by Sénator Leahy, and
erronecusly conclude that Congress intended to bar the use of pen

" register devices that could incidentally acquire content post-

-SECREF
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cut-through digits. According to Magistrate Judge Smith, when
Congress first codified the-pen register statute under ECPA, it
did not address the que;tion of post cut-through digits, because
vexisting pen reéister technoiogy in the 1980= did not ﬁllow
$ver-collection of content . . . .7 441 F. Supp. 2& at 826;
Magistrate Judge Smith asserted that-Congress passed the CALEA
“limitation” amendment to the pen register statute when it first
became aware of the issue in 1994, and then, “acted again by
inserting into the [PATRIOT] Act . . . three seﬁéfate directives
placing contents out of bounds for pen/trap devices.” Id. In
fack, the PATRIOT Act legislative history, though scant, proves
just the opposite. As described above, Congress was awaré that
no post-cut-through digit filtering technology is reascnablyl
available and vet left unchanged the minimizétion scheme under
which the government may record diale&;digit content incidental
to the recording of non;content, until such time as filtering
technology is reasonably available. (U}’

' The Smith Opinion also takes and uses out of context

'bortions of Senator Leahy’s final remarks about the PATRIQOT Act

delivered on Octobexr 25, 2001 {described above). Magistrate

Judge Smikth quotes some of Senator Leahy's remarks and suggests

that the Senator, “who had been instrumental in passing'the CALEZ

‘reasonably available technology’ limitation, declared on the

—SECRET-
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- genate Eloor'that § 3121{c) had so far [at the time of the

PATRIOT act's enactment] not ach;eved ite purpose of protecting

dialed contents from collection by pen registers.” gmith OP.«

a4l ¥. SupP- 2d at 821 {citing 147 Cong- Rec. g11,000) -

Magistrate Judge Smith furchexr implied that genatol Leahy called

for “judicial review” of the government's collection of post-cut-

through aiglts, and that +he addition of the phrase wgo as not ©O

any wire oY eleotronic communications" to

jnclude the contents of

18 U.8.C. section 3121l{c} was intended €O atop the government

fyom ingi@entalky oolleoting content dialed digits. 1d. (U}

76 the coutrary: genator Lealy gtated that wig original

proposal for the PATRIOT Act amendrents ro the pen register

statute was threefold: {1} to give nationmide effect to pett

register and traéhEEH rrdce orders obtained by government

attorneys and obviate the need to obtain jdentical orders in

o multiple federal jurisdictions; {2) to clarify that such devices
[ ‘can be used for computer'tranemissions ro obtain electronic

ephone lines: and (3) "a8 a guard against

addresses, not just tel

abuse,” o provide foxr smeaningful

attorney applications for pen regigters and trap and trace

. r— T e,

Rec. g10,999. Senatox Leahy’s thizrd proposal

| e devices. 147 Congd-
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interpretation: "“The bill [ ] protects privacy by requiring
telecomﬁunications systemz to protect Eommunications net
authorized to be intercepted and py restricting the ability of.
1aw enforcement to usg pen register devices_fqr tracking purposes
or for obtaining transactional information.” Id. {quoting 140
Cong. Rec. 11,056 {Sen. Leahyl}. Notably, this statement does
not specifically refer to_post-cut—through digits., Contrary to
the Azrack Opinion, Senmator Leahy’s statements that the
liq;tation provision is designed to restrict access to
“traﬂsactional information¥ is consistent with the House-and_
Sgnate'Reports' expectation that the government would‘“minimize"
such information. (U}

Tn turning to Lealhy's comments regarding the ?ATRIDT act
amendments, the Azrack Opinion asserts that Leahy “worrieldl]l”
that there was »1ittle or no guidance of what is covered by
‘addressing’ or-‘routing,'" and notes his approval of the
administration’s willingness to vexclude the use of pen/trap
devices to .intercept ‘coﬁtén 7 1d. {citing 147 Cong. Rec.
311,000); The Azrack Opinion suggesté that Leahy’s "express
concern that courts will erroneously grant the Governmenit access
to content with only pen register authorization” implies a total
prohibition on even the incidental collection of post—cut-throuéh

digits. ZId. (citing 147 Cong. Rec. §10,990. g11,000}. The

SECRET
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Azrack Opinioﬁ fails to consider the full context of Senator
Leahy's remarks. The language limiting wcontent” added in
‘_section 216 of the PATRIOT Act was intended to address any risk
that terms describlng new technology, such as “routing” and
waddressing” information, would be m151nterpreted to change the
nature of information collectgd with pen reg;ster devices.
Furthermore, the azrack Opinion generally fails to congider the
statements {discussed above) indicating that the limitation
provision’s minimization scheme had not changed. [48))

Finally, the Azrack Opinion mistakenly interprets Senator
Leahy'é statements that “[w]hen T added the direction on use of
reasonably available technology . . - toO the pen register statute
as part of [CALEA] in 1994, T recognized that these devices
collected content and that guch collectlon was unconstitutional
on the mere relevance standard.” ZId. (eiting 147 Cong. Rec.
_Sli,ODO). Magistrate Judge Azrack considered this an important
" ipdication that Senator Leahy intended section 516 to address
constltutlonal CONCEerns regardlng the use of pen register
devices,_presumably by restrlctlng incidental collection of .
content post-cut—through dlglts. ‘The Azrack Oplnlon takes out of
context Senator Leahy’s comments, which were directed towards his
desire for heightened judicial review of criminal pen register

applications, not the minimization scheme in place under the

—SECRET-
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(2005) {emphasis added). ' As referenced above and as explained
more fully in the govermment's May 2006 Memorandum, post-out-
through digits dialed to transmit or route é telephone call to a
destination party are non-content post-cut-through Qigits,'which

the government is-unequivocally permitted ko record through pen

register surveillance. |

D. The Canons of Statutory Construction Favor the

Government’s Authority to Recoxrd or Decode FPost-Cub=~
Through Digits, Particularly ip the PISA Context. (U)

Agsuming, arguendo, that the criminal pen register provision

may be read in two separate ways ~ one which would deny
authorizatidn to any device that may incidentally acquire content
post-cut-through digits and another which would permit such
acguisition when necessary subject to minimization - the Court
rust look to the relevant canons of statutory construction to
resolée the ambiguity. The govermment respectfully submits that
its interpretation most effectively harmonizes the whole statute,
witﬁout renderipg any word, phrase‘or section Superfluoqé, and
without repealing the miniﬁization schéme that Congress enacted
under Ehe limitation brovision -~ particularly when the additional
FISA anthorities described above are considered along with othex
unique aspects of national security law. (U}

-SECRET
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1, No Clause or Word Should he Eendexeé syperfluous.
{u) '

As noted above, s[i]lt is a cardinal principle of statutory
construqﬁidn that, . . . if it can be prevented, 1o clause,
sentence, OT word shall be superfluous, void, or insignificant.”
TR, 534 U.S. at 31.(citation omitted) . Courts must strive to
wgive effect, if possible, to every élause and word of a
gtatute.” Id. (citation omitted) . (U}

Both the Azrack and Smith Opinions address this issue.
Indeed, the azrack Opinion acknowledges that an interpretation of
the definition of pen registe; denying authorization to any

_ device that may incidentally acquire content post~cut-through )
digits renders section 3121(c) guperfluous. See Azrack Op., 515
F. Supp. 2d at 334-35 {(“The phrase counseling the Gavernment to
use ‘technoldgy reasonably available . - .-so as not to include
the contents of . . - commﬁnications' ..o is superfluous if the
ban on content acquisition is absoluta.")(quoting 18 U.8.C. §
3121{e)}. Nevertheless, Magistrate Judge Azrack déclined to find
this issue “dispositivé," iargely because of what she saw as the -
more significant concerns raised-by the canon of constitutional
avoidaﬁce {discussed pelow) . Id, at 336. (i

Unlike Magistrate Judge Bzrack. Magistrate Judge Smith

rejected the government’s argument that his reading of the
SECRET-
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no device

that is capable of

Undex that interpretation,
acquiring content falls within the definition of pen register.
However if there Were no such thing as a pen registel device
ommunications content., then there also would have
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the earlier one and is clearly intended as a substitutef.]’”

Radzanower, 426 U.5, at 154 {guoting Pogadas v. Nat’l City Bank,

296 U.S. 487, 503 {1936})). (U)

. AS describéd above, in 1994, Congress added the limitation
provision to restrict the recording or decoding of content with a
pen register device. - That limitation obligates the goveroment to
use technology that is reasonably available to it, and nothing
more, to fulfill this objective. The government remains entitled
to ;ecord or decode *dialing; routing, a&dressing, or si¢gmaling
information” - and to incidentally recoxd or decode content if no
technology is éeasonably available to restrict the incidental
acquisition. Under an interpretation of the pen register statute
prohibiting such incidental acquisitién, the limitations on the
government ‘s obligation inherent in Congress's éhoice of the
words “technology reasonably available” is eliminated. ()

The circumstances of the pagsagé of section 216 of the
PATRIOT act do not provide any indication, much less a “clear and
manifest® indication, that Congress intended such a change. TIf
Congress intended the definition of pen regisﬁer, as amended
under section 216 of the PATRIOT Act, t6 éxclude a device that
captures content, it would not have amended sections 3121{c) and
3127(3{ at the same time and left intact the “technology

reasonably available” language in 3121ﬂc). {u)

SECRET
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Magistra;é Judge Azrﬁck dismisszed the implied repeals c¢laim,
finding that ﬁecause gection 3121(c) ig a “limitation,” and the
strict jnterprecation of the definicion of “pen register” furtﬁér

1imited the colliection of conteﬂt, there is 1o conflict in the

- provisions. pzrack Op., 515 F. Supp. 7d at 334. This conclusion

ig based on'a reading of the limitation provision that ignores
the phrase wgechnology reasonably available.” As discussged
.above, Congress's choicé to inc}ude qualifying 1anguage-(i.e.ﬁ
sreagonably available®) to dascribe the government's obligation
to use wrechnology” to restrict recording o decoding of
conmunications content can only have one purpose - to describe
the outer 'limits of the governmenﬁ;s obligation to avoid the
collection of content at the point of acquisition. ap expansive
reading of the pen register definitioﬁ effectively repeals the
iimits to the 1imitation provision. {0

3. | The Canpﬁ of Constitutional Avoidance (U}

The canon of constitutional avoidance is baged on the
assumption. that Congress uéﬁally intends to avoid.passing
unconstitutional.laws, and thus counsels tﬁat a. couxrt should
favor statutory interpretations that do not raise ngserious
coﬁstitutional doubts.” gee Clark V. Mgrtinez, 543 U.8. 371, 381
{2005). The azrack and Smith Opinions rely on the canon of
.constitutional avoidance as a bagis to deny government

-SEERET-
67
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court has ever held that the Fourth Amendment warrant Yequirement

applies to cases igvolving foreign powers OL agents Of foreign

powers. See in Re Sealed Case, 310 F.34 717, 742 (FISA Ct. Rev.

2002); H.R. Rep. No. 95-1283(I), at 17-21 (1978} . Given the

unigue congtitutional and statutory context of FISA pen register

1 avoidance does not counsel

against the government’s interpretation, and does not require the

Court to boncluda.that the Congress intended to prevent the

government from acquiring post—cut-through digits under FISA pen

register orders. (U)
f Pogt-Cub-Throu h Diglts

E. The Recoxrding and bDecoding © L g o .
With a Restriction on the Use of Content pigits Except
ig Reasonable Under

in Rare, Emergency circumstances,

+he Fourth Amendment. ()

The government gubmits that the gcheme adopted by Congress

in 18_U.S.C. sections 3127 {3} and 3121 {c) . which allows the

incidental recording of content post-cut-through digits to the

extent that no filtéring technology is reasonably available tO

t, is reasonable under the Fourth amendment. The

the goverinmen

touchstone for review of government action under the Fourth

Amendment is whether 2 search is sreagonable.” §ee, e.d..

Vernonia Sch. Dist. 47J v. Acton,

37, 742, 746 {emphasizing

515 U.S. 646, 652 (1995); InRe

Sealed-cése, 310 F.3d at 7
ewing constitutionality

reasonableness as critical factor in revi

—SEERET
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of FISA): (
Reasonableness, jp this CQntext, mst be assessed under &
general balanﬁl ng approadh[ “by a553551ng, o the one hand, the
degree ©° which it -yntrudes upon an 1nd1V1dua1's privacy and, o
¢he other: +ne degree o which it jg needed for the prémntion of
1eg1timate government interests- Ugited atates V- ¥nights, 534
u.s. M2, 118-19 (2001} (quoting WY& spg v Houd 0
295 300 (1999)}. hg e
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FBI prohibits use of any such incidentally—acquired,content
digits for any investigative purposes other than in axtremely

rare, exigent circumstances, discussed below. {7)
The goverﬁment's interests in recording or decoding post-

cut-through-digits, in the other hand, outweigh any limited

b3 Per FBI
" b7E

privacy jnterests at stake.

b3 Per FBI
b7E Per FBI
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pelieve
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Finally. the government subﬁits that allowing the FBI tO

speidentally acquired content

d rare circumstances is also reagonable under

Amendment As 2 practical matter, the governmant

< that the circumstances under which the government would

need to and would be capable of identifying any meaningful

content digits that it could use for investigative purposes to

prevent.immediéte danger of death, serious.phyéical injury or

harm L0 the national security would k= genuinely Tare. +=

tions to warrant Ire

{under both FISA and

" MOTROVEY emergency excep

jong been recognlzed ad a matter of statute

the criminal code) & and as & marter of Fourth Amendment case law.
ruey General to

Sea, 8.G- 50 U.8.C. § 1805 (e) (1} (allowing atto

p=tr)

authorize emergency employment of electronic gurveillance to

iigence jnformation andex certain

eircunstances)i 18 U.5.C. § 2518(7) {allowing certain high-

ranking Justice Department officials to guthorize emergency

ified smtuatlons), Mincey V. Arizons. 437

surveillanceé in spec
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y.S. 385, 493-94 (1978} (“[W]arrants are generally reqpired to
gearch a person s home OY his perscon unless ‘the exigencies of
the situmation’ make the needs of law enforcement solcompelling
that the warrantless gearch is obijectively reagonable undexr the
Fourth Amendment . "} {citakion omitted). (O}

Furthexmore, the govermment respactfully suybmits that the
Couxrt can safeguard incmdentally acquired con ntent pogt-cut-
through digits By breclud;ng the goverument from using ‘them, if
iﬁc;dentallyvobtained. for any investigative purposes; except in
rare cases, to prevent an jrmediate danger of deaﬁh, serious
physical injury oF harm to the national cocurity. @iven the
iﬁterests at stake when gsuch emergency c1rcumstances exist, the
government submits thaﬁ this exception iz also objectively

reasonable under the Fourth amendment. —5+—
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CONCLUSION (m
the foregoing TEaAsSons

IV.
as well as the reasons set

For all of
ort described

government.’s 2006 vMemoranda and Rep
t respectfully 5
g and decoding of P

—5+

forth in the
should

the governmen

ubmits .that thie Court

above;,
ost-cut-

continue Lo approve the recordim
pen register orders.

chrough digits under FISA

ReSpeqtfully submitted,

pavid S. Xris .
assistant attorney General for National gecurity

pashina Gauhar
chiet, Operations gection

Chiet, - relligence Unit
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U,8. Department of Justice

Office of the beputy Attoruey Generai

T Depuly Avorney General Mehingron, DC 20830

May 24, 2002

TO: . THE ASSISTANT A ORNEY GENERAL, CRIMINAL DIVISION -
' THE ASSISTANT ATTORNEY GENERAL, ANTITRUST DIVISION
THE ASSISTANT ATTORNEY GENERAL, TAX DIVISION

ALL UNITED STATES ATTORNEYS

“fHE DIRECTOR OF THE FEDERAL BUREAU OF INVESTIGATION

THE ADMINISTRATOR OF THE DRUG ENFORCEMENT
ADMBUSTRATION . .

THE COMMISSIONER OF THE IMMIGRATION AND
NATURALIZATION SERVICE ’

THE DIRECTOR OF THE UNITED STATES MARSHALS SERVICE

FROM: . LanyD. 'ﬂlompson%@(/\—

SUBIECT: Avoiding Collection and Investigative Use of sContent” i the Opcréﬁon of
Pen Registers and Trap and Trace Devices .

- This Memorandum Sets forth the Department’s policy regarding avoidance of

“gvercollection” in the Bse of pen registers and trap and trace devices that are deployed under the -

authority of chapter 206 of Title 18, United States Code, 13U.8.C. § 3121, & sagt

E The privacy that Americans enjoy in the content of theit copumunications — whether by
telephone, by facsimile, or by email - is abasic and-cherished right. Both the Fourth Amendment
and faderal statatory law pravide importatt protections that collectively help to ensure that the-
gonfent of a person's private communications may b obtsined by law enforcement oo}y under
certain ciroumstanoss and only with the proper legal authorization. In updeting and revising the
statutory law in this are2, the recently epacted USA Patriot Act of 2001, Pub. L. No. 107-56, 115
Stat, 272 (2001) (“the Act™), draws the appropriale balance between. the right of individuals to
maintain the privacy of their, compunications and the need for law enforcement to obiain the

evidence necessary o preveat and prosecute serious crime.

1 The awthorities granted by the Foreiga Intetlipence Surveillance Act of 59.78, 50 U.8.C. § 1801, erseq-, axe
ontside the scope of this Meraorandum. B . -

b6 Per FBI
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.. APPR
_— OVED FOR PUBLIC RELEASE
-

06/03/02 15:56 et 14 s397 DAG g 063/008

1o pastioulan, Section 216 of the Act revised and clarified existing |aw goveming “pen,
repgisters” and “frap and {ace” devices. = which record limited information concerming the
“p:oeessingandtansmitﬁng" of communications {suchasih® telephonenumhe:sdialed onaphone)
g0 that fhese Jevices may clearly be Jsed, notjuston telephoncS,but in the context of amy mamber

of communicaﬁonsjecbnﬂlogias.

At the same time, several provisions of the Act mderscose the importance of avolding
unanthorized collection oFf WSS by govemment agents, of the content of wire of elecironic
communications. In order to accomplish this jmportant goal, this Memorandum tiefly describos
the relevant 1IaW and the changes made by the Act, and. thent sels {orthDepa;tnental poticies in this

e
area, Those po scies inciude fhe foliowing:
o Reasonzbly syailable technologY (oust be used 10 avoid collection of sny content.

« If, despite use of reasouzbly availeble rechnology, SOm€ collection of a portion of

captent oeonts, 10 affirmative investigative use oy be ade of tat confer.
. Any questions dbout what constitotes ucontent” must be coord 1o with Main Justice:
- prior Law Governing Per Registers and Trap and Traceé Devices. Since 1986, the use of

“pen registers” 2nd «rap and trace” aevices hasbeen govunedbyﬂ:e provisions of chapter 206 of
Tifle 18, {ipited States Caode. Jee 18 USC. § 3121, ¢ seq. Prior to the recent enactment of the

USA Paxiot Ach avpenregs 3in chapter 20023 w, device W 1y, records Of decodes
electronic OX other oy which jdentify the W dialed of e tted on the
telephone 1€ to W devicel ed” 18US ¢. §31270), Analogouslys g “trap an

\race” device Was ofined as “a device hich captures incoming -~ o ofher fopulses
which identify fhe Ongmx of ok of from which. 2 wire of electronic

o nusaber
compraupication W59 tensmitted”” I § 3127(4)- Thus, & pen 1eGSE could be used © recoxd the
sumbers of all outgoing calls O atelephons and 2 8D and trace device could beused totecord the

Because the Supreme Court has peld that this sort of limited information: concerning e
source and destination of 2 communicatios is not p:owcted by the Fourth Amendroent’s werrant
:eqﬁzemmt, see Smith ¥V Mangland_, A4 . 3

& 3123(2) {2000) B contents of 2 telephon! i rally pmtectedby
tne Fourfh drrent, seé Katz v. Ui od States, 47 (196'7), as well as oY the more
cxtensive P qoedural P tections of stle T of th Dus 3 and Sefe Streets Act

1968,Pub 1. W 90-351, 328 ( 988) cadified a5 ended at 18 u.sC. §2510, &t seq-
(“Tidle . :
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DAG

chapter 206 hat 203 of relevance hete- In pacticulas. $e€ i was smended © (ke exphicit
what W3S already jmphicit in the prior provisiot. pamely, that &0 agency deploying 3 pen reglster
seasonably auaiidole 1 ¥ that restoots e information sbtained ‘50 33 not
ic comu! tjons.” The amended section 312100}

st ysé “technolosy onad
10 include ! prends of any Wi ot clectranio unica!
pow reads: full, a8 follows:
A govemmenml apency authorized 0108 eaponmgxstcr or
and fr2! device wm pex o1 W o Yaw shall use
1echnold reasonably jable fo it TRt T ts the gcording o
i oth! {ropuls youting
i i the processing and

decoding of electroni® or
. addressings and signaling infornlauonuﬁh?:ﬂ in
stfing of wie ot clectzoni® o
ire or elacironic éapunynicatians.
15 Stat. 2t 288 (empha.sis

» wad “eap 2D K2CE device” toTnaks

added)
Siﬁﬁlaﬂy,inamendingthedeﬁniﬁons of“penregiste.:’ and “oap
them paore &< togically aeutral, the Act again EXP 1y reiterates at was already joophedt i
the priot statote, pamely, hat apen fegister OF 2 and trace device is Dt @ e viewed a3 a0
Affrmative orization or the i tion f’checontcntofc,cmmunicaﬁogs. Thus, the smended
efinition of a“penregism" sow provid s, in perti
mheta:m“pcn:egsstef‘ a ce QT Process ichrecords oF
decod: 1aling, TOVEDE gddressing, or signali information
'ttedbyan' t of htyﬁ:omwblh.awueor
electxaniC © jeation itted, provid er, 1hat
such informait shatinot includ the contents ofany communication
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{TThe ter® «rap and (2 device” means @ device OF process which
captuxes the incoming electronic OF other impulses which identify the

originating qumber 0F . ddressing,
signalim; information ceasonably kel to identify the source of
wige of slectront cation, P vided, however that suc

information shailnot include the contents of a% communication -+

18 USC-§ 2127(4), 88 smended by B No. 10756, 8 S16()(3), 115 5B 41290 (erophasts
aaded). .

Department PalicyRegnrdin 4 Avoidance of “Overcoilection" in the Use of Pent Registers.
ivices. Alhough, a8 noted, the Act's specific Jition. of references 10

ist w onthis point, itis app:opﬂa.te. b1 18

the ayoidance of
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of “content” is not used for any affinmative investigative purpose.? Investigating agencies should

take appropriate measures to ensure compliance with this directive, and United States Attomeys
should likewise ensure that federal prosecutors do not make any investigative use of such content,
whether in conrt applications or otherwise. :

3. Coordination of jssues concerning what constitutes “content”. In applying the ahove
principles, agencies should be guided by the definition of “content” that id'contained in Tiflc I: the
term “content” is thexe defined to include “any information concerning the substance; purpor, or
meaning of [a] comumunication.” 18 U.S.C. § 2510(8) (West Supp. 2002). Similarly, in desctibing
the sort of information that pen ragisters and trap and trace devices arc designed to capture, the
provisions of Chapter 206 make clear that “dialing, routiog, addressing or signaling information”
that is used in “the processing and transmitting of wire or electronic communications™ does not,
without more, constitate “content™ 18 U.5.C. § 3127(3) (West Supp. 2002); #d., § 3121(¢).

The Assistant Attomey General for the Criminal Division (AAG) shovld ensure that the
Criminal Division provides appropriaté*fuidance, through amindments to the United States
Attoreys’ Manual or otherwise, with respect to any significant general issues concerning what
tonstitutes the “content”” of 2 communication. :

To the extent that, i applying the above principles, specific issues arise-over whether
particular types of information constitute “content,” such questions should be addressed, as
appropriate, to the Office of Enforcement Operations in the folephone context (202-514-6809) or the
Coraputer Crime and Intellectual Property Section in the computer context (202-514-1026).

Construction of this Memorandem. This Memorandum is limited to improving the internal
managemént of the Department and is not intended 16, nor does it, create any right, benefit, or
privilege, substantive or procedural, enforceable at law or equity, Wy any paity against the United
States, the Department of Justice, their officers or employess, or any other person or enfity, Nor
chould this Memorandum be construed fo create amy right to judicial review involving the
compliance or noncompliance of the United States, the Department, theix officers or employess, or
amy other person or entity, with this Memorandum. : '

2 Thds is not to say that an ageacy should not retain 2 file copy of 51l of the information itreceived from & pen
regrister ar rap and tmes device. An ageacy may be statutorily required fo keep 2 tacord of all of the information i
abtains with a paxticular pen register or trap and traoe device, see, e.g., 18 US.C. § 3123(2)(3), s amended by Bub, L.
No. 107-56, § 216(b}(1), 115 Stat. at289 {requiring that, in certain Yimited circumstanzes, an agsncy mustaintain and
file with the jssuing court a record of “any information whick has been collected by the device”), and, Durthe event of
2 subsequent prosecution, the agency mey be required to produce to defense counsel 2 ‘complete record of what was
recarded ar capturad by 2 pen tegister ot trap dnd trace divice daployed by the agency in 2 particular case. This
Memorandura prohibits affirmative Investigative uses. Accordingly, nothing in this Memerandun should ba :an_sh-ued
to preclude en ageacy from maintaining 2 record of the full information chiained by the agency from a pen egister oF
trap and frace device. '
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Not Reported in F.Supp.2d, 2008 WL 5255813 (ED.M.Y.)

(Cite as; 2008 WL 5235815 (E.D.N.Y.))

: Only the Westlaw citation is currently available.

United States District Court,
 B.D. New York.

In the Matter of an APPLICATION OF THE
UNITED STATES of America FOR, AN ORDER
AUTHORIZING THE USE OF A PEN REGISTER
AND A TEAP AND TRACE DEVICE ON WIRE-
LESS TELEPHONE Bearing Telephone Number
{Redacted], Subseribed To [Redacted], Serviced by
[Redasted),

No. 08 MC 0595(J0).

Dec. 16, 2008,

West quSummary
Telecommunications 372 €=1475

372 Telecommunications
372X Interception or Disclosure of Electronic
Communications; Blectranic Surveillance '
372X(B)} Autherization by Courts or Public
Officers
372k 1475 k. Carmier's Cooperation; Pen
Registers and Tracing. Mosl Cited Cages
A district court denfed the govemment suthoriza-
Hon to have its agents install and use, or causc to be
installed and used, a device or process that would
record all dialing, routing, addressing, and signal-
ing ‘information, but that would only exclude the
decoding of any postcul-throngh dialed digits,
since such a device would not be a “pen vegigter”
within the meaning of the goveming smtute. It was
unlawful for a pen register to record the contents of
communication, and by recording all the informe-
tion that the government desired the contents of
communicetion could also be intercepted. 18
U.S.C.A. §§ 3127(3), 2510(3).

Amy Busa, United States Attorncys Office, Eastern
District of New York, Brooklyn, NY, for Applica-
tion of the United States of America for an Order

Page |

Anthorizing the Use of a Pen Reglster and a Trap
and Ttaca Device on Wireless Telephone.

REDACTED MEMORANDUM AND ORDER

JAMES ORENSTEIN, United States Maglstrate
Judge.

*] The povernment seeks authorization to install

and use a pen rogister device, This routine applica-
tios is the first that has been presented to me since
the decision by a district judge of this court in In
the Matter of an Application of the United States of

* America for an Order Authorizing the Use of Two

Pen Register and Trap and Trace Devices, 2008
WL 5082506 (E.D.N.Y. Nov.26, 2008) ("/n re
United States” ). Becanse such applications are
lime sensitive, 1 write as brisfly as possible to ex-
plain the menner in which 1 resoive it, In short, I
grant the govemment's application, but only if the
relevant provider of telecommunications service
would record the requested ipformation, including
pro-cut-through dialed digits, for its own business
purposes without the requested order and only if, in
addition, the provider can and will delele and posk~
cutthrough dialed digits (*PCTDD™) before provid-
ing such information to any govemment agent. If
these conditions are not met, and if instead the gov-
ermment Seeks to have the provider transmit some
post-cut-through dialed digits to the government in
the expectation that a government agency will de-
fete sugh information without ever decading it bo-
fore passing the filtered information to the specific
agents conducting the instant investigation, | deny
the application.

A, Precedent

Where, as here, an Article [Tl judge of this court has
muled unambiguously on & matter of law on indistin-

© 2009 Thorason Reuters/West. No Claim to Orig. US Gov. Works.
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pguishable facts, [ am hesitant to do anything other
than follow that rulipg. In the absence of any con-
teolling decision by the United States Supreme
Court or the United States Court of Appeals for the
Second Circuit, I of course look for guidance lo a
decision by a district judge of this court. However,
a single district judge’s ruling does nol. establish
binding precedent within a district. See, e.g., ATS/
Communs., fnc. v. Shaar Fund, Ltd., 547 F.3d 109,
112 & 0, 4 {2d Cir.2008)} (ciling cases). As a result, -
1 am obfiged to give the matier presented to me for
decision my best independent reading of applicable
law, regardless of whctlﬁr that reading accords
with that of my supcn'nr.F !

FN1. In a recent decision, a district judge’
wrote that a magistrate judge “was not ve-
fuired to consider™ a decision written by 2
district judge in another distriot “as
*district court decisions arc net trested as
binding precedents in other cases.”™ In re
Buik Ot {USA) Ine., 2007 WL 1121739, at
* 10 n. 9 (S.D.NY. Apr.11, 2007) (quoting
IBM Credit Corp. v. United Home for Aged
Hebrews, 848 FSupp. 493, 497
(8.D.N.Y.1994)). That observation is dicta,
and in any event plainly does not address
the precise procedural issue  heré
However, [ have not found any more ap-
posite case law on the question of whether
a magistrate judge is bound to adhers to
the view of a single district judge within
the same district with which a different
. district judge would be free to disagroe.

 The decision on the instant application falls to me

because the application was submitted eaclicr today

. while 1 was the magistrate judge on criminal duty,

Ag an adjunct to an Article 11l coust, a magistrate
judge may exercise delepated powers of the court
as such, subject to review by a district judge pursu-
ant to Federal Rule of Criminal Procedure 59, The
review of a magistrate judge's ruling on a pen re-
gister application will nommally be assigned to the

Page 2

district judge of this court on “miscellaneous™ duty
pursuant to Local Rule 50.5. If the author of Jn re
United States were the district judge currently as-
signed to such miscellaneous duty, I would simply
defer o his interprelation as a matter of judicial
economy rather than force the government to seck
review that would ipevitably lead to the same res-
ult.F But where, as here, an appeal of my de-
cision wonld be directzd to a district judge wha has
not yet congidered the issue and would not he
bouiid by the analysis or result in /n re United
Stafes, I conclude that my obligation is to conduct
my own analysis. Otherwise, as u practical matter-
because a pen register application is ordinarily dir-
ected to megistrate judges as a matter of course,
and no party has botk the incontive to appeal the
grant of such an spplication end the ability or
standing to do so-a single district judge's decision
in favor of the govemment on the instant legal
question would frecze the development of the law
in a district, and possibly in a cirouit, in a way that
would not be possible with respect to motions nor-
mally made in the first instance ta = district judge.

FN2. Even more obviously-binding upon
me is the directive in fir re United States
that T “issue, if still necessary, an Order au-
thorizing the installation of the pen re-
gisters on the SUBJIECT TELEPHONES
that is consistent with the representations™
ihat the government made in that case and
that are largely simifar to the government's
proposal here, 2008 WL 50823506, &t *8.
Although the govemment has not yet ad-
vised me that any such order is necessary
{and [ assnmo it wauld heve done so in the
intervening weeks if the matter were still a
live one), 1 am unquestionably bound to is-
sue the relevant order in that case upon te-
quest.

B. Analysis

© 2009 Thomson Reuters/'West, No Claim to Orig. US Gav. Works.
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%3 Since 2001, Congress has defined n “pen re-
pister” in pertinent part, B 5 device or process
which records or decades dialing, routing, address-
ing, ot signaling infurmation_ﬁ-ansmitted by an in-
strument or facility from which a wite o clectronic
communication i transmiticd, provided, hawever,
that such information shall net include the contents
of any commupication.]"12 US.C. § 3127(3). As
thoroughly discussed by some of my colleagues,
that formulation hes led to & vexing protlem of
statutory Interpretation. The process normally used
to install 2 pen register ordinarily allows the in-
stalling party 1o cecord and decude not simply the
aumbers 2 telephone user has dialed in order to be
connected 1o another party, but also & preat deal of
other information that can be transmitted in the
form of disled digits but that nevertheless consti-
futes the “eontents” of a communication; for ex-

- ample, a person calling an automated banking ser-
* yice must dial the telcphone qumber of the service,

and then entet additional digits that identify the
saller's account number and the code needed fo 8-
thorize access to the caller's account, The telephone
number may pmpeﬂy' be intercepted by a pen &

gister;  the additional  oumbsts, known as’

"post-cut-ﬂxmugh dialed digits” ot ‘.‘PCTDD," are
scontent” within the meaning of 18 USC. §
2510(8), and aceordingly may not racarded or de-
coded. See fn the Mafter of Applicatfons of the
United States of America for Orlers (1) Authoriz-
jug the Use of Pen Registers and Trap and Trace
Devices and (2 Authorizing Release of Subscriber

" Information., 515 F.Supp.2d 335 (E.D.N.Y.2007)

';.JE.‘!’DNY PCTDE" ) {magistraté judge decision);
In the Matter af the Applicuﬁon,uf the United
States of America for ant Order: (1) duchorizing the
installation and Use of a Pen Register and Trap

and Trace Device, and {2) Authorizing Release of

Subseriber and Other Information: 2007 WL
3036849 (8.D.Tex. Qct. 17, 2007) ("SDTX PCT-
DDy (district judge decision).

EN3. 1t is my understanding that the cited
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decision by a magistraie judge was ap- '
pealed to the district judge on miscel-
\aneous dusy and upheld oves the govern-
ment's objection. 1 was uneble to find 2
citation for that deeision in the tims avail-

. able to consider the instant application.

{n the instant application, following an approach
gpproved in Ir re United States, the govemment
progoses o avoid the diffioulty deseribed above by
insulating the agents and prosecutors conducting

the instent investigation in one of two Ways:

{Ijf possible, the [relevant service] provider will
forward only pre—cut—&uuughdialed digits to the
investigative ageROY. if the provider's technical
capabilities require it to forwerd all dinled digits,
including POTDD, however, the investigative
agency will only decode and forward to the spe-
cial agents the numbers that are dialed before the
call is cub through. Thus na PCTDD will be de-
coded or accessed by anyene.

Sealed Application &t 3 n. 1 (citing fr e Uinited
States, 2008 WL 5082506, at % | p. 3 ("It ig irvelov-
ant that the provider will forward PCT DD to lhe
Government and that the Govemment will therefore
be able, if it violates the court order, to record and
decode it.... Congress, in Title W 18 US.C. § 2510
et seq.), hes clearly expressed its belief that the
Government ¢an without supervision ligit Its in-
vestigatory activities 50 88 10 protect the constita-
tional rights of suspects."J}. :

*3 { find that proposal tnsufficient for the following
reason. The pen register stahite dues ot mersly
forbid the government 35 such from decoding con-
tent such as PCTDD; if it did, 1 would apres that
the government's proposal i workable. Rather, the
statute also makes it unlawiul for 2 pen register it~
self to record the contents of 2
communication. 4rie government. explicitly
sceks authorization to have its agents nstall and
use, or cause to be installed and used, a deviee of

@ 2009 Thomsort ReutersfWesk, No Claim (0 Orig. US Gov. Works.
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drossing, and S aling Ini0 that Wt
nly exclude the dacoding © Do within
anch infor® tion. S¢2 Sealed Applicetio? 8

emp\oyees ice provider, acting &t their be

hest would ipstall and use & device ©f e\‘l?scess 1o
record contents © 0 unications 1n do-
ng S0 "would be using @ device oF process that
gannot b considered vpen T ster,” and would
thereby yiolate 0 the sam agents, 0f
othess acting 00 ! pehalf, W gomehow later
delete the P rion 160 ¢ constituie

the conten! f the cation W not serve
to undo ircady 1eted alawful ack not
would 1t retruactwe';y ansform somethmgt:tg{\ast W3S
ot a pen T8 ter INkO thing that Wa9

4. Mo preciselys Title T generally
makes it {llegal for & persom inctuding 2
service provider, to intercept and digcloss®
tho contents of an wWire cnmmuni.catiou. 18
usc. § S511(n).  Thet probibitions
‘howevel Joes not spply 1@ the use of
“pen ropister” 35 that term is =fined in the

cugsed beloW and geveral other that 18 in-
apposite to the ingtant a?p\ication.

FNS. indeed, withou! such cecarding of
contents, here would be aotbing Tor the

sorvice rovider OF the ‘mveshgaﬁva

FN6. 1 do not read In 16 United States 0
ke the positiont thet PCTDL would not in
factbe recorded at some point pefore dele”
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mey have & gitimate ceason to TeC0 11 of the di
sling, oW g, 2 dressings and signaling jnforma
tion at issw nere for its’0 03€s, ¢ that in

does 1B fact do {hat, and caf then stP away

DD before employin process @ deyice et the
govemmant haractenze-s as n register an

therefore without 'grovidmg CTDD to 20y in
suumenlahty the govemment n the pen 1€
gister the govemment propo ) 1d meet the
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FN7, I find unpersuasive the government's
reliance on the reference in In re United
States to the fact that “Congress, in Title
111, has clearly expressed its belief that the
Government can without supervision limit
its invéstigatory activities so as to protect
the constitutional cights of suspects."The
government omils the next part of the de-
cision, which explicitly states the portion
of Title III to which the court was refer-
ring: 18 U.S.C. § 2518(5) (every order
*shall contain a provision that the authorize
ation to intercept skall be ... conducted in
such a way as to minimize the interception
of communications not otherwise subject
to interception under this chapter.}).See
2008 WL 5082506, at *{ n. 3. The cited
provision of Title Il recognizes that an
agent who has been anthorized to eaves-
drop on cerfain portions of an otherwise
private communication canmot, as a prac-
tical matter, restrict the interception pre-
ciscly to the suthorized topics; s a resuly,
the statute commands no more than that
the agent seck to minimize the interception
of contents that are not the subjsct of the
authorizing order. Congress could seek to
enact o similar practical solution to the
problem of intercepting contents via a
device or process that would otherwise be

. defined ‘a5 a pen register, and in fact did
something quite like that in 1994, Seel3-

U.8.C. § 312¥{c) (requiring a government
sgency using & pen register to use
“technelogy reasonably available to it .. so
as not to include the contents of any wire
ar electronic communication"). That pravi-
ston was enacted prior to the 2001 amend-
ment to the definition of the term “pen re-
gister” that categorically excluded any

device or process that records the content

of a communication. Although the govern-
ment has in the past argued that the faflure

Page 5

to repeal the 1994 provision means that the
2001 amendment cannot be interpreted to
preclude the use of & pen register to record
or decode PCTDD, that ergurncnt heg been
rejected, and the government has not
sought to resuscitate it here. See EDNY
PCTDD, 515 F.Supp.2d at 334-35; IDTX

PCTDD, 2007 WL 3036849, at *7-%9,

FNB. Becawe 1 conclude that the pro-
vider's action in deleting PCTDD it recar-
ded as a result of a court order would not
cure the statatory viclation, I need not con-
sider whether, if my analysis thus far is in-
eorrect, it would still be impermissible for
the provider lo transmit some PCIDD to
the investigating agency and have the latter
do firther delctions befors providing only
non-content to the specific agents conduct-
ing the investigation. To the extent that
this riing may be appealed hawever, I’
provide the following alternative basis for
denying so much of the govemment's re-
quest as would rely on such a procedure.
No provision of the relevant statutory
schemec draws any meaningful distinction
betweern. one agent and anotlier within the
same investigating agency, or indeed
between one member of the executive
branch of government and another. Even if’

the govermment docs nat wish to character

ize its executive branch as unitary for pur-
poses of this issus, it does not cite any au-~
thority that would countenance the kind of

line-drawing it contemplates, If it is unlaw-

ful under 18 U.8,C. § 2511(1) for a service
provider to disclose PCTDD to the particu-
lar egent conducting the investigation, not-
withstanding 2ny exception in 18 US.C. §
2511(2), then thers appears te be nothing
in either Title I or the pen register stalute
that would allow the provider to disclose
the same PCTDD to any other government

© 2009 Thomson Reuters/West. No Claim lo Orig. US Gov, Works,
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agent. If there is some other statutory basis
for distinguishing among the govermment's
agents in this context, the government has
nat brought it to my attention.

Conelusion

f emphasizo that my basis for denying the requested
relief in part’is a narrow matter of statutory inter-
pretation. I see no constitutional difficulty with al-
lowing the government to obfain the information it
seeks to use for investigative purposes by means of
a device or process that would qualify as a pen -
gister but for the fact that, during the collection
process, PCTDD information is initially recorded
and then quickly deleted. Nor do I mean to convey
a belicf that Congress would or should, if presented
with the issue, do anything other than endorse the
methodology the government proposss. However,
Congress has taken great care to establish a finely

calibrated statutory regime 1o regulate various

fotmos of eiecivonic surveillance; to the extent that [
cannot reconcile an otherwise seemingly appropel-
ate surveillance technique with the relevant stat-
utory provisions, I conclude that I must leave it to
Congress to change the law rather than accept the
government's implicit invitation te do sa. |

*4 For the reasons set forth above, I grant the gov-
ernment's application only to the extent that the rel-
evant service provider would in any event record
the relevant post-cut-through dialed digits for its
own purpeses and only to the extent that the pro-
vider is able to delete such information before dis-
closing any other dialing, routing, addressing, or
signaling information to the government, To the ex-

tent that the provider would not in any event record

post-cut-through dialed digits without the requested
orders, or is unable to delcte all such information
from the dialing, routing, addressing, and signaling
information it would disclose to the government, I
deny the govemment's application. I therefore dir-
ect the government, if it continues to sesk a pen re-

Pape 6

gister in this case and if such relief is available con-
sistent with the foregaing analysis, to submit to me
2 proposed order in conformity with this
decision.

FN9, In light of the importance of this is-
sue and the likelihood that other magistrate
judges will confrant it, T will prepars & re-
dacted version of decision that can be filed
on the public docket without eomprom-
ising sany continuing criminal investiga-
tion,

8O ORDERED.

E.DN.Y.,2008.

In e Application of the U.S. for an Order Anthariz-
ing the Usa of a Pen Register and a Trap end Ttace
Device on Wireless Telephone

Not Reported in F.Supp.2d, 2008 WL 5255815
(EDMY)

END OF DOCUMENT
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Westlaw,
622 F.Supp.2d 411

622 F.Supp.2d 411
{Cite as: 622 F.Supp2d 411}

c .
Only the Westlaw citation is currently available.

United States District Court,
S.D. Texas,
Houston Division. :

In the Matter of the Application of the UNITED
STATES of America for an Order: (1} Authorizing
the Tnstaflation and Use of a Pen Register and Trap
and Trace Device, and (2) Authorizing Release of

Subscriber and Other Information.
Mise, Case No. H-07-613.

Oct. 17, 2007.

Background: Goverament Eled 2pplication for a
court order authorizing installation and use of a pen
register and trapftrace device, access to cell-site in-
formation and access to post-cut-through diatsd di-
gits.

Holdings: The District Court, Lec H. Rosenthal, .,
held that: :

{1) government was entitled to order authorizing
use of a pen register and trap-end-trace device and
release of subscriber and other information, and

(2) government could not obtain “post-cit-through
dialed digits™ containing communication contents.

Order granted in part and denied in part.
‘West Headnotes
[1] Telecommaunications 372 €=21475

372 Telecommunications ~
372X Interception or Disclosure of Electronic
Comamunications; Electronic Surveillance
372X(B) Autherization by Coufts or Public
QOfficers

372k1475 k. Carrier's Cooperation; Pen

Registers and Tracing. Mosi Ciled Casas
Government was entitled to order authorizing use
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of & pen register and trap-and-irace device and re-
leage of subscriber and other information, ncluding
celi-site information, where authorization sought
was limited to provision of cell-site informaltion at
the origin and termination of calls and during the
progress of calls not initiated by the government il-
ss1f, and did not exiend to information that could be
used to track the location of the phone, 18 U.8.C.A,
§§ 2703, 3121,

[2] Telecommnnications 372 €=21475

372 Telecommunications
372X Mmterception or Disclosure of Eleotronic
Communications; Electronic Surveiliance
372X(B) Authorization by Courts or Public

" Officers

_372k1475 k. Carrier's Cooperation; Pen
Registers 2nd Tracing. Most Cited Cases
Govemnment could not obtain “post-cut-through
dieled digits™ containing communication contents
under the authority of the Pen/Trap Statute. 18

© U.S.C.A. B§ 2703, 3121,

MEMORANDUM AND OPINION
LEE H. ROSENTHAL, District Judge.

The United States of America has filed two ex parie
applications for orders authorizing the instaliation
and use of a pen register and trap-and-trace device.
The magistrate judge granted the Government's re--

.quests in port and denied them in part. Specifically,

Magistrate Judge Smith granted the request for a
pen rtegister and trap-and trace device but denied
access to cell-site information and post-cut-through
dialed digits. ' Magistrate judges and district
judges have divided over the Government's ability
to obtain such data by way of a pen-register applic~
ation and order.” '~ The couris and the Government
would all benefit from additional case-law develop-
ment. As one judge has noted, the best way to test

© 2009 Thomson Reuters/West. No Claim to Orig. US Gov. Works.
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1. The Applications

The'Govcmment Fled two &% parte applications for

ipformagon: The applications seoke (1) “1HloF the
Target pevicefsls tecords OF other information Per”
taining 1@ subscﬁ‘uer(s) or custumer(s), mchuding
Tistorics! cell site information and catl _de‘tsﬂ re-
gords (nctuding ® rwo-way radio feature WO &y
gor sinty days pefore the date of the ovder; and 2}
wifjor the Target Device[s], after eceipt and stor-
ages ragords OF other information portaining to sub-
soriver{s) of osustomer(sh inchudiog the
ouiree of payment for the servie? and cell gite in-
formation: pmvided to the United States on & ¢on-
tiruous pasis for {a) the origination of o catl from

(o) if easonably available, during the progress of

the call " (Docket Entry Ne. 1 at 2-3 Docket
Enty Mo, 2 at 2-3). The apphicetions appear 0 ¥
quest (eal-time oY prospect'n’a cell-site nf rmation,

on the Terget Devices, 8 well 28 cell-site jnforma-

pagel

tion for the duration of the calls if reasonably avail-
able.

The npplicaﬁo“s request 2 variety ©of ather sub-
4 other information relating 0
certain informatuon captured by the pem registers

"Ing, sddressing of signaling ipformation (including
post-r.ut-lhmugh dialed digits) transmitted From the
Target Devices, ¢ reco
diatings and 0 Tecord the length of sime the phon®
receiver 18 agff the hook,” for & perio
days- )

Additionallys the Government roquests that the 1o~
yestigative Agency b° permittad to instail, OF cause
the provider to instath and use, & trap-and-irace






