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(U) ARGUMENT

L qp-£8% The Pen Register Statute Authorizes the Collection of Post-Cut-
Through Dialing aed Routing Information. :

() {8 The criminal pen register and trap and trace (“PR/TT”) provisions
authoﬁze the collection of dialing and routing information both pre- and post-cut-
through, and the FISA PR/TT provisions incorporate, and reinforce, that anthority.

(U}Aﬁsi The linchpin of amicus’ argument is that “a device that records
contents, even if only sometimes, is nﬁt a pen register or trap and trace device.”
Amicus Br. 15 (emphasis added). On amicus’ understanding, capturing a single
instance of “content” while collecting dialing, routing, addressing or signaling

(“DRAS™) information instantaneously converts a PR/TT device info a wiretap.

See id. at 16 (“If a device captures content, it is by definition not a pen register or a

trap and trace device.”). This absolutist interpretation of the PR/TT statute is
incorrect, fails to harmonize the statutory scheme, and leads to anomalous resulis.
{0)--1. (83 Title 18°s definition of a “pen register” — a “device or process which
records '.or decodes [DRAS] information . .. provided [] that such information
shall not include the contents of any' communication” — expressly allows the
government to collect DRAS information 'aﬁd does not distinguish betweeg the
collection of DRAS pre-cut-through versus post-cut-through. 18 U.S.C. § 3127(3);

see id. §3127(4) (similar for trap and trace device); 50 U.S.C. § 1841(2)

—SECRET
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(providing that FISA PR/TTs shall have the same “meaning” as Title 18 PR/TTs).
The proviso that “such ﬁomaﬁon” shall not include the “contents” of
communications prevents the government from using pen rcgis;cers purpbsefujly to
obtajn content under the guise‘of collecting DRAS; the incidental, unavoidable
collection of post-cut-throngh digits that may include content by a pen register
targeting DRAS is mnot prohibited. Tl:ﬁs reédjng of the statutory language
harmonizes the definition of section 3127(3) with 18 U.S8.C. § 3121(c), giving both
provisions meating and rendering neither superfluous.
o (8] By contrast, amicus’ interpretation of the criminal PR/TT scheme fails
to makc‘ sense of the two provisions. Amicus construes scct{on 3127(3) as
_ establishing an absolute and categorical prohibition on decoding the “contents of
any communication,” including incidental collection of non-DRAS digits that may
jnctude content. Amicus then construes section 3121(c) as requiting the
government to use “reasonably available” technology to avoid collecting the
“contents of any conmunication.” But amicus’ construction of the two provisions
renders section 3121(c) entirely superflucus. If section 3127(3) establishes an
absolute prohibition, as amicus argues, Congress had no Teason also.to direct the
government to use “reasonably available” technology to avoid such collection.

{0 (%) That is why several of the opinions on which amicus relies candidly
. s )

—SECRET-
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admit that amicus® interpretation creates an anomaly. See In re Application of the

" United States, 622 F. Supp. 2d 411, 420 (S.D. Tex. 2007) (remarking on the

“sontradiction inherent in the [pen register] statute”); In re Applications of the
United States, 515 F. Supp. 2d 325, 332, 335 (ED.N.Y. 2007) (magistrate judge
opinion) (noting that “a contradiction arises” anﬁ that section 3121{c) “is
superfluous if the ban on content acquisition is absolute”). This Court should not
embrace -an interpretation that lead§ to “contradiction” and “saperflufity]” when
the FISC’s alternative construction harmonizes all of ﬂ;e statute’s provision.s.

{f}--{8§ To the extent there is any ambiguity in the criminal provisions,

however, the FISA PR/TT statute’s suppression and minimization provisioﬁs

_climinate it. As amicus concedes, the existence of suppression and minimization

provisions suggests that a statute (in amicus’ words) “quthorize{s] overcollection”

and minimization. Amicus Br. 20. But amicus claims that “[ulnlike other

. surveillance statutes, Congress did not build a minimization or a suppression

scheme into” the FISA PR/TT statute. Id; id. at 11-12 (“the PR/TT statutes

contain no mention of minimization or suppression”). This assertion is puzzling.

* As the government explained in its opening brief, the FISA PR/TT statute does

contain a suppression remedy. See 50-U.S.C. § 1845; Gov’t Br. 10-11.

(- Moreover, following amendments in 2015, FISA .also authorizeé the

—SECRET-
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FISC or the Attorney General to “impose additional privacy or minimization
‘procedures with regard to the installation or use of a pen register or trap and trace
device.” 50 U.S.C. § 1842(h}(2). Amicus tries fo distinguish section 1842(h}(2)’s
express minimjzation authorization on three grounds, all unavailing. Amicﬁs first
notes that the provision only allows the FISC or Attorney General to imﬁose
“additionalP” procedures. Amicus Br. 21. That is true, but irrelevant, because all .
minimization techniques are “additional” in the sense that they add protections to
those already specified by statute. Amicus next claims that section 1842(h)(2)
authorizes ‘the government to minimize only  “the use of nén—content data.”
Amicus Br. 21. But the provision does not distinguish between content and non-
content information. FMy, amicus argues that section 1842(h)(2) “should not be
re;d to expard”’ government FISA PRJ;FT authority. Amicus Br. 21. But that
argument misses the point. Section 1842(h)(2) does not “expand” government
authority, but rather confirms that the govemmgnt may, using a FISA PR/TT,
incidentally collect content, subject to glppropriafe minimization.

{0)-2:-(%} Amicus claims that section 3121(c) does not “authorize any
governmental conduct,” but rather “restricts conduct.” Amicus Br. 19, 23-25 . This
dichotomy between statutes that “authorize” (or “expanc_l”) conduct and statﬁtes

that “limit” conduct, however, overlooks a third possibility: A statute can
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accomplish two aims, at the same time, by both authorizing (or clarifying pre-
existing authority) ané limiting conduct, Section 31;'21(0) does precisely that —
not by “expanding” the govemnment’s authority but by clarifying that sections
3127(3) and 3127(4) apply to the targeted, and not incidental, collection of content.
At the same time, section 3121(c) limits the govémmeqt’s authority by requiring
the governm;:nt to use “reasqnably available” technology in PR/TTs to avoid the -
collection of content when it can reasonably be separated from noo-content DRAS
{8 The 1egi§1ativc history is consistent with this understanding. Amicus

asserts that “[t]here is no indication. in the legislative history that any incidental

" -collection of content was authorized,” Amicns Br. 10, and that Congress has

“repeatedly amendfed] the statute to ﬁakc clear that the govemmenf cannot collect
any content using ‘PRf‘IT authority,” id. at 25. These assertions ignore that
Congress intended section 3121(c) to “require[] law enforcement to use reasonably
available technology to minimize information obtained through pen registers.”
S. Rep. No. 103-402, at 18 (1994) (eﬁlphésis added); H.R. Rep. No. 103-827, pt. 1,
at 17 (1994) (same). They a]so ignore the evidence that Congress was aware that
pen registers may mcldenta]ly collect content. See, e.g., 147 Cong Rec. 511000
(remarks of Sen. Leahy) (noting that the statute “requires the government to use

reasonably available technology” precisely because "‘pen register devices “do
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capture all electronic impulses . .. including such impulses transmitted after a
phone call is connected to-the called party’”). There is no inconsistency between
Congress’ goal to limit targeted collection of content, see Amicus Br. 5-10, 25-26,
and Congress’ intent that the government may accomplish that goal, where no
“reasonably available” technology can prevent _acquisition of content, by
incidentally collecting, and then minimizing, content that is unavoidably qbtained.

3-8y Amicus’ other arguments are equally unavaiﬁng. Amicus argues that
the government may “use existing technology” to avoid collecting both content and
non-content post-cut-through digits. Amicus Br. é7—29. .But that argument simply
avoids the legal question certified to this Court. The government is authorized to
collect non-content post-cut-through digits, and obligated to use “reasomably
available” technplogy t-o avoid collecting content, rather than forgoing the
collection of all post-cut-through DRAS information until technology improves.

Amicus raises the specter of broad content collection, on the Internet, but only by

" adopting the premise, without any basis in law or fact, that technology is

unavailable to differentiate most content and non-content in fhat context, See id. at
29-3 1'. ‘And aicns claims that ali post-cut-through digits, including those that are
indisputably DRAS, ought to be considered content, because they are not used by

the provider to route a call. Id. at 31-34. But those digits are used to route a call

SECRET-
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by the calling card company, and the statute asks this Court to determine how they
are functionally used, rather than who uses them. See [Redacted] No. PR/IT
[Redacted] 52-53 (FISC 2010) (“dialing, routing, and addressing information are
all types of mfoﬁaﬁon that, in the context of a communication, particularly relate
to the transmission of the communication to its intended party”); id. at 34.

{U)B}Si By defining a “pen register” to “have the meaning[] given [thét]
termlj in section 3127 of Title 18,” 50 U.S.C. § 1841(2), Congress intended that
the FISA PR/TT proviéions be given the comprehensive “meaning” of the term
“pen reg:iétef’ in Title 18. Section 3 121(c) supplies a portion of the “meaning” of a
criminal pen register, | because section 3127(3) must be Tead in light of
section 3121(c). See Certification 6 n.3 (finding that “there is o indication that
Congress, having adopted for purposes of § 1842 the Title 18 definitions of ‘pen
register’ and ‘trap and trace device,” mevertheless intended PR/TT devices to
operate differently under a § 1842 order”). To determine the “meaning” of “pen
register” und;er Fhe criminal PR/TT statute, J'.n. oth.er'v;vords, one must look at the
statute as a whole, raﬁer than view a single provision’s words in isolation.

{0} {8} Tn arguing to the conirary, amicus notes that FISA does not expressly
cross-reference or incorporate section 3121(c). Amicus Br, 17-13. But an express

cross-reference is not necessary when the statutory scheme, read in comtext,
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achieves the same result. See, e.g., Panama R. Co. v. Johnson, 264 U 8. 375, 391-
92 (1924) (reasoning that a “generic reference” to another statute “serves to bring
into the latter all that is fairly covered by Ehe reference’); Director v, Peabody Coal
Co., 554 F.2d 310 (7th Cir. 1977). Amicus also claims that FISA does not
incorporate other pa:t‘s of the criminal PR/TT étatute, such as the prbcedural
aspects of 18 U.S.C. § 3123(a)(3). Amicus Br. 18 n.8; see 18 U.S.C. § 3123(2)(3)
{establishing procedures for installing a pen register on a “packet-switched data
netwqu”). That is true enough, bu’g the FISA PR/TT statute incorporates the
“meaning” of, rather than the procedures for obtaining, a criminal “pen register.”
«S) At any rate, section 3121(c) is important because it reinforces the
conciusion that a criminal pen register, as defined in secﬁoﬁ 3127(3), that targets
non-content DRAS may incidentally collect non-DRAS digits that may include
content, provided the government uses technology reasonably available to it to
avoid collecting content and appropr-iate minimization techniques to handle any
content non-DRAS digits it may unavoidably collect. In its 2015 amendments to
FISA, Congress confirmed, by enacting section 1842(h)(2), that using such
“minimization” techniques in the PR/TT context‘ is entirely appropriate. a

Im. (U) The Proper Constrﬁction of the Statute Does Not Raise
Constitutional Concerns. ’

{03--0%) Amicus concedes that national security is a “special need” of the utmost

SECRET
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importance and that this Coﬁrt’s apalysis should therefore be guided by Fourth
Amendment reaSon;Elbleness principles. Amicus Br. 36. But a'micus’ argument that
the government’s FISA PR/TT practices are unreasonable is incorrect.

(T} -{8) Amicus co.ntends that the acquisition of content post-cut-through digits
.should not be characterized as “incideptal” because the government is
“intenﬁonally targeting and co]iecting” content. Axi.x.icus Br. 38-39. That is wrong.
The government purposefully.targets non-content and acquires content becanse the
technical means to limit collection to non-content alone is not reasonably available.
Such collection is properly considered “incidental” because it is the collateral
result, given the available_ technology, of lawful collection. The fact that such
collection is an anticipated by-product, rather than an unexpected accident, does
not undermine the application of the incidental collection principle. See United
States v. McKinnon, 721 F24 19, 22—23. (1st Cir. 1983) (“While an interception
" that is unanticipated is a fortiori incidental, the converse is not true: something
does not havé to be manﬁcipated in order to be incidental.”); In re Directives, 551
F.3d 1004, 1015 (FISA Ct. Rev. 2008).
18] Nor is the gbvemmeni.:’s practice unreasonable because some of the
content i)ost-cuHhrough digits may contaiﬁ personal information. A string of

digits, even when it capiures personal information, is unlikely to be revealing
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_without context, and the relevant databases mask those digits until an anﬁlyst

establishes (by reviewing the prc-cut—throﬁgh digits) that further examination of
the post-cut-through digits is appropriate. Moreover, some of the examples on
which amicus relies — such as financial account or social security mumbers —
involve circumstances where a peréon’s _expectation of privacy is diminished
becanse 1_1e has transmitted those numbers electronically to a business, which may

record the numbers to facilitate a transaction and later disclose those recordé to the

~ govemment by subpoena. See United States v. Miller, 425 U.S'. 435, 443 (1976).

{189 Neither, contrary to amicus’ suggestion, is the government’s collection

of post-cut-through digits unreasonable because the govermment may have

.alternative means of obtaining the same information. . Amicus speculates about, but

does not establish, practical alternatives. And the Supreme Court has “repeatedly
refusfed] to declare that only the ‘least intrusive’ search practicable can be
reasonable.” City.of' Onta.rio v. Quon, 560 U.S. 746, 763 (2010); Hllinois v.
Lafayette, 462 U.S. 640, 647 (1983) (reasonableness “does pot ‘mecessarily or
invariably turn on the existence of altem.aﬁvc “less intrusive’ means™).

(U) CONCLUSION

L Y8} For these reasons and those previously given, this Court should answer

the certified question of law in the affirmative.
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