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(TS//SI//NF) DESCRIPTION OF 1'f{E NATIONAL SECURITY 

AGENCY'~ •. I 

(TS/fSL'/NF) The government hereby responds.to this Court's Order of April 23, 

. 
; 2018, in the above-captioned matters, in which this Court-,_inter alia, directed the 

government to file by May 3, 2018, "a pleading setting forth
0 
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J: :·'J:~e manner and circumstances of such collection, and the types of 
I • •• •, 
I • • ••• 
' communic4ti;As"cr other information the government expects to acquire."' : . ·~ ··: . 
: (TS/fSii'~~).,.1·-::-.--------------.lis conducted using the 
.. .. ; .. 
T ~ • 

~ National Security A:gency:; (NSA) upstream collection techniques. As this Court is . . I" • • • 
I" • •• • • 
~ aware, in Mai-ch 2017;:~SAI.,._· ---------------.!pursuant to 
~ ~ ,. . . . 
~: section 702 of the Forei!ttl Intellige~ce Surveillance Act, as amended (PISA or "the Act"), ,. . .. ,. .. 
~: 50 U.S.C. § 1881a. See Goviknment's F:;:x; Parte Submission of Amendments to DNI!AG 702(g) . .. . •• . . ,.. . . . 
~: Certifications and Ex Parte Suinpission of Amended Targeting and Minimization Procedures, . . . 
•• ·---------------,-----------------------.. .. 
• • • 

. . . . . . 
... ~ ______ _._ _ _.!submitted-~arch 30, 2017-o:iereinafter, "2016 Amendments 

.. 
~ Submission Filingi:>, at 9-10. At that-~me, the goverllnlent advised the Court that NSA 
~ .. .. 
:: intended to modifr. the manner in whl1j;I it conducts upsh";am collection "such that the .. . . .. . . . . 
:: only acquisition wrn be to or from section"702 targets." Id. at 10. The government .. . .. . . .. .. .. 
•· further advised that .. .. ------------------...----------. . . . . . ,__ _______________ J .. 

(T'd{/Sl/fNF) The 2016 Amendments Su~~i?sion Filing identified· .. 1 ____ _. .. 
. . . . . . . . . . . . .. 

1 ('FS//SJ//Nf) The only agency that conducts upstream collection • ..,.,. ___ ,_-.,,.,,.,.,..-..,.....,,......,._. 
is the NSA. The Federal Bureau of Investigation (FBI), Central Intelligence Agency (CIA), and National 
Counterterrodsm Center (NCTC) B3, 7E per FBI 

pursuant to section 702, and do not receive from NSA the unminimized results from any such collection. 
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,. • • ■• 

, . . .. . ,, . . .. . ,, . . .. . , . ,. . .. ,, . . .. 
.,, . . .. ,, . . . 

"' . . . , . , . , . , . 
, . , . , . , . , . 

. . . . 
As described in the 2016 AmendmenJiSu.omission Filing, the taaking:of each of .. . . .. . . . 

these types of selectors would result ii:1;tli.e .a~quisition otily of communications to or 
• • ■ • .. . 

i. 
I 

l r r 
r 

• . : 
• 
• • 
• 
• . . . 
, : 

from section 702 targets. Id •.. I __ ,: ... ·-.. :-----------------~..,r 

.. .. ' 
________ ._: '_: ________ __,I Id. at 11 . 

.. .. 

.. .. .. .. .. .. .. 

... 

I 

> ('fS)'fSf/tl<ll;):.The 201j)' Amendments Submission Filing presented thesdtypes of s~ectors as an 
illustrative rather th~!\ exhaustive list of the types of selectors that could be I I 

c:::::::::1-As discussed below, however, the only types of selectors that NSA ha"'-....-------,=·i:!..' 
~to date a;e included in those types described in the 2016 Amendments Submission Filing. [ •] 
I 

I I 
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• • • • ••a.._.. I 
. . . • • . ~ ..... :. t . . . . -. " 

fFSff3l/fNF) Following submiss_i<?I\ Qf. the 2o·f6" A~e1;qm~{its ·s~q~s~~n Filing, : 

TOP SECRETIJSI//NOFORN 

. .. . . .· .· .··· :·· ,..; 

NSA._! _______ __.!s~lector types desc~ed ·a~~v~." To d~~e~•~A ~~not ;j . . . . .. . . .-.; 
.----------------( • • • • : ■• • • 

_______________ _,tas!<ed "any other type of.selecto:!'n9! =:~ 
• • • • ■ • • .,, 

• • • • • •■.;. 

identified in the 2016 Amendments $0.Jj~ission Filing. Ad'<litt~n~lly, of ~tLJtyp~i . . . . . . .. .,,,. .· . . . ·.. ••.:,. 

of selectors that NSA ha~ pctghiall~ ' : ,: ' -~ 
1 

•; 1 
.. ~ ~~j 
---• -. 

(TSI/Slffl'W) Only one! b,p~ ~f ~~;ectors identifiedji the io16 ---- . . . 

•• ■ .. ..... .. .. . . .. .. . . ·-.. . . - ... 
Amendments Submission Filing -- i.e.,! . 

0 
:; [ : : : .... ,----------..-------- •.• .. ,-------------------------...----=---- ... .. . .. 

____________ ,..,_ .. _.,_ ________ __.,,., __ _...r Below is~~~ 
• 

fuller description of how tha!-1:ype cfselector has been,._i ___ .. ;; ______ __,f :: . . .. 
,__ _________ _.f In c~rltrast, each of the otheQes of selectors 

. .. 
described in the 2016 Amend~ents Submission Filing consists.i.intirely of or includes~; .. .. 

.. 
._ _______ -=-' _____________ _,;The government does not 

consider the tasking of such selectors._l _______ __,io constitutel .. ____ _,[ 

,__ _____ __.!instead, the government considers such taskings to be fundamentally 

TOI' SllCR'll'fil'SlftNOPOltN 
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TOP SECRET//81//NOFORN • • .. .. 
no different from other types of surveillance directed at the same types of faC!qties 

' ' ' .,. .,. .,. .. ,.,. . . ,.,. under other titles of FISA.3 
• • .JI . • ·"' . . _.,,. 

(fSI/SV/NF) As noted above, NSA has previously conducted, and may rt'lsume ·"" 
·"" . . . .,. 

conducting under the 2018 Certifications, .. ! ____________ ..,.. ___ ~J~ . _,,.,. 

... 
• . .... 

from persons properly targeted under section 702. All of thej._ __________ • .. ·.._;:...,_ ! ... 
previously used for section 702 acquisition are .. I _____________ .. I 

3 (TS{/51//Uf) To the extent that the selector includes 

\ JI 
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J .-----------------------------------· I 
I 
I 
I 
I 
'I 
'I 
'I 
'I 
'I 

i ... ,,. .. .. .. .. .. ,. ,. ,. ,. ,. ,. ,. ,. ,. , . .._ ___________________________________ ........ 
, . 

(TSHSIHNF) Although NSA has only conducted collection with respect to 

s f PS//Sl//~JF) I 

, . .. . ,. ... 

7 

' 

TOP SECRET//SJI/NOF-OR..'1 
6 

. ,. . , . . , . . ,. . ' 

••• • r"" . , ... 

• I • 

. . 
I : 



APPROVED FOR PUBLIC RELEASE

18-CV-12131 (SDNY)(NSD)001768

Doc ID: 6764968 
TOP SECRET/151-//NOFORN 

.._ ______________ __. it will take steps to ensure that the 

(b) (1) 

(b) (3) -50 USC 3024 (iJ 

. 

, .. 
I 

. '• . '• ... . '• . '• . '• ... . •, . '• . '• . •, . •, . '• . '• . •, . . . 
. . . . . 
. . . . . . 
. . 

communications that will be collected through such acquisition will be only those to:or 

from section 702 targets; to the extent that NSA were to acquire any communication$ 

that it assesses are not to or from a section 702 target, such communications would J:!e 

considered unauthorized collection and would be destroyed. 

{f5ff5t//NFj._ ____________________ _,____.[ 
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• .. . . 
TOP SECRET//SIHNOFORN 

-----.--------------- "NSA will take the appropriate steps 

to ensure.~· .. that the future tasking of any select~~ .. __________ _. 

________ _.lwm be implemented in a mariner that will acquire only 

communications to or from \I section 702 target." 2016 Amendments Submission Filing 

at 11. 

---- The remainder of this page intentionally left blank. ---
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(U) VERIFICATION 

(+Sf/SW~JF) I declare under penalty of perjury that the facts in~luded in the 

foregoing Description of the National Security Agency's .. ! _________ _.~re 

true and correct based upon my best information, knowledge, and belief. Executed 

pursuant to Title 28, United States Code,§ 1746, on this 3rd day of May, 2018 . 

.-------------···.---------, 

FAA 702 Mission Area Lead 
Cybersecurity Operations Enterprise 
National Security Agency 

TOf' SECRET/fSfl/NOFORN 
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U.S. Department of Justice 

National Security Division 

TOI' SECltET11'8t'IN6FORN 
Wa,htng«,n, D.C. 20530 

August ~, 2017 

Toe Honorable Rosemary M, Collyer (bl (ll 
United States Foreign Intelligence Surveillance Court 
333 Constitution Avenue, N.W. 

(b) (3)-50 USC 3024 (i) 

Washington, D.C, 20001 
• t • . . . 

• 
: 
1 ~· 

Re: 

Dear Judge Collyer: 

{Sl~W) Preliminary Nori.Pe lJf Compiiance fucident 
Regarding Collec!ipa Pursuant 1!3,Section 7<Yi. 

·.• 
·.• .. • 
·.• ... 
·.• ... . . . 

• ♦ •• "" 

(TS//SlffHF) Pursuant to Rule IJ(b) ·of the Rules of Procedure for the Foreign : : : 
IntelligenceSurveillru;ice Court,. ~live November 1. 20101 this 

0

letter provides preliminazy : : 
notice of a compliance inci,dell.t. Specifically, onlL... ___ _.]tb,e National Security Agen~y • • 
(NSA) informed the.National Security Division (NSD) and the Office of the Director of National : : 
Intelligence (QDNI:) of an incident involving communications acquired through NSA's Section •• 
702 upst:Ieam Internet collectioll I • f :: 

._ _ __,jSection 3(b)(4)b ofNSA's Section 702 minimization procedures states, "Internet • :: 
transactions acquired on or after March 18, 2017, that are not to or from persons targeted iri •· 
accordance with NSA.'s section 702 targeting procedures are unauthorized acquisitions and: :: 
therefore will be destroyed upon recognition," •• .. 

... ------------------------------------~- •• (ffll,'SY~ I I :: 

(ffif!Slf,'NFJ! 
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(U) The Department of Justice will include this issue in its quarterly report to the Court 
regarding Section 702 compliance occurrences. The report will include the status of any 
• required purges. • 

Kevin J. O'Cormor 
Chief; Oversight Section 
Office of Intelligence 
U.S. Department of Justice 
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