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(U) GOVERNMENT'S EX PARTE SUBMISSif).N OF AMENDMENTS TO 
DNI/AG 702(h) CERTIFICATIONS AND RELATEO.PROCEDURES, EXPARTE . . 

SUBMISSION OF AMENDMENTS TO DNI/AG 702(g).CERTIFICATIONS, AND 
REQUESi FOR AN ORDER APPROVING SUCH AMENDED CERTIFICATIONS . . . 

. . 
(Sl/4§)C/1'lF) In accordance with subsection 702G)(l)(C) of th°~ Foreign Intelligence . 

. . 
Surveillan~e Act of 1978, as amended (PISA or "the Act"), the United Sfa~es of America, 

. 
by and thrpugh the undersigned Department of Justice attorney, hereby suo~ts ex 

parte and Jmder seal the attached 
(b)1 and 3 per ODNI - 7E per FBI -

3, 7E per FBI as amended. Attached as Exhibit I to 
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the Amendments to the 2018 Certifications are amended querying procedur:s to be 

used by the Federal Bureau of Investigation (FBI). 

(5/fOC~JF) In addition, the 2018 Certifications, as amended, also in~lude 

amendments to ______________ • -

3. 7E per FBI 

Specifically, these amendments authorize the use of the querying procedures attached 

herewith as Exhibit I to the 2018 Certifications, as amended, in connection with foreign 

intelligence information acquired in accordance with the predecessor certifications. 

(U) Procedural History 

ffJf/OC/UF) In March 2018, the Attorney General and the Director of 

National Intelligence (DNI) executed reauthorization certifications (i.e., the 2018. 

Certifications) that were intended to reauthorize the acquisition of foreign 

1 (U) Prior to passage of the FISA Amendments Reauthorization Act of 2017, Pub. L. No. 115-118, 132 Stat. 
3 (Jan. 19, 2018) (hereinafter ''Reauthorization Act''), the current subsection (h) of section 702, 
"CERTIFICATIONS," was located at subsection (g). The government continues to refer to certifications 
adopted prior to that Act using their historical statutory reference (i.e., "DNI/AG 702(g) Certification"). 

2 (U) As previously explained to the Court, because th~ecame effective or fflfj@jj 
TT nd were effective for one ear, the government did not need to submit certifications reauthorizing 
those cerli!ications durin Accordin I there were no ntervening between the 3, 7E per FBI , 
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intelligence information authorized under th hich were 

then still in effect. The 2018 Certifications, accompanied by targeting, 

minimization, and querying procedures approved by the Attorney General in 

consultation with the DNI, were filed with the Foreign Intelligence Surveillance 

Court (FISC or "the Court") on March 27, 2018, for its review and approval.4 

(U) The querying procedures accompanying the 2018 Certifications 

permitted the FBI to comply with the new statutory requirement that "a record 

[be] kept of each United States person query term" by continuing the FBI's 

longstanding practice of keeping a record of all queries of unminimized Section 

702 information, without distinguishing between U.S. person query terms and 

other query terms. In accordance with existing practice, the querying procedures 

also did not require FBI personnel to furnish a written justification before 

running or reviewing the results of queries, including queries made using U.S. 

person query terms. 

{$/INF) On April 5, 2018, the Court extended the time for its review of the 

2018 Certifications and amendments ,3, 7E per FBI 

' 

through July 25, 2018. On April 23, 2018, the Court issued an Order appointing 

4 (U) The 2018 Certifications included amendments proposing the use of the minimiza~ 
d fl d th 'th· connection with information acquired under all of those 111i1ii111i111 • 

3, 7E per FBI 
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amici curiae and setting forth a briefing schedule for amici and the government. 

After a full round of briefing, the Court held a hearing on July 13, 2018, in which 

amid and representatives from the government participated. On July 20, 2018, 

the Court again extended the time for its review of the 2018 Certifications and 

amendments to their respective 
3, 7E per FBI 

hrough October 18, 

2018. 

(StfOC/NF) On September 18, 2018, the government submitted 

amendments to the 2018 Certifications, as well as amended minimization and 

querying procedures5 to be used by the National Security Agency (NSA), FBI, 

Central Intelligence Agency (CIA), and National Counterterrorism Center 

(NCTC) in connection with the 2018 Certifications and the 
3, 7E per FBI 

3, 7E per FBI 
The revisions to the minimization and querying procedures 

addressed many of the concerns raised by amid and the Court. Of note, 

however, the amended FBI querying procedures submitted in September 2018 

continued FBI' s longstanding practice of keeping records of all queries, and did 

not include a requirement to document a statement of facts for United States 

s (U) The querying procedures originally submitted as Exhibit H to the 2018 Certifications were 
consolidated procedures that applied to all four agencies. The querying procedures for NSA, FBI, CIA, 
and NCTC submitted with the September 2018 amendments to the 2018 Certifications were contained in 
separate documents for each agency. 
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person queries. See Government's Ex Parte Submission of Amendments to 

DNI/AG 702(h) Certifications and Related Procedures, Ex Parte Submission of 

Amendments to DNI/AG 702(g) Certifications, and Request for an Order 

Approving Such Amended Certifications, filed on September 18, 2018, at 15-18 

(hereinafter "September 2018 Cover Filing"). 

~{~,IF) The Court held a second hearing on September 28, 2018, in which 

amid and representatives from the government participated. On October 18, 

2018, the Court approved the 2018 Certifications, as amended, as well as the 
(b) (1) 
(b) (3)-50 USC 3024 (i) 

targeting, minimization, and querying procedures submitted therewith, bu! .. '-. _______ _. 
. . . I • • • 

I • • • • • 

found the FBI' s minimization and querying pr(!c~dures defl~i~nt in two regards. •. . . . 
3, 7E per FBI 

... 

... 
- 3, 7E per FBI First, the Court held that the 

requirement in Section 702(f)(l)(B) that querying procedures "include a technical 

procedure whereby a record is kept of each United States Person query term 

used for a query" requires agencies to adopt recordkeeping practices by which 

agency personnel document whether a query includes a U.S. person identifier. Id. 

at 61. Because the FBI' s proposed querying procedures did not require it to keep 

records that "indicate whether terms are United States person query terms," and 

instead allowed the FBI to keep records of all queries, without identifying which 

included U.S. person identifiers, the Court held that these procedures did not 

SECRET//ORCON/NOFORN 
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comply with Section 702(f}(l)(B). Id. Second, the Court held that the FBI's 

minimization and querying procedures did not comply with the requirements of 

FISA or the Fourth Amendment because they did "not require adequate 

documentation of the justifications for queries that use United States-person 

query terms." Id. at 133. Specifically, the Court found that, although the FBI's 

querying standard was adequate on its face, the manner in which FBI had been 

conducting queries involved a large number of unjustified queries, thus 

rendering the procedures insufficient without additional safeguards. Id. at 67, 81. 

The FISC expressed its belief that one way in which the minimization and 

querying procedures could be modified to cure this deficiency would be to adopt 

amici' s proposal to include a requirement in the querying procedures that FBI 

personnel record a written justification explaining why a U.S. person query was 

reasonably likely to return foreign intelligence information, as defined by FISA, 

prior to reviewing the contents of any communications returned by such a query. 

Id. at 96-97. On November 15, 2018, the government filed a notice of appeal to 

the Foreign Intelligence Surveillance Court of Review (FISC-R). 

(Sf/NF) The FISC-R issued an order on November 30, 2018, appointing 

amid and setting a briefing schedule. After a full round of briefing, the FISC-R 

held a hearing on May 23, 2019, in which amid and representatives from the 

government participated. On July 12, 2019, the FISC-R affirmed the FISC' s 

SllCrui:T//ORCON/NOFOR..l\.I 
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holding regarding the first deficiency, concluding that the FBI's proposed : 

querying procedures "do not comply with Section 702(f)(l)(B) insofar as tI;ey do 

not include a procedure whereby FBI personnel document, to the extent 

. 
reasonably feasible, whether a particular query term relates to a United States 

person or a non-United States person." ■----------------If 

-----,------------------------1• 
3. ?E per FBI 

In light of this holding, the 

FISC-R declined to reach a conclusion regarding the second deficiency found by 

the FISC, but observed that the above-described written justification requirement 

seems to be a "modest measure that would alleviate the most significant 

concerns raised by the FISC." Id. at 41. 

(U) Changes to the FBl's Querying Procedures 

(!i{R'JF) The government has amended the FBI's querying procedures to remedy 

the deficiencies identified in the FISC and FISC-R opinions. To aid the Court in its 

review of the FBI' s amended querying procedures submitted herewith, below is a 

discussion of the changes made to those procedures since the submission of the 

procedures with the 2018 Amended Certifications on September 18, 2018 (hereinafter 

"Amended September 2018 FBI Querying Procedures"). 

(Sffl'JF) First, the amended FBI querying procedures submitted herewith require 

the FBI to keep records that identify which queries of unminimized Section 702 

SECR-lffi'/ORCONfNOFORN 
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information use a U.S. person identifier. See Amended 2018 FBI Querying Procedures, 

Ex. I at 4, § IV.B.1. Specifically, the amended FBI querying procedures do not include 

the footnote which previously memorialized FBI' s longstanding practice of keeping a 

record of all queries of unminimized Section 702 information, without distinguishing 

between U.S. person query terms and other query terms. Cf Amended September 2018 

FBI Querying Procedures, Ex. I at 4-5 n.5, § IV.B.3. As a result of this change, the FBI' s 

amended querying procedures are now consistent in this regard with other agency's 

querying procedures that were submitted in September 2018 and approved by the 

Court in October 2018. See Amended September 2018 NSA Querying Procedures, Ex. H 

at 4, § IV.B.3; Amended September 2018 CIA Querying Procedures, Ex. J at 4, § IV.B.4; 

and Amended September 2018 NCTC Querying Procedures, Ex.Kat 4, § IV.B.4. 

(S/~;ff) Second, the amended FBI querying procedures submitted herewith 

require the FBI to maintain a written statement of facts showing that a U.S. person 

query was reasonably likely to retrieve foreign intelligence information prior to 

reviewing the contents returned by such a query. See Amended FBI Querying 

Procedures at 4, § IV.A.3. Thus, the amended FBI querying procedures adopt the exact 

remedy first proposed by amici and discussed with approval by both the FISC and 

FISC-R. See, e.g., Oct. 2018 FISC Op. at 96-97 ("The Court regards amici's 

documentation proposal as a measured and reasonable response to the statutory and 

Fourth Amendment deficiencies it has found in the FBI's implementation of its querying 

SECRE'f//ORCON/NOFORN 
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standard"); July 2019 FISC-R Op. at 41-42 {"[T]he remedy Amici propose-a 

requirement that FBI personnel document in writing their justification for running a 

query using a United States person query term before examining the contents of Section 

702 information returned by such queries-appears to us a modest measure that would 

alleviate the most significant concerns raised by the FISC."). In light of the additional 

safeguards introduced with the addition of this revision to the querying procedures, the 

FBI has also removed the categorical batch query provision previously set forth at 

Section IV.A.3 in the Amended September 2018 FBI Querying Procedures. 

(U) Third, the amended FBI querying procedures require that the FBI make 

available records generated for both of these requirements to enable oversight by NSD 

and ODNI. See Amended 2018 FBI Querying Procedures, Ex. I at 5, §§ IV.B.3 and IV.B.4. 

Such a requirement will enhance effective review of the implementation of FBI' s 

amended querying procedures. 

(S//NF) As described in the Affidavits of the Director of the FBI attached 

herewith to the Amendments to the 2018 Certifications, the amended FBI querying 

procedures 

include additional recordkeeping provisions that necessitate modifications 
to FBI systems, as well as training of FBI personnel, in order to facilitate 
full compliance with all provisions of these procedures. The FBI will 
complete modifications of its systems and train its personnel as soon as 
practicable in order to comply with these new provisions. 

SECR:ETf/OR:CON/-NOFOR:N 
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•, . 
FBI Director's Affidavit at 2. At this time, the FBI assesses that it.wni·cc;,mplete th~ . . . 
necessary training initiatives 

3, 7E per FBI 

3, 7E per FBI 
I aw Section 702-acquir.ed' information as follcyvs: the FBI . . . . . . 

assesses that - fwill take uneil 
. 

approximately November 15, 20,19; and that modifying its! r 

,..._ _________ Jwill take until approximately December 13,;2019. Training 

on the new requirements, including 
3, 7E per FBI 

will be 

available to FBI personnel by November 15, 2019. After December 13, 2019, any FBI 

personnel who have not completed the training will have their access to unminimized 

Section 702-acquired information terminated. 

(&,'/NF) The FBI reports that w ...... ___ .......,I_ would likely take 

longer, potentially ten months to complete, and could cost a consi"~erable sum of 

. 
money.6 The FBI is evaluating whether it would be worthwhile to irt,vest the·resources 

necessaryfflj•\,■f=j■ _____ ___.,l During this evaluation and possible . . 
modification period, and beginning no later th:n; A\rg-ust 30, 2019, the FBI will require . . .. 

L __ Jilll.lllill!l.t~ ~-~t~ !".r!t~~.r!'!~o,r1~ <?f.l!·?·.P,e,r~oA qu_e~i~~ ~(u.rt~~.,_iz_e_d ______ ~ 
(bl Ill 
(b) (3)-50 USC 3024 (il 

........... : :.: . .-._~,,,,._ ······• .... ·.•.·. 
' !S/fNF) The .. llith operates as an 
independent contractor. Building the ,:,ecordk,e~ping requirements 
~jre _____ • : 
-----------._J hence the additional time and increased cost to the FBI. 

SECRET//ORCOPHNOFORN 
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' , . 
Section 702-acquired informaµon and written records of justifiqt~on~ to:the extent . . . . . . . . 
required by the amended procedures. According tq J:I,.e fB'I.; such written records will . . . . . 
be available for oversight by NSD and opMi. Ip.,t<ldition, the FBI believes that such . . . . . . . . . 
written records would be impi:actical aper overly burdensome to maintain for FBI' s . . . 

3, 7E per FBI 

3, 7E per FBI 

(Sf/cl>U') The government will submit a report every 45 days from the date of this 

filing apprising the Court of FBI' s progress in implementing its amended querying 

procedures. The FBI has reviewed a copy of this document and confirmed the accuracy 

of the factual information contained herein. 

(U) Conclusion 

(SffOCfPqF)_, •• ,,,■,=1■.-----------11 as 

amended, contain all of the elements requireq -by the Act, and the amended FBI 

querying procedures to be used under those certifications are consistent with the . 
requirements of the Act and the Fourth.Amendment to the Constitution of the United 

States. Likewise, the amended FBI q\ierying procedures to be used in connection with 

. (b)1 and 3 per ODNI 
foreign intelligence information al,'quired in accordance wit 

3, 7E per FBI 

: . • • SECRET//0:Q:CeN/NOFORN • . . . . ....... . ---------~---· (bl (ll 11 
(b) (3) -50 USC 3024 (i) 
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• • S ■ ■ ■ ■ ■ ■ ■ ■ ■ .... I 

________________ _.la~~ ~~n~i-stent wi;~ the r.E4ci·r~ents of the 

. . . . 
Act and the Fourth Amendment to the Constitution ©f the Unit~d States. Accordingly, . . . ':. 

• ♦ 

the government respectfully requests thafthis Court entE!; orders pursuani to . . . ·. 
• ♦ • 

• • • I .. I • - • I 

subsection 702Q)(3)(A) o~ !he Act approving: 
• ♦ • 

-------~~~ amended; the use~£ th~ amended FBI querying prqcedures 
♦ • 

attached thereto as Exhibit I in conn~ction with acquisitions of foreign int~lligence 
♦ 

♦ • 

information in accordance with ·those certifications; and the use of the arn~nded FBI 
♦ 

♦ 

querying procedures attached as Exhibit I to 
♦ 

♦ 

---------~n connection with foreign intelligence • ormation acquired in 

accordance with all predecessor certifications. 

By: 

Respectfully submitted, 

John C. Demers 
Assistant Attorney General 

Deputy Unit Chief 

Office of Intelligence 
National Security Division 

U.S. Department of Justice 
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