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shooting at Fort Hood, Texas, and Anwar al Aulagi, an FBI counterterrorism subject, were
not timely identified by the relevant FBI personmel. 4. 2t 82, The Webster Commission
Report, at length, discussed the “search capabilities” (pp. 28-29), “search tools” (pp. 89-
90) and “search limitations” (p. 90) of FBI databases, and its recommendations were

geared toward making the FBY s search capabilities and tools (e.g., queries) more effective

and efficient.

In adopting thé Webster Comunission’s and 9/11
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necessary 1o determine the US. person status of individuals associated with a domestic

investigation.*

{}——{8#8) The FBI currently has a decade of experience determining U.S. person status
through the application of its section 702 Targeting Procedutes. Through this experience,
the FBI has learned that the process of reviewing information in FBI’s holdings and

assessing what that information reveals about an individual’s U.S. person status is, in

some instances, a complex and time-consuming endeavor. _

b3 Per FBI
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1 (U} The AGG-DOM also states, “[lt is axiomatic that the FBY must conduct its investigations and other
activities in a lawful and reasonable manner that respects liberty and privacy and avoids unnecessary
intrusions into the lives of law-abiding people ” (Emphasis added.) This requirement is not limited to
“law-abiding citizens” or even “law-abiding U.S. persons.”
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(U) It is my assessment that if FBI personnel are required to take the time to attempt

' to differentiate between U.S.personandnon—U.S-'». person query terms in the context of
conducting queries during the investigation of threat streams, that activity would have a

significant negative impact on FBI operations by: (1} diverting investigative resources

; toward identifying the U.S. person status of the individuals associated with query terms,

disincentivizing agents and analysts from querying FISA data during investigations.

A. (U) Diversion of FBI Resources
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(2) delaying the FBI's ability to timely investigate and thwart threat streams, and (3)-
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B. (U} Cultural Impact on the Importance of Accuxacy

(U) Although the practice wotild be less taxing on FBI resources, the FBI also has
concerns that permitting FBI pem@d to rely solely on personal knowledge would be in
tension with other obligations that require more of FBI personnel. For example, FBI
agents executing FISA applications cannot rely on their own personal knowledge, but
mustafﬁmthatmeFBIposéessesreeords that support every factual assertion in a given

=epicecn. [, - - ™

e FBI maintains a strong culture

information, even if that requires them to go beyond what is in their personal knowledge

or possession. Allowing FBI personnel to rely solely on their own personal knowledge

conveys a message inconsistent with that culture—that there would be nothing wrong
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with one agent identifying someone as a U.S. person, while a colleague identifies the same

md.wxdual as a non-U.5. person.

(U)) Separately, a requirement that FBI must include a written justification prior to
reviewing any section 702-acquired results that are returned using a U.S. person query
term would likewise hinder the FBI's ability to perform its national security and public

(U) In order to know whether a written justification is required, FBI pexsonnel would -
fixst need to determine whether the query term that returned the Section 702 information
was a US. person query term. This obl_igaﬁoit- would impose the aforementioned
administrative burdens associated with reviewing FBI material and assessing U.S. person .
status, as well as the same problems of speculation and inconsistency if the determination -

" were instead based solely on the personal knowledge of the agent or analyst running the
query. |
{H———45(ANF) Even if the FBI decided to t1-'eat all individuals as U.S. persons and elected to
apply a justification requirément to all queries that return section 702 collection, the
impact on FBI resources would still be significant. Becms.s not configured to :?,Eper Bl
allow the FBI to calculate-how many l:;rior queries returned FISA collection that was

reviewed, much less when those queries concerned a U.S. person, the FBI is unable to
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(U) 1 declare the foregoing to be true and correct, under penalty of perjury.

ngned this m day of September, 2018.

PHER A. WRAY L
Director, Federal Bureau of Investigation
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