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SECRET United States Foreign
Intefligence Survelllance Court
UNITED STATES
SEP 17 206

FOREIGN INTELLIGENCE SURVEILLANCE CQURT. ¢\ Hal, Clerk of Gourt

WASHINGTON, D.C.

IN RE APPLICATION OF THE FEDERAL

BUREAU OF INVESTIGATION FOR AN Docket Numbe:IFEEJET
ORDER REQUIRING THE PRODUCTION
OF TANGIBLE THINGS

ORDER APPOINTING AN AMICUS CURIAE

For the reasons set out below, the Court apl.)oims Preston Burton 1o serve as amicus
curiae in the above-captioned matter for the purpose of assisting the Court in considering the
issues specified herein.- 'l;his appointment is made pursuant to section 103(i)(2)(B) of the Foreign
Intelligence Surveillance Act of 1978 (FISA), codified a1 50 U.S.C. § 1803(i)}2)(B), as most
recently amended by the USA FREEDOM Act, Pub, L. No. 114-23, 129 Stat. 268, 272 (2015).
This Order also addresses certain administrative matters relating to the participation of the
amicus.
Backeround

On August 27, 2015, this Court approved in part the government’s application in the
above-captioned docket. The Court granted the government’s request for the issuance of orders

pursuant to the FISA “business records™ provision, 50 U.S.C. §1861, GRS CRINEISERFEI
to acquire, in bulk, and on an ongoing daily basis, certain (iR

B Such acquisition is authorized through 5:00 p.m., Eastern Time on

November 28, 2015. Pursuant to section 103 of the USA FREEDOM Act, the Court is
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prohibited from authorizing any further bulk collection of tangible things under 50 U.8.C. §1861 .
aﬁer November 28, 2015. See aiso Pub. L. No. 114-23, § 109, 129 Stat. at 276.

The application also requested authority for the govemment, after November 28, 2015, to
continue to retain, search and 5na|yze, for foreign intelligence purposes, (IEEIESNES
I ill produce pursuant to the Court’s
order, and have produced under prior production orders issued by the Foreign Intelligence
Surveillance Court (“FISC"). In particular, the government seeks authority to retain and use, in

accordance with the minimization procedures approved by the FiSC, [IEEJEEINEIOEEET

]
|
I 1T Court has taken these requests under advisement.
See Docket EEJERI, Primary Order at 13-14 (Aug. 27, 2015).
Appojntm i uriae

By the terms of 50 U.S.C. § 1803(i)(2)(A), the court “shall appoint” to serve as amicus
curiae an individual who has been designated as eligible for such service under section 1803(i)(1)
“fo assist . . . in the consideration of any application for an order or review that, in the opinton of
the court, presents a novel or significant interpretation of the law, unless the court issues a
finding that such appointment is not appropriate.” Under section 1803(i}(1), the presiding judges
of the Foreign Intelligence Surveillance Court and the Foreign Intelligence Surveillance Court of
Review have until November 29, 2015, to jointly designate individuals as eligible to serve as

amici under section 1803(i)1)." To date, no such designations have been made. Under present

' 50 U.S.C. § 1803(i)(1) requires such designations to be made “not later than 180 days
after” the date of enactment of the USA FREEDOM Act, which was June 2, 2015.

-SEERET- Page 2
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circumstances, therefore, the appointment of such an individual “is not appropriate™ under
section 1803((2)X(A), because, as of yel, there are no designated individuals who can serve.

Section 1803(i)}(2)(B) provides that the Court “may appoint an individual or organization
to serve as amicus curiae . . . in any instance as such court deems appropriate,” Persons
appointed under this provision need not have been designated under section 1803(i)(1). They
shall, however, “be persons who are determined to be eligible for access to classified ‘
information, if such access is necessary to participate in the matters in which they may be
appointed.” 50 U.S.C. § 1803(i)(3)(B).

Here, the Court finds it appropriate to appoint Preston Burton as amicus curiae under
section 1803(1){(2)(B). Mr. Burton is well qualified to assist the Court in considering the issues
specified herein. The Security and Emergency Planning Staff (“SEPS”) of the Department of
Justice has advised that he is eligible for access to classified information,

Accordingly, it is HEREBY ORDERED as follows:

(1) Preston Burton is appointed as amicus curiae (hereinafter “amicus™) in this matter
pursuant to 50 US.C. § 1803(i)}2XB).

(2) The amicus is directed to address whether the government’s above-described requests

to retain, search and analyze, for foreign intelligence iy LD 1. b3 [0 USC 3024¢i))

after November 28, 2015, are precluded by section 103 of the USA FREEDOM Act or
any other provision of that Act. The Court anticipates setting a briefing schedule at a later date.
(3) Pursuant to section 1803(iX6X A)(i) of FISA, the Court has determined that the
government’s application, including the attachments, as well as the Court’s Primary Order, all of
which were filed in Docket Number SIIEEIEE) are relevant to the duties of the amicus. By

September 22, 2015, or after receiving confirmation from SEPS that the amicus has received the

_SECRET- Page 3
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appropriate clearances and access approvals for such materials, whichever is later, the Clerk of
the Court shall make these materials available to the amicus.

(4) With the guidance and assistance of SEPS, the amicus shall handle classified
information in accordance with the Security Procedures Established Pursuant to Public Law No.
§5-511, 92 Stat. 1783, as Amended, By the Chief Justice of the United States for the Foreign
Intelligence Surveillance Court And the Foreign Intelligence Surveillance Court of Review (Feb.
21, 2013) (“Security Procedures™) (copy attached at Exhibit A). For purposes of the Security
Procedures, the amicus shall be regarded as court personnel.

(5) Section 1803(i)(6)(C) provides; “An amicus curiae designated or appointed by the
court may have access to classified documents, information, and other materials or proceedings
only if that individual is eligible for access to classified information and to the extent consistent
with the national security of the United States.” The Court believes that, in this matter, the
arnicus’s access to classified information pursuant to paragraphs (3) and (4) above is consistent
with the national security of the United States. If, however, the government believes otherwise,
it shall provide written notice and expianation to the Court by September 21, 2015.

(6) The attorney for the government shall ensure that the Attorney General receives a
copy of this Order pursuant to the notification requirement at section 1803(i)(7).

. 1
ENTERED this /' day of September 2015, in Docket No. BR 15-100,

MICHAELW, MOSMAN
Judge, United States Foreign
Intelligence Surveillance Court

SECRET- Page 4
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Exhibit A

Securily Procedures Established Puryusnt to Public Lew No. 95-511, 92 Stat. 1783, s
Amended, By the Chief Justice of the United States for the Foreign Intelligence
Survellisnce Court And the Foreign Intelligence Surveillznce Court of Review

1. Purpose, The purpose of these procedures, as revised, is to meet the court security
requirements of the Foreign Intelligence Surveillance Act of 1978, Pub. L. No. 95-511, 92 Stat.
1783, s amended (“the Act”).! These security procedures apply to both the Forcign intelligence
Surveillance Court established under § 103(s) of the Act and the Foreign Intelligence
Surveillance Court of Review estublished under § 103(b), and to all supparting personnel of said
courts, Except for the judges of the two courts, the same facilities, personnel, and security
procedures shall be used by both courts, subject to such exceptions as muay be suthorized by the
Chief Justice. These procedures have beent sdopted in consultation with the Attomey General
and the Director of Nationa! Intelligence as required by the Act and supersede the security
procedures issued on May 18, 1979. The term “court” as used herein refers to both Courts,

2. Quarters and Facifities. The quarters and facilities of the court, including a hearing
room, work chambers, and storage facilities for court records, shall be constructed and
maintained in accordance with spplicable construction standards pertaining to seasitive
compartmented information facilities adopted by the Director of National Intelligence, The
location of court facilities may be changed by the court from time to time in consultation with the
Chief Justice, the Attomey General, and the Director of Nationa! Intelligence.

3. Members of the Court. Judges to be designated a5 members of the court pursuant to
§ 103 of the Act shall be subject, before designation, to an updated background investigstion to
be conducted by the Federsl Bureau of Investigation under applicable Executive Branch
standards for investigations performed in support of determinations of eligibility for access to
sensitive compartmented information or other classified nationa! security information, insofir as
they may be deemted applicsble to the court. If s question of suitability to serve on the court is
raised st any time sfier initial appointment, the mater is 10 be referred to the Chief Justice, who
may elect to consuit with the Attomey General and the Director of National Intelligence
regarding the security significance of the matter before taking such action as the Chief Justice

deems appeopriate. :
4. Appointment of Personnel. The court may bave a Clerk of Court and such other

legal, administrative or support personnel as it may require. Thke court may also arrange for the
services of & court reporter, & it deems appropriate. Such personnel may have access to court

! Section 103(c) of the Act reads in pertinent part: “The record of proceedings under
this Act, including applications made and orders granted, shall be muintained under security
measures established by the Chief Justice in consultetion with the Attomey Genera! and the
Director of Nationa! Intelligence,” See also § 302(e} (physical search proceedings); § SO1(f)(4)
{proceedings regarding the production of records or other tangible things), § 702(kX1)

ings regarding certain scquisitions of foreign intelligence infomation).

18-cv-12131 (SDNY)(NSD)001245



APPROVE

p FOR PUBLIC RELEASE

records and proceedings, including sensitive compartmented information or other classified
national security information contained therein, only as authorized by the court and only to the
extent necessary to the performance of an official function. Persomnel zppointed by or
designated for service to the court shall underge appropriste background investigation by the
Federal Buresu of Investigation under applicable Executive Branch standards for investigations
performed in support of determinations of eligibility for sccess to sensitive compartmented
information or other classified national sccurity information. All court personne! having access
to sensitive compartmented information or other classified national security information shall
sign kppropriate secusity agreements. If a question concerning the security clearance of court
pemsonncl is raised subsequent to appointment, the metter shall be referred to the court, which
may consult with the Attomey General and the Director of National Intelligence regarding its
security significance before taking such action as it deems appropriste.

5. Security Officer. The court shall designate as security officer the Director, Security
&nd Emergency Planning Staff, Depariment of Justice, or another individual who has
demonstrated competence in providing security for classified national security information and
sensitive compartmented information from among candidates submitted by the Attorney General
and the Director of National Intelligence.  One or more alternate security officers may be
designated by the court as required.  The security officer shall serve at the pleasure of the court
and will not be subject to removal by the Executive Branch without the concurrence of the court,
The security officer (and alternates) may be Executive Branch employees and may perform other
duties in the Executive Branch, so long as such duties do not conflict with their responsibilities to
the cowrt.  Additional personne]l may be provided by the Department of Justice to perform
incidental security and administrative functions for the court provided appropriate security
clearances have been obtained.

The security officer shall be responsible to the court for document, physical, personnel,
and communications security. Under the supervision of the court, the security officer shall take
measures reasonably neccssary to fulfili thesc responsibilities, The security officer shall arange,
at a minimum, for an annual security review of court quarters and facilities and shall submit a

report to the court.

6. Security Functions of the Clerk af Court. The Clerk of Court, with the advice and
concurrence of the security officer, shall establish and maintain a contro) and accouatability
system for all records of proceedings before the court that involve classified national security
information, and any other records or documents the court may designate, The Cletk,in -
consultation with the security officer, shall further ensure that all court records are marked with
appropriate security classifications in accordance with Executive Order 13526 and jts successors,
and procedures to be established by the court.

7. Court Proceedings. The court shall ensure that all court records (including notes,
draft opinions, end related materials) that contain classified national security information are
maintained according to spplicable Exccutive Branch security standards for storing and handling

2
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ciassified antionel security information. Records of the court shall not be removed from ils
premises except in accordance with the Act, applicable court rule, and these procedures, Insofar
as the court may direct, the Clerk of the Court may, in coordination with the security officer,
arrange for off-site storage of court records, provided that classified national security information
contsined therein is maintained according to the above-referenced security standards. Reports
and exhibits submitted in support of applications to the court may be returned. by the court to the
applicant on a trust receipt basis. ’

Whenever a party other than the government makes a submission to the court that
potcatially contains classified national security information, the court shall promptly coordinate
with the security officer to determine whether the submission contains classified national security
information. The security officer shall, as directed by the court, consult with appropriate
executive branch officials with regard to such a determination. The court may consider the
submission while such a determination is pending, provided that the court sefeguards the
information in question as classified national security information in accordance with these
procedures, The security officer shall, after consulting with the court, advise the parties of the
results of the determination. If it is determined that the submission does contain classified
nations] security information, the security officer shafl ensure that it is marked with appropriate
classification markings and the Clerk of Court shall ensure that it is handled in eccordance with

those markings under these procédures.

8. Security Procedures for Section 102(a) and Section 302(a). Cettifications
transmitted by the Attomey General to the court under seal pursuant to Section 102(a) or
Section 302(a} of the Act shall be numbered in sequence by the Clerk of Court, wheo shall
maintain a record of all certifications received by the designated mumber and date of receipt.

Certifications received by the court for retention only shall be filed under seal in scparate
storage compariments. They shell only be accessed jointly by a representative designated by the
court and & representative of the Executive Branch designated by the Attorney General, They
may be unsealed only in accordance with the provisions of the Act.

9. Training. Members of the court and court personnel shall be briefed on security
measures appropriate to the functions of the court by designees of the Attortsiey General and the
Director of National Intelligence.

10. Term. These procedures shall remain in effect until modified in writing by the
Chief Justice after consultation with the Attomey General! and the Director of National
Intelligence.

18-cv-12131 (SDNY)(NSD)001247



APPROVED FOR PUBLIC RELEASE

Issued this 2ok dgy of RIBAVALY , 2013, aficr consultation with the Attomey General
of the Uniled States and the Director of National Intefigence as required by the Foreign
Intelligence Surveillance Act.

’ s

!
' " Johr*G.“Roberts, Jr.
Chief Justice of the United States

The Attorney General concurs in the pracedures for safeguarding certifications filed
uader Section 102(s) or Section 302(a) of the Act, as set forth in paragraph 8.7

Eric H. Holder, Ir. ;3

Attomey General of the United States

~* Section 103(c) provides that the Chicf Justice shall establish security procedures for
the court in consultation with the Attorney General and the Director of National Intelligence,
Sections 102(a)(3) and 302(2)(3) provide that certifications of the Attomey Gencral issued in
accordance with Section 102(a)(1) or Section 302(s)(1)(A) of the Act shall be mainteined under
security measures established by the Chief Justice with the concurrence of the Attorney General,
in consultation with the Director of National Intelfipence.
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SECREF
U.S. FOREIAN
: ITELLS ‘
UNITED STATES SURVERL A SURT
FOREIGN INTELLIGENCE SURVEILLANCE COUR25 SEP 21 PH 4: 58
WASHINGTON, D.C. LEEAHS FINHNE HALL

CLERY OF TL,L‘RT

15-IN RE APPLICATION OF THE FEDERAL

BUREAU OF INVESTIGATION FOR AN ORDER Docket Numbe Nl
REQUIRING THE PRODUCTION OF TANGIBLE
THINGS.

Sy NOTICE CONCERNING THE COURT’S ORDER OF SEPTEMBER 17, 2015
APPOINTING AN AMICUS CURIAE

{8} By Order dated September 17, 2015, this Court appointed P;reston Burton' as
amicus curiae (here.inafter “amicus”) in the above-captioned matter. The Court also
determined that certain classified materials identified in paragraph (3) of the Order are
relevant to the duties of the amicus, and that the provision of those materials to him_ |
was consistent with the national security of the United States. Accordingly, the Order
directeci that by Sepfemlier 22, 20i5, or after receiving confirmation that the arnicus has
received the appfopriate clearances and accéss approvals for such materials, whichever
is later, the Clerk of the Court was to make thoge materials ax)ajjable to the amicus. The
Order further directed the government to provide written notice and explanation to the

Court by September 21, 2015, if the government did not believe that the amicus’s access

Classified by: Section, OI, NSD, DOJ

Reason:
Declassify on:
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to l:hé dlassified information in the materjals identified in paragraph (3) of the Order
was coﬁsistent with the national security of the United States.
—(S); The government hereby notifies the Court that the government believes the
a:njcps’s access to the classified information in the materials idéntiﬁed in paragraph (3)
of the Order would be consis-tentrwim the national security of the United States,
provided that he has received the appropriate clearances and access approx}als for such
information. |
Respectfully submitted,

John P. Carlin
- Assistant Attorney General

Stuart J. Evans
Deputy Assistant Attorney General

k6. b7C

By:

Office of Intelligence
National Security Division
U.S. Department of Justice
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