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 AREAS OF INTEREST 

Background:  request for information dated . Named areas of interest in  
associated to illicit alien operations with impacts to CBP operations. 
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PRIVACY THRESHOLD ANALYSIS (PTA) 

This form is used to determine whether 

a Privacy Impact Assessment is required. 

 

Please use the attached form to determine whether a Privacy Impact Assessment (PIA) is required under 

the E-Government Act of 2002 and the Homeland Security Act of 2002.   

Please complete this form and send it to your component Privacy Office.  If you do not have a component 

Privacy Office, please send the PTA to the DHS Privacy Office: 

 

Senior Director, Privacy Compliance 

The Privacy Office 

U.S. Department of Homeland Security 

Washington, DC 20528 

Tel: 202-343-1717 

 

PIA@hq.dhs.gov 

 

Upon receipt from your component Privacy Office, the DHS Privacy Office will review this form.  If a 

PIA is required, the DHS Privacy Office will send you a copy of the Official Privacy Impact Assessment 

Guide and accompanying Template to complete and return. 

A copy of the Guide and Template is available on the DHS Privacy Office website, 

www.dhs.gov/privacy, on DHSConnect and directly from the DHS Privacy Office via email: 

pia@hq.dhs.gov, phone: 202-343-1717. 
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months, with possible extensions as required. Information collected as part of the pilot will continue to be 

retained after the pilot until CBP can establish an appropriate retention schedule. As part of the pilot, CBP 

will provide proprietary, commercially available AdID platforms to  

. CBP will track requests for AdID research, analysis, and 

response sent to requester.  

 

   

 

 

 

 

 

 

. 

 

(U) An Evaluation Committee, consisting of  

and Privacy and Diversity (PDO) representatives, will 

establish user guidelines, account issuance protocols, tracking and monitoring of user activity, account 

maintenance and will consolidate the evaluation results across platforms.  
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(U//FOUO) This AdID data is acquired directly from a data provider’s platform and indirectly through 

two other commercial platforms accessing the same data. The data vendor ingests and aggregates location 

adID data from data providers  

 This AdID data is only available from devices and apps that have opted-in to share location data 

and only when a device is in use, never when a device is idle or turned off.  AdIDs are resettable at any 

time by a device owner. Location data collected by a wireless carrier and/or device manufacture is never 

used. SDK-sourced location data is recorded by applications and is embedded within tens of thousands of 

apps. Not all location enabled apps include an SDK that shares location data. RTB-sourced location data 

is recorded when an advertisement is served.  

 

(U//FOUO) The data provider takes  to process all data collected to help flag and filter valid 

location data by signal origin and key characteristics. Data is also filtered to remove duplicate, inaccurate, 

and fraudulent data. No real-time tracking of data is available.  

 

(U//FOUO) For further security, the AdID data provider further anonymizes the original AdID by 

generating a new, hashed AdID for use by vendor platforms. This new hashed ID is called the Provider 

ID. This allows platform users to see only the provider generated AdID and its associated geolocation 

data, and timestamps of activity. Vendor platforms  

.  

 

(U//FOUO) As noted in section 1, two vendor platforms provide an enhanced version where a user can 

see and search by the original AdID. In addition to search, the enhanced version provides metadata 

associated with the device.  This metadata includes: 

• the AdID number,  

• device geolocation data (latitude/longitude & timestamp),  

•   

   

   

  

 

 

• Below is an example of what some of the information looks like: 
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Platform user queries and associated search results  

 may be saved by CBP users in the vendor platform for further 

analysis. Subsequent analysis and any relevant findings will be captured in standard CBP reporting  

  

The DHS Privacy Office agrees this is a privacy sensitive system that requires PIA coverage. A new PIA 

is required to discuss CBP’s use of AdID. Because Components will have unique applications of this type 

of data, Component-specific PIA coverage is necessary. The DHS Privacy Office recommends that, in 

addition to the compliance coverage, Components develop Rules of Behavior and/or SOP/guidance for 

the use of AdID data.  

CBP should address how AdIDs become linked to an individual during the CBP analysis process, as well 

as the retention of AdID in the vendor system and within CBP systems with the associated linked PII. In 

addition, CBP should discuss the process of searching the platforms for a known AdID that CBP has 

previously identified outside of the platform,  

. 

SORN coverage comes from DHS/CBP-024 CBP Intelligence Records System, which permits the 

collection of location information from public source data, metadata, as well as commercial data 

providers. This SORN permits the collection of information about individuals associated with law 

enforcement activities where CBP is responsible for upholding the law. 
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