
From: Privacy
To:  (IGL)
Subject: FW: For Review: HSAM Appendix G and SOW for Babel Street Software
Date: Monday, June 21, 2021 11:01:00 AM
Attachments: Statement of Work for Babel Street.docx

Babel Street HSAM Appendix G - Safeguarding of Sensitive Information.pdf

 
I’m deferring to you since ’s email below indicates that he’s seeking Privacy guidance. 
 
This contract is for Babel Street, an subscription service used for investigatory purposes by utilizing
open source information (publicly available data) in near real-time, including social media, based on
unique identifiers for related associations and enhanced data analytics, that could be deemed as PII.
 
 
Let me know whether this needs your signature (even though the Appendix G doesn’t call for use of
PII/SPII)
 
Thanks,
 
-
 
 

From:  (CIO) @usss.dhs.gov> 
Sent: Monday, June 21, 2021 10:43 AM
To: AppendixGSecurity <AppendixGSecurity@usss.dhs.gov>; Privacy <Privacy@usss.dhs.gov>
Cc:  (CID) < @usss.dhs.gov>
Subject: For Review: HSAM Appendix G and SOW for Babel Street Software
 
All,
 
Attached is an HSAM appendix G and SOW for a subscription to Babel Street platform.  Babel Street
is used for open source research on social media, websites, blogs, etc.  The output of Babel Street
could be PII or SPII for an investigative target as a single data element or an aggregate of data
elements .  However, this information is publicly available. 
 
The Cyber Security Program does not believe this effort will have a “high risk” of unauthorized access
to or disclosure of sensitive information as the information generated by this solution is already
publicly available.  CIO signature not required.  Defer to SMD and the Privacy Office for their
guidance.   is the requiring office point of contact.
 

 
 

(b) (6)
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(b) (6), (b) (7)(C)

(b) (6)

(b) (6), (b) (7)(C) (b) (6), (b) (7)(C)

(b) (6), (b) (7)(C) (b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)



Chief Information Security Officer
Assistant Special Agent in Charge
Office of the Chief Information Officer
U.S. Secret Service

 (Desk)
(Mobile)

 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)



HSAM Appendix G - Checklist for Sensitive Information 

Procurement Title

Requisition #:  

Estimated Contract Value (incl. options):

Instructions: The requiring office shall complete this checklist for all acquisitions, including 
assisted acquisitions, regardless of dollar value.  A properly executed checklist serves as the 
high risk determination required by HSAR Class Deviation 15-01, Safeguarding of Sensitive 
Information.  If the requiring official determines that a contractor will have access to sensitive 
information and/or contractor IT systems will be used to input, store, process, output and/or 
transmit sensitive information, the requiring official shall ensure the Statement of Work, 
Statement of Objective, Performance Work Statement or specification is reviewed by the 
organizations identified at HSAM 3004.470(b) and obtain signatures, as applicable, on this 
checklist.  If it is not clear to the requiring official if the contractor will have access to sensitive 
information and/or if contractor IT systems will be used to input, store, process, output, and/or 
transmit sensitive information, the requirements official shall at a minimum consult with the 
Component  Chief Information Officer (CIO), Chief Security Officer (CSO) and Privacy 
Officer.  The requiring office shall submit the completed checklist as part of the procurement 
request package in accordance with HSAM 3004.7101.  Failure to submit a completed checklist 
will result in the return of the procurement request package.  The contracting officer is 
responsible for routing the checklist to the Head of Contracting Activity (HCA) or designee for 
signature and ensuring the solicitation and resultant contract reflect the requirements contained 
in the checklist. 
A. Sensitive Information and Access Requirements (completed by the requiring office):

1. Will the contractor have access to any of the types of the sensitive information listed
below during the acquisition?

 Yes   No   Chemical-terrorism Vulnerability Information (CVI) 
 Yes   No   For Official Use Only (FOUO) 
 Yes   No   Law Enforcement Sensitive Information 
 Yes   No   Protected Critical Infrastructure Information (PCII) 
 Yes   No   Personally Identifiable Information (PII) 
 Yes   No   Sensitive PII (SPII)  
 Yes   No   Sensitive Security Information (SSI) 
 Other type of sensitive information  

2. Will contractor employees have access to DHS information systems?  Yes   No 

3. Will contractor employees require recurring access to Government facilities?
 Yes   No 
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Note:  If the answer is “No” to questions 1 through 3, proceed to the Signatures section 
of the checklist.  When the answer is “No” to questions 1 through 3, the checklist shall, at 
a minimum, be signed by the requiring official and the HCA (or designee). 

4. If the answer is “Yes” to either of questions 1 through 3 above, confirm that information
security, personnel security, and/or privacy provisions have been identified for inclusion
in the solicitation and resultant contract and coordinated with the following, as applicable
(see HSAM 3004.470(b) for coordination requirements).

Definitions:
• Information security provisions include the development of the Requirements

Traceability Matrix, identification of incident reporting and response requirements,
and requests for the contractor to: provide security authorization documentation,
obtain an independent assessment, perform continuous monitoring, provide the
Government with necessary access to perform security reviews, comply with federal
reporting requirements.

• Personnel security provisions include reviewing fitness requirements and other
security matters related to access to sensitive but unclassified information and
recurring access of contractor employees to Government facilities, information
systems, security items or products.

• Privacy provisions include requirements for handling PII and/or SPII, incident
reporting, notification and credit monitoring.

 Yes   No  
   No Yes   
   No Yes   
   No    Yes

 Yes   No  

   No  

 N/A   Component CIO or designee 
 N/A   Component CSO or designee 
 N/A   Component Privacy Officer 
 N/A  TSA SSI Program Office 
 N/A   Cybersecurity and Infrastructure Security Agency (CISA) CVI  

Program Office  
 N/A   CISA PCII Program Office  Yes

Note:  For Components and offices that do not have a Component level CIO, CSO, or 
Privacy Officer, the requiring official shall coordinate with the DHS Headquarters CIO, 
CSO and Chief Privacy Officer (or designee for each).  (See HSAM 3004.470(b)(7)) 

5. Has the Component CIO, CSO, Privacy Officer, HCA (or designee for each) and program
manager determined that this effort will have a “high risk” of unauthorized access to or
disclosure of sensitive information in accordance with the requirements of HSAR
Deviation 15-01, Safeguarding of Sensitive Information, applicable to this acquisition?

 Yes  No 

Note:  If the answer to this question is “Yes” special clauses Safeguarding of Sensitive 
Information (MAR 2015), Information Technology Security and Privacy Training (MAR 
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2015) and HSAR clause 3052.204-71 Contractor Employee Access shall be included 
without revision in the solicitation and subsequent contract (as defined in FAR 2.101). 

6. If the answer is “Yes” to any of the preceding questions, identify and describe the
information security, personnel security, and privacy provisions to be included in the
solicitation including the special clauses from HSAR Class Deviation 15-01,
Safeguarding of Sensitive Information if applicable.

7. If foreign end products or services are allowed under the contract, what additional
security provisions are to be included in the solicitation to protect sensitive information
and facilities from unauthorized access and disclosure?

B. Authority to Operate (ATO) and Continuous Monitoring Data Requirements (completed
by requiring office in coordination with Component CIO or designee):

1. Will contractor IT systems be used to input, store, process, output, and/or transmit
sensitive information?   Yes   No

2. If “Yes” to #1, has the requiring office coordinated development of the Requirements
Traceability Matrix (RTM) with the Component CIO or designee for inclusion in the
solicitation?   Yes   N/A (only if “No” to #1)

3. If “Yes” to #1, will the solicitation require the submission of a draft security plan and
instructions on how the draft security plan will be evaluated?   Yes   N/A (only if 
“No” to #1) 
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4. If “Yes” to #1, does the requirements document identify how the contractor should
submit monthly continuous monitoring data to the Government?   Yes   N/A (only 
if “No” to #1) 

5. If “Yes” to #1, identify and describe the continuous monitoring data requirements to be
included in the solicitation.

Note:  When a contractor IT system will be used to input, store, process, output, and/or 
transmit sensitive information, the RTM shall be included in the solicitation.   The RTM is 
prepared by the Component CIO or designee in coordination with the requiring office and 
shall be included in the procurement request package as an attachment to the requirements 
document (i.e., Statement of Work, Statement of Objectives, Performance Work Statement).  
Contracting officers shall ensure the solicitation requires vendors to submit a draft security 
plan with their proposal/quotation as their response to the RTM.  Instructions on how the 
draft security plan will be evaluated shall be included in the solicitation. 

C. Data Retention Requirements (completed by requiring office):

1. Will the contractor be required to retain sensitive information for the Government?
 Yes    No 

2. If “Yes” to #1, does the requirements document identify (a) retention requirements (e.g.,
length of time data must be retained before return and/or destruction) and (b) security
requirements for the protection of retained data?   Yes    N/A (only if “No” to #1)

3. If “Yes” to #1, identify and describe the retention and security requirements to be
included in the solicitation.
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4. Does the Government have a plan to monitor and/or ensure contractor compliance with
the retention and security requirements identified?   Yes  N/A (only if “No” to #1) 

5. If “Yes” to #1, describe the Government’s plan to monitor and/or ensure contractor
compliance with the retention and security requirements identified in the acquisition.

D. Additional Privacy Considerations (completed by requiring office in coordination with
Component Privacy Officer or designee):

1. Is contractor support needed to complete privacy compliance documentation (Privacy
Threshold Analysis, Privacy Impact Assessment, and/or System of Record Notice, as
appropriate)?   Yes    No    N/A

2. If contractor support is needed to complete the privacy compliance documentation, does
the requirements document identify the activities and level of contractor support needed?

 Yes    N/A (only if “No” or “N/A” to #1)  

3. If “Yes” to #1, identify and describe the activities and level of contractor support needed
to complete the privacy compliance documentation.

5







   2 

The services sought in this purchase requisition will not require cleared contractors with 
access to classified systems or information nor access to controlled facilities or USSS 
information systems.  This is a web-based service. 
 

E. Privacy Act [If Applicable]  
 
Work on this project will not require that personnel have access to Privacy Information. 
Personnel shall adhere to the Privacy Act, Title 5 of the U.S. Code, Section 552a and 
applicable agency rules and regulations. 
 

F. Period of Performance / Delivery 
 
The period of performance is from the effective date of award plus one (1) calendar 
year.   
 

G. Place of Performance / Delivery 
 
The place of performance will be 950 H St. NW, Washington, DC 20223, or other 
designated locations based on the needs of the USSS.    
 

H. Contract Type 
 
The Government contemplates award of a firm-fixed price (FFP) software contract, with 
a 12-month subscription term commencing after full payment is provided by the 
Government.   
 

I. Definitions  
 
USSS – United States Secret Service 
CID – Criminal Investigative Division 
GIOC – Global Investigative Operations Center 
 

J. Government Furnished Equipment/Information [If Applicable] 
 
Not applicable.   
 

K. Travel [If Applicable] 
 
No travel is anticipated under this contract. 
  
2. REQUIREMENTS 
 
     A.  System Availability and Configuration 
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 2.A.1. The system platform must have continuous system operability and 
availability to support investigative operations 24 hours a day, 7 days a week, 365 days 
a year. 
 
 2.A.2.  System outages must be immediately reported to the Government, and 
be restored within 2 hours during business hours, or 4 hours outside of business hours. 
 
     2.A.3.  Any known data source interruptions, including social media feeds, must 
be reported to the government, including the expected restoration time. 
 

2.A.4.  The dashboard view must provide for a constant refresh rate to achieve 
real-time monitoring, with a minimum refresh rate of three minutes or less. 

 
2.A.5. System must be able to be configured to meet USSS investigative 

requirements as outlined under these functional requirements.  
 
2.A.6. System must be able to accept USSS search terms and criteria. 
 
2.A.7. System must be capable to provide a data usage report at the request of 

the user, including the current and previous month. 
 
2.A.8. A minimum of icenses is required to support operational requirements.       

 
     B. Dashboard Requirements  
 
 2.B.1.  The dashboard should be user friendly and contain simplified processes 
for data entry. 
 
 2.B.2.  The dashboard should allow for customizable views which enable users 
to re-size displayed views and images. 
 
 2.B.3.  The dashboard should allow for point and click functionality. 
 
 2.B.4.  The dashboard should allow for menu selections appropriate to 
functionality. 
 
 2.B.5. The dashboard should allow for document upload of search criteria as 
defined by the user, such as a list of keywords within an area of interest.   
 
     C.   

(b) (7)(E)

(b) (7)(E)

(b) (7)(E)
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     D. Advance Searching / Queries 

(b) (7)(E)

(b) (7)(E)
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     E. Search Results Output 

     F.  Export Functionality 
 

     G. Records Retention 
 

2.G.1. Automated ability to delete user transactions at a minimum of every 30 
days. 

 
2.G.2. Automated ability to delete user queries at a minimum of every 30 days. 
 
2.G.3. Manual ability to delete user transactions. 
 
2.G.4. Manual ability to delete query transactions. 
 

     H.  Software Accessibility 
 

2.H.1. The system platform must be capable of operating in the current USSS 
CID GIOC infrastructure, including on the existing hardware and software. 

  
      I. Data Sources 
 

(b) (7)(E)

(b) (7)(E)

(b) (7)(E)
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      J.  Social Media Sources 

(b) (7)(E)

(b) (7)(E)
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     K.   
 

 

     L. Automated Notifications 
 

     M.  User Training 
 

2.M.1 Training is required for all GIOC users assigned to use the  
software.   
 

2.M.2 Training should be provided at USSS Headquarters and will be  
scheduled with the contractor based on the availability of the Government. 
 

2.M.3 Training must include a defined curriculum for the software  
dashboard, advanced searches, and analytics. 
   

2.M.4   Training may be scheduled based on separate training sessions. 
 

2.M.5 Initial training must be provided within 30 days of award. 
   

3.    SPECIFIC FUNCTIONAL REQUIREMENTS  

(b) (7)(E)
(b) (7)(E)

(b) (7)(E)

(b) (7)(E)
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A.  

B.  
 

  
  
  

(b) (7)(E)

(b) (7)(E)
(b) (7)(E)

(b) (7)(E)
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  C.  

  D.      
 

  E. Alerts 

  F. Individual Document View 

(b) (7)(E)

(b) (7)(E)
(b) (7)(E)

(b) (7)(E)

(b) (7)(E)
(b) (7)(E)
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G. Internet Protocol (IP) Resolution 
 

H.  
 

I.  
 

J.    
 

(b) (7)(E)

(b) (7)(E)
(b) (7)(E)

(b) (7)(E)
(b) (7)(E)

(b) (7)(E)

(b) (7)(E)

(b) (7)(E)
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K.  
 

L. System Administration 
 

3.L.1 Capability to configure the dashboard for different views based 
on organizational role. 

3.L.2 Capability to give the government the ability to add/delete users. 
 

M. Auditing 
 

N.  Analytics 
 

 

(b) (7)(E)

(b) (7)(E)

(b) (7)(E)

(b) (7)(E)
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 O. Collaboration 
 
  3.O.1. The platform should provide users the ability to collaborate.  
Collaborative tools should include the ability to copy and/or share data collection tasks, 
filters, individual documents, and analytics.   
 
4. DELIVERABLES  
 

A.     The items listed in the table below will be delivered in support of the 
activities listed above: 
 

 
Item 

 
Mode 

 
Frequency 

 
Due Date / Response Time 

4.A.1. 
Initial software configuration, 
account setup, and in-person 
*kick-off meeting at USSS HQ 

 
 
NA 

 
 
Upon Award 

 
 
Within 10 business days of 
award. 

4.A.2 
 

New User account configuration 
and setup 

 
 
NA 

 
 
Upon Request 
from COR/PM 

 
 
Within 3 business days of 
request. 

4.A.3 

Data Usage Reports 

 
Email to 
COR/PM 

 
Every 30 
days. 

Monthly, by the 5th day of 
each month covering the 
preceding month.  The 
monthly report for 
transition and first month 
of services may be 
combined. 

4.A.4 

Usage Billing (Overage) 

 
Email to 
COR/PM 

 
When 
Identified 

 
Within 10% of usage limit. 

4.A.5 
Training curriculum and trainer 
name provided to USSS 

 
Email to 
COR/PM 

 
Upon  
Award 

 
Within 3 business days 
after the award. 

4.A.6 

Initial Training for 10 Users 
 
In-person 

 
Quarterly 

 
1st Quarter 
*Within 30 days 

4.A.7 

Training Session 2 
 
In-person 

 
Quarterly 

 
2nd Quarter 

4.A.8 

Training Session 3 
 
In-person 

 
Quarterly 

 
3rd Quarter 

4.A.9 

Training Session 4 
 
In-person 

 
Quarterly 

 
4th Quarter 

4.A.10 
 

Technical Support 

 
 
 
Helpdesk 

 
 
 
24/7/365 

 
Corrective action within 2 
hours of initial Helpdesk 
call. 
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4.A.11 

System Outage 

 
 
 
 
 
Email to 
COR/PM 

 
 
 
 
 
 
NA 

Immediately, upon any 
known system outage, the 
GOV shall be immediately 
notified of the outage and 
expected restoration time. 
 
System availability must be 
restored within 2 hours 
during business hours, or 
within 4 hours outside 
business hours.  

4.A.12 

Data Source, including  
 

 
 
 
 
Email to 
COR/PM 

 
 
 
 
 
NA 

 
Immediately, upon any 
known data source 
outages, the GOV should 
be notified of which data 
source and expected 
restoration time. 

  *Contingent on authorization for facility access. 
 
 
 B.  Usage Reporting 
 
  4.B.1.  The contractor shall submit a monthly usage report. 
 
  4.B.2.  The monthly usage report shall include all data used and reflect 
cost based on the terms of the contract.  The format and content of the status report 
shall be approved by the Contracting Officer’s Representative.   
 
 C.  Inspection and Acceptance Process 
  
  4.C.1.  All written deliverables, including training materials, shall be quality 
products that are complete and thorough, structured in a clear and logical fashion, and 
in a proper and accepted writing style.   
 
  4.C.2  Written deliverables shall be accompanied by a cover letter, signed 
by an authorized representative of the company, affirming that the deliverable has been 
through necessary review and quality control procedures.   
 
  4.C.3  If, for any reason, a deliverable cannot be delivered within the 
scheduled time frame, the contractor should notify the Contracting Officers 
Representative with cause of delay, the proposed revised schedule, and the impact on 
the overall program.   
   

D.  Documentation Ownership  
 
Database solution along with all database information and "Work Related Products" 
collected by the Contractor and entered into or generated in support of this task order 
shall be considered Government property, and shall be returned to the Government 
at the end of the performance period. 

(b) (7)(E)

(b) (7)(E)









 

2021 SOLE SOURCE JUSTIFICATION LETTER 

 

Proprietary Information of Babel Street, Inc. for review only by intended recipient. 

June 8, 2021 
 
This letter serves as a sole source document for the proprietary web-based application 
developed and maintained by Babel Street®, Inc. 

The Babel Street web-based application, Babel X®, is a multi-lingual, geo-enabled, text 
analytics software as a service (SaaS) solution.  Babel X provides the following capabilities 
and is unique in the marketplace in doing so under a single application: 

• A billion-strong ontology, or dictionary of related terms, in English and across 200 
languages; this ontology greatly enhances the quality of search and uncovers search 
results not easily gained without this efficiency.  Babel X is the only application on the 
market that has this linguistic capability. 

• Persistent data collection on search terms and parameters of interest from hundreds of 
millions of URLs, more than 1 billion blogs and forums, and more than 40 data sources 
across social media, news, and deep and dark web sources.  Babel X has the highest 
concentration of searchable data sources available on the market based on market 
studies. 

• Babel X facilitates timely alerting on security topics in every major geographic location 
in the United States based on data emanating from web, news, social media, and blog 
and forums.  The breadth of data sources supporting such alerting is unique to Babel X. 

• With Find X, Babel X supports quick search of any search terms(s) in hundreds of 
languages from seven (7) functional areas on the internet, including:  social media, 
community talk, dark web, news, virtual currency, Domain Tools, and Babel X Archives.  
Babel X is the only capability on the market supporting this function based on market 
studies. 

These advanced statistical, linguistic and crowd-sourcing techniques are based on a 
proprietary knowledgebase and algorithms, as well as other patent-issued, patent-pending, 
and other proprietary intellectual property of Babel Street, Inc. 

Babel SynthesisTM is designed to provide proactive & actionable insight when deployed 
against any network or relationship data. 

• Babel Synthesis leverages a powerful combination of automated relationship network 
analytics, proprietary influencer mathematics, and artificial intelligence-based 
behavioral attribute models to rapidly map relationship networks and precisely identify 
the key influencers.  



 

2021 SOLE SOURCE JUSTIFICATION LETTER 

 

Proprietary Information of Babel Street, Inc. for review only by intended recipient. 

• With Babel Synthesis, users can visualize unstructured and relationship data, including 
sophisticated link analysis, geographic heat maps, influential entity carousels, topic 
clouds, patterns by time and day, and communication. 

Babel Synthesis provides leading-edge algorithms for measuring influence to allow users to 
precisely score and prioritize those who are most important within the relationship network.  

Babel Synthesis is currently available as a stand-alone offering and is being directly 
integrated into other Babel Street products. 

Babel Street, Inc. is the sole provider of Babel X and Babel Synthesis.  Babel Street maintains 
all proprietary rights to its source code, issued patents and pending patents, and other 
technology.  Babel Street has not issued any rights or licenses to others to develop a similar 
or competing product.  Babel Street, Inc. is the sole provider of updates and maintenance to 
the web-based application. 

Please contact your Babel Street point of contact should you need further details. 

Sincerely, 
 
BABEL STREET INC. 
 



AFFIRMATIVE STATEMENT RE: ACQUISITION PLANNING 

Title of Requirement:  Babel Street  

Requisition Number:  TBD 

Acquisition planning was coordinated with the Contracting Officer and appropriate subject matter 

expert(s) and completed on 6/9/21 with all parties in agreement as to the acquisition strategy to use. 

The intended acquisition strategy is:  

To award a (sole source, brand name firm fixed price contract  

The period of performance will be for (1) Base Year of 12 months.  

[For supply requirements, the period of performance sentence is not needed.  Provide the delivery date. 
Specify if there will be multiple deliveries.] 

________ 

Requisitioner/Subject Matter Expert 

_____________________________________ 

[Insert Name] 
Contracting Officer 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)





Insert Title of Acquisition:    Requisition Number XXXXXX 

2 of 5 

__ PUBLIC INTEREST (shall not be used when 
any other circumstance is applicable.  See NOTE under "Approvals"). 

5. Rationale Supporting Use of Authority Cited Above:
Market research was conducted from 2018-2021.  CID participated in demonstrations 
and presentations from other vendors.  CID utilized other tools and found Babel 
Street had advanced analytical capabilities needed to support the investigative 
mission.

6. Efforts to Obtain Competition:   Proprietary specialized software tool provided 
directly from Creative Radicals

7. Actions to Increase Competition:  Proprietary specialized software tool 
provided directly from Creative Radicals, not offered in the marketplace.

8. Market Research:
Market research included conducting internet searches for companies that fit the 
requirements; have said companies demonstrate their product; USSS employees 
tested products; reviewed past performance and customer satisfaction.

9. Price Reasonableness: The anticipated price will be determined fair and 
reasonable based on one or more of the price analysis techniques described 
below in accordance with FAR Part 13.106-3(a)(2) (check one).  [Then provide a 
short explanation or description of the action taken:]
_X_ MARKET RESEARCH. 

_X_ COMPARISON OF THE PROPOSED PRICE WITH PRICES FOUND 
REASONABLE ON PREVIOUS PURCHASES.  

__ CURRENT PRICE LIST, CATALOGS, OR ADVERTISEMENTS. 

_X_ COMPARISON WITH SIMILAR ITEMS IN A RELATED INDUSTRY. 

__ COMPARISON TO IGCE. 

__ OTHER. 

This contract was awarded to PID/ISD in 2018.  When compared to the current quote, it was 
found to be fair and reasonable. 

10. Other Facts:  N/A



Insert Title of Acquisition:    Requisition Number XXXXXX 

3 of 5 

11. Certifications & Approvals: In accordance with the authority(ies) indicated in
Section 4, above, and agency procedures, all justification documents must follow the
approval process stated below.

Certification (Always Required): 
The undersigned hereby certifies that the information provided herein to support this 
justification is complete and accurate to the best of his or her knowledge and belief. 

Program Office (e.g. COR, SAIC, Program Manager, or Division Chief in accordance 
with business unit operating procedures):  

Printed Name:  Program Manager 

Signature: ____________________________________ Date: ______________ 

Approval:  

Contracting Officer (Always Required): 

Printed Name: ________________________________ 

Signature: ____________________________________  Date: ______________ 

Competition Advocate (Over $750,000 but not exceeding $15 million): 

Printed Name: ________________________________ 

Signature: ____________________________________  Date: ______________ 

(b) (6), (b) (7)(C)



HSAM Appendix G - Checklist for Sensitive Information 

Procurement Title

Requisition #:  

Estimated Contract Value (incl. options):

Instructions: The requiring office shall complete this checklist for all acquisitions, including 
assisted acquisitions, regardless of dollar value.  A properly executed checklist serves as the 
high risk determination required by HSAR Class Deviation 15-01, Safeguarding of Sensitive 
Information.  If the requiring official determines that a contractor will have access to sensitive 
information and/or contractor IT systems will be used to input, store, process, output and/or 
transmit sensitive information, the requiring official shall ensure the Statement of Work, 
Statement of Objective, Performance Work Statement or specification is reviewed by the 
organizations identified at HSAM 3004.470(b) and obtain signatures, as applicable, on this 
checklist.  If it is not clear to the requiring official if the contractor will have access to sensitive 
information and/or if contractor IT systems will be used to input, store, process, output, and/or 
transmit sensitive information, the requirements official shall at a minimum consult with the 
Component  Chief Information Officer (CIO), Chief Security Officer (CSO) and Privacy 
Officer.  The requiring office shall submit the completed checklist as part of the procurement 
request package in accordance with HSAM 3004.7101.  Failure to submit a completed checklist 
will result in the return of the procurement request package.  The contracting officer is 
responsible for routing the checklist to the Head of Contracting Activity (HCA) or designee for 
signature and ensuring the solicitation and resultant contract reflect the requirements contained 
in the checklist. 
A. Sensitive Information and Access Requirements (completed by the requiring office):

1. Will the contractor have access to any of the types of the sensitive information listed
below during the acquisition?

 Yes   No   Chemical-terrorism Vulnerability Information (CVI) 
 Yes   No   For Official Use Only (FOUO) 
 Yes   No   Law Enforcement Sensitive Information 
 Yes   No   Protected Critical Infrastructure Information (PCII) 
 Yes   No   Personally Identifiable Information (PII) 
 Yes   No   Sensitive PII (SPII)  
 Yes   No   Sensitive Security Information (SSI) 
 Other type of sensitive information  

2. Will contractor employees have access to DHS information systems?  Yes   No 

3. Will contractor employees require recurring access to Government facilities?
 Yes   No 
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Note:  If the answer is “No” to questions 1 through 3, proceed to the Signatures section 
of the checklist.  When the answer is “No” to questions 1 through 3, the checklist shall, at 
a minimum, be signed by the requiring official and the HCA (or designee). 

4. If the answer is “Yes” to either of questions 1 through 3 above, confirm that information
security, personnel security, and/or privacy provisions have been identified for inclusion
in the solicitation and resultant contract and coordinated with the following, as applicable
(see HSAM 3004.470(b) for coordination requirements).

Definitions:
• Information security provisions include the development of the Requirements

Traceability Matrix, identification of incident reporting and response requirements,
and requests for the contractor to: provide security authorization documentation,
obtain an independent assessment, perform continuous monitoring, provide the
Government with necessary access to perform security reviews, comply with federal
reporting requirements.

• Personnel security provisions include reviewing fitness requirements and other
security matters related to access to sensitive but unclassified information and
recurring access of contractor employees to Government facilities, information
systems, security items or products.

• Privacy provisions include requirements for handling PII and/or SPII, incident
reporting, notification and credit monitoring.

 Yes   No  
   No Yes   
   No Yes   
   No    Yes

 Yes   No  

   No  

 N/A   Component CIO or designee 
 N/A   Component CSO or designee 
 N/A   Component Privacy Officer 
 N/A  TSA SSI Program Office 
 N/A   Cybersecurity and Infrastructure Security Agency (CISA) CVI  

Program Office  
 N/A   CISA PCII Program Office  Yes

Note:  For Components and offices that do not have a Component level CIO, CSO, or 
Privacy Officer, the requiring official shall coordinate with the DHS Headquarters CIO, 
CSO and Chief Privacy Officer (or designee for each).  (See HSAM 3004.470(b)(7)) 

5. Has the Component CIO, CSO, Privacy Officer, HCA (or designee for each) and program
manager determined that this effort will have a “high risk” of unauthorized access to or
disclosure of sensitive information in accordance with the requirements of HSAR
Deviation 15-01, Safeguarding of Sensitive Information, applicable to this acquisition?

 Yes  No 

Note:  If the answer to this question is “Yes” special clauses Safeguarding of Sensitive 
Information (MAR 2015), Information Technology Security and Privacy Training (MAR 
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2015) and HSAR clause 3052.204-71 Contractor Employee Access shall be included 
without revision in the solicitation and subsequent contract (as defined in FAR 2.101). 

6. If the answer is “Yes” to any of the preceding questions, identify and describe the
information security, personnel security, and privacy provisions to be included in the
solicitation including the special clauses from HSAR Class Deviation 15-01,
Safeguarding of Sensitive Information if applicable.

7. If foreign end products or services are allowed under the contract, what additional
security provisions are to be included in the solicitation to protect sensitive information
and facilities from unauthorized access and disclosure?

B. Authority to Operate (ATO) and Continuous Monitoring Data Requirements (completed
by requiring office in coordination with Component CIO or designee):

1. Will contractor IT systems be used to input, store, process, output, and/or transmit
sensitive information?   Yes   No

2. If “Yes” to #1, has the requiring office coordinated development of the Requirements
Traceability Matrix (RTM) with the Component CIO or designee for inclusion in the
solicitation?   Yes   N/A (only if “No” to #1)

3. If “Yes” to #1, will the solicitation require the submission of a draft security plan and
instructions on how the draft security plan will be evaluated?   Yes   N/A (only if 
“No” to #1) 
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4. If “Yes” to #1, does the requirements document identify how the contractor should
submit monthly continuous monitoring data to the Government?   Yes   N/A (only 
if “No” to #1) 

5. If “Yes” to #1, identify and describe the continuous monitoring data requirements to be
included in the solicitation.

Note:  When a contractor IT system will be used to input, store, process, output, and/or 
transmit sensitive information, the RTM shall be included in the solicitation.   The RTM is 
prepared by the Component CIO or designee in coordination with the requiring office and 
shall be included in the procurement request package as an attachment to the requirements 
document (i.e., Statement of Work, Statement of Objectives, Performance Work Statement).  
Contracting officers shall ensure the solicitation requires vendors to submit a draft security 
plan with their proposal/quotation as their response to the RTM.  Instructions on how the 
draft security plan will be evaluated shall be included in the solicitation. 

C. Data Retention Requirements (completed by requiring office):

1. Will the contractor be required to retain sensitive information for the Government?
 Yes    No 

2. If “Yes” to #1, does the requirements document identify (a) retention requirements (e.g.,
length of time data must be retained before return and/or destruction) and (b) security
requirements for the protection of retained data?   Yes    N/A (only if “No” to #1)

3. If “Yes” to #1, identify and describe the retention and security requirements to be
included in the solicitation.
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4. Does the Government have a plan to monitor and/or ensure contractor compliance with
the retention and security requirements identified?   Yes  N/A (only if “No” to #1) 

5. If “Yes” to #1, describe the Government’s plan to monitor and/or ensure contractor
compliance with the retention and security requirements identified in the acquisition.

D. Additional Privacy Considerations (completed by requiring office in coordination with
Component Privacy Officer or designee):

1. Is contractor support needed to complete privacy compliance documentation (Privacy
Threshold Analysis, Privacy Impact Assessment, and/or System of Record Notice, as
appropriate)?   Yes    No    N/A

2. If contractor support is needed to complete the privacy compliance documentation, does
the requirements document identify the activities and level of contractor support needed?

 Yes    N/A (only if “No” or “N/A” to #1)  

3. If “Yes” to #1, identify and describe the activities and level of contractor support needed
to complete the privacy compliance documentation.
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