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U.S. IMMIGRATION AND CUSTOMS ENFORCEMENT 

 

 

 

 
E. Audience 

• Which internal audience(s)/customer(s) currently receive your organization’s 
reporting as a result of exploiting publicly available information? 

 
a) ERO:   

 
o DHS/ICE/ERO Headquarters 
o ERO Field Offices 

b) HSI: 
o Criminal Investigators/Special Agents; 
o HSI Field Offices, DHS/ICE/HSI Headquarters, ERO/LESC, U.S. Secret Service 

(USSS) for threats to POTUS. 
o JIOC, the Office of Professional Responsibility, HSI, ERO, local field offices. 

 
• Which external audience(s)/customer(s) currently receive your organization’s 

reporting as a result of exploiting publicly available information? 
 

a) ERO:  External consumers of information obtained by ERO would include task 
force operatives and state/local/tribal law enforcement.  Additionally, DHS and 
other USG partners may learn about the models as needed but they are not 
currently disseminated systematically. 
 

b) HSI: 
o Federal Law Enforcement partners; and 
o DHS and its components. 

 
 

F. Tools (to include software, networks, database systems, etc.) 
• What tool(s) does your organization currently use to disseminate reporting 

derived from exploiting publicly available information?  
 

a) ERO:  Enforcement notes the tools it uses are DHS-ICE email (Outlook), and 
ACRIMe Field (ERO application) while LESA SOA uses R, R Shiny, ArcGIS, 
and Microsoft Office (e.g. Word, Excel, PowerPoint). 

 
b) HSI: 

o Production process, Analytical Framework for Intelligence (AFI), HSI-Falcon, 
HSI ICM; and 

o Microsoft PowerPoint, Snipping Tool. 
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U.S. IMMIGRATION AND CUSTOMS ENFORCEMENT 

 

 

 

 
the Bureau of Immigration and Customs Enforcement; DHS Management 
Directive 110-01; DHS Instruction Number 110-01-001; Decision Memorandum, 
signed by Assistant Secretary for Policy David Heyman and approved by DHS 
Secretary Janet Napolitano, regarding Use of Public and Non-Public Online 
Information for Law Enforcement, Situational Awareness, and Intelligence 
Purposes (December 8, 2010); ICE Social Media Operational Use Templates 
(SMOUTs) (June 12, 2012); Policy Number 10082.1 FEA Number 360-112-002b, 
Use of Public and Non-Public Online Information (June 28, 2012); Policy 
Number 10083.1 FEA Number 360-112-002b, Use of Public Online Information 
for Non-Law Enforcement Work-Related Activities; Privacy Requirements for 
Operational Use of Social Media (November 2013); and DHS 4300A Sensitive 
Systems Handbook, Attachment X Social Media (July 24, 2018), ERO Broadcast 
Message, Amended Message: ICE Directive, Use of Public and Non-Public 
Online Information (Nov. 7, 2012).  

 
 
b) HSI:  

o Federal law enforcement policy authorizes our ability to exploit PAI.   
o ICE Policy Memorandum 10082.1 – Use of Public and Non-Public Online 

Information. 
o ICE Policy Memorandum 10083.1 – Use of Public Online Information for 

Non-Law Enforcement Work-Related Activities. 
 

J. Resource Information 
• Please provide, by activity, the current annual funding your organization 

expends exploiting publicly available information.  
 

Please see the chart below.  
 
• Please provide the number of FTE in your organization that are currently 

conducting, managing, and/or overseeing publicly available information 
exploitation activities. Please annotate the percentage of time conducting these 
activities as necessary if an employee is not dedicated to PAI exploitation.  

 
Please see the chart below.  

 
• What resource limitations does your organization have in relation to exploiting 

publicly available information? 
 

Please see the chart below.  
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