United States Foreign
Intelligence Surveillance Court

FORSRCREFSHNORORNIFir APR 21 2012
UNITE  STATES Maura Peterson, Clerk of Court

FOREIGN L....[I 3ENCE SURVI LANCL..COURT

WASH 'GTON, D.C.

MEMORANDUM OPINION AND ORDER
The Foreign Intelligence Surveillance Court (FISC) today addresses the “Government’s
Ex Parte Submission of Reauthorization Certifications and Related Procedures, Ex Parte
Submission of Amende Certifications, and Re iest for an Order Approving Such Certifications
and Am( ded Certific: ons,” file on October 18, 2021 (“October 18, 2021 Submission”’) and
the “Government’s Ex Parte Su' ° sion of Amen’ :znts to DNI/AG 702(h) Certifications and

R« ited Procedures, Ex Parte Submission of Amendments to DNI/AG 702(h) and DNVAG

















































































































































































































































After consi ring the over:  state of implementation of the current targeting, querying,

and minimization procedures, the Court finds that the proposed procedures, as reasonably

expected to be implemented, comply with app able statutory and Fourth Amendment

requirements, insofar as they relate to forms of Sec n 702 acquisitior -

The Court a Iresses issues presented by that propos: next.

The government's proposal is for NSA tc
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required to sub ! to the FISC the “written certification and @ ' supporting affidavit.” Section
702(h)_ (A). In contrast, the Court reviews the targeting, minimization, and querr g
procedures “to assess whether” they meet specified statutory requirements, Section 702(j)}(2)(B)-
(D), and must find that they “are consistent with [those] requirements . . . and with the fourth
amen nt” in order to issue an approval order. Section 702(j)(3)(A). These differences
indicate that, un r Section 702(j), the Court is expected, at most, tocor cta ferential review
of the attestations, including the one required by Sec n 702(h)(2)(A)(vi).

With that understan ng, the Court turns to the attestation.

It seems clear that the provider I <scribed herein are

ECSPs under the definition set out in note 41 at page 90 supra an amicus has not argued to the

contrary. The government submits that, in order to implemen -NSA needs

those providers to:

The govern nt claims that all of these activities constitute assistance from an ECSP. Id. at 22-

23.

Page 107













TOP-SECRET/STNOFORNTISY

~nndunt macagreh to understand, among other things

Jnited States, where suct

NSA Targeting Procedures § VI.A. Such research may draw on open sourcei ormation, U.S.

Government reporting or information from relevant service providers. See Gov’t Resp. Dec. 3,

20212023, second, Nsama:_____ [

The government initially intended to include, as part of the pre-taskiny -

Id. After the amicus raised concer  about that aspect of the pre-tasking review, see Reply of

micus Curiae to Gov’t Resp. to Court Order at 41- ' (Dec. 13, 2021), the govemment revised
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g. On or before December 31 of each calendar year, the government shall submit
in writing a report to the Court containing the following information: (i) the number of Section
702-acquired products disseminated or disclosed to the National Center for Missing and
Exploited Children (NCMEC); and (ii) the number of disseminations or disclosures by the
NCMEC to other law-enforcement entities of Section 702-acquired information;

h. Prior to implementing changes to policies or practices concerning (i) the
release of Section 702-acquired information from the NCMEC to Interpol’s International Child
Sexual Exploitation database or (ii) approval to use Section 702-acquired information
disseminated to the NCMEC in any proceeding, the government shall make a written submission
to the Court describing such changes and explaining why implementing them would be
consistent with applicable minimization procedures and statutory minimization requirements;

i. The government shall submit an update by February 17, 2023, specifying, as
applicable: (i) steps taken or to be taken by the FBI, NSA, CIA, and NCTC to coordinate their
policies and procedures to identify and handle disseminated analytical reports derived from
FISA-compliance recalled reports, and to verify receipt of notice of reports recalled for FISA-
compliance reasons; (ii) ODNI guidance regarding the definition of the term ‘“disseminated
intelligence products” as used in ICOM 200(01); and (iii) steps taken or to be taken to facilitate a
consistent application among the FBI, NSA, CIA, and NCTC of the FISA-compliance recall
category;

Jj- The requirement to provide an update to each agency’s user activity monitoring

(UAM) submission that appears on pages 82-83 of the December 6, 2019 Opinion shall remain in
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Such descriptions shall be submitted within 10 days of the apj cable occurrence and describe the
gover 'nt’s response thereto and assess any statutory or Fourth Amendment issues presented.

s
ENTE™™D st dayof April, 2022, /%1{
RUDOLP/CONTRERAS

Presiding Judge, Ur  2d States Foreign
Intelligence Surveillance Court

-Chiei 0 Cheng,
ly that this docurmem s a true
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