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FD-1057 (Rev. 5-8-10)

UNCLASSTIFIED

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Two search warrants obtained and Date:
served
From: | |
Contact: | |
Approved By:
Drafted By:
Case ID #:| | () |
Fugitive (A);
UFAP - Murder
Synopsis: (U) To document two search warrants obtained

Full Investigation Initiated:

10/22/2015

Enclosure(s): Enclosed are the following items:

1. (U) Initial target phone SW
2. (U)
Details:

b7E -6

10/26/2015

b6 -1,3
b7Cc -1,3
b7E -2,3,6

b3 -1
b6 -1,2
b7C -1,2
b7E -1

During the initial efforts to locate the captioned fugitive, it was

learned, through historical records analysis and through information

obtained from

fugitive was usingl

As a result, on 10/21/2015,

served one search warrant on

historical analysis of the records obtained,

confirmed to be used by the captioned fugitive

S —

for the target number.

that the captioned

obtained and

Based on a

the target number was
(based on the

identification of key individuals the target phone was calling). Due

to the search warrant,

activated thq

| based services

and the cell phone consistently was located in thel

area with a statistical errorl

UNCLASSTIFIED

21-cv-10719(FBI)-1



b7E -6

UNCLASSIFIED
Title: (U) Two search warrants obtained and served
Re: 10/26/2015 b7E -6
| |(approximately). Surveillance efforts were made on b3 -1
10/22/2015 to locate the fugitive within these ranges without success. b7E -1
Due to the inability to precisely |
additional search warrant was obtained on 10/23/2015| |
| | In addition to the search warrant, a
non-disclosure agreement was also executed with thel I EgE_ll
and
| (see attached in the 1A section of the file).
With all the approvals in place on 10/23/2015 resources
were scheduled for 10/26/2015. However, On 10/24/2015, the fugitive b3 -1
discontinued use of this b6 -2
b7C -2
. . Cs . b7E -1
[::::]1ntends to acquire additional search warrants to reviliew records
associated withl khe fugitive's girlfriend, who is likely
going to be in communication with the fugitive'g
kontact information is and
L &4
UNCLASSIFIED
2

21-cv-10719(FBI)-2



b3 -1

b6 -2
b7C -2
b7E -1

21-cv-10719(FBI)-7



10/23/2015 Fwd: Fugitive case - Outlook Web Access Light

mfs Office Qutlook Web Access  Type here to search | This Folder v @ [£h Address Book =] Options 4  Log Off
(= @ i 3 [:a o] § s & I }

e R . Fwd: Fugitive case

= ; (FBI) 5

= !
""""" i You replied on 10/23/2015 3:43 PM.
{ Deleted Items (9 b3 -1
[i:él Draft © | Sent: Friday, October 23, 2015 3:40 PM b6 -1
; rafts ;

= | To: | } (FeD)| | (FBD) b7C -1

L2} Inbox | Attachments: (@ ; 7B -1

[ﬁ Junk E-Mail = il [Open as Web Page];

{3 Sent Items
Fyi

Click to view all folders =

£5 Manage Folders...
-------- Oridinal message --------
From:| 2
Date: 10/23/2015 3:37 PM (GMT-08:00)
To:] |
|(‘r'| |
lmr‘mﬂmm—l b3 -1

B b6 -1,2
b7Cc -1,2

To Whom It May Concern: b7E -1,2
1l | am authorized by I to review the attached
notification and to acknowledge the receipt of the non-disclosure notification. T am also authorized 6 sign the agreement on his behalf.

Due to the urgency of this matter, you have agreed to receive this email notification in lieu of wet signature so as to start the process of

providind ]I have reviewed the notice and agree to its provisions on nual basis. A
conformed copy with signature will follow. Please feel free to call me should you have any questions a Thank you.

b7E -2 21-cy-10719(FBI)-12
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10/23/2015

Fwad: Fugitive case - Outlook Web Access Light

b3 -1
b6 -2
b7C -2
b7E -1

NOTICE: This communication is intended for the use of the individual or entity to which it is addressed and may contain attorney/client information
and/or work product information that are privileged, confidential and exempt from disclosure under applicable law. If the reader of this communication
is not the intended recipient or the employee or agent responsible for delivering this communication to the intended recipient, you are hereby notified
that any dissemination, distribution or copying of this communication is strictly prohibited. If you have received this communication in error, please notify

. us immediately by reply email or by telephone and immediately delete this communication and all attachments.

b6 -2
From:l | b7Cc -2
Sent: Fridav, Qctober 23, 2015 1:42 PM b7E -1
To:

Subject: FW: Fugitive case

s out sick today.I__h_Isent this to|:|t ver but she is out of the office todayl:IiL,st wanted tﬂ.ma.k.uur.hl
everything looked ok on the attached document befor igned off on it. Do you mind looking it over?

b7E -2 31-cv-10719(FBI)-13
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10/23/2015 Fwd: Fugitive case - Outlook Web Access Light

b6 -1
From: (FBI) [mailto bp7C -1
Sent: Fridav. Ocfober 23, 2015 1:26 PM b7E -2
To:
Subject: FW: Fugitive case
Thank you
From{ | (FBI) b6 -1,2
Sent: Friday, October 23, 2015 9:33 AM b7C -1,2
To:

Subject: Fugitive case

b3 -1
b7E -1

to email you while vou are out of the office, however, wm_mmmmin—lrelated toa
at occurred in| parlier this month. The as narrowed the search for the

fugitive to an large area and needs FBI assistance in further locating the subject. An arrest warrant was issued on October 16, 2015,

I know your office is currently reviewing both of the documents 1 have sent you but If you can review the following notification and request
. the DA to acknowledge the receipt of the non-disclosure notification, we can start the process to provide assistance to locate in this

instance.

Thank you and I look forward to hearing from you soon. If you have any questions, please feel free to call me on my cel

b6 -1
b7C -1
b7E -2

4« 7

E Connected to Microsoft Exmangé

b7E -2 21-cv-10719(FBI)-14
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10/23/2015 Fwd] |A) - Outlook Web Access Light bé -3
b7C -3
["3 Office Qutlook web Access  Type here to search [ This Folder Vv [—El (4} Address Book  &5] Options 4}  Log Off
=g ‘—‘3!‘ [__3 L% Fos 5 {3 o ' ; Lg o~ ; { g T
- . Fwd:
8= | b6 -1,2,3
! Sent:_Fridav, October 23, 2015 4:17 PM b7¢ -1,2,3
ta; Deleted Items (9) ' To: (FBI)
[7| Drafts
: }a Junk E-Mail
{3 sent Items I
-------- Qrigingl message —~----—-
Click to view all folders » From: | , b6 -2,3
Date: I07Z377015 A:1Z PV GV T -U3:00] b7C -2,3
i TO:I I
£3 Manage Folders... Ce:
Subject: Fwd A)
Begin forwarded message:
From: | , | b3 -1
Date: October 23, 2015 at 4:10:13 PM PDT bé -2,3
To: | ] b7C -2,3
Subject: Re] (A) b7E -1

This request is approved.

Sent from

On Oct 23, 2015, at 4:03 PM > wrote:

Can I get an approval on this. It's an MOU mechanism. I sent this earlier. Having issues with Mail on the

phone.
PTE =2 31-cv-10719(FBI)-15
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10/23/2015

F 4 Outlook Web A Light b6 -3
w - Outlook Web Access Lig b7C -3

Sent from I:l

Begin forwarded message:

Froml l b6 -2,3

Datas Ty b7c -2,3
To:I I

Subject: Fwd |

Here you gd Thanks

Sent from mI I

From] ] (FBI)"| } b6 -1,2,3
Date:10/22/2015 3:02 PM (GMT-08:00) b7Cc -1,2,3
To: | | b7E -2
Cc:
Subject| |
Below is a non-disclosure agreement (NDA) for use of the cell site simulator in
the above case. An executive within thel |
must reply from their officjal email (to | that thev concur
with the terms in order fo b3 -1
case. b6 -2
b7C -2
b7E -1

The FBI has received a request for technical support froml |
Specifically, locating a cellular device through the use of

law enforcement sensitive (LES) FBI investigative equipment in the above
referenced case (as noted in the e-mail subject line).

The equipment to be deployed is considered LES as disclosure of the capabilities
of this technology may allow future subjects of investigations to employ
countermeasures to avoid detection by law enforcement.

The FBI recognizes that, due to the exigent circumstances in your case, there is
not sufficient time to execute a formal, written non-disclosure agreement
regarding the use of this equipment.
Acceptance of the FBI's assistance i in the above
referenced case constitutes your agency’s agreement to the following provisions:

. The requested assistance is to be used in the lawful execution of an
authorized function of the requesting agency. b7E -2

| 23
21-cv-10719(FBI)-16



b6 -3
b7C -3

10/23/2015 ch‘ |A) - Outlook Web Access Light

. The assistance shall not be used outside of the jurisdiction of the
requesting agency, nor beyond the geographical authority of the order or other
legal process except as otherwise permitted by law (e.g., “hot pursuit.”); and, in
no event shall technical assistance pursuant to this request be used outside the
United States.

. The Touhy process set forth at 28 C.F.R. 16.22, 16.24, and 16.26 will apply
to any demand for testimony of any FBI personnel relating to the use of the
equipment. The FBI will use all appropriate legal means to limit testimony
regarding the technology in any state or local proceeding. However, if required
by state law as part of the criminal trial or discovery process, this email
constitutes| |

. | b7E -1

| lagency understands it is required to use additional and

i ent investigative means and methods, such ag |

that would be admissible at trial to corroborate information concerning
the location of the target obtained through use of this equipment.

. The FBI must be contacted immediately if there is any request for, or
intent to use publicly, any information relating to the assistance provided.

. The requesting agency acknowledges that any assistance provided is
subject to the needs of the FBI and such assistance may be terminated at the
discretion of the FBI.

Thank you,

bé -1
b7C -1

el
Hesk

J e

E’:} Connected to Microsoft Exd1angé

b7E -2 21-cv-10719(FBI}-17
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10/23/2015 Fwd|_ hpprovall | outiook Web Access Light b7E -3

Moy R .
mf_’ Office Qutlook web Acoess  Type here to search | This Folder v LEI [} Address Book  {&=] Options i) Log, Off
~ES i iy [;E fply o gy Co] | Move] P Deiety Lg E ne @ 7 ]
ey Gl ‘ Fwd hpproval Egc_ll
8| coeon | |(FBI) b7E -3

""""" Sent: Friday, October 23, 2015 4:11 PM

3} Deleted Items (9) | To: | |(FBD)
[ 7| Drafts
(3 Inbox
[ @ Junk E-Mail Fyi
[ Sent Items _

Click to view all folders =

From: [ lGEE b b6 -1

. Date: 10/23/2015 16:10 (GMT-08:00) b7Cc -1

£§ Manage Folders... Tol ] (FBI KLA) (FBD)" | | b7E -2,3
Subject: RE:| IApprovaI| I ’
I concur.

From:I FBI)I S b6 -1
Date: 23/10/2015 4:09 PM (GMT-08:Q b7Cc -1
Subject: RE] Approval

I concur pendinglja pproval

-------- Original message -----—--

From: (FBI)" { 3 _
Date: : [-08:00) b6 -1

To: (FEL- }> b7c -1
Subject: Fwd] Rpproval b7E -2,3

21-cv-10719(FBI)-18
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10/23/2015

FdeZlApproval I:l- Outlook Web Access Light

Per our conversation vesterday, we are now seekinglIlauthority to find fugitive.. phone still out in

Thanks..

From:I lcerny | S
Date: 10/23/2015 16:04
To]

Subject] JApproval - l [

I(FBI)" |

b6 -1
b7C -1

b7E -3
but we're only

b6 -1
b7C -1
b7E -2,3

Seeking|:|approval for use of| I early next week. Today (10/23/2015) we obtained a
search warrant per_the new DOJ policy with the appropriate language (reviewed by ind we also obtained

the approval of thg regarding the Non Disclosure Agreementior the use of this LES

equipment on a case involving g | Th

has been provided the

same Non-disclosure agreement and they are anticipated to agree to the terms as they have done several times in the
past. (The RSO executive manager will send their approval email when available in the near future).

For [gfg:gnggl |is attemptinag to locate and apprehend fugitivg wanted for
an is currently hiding T theq [area and the use of the|:|
[ s necessary to locate his whereabouts. b6 -1,2,3
p7C -1,2,3
Please advise if approved to 50 scheduling ofi:|can move forward. b7E -2,3
Thank you.
4

E,E.r Connected to Microsoft Exchangé

b7E -2 21-cv-10719(FBI)-19
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b7E -6

FD-1057 (Rev. 5-8-10) UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Open Preliminary Investigation on Date: 05/14/2020
CC:
From:
b6 -1,3
b7C -1,3
Contact: b7E -2,6

Approved By:

Drafted By:l |

Case ID #:l | (U) |

"PRELIMINARY INVESTIGATION"

IDENTITY INFORMATION b7E -1

This document contains information regarding a

identity, which may only be disclosed to individuals who have a need-to-know
such information by reason of their participation in the associated proceeding,

or if disclosure is necessary to protect the

[ ]

Synopsis: (U) To open Preliminary Investigation on
Enclosure(s) : Enclosed are the following items: b3 -2
b6 -2
1. U Arrest Warrant
O I _ 1 | b7C -2
2. (U)l |
3. (U) Mugsnot - |photo_date
4. (U) PEN, PING, Warrant for
5. (U) - Prosecutor NDA Email
6. (U) - Requesting Agency NDA Email
Details:

UNCLASSTIFIED

21-cv-10719(FBI)-20



IT IS8 HEREBY ORDERED tt"at| |
{or any telecommunication company associaied with the target
lelepnone number) 1s compensated for reasonable expenses incured while complying with the
warrant.

b3 -2
IT IS HERERY ORDERED that that b7E -1
| |and any other affected telecommunication companies, subsidiaries,
or entities, whether mentioned herein or not, (hereinafter referred o as the Telecommunications
Companies) shall supply any and all information in their files with respeact to persons called by the
LJ and for |
whether published, or non-pubisned, | I_|
call progress locations (Automated Message Accounting Data), raw data information, subscribar
names and addresses, credit information, application information, toll records {to includad alf
outgeing and incoming calls), text messages] | and billing information and
unbilied records, other names or phone numbers assoctated with the account, upon oral or wiitten
demand of thq |
IT IS HEREBY ORDERED that the Telecommunication Company show| | |
[Trap and Trace throughout the duration of the court order. It is also ordared that b3 -1,2
the Telecommunication Company supply any and all saved or unsaved messages, recorded voice b6 -2
mall content, text message content fo the investigating officer as requested, throughout the b7C ‘i
b7E -

duration of the warrant. [T IS HERERY ORDERED that this order by the court and that the
telecommunications companies shall not disclose the existence of the pen register, the trap and
trace device or the existence of the investigation to the listed subscriber or o any other person,
uless or untit otherwise order by the court.

AND

(28 A DEVICE
AND/OR RELATED

1) INVESTIGATORS ARE HEREBY AUTHORIZED TO UT!
COMMONLY REFERRED TO AS A
DEVICES,

21-cv-10719(FBI)-21



-2

b6 -1,2
b7C -1,2
b7E
-3
-1

b6 -1,2,3
b7C -1,2,3
b6
b7C
b7E

wrote

FBI)

hnd

29 PM

41

in blue below and acknowledge by responding to this

52 PM,

Thursday, May 14, 2020 1

itive

emai
Fug

Please see the NDA language

RE

From:

Please excuse any misspellings

Subject:

Date

Acknowledged

Sent from my iPhone
On May 14, 2020, at 12

]
o

7

21-cv-10719(FBI)-23




)
el

ereny,

-1

b7E

-1

b6

-1
-2

b7C
b7E

hffice

ell

1

is emai

Th

EMAIL DISCLAIMER

or the

] (or any

istribution of this emai

d

d. If'you are not the intended recipient, please contact the

VICVICW, CODVING Or

. An

1plent

and any attachments thereto may contain private, confidential, and privileged material for the

sole use of the intended rec

attachments thereto) by other than thg

1bite

ictly proh

1p1ent 18 str

ded rec
sender immediately and permanently delete the original and any copies of th

attachments thereto.

1nten

| and any

is emai

21-cv-10719(FBI)-24



ey |

heriff Fugitive -|
Thursday, May 14, 2020 12:55:21 PM

RE

From:
To

Subject
Date

Attachments

b3

b6 -1,2,3

b7C -1,2,3
b7E -1,2

|(|:B|)[ma||to|

Thursday, May 14, 2020 12:53 PM

From
Sent

b6 -1,2,3
b7C -1,2,3

b7E

-2

Sheriff Fugitive -

I
Subject

To

|and Sgt.
Please see the NDA language in blue below and acknowledge by responding to this email:

b6 -2
b7C -2
b7E -1

RE: Fugitive|

4
R
sy,

“teers

21-cv-10719(FBI)-25
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b7E -6

FD-1036 (Rev. 10-16-2009)
UNCLASSTIFIED

FEDERAL BUREAU OF INVESTIGATION

Import Form

Form Type: EMAIL Date: 12/18/2015

Title:(U)[::::}mail reference added language in Telephone Orders

Approved By] b6 -1
b7C -1
b7E -1,6

Drafted By:

Case ID #: |

anofSiS: (U) [::]Email reference new language in [ |

The order/affidavit, with the inclusion of the "Manner of
Execution" language, sufficiently complies with the new DOJ policy to
authorize the use of the cell-site simulator to identify | |
of a known

*

UNCLASSTIFIED

21-cv-10719(FBI)-27



(FBI)

From: | IFBI)
Sent: Friday, October 23. 2015 11:48 AM
To: FBI)
Subject: Fw] Fugitive warrant

b6 -1,3

b7¢ -1,3
We should be good to go.l I:opied| |so he’s aware.
From: | kraD)
Sent: Thursday, October 22, 2015 1:20 PM
To: FBI)
Cc: (FBI)
Subject: RE: | | Fugitive warrant

b5 -2
b7E -1

From:[ | (FBI)
Sent: Tuesday, October 20, 2015 4:01 PM
To|__ LB be -1 2.3
Cci_ | (ERT) L b7C -1,2,3
Subject: FW: Fugitive warrant
Attached is an affidavit and order from| |We worked with and he added the “Manner of

Execution” language. It appears all the other relevant info is in the order and affidavit, please take a look and let me

know your thoughts. Thanks.

[ 1

From —_— [FBI)
Sent: Tuesday, October 20, 2015 2:02 PM
To: |(FBI)
Subject: Fwd| |- Fugitive warrant
Pls review
1

b6 -1,2
b7C -1,2

21-cv-10719(FBI)-28



b7E -6

FD-1057 (Rev. 5-8-10) UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) Opening Communication Date: 05/20/2020
From: | I
Contact: b3 -1
b6 -1

Approved By: | | b7Cc -1

b7E -1, 2,6

Drafted By:l |

Case ID #: (U)l L Subject;
Domestic Technical Assistance to

Synopsis: (U) Opening Communication
b7E -3,6
Reference:
Enclosure(s) : Enclosed are the following items:
1. (U) Request for Assistance from| |
Office b3 -1
2 (U) Nondisclosure Agreements b7E -1
3 (U) Approvals from Division CDC
4. (U) Approvals from Division CDC
5 (U) Final Rpproved State Search Warrant.
Details
Onl |—
: : b3 -1
[ |requested Federal Bureau of Investigation (FBI) b6 -2
assistance withl date of birth b7C -2
b7E -1
(DOB) a FBI Task Force Officer and

| l advised the FBI that

was wanted in connection with the

of a year-old-female in the City of The victim and

witnesses were able to give a description of the suspect, and the City of

UNCLASSTIFIED

21-cv-10719(FBI)-29



UNCLASSTIFIED

b7E -6
Title: (U) Opening Communication
Re: | |o5/20/2020
cameras caught the license plate of the suspect's vehicle. The
vehicle registration led the police department to I | with

the assistance of the -

wrote a search warrant for the suspect's house,

vehicle, | b3 -1
| but b6 -3
. b7Cc -3
A search of his b7E -1
residence was negative. They also got a search for

however, there has been no recent activity.

is a gang member who the FBI had investigated in

conjunction with the is also known by the

gang moniker

requested both domestic

as well as

analysis. A official agency request was submitted by
[:::::::::Fnd is included in the 1A section of this communication. All

members of the prosecutorial and investigative team for the District

Attorney's Office agreed to abide by the FBI's nondisclosure agreement

(NDA) in relationship to usage of the cell site simulator. A state

warrant was completed and approved by b3 -1
I A copy of the emails containing the b6 -2
b7C -2

NDAs and the approved search warrant will also be included as part of the b7E -1

1A section.

The following information and documentation was forwarded through the

chain of command andl |approval was granted to

provide assistance to On turned

himself into the police before any assets were deployedl

*

UNCLASSTIFIED
2

21-cv-10719(FBI)-30



| tIMD) (CON) e

b7C -1
From: | FBI) b7E -1
Sent: Thursday, May 7, 2020 1:04 PM
To: | |FBI (FBI)
Cc: [ B
Subject: Re: Domestic Technical Assistance to thg
Legal approves pending review of the state search warrant. approval required for the opening
ofthd ]
b6 -1
b7C -1
b7E -2
Desk]| |
Gaiax_yl |
Confidentiality Statement: This message is transmitted to you by the Office of the |for the
| |of the FBI. The message, along with all attachments, may be confidential and legally
privileged. I you are not the intended recipient, please destroy it promptly without further retention or
dissemination. Please notify the sender of the error by a separate e-mail or by calling This
message and its attachments belong to the FBI and may not be further disseminated without prior FBIL___|
[ | approval.
From;| |(FBI) -
Sent: Thursday, May 7, 2020 10:00 AM
To] (FBI |
cd (FB|!’{ |(a1)|
| FBi)l F b3 -1
ubject: Domestic Technical Assistance to thl b6 -1,3
b7Cc -1,3
All, b7E -1,2
The requested domestic technical

assIstance 1n the rform of the IBl's cell site simulator in the case of

By way of backdround, on at approximately year—-old-
female was I andl Fy a stranger on lnl |
California. She and witnesses were apble to give a description, and CITy ol
as The
1

1

21-cv-10719(FBI)-31
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reguested a |

| A zearch residence was negative. They
have also gotten search warrants for a on the S b3 -1
however, t no recent activity. b7E -1,3

The | |hz% requested the F s assiztance
in using_the| to help provide a more '
phone in) | I believe with the combined assista

and thel |that we 7

Currently, we have completed the following steps reguired for deplcecyment of the

CSS per the guidance of the CDC:

1. Attached is an official request from theg
| | signed by| |
2. Thel | oo P3 -1

assigned to this matter as well as the assigned igc_lizz

b7E -1

3. A state search warrant has heen drafted and is being reviewed by| |
. The and | |have been advised of the
situation, all actions currently taken, and will approve subject to the
state search warrant meeting all necessary FBI requirements.

T am respectfully requesting the opening of a case in this matter. I am
seaking approval tol |
search warrant by the | offics,

Respectiully,

bé -1
b7C -1
b7E -2,3

I.Thsl form is available on fbi.gov
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| !IMD) (CON)

b3 -1
From: FBI) b6 -1
Sent: Thursdav, Mav 7. 2020 1:49 PM b7C -1
To: (FBI); FB1) b7E -1
Cc: G| [FBI)
Subject: Re: Domestic Technical Assistance to the
All,

A have reviewed the state SW and it complies with DOJ requirements and | approve moving forward. This is a
serious crime and a good use of our assistance abilities. Please reach out to me if you have any other

quesﬁonsorconcern&

r b3 -1
b6 -1

Desk] b7c -1

Mobil b7E -1,2

Froml (FBI)

Sent: Thursday, May 7, 2020 10:41 AM

Tq |(FBIY

cq__ I (ERD] JFBI)

[ |(FBI] !
Subject: RE: Domestic Technical Assistance to the
I |
As discyssed yesterday, this is a request to open 4 assistance case to provide technical assistance to
The formal request letter is attached for| review. val has been granted. lapproval is

pending while] |eviews the State search warrant. Once |completes his review, evel

approvals are needed.

Thank you, b3 -1
b6 -1
b7C -1
b7E -1,2

From (FBI)| |

Sent: Thursday, May 7, 2020 10:04 AM

To:| [(FBI) | (FBI)|

Cc [FBi) ]

Subject: Re: Domestic Technical Assistance to the

21-cv-10719(FBI)-33



Legal approves pending review of the state search warrant

of the

1

Desi
Galax|

Confidentiality Statement: This message is transmitted to you by the Office of thel

approval required for the opening

b6 -1
b7C -1
b7E -2

|l for the

of the FBI. The message, along with all attachments, may be confidential and legally
privileged. I you are not the intended recipient, please destroy it promptly without further retention or

dissemination. Please notify the sender of the error by a separate e-mail or by calling Thig
message and its attachments belong to the FBI and may not be further disseminated without prior FBI
pproval,
Froml (FBI) { :
Sent: Thursday, May 7, 2020 10:00 AM
To:l (FBI)
Cci (FBI) |iFei)
[FBI) { | b3 -1
Subject: Domestic Technical Assistance to the b6 -1,3
b7Cc -1,3
All, b7E -1,2,3
The Office requested domestic technical

assistance in the form of the FBIl's cell site simulator in the case of [__|

By way of background, onl Iat approximately year—-old-
female waq [ and| [by & stranger on inf ]
caiifornia She and witnesses were able to give a description, and City of

s caught _the license plate of the suspect’s vehicle The vehicle
oS led th the suspect.| |
v stance of the -
| |wrote & search warrant _Ior The suspect’s house., vehicle,
call detail records as well as reguested al |
| B search of his residence was negative. They
have also gotten search warrants for a|

however, there has been no recent activity.
| has requested the FBI's assistance
I believe with the comblned asslstance ol thel |
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and the that we might be able to narrow

down the location oI the suspect's phone,

completed the following steps required for deployment of the

ance ¢f the CDC:

Currently, we have
C per the guid

1. Attached is an official request from the
| | signed byj
2. The team
assigned to this matter as well as the assigned ]
|lhave read and acknowledged the] |
| A1l e-mails

containing their acknowledgements will be documented to the case file.
3. A state search warrant has been drafited and is being reviewed by
Thel and have been advised of the
situation, all actions currently taken, and will approve subject to the
state search warrant meeting all necessary FBI requirements.
I am respsctfullyv reguesting the owening of a[[  Fase in this matter. I am

seekingl

ch warrant by the |office.
b3 -1
Respectfully, bé -1,2
b7C -1,2
b7E -1,2,3

| (desk)

Thel |form is available on fbi.gov
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b3 -1

b6 -1
b7C -1
b7E -1
b6 -3
b7C -3
RE:
Dead |
| | 1s requesting the technical b3 -1
assistancetrom the Federal Biwean of Investigation i the form of their Cell Site Simulator. On b6 -3
Monday, b vear-old female wag I and | | i;c '*I’
| | Victim wa [and required E -
extensive medical attention as she suffered great bodily injury. Victim and witnesses nrovided a
description, andl Lity carperas caught the license plate of vehicle, Vas
positively identitied by the victim,
b6 -3
The vehicle registration led to Suspect| | Per family members, his phone i;c ‘:1‘3
A : ¥ E -
number i } A search warrant for| [residence, vehicle
| | Thef [Gut the
esidence was searched and unfortunately, he was not located. I:lhad texted a cousin,
Wt \,«]@Mgmgl the residence at the time of the search warrant, and while investigators were at the
scene. cellular telephone number was contitmed. Forthermore is suspected of three
other homicides i and is currently believed to be armed and considered dangerous. zg ‘2533
c -2,
Sincerely
Burean of Investigations
b3 -1
b7E -1
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| |(IMD) (CON)

From:
Sent: Thursday, May 7, 2020 10:32 AM
To:
Cc:
Subject: Re: CSS Non Disclosure Agreement
b6 -1,2
Acknowledged b7c -1,2
b7E -2
Thank vou
On May 7, 2020, at 5:41 AM, | (FBI) b6 -1,2
wrote: b7C -1,2
b7E -2
All,

The following is the FBI's Non Disclosure Agreement in relationship to use of
the Cell Site Simulator. Please review the document and let me know if you
have any questions. If you understand and agree to the non-disclosure
agreement, please respond to this email with a simple acknowledgment.

Thanks,
b6 -1
b7C -1
b7E -2

| [(desk)

<CSS Non Disclosure Agreement.docx>
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IIMD) (CON)

From: | |
Sent: Thursday, May 7, 2020 10:06 AM
To:
Subject: Re: CSS Non Disclosure Agreement

b3 -1

b6 -1,2
Acknowledged. Thank you. b7C -1,2

b7E -1,2
From| (FBI b6 -1,2
Sent: Thursday, May 7, 2020 5:41:02 AM b7C -1,2
14 I b7E -2

Subject: CSS Non Disclosure Agreement

All,

The following is the FBI's Non Disclosure Agreement in relationship to use of the Cell
Site Simulator. Please review the document and let me know if you have any

questions. If you understand and agree to the non-disclosure agreement, please respond
to this email with a simple acknowledgment.

Thanks,
b6 -1
b7C -1
b7E -1,2

|desk)
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| |(IMD) (CON)

From: | |
Sent: Thursday, May 7, 2020 10:29 AM

To: | [(FBI)

Cc:

Subject: Re: CSS Non Disclosure Agreement

I acknowledge.

Thank you,
Sent from my iPhone b6 -1,2
b7C -1,2
b7E -2
On May 7, 2020, at 5:41 AM,
wrote:
All,
The following is the FBI's Non Disclosure Agreement in relationship to use of
the Cell Site Simulator. Please review the document and let me know if you
have any questions. If you understand and agree to the non-disclosure
agreement, please respond to this email with a simple acknowledgment.
Thanks,
b6 -1
b7C -1
b7E -2

[desk)

<CSS Non Disclosure Agreement.docx>
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1 IMD) (CON) be -2

b7E -2
From: | |
Sent: Thureday Mav 7 2020 11-:00 AM
To:
Subject: RE: CSS Non Disclosure Agreement
| acknowledge.
Respectfully,
b3 -1
be -2
b7C -2
b7E -1
CONFIDENTIALITY NOTICE: This communication with its contents may contain confidential and/or legally privileged
information. It is solely for the use of the intended recipient(s). Unauthorized interception, review, use or disclosure is
prohibited and may violate applicable laws including the Electronic Communications Privacy Act. If you are not the
infended recipient, please contact the sender and destroy all copies of the communication.
From| | (B |
Sent-Thursday Mav 7 2020 5-41 ANM
To: b6 -1,2
b7C -1,2
b7E -2
“Subject: TS5 Non Disclosure Agreement
All,
The following is the FBI's Non Disclosure Agreement in relationship to use of the Cell
Site Simulator. Please review the document and let me know if you have any
questions. If you understand and agree to the non-disclosure agreement, please respond
to this email with a simple acknowledgment.
Thanks,
b6 -1
b7C -1
b7E -1,2
| kdesk)
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| |IMD) (CON)

From: | |

Sent: Thursday, May 7, 2020 11:21 AM
To: [ tesiy |
| | b6 -1,2
Subject: Re: CSS Non Disclosure Agreement b7C -1,2
b7E -2
Acknowledged
Sent via the an
b6 -1,2
From: | | E;g —;,2
Sent: Thursday, May 7, 2020 7:59:34 AM
To| ) (8|
Subject: RE: CSS Non Disclosure Agreement
| acknowledge.
Respectfully,
b3 -1
bé -2
b7C -2
b7E -1

CONFIDENTIALITY NOTICE: This communication with its contents may contain confidential and/or legally privileged
information. It is solely for the use of the intended recipient(s). Unauthorized interception, review, use or disclosure is
prohibited and may violate applicable laws including the Electronic Communications Privacy Act. If you are not the
intended recipient, please contact the sender and destroy all copies of the communication.

From{ | b6 -1,2
Sent: Thursday, May 7, 2020 5:41 AM b7C -1,2
To: b7E -2
o:
Subject: CSS Non Disclosure Agreement
b3 -1
b7E -1

=IT,

The following is the FBI's Non Disclosure Agreement in relationship to use of the Cell
Site Simulator. Please review the document and let me know if you have any

1
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questions. If you understand and agree to the non-disclosure agreement, please respond
to this email with a simple acknowledgment.

Thanks,
b6 -1
b7C -1
b7E -2

[[desk)
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FD-1057 (Rev. 5-8-10)
UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

b7E -6

Title: (U) Use of Cell Site Simulator Date: 06/29/2017
From:l |
Contact:

b6 -1,2
Approved By: SSA b7C -1,2

b7E -1,2,6
Drafted By:l |
Case ID #:l | (U | |
Synopsis: (U) Use of the Cell Site Simulator to identify and locate
pertinent cellular telephones on 6/23/2017 and 6/28/2017
Full Investigation Initiated: 04/15/2017
Enclosure(s): Enclosed are the following items:
1. (U) NDA b3 -1
2. (U NDA b7E -1
3. (U) Approval email
4 (U) Warrant
Details:

b3 -1
be -1,2
Oon 6/23/2017,[::::]conducted sweeps at z;g :i’g
I Although] |
| |
UNCLASSIFIED
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UNCLASSTIFIED b7E -6

Title: (U) Use of Cell Site Simulator
Re: | |O6/29/2017

Through additional investigation,[::::kas subsgguentlv able to
tentatively identify secondary cell phones fon as well as his

associate, | Oon 6/28/2017,| Fas deployed to

residence at | |

At approximately 9:30 a.m.

possible secondary cell phone for

|then traveled tol hork site at

|in another attempt to identify

vehicle parked in front of the residence. At approximately 11:15 a.m.

determined that the only

b3 -1

b6 -1,2,3
The results of the survey were verbally passed to Ii;g :i:§,3

]
Both the and thq |
replied that they had received the Cell Site Simulator Non-

Disclosure Letter. These emails are attached to this 22 :;
communication. Also attached is an email from b7c -2
indicating bpproval for this technique. The search warrant was b7E -1,3

reviewed by ACDC prior to its signing byl

The

warrant i1s attached to this document.

*

UNCLASSTIFIED

2
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From: | | (FBI)
Sent; Thursdav, June 22, 2017 12:38 PM

To: (FBD)

|(SF) (EBD)

Subject: RE: Emailing: Cell Site Simulaton

Approved.

From| |(SF) (FBI)
Sent: Thursday, June 22,2017 11:43 AM

T4 |FBI)

Subject: Fwd: Emailing: Cell Site Simulator -

|(SF) (FBI) |

b6 -1
b7C -1
b7E -1

fo identy

has reviewed and approved of a state warrant attached for|
not Tocate) secondary cell phones being used|

[ Tlopen on this case with[ ___ ppproval, so I'm not sure it this request has to go up th;

as well. Please advise.

I s

[target's. We already have

he taroets are

1spects in a

[that occurred on| |is the original number fo

shooter) | [belonging td

suspected

|came up on 06/09/2017. On Friday 06/16/2017 the

went up on econd phone). However, over the weekend it was discovered that
belongs to m_aﬁmaﬁ‘_wlth no known connection to the homicide. TT5 has since been taken

down. Bot}

have openly talked about having second phones, and have terminated

calls on the monitored lines to continue conversations on those phones. |

|
[ ]Plans to] have been postponed until secondary phones are identified and

monitoring begins.

-------- Original message --------

is also a suspect in a drive by shooting on

From: | IFBI)"|

Date: 6/22/17 10:55 AM (GMT-08:00)

To [FBI)

Subject: Re: Emailing: Cell Site Simulator|

T.00Ks good

-------- Original message

From: | |(FBI)

Date: 6/21/17 8:49 PM (GMT-05:00)

bé -1
b7C -1
b7E -1,3,6

b3 -1
b6 -3
b7C -3
b7E -1,6

bé -1
b7C -1
b7E -2
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To:] kEBI)

Ccil | e 12
L —_I(FBD’ b7C -1,2
Subject: Fwd: Emailing: Cell Site Stmulator | | b7E -1 .2
Here is the draft warrant for the cell site simulator after review by He and
Investigator are ccd.
Please acknowledge receipt and review. Thank you!
-------- Original message --------
From:|
Date: 6/21/17 5:40 PM (GMT-08:00)
Tg [FBD)" b6 -1.2
o b7Cc -1,2
Subject: Re: Emailing: Cell Site Simulator - b7E -1,2

Changes made ... here you go.

From: |
Sent: Wednesday, June 21, 2017 3:40:39 PM

To | (FBD
Subject: Emailing: Cell Site Simulator

Your message is ready to be sent with the following file or link attachments:

Cell Site Simulator -

Note: To protect against computer viruses, e-mail programs may prevent sending or receiving certain types of file
attachments. Check your e-mail security settings to determine how attachments are handled.
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From: |

Sent: Tuesday Tnne 20 2017 4:27 PM
To: (FBI)

Cec:
Subject: Nondiscloure Agreement

Greetings.

I have received the Nondisclosure Agreement.

b3
bé

-1
-1,2

b7C -1,2

b7E

-1

b7E -2
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From:

Sentl'_wiﬁniww 21,2017 1:29 PM
To: (FBD

Subject: RE: NDA

Receipt confirmed,

From: FBI) [mailto:
Sent_Tuesdav Inne 20 2017318 PM
To:
Subject: NDA
and
Attached is an NDA for thg I'will need 4 evel or higher to confirm receipt of
the NDA. The return email to me should just contirm receipt.... No more, no less.

b7E -2

b3 -1

b6 -1,2
b7C -1,2
b7E -1,2
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DECILESSTIFIED Hy: HNETIL I:l b6 -1

Bl Ue-20-0U22 b7C -1

|(IMD) (CON)
Sent: Thursday, November 12, 2015,12:39 PM
To: I LOTD) (FBI) I_|(0TD) (FBI) b6 -1
Cc: | OTD)(CONY); (OTD)(FBI)| loTD) p7e -1
(FBI)] locoyrs
Subject: RE: Assigned Task: DUE noon 11/12/15 The FBI's Use of Cell Site Simulators (Stingrays)
Hearing Paper - Oversight Hearing --- UNCLASSIFIED

Classification: UNCLASSIFIED

Please see thy shinission attached,
b3 -1
b6 -1
b7C -1
b7E -1,3

From§ [OTD) (FBI)

Sent: Monday, November 09, 2015 12:08 PM

To: ] (OTD) (FBI)

Cc: (ER)(CON)] } (oTD)(CON) OTD)(FBI)

Subject: FW: Assigned Task: DUE noon 11/12/15 The FBI's Use of Cell Site Simulators (Stingrays) Hearing Paper

Oversight Hearing --- SE RN
Importance: High

Classification: -SEERET/ /NSFRN

Upon removal of attachment (s), this document is UNCLASSIFIED//FoHs

| b6 -1
b7C -1

For adminisirative and research assistance.
Piease note the detatled reguest described below {SPBookmark Detailed x0020 Reguest 0020

b3 -1
bé -1
Here are the qusstions to be answered: p7Cc -1
b7E -1,3
<<File: FBI's Use of Stingrays.docx >>
Mere are some previous responses that can form the basas of yowr responses:
<<File: Department Policy Memo.pdf >> << Fild P> <<File:

Public_Affairs_Guidgnce_on_FBI_Cell_Site_Simul ators 20150914 pdf >>
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OTD) (FBI)

= U
O M
l§

loTD)(can:|
[OTD) (FBI); | TD (FBI);(I

, 2015 11:43 AM
(OTD) (EBI:

[OTD)(FBI)
{OTD) (FBI)

bé -1
b7C -1

W: Assigned Task: DUE noon 11/12/15 The FBI's Use of Cell Site Simulators (Stingrays) Hearing Paper I:l
Oversight Hearing --- UNCLASSIFIED

Importance: High

Classification:

Ploags cos ta

Pe

External Tracking
Number:
Title

Classification:
Priority:
Tasking POC:
Qriginator:

Deadiine:
Summary Of Request:

Detailed Request
Description:

king below and reply to
wants the info sarly due to travel sch

Tracking Number:

UNCLASSIFIED

o~

|

The FBI's Use of Cali Site Simulators (Stingrays) Hearing Pa L
Hear n:

UNCLASSIFED

&, Low

4T
i:_."’igi,v"g;v

Tasked {
Action: Answer the guastions in the attached

document, This is

par - Dac 8 SJC Annual Oversig

Please see attachment.

b6 -1
b7C -1
b7E -2

)
“.T
-

b6 -1
b7C -1
b7E -3

to prap the Director for the

1279715 ""QS’E"lg

=TS ng for

’05 m ihe uuji m nq \H‘dl
fag @ L-EE Site Simulators ( tingrays Hearing Paper
G SJC Annual Oversight Hat :mg
o to i:e:-tmr hefore the Senate i
srassional Affairs (G4
ues‘ticm:: & Answaers (QARA'S)

sdiciary Commi

that are needed to pre

Ov‘n\ hearing session, therefore undlass

3 Spedial Projects Unit SPUY, is ¢

Cie ar \M at ¢an

b5 -1
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intended Audience and

Purpose:

e b5 -1

Tharnks,
b6 -1
b7C -1
b7E -2,3

)wkl

Siackberryl |

From: | |

Sent: Monday, November 09, 2015 11:02 AM

To: (OTD) (FBI) | (OTD) (CONY; (OTD) (FBI);

OTD) (FBD)] pTD) (FBI)
Subject: Assigned Task: The FBI's Use of Cell Site Simulators (Stingrays) Hearing Paper - Dec 9 SJC Annual Oversight
Hearing

Hello,

You have been assigned as an approver on the following task: The FBI's Use of Cell Site Simulators (Stingrays)
Hearing Paper - Dec 9 SJC Annual Oversight Hearing
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Available Tracking Nu

racking Number:

nbers

External Tracking Number: tingray

HERIL

[}

The following are deadlines associated with this task:

Deadline: 11/12/2015

This email was automatically sent, please do not reply.

Classification:

Classification:

5:00:00 PM

UNCLASSIFIED

UNCLASSIFIED

b7E -2,3
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|(IMD) (CON)

Sent: Monday, November 30, 2015 12:33 PM b6 -1

To: | kOTD) (FBI) b7C -1

Subject: FW: OTD Tasks - The FBI's Use of Cell Site Simulators... has been assigned to you ---
UNCLASSIFIED/AERS

Attachments: FBIs_Use_of _Stingrays_-finalresponse_11282015.docx;

FBIs_Use_of_Stingrays_finalresponse_11282015_clean.docx

Classification: UNCLASSIFIED/ A&ESw

From: DO)(FBI)
Sent: I November 23, 2015 2:07 PM
To: DO)(FBI)

C |(OTD) (FBI)

Subject: RE: OTD Tasks - The FBI's Use of Cell Site Simulators... has been assigned to you --- UNCLASSIFIED/AES

Classification: UNCLASSIFIED/AR&S

,,...
oy
Lo,

AR RS RS S RS The information marked {U//855Hn this document is the property of FBLand may be

distributed within the Federsl Government {and its contractors), US intelligence, law enforcement, public safety or

=]
==

k=]

otection offizials and individuals with a nesd to know, Distribution beyond these entities without FBI authorization is
prohibited. Precautions should be taken to ensure this inform
reciudem unauthorized aceass. information bearing the LES caveat may not be used in legal proceadings without first

ation is stored and/or destroved in 3 manner that

receiving authorization from the originating agency. Recipients are prohibited from subsegquently posting the

information marked LES on & website or an unclassified network.

Sorry again for th' de Ea Fve attached thy

al “clean” version,.

dits in a tracks

ad version

3
i
X

b6 -1
b7C -1
b7E -3

50 you and I:li,ar\ see the minor changes),
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From:| kDO)(FBI) zfjc‘f L
Sent: Wednesday, November 25, 2015 11:36 AM

To; O)(FBI)

Cci (OTD) (FBI)

Subject: RE: OTD Tasks - The FBI's Use of Cell Site Simulators... has been assigned to you --- UNCLASSIFIED//LES-

Classification: UNCLASSIFIED// &EsS

{11 -orr-ERFORCHVENTSERSITITE The information markad (USRS in this document is the property of FBE and may be
distributed within the Federal Government {and its contractors), US intelligence, law enforcemaent, public safety or
protection officials and individuals with a need to know. Distribution bevond these entities without FB authorization is
prohibited, Precautions should be taken to ensure this information is stored and/or destroved in a manner that
precludes unauthorized access. Information bearing the LES caveat may not be used in legal proceadings without first
mre‘iv"‘g authorization from the originating agency. Recipients are prohibited from subssquantly posting the
information marked LES on a website or an unclassified network,

Thanksl | As | have explained mD we don't get the ﬁﬁa:lappmved version today, we'll just usa

the currant version ;‘haii *\ rovided and mark it as a "draft” when we send it up to the Director.

b6 -1

N -4t
From] [DO)(FBI)
Sent: Wednesdav, November 25, 2015 11:05 AM
To: PO)(FBI)
Cc: (OTD) (FBI)
Subject: RE: OTD Tasks - The FBI's Use of Cell Site Simulators... has been assigned to you --- UNCLASSIFIED/LES
Classification: UNCLASSIFIED/AES

NSFHE: The information marked {(U/AFS in this document is the property of FBI and may be

disty ba-tauj withiy Hh Federal Goverrment {and its contractors), US intelligpence, law enforcement, public safety or
protection officials and individuals with a nesd to know. Distribution beyond these entities without FBI authorization is
prohibited. Precautions should be taken to ensure this information is stored and/or destroyed in a manner that
precludes unauthorized access. information bearing the LES caveat may not be used in legal proceedings without first
receiving authorization from the originating agency. Recipients are prohilited from subsequently posting the
information marked LES on a websie or an unclassified network,

L I b6 -1

b7C -1

.

-

-

fve sent to her for her review and copied he as well, She is aware that we are past the due date, 5o/
would anticipate that she will,

Apologies for the delays!

From:| |(DO)(FBI)
Sent: Wednesday, November 25, 2015 10:12 AM
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Task Tk The FBI's Use of Cell Site Simulators (Stingrays)" Hearing Paper
OTD Task Members

20151209 SIC Annual Oversight Hearing

The Director is scheduled to testify before the Senate Judiciary Committee on December 9, 2015.
The Office of Congressional Affairs (OCA), Special Projects Unit (SPU), is currently assigning tasks
for the Questions & Answers (Q&A’s) that are needed to prepare him for his appearance.

This will be an £, hearing session, therefore unclassified responses are requested. Ifit is
necessary to incl classified information to enhance the Director’'s understanding of an issue then

please ensure all material is appropriately portion marked so it is clear what can be said in an open
setting.

b5 -1
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b5 -1

Click on the “Link to Document” at the bottom of this email to begin working on this paper.

D Datay 11/20/2015
12/9/2015

FEl's Use of Stingrays pager

Incomplete

Classification: UNCLASSIFIED//TES
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|(IMD) (CON) e 1

Sent: 2016 3:49 PM

To: [ [oTD) (Fe

Cc: | ©TD) (kB ooy ey ]
L1

OTD) (FBI)| [OGC) (FBI)
Subject: Decision Brief for CSS NDAs --- UNCLASSIFIED77tES

Classification: UNCLASSIFIED//EES
ATTORNEY WORK PRODUCT/ATTORNEY-CLIENT PRIVILEGED INFORMATION/DELIBERATIVE
PROCESS PRIVILEGED DOCUMENT

TRANSITORY RECORD

b6 -1
I:land | went over these slides this morning, and attached are the final version.|:land | would be happy to brief p7¢ -1

you and/or tth this. b7E -2
]

FBI Office of the General Counsel
0]
BB] ]
E-Mail (U)
E-Mail (S):

Confidentiality Statement: This message is transmitted to you by the Office of the General Counsel of the Federal Bureau
of Investigation. The message, along with any attachments, may be confidential and legally privileged. If you are not the
intended recipient of this message, please destroy it promptly without further retention or dissemination (unless otherwise
required by law). Please notify the sender of the error by a separate e-mail or by calling] ]

b5 -1,2
b7E -2
Classification: UNCLASSIFIED/7HReS—
Respectiully,
b6 -1
b7C -1
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U.8. Department of Justice

Federsl Burean of Investigation

Washingion, ., 205350001

Oetober 14, 2011

b3 -1
b7E -1

Re:  Purchase of Wireless Collection Equipment/Technology and Non-
Disclosure Obligations

Pt NP NP -SRIFPRTTRRES) . The information in this document fs.the progerty of the Federal Burean of
Ievestisation {FRE and may be distributed within the Federal Governwent (and ity contractors), US. intelligence, low
enforesment, public sqfuty.or protection iicials and individuals with a need fo kiow. Disgribution bovond these entities without
FBEOnerational Technolagy Division authorization is prehibited. Preceutions showld be taken o' ensure this information is
stored andior desiroyed in a manrer that preciudes wnanthorized aecess, Infarmation beaving the LES cavear may rot be wsed in
fegad proveedings withow! first reveiving @athorization from the originaring ageney. Recipients are prohibited from sithsegquenily
posting the information marked LES on g website on an wnclassified nebwark.

Dy Commande] b3 -1
b7E -1

We have been advised by of the| [request
to purchase certain wireless collection equipment/technology manufaetured by |

Consistent with the conditions on the cquipment authorization granted ml:l
by the Federal Communications Commission (FCC), state and local law

enforcement agencies must coordinate with the Federal Burean of Investigation (FB1) to
complete this non-disclosure agreement prior to the acquisition and use of the
equipment/icchnology authorized by the FCC authorization.

As you are aware, law enforcement agencies increasingly rely on wireless collection
equipment/technology to conduct lawfully-authorized electronic surveillance, Disclosing the
existence of and the capabilities provided by such equipment/technology fo the public would
reveal sensitive technological capabilities possessed by the law enforcement community and may
allow individuals who are the subject of investigation wherein this equipment/technology s used
to employ countermeasures to avoid detection by law enforcement. This would not only
potentially endanger the lives and physical safety of law enforcement officers and other

UNCLASSIFIDD/AR

Page Tofs
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UNCLASSIFIED/}

individuals, but also adversely impact criminal and national security investigations. That s,
disclosure of this information could result in the FBIs inability to protect the public from
terroristn and other criminal etivity because, through public disclosures, this fechnology has
heen rendered essentially useless for future investigations. In order to ensure that such wireless
collection equipment/technology continues to be available for use by the law enforcement
community, the equipment/technology and any information related to its fungtions, operation,
and use shall be protected from potential compromise by precluding disclosure of this
mimmdﬁan to thf.‘ publm in any manner including by not limited to: in press releases, in court

: 3 . or during other public forams or prmosdmgs Accordingly,

il agrees to the following conditions in connection with its

purchase and use of the

L. The will ensure that operators of the egnipment have
et the operator training standards identified by the FBI and are certified to conduct
operations.

2. The will coordinate with the FBin advance of its use
of the wireless collection equipment/technology to ensure de-contliction of respective
MISSIONS,

3. The [will not distribute, disserinate, or otherwise

disclose any information concerning the wireless collection squipment/technology oy any
software, operating manuals, or related technical documentation {including its
technical/engineering description(s) and capabilities) to the public, including to any non-
faw enforcement individuals or agencies.

4, The will not distribute, disseminate, or otherwise
disclose any miormation concerning the wirgless collection equipment/technology or any
software, operating manuals, or related technical documentation (including its
{echnical/engineering deseription(s) and capabilities} provided to it any other law
enforcement or governmient agency without the prior written approval of the FBL Prior
to any approved distribution, dissemination, or comparable disclosure of any information
concerning the wireless collection equipment/technolegy or any software, manuals, or
related technical documentation related to such equipment/technology, all materials shall
be marked “Law Enforcement Sensitive, For Official Use QOnly - Not to be Disclosed

Outside of the] |
3, The hall nat
use or provide any information concerning the
[ |its associated software, operating manuals, and any related

documentation {including its technical/engineering description{s} and capabilities)
heyond the evidentiary results obtained through the use of the equipment/technology
including, but not Emited to, during pre-trial matters, in search warrants and refated
affidavits, in discovery, in response to court ordered disclosure, in other affidavits, in
orand jury hearings, in the State’s case-in-chief, rebuttal, or on appeal, or i festimony in
any phase of civil or criminal trial, without the prior written approval of the FBIL. if'the

UNCLASSIFIED/A

Page 2ot $

b3 -1
b7E -1

b3 -1
b7E -1
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lea.rm that a .‘ﬁmmut Attorney, prosecutor, or a court b3 -1
formation concerning i 1‘,‘14_7__| b7E -1

| its associated software, operating

manuals, and any refated documentation (including its technical/engineering description{s)

and capabilities) beyond the evidentiary results obtained through the use of the

equipment/technology in a manner that will cause law enforcement sensitive information

retatine o the technology to be made known to the public, th

will immediately notify the FBUin order to allow sulficient fime for the PBI

to intervene to protect the equipment/technology and information from disclosure and

potential compromise.

Notification shall be directed to the attention of!

Federal Bureau of Investigation
Engineering Research Facility b -1
Bmidmg ??(}’)h;\ Pod A

_ b7C -1
. 222133 b7E -2,3

and

Operational Technology Division
Federal Bureaw of Investigation
Engineering Research Facility
Building 27938A, Pod B
Owanticn Xroanss 27135

In addition, the will, at the request of the FBI, seek

dismissal of the case in lew of using or providing, or allowing others to use or provide,

any information concerning thd
[ its assoctated software, operating manuals, and any related b3 -1

documentation (beyond the evidentiary resnlts obtained through the use ofthe b7E -1

equipment/technology), if using or providing such infonmation would potentiaily or

actually compronuse the equipment/technology.

A copy of any court order in any proceeding in which the |
is & parly directing disclosure of information concerning the
hnd any associated soltware, operating manuals, ot
related documentation (including its technical/engineering description{s) and capabilities)
will immediately be provided to the FBI in order to allow sufficient time for the FBIto

UNCLASSIFIED/FE

Page 2 of 6
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UNCLASSIFIEDY

P

intervenie to protect the equipment/technology and information from disclosure and
potential compromise. Any such court orders shall be divected to the attention of:

LN [P
Federal Bureau of Investigation
Engineering Research Facility

Building 279584, Pod A
antico. Vireinia 22135
b6 -1
b7C -1
and b7E -2,3
Cperalional Technology Division
Federal Bureau of Investigation
Engineering Research Facility
Buoilding 279584, Pod B
Curantics Viroinia 22133
Thy |will not publicize its purchase or use of the b3 -1
| [or any of the capabilities afforded by such b7E -1

equipment/technology o the public, other law enforcement agencies, or other
government agencies, including, but not limited to, in any news or press releases,
interviews, or direct or indirect statements 1o the media.

{n the event that the recelves a request pursuant to the
Freedom of Information Act (3 UR.C. § 552} or an equivalent state or local law, the civil
or criminal discovery process, or other judicial, legislative, or administrative process, to
disclose information concerning thy |

its associated software, operating manuals, and any related
documentation Gncluding ity technical/engineering description{s) and capabilities}, the
vill immediately notify the FBI of any such request
telephonically and in writng 1 order to allow sufficient time for the FBI o seek to
prevent disclosure through appropriate channels. Notification shall be directed to the
attention of:

| | b6 -1
Operational Technology Division b7Cc -1
Federal Burcau of Investigation b7E -2

Engineering Research Facility
Building 27958A, Pod A
Ouantico, Virginia 22135

UNCLASSIFIEDYASE

Page & of 6
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UNCLASSIFIED/FO

Operational Technology Division b6 -1
Federal Bureau of Investigation b7c -1
o RO b7E -2,3
Engineering Research Factlity

Building 27958A, Pod B
Ohantico, Viewinia 22135

UNCLASSIFIED/F@

Page S of &
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UNCLASSIFIED/FO

The

by the signatures below of an aunthorized represcatative and wireless collection equipment

operators of the|

Acknowledged and agreed to this A&

Sincerely,

Ia::;ceptance of the above conditions shall be evidenced

IVISION
Federal Borean of Investigation

{
|
{
i
1
/,,/{
&

b3 -1
b7E -1
b3 -1
b6 -1,2
b7C -1,2
b7E -1
oo

UNCLASSIFIED// R
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b6 -1
|(IMD) (CON) b7c -1

Sent: Eridav Qctaher 9 2015 12:36 PM
To: | (OTD) (FBI loTD) (FBI UN)
(EBI)
Cc: | | oTD)(FBI); | _ lorpicon) OTD)
(FBI] |oTD) (FBI);] koGOl | |
(OGC)(FBI)
Subject: RE: Assigned Task: Cell Site Simulator - NDA Meeting Withl |
}-- UNCLASSIFIED AAES—

Classification: UNCLASSIFIED/ RS-

Upon removal of attachment(s), this document is UNCLASSIFIED

TRANSITORY RECORD
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b6 -1
b7C -1
b7E -2

This is the TTU response 9

Lo Action: OTDto providgd Jith copiss of NDAs,

Response: This was accomplished o/a 10/07 b

B §
Komas mantmes M.,

2. Action: OTD to proactively identify areas which might be made clearer in the NDA,
a. b5 -1

Fonsg v wmie e €
EE L N

b. Response: Identification of areas (from the NDA) which might be made clearer in a replacement

document are incorporated in 3. below.
3. _Artons OT8 ahnuld alen think abent] | bs -1

21-cv-10719(FBI)-101



|(OTD) (FBI) b6 -1

Sen.l:ﬂ.mdasuxtfber 06, 2015 12:18 PM b7C -1
To: (OTDY)FPI) [OTD)(CON)

Cci (OTDJTFBI)
Subject: FW: Assigned Task: Cell Site Simulator - NDA Meeting with --- UNCLASSIFIED

Classification: UNCLASSIFIED

TRANSITORY RECORD

b6 -1
3 b7C -1

This has probably already been sant to you, below find the task ?s's:sr.vv:l i have attached i,mI:l bTE -3
template. Taskis due 1071873015,

Thanks,

Title Cell Site Simuiator - NDA Meeting with
Classification: UNCLASSIFIED

Tasking POC:
Originator: \ia UNET email vieeting AAR) from 10/5/15 b5 -1

| b6 -1
Meadh b7C -1
eadiine: H/19/2015 8 b7E -2,3
Summary Of Request: _Tasked o |
Detailed Request
Description:
From:| |  pg -1

Se?t:luﬁdamﬁctaheir 06, 2015 11:27 AM i;c —;
To (OTD) (FBI); (OTD) (FBI); (OTD) (FBI); E -
I Y GE) | l

Subject: Assigned Task: Cell Site Simulator - NDA Meeting wit

21-cv-10719(FBI}-102



Hello,

You have been assigned as an approver on the following task: Cell Site Simulator - NDA Meeting witl'|:|
|

Available Tracking Numbers

racking Number1

1

External Tracking Number

[ asks

The following are deadlines associated with this task:

Deadline: 10/19/2015 5:00:00 PM

This email was automatically sent, please do not reply.

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED//BEQ\

Respectiully,

b6 -1
b7C -1
b7E -2,3

bé -1
b7C -1

21-cv-10719(FBI)-103



U.S. Department of Justice

Federal Bureau of Investigation

Washington, I3, 20535-0001

November 20, 2014

INTURN

%
H

H 9t

g

b3 -1
b7E -1

‘.{j

X
1

Lisdih

Re: Acquisition of Cell Site Simulator/Pen Register Equipment/Technology
and Non-Disclosure Obligations

b3 -1
Dear b7E -1

We have been notified of ml |request for acquisition of

certain cell site simulator/pen register equipment providing cellular device locating and
identifying capability. Consistent with the condition on the equipment authorization granted by
the Federal Communications Commission, State and local law enforcement agencies must
coordingte with the Federal Bureau of Investigation (FBI) to compiecte this non-disclosure

agreement in order 1o acquire and use cell site simulator/pen register equipment/technology.

Law enforcement agencies rely on cellular device locating and identifying capability to
help meet their law enforcement and public safety responsibilities. Disclosure of certain
information about cell site simulator/pen register equipment and techniques to the public, such
information referred to by the Federal Government as Law Enforcement Sensitive (LES), would

REVISION: 2
Page 1 of 9
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allow adversaries of law enforcement to diminish or thwart law enforcement efforts, therebhy
enabling such adversaries to evade detection and circumvent the law. Disclosure of sven minor
details about this technology or its use may reveal more information than its apparent
insignificance suggests because, much like a jigsaw puzzle, each detail may aid in piecing
together other bits of information even when the individual piece is not of obvicus importance in
itself. Thus, disclosure of what appears to be innocunous information about cell site simulators
would provide adversaries with critical information about the capabilities, limitations, and
circumstances of their use, and would allow those adversaries to accumulate information and
draw conclusions about the use and technical capabilities of the technology. In turn, this would
provide them the information necessary to develop defensive technology, modify their behaviors,
and otherwise take countermeasures designed to thwart the use of this technology in order to
evade detection by law enforcement and circumvent the law. Moreover, the same techniques,
equipment, and tools used in criminal cases are often used in counterterrorismy and
counterintelligence investigations. Thus, compromise of the law enforcement community”’s
mvestigational equipment and methods in & criminal case or a public records disclosure could

have a significant detrimental impact on the national security of the United States.

Due to these concerns, the FBI has consistently asserted that the details concerning the
use, implementation and application of cell site simulator technology is both law enforcement
sensitive and protected homeland security information, and any disclostre could casily impair
the use of this impertant investigative method. In recognition of this vulnerability, the FBI has,
as a matter of policy, protected this category of electronic surveillance equipment and technigue
from disclosure, directing its agents that while general facts that a surveillance or location
operation was conducted in connection with a specific case may be disclosed, neither details as
to the equipment’s operation nor the tradecraft involved may be disclosed. See United States v.
Rigmaiden, 845 F.Supp. 982 (D.Ariz. 2012); United States v. Garey, 2004 WL 2663023
(M.D.Ga. Nav. 15, 2004),

As mentioned earlier, any information concerning cell site simulator equipment or
technology (including, but not limited to information about the operation of the equipment or
technology itself, limitations or capabilities of the equipment or technology, any training
REVISION: 2
Page 2 of 9
21-cv-10719(FBI}-105



materials concerning the capabilities or technology, or tradecrafi required to operate the
equipment) awthorized by the FBI to be provided to your agency is considered profected
homeland security information under the Homeland Security Act ("HSA™). Under 6 U.S.C. §
482(e), homeland security information “obtained by a State or local government from a Federal
agency under this section shall remain under the control of the Federal agency, and & State or
local law authorizing or requiring such government to disclose information shall not apply to
such Information.” The HSA defines “homeland security information” as information that
relates to the ability 1o prevent, interdict, or distupt tervorist activity; information that would
improve the identification or investigation of a suspected terrorist or terrorist organization: or
information that would improve the response to a terrorist act. See 6 11.8.C. §§ 482(H(1}{B)-(D).
Cell site simulator technology meets all three criteria.  Accordingly, by signing this agresment,
your agency agrees and understands that disclosure of protected homeland security information
is specifically prohibited under Federal law, and that this law expressly preempts state and local

disclosure laws under the Supremacy Clause (Article Vi, clause 2) of the United States

Constitution, Lorillard Tobacco Co. v Reilly, 533 LA, 31 {as a general

principle, Federal law preempts State law where Congress has said so explicitly).

Finally, by entering into this agresment, you acknowledge that you understand cell site
simulator technology is a regulated defense article on the United States Munitions List
("USML"). See 22 C.F.R. § 121.1(b). Assuch, technical details concerning this technology are
subject to the non-disclosure provisions of the Intemational Traffic In Arms Regulations
(ITART), 22 C.FR,, Parts 120-130. The ITAR implements the Arms Export Control Act, 22
UG § 2778, and Executive Order 13,637, which conirol the export and mmport of defense-
related articles and services listed on the USML. Because this equipment is explicitly governed
by the ITAR, 22 C.F.R. § 123.1 requires anyone to obtain a license from the Department of State
prior to making an export. Notably, technical information does not have to leave the borders of
the United States to be deemed an export subject to the regulation. See 22 C.F.R. § 120.17
{defining an export as the disclosure of technical data about a defense article to a foreign national,
even while located in the United States). Consequently. if a State or local government
disseminates any part of the technical information to an entity knowing that the entity intends to
or is likely to publish or further disseminate the information in some fashion that would make it

REVISION: 2
Page 3 of B
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aceessible to non-UL8. citizens, or that the requesting entity employs or has any non-U.S. citizens
present at its offices, this could constitute a violation of the Arms Contrel Export Act.
Unauthorized disclosure of ITAR-controlled information is a felony punishable by up to 20 years
imprisonment and up to $1 million per occurrence, See 22 C.F.R., Part 127.

b3 -1
Accordingly. to preserve the continued efficacy of the capability for the Law  P7E -1

Enforcement Community, the and Igree to

the following conditions in connection with the acquisition and ase of the cell site simulator/pen

register equipment/technology:

1. The signing State or municipal povernment official affirms that he or she has the
authority to lawfully obligate his or her State or municipality to the conditions of this
agreement. Moreover, the official affirms that appropriate legal counsel has determined
the nondisclosure obligations herein are defensible under Stale law, as possibly
augmented by Federal stafutory protections. such as might be necessary for public
records access requests, and that the State or municipality will itself perform due

diligence in meeting its nondisclosure obligations as and when necessary.

)

The signing law enforcement agency official affirmns that he or she has the authority to

Moreover, the official affirms that the law enforcement agency will itself perform due

diligence 1n mesting its nondisclosure obligations as and when necessary.

Led

The signing law enforcement agency official affirms that the appropriate chief
prosecuting official(s) representing the jurisdiction(s) of possible use of the ageney’s
cellular device identifying and locating capability was (were) notified of the law
enforcement agency’s intended acquisition of the equipment/technology and he or she
(they) indicated an understanding that use of the capability in a specific prosecutorial
jurisdiction by the law enforcement agency is conditioned on the chief prosecuting
official’s separate written non-disclosure agresment with the FBI (notification and
request for the separate agreement to be made as indicated in condition 10. below).
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Furthermore, the law enforcement agency official agrees that, after exhaustion of all other
lawlul means, including implerenting advice and assistance from the FBI, the law
enforcement agency will, at the request of the FBI, seek dismissal of the case with the
prosecutorial jurisdiction in leu of using or providing, or allowing others to use or
provide, any sensitive information concerning the cell site simulatorpen register

equipment/technology in criminal titigation.

»

The signing law enforcement agency official affirms that the law enforcement agency has
statotory authority to lawfully employ this technology and will do so only in support of
public safety operations or criminal investigations within State or municipal jurisdictions
that are also pasty to appropriate, related nondisclosure agreements with the FBI.
Moreover, the law enforcoment agency assumes responsibility for operating the
equipment/technology in accordance with State and Federal law and regulation and
accepls sole liability for any violations thereof, irrespective of the Federal Bureau of

Investigation approval, if any, for the acquisition of the equipment/technology.

5. The signing law enforcement agency official affirms that he or she understands and
acknowledges that this equipment, under Federal law, functions as a pen register device
as defined in 18 U.S.C. {3127(3), and that 18 U.S.C. §3121¢a) prohibits any person,
including law enforcement, from operating 4 pen register device without first obtaining a
court order, or having emergency pen register authority under either State or Federal law,
as applicable. The signing law enforcement agency official agrees that he or she will not
permit the operation of the device without having a court-issued pen register order or

LImergency pen register authority as outlined in Federal or State law.

she is prohibited by Federal law from intercepting the content of any communications
with a pen register device, and that he or she must use technology reasonably available to
the agency to restrict the equipment to recording or decoding electronic or other tmpuise
to the dialing, routing, addressing and signaling information utilized in the processing and
transmitting of wire or electronic communications. See 18 U.8.C. §3121¢e).
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7. The signing law enforcement agency official affirms that operators of the equipment meet
the operator training standards, identified separately by the FBI, before operating the
equipment, are certified by their agency to conduct operations, are notified of the
conditions of this agreement, and are legally bound 1o this agreement by virtue of their
employment or through an internal written contract with the agency or State or municipal

government.

8. The State or municipal government and/or law enforcement agency may, without first
obtaining prior approval from the FBI, confirm or disclose in public for official business
only, including for the purpose of obtaining relevant legal authority, the following: 1) the
agency has cell site simulator/pen register equipment (without disclosing make and
model) that provides the capability to locate or identify a cellular device, 2) a description
of the legal authority relied upon for using the capability, 3} a description not containing
LES informaticn (see conditions 9. and 10. below) of agency policies or practices that
ensure legal compliance and protection of third party privacy rights, 4) the fact that the
capability might cause temporary disruption of service for certain cellmlar devices in the
operating arvea, 5} that the equipment was used to determine general location information
about the target cellular device, and 6) that the capability is a sensitive investigative
technique so further details are protected and will not be publicly disclosed or confirmed.
Note: The preceding provisions shall be narrowly and strictly construed. Any questions
regarding interpretation or scope of these provisions must be addressed with the FBI prior

to disclosyre,

9. Except for the strictly constructed permission in condition 8. above or for necessary
deliberations between relevant efficials necessary for coordination of this nondisclosure
agreement, criminal or civil Htigation discovery considerations, or publie records access
request processing, in which the exercise of due diligence to protect LES information and
timely notice to the FBI pursuant to this agreeroent is presumed, the State or municipal
government and law enforcement agency will not, absent written FBI approval, distribute,
disseminate, disclose, or otherwise confirm any LES information, as determined by the
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FBI, concerning the cell site simulator/pen register equipment/technology to the public,
including to any non-law enforcement individuals or agencies not otherwise part of this
agreement, These restrictions include, but are not limited to, tradecraft, technical details,
functional limitations or vulnerabilitics, manufzcturer, model name. hardware, software,
operating maauals, related technical documentation (including technical/engineering
descriptions and capabilities), line Htem costs, or related entries in acquisition. funding,
grant, or procurement documents, such documents often being susceptible to public

disclosure by State or municipal financial authorities.

10. The signing State or municipal government official and the signing law enforcerment
agency official aftfirm on behalf of their respective organizations that guestions about or
determinations of what constitutes LES or protected homeland security information will
be deferred to the FBL If the State or municipal government or law enforcement agency
receives a request or order to disclose any information about the cell site simulator
equipment/technology, or learns of such anticipated activity, an appropriate official will
immediately notify the FBI in order to allow sufficient time for the FBI to assist in

protecting the equiprient/technology.

All notifications or inquiries regarding this agreement and the subject capability shail

be directed to the attention of

b6 -1
b7C -1
b7E -2,3

QOperational Technology Division
Federal Bureau of Investigation
Engincering Research Facility
Building 27958A

Quantico, Virginia 22135

Telephon
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11 The signing law enforcement official understands and acknowledges that his or her
agency’s approval to acquire and use the cell site simulator is expressiy conditioned on
execution of and adherence to this non-disclosure agreement with the FBL In the event
that the FBI determines the agency is failing to abide by the conditions in this agreement,
the FBI may notify the vendor/manufacturer to discontinue services for, or disable, the

agency’s cell site simulator/pen register equipment.

12. Once signed, the conditions of this agreement remain in effect until rescinded in writing
by the FBI, except that the agreement must be re-accomplished anmually. If the State or
municipal government, law enforcerent agency, and prosecutor’s office do not all agree
to the annual renewal, or the annual agreement period otherwise expires (one vear from
the acknowledged and agreed date) without a completed renewal, or any one of them do
not abide by the conditions of the agreement, the FBI reserves the right to rescind its
endorsement of the law enforcement agency’s acquisition and use of the equipment and

to take all lawful action as indicated in condition 11, above.

13. The signing State or municipal goverament official and the signing law enforcement
agency official affirm that any successors to their positions will be notified about this
agreement and of the requirement to adhere to the conditions herein to ensure the
agency’s continued use of cell site simulator/pen register equipmentftechnology.
Similarly, the signing law enforcement agency official affirms that any successor to the
position of the chief prosecuting official will be notified of the separate prosecutorial
non-disclosure agreement and of the requirement to adhere to that agreement in order to
ensure the law enforcement agencey’s continued ase of cell site simulator/pen register
equipment/technology. In any instance of succession in this context, the law enforcement

agency official will notify the FBI as indicated in condition 10. above.
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The acceptance of the above conditions shall be evidenced by the signatures below of

N SR - 3 o 4 -1
authorized representatives of the and 22 1
b7c -1
b7E -1

Upcrational Technology Division
Federal Bureau of Investigation

I
Acknowledged and agreed o this 4, day of WECEMDEY | 2014, Renewal is

dug in one year.

b3 -1
b7E -1
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LS, Department of Justice

Federal Bureau of Investipation

Washingion, D.C, 2033350001

December 4, 2014

b3 -1
b7E -1
Re: Acquisition of Cell Site Simulator/Pen Register Equipment/Technology
and Non-Disclosure (tbligations
. b3 -1
Dear b7E -1

We have been notified of the equest for acquisition of

certain cell site simulator/pen register equipment providing cellular device locating and
identifying capability. Consistent with the condition on the equipment authorization granted by
the Federal Communications Comumission, State and local law enforcement agencies must
coordinate with the Federal Bureau of Investigation {(FBI} to complete this non-disclosure

agreement in order to acquire and use cell site simulator/pen register equipment/techuology.

Law enforcement agencies rely on cellular device locating and identifying capability to
help meet their law enforcement and public safety responsibilities. Disclosure of certain
information about cell site simulator/pen register equipment and techniques to the public, such
mformation referred to by the Federal Government as Law Enforcement Sensitive (LES), would
allow adversaries of law enforcement to diminish or thwart law enforcement efforts, thereby
enabling such adversaries to evade detection and circumvent the law. Disclosure of even minor
details about this technology or its use may reveal more information than its apparent
insignificance suggests because, much Hke a jigsaw puzzle, each detail may aid in piecing
together other bits of information even when the individual piece is not of obvious importance in
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itseif. Thus, disclosure of what appears 1o be innocucus information about cell site simulators
would provide adversaries with critical information about the capabilities, limitations, and
circumstances of their use, and would allow those adversaries to accumulate information and
draw conclusions about the use and technical capabilities of the technology. 1n turn, this would
provide ther the information necessary to develop defensive technology, modify their behaviors,
and otherwise take countermeasures designed (o thwart the use of this techuology in order to
evade detection by law enforcement and circumvent the law. Moreover, the same techniques,
equipment, and tools used in criminal cases are often used in counterterrorism and
counterintelligence investigations.  Thus, compromise of the law enforcement commumity’s
investigational equipment and methods in a criminal case or a public records disclosure could

have a significant detrimental impact on the national security of the United States.

Due to these concerns, the FBI has consistently asserted that the details concerning the
use, implementation and application of cell site simudator technology is both law enforcement
sensitive and protected homeland security information, and any disclosure could sastly impair
the use of this important investigative method. In recognition of this vulnerability, the FBI has,
as a matter of policy, protected this category of electronic surveillance equipment and fechnique
from disclosure, directing its agents that while general facts that a swveillance or location
opsration was conducted in connection with a specific case may be disclosed, neither details as
to the equipment’s operation nor the tradecraft involved may be disclosed. See United States v.
Rigmaiden. 845 V.Supp. 982 (D.Ariz. 2012);, United Stutes v. Garey, 2004 WL 2663023
(M.D.Ga. Nov. 15, 2004).

As mentioned earlier, any information concerning cell site simulator equipment or
technology {including, but not limited 1o information about the operation of the squipment or
technology itself, limitations or capabilities of the equipment or technology, any tratning
maierials concerning the capabilities or technology, or tradecraft required to operate the
equipment} authorized by the FBI to be provided to a state law enforcement agency is considered
protected homeland security information under the Homeland Security Act (“HS/ 7). Under 6
UL5.C. § 482(e), homeland security information “obtained by a State or local government from a
Federal agency under this section shall remain under the control of the Federal agency, and a
REVISION: 2
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State or local law anthorizing or requiring such government to disclose information shall not
apply to such information.” The HSA defines “homeland security information™ as information
that refates to the ability to prevent, interdict, or disrupt terrorist activity: information that would
tprove the identification or investigation of a suspected terrorist or terrorist organization; or
information that would improve the response 1o a terrorist act. See 6 U.S.C. §§ A82(H{ HB)-(D).
Cell site simulator technology meets all three criteria.  Accordingly, by signing this agreement,
your agency agrees and understands that disclosure of protected homeland security information
is specifically prohibited under Federal law, and that this faw expressly preempts state and local
disclosure laws under the Supremacy Clause (Article VI, clause 2) of the United States

Constitution. |

Lorillard Tobacce Co. v, Reilly, S33 U S, L1 {as a general

principle, Federal law preempts State law where Congress has said so explicitly).

Finally, by entering into this agreement, vou acknowledge that vou understand cell site
simulator technology s a regulated defense article on the United States Munitions List
("USML”). See 22 CF.R. § 121.1{b). As such, technical details concerning this technelogy are
subject to the nopn-disclosure provisions of the International Traffic In Arms Regulations
(“ITAR™), 22 C.FR,, Parts 120-130. The ITAR implements the Arms Export Control Act, 22
US.C. § 2778, and Executive Order 13,637, which condrol the gxporl and import of defense-
related articles and services listed on the USML. Because this equipment is explicitly governed
by the ITAR, 22 C.FR. § 123.1 requires anyone to obtain a license from the Department of State
prior to making an export. Notably, technical information does not have to leave the borders of
the United States to be deemed an export subject to the regulation. See 22 CFR. § 12017
{defining an export as the disclosure of technical data about a defense article to a foreign national,
even while located in the United States). Consequently, if a State or local government
disseminates any part of the technical information to an entity knowing that the entity intends to
or is fikely to publish or further disseminate the information in some fashion that would make it
accessible to non-U.S. citizens, or that the requesting entity employs o has any non-U.8, citizens
present at its offices, this could constitute a violation of the Arms Comtrol Export Act.
Unauthorized disclosure of ITAR~controlled information is a felony punishable by up to 20 vears

imprisonment and up to $1 million per occurrence. See 22 {.F.R.,, Bart 127,
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Agcordingly, to preserve the comtinued efficacy of the capability for the Law

b3 -1
Enlorcement Community, the agrees to the following conditions in b7E -1
¥ g g

connection with the gequisition and use of the cell site

simulator/pen register equipment/technology:

1. The signing chief prosecuting official (CPO) affirms that he or she has the authority to
tawfully obligate his or her agency to the conditions of this agreement. Moreover, the
official affirms that appropriate legal counsel has determined the nondisclosure
obligations herein are defensible under State law, as possibly augmented by Federal
statutary protections. such as might be necessary for public records access requests, and
that the agency will itself perform due diligence in meeting its nondisclosure obligations

as and when necessary.

2. The signing CPO affirms that the above-named law enforcement agency's acquisition
and use of cellular device identifving and locating capability is conditioned on this
separate written non-disclosure agreement with the FBL Furthermore, the CPO agrees
that, after exhaustion of all other lawful means, including implementing advice and
assistance from the FBI, the prosecuting agency will, at the request of the FBI, seek
dismissal of the case in lieu of using or providing, or allowing others to use or provide,
any  sensitive  information concerning the cell site  simulatorpen  register

equipment/technology in criminal litigation.

ek

The signing CPO affirms that the above-named law enforcement ageney has Statutory
authority to lawfully employ this technology in support of public safety operations or

criminal investigations.

4, The signing CPO affirms that he or she understands and acknowledges that this
equipment, under Federal law, functions as a pen register device as defined in 18 US.C,
§3127(3), and that 18 U.8.C. §3121(a) prohibits any person, including law enforcement,
from operating a pen register device without first obtaining a court order, or having
erasrgency pen register authority under either State or Federal law, as applicable.
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5. The CPO’s agency may, without first obtaining prior approval from the FBI, confirm or
disclose in public for official business only, including for the purpose of obtaining
relevant legal authority, the following: 1) the above-named law enforcement agency has
cell site simuplator/pen register equipment (without disclosing make and model) that
provides the capability to locate or identify a cellular device, 2) a description of the legal
authority relied upon for using the capability, 3) a description not containing LES
information {see conditions 6. and 7. below} of the above-named law enforcement
agency’s policies or practices that ensure legal compliance and protection of third party
privacy rights, 4) the fact that the capability might cause femporary disruption of service
for certain ceflular devices in the operating area, 5) that the equipment was used to
determine general location inforntation about the target cellular device, and 6) that the
capability is a sensitive investigative technique so further details are protected and will
not be publicly disclosed or confirtned. Note: The preceding provisions shall be narrowly
and strictly construed.  Any questions regarding interpretation or scope of these
provisions must be addressed with the FBI prior to disclosure.

6. Except for the strictly constmucted permission in condition 5. above or for necessary
deliberations between relevant officials necessary for coordination of this nondisclosurs
agreement, criminal or ctvil litigation discovery considerations, or public records access
request processing, in which the exercise of due diligence to protect LES information and
timely notice to the FBI pursuant to this agreement is presumed, the prosecuting agency
will not, absent written FBI approval, distibute, disseminate, disclose, or otherwise
confirm any LES information, as determined by the FBI, concering the cell site
stmudator/pen register equipment/technology to the public, including to any non-law
enforcement individoals or agencies not otherwise part of this agreement. These
restrictions include, but are not limited to, tradecrafl, technical details, functional
limitations or vuloerabilities, manufacturer, model name, hardware, software, operating
manuals, related technical documentation {including technical/engineering descriptions

and capabilities}, line item costs, or related entries in acquisition, funding, grant, or
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procurement documents, such docaments often being susceptible to public disclosure by

State or municipal financial authorities.

7. The signing CPO affirms on behalf of her or his agency that questions about or
determinations of what constitutes LES or protected homeland security information will
be deferred to the FBIL If the prosecuting agency receives a request or order to disclose
any information about the cell site simulator equipment/technology, or learns of such
anticipated activity, an appropriate official will immediately notify the FBI in order to

altow sufficient time for the FBI to assist in protecting the equipment/technology.

All notifications or inquiries regarding this agreement and the subject capability shail

be directed to the attention of:

b6 -1
- — b7C -1
Operational Technology Division b7E 2,3

Federal Bureau of Investigation
Engineering Research Facility
Building 279584A

Quantico, Virginia 22133

8. The signing CPO understands and acknowledges that the above-named law enforcement
agency's approval to acguire and use the eell site simulator is expressly conditioned on
all relevant parties’ execution of and adherence (o this non-disclosure agreement with the
FBI. In the event that the FBI determines the any party is failing to abide by the
conditions in this agreement, the FBI may notify the vendor/manufacturer to discontinue
services for, or disable, the agency’s cell site simulator/pen repister equipment,

9. Cnce signed, the conditions of this agreement remain in effect until rescinded in writing

by the FBI, except that the agreement must be re-accomplished annually. If the State or
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municipal government, law enforcement agency, and prosecutor’s office do not all agree
to the annual renewal, or the annual agreement period otherwise expires (one vear from
the acknowledged and agreed date) without a completed renewal, or any one of them do
not abide by the conditions of the agreement, the FBI reserves the right to rescind its
endorsement of the law enforcement agency’s acquisition and use of the equipment and

to take all lawful action as indicated in condition 8. above,

10. The CPO affirms that any suceessor to her or his position will be notified about this
agreement and of the requirement to adhere to the conditions herein to ensure the above-
named law enforcement agency's continued use of cell site simulator/pen register
equipment/technology. In any instance of succession in this context, the CPO’s agency

will notify the FBI as indicated in condition 7. above.

b3 -1
The acceptance of the above conditions shall be evidenced by the signature below of the b7E -1
autherized representative of the

Sincerely,
Operational Technology Division
Federal Burcau of Investigation b3 -1

. b6 -1

= § N b7C -1

Acknowledged and agreed to this_&8_ day of ¢lee Sew ™ 2014, Renewal is bTE -1
dug in one vear.
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March 25, 20614

b3 -1

b6 -1

Upcrational 1 echinology DHvision b7¢ -1
3 b7E -1

Federal Bureau of Investipation

Attne] |

Federal Burcau of lnvestigation

Re: Addenduwm to February 15, 2012 “Acquisition of Wireless Collection
Equipnent/ Technology and Non-Disclosure Obligation”™

Continued from Page 6-0f &:

The | | acceptance of the above couditions she
additional sienatures below of an authorized representative and wireless collectio

the |

Wl be evidenced by the
1

nequipnient operators of B3 -1
’ b7E -1

Maving read and understood the agreement in its entirety, 1 agree to adhere completely to the rules
and implications of this Non-DHsclosure Obligation.

Acknowledged and agresidtothis 25th day of __March 2014

b3 -1
b6 -2
b7C -2
b7E -1
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.5, Department of Justice

Federal Bursan of Investigation

Washington, L 20533-00061

December 1, 2014

Re: Acquisition of Cell Site Simulator/Pen Register Equipment/Technology
and Non-Disclosure Obligations

We have been notified of the request for

acquisitton of certain cell site simulator/pen register cguipment providing cellular device locating

and identifying capability. Consisient with the condition on the equipment authorization granted

by the Federal Communications Commission, State and local law enforcement agencies must

coordinate with the Federal Bureau of Investigation (FBI) to complete this non-disclosure

agreement in order to acquire and use cell site simulator/pen register equipment/technology.

Law enforcement agencies rely on cellular device locating and identifying capability 1o
help meset their law enforcement and public safety responsibilities. Disclosure of certain
information about cell site simulator/pen register equipment and techniques to the public, such
information referred to by the Federal Government as Law Enforcement Sensitive (LES), would
allow adversaries of law enforcernent to diminish or thwart law enforcement efforts, thereby
enabling such adversaries to evade detection and circumvent the law. Disclosure of even minor
details about this technology or its use may reveal more information than its sppavent
insignificance suggests because, much like a jigsaw puzzle, cach detail may aid in piecing

together other bits of information even when the individual piece is not of obvious importance in
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itself. Thus, disclosure of what appears to be innocuous information about cell site simulators
would provide adversaries with critical information about the capabilities, limitations, and
circumstances of their use, and would allow those adversaries to accumulate information and
draw conclusions about the use and technical capabilities of the technology. In turn, this would
provide them the inlormation necessary to develop defensive technology, modify their behaviors,
and otherwise take countermeasures designed to thwart the use of this technology in evder to
evade detection by law enforcement and circumvent the law, Moreover, the same techniques,
equipment, and tools used in criminal cases are often wsed In counterterrorism  and
cognierintelligence investigations. Thus, compronse of the law enforcement community’s
investigational equipment and methods in a criminal case or a public records disclosure could

have a significant detrimental imipact on the national secwrity of the United States.

Due to these concerns, the FBI has consistently asserted that the details concerning the
use, inplementation and application of cell site simulator technology is both law enforcement
sensitive and protected homeland security information, and any disclosure could casily impais
the use of this important investigative method. In recognition of this vulnerability, the FBI has,
as a matter of policy, protected this category of electronic surveillance equipment and technigque
from disclosure, directing s agents that while general facts that a surveillance or location
operation was conducted in connection with a specific case may be disclosed, neither details as
to the equipment’s operation nor the tradecraft involved may be disclosed. See United States v.
Rigmuaiden, 845 F.Supp. 982 (D.Ariz. 2012}, United States v. Garey, 2004 WL 2663023
(M. .Ga. Nov. 135, 2004).

As mentioned earlier, any information concerning cell site simulaior egquipment or
technology (including, but not limited to information about the operation of the equipment or
technology itself, limitations or capabilities of the equipment or technology, any training
materials concerning the capabilities or technology, or tradecrafl required to operate the
equipment) authorized by the FBI to be provided to a state law enforcement agency is considered
protected homeland security information under the Homeland Security Act (“HSA™). Under 6
LS. § 482(e), homeland security information “obtained by a State or local government from a
Federal agency under this section shall remain under the control of the Federal agency, and a
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State or local law authorizing or requiring such government to disclose information shall not
apply to such information.”™ The HSA defines “homeland security information” as information
that relates to the ability to prevent, interdict, or disrupt lerrorist activity; information that would
mprove the identification or investigation of a suspected terrorist or terrorist organization; or
information that would improve the response to a terrorist act. See 6 U.S.C. §§ 482(H(1B (D).
Cell site simulator technology meets all three criteria.  Accordingly, by signing this agresment,
yowr agency agrees and understands that disclosure of protected homeland security informatien
is specifically prohibited under Federal law, and that this law expressly preempts state and local
disclosure laws under the Supremacy Clause {Article Vi, clause 2} of the Uunited States

NP TR

Constitution. Loviflard Tobacco Co. v, Reilly, 533 U R,

STy
Y

{as a general

principle, Federal law preempts State law where Congress has said so explicitly).

Finally, by entering into this agreement, you acknowledge that vou understand cell site
simulator technology is a regulated defense article on the United States Munitions List
{("USML™). See 22 CER. § 121.1{b). As such, technical details concerning this technology are
subject to the non-disclosure provisions of the International Traffic In Arms Regulations
(“ITAR™), 22 C.E.R., Parts 120-130. The ITAR implements the Arms Export Control Act, 22
U.S.C. § 2778, and Executive Order 13,637, which control the export and import of defense~
related articles and services lsted on the USML. Because this equipment is explicitly governed
by the ITAR, 22 C.FR. § 123.1 requires anyone to obtain a license from the Department of State
prior to making an export. Notably, technical information does not have to leave the borders of
the United States to be deemed an export subject to the regulation. See 22 CFR. § 120.17
{delining an export as the disclosure of techuical data about a defense article to a foreign national,
even while located in the United States). Consequently, if a State or local government
disseminates any part of the technical information to an entity knowing that the entity intends to
or is likely to publish or further disseminate the information in some fashion that would make it
accessible to non-U.8. citizens, or that the requesting entity employs or has any non-11.8. citizens
present at its offices, this could constitwte a violation of the Arms Control Export Act.
Unauthorized disclosure of ITAR-controlled information is a felony punishable by up to 20 vears

imprisonment and up to $1 million per occurrence. See 22 C.FR., Part 127.
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Accordingly, to preserve the continued efficacy of the capability for the Law

Enforcement Community, the Department of Justice agrees to the following conditions in

b3 -1

connectipn with the acquisition and use of the cell «ite BIE -1

simulator/pen register equipment/technology:

1. The signing chief prosecuting official (CPO) affirms that he or she has the authority to
fawfully obligate his or her agency to the conditions of this agreement. Moreover, the
official affirms that appropriate legal counsel has determined the nondisclosure
obligations herein are defensible under State law, as possibly augmented by Federal
statutory protections, such as might be necessary for public records access requests, and
that the agency will itself perform duc diligence in meeting its nondisclosure obligations

as and when necessary,

N

The sigaing CPO affirms that the above-named law enforcement agency’s acquisition
and use of cellular device identifving and locating capability is conditioned on this
separate written non-disclosure agreement with the FBl.  Furthermore, the CPQ agrees
that, after exhaustion of all other lawful means, including implementing advice and
assistance from the FBIL the prosecuting agency will, at the request of the FBI, scek
dismissal of the case in lieu of using or providing, or allowing others to use or provide,
any sensitive  information concerning the cell site  simuolator/pen  register

equipmentitechnology in criminal litigation,

3. The signing CPO affirms that the above-named law enforcement agency has statutory
avthority to lawfully employ this technology in support of public safety operations or

criminal investigations.

4. The signing CPO affirms that he or she understands and acknowledges that this
cquipmment, under Federal law, finctions as a pen vegister device as defined in 18 U.5.C.
§3127(3}, and that 18 U.8.C. §3121(a) prohibits any person, including law enforcement,
from operating a pen register device withowt first obtaining a court order, or having

emergency pen register authority under cither State or Federal law, as applicable.
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3. The CPO’s agency may, without first obtaining prior approval from the FBI, confirm or
disclose in public for official business only, including for the purpose of obtaining
relevant legal authority, the following: 1) the above-named law enforcement agency has
cell site simulator/pen register equipment (without disclosing make and model) that
provides the capability to locate or identify a cellular device, 2) a description of the legal
authority relied upon for using the capability, 3} a description not containing LES
information (see conditions 6. and 7. below) of the above-named law enforcement
agency’s policies or practices that ensure legal compliance and protection of third party
privacy rights, 4} the fact that the capability might cause temporary disruption of service
for certain cellular devices in the operating area, 5) that the equipment was used 1o
determine general location information about the target ceflular device, and 6) that the
capability is a sensitive investigative technigue so further details are protecied and will
not be publicly disclosed or confirmed. Note: The preceding provisions shall be narrowly
and strictly construed.  Any questions regarding interpretation or scope of these

provistons must be addressed with the FBI prioy to disclosure.

6. Eixcept for the strictly constructed permission in condition 5. above or for necessary
deliberations between relevant officials necessary for coordination of this nondisclosure
agreement, criminal or civil litigation discovery considerations, or public records access
request processing, in which the exercise of due diligence to protect LES information and

timely notice to the FBI pursuant to this agreement is presumed, the prosecuting agency

will not, absent written FBI approval, distribute, disseminate, disclose, or otherwise
confirm any LES information, as determined by the FBI, concerning the cell site
simulator/pen register equipment/technology to the public, including to any uon-law
enforcement individnals or agencies not otherwise part of this agreement. These
restrictions include, but are not limited to, tradecraft, technical detsils, functional
limitations or vulnerabilities, manufacturer, model name, hardware, software, operating
manuals, related technical documentation (including technical/engineering descriptions

and capabilities}, line item costs, or related enfries in acquisition, funding, grant, or
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procurement documents, such documents often being susceptible to public disclosure by

State or municipal financial authorities.

7. The signing CPO affirms on behalf of her or his agency that questions about or
determinations of what constitutes LES or protected homeland security information will
be deferred to the FBL 1f the prosecuting agency receives a reguest or order to disclose
any information about the cell site simulator equipment/technology, or leams of such
anticipated activity, an appropriate otficial will immediately notify the FBI in order to

atlow sufficient time for the FBI to assist in protecting the equipment/technology.

All notifications or inguiries regarding this agreement and the subject capability shall

be directed to the attention oft

b6 -1
b7C -1
b7E -2,3

Operational Technology Division
Federal Bureau of Investigation
Engineering Research Facility
Building 279584

Quantico, Virginia 22135

&. The signing CPO understands and acknowledges that the above-named law enforcement
agency’s approval to acquire and use the cell site simulator is expressly conditioned on
all relevant parties’ execution of and adherence to this non-disclosure agreement with the
FBL In the event that the FBI determines the any party is failing to abide by the
conditions tn this agreement, the FBI may notify the vendor/manufacturer to discontinue

services for, or disable, the agency’s cell site simulator/pen register equipment.

. Onee signed, the conditions of this agreement remain in effect until rescinded in writing
by the ¥BY, except that the agreement moust be re-accomplished annually. If the State or
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municipal government, law enforcement agency, and prosecutor’s office do not all agree
to the annual renewal, or the annual agreement period otherwise expires {one year from
the acknowledged and agreed date} without a completed renewal, or any one of them do
not abide by the conditions of the agreement, the FBI reserves the right to rescind its
endorsement of the law enforcement agency’s acquisition and use of the egnipment and

toy take all lawful action as indicated in condition 8. above,

10. The CPO affirms that any successor to her or hix position will be unotified about this
agreement and of the requirement to adhere to the conditions hereln 1o ensure the above-
named law enforcement agency’s continsed use of cell site simulator/pen register
squipment/technology. In any instance of suceession in this context, the CPO’s agency

will notify the FBI as indicated in condition 7. above.

The acceptance of the above conditions shall be evidenced by the signature below of the

authorized representative of the Department of Justice

Sincerely,

Operational Techuology Division

Federal Bureau of Investigation :2 :i
b7C -1
b7E -1

PRt

Acknowledped and agreed to this &8 day of &
due in one year.

R
§
§
Sy
H

3

S Wt 314, Renewal is
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ULS, Bepartment of Justice

Federal Burean of Investigation

Washington, DO 20535-0001

December 1, 2014

IN TURN

b3 -1
b7E -1

Re: Acquisition of Cell Site Simulator/Pen Register Equipment/Technology
and Non-Disclosure Obligations

Dea

We have been notified of the request for

acgquisition of certain cell site simulator/pen register equipment providing cellular device locating

and identifying capability. Consistent with the condition on the equipment auvthorization granted

by the Federal Communications Commission, State and local law enforcement agencies must

coordinate with the Federal Bureau of Investigation (FBI) to complete this non-disclosure

agreement in order to acquire and use cell site simulator/pen register equipment/technology. b3 -1

b7E -1

Law enforcement agencies rely on cellular device locating and identifying capability to

help meet their law enforcement and public safety responsibilities. Disclosure of certain

ivformation about cell site simulator/pen register equipment and techniques to the public, such

information referred to by the Federal Government as Law Enforcement Sensitive {(LES), would
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altow adversaries of law enforcement to diminish or thwart law enforcement efforts, thereby
enabling such adversaries to evade detection and circumvent the law. Disclosure of even minor
details about this technology or #s use may reveal more information than its apparent
ingignificance suggests because, much like a jigsaw puzzle, each detail may aid in piccing
together other bits of information even when the individual piece is not of obvious importance in
fiself. Thus, disclosure of what appears to be innocuous information about cell site simulators
would provide adversaries with critical information about the capabilities, limitations, and
circumstances of their use, and would allow thoss adversaries to accumulate information and
draw conclusions about the use and technical capabilities of the technology. In turn, this would
provide them the information necessary to develop defensive technology, modify their behaviors,
and otherwise take countermeasures designed to thwart the use of this technology in order to
cvade detection by law enforcement and circumvent the law. Moreover, the same techniques,
squipment, and tools used in criminal cases are often used in counterterrorism  and
counterintelligence investigations.  Thus, compromise of the law enforcement community’s
investigational equipment and methods in a criminal case or a public records disclosure eould

have a significant detrimental impact on the national security of the United States.

Due to these concerns, the FBI has consistently asserted that the details concerning the
use, implementation and application of cell site simudator technology is both law enforcement
sensitive and protected homeland security information, and any disclosure could easily impair
the use of this important investigative method. In recognition of this vuinerability, the FBI has,
as a matter of policy, protected this category of electronic surveillance equipment and technique
fram disclosure, directing its agents that while general facts that a surveillance or location
operation was conducted in connection with a specific case may be disclosed, neither details as
to the equipment’s operation nor the wradecrafl invelved may be disclosed. See United States v,
Rigmaiden, 845 F.8upp. 982 (D.Asriz. 2012} United States v. Garey, 2004 WL 2663023
(ML .Ga, Nov. 15, 2004).

As mentioned earlier, any information concerning cell site simulator equipment or
technology (including, but not limited to information abowt the operation of the equipment or

technology itself, lmitations or capabilities of the equipment or technology, any fraining
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maferials concerning the capabilities or techoology, or tradecraft required to operate the
equipment} authorized by the FBI to be provided to your agency is considered protected
homeland security information under the Homeland Security Act (“HSA™). Under 6 US.C. §
482(e), homeland security information “obtained by a State or local government from a Federal
agency under this section shall remain under the control of the Federal agency, and a State or
local law authorizing or requiring such government to disclose information shall not apply to
such information” The HSA defines “homeland security mformation™ as information that
relates to the ability to prevent, interdict, or disrupt terrorist activity; information that would
improve the identification or investigation of a suspected terrorist or terrorist organization; or
information that would tmprove the response 1o a terrorist act, See 6 US.C. §8 482(D{ DH(BD1
Cell site simulator technology meets all three criteria.  Accordingly, by signing this agreement,
your agency agrees and understands that disclosure of protected homeland security information
is specifically prohibited under Federal law, and that this law expressly preempts state and local
disclosure laws under the Supremacy Clause {(Article VL clause 2) of the United States

Constitution, $11(as a general

principle, Federal law preempts State law where Congress has said so explicitly).
Finally, by entering into this agreement, you acknowledge that you understand cell site

simulator technology is a regulated defense article on the United States Munitions List
(FUSML”). See 22 CF.R. § 121.1(b). As such, technical details concerning this technology are
subject to the non-disclosure provisions of the International Traffic In Arms Regulations
{TTAR™), 22 CFR,, Parts 120-130. The ITAR implements the Arms Export Control Act, 22
US.C. § 2778, and Executive Order 13,637, which conirol the export and import of defense-
reiated articles and services listed on the USML. Because this equipment is explicitly governed
by the ITAR, 22 C.F.R. § 123.1 requires anyone to obtain a Heense from the Department of State
prior to making an export. Notably, technical information does not have to leave the borders of
the United States to be decmed an export subject to the regulation. See 22 CFR. § 12017
{defining an exporl as the disclosure of technical data about a defense article to a foreign national,
even while located in the United States). Consequently, if a State or local government
disseminates any part of the technical information to an entity knowing that the entity intends to
or is likely to publish or further disseminate the information in some fashion that would make it
REVISION: 2
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accessible to non-U.8. citizens, or that the requesting entity employs or has any non-U.S. eitizens
present at its offices, this could constitite a violation of the Arms Control Export Act.
Urauthorized disclosure of ITAR-controlled information is a felony punishable by up to 20 years
imprisonment and up to $1 million per occurrence. See 22 C.F.R., Part 127.

b3 -1

b7E -1
Accordingly, to preserve the continued efficacy of the capability for the [aw

Enforcement Community, the and

agree to the following conditions in connection with the acquisition and use of the cell site

siraulator/pen register equipment/technology:

1. The signing State or municipal government official affisms that he or she has the
authority to lawfully obligate his or her State or municipality to the conditions of this
agreement. Moreover, the official affirms that appropriate legal counsel has determined
the nondisclosure obligations herein are defensible under State law, as possibly
augmented by Federal statutory protections, such as might be necessary for public
records access requests, and that the State or municipality will itself perform due

diligence in meeting its nondisclosure obligalions as and when necessary.

o

The signing faw enforcement agency official affirms that he or she has the authority fo
lawfully obligste his or her agency and its personnel to the conditions of this agreement.
Moreover, the official affirms that the law enlorcement agency will itself perform due

diligence in meeting its nondisclosure obligations as and when necessary.

3. The signing law enforcement agency official affirms that the appropriate chief
prosecuting official{(s) representing the jurisdiction(s) of possible use of the agency’s
cellular device identifying and locating capebility was (were) notified of the law
enforcement agency’s intended acquisition of the eguipment/technology and he or she
(they) indicated an understanding that use of the capability in & specific prosecutorial
jurisdiction by the law enforcement agency is conditioned on the chief prosecuting
official’s scparate written non-disclosure agreement with the FRI (notification and
request for the separate agreement to be made as indicated in condition 10. below).
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Furthermore, the law enforcement ageney official agrees that, after exhaustion of all other
lawful means, including implementing advice and assistance from the FRI, the law
enforcement ageney will, at the request of the FRL seek dismissal of the case with the
prosecutorial jurisdiction in Hew of using or providing, or allowing others to use or
provide, any sensitive information concemning the cell site simulator/pen register

equipment/technology in eriminal Htigation.

4. The signing law suntorcement agency official affirms that the law enforcement agency has
statutery authority to lawfully employ this technology and will do so only in suppert of
public safety operations or criminal investigations within State or municipal jurisdictions
that are also party to appropriate, related nondisclosure agreements with the FBI
Moreover, the law enforcement agency assumes responsibility for operating the
squipment/technology in accordance with State and Federal law and regulation and
accepts sole lability for any violations thereof, irrespective of the Federal Bureau of

Investigation approval, if any, for the acquisition of the squipment/technology.

L

The signing law enforcement agency official affirms that he or she understands and
acknowledges that this equipment, under Federal law, functions as a pen register device
as defined in 18 U.S.C. §3127(3), and that 18 11S.C. §3121¢a) prohibits any person,
including law enforcement, from operating a pen register device without first obtaining a
cowrt order, or having emergency pen register anthority under either State or Federal law,
as applicable. The signing law enforcement agency official agrees that he or she will not
permit the operation of the device without having a court-issued pen register order or

emergency pen register authority as outlined in Federal or State law,

6. The signing law enforcement agency official affirms that he or she understands that he or
she is prohibited by Federal law from intercepting the content of any communications
with a pen register device, and that he or she must use technology reasonably available to
the agency to restrict the equipment to recording or decoding electronic or other impulse
to the dialing, routing, addressing and signaling information utilized in the processing and
transmitting of wire or electronic communications. See 18 U.S.C. §3121{¢).
REVISION: 2
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7. The signing law enforcement agency official affirms that operators of the equipment meet
the operator training standards, identified separately by the FBI, before operating the
equipment, are certified by their agency to conduct operations, are notified of the
conditions of this agreement, and are legally bound to this agrecment by virtue of their
employment or through an internal written contract with the agency or State or municipal

government.

8. The State or municipal government and/or law enforcement agency may, without first
obtaining prior approval from the FBI, confirm or disclose in public for official business
only, including for the purpose of obtaining relevant legal authority, the following: 1) the
agency has cell site simulator/pen register equipment (without disclosing make and
model} that provides the capability to locate or identify a cellular device, 23 a description
of the legal authority relied upon for using the capability, 3) a description not containing
LES information {see conditions 9. and 10. below) of agency policies or practices that
ensure legal compliance and protection of third party privacy rights, 4) the fact that the
capability might cause temporary dismuption of service for certain cellular devices in the
operating area, 5} that the equipment was used 1o determine general location information
about the target cellular device, and 6) that the capability is a sensitive investigative
technique so further details are protected and will not be publicly disclosed or confirmed.
Note: The preceding provisions shall be narrowly and steietly construed. Any questions
regarding interpretation or scope of these provisions must be addressed with the FBI prior

to disclosure.

9. Except for the strictly constructed permission in condition 8. above or for necessary
deliberations between relevant officials necessary for coordination of this nondisclosure
agreement, criminal or civil fitigation discovery considerations, or public records access
request processing, in which the exercise of due diligence to protect LES information and
timely notice to the FBI pursuant to this agreement is presumed, the State or municipal
government and law enforcement agency will not, absent written FBI approval, distribute,

disseminate, disclose, or otherwise confirm any LES information, as determined by the
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FBL, concerning the cell site simulator/pen register equipment/technology te the public,
including to any von-law enforcement individuals or agencies not otherwise part of this
agreement, These restrictions include, but are not limiled to, tradecraft, technical details,
functional limitations or volnerabilities, manufacturer, model name, hardware, software,
operating manuals, related technical documentation (including technical/engineering
descriptions and capabilities), line item costs, or refaled enivies in acquisition, funding,
grant, or procurement documents, such documents often being susceptible to public

disclosure by State or municipal financial authorities.

10. The signing State or municipal government official and the signing law enforcement
agency official affinm on behall of their respective organizations that questions about or
determinations of what constitutes LES or protected homeland secutity information will
be deferred to the FBL If the State or municipal government or law enforcement ageney
receives a request or order to disclose any information about the cell site simulator
equipment/iechnology, or learns of such anticipated activity, an appropriate official will
immediately notify the FBI in order to allow sufficient time for the FBI to assist in

pratecting the equipment/technology.

Adl notifications or inquiries regarding this agreement and the subject capability shall

be directed to the agtention of:

b6 -1
b7C -1
b7E -2,3

Operational Technology Division
Federal Bureau of Investigation
Engineering Research Facility
Building 279584

Quantico, Virginia 22135

Telephong
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1. The signing law enforcement official understands and acknowledges that his or her
agency’s approval to acquire and use the cell site simulator is expressly conditioned on
execution of and adherence to this non-disclosure agreement with the ¥BL In the event
that the FBI determines the ageney is failing to abide by the conditions in this agreement,
the FBI may notify the vendor/manufacturer to discontinue services for, or disable, the

ageney’s cell site simulatot/pen register equipment,

12, Once signed, the conditions of this agreement remain in effect until rescinded in writing
by the FBI, except that the agreement must be re-accomplished annually. If the State or
municipal government, law enforcement ageney, and prosecator’s office do not all agree
to the annual renewal, or the annual agreement period otherwise expires (one year from
the acknowledged and agreed date) without a completed renewal, or any one of them do
net abide by the conditions of the agreement, the FBI reserves the right to rescind its
endorsement of the law enforcement agency’s acquisition and use of the equipment and

1o take all lawful action as indicated n condition 11. above.

13. The signing State or muanicipal govermment official and the signing law enforcement
agency official affirm that any successors to their positions will be notified about this
agreement and of the requirement to adhere to the conditions herein to ensure the
agency’s continued use of cell site simulator/pen register equipment/technology.
Similarly, the signing law enforcement agency official affioms that any successor to the
position of the chief prosecuting official will be notified of the separate prosecutorial
non-disclosure agreement and of the requirement o adhere to that agreement in order to
ensure the law enforcement agency’s continued use of cell site simulator/pen register
equipment/technology. In any instance of succession in this context, the law enforcement

agency official will notify the FBI as indicated in condition 10. abeve.
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b3 -1

b6 -1
b7C -1
The acceptance of the above conditions shall beavidenced by the cionatieee belou of  bTE -1
authorized representatives of thy and
Sincerely,

Operational Technology Division
Federal Bureay of Investigation

.\“\‘V‘: §
Acknowledged and agreed to this &8 day of _Hiosissssetess. 2014, Renewal is
dus in one year.

b3 -1
b7E -1
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b3 -1
b7E -1
3 December 2013 In Reply Please Refer to
Attention: COTR
b3 -1
Subject: b7E -1
Reference:
Caontractor respectiully requests approval 1o provide:capabiikty o the attached state & locat law
snforcement agency. Per the defined process, please contact this agency to executs the FBI NDA.
Sincerely,
b3 -1
b7E -1
b3 -1
b7E -1

I |
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Contact information:

b3 -1
b6 -2
b7C -2
b7E -1

Oparator information:

Senior Executive Level Manager that can accept resmnsibiimdnuhmmulus& GI:'

Al indhaids within the department
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MNOTE: Fallure to accurately complete this information will result in delay in MDA processing

b3 -1
b6 -2
b7C -2
b7E -1
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b3 -1

b7E -1
July 10, 2013
N b6 -1
Operational Technology Divisien b7C -1
Federal Burcau of Investigation
Atin:
Federal Buresu of Investigation
Re: Addendum to January 3, 2013 “Acquisition of Wireless Collection
Equipment/Technology and Non-Disclosure O biigatton™
Continued from Page (8) of (8¢
Thel Laccplanw ui the dh()'VC conditions shall be b3 -1
evidenced by the additional signatyres below z catative and wireless b7E -1
cotlection equipinent operators of the
Having read and understood the agreement in is entirety, 1 agree to adhere completely to
the rules and implications of this Non-Disclosure Obligation.
Acknowledged and agreed to this 10 day of July L2013
b3 -1
b7E -1
b3 -1
b7E -1
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b3 -1
b7E -1

Continued from Page (7) of (8):

b3 -1
b6 -2
b7C -2
b7E -1

b3 -1
b7E -1
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b3 -1
b7E -1
Continned from Page (7) of (8);
b3 -1
b6 -2
b7C -2
b7E -1
b3 -1
b7E -1
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b3 -1

b7E -1
May 1, 2014
Uperational Fechnotogy Bivision
Federal Bureau of Investigation
= b6 -1
. b7C -1
Attn: | |
Federal Bureau of Investigation
Re: Addendum to October 14 2011 NDA “Acquisition of Wireless
Collection Equipment/Technclogy and Non-Disclosure Obligation™
Continued from Page (1) of (2%

The | _ |acceptam:e of the above b3 -1
conditions shall be evidenced by the additional signatures below of an authorized b_,E' 1
represontative and wireless collection equipment operators of thel |
Having read and understood the agreement in its entirety, 1 agree to adhere
completely to the rules and implications of this Non-Disclosure Obligation.

Acknowledged and agreed to this § ﬁi:im of By L 2014,

b3 -1
b7E -1
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b3 -1
b6 -2
b7C -2
b7E -1
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December 16, 2013 b3 -1

b7E -1
b6 -1
b7C -1
Operational Technelogy Division
Federal Bureau of Investigation
Aty | |
Federal Bureau of hnvestigation
Re: Addendum to August 8, 2011, “Acquisition of Wireless
Collection Equipment/ Technology and Non-Disclosure
Obligation”
Continued from Page (4) of {(4):
The| | acceptance of the above conditions b3 -1
shall be evidenced by the additional signatures below of ar authorized b7E -1
representative and wireless collection equipment operators ol the
|
Having read and understood the agreement in its entivety, | agree adhere
completely to the rules and tmplications of this Non-Disclosure Obligation.
Sincerely,
b6 -1
b7C -1
date
Operational 1echnology Division
Federal Burcau of Investigation
Acknowledged and agreed to this _____ day of , 2013,
b3 -1
b7E -1
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b3 -1
b6 -2
b7C -2
b7E -1
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......................................................................................................................................................................................... b3 -1
b7E -1
April 28,2014
. - . A" bs _1
Operational Technology Division p7C -1
Federal Bureau of Investigation
Aty
Federal Bureau of Investigation
Re: Addendum to March 29, 2013 “Acyuisition of Wireless Collection
Equipment/Technology and Non-Disclosure Obligation™
Continued from Page 6 of &:
- . , b3 -1
The acceptance of the above conditions shall be evidenced by the bIE -1

additional sTgnatures below ol an authorized representative and wireless collection equipmient
operators of the

Having read and anderstood the agreement in its entirety, § agree to adhere compietely to the
rales and implications of this Nen-Disclosure Obligation,

Acknowledged and agreed to this 28" day of April, 2014.

b3 -1
b6 -2
b7C -2
b7E -1
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b3 -1
b7E -1
April 7, 2013
b6 -1
b7C -1
Operational Technology Division
Federal Bureau of Investigation
:‘\m‘ll |
Federal Buvreau of Investigation
Re: Addendum to March 29, 2013 “Acguisition of Wireless Collection
Equipment/Technology and Non-Disclosure Obligation”
Conthuued from Page 6 of 6
The| [aceeptance of the above conditions shall be evidenced by the b3 -1
additional signgtires below off an anthorized representative and wireless collection equipment b7E -1

operators of thy

Having read and understood the agreement in its entirety, 1 agree to adhere completely to the
‘ules and implications of this Non-Disclosure Obligation.

Acknowledged and apreed to this 7" day of April, 2018,

b3 -1
b6 -2
h b7C -1
b7E -1
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UNCLASSIFIED//t

U8, Department of Justice

Federal Bureaw of Investigation

Washington, 13.C. 20535-000¢

November 1, 2013

b3 -1
b7E -1

Re: Acquisition of Wireless Collection Equipment/Technology and Non-
Disclosure Obligations

Pl =Xl e)

EAR HNE (}K( i “hunl LT

Fhiok: The information in this decumestt @& the property of the Federal Bureais of
favestigation (FRI and may be dim‘fuh‘ﬁé‘d within the Federal Government fond s comtractorsl, TS0 imtellipence, faw
exforcement, public safely oF protection afficials and individials with a need to know. Distribution beyond these entilies without
FEI Operationgl Techrology Divivion authorisailon &5 prohibited. Precautions shonld: be taken to ensure this informeation
sigred andior destroved ing manner thot precius

s uneithorized aceess. fnformation baaring the LES caveai may not be used in
lepad proceedings without ffrst receiving authorizdtion from the eriginating ageney. Recipienty are prafithited from Subseguenily
posting the information morked LES i a website on anwnclassified network.

Deay | b3 -1
b7E -1
We have been advised by of the| |
request for acquisition of certain wireless collection equipment/technology manufactured by

Consistent with the conditions on the equipment authorization granted to

by the Federal Communications Commssion (FCC), state and local law
gnforcement agencies must coordinate with the Federal Bureau of Investigation (FBI) to
complete  this non-disclosure agreement prior to the acquisiion and use of the
squipment/technology authornized by the FCC authorization.

As you are aware, law enforcement agencies increasingly rely on wireless collection
equipment/technology to conduct lawfully-authorized clectronic surveillance. Disclosing the
existence of and the capabilities provided by such equipment/technology to the public would
reveal sensitive techinological capabilities possessed by the law enforcement community and may
allow individuals who are the subject of investigation wherein this equipment/technology i used
to employ countermeasurss to avoid detection by law enforcement. This would not only
potentially endanger the lives and physical safety of law enforcement officers and other

UNCLASSIFIED/
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UNCLASSIFIED//TEA

individuals, but also adversely impact criminal and national security investigations. That is,
disclosure of this information could resuli in the FBUs inability to protect the public from
terrorism and other criminal activity because, through public disclosures, this technology has
been rendered essentially useless for future investigations. In order to ensure that such wireless
collection equipmenttechnology continues to be available for use by the law enforcement
community, the equipment/technology and any nformation related to its functions, eperation,
and use shall be protected from potential compromise by precluding disclosure of this
information 1o the public in any manner including but not limited to: in press releases, in court
documents, during judicial hearings, or during other public forums or procesdings. Accordingly,

thel lagrees to the following conditions in connection with its b3 -1
acquisition and use of tH | b7E -1
1. By entering into this agreement, the szﬁnm that it has

statutory authority to lawiully employ this technology and will do so only in support of
public safety operations or eriminal investigations.

2. The | | assumes responsibility for operating the
squipment/technology In accordance with Federal law and regulation and accepts sole
Hability for any vielations thereof, trrespective of the Federal Bureau of Investigation
approval, if any, for the sale of the equipment/tectmology.

b3 -1

3. Thd |will ensure that operators of the equipment have met  b7E -1
the operator training standards identified by the FBI and are certified fo conduct
operations.

4. The will coordinate with the FBI in advance of its use of
the wireless collection equipment/technology 1o ensure de-confliction of respective
MISSIONS:

3, Thel fxill not distribute, disseminate, or otherwise discloss
any information concerning the wireless collection equipment/technology orany software,
operating  manuals, or related  techwical  documentation  (including s
technical/engineering description(s) and capabilities) te the public, inchuding to any non-
law enforcement individuals er agencies.

6. Thel will not distribite, disseminate, or otherwise disclose

any information concerning the wireless collection squipment/technology or any software,
operating  manuals, or related  technical  documentation  (including its
technical/engingering description{s) and capabilities) provided to it to any other law
enforcement or government agency without the prior written approval of the FBL Prior
to any approv ed distribution, dissemination, or comparable disclosure of any information
concerning the wireless collection equipmentitechnology or any software, manuals, or
related technical documentation ieiated to bUCh equipment/technology, all materials shall
be marked “Law Enforcer : i Hiclal Use Only ~ Net to be Disclosed
Cutside of th
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UNCLASSIFIEDM

|shall not, in any civil or criminal proceeding, nse or
ation concttrning the | | wireless collection
its associated software, operating manuals, and any related
documentation  {including its technical/engineering description(s) and capabilities)
beyond the evidentiary results obtained through the use of the equipmentitechnology
inchuding, but not limited to, during pre-trial matters, in search warrants and related

atfidavits, in discovery, in response to court ordered disclosure, in other affidavits, in 2?,-,3 31
grand jury hearings, in the State’s case-in-chief, rebuttal, or on appeal, or in testimony in
any phase of civil or criminal trial, without the prior written approval of the FBL If the
[ [lerns that a District Attorney, prosecutor, or a gourt is
constdering or intends to use or provide any information concerning the
| |its associated software, operating
manuals, and any related documentation {including its technical/engineering description(s)
and capabilities) bevond the evidentiary results obtained through the use of the
equipment/technology in a manner that will cause law enforcement sensitive information
refating to the technology fo be made known to the public, thel |
| xill immediately notify the FBI in order to allow sufficient time for the FBI
To unervenc to protect the equipment/technology and information from disclesure and
potential compromise,
Notification shall be directed to the attention oft
Federal Bureau of nvestigation b6 -1
Engineering Research Facility bic -1
Building 27958A. Pod A b7E -2,3
Quantice, Virginia 22135
and
Operational Technotogy Lhvision
Federal Bureau of Investigation
Engineering Research Facility
Building 27958A, Pod B
{wiantica YViroinia 22138
8. In addition, the will, at the request of the FBI, seek b3 -1
dismissal of the case m lteu of usmmg or proviamg, or allowing others to use or provide, b7E -1

any  information  concerming  the
ity assoctated soffware., operaung manuals, ang any reiaied
ToCTeTanon (oeyand the evidentiary results obtained through the use of the
squipment/technology), if using or pmvtdnm such information would potentially or
actually compromise the equipmenttechnology. This point supposes that the agency has
some control or influence over the prmewtmal process. Where such is not the case, or
ts limited so as to be mconsequential, 1t &8 ih»f: FBI & upcgmucm th<11 ﬂ\c; law enforcement

UNCELASSIFIEDY,

A

Lage 3 of'g
21-cv-10719(FBI)-151



agency identify the applicable prosecuting agency, or agencies, for inclusion in this
agreement.

9. A copy of any cowt order in any proceeding in which the]

|_ b3 -1

I b7E -1

is a party directing disclosure of information concerning the |
and any associated software, operating manuals, or related
qocumentation (including its technical/engineering description{s) and capabilities) will

immediately be provided to the FBI in order to allow sufficient time for the FBI to
intervene to protect the equipmentitechnology and information from disclosure and
potential compromise. Any such court orders shall be directed to the attention of:

rederal Bureau of Inveshigation
Engineering Research Facility
Butlding 27958A, Pod A

Ouantico, hm_uix ainig 22135

and

Uperauonal [ecHnology LIviSion
Federal Bureaw of Investigation
Engineering Research Facility
Bulding 27958A, Pod B
Oypantion '\.r;,.,._'Tia_ 217135

19. 'I‘hel |wi11 not publicize its acguisition or use of thy
[ or any of the capabililies afforded by SUTH
cquipmeniecnnoiogy 1o e pubtie, other law  enforcement agencies, or other

government agencies, including, but not hmited to, 1n any news or press releases,
interviews, or direct or indirect stgtements to the media.

t1. In the event that the leceives a request pursuant to the
Freedom of Information AT D U-w.L. § o02) of an equivalent state or local law, the civil
or criminal discovery process, or other judicial, legislative, or administrative process, to

b6 -1
b7C -1
b7E -2,3

b3 -1
b7E -1

disclose information concerning  the |

[ | its associated softwars, operaling manuals, ang any related
documentation (including its technical/engineering description(s} and capabilities), the
ill immediately notify the FBI of any such request
telephonically and in wniting 1a order to allow sufficient time for the ¥BI to seek o
prevent disclosure through appropriate channels. Notification shall be directed to the
attention of)

UNCLASSIFIED/ 4
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UNCLASSIFIED R

Federal Bursau of Investigation
Engineering Research Facility
Building 279584, Pod & b6 -1

Oantico, Yireinia 22135 b7C -1
b7E -2,3

and

Operational Technology Division
Federal Bureau of Investigation
Engineering Research Facility
Building 279538A, Pod B
E— TR R
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Thel

the sigy

of the

ac_wmmw of the above conditions shall be evidenced by

presentative and wireless collection equipment operators

UNCLASSIFIED &

b3 -1
b6 -1
. i p7C -1
Singerely, bTE -1
Operational Technology Bhivision
Pederal Burean of Investigation
Acknowledged and agreed to this }$T day of pfEdg Bl 2013, b3 -1
b6 -2
b7C -2
b7E -1
Page b ol &
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UNCLASSst DA

LS. Department of Justice

Federal Burean of Invesiigation

Waskiington, .0, HFI5-HHN

April 5, 2013

b3 -1
b7E -1

Re: Acquisition of Wircless Collection Equipment/ Technology and Non-
Disclosure Obligations

PR S TEEIE VIR Wl g5 Fal Al S o e 12 Dbk

533 KA S8 SRR AN PRy

SRR The inrmation. e s docament Iy the property of the Federad Burean of

favestigation (FRO and pay be dstridured within e Federad Soversment fand i conpactorsy, LS intelligen donwe

enforcemest, public safely or protection afficials and individuals with o nesidto fnanw, Distrifagtions bevond these eafitivs withaw!
FBI {Inerationad Technology Division authorization &3 profifited. Precautions showld de daker o snswre RS Bnrasation 15
staved undior destroved i g munmer it prechudes waantharized access. Informetion bearing the LEN cavead may nof by tined 8
fogad proceedings without flest recpiving authorization from the originoting agency Risvipients are prohifited fram subseguemly

posting the information markid LES an o website trdn anclassified setwork,

Dear| | b3 -1
b7E -1

We have been advised by fof thel |'request
for acquisition of certain wireless collection equipment/lechnolopy manufsctured by

Congistent with the conditions on the equipment authorization granted tof
by the Federal Communications Commission (FCC), state and local Taw

enforcoment agencies must coordinate with the Federal Bureaw of Investigation {(¥FBI) o
complete  this non-disclosure  agreement  prior to  the  acquisition and  use of the
equipment/technology authorized by the FOC authorization,

As vou are aware, law enforcement agencies increasingly rely on wireless collection
equipment/technology to conduct Jawfully-authorized electronic surveillance.  Disclosing the
existence of and the capabilitics provided by such equipment/technology to the public would
reveal sensitive technological capabilities possessed by the law enforcement community and may
allow individuals who are the subject of investigation wherein this equipment/technology s used
to employ countermeasures to avoid detection by law enforcement. This would not only
potentially endanger the lives and physical safety of law enforcement officers and other

UNCLASSIFIED A
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UNCLASS st DT ERTOREEMENSENS s

individuals, but also adversely impact criminal and nattonal security investigations.  That s,
disclosure of this information could result in the FBU's inability to protect the public from
terrorism and other criminal activity because, through pablie disclosures, this technology has

been rendered essentially useless for future investigations, In order to ensure that such wireless
collection equipment/technology continues to be available for use by the law enforcement
community, the equipmenttechnology and any infermation related to its functions, operation,

and use shall be proiected from potential compromise by precluding disclosure of this
information to the public in any manner including but not limited to: in press releases, in court
documents, during judicial hearings, or during other public forums or proceedings. Accordingly, b3 -1
the | | sorees to the followine conditions in connection with iy b7E -1
acquisition and use of the

I, By entering into this agreement, the | affirms that it has
statutory authority to lawfully employ this technology and will do so only in support of
public safety operations or eriminal investigalions.

joud

The | | assumes  responsibility  for  operating  the
equipment/technology in accordance with Federal faw and regulation and accepts sole b3 -1
labifity for any violations theveof, irvespective of the Fuderal Burean of Investigation b7E -1
approval, i any, for the sale of the equipment/technology.

3. Thel | will ensure thal operators of the equipment have met the
operator training standards identified by the FBL and are certified to conduct operations.

4. Thel [will coordinate with the FBI in advance of its use of the
wireless collection equipment/technology to ensure de-contliction of respective missions.

S, Thy [will not distribute, disseminate, or otherwise disclose any
information conceming the wireless collection equipmentitechnology or any software,
operating  manuals, or  related  techpical  documentation (including s
technical/engineering description(s) and capabilities) to the public, including to any non-

law enforcement individuals or agencivs.

6. Thel bifl not distribute, disseminate; or otherwise disclose any
information concerning the wireless collection equipmentiiechnology or any software,
operating  manuals,  or  related  technieal  documentation (inclading s
technical/engineering desoription(s) and capabilities) provided to it to any other law
enforcement or government agency without the prior written approval of the FBL Prior
to any approved distribution, dissemination, or comparable disclosare ol any information
concerning the wircless collection eguipment/technology or any software, manuals, or
refated technical documentation related to such equipment/technology, all materials shall
be marked “Law Enforcement Sensitive, For Official Use Only -~ Not to be Disclosed
Outside of thy |

w4

The I | shall not, ineany edvil or evinsinel neseeseding e o
provide any information concemning the
UNCLASSIFIEDAEWENOREe
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UNCLASS i DAL

| lits associated software, operating manuals, and any related
documentation (including its technical/engineering  description(s) and capabilities)
bevond the evidentiary results obtained through the use of the equipment/technology
inchuding, bat not limited to, during pre-trial matiers, in search warrants and related
affidavits, in discovery, in response to court ordered disclosure, in other aflidavits, in
grand jury hearings, in the State’s case-in-chief, rebutial, or on appeal, or in festimony in
any phase of civil or eriminal trial, without the prior written approval of the FBI. If the

[ | fearns that a District Attorney, prosecutor, or a court is b3 -1
considering or mtends to use or provide any information concerning the b7E -1
| its associated software, operating

manuals, and any related docamentation (moludmg s echnical/engineering description(s)
and capabilities) beyond the evidentiary results obtained through the use of the
squipment/technology in a marmer that will cause law enforcement sensitive information
relating (o the fechnology 1o be made known to the public, the | , |
will immediately notify the FBI in order to allow sufficient time for the FBI to intervene
to protect the equipmentitechnology and information from disclosure and potential
COMPromise.

Notification shall be directed to the attention of:

b6 -1
- % 3 » b7c - 1
Federal Bureau of hivestigation b7E -2,3
Enginecring Research Facility
Building 27958A, Pad A
I.Q.ummmJ_u.su.'n 22135
and
Operational Technology Division
Federal Bureau of Investigation
Engineering Research Facility
Building 2793848, Pod B
O aniics Hrui ,].3 22135 b3 -1
b7E -1
8. In addition, thy will, at the request of the FBI, seek dismissal

of the case in Treu of uSmc_or proviamy, or allowing others to use or provide, any
information concerning the

its associated software, OPCTalING MANUALS, and aly reialed JUCINEanon (0e yOTd i
evidentiary results obtained through the use of the equipment/technology), i using or
providing  such information  would  potentially or actually  compromise the
gquipmentitechnology.  This point supposes that the agency bas some control or
influence over the prosecutorial process. Where such is not the case, or is limited so as to
be inconsequential, it is the FBI's expectation that the law enforcement agency identify
the applicable prosecuting agency, or agencies, for inclusion in this agreement.

UNCLASSIFIED 1=

Pagedof o

21-cv-10719(FBI)-157



UNOLASSIMEDTETS W ERFORCENENT

9, A copy of any court order in any proceeding in which the fsa b3 -1
warty  directing  disclosure  of  information cmmemiw | b7E -1
| and mny associated softwave, operating manuals, or related
documentation (memding its technical/engineering description(s) and capabilities) will
immediately be provided to the FBI in order to allow sufficient time for the ¥BI to
intervene to protect the equipment/technology and information from disclosure and
potential compromise. Any such court orders shall be directed to the attention of

Federal Rureau of Investigation
Engineering Research Facility b6 -1
Building 279384, Pod A b7C -1

Ouantico, Virginia 22133 b7E -2,3

and

Operational Technology Division
Federal Bureau of Investigation
Engineering Research Pacility
Building 279384, Pod B

Ouantico Lr’n’ﬂixiliee 22135

y Thel il not publicize its acquisition or use of tﬁha:l

¢ or any of the capabilities afforded by sueh
cquipment/itechnology o the public, other law  enforcement agencies, or other
governmenl agencies, including, but not limited to, in any news or press relogses, b3 -1

ok

interviews, or direct or indirect statements to the media. b7E -1
11 In the event that the| | receives a request pursuant to the

e

Frecdom of Information Act {3 LLR.C. § 532) or an equ
or criminal discovery process. or other judi i
dizclose _information  concerning  the
ity associated sofiware, operating manuals, amd any relalRd
ToCTenTENon TICTMing its technicaliengineering description(s) and capabilities}, the
| will immediately netify the FBI of any such request
telephonically and i writmg in order to allow sufficient time for the FBI to seek to
prevent disclosure through appropriste channels.  Notification shall be directed to the
attention of)

ivalent state or local law, the eivil
ron AP Yrooetrnbive ATOCeRs. 1O

Ny R EVREFOY
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Federal Bureau of Investigation
Engineering Research Facility
Buailding 27958A, Pod A
{Cuantico, Virginia 22135

and

Operational Techuology Division
frederal Bureau of Investigation
Engineering Research Facility
Binlding 279384, Pod B

OYaamiteay Aivot ‘ia 22 1 33

UNCLASSIFIED/ A

b6é -1
b7C -1
b7E -2,3
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Thel hcceptance of the above conditions shall be evidenced by the
signatures below of an authorized representative and wireless collection eguipment operators of

thy |

b3 -1
b6 -1
Sincerely, b7C -1
b7E -1

Qperational Technology Division
Federal Bureau of Investigation

Acknowledged and agreed to this dav of L2013,
b3 -1
b6 -2
b7C -2
b7E -1

UNCLASSIIED T
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I.5. Departsent of Justiee

Federal Bureau of lnvestigation

Washington, .40, 205350001

February S, 2015

IN TURN

b3 -1
b7E -1

Re: Acquisition of Cell Site Simulator/Pen Register Equipment/Technology
and Non-Disclosure Obligations

Dear[ ] b3 -1

b7E -1

We have been notified of the request for

acquisition of certain cell site simulator/pen register equipment providing cellular device locating
and identifying capability. Consistem with the condition on the equipment authorization granted
by the Federal Communications Commission, State and local law enforcement agencies must
coordinate with the Federal Bureau of Investigation (FBI) to complete this non-disclosure

agreement in order to acquire and use cell site sinulator/pen register equipinent/technology.

Law enforcement agencies rely on cellular device locating and identifving capability to
help meet their law enforcement and public safety responsibilities. Disclosure of certain
information about cell site simulator/pen register equipment and techniques to the public, such
information referred to by the Federal Government as Law Enforcement Sensitive {LES), would
allow adversaries ol law enforcement to diminish or thwart law enforcement efforts, thereby
enabling such adversaries to evade detection and circumvent the law, Disclosure of even minor
details about this technology or its use may reveal more information than its apparent
msignilicance suggests because, much like a jigsaw puzzle, each detail may aid in piecing

KEVISION: 2
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together other bits of information even when the individual piece is not of obvious importance in
itself. Thus, disclosure of what appears to be innocuous information about cell site sinutlators
would provide adversaries with critical information about the capabilities, limitations, and
circumastances of their use, and would allow those adversaries to accumulate information and
draw conclusions about the use and technical capabilities of the technology. In turn, this would
provide them the information necessary to develop defensive technology, modify their behaviors,
and otherwise take countermeasures designed to thwart the use of this technology in order to
evade detection by law enforcement and circwmvent the law, Moreover, the same techniques,
equipment, and tools used in criminal cases are often wsed in counterterrorism and
counterintelligence investigations, Thus, compromise of the law enforcement community’s
investigational equipment and methods in a criminal case or a public records disclosure could

have a significant detrimental impact on the national security of the United States.

Due to these concerns, the FBI has consistently asserted that the details concerning the
use, implementation and application of cell site simulator technology is both law enforcement
sensitive and pretected homeland securily information, and any disclosure could casily impair
the use of this important investigative method. In recognition of this vulnerability, the FBI has,
as a matter of policy, protected this category of electronic surveillance equipment and technique
from disclosure, directing its agents that while general facts that a surveillance or location
operation was conducted in connection with a specific case may be disclosed, neither details as
to the equipment’s operation nor the tradecraft involved may be disclosed. See United States v,
Rigmaiden, 845 F.Supp. 982 (DAriz. 2012) United States v. Garey, 2004 WL 2663023
(M.D.Ga. Nev. 15, 2004).

As mentioned earlier, any information concerning cell site simulator equipment o
technology (including, but not limited to information about the operation of the equipment or
technology itself, limitations or capabilities of the equipment or technology, any training
materials cencerning the capabilities or technology. or tradecraft required to operate the
equipment) authorized by the FBI to be provided to your agency is considered protected
homeland security information under the Homeland Security Act {("HSA”). Under 6 US.C. §
482(c), homeland security information “obtained by a State or local government from a Federal
REVISION: 2
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ageney under this section shall remain under the control of the Federal agency, and a State or
local law authorizing or requiring such government to disclose information shall not apply to
such imformation.”  The HSA defines “homeland security information” as information that
relates {o the ability to prevent, interdict, or disrupt terrorist activity; information that would
improve the identification or investigation of a suspected terrorist or terrorist organization; or
mformation that would improve the response to a terrorist act, See 6 1.5.C. §§ 482N B0
Cell site simulator technology meets all three criteria.  Accordingly, by signing this agreement,
your agency agrees and understands that disclosure of protected homeland security information
is specifically prohibited under Federal law, and that this law expressty preempis state and local
disclosure laws under the Supremacy Clause {Article VI, clause 2) of the United States

Constitution. | S dorillard Tobaceo Co. v Reilly, 333 USSR S35.8418

1 {as a general

principle, Federal law preempts State law where Congress has said so explicitly).

Finally, by entering into this agreement, you acknowledge that you understand cell site
simulator technology is a regulated defense article on the United States Munitions List
CUSML7). See 22 CFR. § 121.1{b). As such, technical details concerning this technology are
subject to the non-disclosure provisions of the International Traffic In Arms Regulations
(ITAR™), 22 CFR,, Parts 120-130. The ITAR implements the Arms Export Control Act, 22
US.CO§ 2778, and Executive Order 13,637, which control the export and import of defense-
related articles and serviees lsted on the USML. Because this equipment is explicitly governed
by the ITAR, 22 CF.R. § 123.1 requires anyone to obtain a license from the Department of State
prior to making an export. Notably, technical information does not have to leave the borders of
the United States to be deemed an export subject to the regulation. See 22 CFR. § 120.17
{defining an export as the disclosure of technical data about a defense article to a foreign national,
even while located in the United States). Consequently, if a State or local government
disseminates any part of the technical information to an entity knowing that the entity intends to
or is likely to publish or further disseminate the information in some fashion that would make it
accessible to non-U.S. citizens, or that the requesting entity employs or has any non-U.§. citizens
present at its offices, this could constitute a violation of the Arms Control Lxport Act.

Unauthorized disclosurs of ITAR-controlled information is a felony punishable by up to 20 years

imprisonment and up to $1 willion per occurrence, See 22 C.FR., Part 127.
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Accordingly, to preserve the continued efficacy of the capability for the Law

b3 -1

Enforcement Community, the paree to the following o0 7

conditions in connection with the acquisition and use of the cell site simulator/pen register

equipment/technology:

L. The signing State or municipal government official affirms that he or she has the
authority to lawfully obligate his or her State or municipality to the conditions of this
agreement.  Moreover, the official affirms that appropriate legal counsel has determined
the nondisclosure obligations herein are defensible under State law, as possibly
augmented by Federal statutory protections, such as might be necessary for public
records access requests, and that the State or municipality will itself perform due

diligence in meeting its nondisclosure obligations as and when necessary.

2. The signing law enforcement agency official affirms that he or she has the authority to
lawiully obligate his or her agency and its personnel to the counditions of this agreement.
Moreover, the official affirms that the law enforcement agency will itself perform due

diligence in meeting its nondisclosure obligations as and when NECESSHryY.

o d

The signing law enforcement agency official affirms that the appropriate chief
prosecuting official(s) repmsenﬁng the jurisdiction(s) of possible use of the agency’s
cellotar device identifying and locating capability was (were) notified of the law
enforcement agency’s intended acquisition of the equipment/technology and he or she
(they} indicated an understanding that use of the capability in a specific prosecutorial
Jurisdiction by the law enforcement agency is conditioned on the chief prosecuting
official’s separate written noun-disclosure agreement with the FBI (notification and
request for the separate agreement to be made as indicated in condition 10. below).
Furthermore, the law enforcement agency official agrees that, after exhaustion of all other
lawful means, including implementing advice and assistance from the FBI, the law
enforcement agency will, at the request of the FBI, seek dismissal of the case with the
prosecutorial jurisdiction in lien of using or providing, or allowing others io use or
REVISION: 2

Page 4 of 9
21-cv-10719(FBI)-164



provide, any sensitive information concerning the cell site simulator/pen register

&

equipment/technology in criminal Ktigation,

4. The signing law enforcement agency official affirms that the law enforcement agency has
statutory authority to lawfully employ this technology and will do se only in support of
public safety operations or criminal investigations within State or muneipal jurisdictions
that are also party to appropriate, related nondisclosure agreements with the FBIL
Moreover, the law enforcement agency sssumes responsibility for operating the
equipment/technology in accordance with State and Federal law and regulation and
accepts sole hability for any violations thereof, irrespective of the Federal Burean of

Investigation approval, if any, for the acquisition of the equipment/techiology.

5. The signing law enforcement agency official affirms that he or she understands and
acknowledges that this equipment, under Federal law, functions as a pen register device
as defined in I8 U.S.C. §3127(3), and that 18 U.S.C. §3121(a) prohibits Y POrson,
including law enforcement, from operating a pen register device without first obtaining a
court order, or having emergency pen register authority under either State or Federal law,
as applicable. The signing law enforcement agency official agrees that he or she will not
permit the operation of the device without having a court-issued pen register order or

smergency pen register authority as outlined in Federal or State law.

6. The signing law enforcement agency official affirms that he or she understands that he or
she is prohibited by Federal law from intercepting the content of any commusications
with a pen repister device, and that he or she must use technology reasonably available to
the agency to restrict the equipment to recording or decoding electronic or other impulse
to the dialing, routing, addressing and signaling information utilized in the processing and

transmitiing of wire or electronic communications. See 18 U.S.CL S 8312Hce).

7. The signing law enforcement agency official affirms that operators of the equipment meet
the operator training standards, identified separately by the FBI, before operating the

equipment, arc certified by their agency to conduct operations, are notified of the

REVISION: 2
Page 3 of ¢

21-cv-10719(FBI)-165



conditions of this agreement, and are legally bound to this agreement by virtue of their
cmployment or through an internal written contract with the agency or State or nwnicipal

government.

8. The State or municipal government and/or law enforcement agency may, without first
obtaining prior approval from the FBI, confirm or disclose in public for official business
only, including for the purpose of obtaining relevant legal authority, the following: 1) the
agency has cell site simulatoripen register equipment (without disclosing make and
model) that provides the capability to locate or identify a cellular device, 2} a description
of the legal authority relied upon for using the capabilily, 3) a description not containing
LES information (see conditions 9. and 10, below) of agency policies or practices that
ensure fegal compliance and protection of third party privacy rights, 4) the fact that the
capability might cause temporary disruption of service for certain cellular devices in the
operating area, 3) that the equipment was used to determine general location information
about the target cellular device, and 6) that the capability is a sensitive iivestigative
technique so further details are protected and will not be publicly disclosed or confirmed.
Note: The preceding provisions shall be narrowly and strictly construed, Any guestions
regarding interpretation or scope of these provisions must be addressed with the FBI prior

to disclosure.

9. Except for the strictly constructed permission in condition . above or for necessary
deliberations between relevant officials necessary for coordination of this nondisclosure
agreement, criminal or civil litigation discovery considerations, or public records access
request processing, in which the exercise of due diligence to protect LES information and
timely notice to the FBI pursuant to this agreement is presumed, the State or municipal
government and faw enforcement agency will not, absent written FBI approval, distribute,
disseminate, disclose, or otherwise confirm any LES information, as determined by the
FBI, concerning the cell site simulator/pen register equipment/technology to the publie,
nchuding fo any non-law enforcement individuals or agencies not otherwise part of this
agreement. These restrictions include, but wre not limited to, tradecraft, techuical details,
functional lmitations or vulnerabilitics, manufacturer, model name, hardware, software,

REVISION: 2
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operating manuals, related technical documentation (including technical/engineering
descriptions and capabilities), line item costs, or related entries in acquisition, funding,
gramt, or procurement documents, such documents often being susceptible to public

disclosure by State or municipal financial authorities.

10. The signing State or municipal government official and the signing law enforcement
ageney official affirm on behalf of their respective organizations that questions about or
determinations of what constitutes LES or protected homeland security information will
be deferred to the FBL If the State or municipal government or law enforcement ageney
receives a request or order to disclose any information about the cell site simulator
equipment/lechnology, or leams of such anticipated activity, an appropriate official will
immediately notify the FBI in order to allow sufficient time for the FBI to assist in

protecting the equipment/technology.

All notifications or inquiries regarding this agreement and the subject capability shall

be divected to the attention of;

b6 -1
’ — . b7c -1
Uperational {ecnnoiogy bavision b7E -2,3

Federal Bureau of Tnvestigation
Engineering Research Facility
Building 27958A

Quantico, Virginia 22135

Telephone

11. The signing law enforcement official understands and acknowledges that his or her
agency’s approval to acquire and use the cell site simulator is expressly conditioned on
execution of and adherence to this non-disclosure agreement with the FBL. In the event

that the FBI determines the agency is fatling to abide by the conditions in this agreement,
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the FBI may notify the vendor/manufacturer to discontinue services for, or disable, the

agency’s cell site simulator/pen register equipment.

12. Once signed, the conditions of this agreement remain in effect until rescinded in writing
by the FBI, except that the agreement must be re-accomplished annually. If the State or
municipal government, faw enforcement agency, and prosecutor’s office do not all agree
to the annual renewal, or the annual agreeraent period otherwise expires (one year from
the acknowledged and agreed date) without a completed renewal, or any one of them do
not abide by the conditions of the agreement, the FBI reserves the right to rescind its
endorsement of the law enforcement agency’s acquisition and use of the equipment and

to take all lawful action as indicated in condition 11, above,

13. The signing State or municipal government official and the signing law enforcement
agency olficial affirm that any successors to their positions will be notified about this
agreement and of the requirement to adhere to the conditions herein to ensure the
agency’s continued use of cell site simulator/pen register equipment/iechnology.
Simnilarly, the signing law enforcement agency official affirms that any successor 1o the
position of the chief prosecuting official will be netified of the separate prosecutorial
non-disclosure agreement and of the requirement to adhere to that agreement in order 1o
ensure the law enforcement agency’s continued use of cell site simulator/pen register
equipment/technology. In any instance of succession in this context, the law enforcement

agency official will notify the FBI as indicated in condition 10, above.
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The acceptance of the above conditions shall be evidenced by the signatures below of

authorized representatives of the

b3 -1
b6 -1
b7C -1
b7E -1

Sincerels

perational Technology Livision
Federal Bureau of Investigation

Acknowledged and agreed to this
dus in orie year.

day of , 2013, Renewal is

b3 -1
b7E -1
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U.8, Bepartment of Justice

Federal Bureau of Investization

Washington, TuC. 2033503601

Febroary 5, 2015

Re: Acquisition of Cell Site Simulator/Pen Register Equipment/Technology
and Non-Disclosure Obligations

We have been notified of the request for

acquisition of certain cell site simulator/pen register equipment providing cellular device locating
and identifying capability. Consistent with the condition on the equipment authorization granted
by the Federal Communications Conmumission, State and local law enforcemert agencies must
coordinate with the Federal Bureau of lovestigation (FBI) to complete this nen-disclosure

agreement in order to acquire and use cell site simulator/pen register equipment/technology.

Law enforcement agencies rely on cellular device locating and identifying capability to
help meet their law enforcement and public safety responsibilitics. Disclosure of ceriain
information about cell site simulator/pen register equipment and techniques to the public, such
information referred to by the Federal Government as Law Enforcement Sensitive (LES), would
attow adversaries of law enforcement to dinvinish or thwart law enforcement efforts, thereby
enabling such adversaries to evade detection and circumvent the law. Disclosure of even minos
details about this technology or its use may reveal more information than its appavent
insignificance suggests because, much Like a jigsaw puzzle, each detall may aid in piecing
together other bits of information even when the individual piece is not of obvious importance in

REVISION: 2
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itself. Thus, disclosure of what appears to be innocuous information about cell site simulators
would provide adversarics with critical information about the capabilitics, limitations, and
circumstances of their use, and would allow those adversaries to accumudate information and
draw conclusions about the use and technical capabilities of the fechnology. In turn, this would
provide them the information necessary to develop defensive technology, modify their behaviors,
and otherwise take countenmeasures designed to thwart the use of this technology in order to
evade detection by law enforcement and circumvent the law. Morcover, the same techniques,
equipment, and tools used in oriminal cases are often used in counterterrorism and
counterintelligence investigations. Thus, compromise of the law enforcement community's
investigational equipment and methods in a criminal case or a public records disclosure could

have a significant detrimental impact on the national security of the United States.

Due 1o these concerns, the FBI has consistently asserted that the details concerning the
use, implementation and application of cell site simulator technology is both law enforcement
sensitive and protected homeland security information, and any disclosure could easily impair
the use of this important investigative method. In recognition of this vulnerability, the FBI has,
as a matter of policy, protected this category of electronic surveillance equipment and technigue
from disclosure, directing its agents that while general facts that a surveillance or location
operation was conducted in connection with a specific case may be disclosed, neither details as
to the equipment’s operation nor the tradecraft involved may be disclosed. See United States v.
Rigmaiden, 845 F.Supp. 982 (D.Ariz. 2012); United Siates v. Garey, 2004 WL 2663023
{M.D.Ga. Nov. 15, 2004),

As mentioned earlier, any information concerning cell site simulator equipment or
technology {inclading, but not limited to information about the operation of the eguipment or
technology itself, limitations or capabilities of the equipment or technology, any training
materfals concerning the capabilities or technology, or tradecraft required to operate the
equipment) authorized by the FBI to be provided to a state law enforcement agency is considered
protected homeland security information under the Homeland Secwrity Act (“HSA™). Under 6
LLS.C. § 482(¢), homeland security information “obtained by a State or local government from a
Federal agency under this section shall remain under the control of the Federal agency, and a
REVISION: 2
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State or local law authorizing or requiring such government to disclose information shall not
apply to such information.” The HSA defines “homeland security information” as information
that relates to the ability to prevent, interdict, or disrupt terrorist activity: information that would
improve the identification or investigation of a suspected terrorist or terrorist organization; or
information that would improve the response to a terrorist act. See 6 1.8.C. §§ 4821 B~
Cell site simulator technology meets all three criteria. Accordingly, by signing this agreement,
your agency agrees and understands that disclosure of protected homeland security information
is specifically prohibited under Federal law, and that this law expressly preempis state and loecal
disclosure laws under the Supremacy Clause (Article VI, clause 2) of the United States

Constitution. |

CLorillard Tobacco Co. v, Reilly, 333 US. S35, 5 11{as a peneral

]

principle, Federal law preempts State law where Congress has said so explicitiy).

Finally, by entering into this agreement, you acknowledge that you understand cell site
simulator technology is a regulated defense article on the United States Munitions List
("USML”). See 22 C.F.R. § 121.1(b). As such, technical details concerning this technology are
subject to the non-disclosure provisions of the International Traffic In Arms Regulations
(ITAR™), 22 CF.R., Parts 120-130. The ITAR implements the Arms Export Control Act, 22
U.S.C. § 2778, and Executive Order 13,637, which control the export and impeort of defense-
related artioles and services listed on the USML. Because this equipment is explicitly governed
by the ITAR, 22 C.F.R. § 123.1 requires anyone to obtain a license from the Department of State
prior to making an export. Notably, technical information does not have to leave the borders of
the United States to be deemed an export subject to the regulation. See 22 C.F.R. § 120.17
{defining an export as the disclosure of technical data about a defense article to a foreign national,
even while located in the United States). Consequently, if a State or local government
disseminates any part of the technical information to an entity knowing that the entity intends to
or is likely to publish or further disseminate the information in some fashion that would make it
accessible to non-U.S. citizens, or that the requesting entity employs or has any non-U.S. citizens
present at its offices, this could constitute a violation of the Arms Comtrol Export Act.
Unauthorized disclosure of ITAR-controlled information is a felony punishable by up to 20 years

imprisonment and up to $1 million per cccurrence. See 22 C.F.R., Part 127.
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Accordingly, to preserve the continued efficacy of the capability for the Law

Enforcement Community, the | | agrees to the following z?’E'f 1
conditions in connection with the hequisition and use of

the cell site simulator/pen register equipment/technology:

1. The signing chief prosecuting official (CPO) affirms that he or she has the authority to
lawfully obligate his or her agency to the conditions of this agreement. Moreover, the
official affirms that appropriate legal counsel has determined the nendisclosure
obligations herein are defensible under State law, as possibly augmented by Federal
statutory protections, such as might be necessary for public records acesss requests, and
that the agency will itself perform due diligence in meeting its nondisclosurs obligations

as and when necessary.

o

The signing CPO affirms that the above-named law enforcement ageney’s acquiisition
and use of cellular device identifying and locating capability is conditioned on this
separate written non-disclosure agreement with the FBI.  Furthermore, the CPO agrees
that, after exhaustion of all other lawful means, including implementing advice and
assistance from the FBI, the prosecuting agency will, at the request of the FBL seck
dismissal of the case in lieu of using or providing, or allowing others to use or provide,
any sensitive information concerning the cell site  simulstor/pen register

equipment/technology in criminal litigation.

3. The signing CPO affirms that the above-named law enforcement agency has statutory
authority to lawfully employ this technology in support of public safety operations or

criminal investigations.

4. The signing CPO affirms that he or she understands and acknowledges that this
equipment, under Federal law, functions as a pen register device as defined in 18 US.0.
§3127(3), and that 18 U.8.C. §3121{a) prohibits any person, including law enforcement,
from operating a pen register device without first obtaining a court order, or having
emergency pen register authority under either Stale or Federal law, as applicable.
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S. The CPO’s agency may, without first obtaining prior approval from the FRI, confirm or
disclose n public for official business only, including for the purpose of obtaining
relevant legal authority, the following: 1) the above-named law enlorcement ageney has
cell site simulator/pen register equipment (without disclosing make and model) that
provides the capability to locate or identify a cellular device, 2) a description of the legal
authority relied upon for using the capability, 3) a deseription not containing LES
information {see conditions 6. and 7. below} of the above-named law enforcement
agency's policies or practices that ensure legal compliance and protection of third party
privacy rights, 4) the fact that the capability might cause temporary disruption of service
for certain cellular devices in the operating area, 5) that the equipment was used to
determine general location information about the target cellular device, and 6) that the
capability is a sensitive investigative technique so further details are protected and will
not be publicly disclosed or confirmed. Note: The preceding provisions shall be narrowly
and strictly comstrued.  Any questions regarding interpretation or scope of these

provisions must be addressed with the FBI prior to disclosure.

6. Except for the strictly constructed permission in condition 3. above or for necessary
deliberations between relevant officials necessary for coordination of this nondisclosure
agreement, criminal or civil litigation discovery considerations, or public records sccess
request processing, in which the exercise of due diligence to protect LES information and
timely notice to the FBI pursuant to this agreement is presumed, the prosecuting agency
will not, absent written FBI approval, distribute, disseminate, disclose, or otherwise
confirm any LES information, as determined by the FBI, concerning the cell site
simulator/pen register equipment/technology to the public, including to any non-law
enforcement individuals or agencies not otherwise part of this agreement. These
restrictions include, but are not Umited to, tradecraft, technical details, functional
Hmitations or vulnerabilities, manufacturer, model name, hardware, software, operating
manuals, related fechnical documentation (including technical/engineering descriptions

and capabilities), line item costs, or related entries in acquisition, funding, grant, or

REVISION:2
Page 8 of 7

21-cv-10719(FBI}-174



procurement documents, such documents often being susceptible to public disclosure by

State or municipal financial authorities.

7. The signing CPO affirms on behalf of her or his agency that guestions about or
determinations of what constitutes LES or protected homeland security information will
be deferred to the FBL If the prosecuting agency receives a request or order to disclose
any information about the cell site simulator equipment/technology, or leamss of such
anticipated activity, an appropriate official will immediately notify the FB in order to

allow sufficient time for the FBI to assist in protecting the equipment/technology.

All notifications or inquiries regarding this agreement and the subject capability shal

be directed to the attention oft

N . e b6 -1
Operational Technology Division b7C -1

. N 7E -2,3
Federal Bureau of Investigation b
Engineering Research Facility

Building 27958A

Quantico, Virginta 22135

Telephong

8. The signing CPO understands and acknowledges that the abeve-named law enforcement
agency's approval to acquire and use the cell site simulator is expressly conditioned on
all relevant parties” execution of and adherence to this non-disclosure agreement with the
FBL. In the event that the FBI determines the any party is failing to abide by the
conditions in this agreenent, the FBI may notify the vendor/manufacturer to discontinue

servioes for, or disable, the agency’s cell site simulator/pen register equipment.

8. Once signed, the conditions of this agreement remain in effect until rescinded in writing

by the FBL except that the agreement must be re-accomplished annuaily, If the State or
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municipal government, law enforcement agency, and prosecutor’s office do not all agree
to the annual renewal, or the annual agreement period otherwise expires {one year from
the acknowledged and agreed date) without a completed renewal, or any one of them do
not abide by the conditions of the agreement, the FBI reserves the right to rescind its
endorsement of the law enlorcement agency’s acquisition and use of the equipment and

toy take all lawful action as indicated in condition 8. ghove.

10. The CPO affirms that any successor to her or his poesition will be notified about this
agreement and of the requirement to adhere to the conditions herein 1o ensure the above-
named law enforcement agency's continued use of cell site simulator/pen register
equipmemf"technaiogy., In any instance of succession in this context, the CPO's agency

will potify the FBI as indicated in condition 7. above.

The acceptance of the above conditions shall be evidenced by the signature below of the

authorized representative of the b3 -1
b6 -1
b7C -1
. b7E -1
Sincerely,

tonal {echnology Division
tral Bureau of Investigation

: _dayof

Acknowledged and agreed to this
due in one year.

, 2015, Renewal is

b3 -1
b7E -1
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LLS. Department of Justice

Federal Rureau of Investigation

Washingtor, DU 20535-0001

May 2, 2014

b3 -1
b7E -1

Ret Acquisition of Wireless Collection Equipment/Technology and Non-
Disclosure Obligations

- s Ryt E—=EESE The byformation in thés decument is the property of e Federal Bureaun nf
;rmsmglz'mw iF Ji and moy f}c‘ distr sbu'm’ within the Faderal Goversaneni tand f#s contractirs), 15, fnielligence, law
enforcement. public safety or protection officialy and individugls with & seed o knnw. Disivibution be vond thexe entities withont
FBE Operational Techmology Division authorization §s probibited. Precautions should be taken to envure. this fformation is
stored andior destraved in-a manner that precludes unauthorized access. Information bearing the LEY caveas mav not be wsed
fegal proceedings withoul frst recelving outhorization from the ariginating agency. Recipients ave prohibited frome subseguently
posting the mformation masked LES on a website on'an wnelussified network,

Dear { b3 -1
b7E -1
We have been advised by| |of thel
reguest for acquisition of certain wireless collection equ pmenttechnology manufactured by

Consistent. with the conditions on the equipment authorization granted to
by the Federal Communications Commission (FCC), state and local law

enforcement agencies must coordinate with the Federal Bureau of Inv estigation {FBI) to
complete  this non-disclosure agreement prior to the acquisition and use of the
equipment/technology authorized by the FOC authorization,

As you are aware, law enforcement agencies increasingly rely on wireless colleclion
equipment/technology to conduct lawfully-anthorized electronic swrveillance. Disclosing the
existence of and the capabilities provided by such equipment/technol ogy 1o the public would
reveal sensitive technological capabilities possessed by the law enforcement community and may
allow individuals who are the subject of ivestigation wherein this equipment/technology is med
to employ countermeasures to avoid detection by law enforcement. This weuld not only
potentially endanger the lives and phvvcai saiet\» of iaw enfmct,mem officers and other

UNCLASSIFIED/
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individuals, but also adversely mnpact criminal and national security investigations. That is,
disclosurg of this information could resull in the FBI's inability to protect the public from
terrorism and other crimingl activity because, through public disclosures, this technology has
been rendered essentially useless for future investigations. In order to ensure that such wireless
collection equipment/technology continues to be available for use by the law enforcement
community, the equipment/technology and any information related to its functions, operation,
and use shall be protected froms potential compromise by precluding disclosure of this
information to the public in any manner including but not limited 1o: in press releases, in court
documents dueing indiciat hearines or during other public forums or proceedings. Accordingly,

the agrees to the following conditions in connection with s b3 -1
acquisition and use of the| | b7E -1
1. By eniering into this agreement, the] kffirms that it has

statutory authority to lawfully employ this technology and will do so only in support of
public safety operations or criminal mvestigations.

b3 -1
STUUREN . . bIE -1

2. The | | assumes responsibility for operating the
equipment/iechnology m accordance with Federal law and regulation and accepts sole
liability for any violations thereof, irrespective of the Federal Bureau of Investigation
approval, if any, for the sale of the equipment/technology.

3. The vill ensure that operators of the equipment have
net the operator training standards identified by the FBI and are certified to conduct
operations.

4, Thel [will coordinate with the FBI in advance of its use
of the wireless collection equipment/lechnology to ensure de-confliction of respective
mIssions.

S, The will not distribute, disseminate, or otherwise
disclose any formation concerning the wireless collection equipment/technology or any
software, i}perating manuals, or related technival documentation {(including its
technical/engineering description{s) and capabilities} to the public, including to any non-
law enforcement individuals or agencies,

6. The will not distribute, disseminate, or otherwise

disclose any nformation concerning the wireless collection equipment/technology ot any
software, operating  manuals, or related  technical documentation  (including  ils
technical/enginescring description(s) and capabilities) provided to it fo any other law
enforcement or government agency without the prior written approval of the FBL Prior
to any approved distribution, dissemination, or comparable disclosure of any information
concerning the wircless collection equipment/technology or any software, manuals, or
related technical documentation related to such equipment/technology, all materials shall
be nmarked “Law Lnforcement Sensitive, For Official Use Ounly ~ Not to be Disclosed
Outside of the | |

LINCLASSIFIERY /B
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b3 -1
b7E -1

7. Th shall not, in any civil or criminal proceeding, use
07 PIOviGe any information concerning the |
| its assoclated software, Operatng manuals, and any related

gocumentation  (1ncluding its technical/engineering description(s) and capabilities)
beyond the evidentiary results obtained through the use of the equipment/technology
including, but not limited to, during pre-trial matters, in search warrants and related
attidavils, in discovery, in response (o court ordered disclosure, in other affidavits, in
grand jury hearings, in the State’s case-in-chief, rebuttal, or on appeal, or in testimony in
any phase of ¢ivil or eriminal tri;

without the prior written approval of the FBL. I the
learns that a District Attormey, prosecutor, or a_court
iy considering or intends to use or provide any information concerning the
vircless collection equipment/technology, its associated software, operating
manuals, and any related documentation (including its technical/engineering deseription(s)
and capabilities) beyond the evidentiary results obtained fwough the use of the
equipment/technology in & manner that will canse law enforcement sensitive information
relating to the technology to be made known to the public, the |
| will immediately notify the FBI in order to allow sufffcient time for
the rBi o infervene to protect the equipment/technology and information from disclosure
and potential compromise.

Notification shall be directed to the attention oft

rederal Bureau of Investigation b6 -1
Engineering Research Facility b7C -1
Building 279384, Pod A b7E -2,3
Ovyantien Yivad ia 21 35

and

Uperational Technology Ihvision
Federal Burean of Investigation
Engineering Research Facility
Building 27938A, Pod B
Cuantico, Virginia 221335

I |
b3 -1

8. In addition, the will, at the request of the FBI, sesk b7E -1

dismissal of the case in lieu of using or providing, or allowing others to use or provide,
any  information  concerning  the
its associated soffwarc, operaling manuals, and any related
Tremaon (beyond the evidentiary results obtained through the use of the
equipment/iechnology), if using or providing such information would potentially or
actually compromise the equipment/technology. This point supposes that the agency has
some control or influence over the prosecutorial process. Where such is not the case, or
is Himited g0 as to be inconscquential, it is the FBI's expectation that the law enforcement

UNCLASSIFIED/E s i aam ot
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agency identify the applicable prosecuting agency, or agencics, for inclusion in this
agreement.

9. A copy of any court order in any proceeding in which thy | b3 -1
I‘b a party directing disclosure of information concerning thel | »7E -1
and any associated software, operating manuals, or related
documentation (including its technical/engineering description(s) and capablllties) will
immediately be provided to the FBI in order to allow sufficient time for the FBI to
intervene to protect the equipment/technology and information from disclosure and
potential compromise. Any such court orders shall be divected to the attention of:
Federal Bureau of Investigation
Engineering Research Facility b6 -1
Bailding 279584, Pod A p7¢ 1
o 212135 b7E -2,3
and
Operational Technology hvision
Federal Bureau of Investigation
Engineering Research Facility
Building 27958A, Pod B
Ouantice Yireinia 22133
14. Thel |w_ill. not publicize its acquisition or use of the
[ [equipment/technology or any of the capabilities afforded by such
equipment/iechnology to the public, other law enforcement agencies, or other
govermment agencies, including, but not limited to, in any news or press releases, p3 -1
interviews, or direct or indirect statements to the media. b7E -1
11. In the event that the| [receives a request pursuant to the

Freedom of Information Act{d U.5.(0§ 532) or an Lqmvalent state or local law, the civil
or eriminal discovery process, of other judicial, ls : ; :
N IES 1“%{”}1"’}’1’1 "Th 333 CQ[}CC}“{}{Hg thc
its associated software, operating manuals, and any related
documentaon (memding its technical/engineering description(s) and Ldpdbﬂlim‘. ), the
[ | will immediately notity the FBI of any such request
telephonically and in writing in order o allow sufficient time for the FBI to seek to

prevent disclosure threugh appmpﬂau channels. Notification shall be directed to the
attention oft

UNCLASSIFIED/E
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Federal Bureau of Investigation
Engineering Research Facility
Building 279384, Pod A
QGuantico, Yirginia 221335

and

Operational Technology Division
Federal Bureau of Investigation
Engineetring Research Facility
Building 27958A, Pod B

{antios Aarningg 22135

UNCLASSIFIEDY

b6 -1
b7C -1
b7E -2,3
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Th

by TOE Signamm

FES._DEIOW, 01 Al aunornzed represent

operators of the)

Acknowledged and agreed to this ‘ot day of

Sincerely,

acceptance of the above conditions shall be evidenced 22 'i
ative and wireless collection equipment b7C -1
b7E -1

Uperattonat 1echnology iivision
Federal Burean of Investigation

W@-‘f L2014,

d

b3 -1
b6 -2
b7C -2
b7E -1
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LS, Department of Justice

Yederal Bureau of Invesiigation
153

' Washington, DA, 230533001

June 1, 2011

b3 -1
b6 -2
b7C -2
b7E -1

Re: Purchase Wirgless Collection Equipment/Technology and Non-Disclosure
Obligations '

Dyear| | b3 -1

. g , b6 -2
H’;ﬂiave been advised by hf the | b7C -2
gquest to purchase cerlmn WiTcless collection cquIpnenticCNnology Mailactied b7 -1

by | Consistent with the conditions on the equipment authorization granted to

[ by the Federal Communications Commuission (FLUC), state and local law
erdorcemont agencies must coprdinate with the Federal Bureau of Investigation (FBI) fo
complete this non-disclosure agreement prior to the acguisiion and use of the
equipment/technology authorized by the FCC authorization. -

As you are aware, law enforcement agencies increasingly rely on wircless collection
gquipment/technology to conduct lawfully-anthorized electronic surveillance. IDisclosing the
existence of, and the capabilities provided by, such equipment/technology to the public weuld
reveal sensitive technological capabilities possessed by the law enforcerent community and may
allow individuals who are the subject of investigation wherein this equipment/technology is used
to employ countermessures to avoid detection by law enforcement. This would not only
potentially endanger the lives and physical safety of law enforcement officers and other
individuals, but also adversely impact criminal and national security investigations. That is,
disclosure of this information could result in the ¥FBI's inability to protect the public from
terrorism and other criminal activity because, through public disclosures, this technology has
been rendered essentially useless for future investigations. In order to ensure that such wireless
collection equipmeni/technology continues to be avatlable for use by the law cenforcement
commutity, the equipment/lechnology and any information related fo its functions, operation,
and use shall be protected from potential compromise by precluding disclosure of this
information to the public in any manner including by not limited to: in press releases, in court
documents, during judicial hearings, or during other public forums or proceedings. Accordingly,
thg agrees to the following conditions 1 connection
with 11§ purchase and use of the]

b3 -1
b7E -1

i1
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1. The | , ‘ | witl ensure that operators of the
eguipment have met the operator training standards identified by the FBUand are certified
to conduct operations.

2. The will coordinate with the FBI in advance
of ifs use of e wireless collection egnipment/technology to ensure de~confliction of
respective nissions,

b3 -1
3. The will not distribute, disseminate, or b7E -1
otherwise  disclose any iformalion ¢oncerning the  wireless  collection
equipment/technology or any software, operating mmuaks or related technical
documentation (including its technical/ engineering debcﬂp‘ﬁun(s) and capabilities) to the
publie, including to any non-law enforcement individuals or agencies.

4. Thel [wili not distribute, disseminate, or
otherwise  disclose  any mformation  concerning  the  wireless  collection
squipment/technology or any software, operating manuals, or relsted technical
documentation (ncluding its technical/engineering description{s) and capabilities)
provided to it any other taw enforcement or govermment agency without the prior written
approval of the FBL. Prior to any appmved distribution, dissenunation, or comparable
disclosure of any information concerning the wireless collection equipment/technology or
any software, manuals, or related technical documenmtwozx »rf.t'lai'ef} to  such
f,qulpment’it‘c%mﬁlog}h all materials shall be marked “Law T Sensitive, For

Official Use Only - Not to be Disclosed Quiside of th

5. Thel | shall not_in anv civil or criminal
proceeding, use of provide any information concemming the [wireless
collection equipment/technology, its associated software, operaling manuals, and any
related documentation (including its technical/engineering description(s) and L&pa}:«ths}
beyond the evidentiary results obtained i}lmugi‘s the wse of the equipment/technology
including, but not limited to, during pre-trial matters, in search warrants and related
affidavits, in discovery, in response to court ordered disclosure, in other affidavits, in
grand jury hearings, in the State’s case-in-chief, rebuttal, or on appeal, or in testimony in
any phase of eivil or criminal trial, without the prior written approval of the FRI. If the

[ |lcarns that a District Altorney, prosccutor,
rnv_:_a:m.um&hll‘@ﬁnv ot intends to use or provide any information concerning the
vireless collection equipmentiechnology, its associated software,
opmatmg manuals, and any related documentation {including its technical/engineering
description(s) and Cdpdblhtlﬁ&} beyond the evidentiary resulls obtained through the use of
the equipment/technology in a manner that will cause law enforcement _sensitive
wformation relating to the technology to be made known to the public, the
[ | will immediately notify the ¥BI in order to allow
sufficient time for the FBI to mlervene to protect the equipment/technology and
information [rom disclosure and potential compromise.

oy

Watification shall be directed to the attention oft

b6 -1
b7C -1

Federal Burean of Investigation
Engineering Research Facxht}
Building 27958A, Pod A
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Cuantico, Virginia 22135

and bé -1
b7C -1
b7E -1,2

Operational Technology Division
Federal Bureau of Investigation
Engineering Research Facility
Building 279584, Pod B

Cuantico, Virginia 22135

In addition, the| [will, at the request of the
FRI, seek dismissal of the case m heu of using or providing, or allowing others to use or
provide, any information conceming the | |

[ its associated software, operaling manuais, and any reiated
decomentaion (beyond the evidentiary results obtained through the use of the
equipment/technology), if using or providing such information would potentially or p3 -1

actually compromise the equipment/technology. b7E -1
6. A copy of any court order In any proceeding in which the| |
| Is 3 party directing disclosure of information conc erning thy
| and any associated software, operating manuals, or

velated documentafion (including its technical/engineering description(s) and capabilities)
will immediately be provided to the FBI in order to allow sufficient time for the FBI to
intervene to protect the equipmenttechnology and information from disclosure and
potential compromise. Any such court orders shall be directed to the attention of:

Federal Burcau of Investigation
Engineering Research Facility
Building 279584, Pod A

X vk b6 -1
Ouantico, Virginia 22135 b7C -1
| b7E -2,3

and

Operational Technology Division
Federal Bureau of Investigation
Engineering Research Facility
Bmidmg 7?958& Pod B

co, Virgina 22135

3

Th [will not publicize its purchase or use of b3 -1
th [or any of the capabilities afforded by such b7E -1
equipment/technology to the pubhe, other faw enforcement agencies, or other
government agencies, including, but not limited to, in any news or press releases,

mterviews, or direct or indivect statcments to the media.

UNCLASSIFIED//ERAIQ/]
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8. T the event that thel |receives a request b3 -1
pursuant o the Freedom of Information Act {5 U.B.C. § 552) or an equw&lem state or b7E -1
local law, the civil or criminal discovery process, m’ other judigi : :
administrative process, to disclose information concerning the

[ |f its aswckated b@ﬁ\’v are, Opetaling manuals, and
any related dog at shuding chirical’ cering  description{s) and
capabilities), the will immediately notify the
FRI of any such request {elephonically and in writing in order to allow sulficient time for
the FBI to seek to prevent disclosure through appropriate channels. Notification shall be
directed to the attention of:
b6 -1
b7Cc -1
Federal Burean of nvestigation b7E -2,3
Engineering Research Facility
Bmkimg 2?‘3‘§SA Pod A
[iroinia 22133
and
Operational Technology Livision
Federal Bureau of Investigation
Enginecering Research Facility
Building 27958A, Pod B
Quaptico. Virginia 22135
The la.csepﬁance of the ahove condiiiong b3 -1
shall be evidenced by the signature below of an authorized representative of thel | b7E -1

Sincerely,
Operational Technology Diviston b3 -1
Federal Bureaw of Investigation b6 -1,2
b7c -1,2
; b7E -1
Acknowlegoed and agreed to this é;‘z day of é , 2011,

UNCLASSIFIED/EORQ/LAWE
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Iy
be!

| FBI Office of the General Counsel

fBﬁE Office 6 the General Counsel

b3 -1

b6 -1
b7C -1
b7E -1,3

UNCLASSIFIED/BRQ/LAW ENFORCEMENT-SENTSTT
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1.5, Department of Jusiice

Federal Bureau of Investigation

Washtagton, D.C. 20835-0001

June 1, 2011

b3 -1
b6 -2
b7C -2
b7E -1
Re: Purchase Wireless Collection Bguipment/Technology and Non-Dhsclosure
Obligations
Dear |
b3 -1
We have been advised bxl |0f thcl | zgc_zz
lreauiest to purchase certain wireless collection eqmpmcm-’tec}moisgy manufactured BTE -1
byl Consistent with the conditions on the eguipment authorization granted {o

v the Federal Communications Conumission (FC(C), state and local law

entorcement agencies must coordinate with the Federal Bureau of Investigation (FBI} to
complete this non-disclosure agreement prior to the acquisition and use of the
eguipment/technology anthorized by the FOC authorization.

As vou are aware, law enforcement agencies increasingly rely on wireless collection
equipment/ iealu;uiﬂby to conduct lawfully-autherized electronic surveillance. Disclosing the
existence of, and the capabilities provided by, such equipment/technology to the public would
reveal sensifive technological C'lpabzhties possessed by the law enforcement community and may
atlow individuals who are the subject of investigation wherein this equipment/{echnology is used
to employ countermeasures to aveid detection by law enforcement. This would not only
potentially endanger the lives and physical sa:few of law enforcement officers and other
individuals, but also adversely impact criminal and national security investigations. That is,
disclosure of this information could resali in the FBI's inability to profect the public from
terrorism and other criminal activity because, through public disciosures, this technology has
been rendered essentially useless for future investigations. In order to ensure that such wireless
collection equipment/techniology continues to be available for nse by the law enforcement
community, the equipment/technology and any m:tozmahsm related to 1is functions, operation,
and usc shail be protected from potential compromise by precluding disclosure of this
micsrmatmn 1o The pubhu in any manner mcludmg by not hmited to: in press releases, in court
. ' at b duning other pubhc fomms or proceadmg Accordingly,

ksl g conditions in conmection b3 -1

with its purchase and use of thy b7E -1

UNCLASSIFIED/EONO/LAW ENFOR TE/NOFORN
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1. The will ensure that operators of the
equipment have mel the operator fraining standards identified by the FBI and are certified
to conduct operations.

2. Thel |swill coordinate with the FBY in advance

of ifs use of the wireless collection squipment/technology to ensure de-confliction of
respective missions, b3 -1
b7E -1

3. Thel [witl not distribute, disseminate, or
otherwise disclose any information concerning the wircless  collection
equipment/technology or any soflware, operating manuals, or related technical
documentation (including its technical/engineering description(s) and capabilities) to the
public, including to any non-law enforcement individuals or agencics.

4. Tht‘:| |w§l§ not distribute, disscminate, or
otherwise  disclose any informafion concerning the wireless  collection
equipment/technology or any software, operating manuals, or related technical
documentation. (including its technical/enginecring  description{s) and capabilities)
provided to it any other law enforcement or goverunent agency without the prior written
approval of the FBL. Prior to any approved distribution, dissemination, or comparable
disclosure of any information concerning the wireless collection equipment/technology or
any software, manuals, or related iechnical documentation related to  such
squipment/technology, all materials shall be marked “Law Enforcement Sensitive, For
ficial Tise Only - Not to be Disclosed Quiside of the] |

5. Thel Ishdll pot finany sivil e eetroinal
proceeding, uge or provide any wformation conceming th’er.

[ | its associated software, operaling manuals, and any
refated documentation {(including 1ts technical/engineering description(s) and capabilities)
beyond the evidentiary results obtained through the use of the equipment/techmology
including, but not limiied to, during pre-trial matters, In search warrants and related

affidavils, n discovery, in response fo court ordered disclosure, in other affidavits, in
grand jury hearings, in the State’s casc-in-chief, rebuttal, or on appeal, or in testimony in
i ase of civil or criminal trigl without the prior written approval of the FBL If the

learns that & District Attorney, prosseutor,

Or & Court 18 jaening or mitendas fo use or provide any information concerning the

| —_— wireless collection equipment/technology, its associated software,
operating manuals, and any related documentation (including its technical/engineering
description(s) and capabilities} beyond the evidentiary resulis obtained through the use of
the equipment/technology in a manner that will cause law enforcement sensitive
information relati notogy to be made known to the public, the

- will immediately notify the FBI in orderT 0 allow
sutficient time for the FBI to intervene to protect the equipment/technology and
information from disclosure and potential compromise,

Notification shall be divected to the attention oft

b6 -1
b7C -1

rederal burean of Investigation
Engmeering Research Facility
Building 279584, Pod A

UNCLASSIFIED/E
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6, A conv of anv court order in any procesding in which thel
lis a party directing disclosure of information concerning thel ]

UNCLASSIFIEDy & /LAW TINFOE

Oneanliees Viveanig 221358

b6 -1
and b7Cc -1
b7E -2,3

Operational Technology Division
Federal Bureau of Investigation
Engineerinv Research Facility
Smidmu 2 N)‘\SA Pod B

( tnia 22135
In addition, thy will, at the reguest of the

FBI, seek disnussal of the case i hieu of usmg or provichng, or allowing others 16 use or

provide, any mformation concerning the

| its associated software, operaling manuals, and any related

docunientation (beyond the evidentiary results obtained through the use of the
equipment/technology), if using or pmmdmw such information would potentially or
actually compromise the equipment/technology.

1d anyv associated software, operating manuals, or

refated documentation (ucluding its technical/engineering description(s} and capabilities)
will immediately be provided to the FBI i order to allow sufficient time for the FBI {o
intervene to protect the equipment/technology and information from disclosare and
potential compromise. Any such cowt orders shall be directed to the attention off

rederal Burean ol Investigation b6 -1
Engineering Research Facility b7C -1
Building 27958A, Pod A

Iilu‘smmlxmm 422135 b7E -2,3

angd

Uperalional Technology DIvision
Federal Burean of Investigation
Engineering Research Factlity
Building 27958A, Pod B

OYuantics 3irain ia 231 35

Ths will not publicize its purchase or use of

tf\lq- Jn any of the capabilities afforded by such
eqiipmenyIcconNgy W0 e pubnc, oner  law  enforcement agencies, or other
government agencies, including, but not hmited to, in any news or press releases,
mierviews, or direct or indirect statements 1o the media.

UNCLASSIFIED/FQUO/LAW ENEORCEMENTSERTSIEIVE/NOEORL

b3 -1
b7E -1

b3 -1
b7E -1
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8. In the event that the| | receives a reguest

pursuant to the Freedom of Information Act (§ U.8.C. § 552) or an equivalent state or

local law ﬂm, crvil or cnmnm discovery process, or other judicial, legislative, or

: scl pformation concerning the | b3 -1
its associated software, operating manuals, and  pogp 4

any related d L e al/eneineering description{s} and
capabilitics}, th will immediately notify the
FBI of any such request telephonically and in writing in order to allow sufficient time for
the FBI to seek io prevent disclosure through appropriate channels, Notification shall be
directed to the attention of!

rederal burcau of Investigation
Engineering Research Facility

Building 279584, Pod A b6 -1
Dinaatice Yireinia 22135 b7Cc -1

b7E -2,3
and

Upecrational [echnology LUivision
Federal Bureaun of Investigation
Engineering Research Facility
Bazldmg A7958A, Pod B

Iihwmal?;lﬁ

The [pcceptance of the above conditions p3 -1
shali De evidenced by the signature below of an authorized representative of the |va -1

Sincerely,

Operational Techuology Division b3 -1
Federal Burean of Investigation -

b6 -1,2
b7Cc -1,2

b7E -1

Acknowledged and agreed to this

UNCUASSIFIEDY/ESGILAW
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e ‘ bé -1
| L KB Office of the General Counsel b7C -1
FET Office of the General Counsel b7E -3

UNCLASSIFIED/ PR OH

ENT SENTSITIVE/NOPORN
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5.5, Department of Justice

Federal Bureau of Investigation

Washingtom, DG 208350001

June [, 2011

b3 -1
b6 -2
b7C -2
b7E -1
Re: Purchase Wireless Collection EBquipment/Technology and Non-Disclosure
QObligations
Dear] | b3 -1
b7E -1
We have been advised by bt the |
[ keguest to purchase certain wireless collection egquipment/technology manufactared
by Congistent with the conditions on the equipment authorization granted to
| [By the Federal Communications Commission (FCC), state and local law

enforcement agencles taust coordinate with the Federal Burean of Investigation (FBI) to
comaplete  this non-disclosure agreement prior o the acquisibon and use of the
cquipment/technology authorized by the FCC anthorization.

As you are aware, law coforcement agencies Increasingly rely on wireless collection
equipmentiechnology to conduct lawfully-anthorized electronic surveillance. Disclosing the
existence of, and the capabilities provided by, such equipment/technology to the public would
reveal sensitive technological capabilitics possessed by the law enforcement communily and may
allow individuals who are the subject of investigation wherein this equipment/technology is used
{0 employ countermeasures fo avoid detection by law enforcement. This would not only
potentially endanger the lives and physical safety of law enforcement officers and other
wmdividuals, but also adversely impact eriminal and national security investigations. That is,
disclosure of thiz imformation could result in the FBI's inability to protect the public from
terrorism and other eriminal activity because, through public disclosures, this technology has
been rendered essentially useless for future investigations. In order to ensure that such wireless
collection eguipment/technology continues to be available for use by the law enforcement
community, the equipment/technelogy and any information related to its functions, operation,
and use shall be protected from potential compromise by precluding disclosure of this
information to the public in any manner including by not limited to: in press releases, w court
documents, during judicial hearings, or during other public forums or proceedings. Accordingly,
thd _ ] lerees to the fbllowing mnTiitiCsns in connection p3 -1
with its purchase and use of the| bTE -1

UNCLASSIFIED// RO/ TAW EI
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The will ensure that operators of the
SQUIPTIIOAL ave niel (he operator raming stancards wentified by the FBI and are certified
to conduct operations.

Th«l ¥ill coordinale with the FBI i advance

of its use of the wireless collection equipment/technology to ensure de-confliction of
respective missions.

T}w| I.?iii not distribute, disseminate, or
otherwise  disclose  any information  concerming  the  wireless  collection
equipment/technology or any software, operating manuals, or related technical
documentation (including its technical/engineering description(s) and capabilities) to the
public, including to any non-law enforcement individuals or agencies.

Thy will not distribute, disseminate, or
otherwise disclose any Information concerning the  wireless  collection
equipment/technology or any software, operating manuals, or related fechnical
documentation (including its technical/engineering description{s} and Lamhmmﬂ
provided to 1f any other law enforcement or government agency without the prior written
approval of the FBL.  Prior to any approved distribution, dissemination, or comparable
disclosure of any information concerning the wireless collection equipment/technology or
any  software, manuals, or related technical documentation related fo such
equipment/technology, all materials shall be marked “Law Enforcement Sensitive, For
Official Use Only - Not to be Disclosed Outside of {thy |

Thd | shall not, in any civil or criminal

b3 -1
b7E -1

proceeding, use or provide any information concerning the

| its associsted software, operating manuals, and any

relaled gocumemation {(ncludmg its technical/engineering description(s} and capabilitics)
beyond the evidentiary results obtained through the use of the cqmpmcnt«tcclmo}oov
including, but not limuted to, during pre-trial matiers, in search warrants and related
affidavits, in discovery, in response to court orderved disclosure, in other affidavits, in
grand jury hearings, in the State’s case-in~-chief] rebuttal, or on appeal, or in testimony in
anv phase of civil or criminal trial, without the prior written approval of the FBL If the

|learns that 2 District Attorney, prosecutor,
= or provide anv nformation concerning the
its associated boﬁwae,

operaling manuals, and any relafed documentation {mcloding its technical/engineermg
description(s) and capabmtxes) beyond the evidentiary resulis obtained through the use of
thc, eqmpmem’tcuhnaiogy in a manner that will cause law enforcement sensitive
bgy to be made known to the public, the|
will immediately notify the FBI in order (o allow

sufficient time for the Fol © mtervene to protect the equipment/technology and
information from disclosure and potential compromise.

Notification shall be dircecied io the attention of:

Federal Burean of Investigation
Engineering Research Facility
Building 27958A, Pod A

UNCLASSIFIED// FOMCT/Ls
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Opantica Vivelma 22135

and b6 -1
b7Cc -1
b7E -2,3

Operational Technology Dhivision
Federal Burcau of Investigation
Engineering Research Facility
Building 279384, Pod B
Oiantics Yirormia 27135

In addition, th fwill, at the request of the
FBL seek dismissal of the case in Hewt of usingocenrmwidis odr allswine atherg fo e ar
provide, anv  information concerning the

its associated software, operaling manuals, and any relafed

documentation {beyond the cvidentiary results obtained through the use of the
equipment/technology), if using or providing such information would potentially or
actually compromise the egquipment/technology.

b3 -1
b7E -1

A copy of any court order in any proceeding in which the

Lic o sebv divecting disclosure of information concerning thy

and any associated software, operating manuals, or

Telated JoCUnenialion (IMCInamg s technical/engineering description(s) and capabilities)
will immediately be provided to the FBI in order to allow suflicient time for the FBI to
intervene to protect the equipmenttechnology and information from disclosure and
potential compromise. Any such court orders shall be directed to the attention oft

b6 -1
b7C -1
Federal Bureau of Inveshigation b7E -2,3

Engineering Research Facility
Building 27958A, Pod A
Cuantico, Virginia 22135

and

Uperational 1 ceRnology DIvIsion
Federal Bureau of Investigation
Engincering Research Facility
Building 279584, Pod B
Quantico, Yirgiraa 22135

Thel |will not publicize its purchase or use of b3 -1
thi br any of the capabilities afforded by such b7E -1
equipment/iechnology (o the publie, other law cuforcement agencies, or other
government agencies, including, but not limited fo, in any news or press releases,
interviews, or direct or indirect statements to the media.

UNCLASSIFIED/ s/

21-cv-10719(FBI)-195



8. In the event that the receives a request
pursuant to the Freedom of Informafion Act (7 US.L.§ 352) or an equivalent state or
lec;ﬁ ld\v t%\e civil or Ct“imzna§ dmcm eIy PYOCESS, or olher judictal, legistative, or b3 -1

formation concerning the | P7E -1
1:3 aaqocmted scf&warv, operating manuals, and
any related dag ; ) eering demﬂpumm\s} and
capabilities), thy vill immediately notify the
FBI of anty such reguest telephonically and in writing i order to allow sufficient time for
the FBI to seek to prevent disclosure through approp,nate channels. Notification shall be
directed to the attention oft
rederal Burcau of investigalion b6 -1
Engineering Research Facility b7C -1
Building 279584, Pod A b7E -2,3
Owiantico, Virginia 22135
ang
Operational Technology Division
Federal Burcau of Investigation
Engincering Research Facility
Building 27958A, Pod B
Quantico, Virgima 22135
Thi agceptance of the above condiliops b3 -1
shall be cvidenced by 1he signaute pelow ol an authorized representative of thy b7E -1
| |
Sincerely,
. b3 -1
Uperational Technotogy Division b6 -1,2
Federal Bureau of Investigation b7C -1,2
b7E -1

ed tothis & day of le~< | 2011,

UNCLASSIFIED/

21-cv-10719(FBI}-196



MENT S EN TSR EANOEEN

UNCLASSIFIED, gRUJO//

él— b3 -1
e b6 -2

| ‘BI Office of the General Counsel p7C -2
FRT Office of the General Counsel b7E -1,3

UNCLASSIFIED// BORO/L AW ENEOR
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LS. Department of Justice

Federal Bureau of Investigation

Washingson, D.C. 208350001

June 1, 2011

b3 -1
b7E -1

Re: Purchase Wireless Collection Eguipment/Technology and Nen-Disclosure
Obligations

b3 -1
b7E -1

Dear

I_\é&_lhav ¢ been advised by lof th
request to purchase certain wircless collection equipmentiechnology manufactarea

by Consistent with the conditions on the equipment authorization granted fo

[ 7y the Federal Communications Commission (FCC), state and local law
enforcement agencies must coordinate with the Federal Burcau of lnvestigation {FBI) to
complete this non-disclosure agreement prior to the acquisition and use  of the
egnipment/technology authorized by the FCC authorization.

As you are aware, law enforcernent agencies increasingly rely on wireless collection
equipment/technology to conduct law fiathy- _authorized electronic surveillance. Disclosing the
existence of, and the capabilities provided by, such equipment/technology to the public would
reveal sensitive technological capabilities posseewd by the law enforcoment community and may
allow individuals who are the subject of investigation wherein this equipment/technology is used
to employ countermeasures to avolid detection by law enforcement. This would not only
potentially endanger the lives and physical safety of law enforcement officers and other
individuals, but also adversely impact criminal and national security investigations. That is,
disclosure of this information could result in the FBI's inability to protect the public from
terrorism and other criminal activity because, through public disclosures, this technology has
been rendered essentially nseless for future investigations. In order to ensure that such witeless
collection cquzpn‘ucntftt,dm@ ogy continues to be available for use by the law enforcement
community, the equipment/technology and any information related to its functions, operation,
and use shall be protected from potential compromise by precluding ﬁl&dﬁ&.w{ﬁ of this
information te the pubigc in fmv mann i mciudmg by not Hmiled {o: in press releases, in court
do ; s | ther public forums or proceedings. Accordmglv,
thy agrees to the following conditions in connection b3 -1
with its purchase and use of thy | b7E -1

21-cv-10719(FBI}-198
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The| will ensure that operators of the b3 -1
equipment have met the operator tralning standards identified by the FBI and are certified b7E -1
to conduct operations,

Thy will coordinate with the FBI in advance

of 1is usc of the wireless collection equipment/iechnology to ensure de-confliction of
respective missions,

Thel | will not distribuie, disseminate, or
otherwise  disciose  any  imiormanon  concerning  the  wireless collection
equipment/technology or any software, operating manvals, or related technical
docnmentation {including its technical/enginecring description{s) and capabilities) to the
public, including to any non-law enforcement individuals or agencies.

The will not distribute, disseminate, or
otherwise disclose any nformation concerning the  wireless  collection
equipment/technology or any software, operaling manuals, or related iechuical
documentation (inchuding its technical/engineering description{s) and capabilitics)
provided to it any other law enforcement or government agency without the prior written
approval of the FBL Prior to any approved distribution, dissemination, or comparable
disclosure of any information concerning the wireless collection equipment/technology or
any software, manuals, or related techuical documentation related to such
equipment/technology, all materials shall be marked FLaw Enfhreement Sencitive Hor
{ficial Use Onty - Mot to be Disclosed Outside of the

Thel | shail not. in anv civil or criminal
-peeeding , vide anv information concerning the| |
its associated software, operating manuals, and any
Telated Aocumentaton Uncluaig its technical/engineering description(s} and capabilities)
hevond the svidentiary results obtained through the use of the equipment/technology
including, but not limiled to, during pre-trial matters, in search warrants and related
affidavits, in discovery, in response to cowt ordered disclosure, in other affidavits, in
grand jury hearings, in the State’s case-in-chief, rebuttal, or on appeal, or in testimony in
any phase of civil or criminal trial, without the prior written approval of the FBI. I{ the

[ [learns that a District Altorney, prosecuter,
or a courl 1§ consigermg or intends te use or provide any information concerning the
[ | its associated software,

OpeTating manuals, and aly related docwmematon (meuamg iis technical/enginecring
description(s) and capabilities) beyond the evidentiary results obtained through the use of
the equipment/iechnology in a manner that will cause law enforcement sensitive

nology to be made known to the public, thq_—l_|
will immediately notify the FBI in order to allow
sufficient ume for the PBI to intervene fo protect the eguipment/teclmology and

information from disclosure and potential compromise.

Notification shall be divected to the attention of:

b6e -1
b7C -1

Federal Burean of Investigation
Engincering Research Facility
Building 279584, Pod A

UNCLASSIFIED/FOMCTLAW ET
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Cuantico, Virginia 22135
| | b6 -1
b7Cc -1
b7E -2,3

Tsion
Fedcm"i Bu; ean of hwe.,sugatmn
Engineering Research Famh{y
Building 279584, Pod B
Quantico, Virgimia 22135

In addition, the will, at the request of the

FBI, scck dismissal of (he case m eu Of USing Of providing, oF allawuw others to use or

provide, any__information concerning the |

|its associated software, opserating manuals, and any related
documenianon (peyond the evidentiary resulis nbt'xmui through the use of the
equipment/technology), if using or providing such information would potentially or b3 -1
actually compromise the equipment/technology. b7E -1

6. A copy of any court order in any proceeding in which the |

is o party directing disclosure of information concerning (g |

1 I'md any associated software, operating manuals, or
related documentation (including its fechaical/engineering desw;ptmn{s) and capabilities)
will immediately be provided to the EBI in order to allm\( sufficient time for the FBlto
intervene to protect the equipment/technology and mformation from disclosure and
potential compromise. Any such court orders shall be directed to the attention of:

Federal Bureau ol investigation b6 -1
Engineering Rescarch Facility b7C -1
Building 27958A, Pod A b7E -2,3
Quantico, Virginia 22135

and

Qpet‘ationai {echnology Division
Federal Bureay of Investigation
Enginecring Research Facility
Bulldmg 27958A, Pod B

I_Dm.nmlmua 22135

7. Thel | will not publicize its purchase or use of b3 -1
th| or any of the capabilities afforded by such ~ B7E -1
equipment/technology to the public, other law enforcement agencies, or other
government agencies, ncluding, but not limited to, in any news or press releases,

IRrVIEWS, OF direet ot indirect statements to the media,

UNCLASSIFIED/FREC)/LA
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UNCLASSIFIED, FOU0//LAW ENFORCEMENS 552

fn the event that thy receives a request :‘;’E_f 1
pursuant to the Freedom of Information Act (5 U.S.C. § 5582) or an equn alent state or
local law, the civil or criminal discovery process, or oibcr judicial, 1 ive, or
administrative _process. o _disclose information conc erning the
its associated software, operaling manuats, and

any rolated  documoentanonpmcugme  its technical/engineering  description(s) and
Lapabx. ities), the| [will mlmechaiei} notify the
FBI of any such request tolephonically and w writing i order to allow sufficient time for
the FBI to seek to prevent disclosure through appropriate channels. Notification shall be
directed to the attention oft

Vederal Burean of investigation

Engineering Research Facility b6 -1
B{Hld{ng ?}?58'4% }f}gd f'i b7C -1
IQummcm, A 1rgmiia 22135 bTE -2,3
and

Operational Technology Division

Federal Bureau of Investigation

Ingineering Research Facility

Building 27958A, Pod B

uanfico. Viremia 22135
Thel |acceptance of the above conditions b3 -1

shall be evidenced bv the sionature below of an authorized representative of the | b7E -1

Sincerely,

Uperational 1 eonnology Bivision b3 -1

Federal Bureay of Investigation b6 -1
b7C -1
b7E -1

UNCLASSIFIRD/EDRQ/LAN
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. b3 -1
ce: | | b6 -1
FBI Office of the General Counsel o b7C -1
| |FBI Office of the General Counsel b7E -1,3

UN (.‘.LASS}ZFIE.D,-Q’FM;’!LAW  EENN G 2 e w2 S AL WU S s
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| !(IMD) (CON)

From: [ |(OTD) (CON)
Sent: Tuesday, September 20, 2016 3:36 PM
To: |(RMD) (FBI
Cc: __|oco) (FB|):| (OGC) (FBI); (OTD) (FBI)
OTD) (FBI) |OTD) (FBI] |©©TD) (FBI);
[___](OGC) (FBI)
Subject: Re: | |

Attachments: | |NDA.pdf
I

b3 -1
Here is a copy of the NDA. Thanks. 22 —1
b7C -1
b7E -1,2
From{ [RMD) (FBI)
Sent: Tuesday, September 20, 2016 3:17 PM
To| OTD) (CON)

o [0GC) (FBI); loGc) (FBI)| foTD) (FBI);| foo) (FBI[__|
[—1(o1D) (FBI)] l o) (FBI)] loGe) (FBI)
Subject
al |
We ara planning

vou pleass send me a copy r;l |?\§DA'?

Thank you,

b Could

Faderal Bursau of investigation

CONFIDENTIALITY STATEMENT: This message is transmitted 1o vou by the Office of the Gensral Counsel of the Federal Bureau of

Investization. The message, along with any attachments, may be confidential and legally privileged. If you are not the intended

recipient of this message, please destroy it promptly without further retention or dissemination {unless otherwise required by law).

Flease notify the sender of the error by a separate s-mall or by calling
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UNCLASSIFIED/ A

LS, Bepartment of Justice

Federal Bureau of Investigation

Washington, L, 208350001

November 13, 2012

b3 -1
b7E -1

Re: Aequisition of Wireless Collection Equipment/Technology and Non-
Diselosure Obligations

oA AR BALERE SEN LS The information In thiz document & the property of the Federal Bureaw of

Ivestipation (F8I and mayv be disivibuwied within the Federal Government {and i comtracturs), US tellfigence, law
enforcement, public safety or protection officials and dividuals with a secd to knove, Ristribution bivond these entities withcu
FBI Operativnal Technplogy Division authorization is prohibited. Prevautions shoudd be taken to ervure this formation s
stored andior destroved i o manner i precindes wnauthiorized access. Information beoring the LES cavest may aot be used in
fegal proveedings without fivst receiving duthorizotion from the aviginating agency. Recipients are prohibited from subsequently
possting the informotion starked LES on g website o grownclossified network.

Dear| |

b3 -1
b7E -1

We have been advised h}l of thel
request for acquisition of certain wireless collection eguipment/technology manufactured by

Consistert with the conditions on the equipment authorization granted 1o
by the Federal Communications Commission (FCC), stale and local law

enforcement agencies must coordinate with the Federal Bureau of Investigation (FBI) 1o
complete  this non-disclosure  agreement prior to the acquisition and use of the
eguipment/technology anthorized by the FCC authorization.

As you are aware, law enforcement agencies increasingly rely on wireless collection
equipment/techmology to conduet lawfully-authorized clecironic surveillance. Disclosing the
existence of and the capabilities provided by such equipmenttechnology to the public would
reveal sensitive technological capabilities possessed by the law enforcement community and may
allow individuals who are the subject of investigation wherein this equipment/technology is used
to employ countermeasures to aveid deteetion by law enforcement. This would not only
potentially endanger the lives and physical safety of law enforcement officers and other

UNCLASSIFIED/ L EW ERITUCERIER TR ERSIT I Y E—
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UNCLASSIFIED =4

individuals, but also adversely impact crimingl and national security 1nvestigations. That is,
disclosure of this information could result in the FBI's inability to protect the public from
terrorism and other criminal activity because, through public disclosures, this technology has
been rendered essentially useless for future investigations. In order to ensure that such wireless
collection equipment/technology continues to be available for use by the law enforcement
community, the equiproent/technology and any information related to ity functions, operation,
and use shall be protected from potential compromise by precluding disclosure of this
mformation to the public in any manner including but not Himited to; in press releases, in court
documents, during judicial hearings, or during ether public forums or procesdings. Accordingly,
the | B agrees to the following conditions in connection with ifs
acquisition and use of thy | b3 -1
b7E -1

1. By eotexing into this agreement, thy [affirms that it has
statutery authority to lawfully employ this technology and will do so only in support of
public safety operations or eriminal investigations.

2

The assumes responsibility for operating the
equipmentiechnology mn accordance with Federal law and repulation and accepts sele
liability for any violations thereof, irrespective of the Federal Burean of Investigation
approval, if any, for the sale of the equipment/technology.

b3 -1
The will ensure that operators of the equipment have  b7E -1
met the operator fraining standards identified by the FBI and are certified to conduct
operations.

1ad

4. Thy will conrdinate with the FBI in advance of #s use of
the wireless eollection equipment/technology to ensure de-confliction of respective
missions.

Ly

The will not distribute, disseminate, or otherwise
disclose any information concerning the wireless collection equipment/technology or any
software, operating manuals, or related technical documentation {(including iis
technical/engineering description{s) and capabilitics) to the publie, including to any non-
taw enforcement wndividuals or agencies.

6. The will not distribute, disseminate, or otherwise
disclose any information concerning the wireless collection equipment/technelogy or any
software, operating manuals, or related technical documentation (including its
technical/engineering description(s) and capabilities) provided to it to any other law
enforcement or government agency without the prior written approval of the FBI. Prior
to any approved disiribution, dissemination, or comparable disclosure of any information
concerning the wireless collection eguipment/technology or any software, manuals, or
refated technical documentation related to such equipment/technology, all materials shall
be marked “Law Enforcement Sensitive, For Official Use Only - Not to be Disclosed
Outside of the | [’

UNCLASSIFIED#
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UNCLASSIFIED/

7. The hall not, in any civil or criminal proceeding, use or
provide any information concerning the | |
[ ] its associated software, operating manuals, and any related

documentation {including its technical/engineering  description(s) and capabilities)
beyond the evidentiary results obtained through the use of the equipmentftechnology
including, but not limited to. during pre-trial matters, in search warrants and related
athidavits, in discovery, in response to court ordered disclosure, in other affidavits, in
grand jury hearings, in the State’s case-in-chicf, rebuttal, or on appesl, or in festimony in
any ol " civil or oz gal, without the prior written approval of the FBL Ifthe 13 -1
learns that a District Attorney, prosecutor, or a court is  P7E -1
considering or intends fo use or provide anv information concerning the
| its associated software, operating
manuals; and any related documentation {including 18 {echnical/engineering description{s)
and capabilities) beyond the evidentiary results obtained through the use of the
equipment/technology in a manner that will cause law enforcement sensitive information
relating to the technology to be made known to the public, thy |
will immediately notify the ¥BI in order o allow sufficient time for the FBI to
intervene to protect the equipment/technology and information from disclosure and
potential corapromise.

<

ASE.

*

VY

[

Notification shall be directed to the attention of®

Federal Bureau of lnvestigation

el SHERY b6 -1
Engineering Research Facility

Building 27958A. Pod A ore 5 3

v

Quantico. Virsinia 22135

and

Uperational Technology Division
Federal Bureaun of Investigation
Engineering Research Facility
Building 27958A, Pod B

Iﬁummmmrn iraigia 22133

8. In addition, the|
dismissal of the Tase 1n [icu Of USIng oF
any___information  concerning  the
| [. its associated sofiware, operaling manuals, and amy relaed
documentation (beyond the evidentiary results obtained through the use of the
equipment/technology), it using or providing such information would potentially or
actually compromise the equipment/technology. This point supposes that the agency has
some control or influence over the prosecutorial process. Where such is not the case, or
is limited so as to be inconsequential, it is the FBI's expectation that the law enforcement
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agency identidy the applicable prosecuting agency, or agencies, for inclusion in thig
airgement.

A copy of any court order in any proceeding in which the

b3 -1

is a parlv directing disclosure of information concerming el

I b7E -1

] and any associated software, operating manualy, or related

16, Th will not publicize its acquisition or use of th

documentation (including its technical/ ‘engineering description(s) and capabilitics) will
immediately be provided to the FBI in order 1o allow sufficient time for the FBI to
intervene to protect the eguipment/technology and information from disclosure gnd
potential compromise. Any such court orders shall be directed to the attention of:

Federal Burcau of fnvestigation

Engineering Research Facility

Building 279384, Pod A b6 -1
Opiantica Yiroinig 37135 b7C -1
b7E -2,3

and

Operational Technology Division
Federal Bureau of Investigation
Engineering Research Facility
§3§m§dm§: 479‘\8»\ Pad B
Ouantico. Virginia 22135

b3 -1

or any of the capabilities afforded by such

11,

Tquipmenticennology  to e public, other law enforcement agencies, or other
government agencies, including, but not limited to, in any news or press releases,
mterviews, or direct or indirect statements to the media.

In the event that thcl |Z’LCCWC‘~ d request pursuant to the
Freedom of Information Act (S UK.C. § 35 or an equn alent state or hm(d hm the civil

ot criminal discovery process, or other Juuh Sk
disclose  information conceming  the

b7E -1

| r, its associated software, operatng manuals, and any related
ST moding its technical/enginecring description(s) and capdbihms) the

| soall xmxm:dlately notify the FBI of any such request

telephomically and in writing in order to allow sufficient time for the FBI to seek 1o
prevent disclosure through appropriate channcls. Notification shall be directed to the
attention of:

UNCLASSIHIEDY

Page dof'

b6 -1
b7C -1

21-cv-10719(FBI)-215



UNCLASSIFIEDAES

Federal Bureau of Investigation
Engineeting Research Facility
Building 27958A, Pod A

{ Hoo, Yirginia 22135
b6 -1

b7C -1
and b7E -2,3

QOperationat Technology hivision
Federal Burcan of Investigation
Engineering Research Facility
Bulding 27958A, Pod B
Quantico, Virginia 22135

UNCLASSIFIED/ T AW ENFORCERT
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The s acceptance of the above conditions shall be evidenced by
the signatures below of an authorized representative and wireless collection equipment operators
of the
b3 -1
b6 -1
Sincerely, b7C -1
b7E -1

Upcraiional 1echnology LHvision
Federal Bureau of Investigation

Acknowledgedagd agreed to this / —’i day of frov 2012,

\

’—« b3 -1

b6 -2
b7C -2
b7E -1

UNCLASSIFIED/ /AW
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ULS, Bepartment of Justice

Federal Burean of Investigation

Washington, DO 20535-0001

December 1, 2014

IN TURN

b3 -1
b7E -1

Re: Acquisition of Cell Site Simulator/Pen Register Equipment/Technology
and Non-Disclosure Obligations

Dear | end b3 -1
. - . b7E -1
We have been notified of the | [request for

acgquisition of certain cell site simulator/pen register equipment providing cellular device locating
and identifying capability. Consistent with the condition on the equipment auvthorization granted
by the Federal Communications Commission, State and local law enforcement agencies must
coordinate with the Federal Bureau of Investigation (FBI) to complete this non-disclosure

agreement in order to acquire and use cell site simulator/pen register equipment/technology.

Law enforcement agencies rely on cellular device locating and identifying capability to
help meet their law enforcement and public safety responsibilities. Disclosure of certain
ivformation about cell site simulator/pen register equipment and techniques to the public, such
information referred to by the Federal Government as Law Enforcement Sensitive {(LES), would

REVISION: 2
Page 1 of &
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altow adversaries of law enforcement to diminish or thwart law enforcement efforts, thereby
enabling such adversaries to evade detection and circumvent the law. Disclosure of even minor
details about this technology or #s use may reveal more information than its apparent
ingignificance suggests because, much like a jigsaw puzzle, each detail may aid in piccing
together other bits of information even when the individual piece is not of obvious importance in
fiself. Thus, disclosure of what appears to be innocuous information about cell site simulators
would provide adversaries with critical information about the capabilities, limitations, and
circumstances of their use, and would allow thoss adversaries to accumulate information and
draw conclusions about the use and technical capabilities of the technology. In turn, this would
provide them the information necessary to develop defensive technology, modify their behaviors,
and otherwise take countermeasures designed to thwart the use of this technology in order to
cvade detection by law enforcement and circumvent the law. Moreover, the same techniques,
squipment, and tools used in criminal cases are often used in counterterrorism  and
counterintelligence investigations.  Thus, compromise of the law enforcement community’s
investigational equipment and methods in a criminal case or a public records disclosure eould

have a significant detrimental impact on the national security of the United States.

Due to these concerns, the FBI has consistently asserted that the details concerning the
use, implementation and application of cell site simudator technology is both law enforcement
sensitive and protected homeland security information, and any disclosure could easily impair
the use of this important investigative method. In recognition of this vuinerability, the FBI has,
as a matter of policy, protected this category of electronic surveillance equipment and technique
fram disclosure, directing its agents that while general facts that a surveillance or location
operation was conducted in connection with a specific case may be disclosed, neither details as
to the equipment’s operation nor the wradecrafl invelved may be disclosed. See United States v,
Rigmaiden, 845 F.8upp. 982 (D.Asriz. 2012} United States v. Garey, 2004 WL 2663023
(ML .Ga, Nov. 15, 2004).

As mentioned earlier, any information concerning cell site simulator equipment or
technology (including, but not limited to information abowt the operation of the equipment or

technology itself, lmitations or capabilities of the equipment or technology, any fraining

REVISKIN: 2
Page 2 of 9
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maferials concerning the capabilities or techoology, or tradecraft required to operate the
equipment} authorized by the FBI to be provided to your agency is considered protected
homeland security information under the Homeland Security Act (“HSA™). Under 6 US.C. §
482(e), homeland security information “obtained by a State or local government from a Federal
agency under this section shall remain under the control of the Federal agency, and a State or
local law authorizing or requiring such government to disclose information shall not apply to
such information” The HSA defines “homeland security mformation™ as information that
relates to the ability to prevent, interdict, or disrupt terrorist activity; information that would
improve the identification or investigation of a suspected terrorist or terrorist organization; or
information that would tmprove the response 1o a terrorist act, See 6 US.C. §8 482(D{ DH(BD1
Cell site simulator technology meets all three criteria.  Accordingly, by signing this agreement,
your agency agrees and understands that disclosure of protected homeland security information
is specifically prohibited under Federal law, and that this law expressly preempts state and local
disclosure laws under the Supremacy Clause {(Article VL clause 2) of the United States

Constitution, $11(as a general

principle, Federal law preempts State law where Congress has said so explicitly).
Finally, by entering into this agreement, you acknowledge that you understand cell site

simulator technology is a regulated defense article on the United States Munitions List
(FUSML”). See 22 CF.R. § 121.1(b). As such, technical details concerning this technology are
subject to the non-disclosure provisions of the International Traffic In Arms Regulations
{TTAR™), 22 CFR,, Parts 120-130. The ITAR implements the Arms Export Control Act, 22
US.C. § 2778, and Executive Order 13,637, which conirol the export and import of defense-
reiated articles and services listed on the USML. Because this equipment is explicitly governed
by the ITAR, 22 C.F.R. § 123.1 requires anyone to obtain a Heense from the Department of State
prior to making an export. Notably, technical information does not have to leave the borders of
the United States to be decmed an export subject to the regulation. See 22 CFR. § 12017
{defining an exporl as the disclosure of technical data about a defense article to a foreign national,
even while located in the United States). Consequently, if a State or local government
disseminates any part of the technical information to an entity knowing that the entity intends to
or is likely to publish or further disseminate the information in some fashion that would make it
REVISION: 2
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accessible to non-U.8. citizens, or that the requesting entity employs or has any non-U.S. eitizens

present at its offices, this could constitite a violation of the Arms Control Export Act.

Urauthorized disclosure of ITAR-controlled information is a felony punishable by up to 20 years

imprisonment and up to $1 million per occurrence. See 22 C.F.R., Part 127.

Enforcement Community, thy County and
- o

Accordingly, to preserve the continued effipacy of the conohilite e sha Taus

agree to the following conditions in connection with the acquisition and use of the cell site

siraulator/pen register equipment/technology:

1.

o

The signing State or municipal govermment official affivms that he or she has the
authority to lawfully obligate his or her State or municipality to the conditions of this
agreement. Moreover, the official affirms that appropriate legal counsel has determined
the nondisclosure obligations herein are defensible under State law, as possibly
augmented by Federal statutory protections, such as might be necessary for public
records access requests, and that the State or municipality will itself perform due

diligence in meeting its nondisclosure obligalions as and when necessary.

The signing faw enforcement agency official affirms that he or she has the authority fo
lawfully obligste his or her agency and its personnel to the conditions of this agreement.
Moreover, the official affirms that the law enlorcement agency will itself perform due

diligence in meeting its nondisclosure obligations as and when necessary.

The signing law enforcement agency official affirms that the appropriate chief
prosecuting official{(s) representing the jurisdiction(s) of possible use of the agency’s
cellular device identifying and locating capebility was (were) notified of the law
enforcement agency’s intended acquisition of the eguipment/technology and he or she

(they) indicated an understanding that use of the capability in & specific prosecutorial

jurisdiction by the law enforcement agency is conditioned on the chief prosecuting

official’s scparate written non-disclosure agreement with the FRI (notification and

request for the separate agreement to be made as indicated in condition 10. below).

REVISION: 2
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Furthermore, the law enforcement ageney official agrees that, after exhaustion of all other
lawful means, including implementing advice and assistance from the FRI, the law
enforcement ageney will, at the request of the FRL seek dismissal of the case with the
prosecutorial jurisdiction in Hew of using or providing, or allowing others to use or
provide, any sensitive information concemning the cell site simulator/pen register

equipment/technology in eriminal Htigation.

4. The signing law suntorcement agency official affirms that the law enforcement agency has
statutery authority to lawfully employ this technology and will do so only in suppert of
public safety operations or criminal investigations within State or municipal jurisdictions
that are also party to appropriate, related nondisclosure agreements with the FBI
Moreover, the law enforcement agency assumes responsibility for operating the
squipment/technology in accordance with State and Federal law and regulation and
accepts sole lability for any violations thereof, irrespective of the Federal Bureau of

Investigation approval, if any, for the acquisition of the squipment/technology.

L

The signing law enforcement agency official affirms that he or she understands and
acknowledges that this equipment, under Federal law, functions as a pen register device
as defined in 18 U.S.C. §3127(3), and that 18 11S.C. §3121¢a) prohibits any person,
including law enforcement, from operating a pen register device without first obtaining a
cowrt order, or having emergency pen register anthority under either State or Federal law,
as applicable. The signing law enforcement agency official agrees that he or she will not
permit the operation of the device without having a court-issued pen register order or

emergency pen register authority as outlined in Federal or State law,

6. The signing law enforcement agency official affirms that he or she understands that he or
she is prohibited by Federal law from intercepting the content of any communications
with a pen register device, and that he or she must use technology reasonably available to
the agency to restrict the equipment to recording or decoding electronic or other impulse
to the dialing, routing, addressing and signaling information utilized in the processing and
transmitting of wire or electronic communications. See 18 U.S.C. §3121{¢).
REVISION: 2
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7. The signing law enforcement agency official affirms that operators of the equipment meet
the operator training standards, identified separately by the FBI, before operating the
equipment, are certified by their agency to conduct operations, are notified of the
conditions of this agreement, and are legally bound to this agrecment by virtue of their
employment or through an internal written contract with the agency or State or municipal

government.

8. The State or municipal government and/or law enforcement agency may, without first
obtaining prior approval from the FBI, confirm or disclose in public for official business
only, including for the purpose of obtaining relevant legal authority, the following: 1) the
agency has cell site simulator/pen register equipment (without disclosing make and
model} that provides the capability to locate or identify a cellular device, 23 a description
of the legal authority relied upon for using the capability, 3) a description not containing
LES information {see conditions 9. and 10. below) of agency policies or practices that
ensure legal compliance and protection of third party privacy rights, 4) the fact that the
capability might cause temporary dismuption of service for certain cellular devices in the
operating area, 5} that the equipment was used 1o determine general location information
about the target cellular device, and 6) that the capability is a sensitive investigative
technique so further details are protected and will not be publicly disclosed or confirmed.
Note: The preceding provisions shall be narrowly and steietly construed. Any questions
regarding interpretation or scope of these provisions must be addressed with the FBI prior

to disclosure.

9. Except for the strictly constructed permission in condition 8. above or for necessary
deliberations between relevant officials necessary for coordination of this nondisclosure
agreement, criminal or civil fitigation discovery considerations, or public records access
request processing, in which the exercise of due diligence to protect LES information and
timely notice to the FBI pursuant to this agreement is presumed, the State or municipal
government and law enforcement agency will not, absent written FBI approval, distribute,

disseminate, disclose, or otherwise confirm any LES information, as determined by the

REVISION: 2
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FBL, concerning the cell site simulator/pen register equipment/technology te the public,
including to any von-law enforcement individuals or agencies not otherwise part of this
agreement, These restrictions include, but are not limiled to, tradecraft, technical details,
functional limitations or volnerabilities, manufacturer, model name, hardware, software,
operating manuals, related technical documentation (including technical/engineering
descriptions and capabilities), line item costs, or refaled enivies in acquisition, funding,
grant, or procurement documents, such documents often being susceptible to public

disclosure by State or municipal financial authorities.

10. The signing State or municipal government official and the signing law enforcement
agency official affinm on behall of their respective organizations that questions about or
determinations of what constitutes LES or protected homeland secutity information will
be deferred to the FBL If the State or municipal government or law enforcement ageney
receives a request or order to disclose any information about the cell site simulator
equipment/iechnology, or learns of such anticipated activity, an appropriate official will
immediately notify the FBI in order to allow sufficient time for the FBI to assist in

pratecting the equipment/technology.

Adl notifications or inquiries regarding this agreement and the subject capability shall

be directed to the agtention of:

b6 -1
" s b7c -1
Operational Technology Division - b7E -2,3

Federal Bureau of Investigation
Engineering Research Facility
Building 279584

Quantico, Virginia 22135

Telephone

REVISION: 2
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1. The signing law enforcement official understands and acknowledges that his or her
agency’s approval to acquire and use the cell site simulator is expressly conditioned on
execution of and adherence to this non-disclosure agreement with the ¥BL In the event
that the FBI determines the ageney is failing to abide by the conditions in this agreement,
the FBI may notify the vendor/manufacturer to discontinue services for, or disable, the

ageney’s cell site simulatot/pen register equipment,

12, Once signed, the conditions of this agreement remain in effect until rescinded in writing
by the FBI, except that the agreement must be re-accomplished annually. If the State or
municipal government, law enforcement ageney, and prosecator’s office do not all agree
to the annual renewal, or the annual agreement period otherwise expires (one year from
the acknowledged and agreed date) without a completed renewal, or any one of them do
net abide by the conditions of the agreement, the FBI reserves the right to rescind its
endorsement of the law enforcement agency’s acquisition and use of the equipment and

1o take all lawful action as indicated n condition 11. above.

13. The signing State or muanicipal govermment official and the signing law enforcement
agency official affirm that any successors to their positions will be notified about this
agreement and of the requirement to adhere to the conditions herein to ensure the
agency’s continued use of cell site simulator/pen register equipment/technology.
Similarly, the signing law enforcement agency official affioms that any successor to the
position of the chief prosecuting official will be notified of the separate prosecutorial
non-disclosure agreement and of the requirement o adhere to that agreement in order to
ensure the law enforcement agency’s continued use of cell site simulator/pen register
equipment/technology. In any instance of succession in this context, the law enforcement

agency official will notify the FBI as indicated in condition 10. abeve.

REVISON: 2
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]

The acceptance of the above conditions shall be evidenced by the glanatres helow of |
3 > s n 1
authorized representatives of the and] ]

™ T

Sincerely,

Uperational fechnology Division
Federal Bureay of Investigation

X b3 -1
 Acknowledged and agreed to this &3 day of _Qiesiasssaess. 2014, Renewal js P& 71
dus in one year. pre L
b7E -1

Al 2

P
7!
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(IMD) (CON)

b6 -1
From: [ | z;g —:]L.
Sent: 15 825 AM
To: [ (OTD) (FBI) koTp) (Faiy] |
(OTD) (FBN] |(oTD) FBY) UN) (FBI)
Ce: I \OTD)(FBI); |
OTD)(FBI)| |(CD) (FBI)
Subject: FW: CSS Procurement NDA Exemplars --- UNCLASSIFIED//\LE§

Classification: UNCLASSIFIED/ /&S

{ USRS RO NSNS The information marked (U this document is the property of FBIand may be
distributed within the Federal Government {and its contractors), US intelligence, law enforcemaent, public safety or
protection officials and individuals with a nesd to know. Distribution beyvond these entities without FBI authorization is
prohibitad. Precautions should be taken to ensure this information is stored and/or destroyed in a manner that
precludes unauthorized agcess. information bearing the LES caveat may not be used in legal proceedings without first
recelving authorization from the originating agency. Recipients are prohibited frony subsequently posting the
information marked LES on a website or an unclassified network.

[ 1

Per our conversation, | will send this part of the answer tDnd advise that more is io coms, bé -1
Reference: taskingl F”‘”R tasking # z;g ':]L.

Thanks,

From:| [OTD)(FBI)
Sent: Wednesday, October 07, 2015 6:58 PM
To:| ]

Subject: FW: CSS Procurement NDA Exemplars --- UNCLASSIFIED/AES-

Classification: UNCLASSIFIED/ /ERS~

(U) LAW ENFORCEMENT SENSITIVE: The information marked (U//4ES) in this document is the property of FBl and may be
distributed within the Federal Government (and its contractors), US intelligence, law enforcement, public safety or
protection officials and individuals with a need to know. Distribution beyond these entities without FBI authorization is
prohibited. Precautions should be taken to ensure this information is stored and/or destroyed in a manner that
precludes unauthorized access. Information bearing the LES caveat may not be used in legal proceedings without first
receiving authorization from the originating agency. Recipients are prohibited from subsequently posting the
information marked LES on a website or an unclassified network.

b6 -1,4

Response to|:|iated 10/05/2015 to provide NDA documents to DOJ B7C —1.4

From (OTD)(FBI)
Sent: Wednesday, October 07, 2015 6:54 PM
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To: | | b6 -4
Subject: CSS Procurement NDA Exemplars --- UNCLASSIFIED//tES b7C -4

Classification: UNCLASSIFIED//®es

(U) TAW ENTORCEENTSENSHHYE : The information marked (U/AES) in this document is the property of FBI and may be distributed
within the Federal Government (and its contractors), US intelligence, law enforcement, public safety or protection officials and
individuals with a need to know. Distribution beyond these entities without FBI authorization is prohibited. Precautions should be
taken to ensure this information is stored and/or destroyed in a manner that precludes unauthorized access. Information bearing
the LES caveat may not be used in legal proceedings without first receiving authorization from the originating agency. Recipients are
prohibited from subsequently posting the information marked LES on a website or an unclassified network.

b7C -4
In reference to our meeting earlier this week pertaining to cell site simulator NDAs, the attached documents represent
original and current NDA documents for your review.
\
\
~
b3 -1
b5 -1
b7E -1
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Federal Bureau of Investigation

Office b6 -1
Executive Assistant b7C -1

b7E -2

Classification: UNCLASSIFIED/+EFS

Classification: UNCLASSIFIED// ES

Classification: UNCLASSIFIED//THs
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{L5, Department of Justice

Federal Bursat of Investigation

Washington, DA 205330001

December 1, 2044

b3 -1
b6 -3
b7C -3
b7E -1

Re: Acquisition of Cell Site Bimulator/Pen Register Equipment/Technology
and Non-Disclosure Obligations

b6 -3
N . - ‘ . b7c -3
We have been notified of the prequest for b7E -1

acguistiion of certain cell site simufla-ton-’fpm vegister squipment providing cellular device locating
and identifying capability. Congsistent with the condition on the equipment authorization granted
by the Federal Communizations Commission, State and local law enforcement agencies must
coordinate with the Federal Bureau of Investigation (FBI) to complete this non-disclosure

agreement in order to acquire anpd use cell site simulator/pen register equipment/technology,

Law enforcement agencies rely on cellular device locating and idenfifving capability 1o
help meet their law enforcement and public ssfety responsibilities.  Disclosure of certain
information about cell site simulator/pen register equipment and techniques o the public, such
information referred to by the Federal Government as Law Enforcement Sensitive (LES), would
allow adversaries of law enforcerent to diminish or thwart law enforcement efforts, thereby
enabling such adversaries to svade detection and circumvent the faw. Disclosure of even minor
details about this technology or its use may veveal more information than ifs spparest
insignificance suggests because, much like a jigsaw puzzle, cach detail may aid in piecing

together other bits of information even when the individual piece is not of obvious importance in

BEVISION:Z
Page 1 ol ?
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itself. Thus, disclosure of what appears {o be innocuous information about cell site simulators
wonld provide adversaries with critical information about the capabilitics, limitations, and
circumstances of their use, and would allow those adversaries to aceumulate information and
draw conclusions about the use and technical capabilities of the technology. In tum, this would
provide them the inlormation necessary to develop defensive technology, modity their behaviors,
and otherwise take countermeasures designed to thwart the use of this technology in order to
evade detection by law enforcement and circumvent the law, Moreover, the same techniques,
cquipment, and tools wsed in criminal cases are often used In counterterrorism  and
counterintelligence investigations,  Thus, compromise of the law enforcement comnyunity’s
investigational equipment and methods in a criminal case or a public records disclosure could

have a significant detrimental impact on the national security of the United Siates,

Due to these concerns, the FBI has consistently asserted that the details concerning the
use, implementation and application of cell site simulator technology is both law enforcement
sexsitive and protected homeland security information, and any disclosure could easily impair
the use of this important investigative method, In recognition of this valnerahility, the FBI has,
as a matier of palicy, protected this category of electronic surveillance equipment and technique
from diselosure, directing its agents that while general facts that a surveillance or location
operation was conducted in connection with a specific case may be disclosed, neither details as
to the equipment’s operation nor the tradecraft involved may be disclosed. See United Sitates v,
Rigmuoiden, 845 F.Supp. 982 (D.Ariz 2012Y, United Stares v. Garep, 2004 WL 2663023
(M.I.Ga Nov. 13, 2004).

As mentioned earhier, any information concerning cell site simulator egquipment or
technology (including, but not limited to information about the operation of the equipment or
technology itself, limitations or capabilities of the equipment or technology, any training
materials concerning the capabilities or technology, or tradecrafl required to operate the
equipment) authorized by the FBI to be provided to a state law enforcement agency is considered
protected homeland security information under the Homeland Security Act (“HSA™). Under 6
LES.CL § 482(e), homeland security information “obtained by a State or local government from a
Federal agency under this section shall remain under the control of the Federal agency. and &
REVISION: 2 .
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State or local law authorizing or requiring such government io disclose information shall not
apply to such information.”™ The HSA defines “homeland security information” as information
that relates to the ability to prevent, interdict, or distupt lerrarist activity; information that would
ireprove the identification or investigation of a suspected tervorist or fervorist organization; or
information that would improve the response to a terrovist act. See 6 U.S.C. §§ 482(D(1B (D).
Cell site simulator technology meets all three criteria. Accordingly, by signing this agresment,
your agency agrees and understands that disclosure of protected howeland security information
is specifically prohibited under Federal law, and that this law expressly preempts state and local

disclosure laws under the Supremacy Ulagse {(Article V1, clanse 2} of the United States

Constitition.

principle, Federal law preempts State taw where Congress has said so explicitly).

Finally, by entering into this agreement, you acknowledge that you understand cell site
simulator technology is a tegulated defense article on the United Btates Munitions List
{USML™). See 22 CER. § 121.1{b). As such, technical details concerning this technology are
subject to the non-disclosure provisions of the International Traffic In Arms Regulations
(“ITAR™), 22 C.ER,, Parts 120-130. The ITAR implements the Arms Export Control Act, 22
U.B.C. § 2778, and Executive Order 13,637, which control the export and import of defense-
related articles and services Ysted on the USML. Because this equipment is explicitly governed
by the ITAR, 22 C.F.R. § 123.1 requires anyone to obtain a license from the Department of State
prior to making an export. Notably, technical information does not have to leave the borders of
the United States to be deemed an export subject to the regulation. See 22 CFR. § 12017
{defining an export as the disclosure of technical data about a defeuse article to a foreign national,
even while located in the United States). Consequently, if a State or local government
disseminates any part of the technical information to an entity knowing that the entity intends to
or is likely to publish or further disseminate the information in some fashion that would make it
accessible to non-U.S. citizens, or that the requesting entity employs or has any non-11.5. citizens
present at its offices, this could constitgte a violation of the Arms Control Export Act.
Unauthorized disclosure of ITAR-controlled information is a felony punishable by up to 20 years

imprisonment and up to $1 million per sccurrence. See 22 CFR., Part 127.

REVISION 2
Paged of 7
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Accordingly, to preserve the continued efficacy of the capability for the Law

Enforcement Community, the Department of Justice agrees to the following conditions in

b3 -1

gonnection with ths acquisition and use of the cell site e——

simulator/pen register equipment/technology:

1. The signing chief prosecuting official (CPO) affirms that he or she has the authority to
fawfully obligate his or her ageney to the conditions of this agreement.  Moreover, the
official affirms that appropriate legal counsel has determined the nondisclosure
obligations herein are defensible under State law, as possibly augmented by Federal
statutory protections, such as might be necessary for public records access requests, and
that the agency will liself pecform due diligence in meeting its nondisclosure obligations

as and when necessary,

b

The signing CPO affirms that the sbove-named law enforcement agency’s acquisition
and wse of cellular device identifving and locating capability is conditioned on this
separate written non-disclosure agrecment with the FBL.  Furthermore, the CPQ agrees
that, after exhaustion of all other lawful means, including implementing advice and
assistance from the FBL the prosccuting agency will, at the request of the FBI, seek
dismissal of the case in lieu of using or providing, or allowing others to use or provide,
any  sensitive  information concerning  the cell  site  simuolatow'pen  regisier

equipmentitechnology in eriminal litigation,

3. 'The signing CPO affinms that the above-named law enforcement agency has statuiory

.

asthority to lawinlly employ this technology in support of public safety operations or

i

criminal investigations.

4. The signing CPO affirms that he or she understands and acknowledges that this
equipment, under Federal law, functions as a pen register device as defined in 18 U.S.C.
§3127(3), and that 18 U.8.C. §3121¢a) prohibits any person, including law enforcement,
fromt operating a pen register device without first obtaining a court order, or having
Smergency pen register authority under cither State or Federal law, as applicable,

REVISION: 2
Page 4ol ¥
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3. The CPO’s agency may, without first obtaining prior approval from the FBI, confirm or
disclose in public for official bustness only, including for the purpose of obtaining
relevant legal authority, the following: 1) the above-named law enforcement agency has
cell site simulator/pen register equipment (without disclosing make and model) that
provides the capability to locate or identify a cellular device, 2) a description of the legal
authority relied upon for using the capability, 3} a description not containing LES
information {see conditions 6. and 7. below) of the above-named law enforcement
agency’s policies or practices that ensure legal compliance and protection of third party
privacy rights, 4) the fact that the capability might cause temporary disruption of service
for certain cellular devices in the operating area, 5) that the equipment was used 1o
determine general location information about the target celular device, and 6) that the
capability is a sensitive investigative technigue so further details ate protecied and will
not be publicly disclosed or confirmed. Note: The preceding provisiens shall be narrowly
and strictly construed.  Any questions regarding interpretation or scope of these

provistons must be addressed with the FBI prior to disclosure.

6. Except for the stricily constructed permission in condition 5. above or for necessary
agresment, criminal or civil litigation discovery considerations, or public records avcess
request processing, in which the exercise of due diligence to protect LES information and
timely notice to the FBI pursuant to this agreement is presumed, the prosecnting agency
will not, absent written FBI approval, distribute, disseminate, disclose, or otherwise
confirm any LES information, as determined by the FBI, concerning the cell site
simulator/pen register equipment/technology to the public, including to any uon-law
enforcement individnals or agencies not otherwise part of this agreememt.  These
restrictions include, but are not limited to, tradecraft, technical details, Functional
limitations or vulnerabilities, manufacturer, model name, havdware, software, operating
mannals, related technical documentation (including technical/engineering descriptions

and capabilitics}, line item costs, or related entries In acguisition, funding, grant, or

HEVIRION: 2
Page Sof 7
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procurement documents, such documents ofien being susceptible to public disclosure by

State or municipal financial authorities.

el

The signing CPO affirms on behalf of her or his agency that questions about or
determinations of what constitutes LES or protected homeland security information will
be deferred to the FBL 1t the prosecuting agency receives a request or order to disclose
any information about the cell site simulator equipmentitechnology, or leams of such
anticipated activity, an appropriate official will immediately notify the FBI in order to

aliow sufficient time for the FBI to assist in protecting the equipmentitechnology.

All notifications or inquiries regarding this agreement and the subject capability shall

be directed to the attention of

b6 -1
Operational {echnology Division b7C -1
' b7E -2,3

Federal Bureau of Investigation
Engineering Resecarch Facility
Building 279584

Quantico, Virginia 22135

Telephon

§. The signing CPO understands and acknowledges that the above-named law enforcement
agency’s approval to acquire and use the cell site simulator is expressly conditioned on
all relevant parties’ execution of and adherence {o this non-disclosure agreement with the
FBL In the event that the FBI determines the any party is failing to abide by the
conditions in this agreement, the FBI may notify the vendor/manufacturer to discontinue

services for, or disable, the agency’s cell site simulator/pen register equipment.
3 P

9. Onee signed, the conditions of this agreement remain in effect uniil rescinded in writing

by the ¥FBY, except that the agreement must be re-accomplished annually. If the State or
REVISION: 2
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municipal government, faw enforcement agency. and prosecutor’s office do not all agree
to the annual renewal, or the annual agreement peried otherwise expites (one year from
the acknowledged and agreed date) without a completed renewal, or any one of them do
not abide by the conditions of the agreement, the FBI reserves the right o rescind its
endorsement of the law enforcement agency’s acquisition and use of the equipment and

toy take all lawful action as indicated in condition 8, above,

10. The CPO affirms that any successor to her or hix position will be anotified about this
agreement and of the requirement to adhere to the conditions hereln to ensure the above-
named law enforcement agency’s continued use of cell site simulator/pen register
squipment/techoology. In any instance of succession in this comtext, the CP(O’s agency

will notify the FBI as indicated in condition 7. above.

The acceptance of the above conditions shall be evidenced by the signature below of the

authorized representative of the Departrnent of Justice

Sincerely,

- ey — b3 -1

Operational Technelogy Division bE -1.2

Federal Bureau of Investigation b7C -1,2
b7E -1

N

Acknowledged and agreed to this &8 day of #4

=

Dt whew S 3014 Renewal is

due in one year.

REVISION: 2
Page 7 of 7
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Sent:
To:
Cc:

Subject:
Attachments:

Wednesday, September 23, 2015 10:12 AM

[ ] ©oTD) (FBI)|

| UN) (FBI)

I (OTD)(FBIY; |

bé -1

|(IMD) (CON) b7¢ -1

[oTD)(CON); | |

[ Tocoyrsly; | kQ1D) (FBI)]

kOTD)GBml |

[ ]ocosi] OTD) (FBI)

RE: Assigned Task: CSS Procurement NDA --- UNCLASSIFIED//BSE0

CSS Procurement NDAI

letter - 09042015.docx

Classification: UNCLASSIFIED//RSUQ

|wj |g3§e ase see my poesition paper and draft NDA rescission letter attached.

10/01. Referring to the task sumimary below it's not clear to me whwl l{m her staffl is leav

Hocx; DRAFT - NDA rescission

rmt\ime is

Rk up o I_l‘t\

From: (OTD) (FBI) b5 -1
Sent: Tuesday, September 08, 2015 9:52 AM b6 -1
To| | (OTD)(FBI); KOTD)(CON) b7e -1
Cc:[ ] (OTD) (FBI) b7E -3
Subject: FW: Assigned Task: CSS Procurement NDA --- UNCLASSIFIED//ERHQ.
Classification: UNCLASSIFIED/+Fe856-
TRANSITORY RECORD
lease see task below and respond by COR 9/30/2015, Template attached.
Title {38 Procurement NDA
Classification: UNCLASSIFIED frerhe—
Priority: 4 Low
Tasking POC:
Originator: 5TR
Deadline: 10/1/2015 12:00 PM
Summary Of Reguest: asked ] |
r\ui@:
asking for a status on this by the deadline.
i ac ik b5 -1
Detailed Request Backgrour
| | b7E -3

Description:

PRICGE INFORMATION PACKETS PROVIDED TO THE

21-cv-10719(FBI)-241



b3 -1

b7E -1
Thanks,

be -1
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA e 1
From| | b7E -2
Sent: Tuesdav, Septemper 08, 2015 9.47 AM
To OTD) (FBI) | (oTD) (FBI); omyren] |

[ [FBD)
Subject: Assigned Task: CSS Procurement NDA

Hello,
You have been assigned as an approver on the following task: CSS Procurement NDA
Available Tracking Numbers

I:l'racking Number: b7E -2,3

External Tracking Number:

asks

The following are deadlines associated with this task:
Deadline: 10/1/2015 12:00:00 PM

This email was automatically sent, please do not reply.

Classification: UNCLASSIFIED//Tote—
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UNCLASSIFIEDY

LB, Bepartment of Justice

Federal Burean of Investigation

Washington, 0.C. 20335-0081

March 25, 2014

b3 -1
b7E -1
Re: Acquisition of Wireless Collection Equipment/Technology and Nog-
Disclosure Obligations
Pl e p B o s SRS~ The information in thiy document is the property of the Federal Bureauw «f

frvestigation (FB) awd stey be distributed within the Federal Government fund its coniractorsy, TLS. intelfigente, law
enforcement, public sofety or profection officials and individuals with g need (o know. Distribution beyond these entities without
ERI Qperational Technelogy Bivicion awthorization is prohibited Precawions should be tahen to ewsura this information is
stored andior destroyed in o manser that prechudes unauthorised access. Information hearing the LES cavea may nat-be wed in
legal proceedings withowr first receiving authorization from the originating agency. Reciplents are prohibited from subsequently
posting the information marked LES on « website on an unclasyified setwork.

b3 -1
Diear) b7E -1

We have been advised by of the request
for acquisition of certain wireleSs collection equipment/ technology manufactured by
Consistent with the conditions on the equipment authorization granted to
by the Federal Communications Commission (FCC), state and local law
ciorcement agencies must coordinate with the Federal Bureau of Investigation (FBI) to
complete this non-disclosure agreement prior to the acquisiion and use of the
equipment/technology authorized by the FCC authorization.

As you are aware, law enforcement agencies increasingly rely on wireless collection
equipment/technology to conduct lawfully-authorized clectronic surveillance. Busclosing the
existence of and the capabilities provided by such equipment/technology to the public would
reveal sensitive technological capabilities possessed by the law enforcement community and may
allow individuals who are the subject of investigation wherein this equipment/technology is used
to employ countermeasures to avoid detection by law enforcement. This would not only
potentially endanger the lives and physical safety of law enforcement officers and other

UNCLASSIFIED/ 3

Page T of &
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UNCLASSIFIEDY

ndividuals, but also adversely impact criminal and national security investigations. That is,
disclosure of this information could result in the FRPs inability to protect the public from
terrorism and other criminal activity because, through public disclosures, this technology has
been renderved essentially useless for future investigations. In order to ensure thal such wireless
collection equipment/technolegy continuegs to be available for use by the law enforcement
community, the equipment/technology and any information related to its functions, operation,
and use shall be protected from potential compromise by pmciuding disclosure of this
information to the pubhc in any manner including but not limited to: in press releases, in court
documents, ¢ ngs, or during other public forums or proceedings. Accordingly,
the grees to the following conditions in connection with its
acquisition and use of ‘the' |

b3 -1
b7E -1

1. By entering into this agreement, the affirms that it has
statutory authority to lawfully employ this techneology and will do so enly in support of
public safety operations or criminal investigations.

Pk

The assumes  respounsibility for operating  the
equipment/technology 1 accerdance with Federal law and regulation and accepts sole
liability for any violations thereof, frrespective of the Federal Bureau of Investigation
approval, if any, for the sale of the equipment/technology

3. Ths will ensure that operators of the equipraent have met the

operator training standards identified by the FBI and are certified to conduct operations, b3 -1
* b7E -1

4, The lwill coordinate with the FBI in advance of its use of the
wireless collection equipment/technology to ensare de-confliction of respective missions.

th

The will not distribvate, dissemuinate, or otherwise disclose any
information concerming the wireless collection equipment/technology or any software,
operating manuals, or related  technical  documentation  (including s
technical/cngineering description(s) and capsbilities) to the public, including to any non-
law enforcement individuals or ageneies.

& The will net distribute, disseminate, or otherwise disclose any
mformation concerning the wireless collection equipment/technology or any software,
operating  manuals, or related technical documentation (including s
technical/engineering description(s) and capabilitics} provided to it to any other law
enforcement or government agency without the prior written approval of the FBIL Prior
to any approved distribution, dissemination, or comparable disclosure of any information
concerning the wireless collection equipment/technology or any software, manuals, or
related technical documentation related to such equipment/technology, all materials shall
be marked “Law Enforcement Sensitive, For Official Use Only « Not to be Disclosed
Outside of thd |

=3

The khall not, in any civil or criminal proceeding, use or
provide any information cmu.em;m ‘ihe| |
UNCLASSIFIEDATAR NSNS

Page 2 of ¢
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UNCLASSIFIED/S

[ | its associated software, operating manuals, and any related
documentation (nefuding its technical/enginecring description{s} and capabilities)
beyond the evidentiary results obtained through the use of the equipment/technology
including, but not limited to, during pre-trial matters, in search warrants and related
affidavits, in discovery, in response to court ordered disclosure, in other affidavits, in
grand jury hearings, in the State’s case-in-chief, rebuttal, or on appeal, or in testiraony in
any phase of civil or criminal trial, without the prior written approval of the FBI If the

| [ learns that a District Attorney, prosecutor, or a court § b3 -1
considering or intends fo use er provide any information concerning the | | b7E -1
| fis associated software, operating
manals, and any refafed documentation (incloding s technical/engineering description(s)
and capabilities) beyond the evidentiary results obtained through the use of the
equipment/technology in a manner that will cause law enforcement sensitive information
relating to the technology to be made known to the public, the | |
:i!i immediately notify the FBI in order to allow sufficient time for the FBI to
intervene to protect the equipmentftechnology and information from disclosure and
potential compromise.
Notification shall be directed to the attention of
Federal Bbugean ol nvestiganon b6 -1
Engineering Research Facility b7Cc -1
Building 27958A, Pod A b7E -2,3
OQuantico, Yirginia 22135
and
Foderal Burcal Of [vesugation
Engineering Research Facility
Building 279584, Pod B
Cuantico. Virginia 22135
8. In addition, ﬁl&| |W1]1 .:lt ’fhn z‘equesi of the FBE seek dismissal b3 -1
of the case in Heu of usin providing, or 0 = provide, any b7E -1

information concerning th
its associated software, opCTATIE TTIATS, AN any related JOCUINCIIon (Deyond he
evidentiary results obtained through the use of the equipment/technology), if using or
providing such information would potentially or actually compromise the
equipment/technology.  This point supposes that the agency has some conirol or
influence over the prosecutorial process. Where such is not the case, or is limited so as to
be ﬁu,o:xsc.quem;ai it is the FBI's expectation that the law enforcement agency identity
the applicable prosecuting ageney, or agencies, for inclusion in this agreement.

UNCLASSIFIED/&
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UNCLASSIFIED/

9. A copy of any court order in any proceeding in which the

party directing disclosure of information concerning the |
| and any associated software, operating mannals, or related

Fi«;LI

documentation (including its technical/engineering description(s) and capabilities) will
immediately be provided to the FBI in order to allow sufficient time for the FBI to
intervene to protect the equipment/technology and information from disclosure and
potential compromise. Any such coust orders shall be directed to the attention of*

Federal Bureau of investigation

Engineering Research Facility

Building 27958A, Pod A
—Onsantice Mireinig 22133

and

Operational Technology Division
Federal Bareau of Investigation
Engineering Research Facility
Building 279384, Pod B

Diagnandine '{f'.'-am;'iia 22135

b6 -1
b7C -1
b7E -2,3

10, The] bidl] not publicize its acquisition or use of thelzl
| _Jor any of the capabilities afforded by such
equipment/technology 1o the public, other law enforcoment agencies, or other

government agencies, including, but not limited to, in any news or press releases,
miterviews, or divect or indirect statements to the media.

11. In the event that the

recetves a request pursuant to the

Freedom of InformatioN ACT O U.5.L. § 992
or crimmnal discovery process, or other judi

disclose information concerning  the

il alive

Y or an equivalent state or local law, the eivil
r islativ winistrative process, to
wireless  ¢ollection

equipment/technology, its associated software, operating manuals, and any related
documentation (including its technical/engineering description(s) and capabilitics), the

T

PO ally 3
prevent disclosure
atiention of:

UNCLASSIFIED/

will immediately notify the FBI of any such request
T witing 0 order to allow sufficient time for the FBI to seek to
through appropriate channels, Notification shall be directed to the

Page 4 of 6
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UNCLASSIFIEDY

Tacral Burean Ol Investgalion
Engineering Research Facilily
Building 279584, Pod A

Ohantics Yireinig 22135 b6 -1
b7C -1
b7E -2,3
and

Lﬂ_lpera Ional 1 ecinoelegy LHVIsion

Federal Burean of Investigation
Engineering Research Facility
Building 27958A, Pod R
Quantico, Virpinia 22133

UNCLASSIFIED/ /=
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UNCLASSIFIEDS

| | acceptance of the above conditions shall be evidenced by the
satures below of an authorized representative and wireless collection equipment operators of

b3 -1
Sincerely, b6 -1
b7C -1
b7E -1
Operational 1eciology LIvision
Federal Bureau of Investigation
owledged and agreed to this & ¥ day of , 2014,
b3 -1
— b6 -2
b7C -2
b7E -1
UNCLASSIFIED/ /=
Page 6 of 6
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b3 -1
b7E -1
Janc 17, 2014
. N b6 -1
perational i echnology Dhvision b7C -1
Federal Bureau of Investigation
Altre | |
Federal Burzau of Investigation
Re: Addendum to August 28, 2012 “Acquistiion of Wireless Collection
Eguipmemﬁ‘echnomg}f and Ner-Disclosurs Obligation”

o e oo e ‘ - - b3 -1
Continued from Page (65 of (6) of the fully sxecoted Non-Disclosure Obligation: bIE -1
The acceptance of the above conditions shall be

gvidenced by o S ENRIRE dn auinorized representative and wireless colleetion

squipment operators of thel

Having read and understood the agreement in its eitirety, ¥ agree to adhere completely to the

rules and implications of this Non-Disclosure Obligation.

¥
Acknowiedeed and agreed tothis & & dav of June, 2014,
b3 -1
b6 -2
b7C -2
b7E -1

EQUAL OPPORTUNT Y SMELOIYER
CRULRTESY « JEAVICE « PHOTECHION
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b3 -1
b7E -1
17 March 2014 in Reply Please Refer o
Aftention: | b3 -1
b7E -1
Subisct:
Reference:
Contractor réspectfully requests approval to provide capability to the attached siate & local law
enforcement agency. Per the defined process, pleass contact this agency to execute the FBI NDA,
Sinceraly,
b3 -1
b7E -1
b3 -1
b7E -1

21-cv-10719(FBI)-250



Contact information:

QOparator iformation:
b3 -1
Sanior Execulive Lavel Manager that can accept responsibility for the proper use of equipment b6 -2
| | | | b7C -2
b7E -1

Al individuals that will be operating equipment within the department

21-cv-10719(FBI)-251



NOTE: Failure to sccurately complete this information witl result in delay in MDA processing

b3 -1
b6 -2
b7C -2
b7E -1
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b3 -1

b7E -1
December 10, 2014
. 4 C b6 -1

Operaitonat Lechnology Diviston b7¢c -1
Federal Bureau of Investigation
At | |
Federal Burean of Investigation

Re: Addendum to September 11, 2014 “Acquisition of Wireless Collection

Equipment/Technology and Non-Disclosure Obligation™
Continued from Page 6 of 6

The | lacceptance of the above conditions shall be P3 -1

reserttative and |b7E -1

Having read and understood the agreement in its entivety, I agree to adhere completely to the rules
and implications of this Non-Disclosure Obligation.

Acknowledged and agreed to this £ {7 dayof © 2014,
b3 -1
b6 -2
b7C -2
b7E -1
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LS, Department of Justice

Federal Bureau of nvestigation

Washington, D.C20533-0001

September 11, 2014

b3 -1
bé -2
b7C -2
b7E -1

Re: Acguisition of Wireless Collection Equipment/Technology and Non-
Disclosure Obligations

R ENFORCENERT-SENSIIFEENT The nformation in this dacument is the property of the Federal Bureau of
{rvasigation (FBL and may be distributed within the Fedeval Government (and its contractors), US. imelligence, law
enforcement; public saittv or protection offfcialy and individuals with o ieed 1o knaw. Distribnition beyond these entities without
FBI Operational Technplogy Division auihovization js prohibited. Precawtions showld be taken to ensure this information is
stgred andior destroyed in o manwer thai precludes wiauthorized access. Inforviation bearing the LES vaveat migv wnot be wxed i
fegal proceedings without flrst vecalving atthorization front the originating agenecy, Recipients ave prohibited from subseguently
posting the information marked LES on n website vn an unilassified network,

Dreal | b3 -1
b6 -2

\ - : b7C -2

We have been advised by of the b7E -1

request for acquisition of certain wireless collection equipment/technology manufaciured by

Consistent with the conditions on the equipment authorization granted to
by the Federal Communications Commission (FCC), state and local law

enforcement agencies must coordinate with the Federal Burcau of Investigation (FBI) to
complete  this non-disclosure agreement prior to the acquisition and wuse of the
cquipment/technology authorized by the FCC authorization.

As you are aware, law enforcement agencies increasingly rely on wireless collection
equipment/technology to conduct lawfully-authorized electronic surveillance. Disclosing the
existence of and the capabilities provided by such equipment/technology o the public would
reveal sensitive technological capabilities possessed by the law enforcement community and may
allow individuals who are the subject of investigation wherein this equipment/technology is used
to employ countermeasures to aveid detection by law enforcement. This would not only
potentially endanger the lives and physical safety of law enforcement officers and other

UNCLASSIFIEDIE

e
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UNCLASSIFIED/#

individuals, but also adversely impact criminal and national security investigations. That is,
disclosure of this nformation could result in the FBI's inability to protect the public from
tervorism and other eriminal activity because, through public disclosures, this technology has
been rendered essentially useless for future investigations. In order to ensure that such wireless
collection equipment/technology continues to be available for use by the law enforcement
community, the equipment/technology and any information related to its functions, operation,
and use shall be protected from potential compromise by precluding disclosure of this
information to the public in any manner including but not limited to: in press releases, in court
documents, during judicial bearings, or during other public forums or proceedings. Accordingly,
the asrees to the followine conditions in connection with ifs
acquisition and use of th

b3 -1
b7E -1

1. By entering inte this agreement, thd |afﬁ rms that it has
statutory authority to lawfully employ this technology and will do so only in support of
pubhic safety operations or criminal investigations.

2. The assumes responsibidity for operating the
equipmentiechnology in accordance with Tederal law and regulation and accepts sole
lability for any violations thereof, irrespective of the Federal Bureau of Investigation

approval, if any, for the sale of the equipment/technelogy. b3 -1
b7E -1

3. Thy | will ensure that operators of the equipment have
met the operator fraining standards identified by the FBI and are certified to conduct
operations.

4, The| } will coordinate with the FBI in advance of its use
of the wireless collection equipmentitechnology to ensure de-confliction of respective
missions.

5. Thel |will not distribute, disseminate, or otherwise
disclose any information concerning the wireless collection equipment/technology or any
software, operating manuals, or related technical documentation (including its
technical/engineering description(s) and capabilities) to the public, including to any non-
law enforcement individuals or agencies.

6. The will not distribute, disseminate, or otherwise
disclose any Toformation concerning the wireless collection equipment/technology or any
software, operating manuals, or related technical documentation (including its
technical/engineering description(s) and capabilitics) provided to it to any other law
enforcement or govermment agency without the prior written approval of the FBL. Prior
to any approved distribution, dissemination, or comparable disclosure of any information
concerning the wireless collection equipment/technology or any seftware, manuals, or
related technical documentation related to such equipment/technology, all materials shail
be marked “Law Enforcement Sensitive, For Otficial Use Only - Not to be Bisclosed
Qutside of th

UNCLASSIFIED//AZ
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UNCLASSIFIEDAA

7. The shall not_inany ¢ivil o seioinal veaceedine s
or_provide any_inlormation concerning the §ﬁ|
| its associated sofiware, operatng manuals, and any related
documentation {including its technical/engineering description{s) and capabilities)

beyond the evidentiary results obtained through the use of the equipment/technology

including, but not limited to, during pre-irial matters, in search warrants and related :';’E_fl
atfidavits, in discovery, in response to court ordered disclosure, in other affidavits, in
grand jury hearings, in the State’s case-in-chief, rebuttal, or on appeal, or in testimony in
any phase of eivil or criminal trial, without the prior written approval of the FBL Ifth”__|
[ |learns that a District Attorney, prosecutor, or a court is
considering or intends to use or provide any information concerning the
[ | its associated software, operatmg
manuals, and any related documentation (including its technical/engineering description(s)
and capabilities) bevond the cvidentiary resulls obtained through the use of the
equipment/technology in a manner that will cause law enforcement sensitive information
relating to _the technology to be made known to the public, the
:lviii immediately notify the FBI in order to allow sufficient time for the P51
© intervene to protect the equipment/technology and information from disclosure and
potential compromise.
Notification shall be directed 1o the attention of;
b6 -1
b7Cc -1
b7E -2,3
Federal sureau of nvestigation
Engineering Research Facility
Building 27938A, Pod A
Quantico, Virginia 22135
{703} 983-6100
and
Qperational Technelogy Diviston
Federal Bureau of Investigation
Engineering Research Facility
Butlding 279584, Pod B
Juantica. Viroinia 22135
8. In addition, the | witl, at the request of the FBI, seek b3 -1
dismissal of theTase m peu ol using of providme or allowing others to use or provide b7E -1

any _ information  concerning  the | |
its associated software, operating manuals, and any related

documentation {beyond the eovidentiary results obtained through the use of the
equipment/technology), if using or providing such information would potentially or
actually compromise the equipment/technology. This point supposes that the agency has
some control or influence over the prosecutorial process. Where such is not the case, or
is limited so as to be inconsequential, it is the FB{'s expectation that the law enforcement
UNCLASSIFIED/ TR W ERNFURCENET P SENSERYE
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UNCLASSIFIED/ TAW CRIURCEVIERT SENSINYY—

agency identify the applicable prosecuting agency, or agencies, for inclusion in this

agreement.
9. A couv of any court order in any proceeding in which the b3 -1
1s a nary divectine disclosure of information concermng  he b7E -1
and any associated software, operating manuals, or
related documentation (including its technical/engineering description(s) and capabilities)
will immediately be provided to the FBI in order to allow sufficient tiwe for the FBI to
mtervene 1o protect the equipment/technology and information from disclosure and
potential comproraise. Any such court orders shall be directed to the attention off
Federal Burean of Investigation b6 -1
Engineering Research Facility b7C -1
Bwldmg “"79'38}& PedA b7E -2,3
nia 27135
and
Uperational fechnology Division
Federal Bureau of Investigation
Engineering Research Facility
Building 27938A, Pod B
Quantico, Virginia 22133
, - CL . b3 -1
10, il not publicize its acquisition or use of the bTE -1
st oany of the capabilities afforded by such

equipment/technol ogy 1o the publ, other law enforcement agencies, or other
government agencres, including; but not limited to, in any news or press releases,
interviews, or direct or indirect statements to the media.

t1. In the event that thel |receives a request pursuant to the
Freedom of Information Act (5 ULS.C. § 532) or an equivalent state or local law, the civil
or criminal discovery process, or other judicial, legislative, or administrative process, to
disclose  information concerning the | | wireless  collection
gqmpment les;,hnolﬂg}, its associated softw are, operaling manuals, and any relats
d ntatios s tecknical/engineering débti“ipﬂ()ﬂ("w} and capabilities), thaj
will mmmmmtlv notify the FBI of any such reguest
telephonically and in writing in order to allow sufficient time for the FRI to seek to
prevent disclosure through appropriate channels. Notification shall be divected to the
attention of?

UNCLASSIFIED/L AW ENTFOREEMENSFSENSITIVE
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Federal Bureau of Investigation
Engincering Research Facility
Building 279384, Pod A

N
I_Q.!un&aa_\umﬁm 22135 be -1
b7C -1

b7E -2,3

and

Operational Technology Division
Federal Bureau of Investigation
Engineering Research Facility
Building 27958A, Pod B
Quantico, Virginia 22135

(703) 985-6840

UNCLASSIFIRD/L
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Th.&l |accep*imme of the above conditions shall be evidenced 11;?13_11
by the signatures below of an avthorized represeniative and wireless collection equipment
operators of thy
Rincerely,
b3 -1
b6 -1,2
Uperational {echnology Division b7C -1.2
Federal Bureau of Investigation bIE -1
ved and agreed to this ¥ dav of Fgepitaete S a1 g -
UNCLASSIFIED//&
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U.5. Department of Justice

Federal Bureau of fnvestigation

Washington, D O 20535-0001

May 2, 2014

b3 -1
b6 -2
b7C -2
b7E -1

Rar Acquisition of Wireless Collection Equipment/ Technology and Non-
Disclosure (bligations

SR L B The nformadion i this document v the propery of the Federal Buvessi of

FRe K3 SNE TS AL
Investigation (FRI} and may be disiributed within the Federal Ciovernment fand ity contractors), (LS. ‘intelligence. fine
enforcement, public safety or protection officials and individuals with @ need to know. Diseribusion beyond these entities withow
FRI Operational Tecknalogy. Divivion. suthorization is pro#ffited. Precautions should be taken 1o shsure. tis imforimarion is
stewed andior destrayed iina manngr that precludes unsuthorized gecess. Information bearing the LES vaveat may ant be used in
legal proceedings veithout fivst recelving qutharization From the ariginating agency. Recipients are profubired from subseguently

posting the information marked LES on a webaite on an unclossified senvork b3 -1
b6 -2
b7C -2
Drear | | b7E -1
We have been advised by of the
| request for acanisiion o certain wireless collection equipment/technology

manufactured by onsistent. with the conditions on the equipment
authorization granted tq by the Federal Communications Commission {FCO),
state and local law enforcement agencies must coordinate with the Federal Burean of
Investigation (FBI) to complete this non-disclosure agreement prior to the acquisition and use of
the equipment/technology authorized by the FCC guthorization.

As you are aware, law enforcement agencies increasingly rely on wireless collection
equipment/technology to conduct lawfnlly-autherized ¢lectronic surveillance. Disclosing the
existence of and the capabilities provided by such equipeent/technology {o the public would
reveal sensitive technological capabilities possessed by the law enforcement community and may
allow Individuals who are the subject of investigation wherein this equipment/technology is used
to employ countermeasures to avoid detection by faw enforcement. This would not ondy
potentiaily endanger the lives and physical safety of law enforcement officers and other

UNCLASSIFIED/ LAY 2 BHEFRAL
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individuals, but also adversely impact criminal and national security investigations. That is,
disclosure of this information could result in the FBI's inability to protect the public from
terrorism and other criminal activity because, through public disclosures, this technology has
been rendered essentially useless for future investigations. In order to ensure that such wireless
collection equipment/technology continues to be available for use by the law enforcement
community, the equipment/technology and any information related to its functions, operation,
and use shall be protected from potential compromise by precluding disclosure of this
information to the pubhc in any manner including but not limited to: in press releasss, in court
documents, dusine during other public forums or proceedings. Accordingly,
the grees to the following conditions in connection with
1ts acquisition and use of the] ‘ _|

b3 -1
b7E -1

L. By entering into this agreement, th |affirms that
it has statutory authority to lawfully employ this technology and will do se only in
support of public safety operations or ¢riminal investigations,

b3 -1
Thel | assumes responsibility for operating the  P7E -1
equipmenttechnology in accordance with Federal law and regulation and aceepts sole
liability for any violations thersof, mexpmm ¢ of the Federal Bureau of Investigation
approv aL if any, for the sale of the equipment/technology.

[ES]

Lsa

Thy will ensure that operators of the equipment
have met the operator training standards identified by the FBI and are certified to conduct
operations.

4. The will coordinate with the FBI in advance of
its use of the wireless collection equipment/technology to ensure de-confliction of
respective missions.

o

Thy [ will not distribute, disseminate, or otherwise
disclose any Information concerning the wireless collection equipment/technology or any
software, operating manuals, or related technical documentation (incl uding  its
tachmcaifmg,muumu deseription(s) and capabilities) to the public, including to any non-
law enforcement individuals or agencies.

6, Thy il not distribute, disseminate. or otherwise
disclose any information concerning the wireless collection equipment/ ‘technology or any
software, Opermng manuals, or related techwical documentation (inclading its
technival/engineering description(s) and capabilities) provided to it to any other law
enforcement or government ageney without the prior written approval of the FBL Prior
1o any apymwd distribution, dissemination, or comparable disclosure of any information
concerning the wireless collection equipment/technology or any %(}fmdw. manuals, or
related technival documentation related to such equipment/technology, all materials shall
be marked “Law Enforcement Sensitive, For Official Use Only - Not to be Disclosed
Outside of the] |

UNCLASSIFIED/?
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" . .. .. . b3 -1
The shall not, in any civil or criminal proceeding, b6 -2
use or provide any ynformation concerning the| b7C -2

its associated software, operating manuals, and any related p7p -1
documeniation (including its technical/engineering description(s) and capabilitics)
beyond the evidentiary results obtained through the use of the equipmentitechnology
including, but not limited to, dwring pre-trial matters, in search warrants and related
atfidavits, in discovery, in response to court ordered disclosure, in other atfidavits, in
grand jury hearings, in the State’s case-in-chief, rebuttal, or on appeal, or in testimony in
auy phase of civil or criminal trial, without the prior written approval of the FRL If the
| learns that a District Aftorney, prosecutor, or a
court is congidering or intends to use or provide any information concerning the
wireless collection equipment/technology, its associated software, operating
manuals, and any related documentation (including its technical/engineering deseription(s)
and capabilities) beyond the cvidentiary results obtained through the use of the
equipment/technology in a manner that will eause law enfore ansitive info L
relating to the technology 1o be made known to the public, the
vill immediately notify the FBI in order to allow sufficient time for the FBI
to intervene to protect the equipment/technology and information from disclosure and
potential compromise,

E 3

Notification shall be directed to the attention of

rederal Bureau of investigation b6 -1

Engineering Research Faeility , b7C -1

Building 279584, Pod A b7E -2,3
I&u&ﬂnﬂm.Lu 22135

and

Operational Technology Division
Federal Bureau of Investigation
Engineering Research Facility
Building 2795384, Pod B

I_a.mm Viraings 22135
3 -1

b

in addition, the will, at the reguest of the FBY, w7g -1
seek dismissal of the case In lew of uming or_providing, or allowi hers to nse ¢
orovide, anv Information concerning  the
s associated software, Operanny Tk [
ToTTmentEnonr (oeyond the evidentiary results obtained through the use of the
equipment/technology), if using or providing such information would potentially or
actually compromise the equipment/technology. This point supposes that the agency has
some control or influence over the prosecuterial process. Where such is not the case, or
is limited 80 as to be inconsequential, it is the FBI's expectation that the law enforcement

UNCLASSIFIED A=W FREERE : E
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agency identify the applicable prosecuting agency, or agencies, for inclusion in this
agresment,

4 copy of any court order in any proceeding in which the

pnd any associated software, operating man
fe died GOCUNTEITANCE (INCIOAmE 1S technical/engineering description(s) and capabilities)
will immediately be provided to the FBI in order to allow sufficient time for the FBI to
intervene to protect the equipment/technology and information from disclosure and
potential compromise. Any sfch court orders shall e directed to the attention of:

Federal Bureau of Investigation
Engineering Rescarch Facility
Building 27958A, Pad A

Ouantien Vireinia 72135

b6 -1
b7C -1

and

Uperational Technology Division
Federal Bureau of Investigation
Engineering Research Facility
Building 27958A, Pod B

&

Iﬁu&mmm_wia 221358

10. Thel il not pudblicize its acquisition or use of the

11.

[ equipment/technology or any of the capabilities afforded by such
squipmentiechnology to the public, other law enforcement agencies, or other
government agencies, including, but not fimited to, in any news or press releases,
interviews, or direct or indirect statements to the media,

in the event that the receives a request pursuant
to the Freedom of IMiormaton Aot (3 U.S.C. § 952) or an equivalent state or local faw,
the civil or criminal discovery process, or other iudicial levidlative or administrative
process, to disclose information concerning the _ virgless collection
equipment/technology, its associated software, operating manuals, and any related

documentating Gnelnding ite dechninald ’llgiﬂeﬁfi ng deSCfiptiOﬁ(S) and Capfibi it es}, the

will immediately notify the FBI of any such
Ty a0t wirtng 1 order to allow sufficient time for the FBI to seek
losure through appropriate channels. Notification shall be directed to the

to prevent dise
attention of:

UNCLASSIFIED/

Page 4 of &

21-cv-10719(FBI}-264

- = - 3 » '~
18 5 narew divecting disclosuwre of information concerning  the|
nals, or

b7E -2,3

b3 -1

b7E -1
b3 -1
b7E -1



UNCLASSIFIED/

b6 -1
b7C -1
b7E -2,3

Federal Buread of Investigation
Engineering Research Facility
Building 279584, Pad A

IMM.Lmu;ja 22135

and

Operational Technology Division
Federal Burcau of Investigation
Engineering Research Facility
Building 27938A, Pad B

Onantion Virginia 221315

UNCLASSIFIED/LAW ENFORCEMENT SENSITIVE
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The

acceptance of the above conditions shall be

evidented DY e Slg!‘laﬁ! 28 helnw ot an g
equipmertt operators of thel

rmznd_\:mmnjme and wireless collection

Acknowledged and agreed to this 3

UNCLASSIFIED/E

b3 -1
Sincerely, b6 -1
b7C -1
b7E -1
Operational Technology Division
Federal Bureay of Investigation
‘\\ Shey N 2014,
b3 -1
b6 -2
pb7C -2
b7E -1
Prge 6of' ¢
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FD-1057 (Rev. 5-8-10)
UNCLASSIFIED

FEDERAL BUREAU OF INVESTIGATION

Electronic Communication

Title: (U) | |- o1/08 Date: 01/17/2019  P7E -7
/2019 — 01/09/2019

From: | | ]
Contact:
be -1
Approved By: SSA b7C -1
b7E -2,3
Drafted By: |
Case ID #: (U)
Synopsis: (U) To document the use of C33 on 01/08/2019
and 01/09/2019 to locate a target cell phone.
Details:
Oon FBI requested
assistance from | |to locate a gang fugitive wanted by the
| b3 -1
b6 -1,3
1 b7C -1,3
I | specifically in thel | area; b7E -1,3
however,l

obtained a state search warrant for the use

| The
On 01/08/2019 and 01/09/2019,| |and| l
|(likely),i i The gang fugitive was
subsequently arrested without incident in on All

mission data was purged as required.

UNCLASSIFIED
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Title: (U) - 01/08/2019 - 01/09/2019

Re: | } 01/17/2019

Below is a summary of the target phone parameters:

b3 -1
FBT file number: | | b6 -1,3
Other agency(ies) name if DTA: b7C -1,3

b7E -1,6

Type of operation: Location

Type of legal authority: State search warrant

1
2
3
4. Result: Successful
5
©
5

Legal authority jurisdiction: State of California 4

Superior Court

8. Operator’s certification statement about data deletion

compliance: I,

*

UNCLASSIFIED
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b3 -1

b7E -6
FD-1057 (Rev. 5-8-10)
UNCLASSIFIED//ESUT
FEDERAL BUREAU OF INVESTIGATION
Electronic Communication
Title: (U) Interim Policy EC Date: 07/18/2014 b7E -1
CC: FIELD OFFICES
From: OPERATIONAI TECHNOLOGY
Contact:
b3 -1
b6 -1
Approved By: b7Cc -1
b7E -2,3
Drafted By: b3 -1
b6 -1
b7C -1

Case ID #: | (I77Fsuq) | b7E -3,6

This information is the property of the FBI and may be distributed to state,
tribal, or local government law enforcement officials with a need-to-know.
Further distribution without FBI authorization is prohibited. Precautions
should be taken to ensure this information is stored and/or destroyed in a
manner that precludes unauthorized access.

Synopsis: (U//I%Z) Communication of interim policy regarding the
deployment of | bIE -1
technology.

Enclosure(s): Enclosed are the following items:

1. (U) Three page legal policy document.
2. (U) One page hon-disclosure notice. b7E -1
Details:

(U/ BRS) Effective immediately, the Deputy Director, in coordination

UNCLASSIFIED/ /[FOoU6~
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Title: (U)[::::]Interim Policy EC

Re:

| | 07/18/2014

with the

b3 -1
b7E -3,6

and theg

as the n

has directed that the attached three pade guidance will serve

ew, interim policy on the deployment of b7E -1,3,5

equipment, also known as

until superseded by the forthcoming

Accordingly, all guidance

currentl

y contained in

which conflicts in any

way with the attached policy 1s superseded.

(U//BRS) The has also directed this guidance will
govern the deployment ofl equipment and personnel in support of b7E -3.5
| issions by the FBI. Where this interim

guidance conflicts with requirements in

, this_dpnterim guidance will

control

accordin

as an exception tol

|until the is revised

gly. When providind

which th

assistance is expressly conditioned on the_nondisclosure provisions

governin

services during 4 |

|mission, all FBI personnel must notify thel |

and the chief prosecutor(s) of the jurisdiction(s) in
e assistance will be provided that the receipt of FBI

g FBI information, as set forth in and

as well as in FBI policies on the protection, use, and

dissemination of LES information and in any separate NDAs that may be

Prior to providing any[::::]

ce, the approved notification language (attached) must be sent

in effect that treat LES matters.

assistan

in writing or via e-mail to the RAO and the chief prosecutor(s), as

applicab

le. Both thel

|must acknowledge receipt

of the notice either in writing or via e-mail before FBI personnel can
begin using the[::::]equipment. Both the notification and the

acknowledgements must be serialized and uploaded to the substantive

domestic assistance case file opened for the case. All FBI personnel

should note the interim policy merely requires notice, and an

acknowledgement of receipt of our policy limitations on the provision

of

assistance — neither the

nor the are

UNCLASSIFIED//M
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Title: (U Interim Policy EC
Re: | | 07/18/2014

b3 -1
b7E -3,6

required to sign the document, and formal execution of a non-disclosure
agreement is not required. FBI personnel may not amend, edit or change

the approved notification language without the prior approval of the

OTD.

(U//igé) Finally, all FBI personnel are reminded all FBIl |

|]is considered law enforcement sensitive (LES). Only thel |

br his written designee [not delegable below the

level]), may authorize the release, disclosure, sharing, decontrol, or

sanitization of LES information concerning the program in

accordance with

|Field office personnel are reminded that, while

delegated the authority to approve requests, field office personnel
do not have authority underl to approve the Esc_ll
release, disclosure, sharing, decontrol, or sanitization of any LES b7E -2,3,5

information beyond the absolute minimum necessary to effectuate the
actual provision of[::::] This limited authorization does not include
authority to release, disclose, share, decontrol, or sanitize LES

information for discovery or disclosure in connection with legal or

administrative proceedings. Vicolations must be reported to the of

the FBI division with programmatic responsibility and control over the

equipment, technology, or method; the[:::::]and the appropriate

for appropriate disposition. Questions should
be referred tol |at| |
|at
¢
UNCLASSIFIED/ /F0E0
3
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APPROVED NON-DISCLOSURE NOTICE

UNCLASSIFIED//EDHT,
April 15, 2014

b7E -1

UNCLASSIFIED//F0E.
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b7E -6

FD-1036 (Rev. 10-16-2009)
UNCLASSTIFIED

FEDERAL BUREAU OF INVESTIGATION

Import Form

Form Type: EMAIL Date: 03/24/2016

Title: (U) email open records

Approved ByJ

b6 -1
b7C -1
Drafted By:
Case ID #: | (U)l
b3 -1
b5 -2
Synopsis: (U) Email concerning Opens Records request b7E -1,6
L &4
UNCLASSIFIED
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From | |FBI)
Sent IJALMMLM&&I:.ZL%MG 11:28 AM
To (EBI)
Cc I ___IFBD)] E=DY I
[(cony,— [TFBN] ]
Subject: El Open Records request - UNCLASSIFIED/EQHQ_
SentinelCaseld: NON-RECORD
Classification: UNCLASSIFIED/ /Fote— b3 -1
b6 -1,2
b7Cc -1,2
MrI:l b7E -1
If you have any questions please let me know.
Thanks,
b6 -1
b7C -1

Classification: UNCLASSIFIED/ QU0
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[ | (FBI)

b5 -1,2

From: | b6 -1.2

Sent: Wednesday, March 23, 2018.10-35 AM b7 i 5

To: 1 (FBI) (FBI) c -1,

Ce: b7E -1

Subject: RE: Open Records Request - Cell Site Simulator

----- Original Message-----

From: | | (FBI) [mailto

Sent: Wednesdav, March 23. 2016 9:06 AM b3 -1

To: b5 -1,2

Cc:i (FBI) b6 -1,2

Subject: RE: Open Records Request - Cell Site Simulator z;g _1’2

;as ;;15 been resolved? I just wanted to follow-up with you.

Thanks a lot.

Division FBI

CC:| |Division FBI

----- Original Message-----

From: | |[mailto] 3

Sent: Friday, March 11, 2016 2:13 PM

To: | [FBI)

Cc| | (FBI)

Subject: RE: Open Records Request - Cell Site Simulator

| b3 -1
b5 -1,2
b6 -1,2
b7C -1,2
b7E -1

Sent: Friday, March 11, 2016 1:16 PM

To: l

Cc: kFBI)

Subject: FW: Open Records Request - Cell Site Simulator

[ 1
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Have a good week-end! [::::::]

————— Original Message-----

From:| | (OTD) (FBI)
Sent: Wednesday, March 09, 2016 12:04 PM
TO:H | (FBI)
Cc: | (Frr)-l (FD) (CON); | | (oD)
(FBI); | [(0GC) (FBI); (0GC) (FBI)
Subject: RE: Open Records Request - Cell Site Simulator
(U//P0 - Deliberative Process Material) Hi, |
b5 -1,2
| b6 -1
b7C -1
b7E -2,3
Operational Technology Division
Federal Bureau of Investigation
office:
From{ [ (0Gc) (FBI)
Sent: Tuesday, March 08, 2016 3:04 PM
To: | (FBI)] | (oGc) (FBI)
Cc: |(FBIY] ] (FD) (CON) (0TD)
(FBI)
Subject: RE: Open Records Request - Cell Site Simulator
Copying[:::]in O0TD -
b6 -1
b7C -1
Federal Bureau ot Investigation b7E -1,2,3

Office unsel
Office:
BB:

E-Ma1l:

ConfidenTTIaITTy STatement: I1N1s Message 13 transmitted to you by

be confidential and legally privileged.

lof the Federal Bureau of Investigation.

the Office of the[ |

The message, along with any attachments, may
If you are not the intended recipient of this

message, please destroy it promptly without further retention or dissemination (unless
otherwise required by law). Please notify the sender of the error by a separate e-mail or by

l(o6c) (FBI)

calling| |

From: | | (FBI)

Sent: Tuesday, March 08, 2016 10:3Z _AM
To:d lloccy (E8BT);

Cc: FBI); |

| (FD) (cON)

Subject: FW: Open Records Request - Cell Site Simulator

2
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b3 -1

b5 -1,2
and b6 -1,2
I left you a message. I forgot you handled this matter last time; or I would Ib7C -1,2
called you (I didn't see you contact info on 0GC's web-site readily). b7E -1
_Anvwad |
3
Please feel free to correspond to directly, but please keep us in the loop so we can
keep our Executive Management apprised.
CDC Division FBI
b6 -1,2
cc: SSA| | PLS| | b7Cc -1,2
From:| kmailto: | [mailtol |
Sent: Tuesday, March 08, 2016 8:55 AM
To:| IBI)
Subject: FW: Open Records Request - Cell Site Simulator
The request we spoke about is attached.
From: | |
Sentr_Mnndau__Manch @7, 2016 3:43 PM
To: | ) ) b3 -1
Subject: Open Records Request - Cell Site Simulator b5 -1,2
b6 -2,4
xE b7C -2,4
b7E -1
From:
Sent: Monday, March 07, 2016 2:44 PM
To:
Cc:

Subject: FW: Cell site simulator info request
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From:l
Sent: Monday, March 07, 2016 10:42 AM

To:| |
Subject: FW: Cell site simulator info request

andl |

b3 -1

b5 -1,2
bé -2,4
b7C -2,4
b7E -1

Please sopo attached I

From: | |.org<mailto|
[mailto]
Sent: Fridav, March , 2016 1:54 PM

To: |
Subject: Cell site simulator info request

Hi, |

iThanKs!
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b6 -2
b7C -2

Subscribe to|

CONFIDENTIALITY NOTE: This e-mail message and any attachments are intended solely for the
person to which it is addressed and may contain privileged and confidential information
protected by law. If you have received this communication in error, please notify the sender
immediately by telephone or e-mail, destroy this message and delete any copies held in your
electronic files. Unauthorized use and/or re-disclosure may subject you to penalties under
applicable state and federal laws.

CONFIDENTIALITY NOTE: This e-mail message and any attachments are intended solely for the
person to which it is addressed and may contain privileged and confidential information
protected by law. If you have received this communication in error, please notify the sender
immediately by telephone or e-mail, destroy this message and delete any copies held in your
electronic files. Unauthorized use and/or re-disclosure may subject you to penalties under
applicable state and federal laws.

CONFIDENTIALITY NOTE: This e-mail message and any attachments are intended solely for the
person to which it is addressed and may contain privileged and confidential information
protected by law. If you have received this communication in error, please notify the sender
immediately by telephone or e-mail, destroy this message and delete any copies held in your
electronic files. Unauthorized use and/or re-disclosure may subject you to penalties under
applicable state and federal laws.
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%(FB')

From: [ |
Sent: Tuesday, March 08 2016 1:26 PM
To: FBI)
Cc: (FBI)
Subject: RE: Open Records Request for Non-Disclosure Agreement I:land FBI
Thanks for the update. b3 -1
b6 -1,2,3
b7C -1,2,3
b7E -1,2
From] | (FBI) [mailtol |]
Sent: Tuesday, March 08, 2016 1:21 PM
To:
Cc: (FBI)
Subject: RE: Open Records Request fo
I cc'dhim above. He goes by
We forwarded the request to ourl |I am not sure if s still in the position. We are
waiting to hear fron] [He should be getting back o us or you shortly. If you don't hear
anything, feel free to reach out to me or]
b6 -1,2
b7C -1,2
b7E -2
Good to work with youlIlKeep us posted as we will you. Thanks a lot.
-------- Original message --------
From:|
Date: 03/08/2016 1:09 PM (GMT-06:00) b3 -1

To: | IBI)" I_| b6 -1,2,3

Subject: RE: Open Records Request for] b7Cc -1,2,3

b7E -1,2

| didn’t get the new guy’s email right, and | didn’t write down his name either. Can you sent that along to me so
that | will have a correct point of contact next time?
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Froml IFBI)I zgc_iizéz
Sent: Tuesday, March 08, 2016 9:28 AM bIE -2
To:

Cc:

Subject: RE: Open Records Request fo

Thank you We will coordinate with our

Thanks you —

From: | I

Sent: Tuesday, March 08, 2016 8:51 AM

To (FBI)

Cc:] |

Subject: FW: Open Records Request for

fyi

From (OGC) (FBI) [mailto] oo 123
Sent: Wednesday, February 25, 2015 3:54 PM bIE -2

T
cel 060 e

Subject: RE: Open Records Request for

The FBI has no objections tq |[releasing the NDA in this particular instance.
Thanks for working with us on this important matter,

Federal Bureau of Investigation
(Office)
(Cell
(Fax

Confidentiality Statement:
This message is transmitted to you by the Office of the General Counsel of the Federal Bureau of Investigation.
The message, along with any attachments, may be confidential and legally privileged. If you are not the

intended recipient of this message, please destroy it promptly without further retention or dissemination (unless
otherwise required by law). Please notify the sender of the error by a separate e-mail or by calling

b6 -1,3
From b7c -1,3
Sent: Wednesdav February 25, 2015 9:32 AM b7E -2
To: (OGC) (FBI)
Ce

Subject: FW: Open Records Request for
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I have received your voice message and pursuant to that message I am sending my email address, alone with
that of my colleague] who also works on Open Records Act requests for the

I look forward to hearing from you regarding the Nondisclosure Notice/Letter Agreement pertaining to cell
phone location technology.

b3 -1
b6 -2,3
b7C -2,3

b7E -1

From:]| Records Unit]
Sent: Tuesday, February 03, 2015 10:56 AM

To| |

*kw

Subject: Open Records Request for

CONFIDENTIALITY NOTE: This e-mail message and any attachments are intended solely for the person to
which it is addressed and may contain privileged and confidential information protected by law. If you have
received this communication in error, please notify the sender immediately by telephone or e-mail, destroy this
message and delete any copies held in your electronic files. Unauthorized use and/or re-disclosure may subject
you to penalties under applicable state and federal laws.

CONFIDENTIALITY NOTE: This e-mail message and any attachments are intended solely for the person to
which it is addressed and may contain privileged and confidential information protected by law. If you have
received this communication in error, please notify the sender immediately by telephone or e-mail, destroy this
message and delete any copies held in your electronic files. Unauthorized use and/or re-disclosure may subject
you to penalties under applicable state and federal laws.

CONFIDENTIALITY NOTE: This e-mail message and any attachments are intended solely for the person to
which it is addressed and may contain privileged and confidential information protected by law. If you have
received this communication in error, please notify the sender immediately by telephone or e-mail, destroy this
message and delete any copies held in your electronic files. Unauthorized use and/or re-disclosure may subject
you to penalties under applicable state and federal laws.

CONFIDENTIALITY NOTE: This e-mail message and any attachments are intended solely for the person to
which it is addressed and may contain privileged and confidential information protected by law. If you have
received this communication in error, please notify the sender immediately by telephone or e-mail, destroy this
message and delete any copies held in your electronic files. Unauthorized use and/or re-disclosure may subject
you to penalties under applicable state and federal laws.
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[FBI)

From:

Sent: 16 1:08 PM
To: (FBI)
Subject: RE: Open Records Request fo

[ ]

| didn’t get the new guy’s email right, and | didn’t write down his name either. Can you sent that along to me so
that | will have a correct point of contact next time? -1

b6 -1,2,3
b7C -1,2,3
b7E -1

From (FBI) |

Sent: Tuesday, March 08, 2016 9:28 AM oo 1123

To: e

cc b7E -2

Subject: RE: Upen Records Request for|

Thank you We will coordinate with oul

Thanks you —

From{ |[mailtd

Sent: Tuesday, March 08, 2016 8:51 AM

To{ ) (FBI)

Ce |

Subject: FW: Open Records Request forf |

fyi

From (OGC) (FBI) [mailtd | o

Sent: Wednesday, February 25, 2015 3:54 PM b6 -1,2,3

Tol | b7Cc -1,2,3

C (OGC) (FBI) b7E -1,2

Subject: RE: Open Records Request fot

The FBI has no objections tq eleasing the NDA in this particular instance.
Thanks for working with us on this important matter,
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Federal Bureau of Investigation
(Officel
(Cell
(Fax

b7E -2,3

Confidentiality Statement:
This message is transmitted to you by the Office of the General Counsel of the Federal Bureau of Investigation.

The message, along with any attachments, may be confidential and legally privileged. If you are not the
intended recipient of this message, please destroy it promptly without further retention or dissemin S
otherwise required by law). Please notify the sender of the error by a separate e-mail or by calling

From:

Sent: Wednesdav, February 25, 2015 9:32 AM

To loGC) (FBD b3 -1

Cc | b6 -1,2,3
Subject: FW: Open Records Request for 2;; :i :2 3

[ have received your voice message and pursuant to that message 1 am sending my email gddress. along wit
that of mv colleagu [who also works on Open Records Act requests for the

TTOOK Torward to hearing from you regarding the Nondisclosure Notice/Letter Agreement pertaining to cell
phone location technology.

Fromj Records Unit]
Sen.f.'_'llu.ﬁ*sd.aAL_Eab.iuary 03,2015 10:56 AM
To]

EE

Subject: Open Records Request fo

CONFIDENTIALITY NOTE: This e-mail message and any attachments are intended solely for the person to
which it is addressed and may contain privileged and confidential information protected by law. If you have
received this communication in error, please notify the sender immediately by telephone or e-mail, destroy this
message and delete any copies held in your electronic files. Unauthorized use and/or re-disclosure may subject
you to penalties under applicable state and federal laws.

CONFIDENTIALITY NOTE: This e-mail message and any attachments are intended solely for the person to
which it is addressed and may contain privileged and confidential information protected by law. If you have
received this communication in error, please notify the sender immediately by telephone or e-mail, destroy this
message and delete any copies held in your electronic files. Unauthorized use and/or re-disclosure may subject
you to penalties under applicable state and federal laws.

CONFIDENTIALITY NOTE: This e-mail message and any attachments are intended solely for the person to
which it is addressed and may contain privileged and confidential information protected by law. If you have
received this communication in error, please notify the sender immediately by telephone or e-mail, destroy this

2
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message and delete any copies held in your electronic files. Unauthorized use and/or re-disclosure may subject
you to penalties under applicable state and federal laws.

21-cv-10719(FBI)-288



b7E -6

FD-1036 (Rev. 10-16-2009)
UNCLASSTIFIED

FEDERAL BUREAU OF INVESTIGATION

Import Form

Form Type: EMAIL Date: 04/21/2016

Title: (U) Legal Advice[ ]

Approved By: | | b5 -2
b6 -1

Drafted By:l | b7C -1
b7E -3,6

Case ID #: (u) | I

Synopsis: (U) OTD Policy

L &4

UNCLASSIFIED
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(CON)

From: I |(FBI)

Sent: Wednes April 20, 2016 10:03 AM

To: CON) b3 -1

Subject: FN I\Ion—DiscIosure Agreement --- UNCLASSIFIED/ESYHE b6 -1

SentinelCaseld: NON-RECORD b7c -1

b7E -1

Classification: UNCLASSIFIED/ /P0G

DELIBERATIVE PROCESS PRIVILEGED DOCUMENT

Administrative

From] D)

Sent: Thursday, March 24, 2016 4:56 PM

To FBI)

Cc FBI)] IFBI); | IFBI)

Subject: RE:| |Non—Disclosure Agreement --- UNCLASSIFIED//FSUHE b3 -1
b6 -1
b7C -1

Classification: UNCLASSIFIED//EDtA. bTE -1

DELIBERATIVE PROCESS PRIVILEGED DOCUMENT

Thankd The attachment will be useful if we receive an inquiry. Please keep it handy.

From| ) (FBI)

Sent: Thursday, March 24, 2016 1:15 PM

To: | (FBI

Cc: BI): | XFBI] [FBI)

Subject: FW: lon-Disclosure Agreement --- UNCLASSIFIED//FOB@"

Classification: UNCLASSIFIED//FOBG_ b3 -1

DELIBERATIVE PROCESS PRIVILEGED DOCUMENT b6 -1
b7E -1

Here is the response provided by OTD as to how to respond to inquiries regarding the CSS. | will read through this
guidance as well to make sure we are prepared to respond in accordance with the policy if this situation arises.

Thanks,

From] | (0TD) (FBI)
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Sent: Thursdav. March 24. 2016 8:54 AM

To (FBI)
Cc [(FBD)] [ oTD) (FBIY; OTD) (FBL)| |
(OTDT BT { 10PA) (FBI: | |(0GC) (FBI)| pGC) (FBI);
[(FBI); (FBI)
Subject: RE: on-Disclosure Agreement - UNCLASSIFIED)/EST6. .
b5 -1,2
L . b6 -1
Classification: UNCLASSIFIED//BPo8BQ b7C -1
DELIBERATIVE PROCESS PRIVILEGED DOCUMENT bTE -1
(U/@O@ as | understand this situation,
(U//Eed] All that out of the wayl
<< FiIe|:|\priI 2015.pdf >>
(U) Naturally, the stakeholders copied herein might wish to give their perspectives...
From: (FBI)
Sent: 2016 5:55 PM
To (OTD) (FBI)
Cc: (FBI)
Subject Non-Disclosure Agreement --- UNCLASSIFIED//%G/\ :z 'i ’
b6 -1
ey : b7C -1
Classification: UNCLASSIFIED//ESEQ BIE -1

Please provide whatever guidance you can on this issue.

Thanks again,

21-cw-10719(FBI)-291



Classification:

UNCLASSIFIED/ /ESH0

b7E -2
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b7E -6

FD-1036 (Rev. 10-16-2009)
UNCLASSTIFIED

FEDERAL BUREAU OF INVESTIGATION

Import Form

Form Type: EMAIL Date: 04/21/2016

Title: (U) Legal Advice:l

Approved By:

b5 -2

Drafted By: b6 -1
b7C -1
b7E -3,6

Case ID #: (U)I

Synopsis: (U) Legal Advice, OTD/non-disclosure

L &4

UNCLASSIFIED
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CON)

From: | (FBI)

Sent: 20~ :04 AM

To: | I(CON)

Subject: FW:[_Ppen Records request --- UNCLASSIFIED//ESECQ

SentinelCaseld: NON-RECORD

Classification: UNCLASSIFIED/ /ﬁa@ b3 -1
b7C -1

Administrative please.

Thanks,

From;| \FBI)

Sent: Wednesdav, March 23, 2016 3:18 PM

To (FBI)

Cc FBI){ | (FBI) (CON);

| |FBI);] |(FBI)

Subject: RE] |Open Records request --- UNCLASSIFIED//ES§Q
b3 -1
b6 -1

Classification: UNCLASSIFIED//ESEJ b7C -1

—————————————————————————————————————————————————————— b7E -1

} agree on all counts. Thanks for filling me in. We should seek OTD guidance on how to proceed if this results in
inquiries to us.

Thanks,

From: | BI)

Sent: Wednesday, March 23, 2016 11:28 AM

Toy k(FBI)

ccf Keen) Gl tcony; ]
| [(FBT) | (FBI)

Subject: Open Records request --- UNCLASSIFIED//EGH&

Classification: UNCLASSIFIED//Eo¥Q
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b3 -1

If you have any questions please let me know. b5 -1
b6 -1
b7C -1
Thanks
’ b7E -1

Classification: UNCLASSIFIED//BRUO
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b7E -6

FD-1036 (Rev. 10-16-2009)
UNCLASSIFIED//EoRq

FEDERAL BUREAU OF INVESTIGATION

Import Form

Form Type: OTHER Date: 06/09/2016

Title: (U//EBeRQ) | & Non-Disclosure Obligations

Approved By:

b3 -1
Drafted By: b6 -1,3,5

b7Cc -1,3,5
I b7E -1,6

Case ID #: (v) |

| - victim:

Synopsis: (U//Bo9Q)
Non-Disclosure Obligations form signed by SAC,
| | and|

*

UNCLASSIFIED/ZFeBaC
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L5, Department of Justiee

Federal Bureau of Investigation

Washington, D.C, 20535-0004

Fune 7, 20186

b3 -1
b7E -1

Re: & MNon-Disclosure Obligations

TAENTSENSERHGE QES): The information in this document is the property of
reau of Investigation (FRD. It may be distributed within the Federal
Goverament {and ity contraciors), fo US. intelligence, law enforcement, public safety or
mrotection officials and individualy with o need to know only if authorized by the FBL
Precautions should be 1aken to ensure this information is stored andfor destroyed in a manner
that precludes wnadthorized access. Information bearing the LES cavear may not be used in
legal proceedings withowt first receiving awthorvization from the FBIL Recipients are
mrohibited from subseguenily posting the information marked LES on a websife on am
unclassified nerwork.

b3 -1
b7E -1,3

Dhear

We have received a request fromth | for

| specifically use of a The type of support requested

is considered Law Enforcement Sensitive/Classifiad and therefore consistent with FRI policy

governing these technologies and the provision ¢ approval i3

contingent on both the

| | ant th bt the jurisdiction concerned, executing this non-
disclosure agreement.

Disclosing  the existence of and  the capabiliies provided by such
equipment/technology to the public would reveal sensitive lechnological capabilities possessed
by the faw enforcement community and may, among other things, allow individuals who are
the subject of investigation wherein this eguipmentfechnology 18 used o employ
conntermeasures o avold detection by law enforcement. This would not only potentially
endanger the Hves and physical salféry of Taw enforcement oilicers and oiher dividualy, bur
also adversely impact oriminal and national security investigations. Disclosure of thus
information could degrade the FBDs ability to protect the public from terrorism and other
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crimtinal activity because, through public disclosures, this technology could be rendered
essentially useless for fiture fuvestigations. In order to ensure that such squipment/techuology
confinues  to  be available for use by the law  enforcement commumty, the
equipment/technology and any information related to its functions, operation, and use shall
be protected from potential compromise by precluding disclosure of this information fo the
public in any manner including, but not limited to! in press releases, in court documents,
during iudictal hearings. or during other public fonwas or vroccedines, Accordingly, the I:l

| |and| agree to the p3 -1
following conditions in connection with iis acceptance of the technical assistance reguested: b7E -1
f. By entening into this gereement, the am’al |

affirm that thev have statutory authority to lawfully smploy this
techinology and will do so only in support of public safely operations or criminal
investigations

2. Thy | and] |assume
responsibility for operating the equipment/technology in accordance with both State and
Federal law and regulation and accept sole lability for any viclations thereot, frrespective
of the Federal Burean of Investigation approval, if any, for the provision of the
equipment/technology.  The Feders! Bureau of Investigation will conduct physical b3 -1
operation of the equipment. b7E -1

3. Thel [t il
ensure that operators of the squupment have met the operator framng standards dentified
by the FBI and are certified to conduct operations.

4, The st will not
distnibute, disseminate, or ofhierwise disclose o the public, jucluding o any non-law
enforcement individuals or agencies, any informoation concerning the existence of the
equipment/technology, and  will not disclose  any  information relating fo  the
equipment/technology, including, but not imited o any software, operating manuals, and/or
related technical documentation {including us technical/enginesring description{s} and p3 -1
capabilities). b7E -1

5. Thel | cmd| Lviﬁ not

distribute, disseminate, or otherwise disclose to any other law enforcement or government

agency any information concerning the equipment/technology or any software, oporating

manuals, or related technical docomentation {including s  technical/engineering

description(s} and capagbilities} provided g i
| Athout the prior written approval of the FBL

&, Should the FBI give its prior written approval {o disiribute, disseminate, or disclose any
information about the technology/equipment provided or any software, manuals, or yelated
techwical documentation, | pad

| b3 -1
b7E -1
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agree  to  ensure that  all materigls  shall  be  marked
T L ASSITIN LA IFERERTHRF SRR G R OaN - Not to be
[Hsclosed Outside of thy |and

I I b3 -1
b7E -1

7. Thy and | | shail
not, I any acmimstrative, civil or oriminal proceeding, use or provide any information
concerning equipment/technology, ifs associated software, operaling manuals, and any
related documentation (Including is technical/enginesring description{s} and capabilities}
bevond the evidentiary resulis obtained through the use of the equipment/techuology
including, but not limited to, during pre-trial matters, in scarch warrants and related
affidavits, 1n discovery, in response to court ordered disclosure, in other affidavits, in
grand jury hearings, in the State’s case-in-chief, rebuttal, or on appeal, or in teshimony n
anty phase of administrative proceeding or civil or eriminal trial, without the prior writien
approval of the FBL except where in-camera proceedings are necessary 1o oblain court
approval t¢ use equipment and maintain secrecy regarding protected information.

&, if the] b |feams
that a PHstrict Atiorney, prosecutor, or a court is considering or intends to use or provide
any information concerning the equipment/technology, s associated software, operating b3 -1
manuals, and any related documentation {including its technical/engineering description(s} b7E -1
and capabilities} beyond the evidentisry resolts obtained through the wse of the
equipment/technology in a manner that will cause law enforcement sensitive information
relating to the technology to be wads known to the Court or the public, the

|:3r [ fwiit iomediately notify

the FBI i order to allow sufficient time for the FBI to intervene to protect the
equipment/technology and information from disclosure and potential compromise,

Notification shall be divected to the attention oft

I | _
Operational Technology Division iSc El
Federal Bureau of Investigation b7E -2
Engineering Research Facility
Building 279384, Pod A Quantice,

YVirginia 22138

9. In addition, thyg and 1',3 -1

witl, at the request of the PRI, seek dismissal of the case in Heu of using or b7E -1
providing, or allowing others fo use or provide, any information concerning the
cquipment/technology, s associated sofiware, operating mannals, and any velated
documentation {bevond the evidentiary rvesulis obtained through the use of the
equipment/iechnology), i using or providing such information would potentially or
actually compromise the equipment/technology. This determination of impact on the
sguipment/technology is in the sole discretion of the FBL
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10.A copy of anv _cowt order in anv proceeding in which the |

11. Neither thel [nor the

12, Access 1o these materials within the nor the

or i3 a party divecling disclosure
of information concerning the eguipment/iechnology and any asscciated software,
operating manuals, or related documentation {(inchwding its  lechnical/enginecring
deseription(s} and capabilities} will immediately be provided to the FBI in order to allow
sufficiend time for the FBI {o intervene to protoct the equipment/technology and
information from disciosure and potential compromise., Any such court orders shall be
directed to the attention of?

TFperational 1 echinoiogy Livision
Federal Bureau of Investigation
Engineering Research Facility
Building 27958A, Pod A (uantico,

Siveinia 22138

vill publicize the use of the squipmentftechnology or any of the capabilities
afforded by such equipment/techmology to the public, other law enforcement agencies, or
other government agencies, including, but not limited to, in any news or press releases,
interviews, or direct or indirect staternents to the media,

| is to be restricted solely to emplovees who have both a strict

. In the event that the or

need to know and that are actively working the investigation or incideni for which the
technical assistance was reqoested. The PRI reserves the right to approve any individuals
who reguire access to the information and to reguire these individuals to execute individual
non-disclosure agreemenis,

cogives a reguest pursuant to the Freedom of information Act {5 LIS, § 552 or

an equivalent state or local law, the civil or criminal discovery process, or other jondicial,
legislative, or admimistrative process, to  disclose information concerning  the
equipment/technology, s associated software, operating manuals, and any related

documentation (including its technical/engineering description{s} and capabilities}, th
o . J 3

ot | [will iunediately

noiify the FRI of any such reguest telephonically and in writing in order to allow sufficient
time for the FBI to seek to prevent disclosure through appropriate channels. Notification
shall be directed to the attention of)

{Operational Technology

b3 -1
b7E -1
b6 -1
b7C -1
b7E -2
b3 -1
b7E -1
b3 -1 |
b7E -1
b6 -1
b7C -1
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Pivision Federal Bureau of

Investigation Engineering

Research Facility Building

2TR5RA, Pod A (Quantico,

Virginia 22135 b3 -1
b7E -1,2

The | | and] |acceptance
of the above conditions shall be evidenced by the signatures below of authorized
representatives,

Ligyponedss

b6 -1
b7C -1

Federal Bureau of Investigation

Acknowledged and agreed fo this 7% day of Tune, 2014.

b3 -1
b6 -2
b7C -2
b7E -1
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(IMD) (CON)

Sent: Thursdav. March 31. 2016 10:07 AM

To: (OTD) (FBI)] ocoy el ] pe Tt
ot ¢8) oo 1
Cc: [oTD) (FBI)
Subject: RE: |
UNCTASSTFIED /7SS,

Classification: UNCLASSIFIED//FeUc

| o . . b6 -1
See attached response that meludesy hned vy inpuat. b7C -1
From| [ (OTD) (FBI) bé -1

b7C -1

Se.n:JALed.n.rﬁdasL_Ma.LTh 30, 2016 4:57 PM b7c -1
To (0GC) (FBD):| | (OTD) (FBD)] |(OITD) (FBI) E -

Subject: FW:|
UNCLASSIFIED//ESE0

Classification: UNCLASSIFIED//ESEQ

b7C -1

PMloase sas :lcm\:‘:. =nis 1o the allachad documeant b7E -2,3

b6 -1
From: . (OTD) (FBI) b7C -1
Sent: Wednesday, March 30, 2016 3:53 PM b7E -1
Toy |(OTD) (FBI)
Cc: [OTD) (FBI)
Subject: RE:] I UNCLASSIFIED)/EUQ_
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Classification: UNCLASSIFIED//FS&J

b6 -1
Please provide proposed comments and edits in attached document to hnd for commentand p7c -1
action prior to submission. | am okay with the remainder of the letter as written. b7E -1
<< File: Letter edit >>
Thank You,
From [(0TD) (FBI)
Se mMnﬁd_aLMamlh 30, 2016 9:49 AM
To (OTD) (FBI b6 -1
Subject: FW - b7C -1
UNCLASSIFIE DT b7E -1
Classification: UNCLASSIFIED//FPEd.
From] o) (Fen brc -
Sent: T March 29, 2016 3:37 PM e 1
To koTD) (FBL) [(QTD) (FBI); (OTD) (FBI) E -
Cqd J(OTD) (FBI); (OS) (FBI)
Subject: RE] }-- UNCLASSIFIED//M
Classification: UNCLASSIFIED/ /BB
My recommended edit
<< File: Letter ed |>>
From:| [OTD) (FBI) b6 -1
Sent: Tuesdav, March 29, 2016 12:22 PM b7C -1
To OTD) (FBI)] [(OTD) (FBI) (OTD) (FBD) 7 -1 2
cq [(OTD) (FBI) | ’
Subject: FW: | } |-
UNCLASSIFIED/ Fota.

Classification: UNCLASSIFIED/ /BT
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b6 -1
b7C -1

— o b
el Fey TRy meve et T S be
WIS NS Commant in weag

From:| [DO) (FBI) b6 -1
Sent: Tuesday, March 29, 2016 12:11 PM b7C -1

To: foTD) (FBI) b7E 1 2
Ccl | ’

Subject: FW| -
UNCLASSIFI TTDIORT

Classification: UNCLASSIFIED//Eo5o.

Plaase sed |emaéi,!a‘i'i;zmhmeﬁt below. Can you address the commaeant in the document, and bwill reach out to
| o see how she wants to handle the sign-off,
b6 -1

Thank you! b7c -1

From| [OCA) (FBI) b6 -1
Sent: Tuesday, March 29, 2016 11:02 AM b7c -1
To [DO) (FRI b7E -1
Cc [DO) (FBI DO) (FBI) DO) (FBI)

Subject: RE;| } UNCLASSIFIED//EDEQ

Classification: UNCLASSIFIED//ESYRQ

b6é -1

. b7C -1
<< File: Letter.docx >>

I:l—- ruch thanks]| [ our office took the STB content and put it in a narrative letter form ~ see
attached. Pve gol two questions — one substantive and one process. On the substantive issue, see comment reflected
within — I'm a little worried that the # lacks context. s it possibie to provide any additional detail? We alsn need to have
DO review quickly before we finalize this — so let me know what you think,  On the process issue — typically, these
would be signed out at the AD or EAD level of the stakeholder division. Has there been any discussion of who will sign?
My thought would bg hut happy to discuss. I:tan deliver the signad letter once s finalized.

3
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From|

[(DO) (FBI)

b6 -1

Sent: Wednesday, March 23, 2016 8:19 AM b7C -1
To] _ | (oca) (FBI) b7E -1
Cc [(DO) (FBI)
Subject: FV\4 -
UNCLASSIFIED/TEDBT._
Classification: UNCLASSIFIED//ES¥e
Good moming,

b6 -1
Attached is the STB response to the Mease lat us know i you have any guestions. b7¢ -1

b7E -1,2,3
Thank v
From| | b6 -1
Sent: Monday, March 21, 2016 10:56 AM pIC -1
To: DO) (FBI)I 1(DO) (FBD) b7E -1,2
Cc (OTD) (FBI):|
Subject: FW] 3
UNCLASSIFIED//BONQ
Classification: UNCLASSIFIED//BESX0
STH
Here is the final version without the tracked changes.

b6 -1
<< File docxp7c -1
b7E -1
Thank g
{ESUL/OTD)

From: (OTD) (FBI)
Sent: Fridav. March 18 2016 4:18 PM
T tOGC) (FBI); |(OTD) (FBI); (OTD) (FBI)

4
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b6 -1

b7C -1
b7E -1,2
cc| | (oTD) (FBD) loo) (reD)
Subject: RE] |- ONCTASSIFIED//EDEQ_
Classification: UNCLASSIFIED//EDNQ
Thanks vou can accept the edits, its good 1o zgo.
bé -1
b7C -1
From] [(0GC) (FBI) b7E -1,2
Sent: Friday, March 18, 2016 4:10 PM
To L (OTD) (FBI); |(oTD) (FBI) OTD) (FBI)
Cc: KOTD) (FBI}] PO) (FBD] |
Subject: RE] F- UNCLASSIFIED//FOa_
Classification: UNCLASSIFIED//ESEJ
Here are the citations.
bé -1
b7C -1
i b7E -2,3

B
E-Mail (U
E-Mail (S

Confidengabty Statement: Thes message is transmitded o vou by the Gffice of the General Counsel of the Federal Barcan

of fnves
wtended recipiont of this messag

3

sation. The message, along with any atachments. may be confidential and legally privileged. W vou are not the
3, please destroy 1t provopily without further retention or disseruination {unless otherwise

required by law). Please notify the sender of the error by a separate e-maif or by calling

Classification: UNCLASSIFIED//Bo®c
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Classification:

Respectiully,

UNCLASSIFIED//EoEQ

MDY RIDS/AROLT
170 Marcel Drive

STt

Winchester, VA 22607

b6 -1
b7C -1
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