please bring this email over to BuNet in text form.

From:l , ___loto) (FeD) b6 -1
Sent: Tuesday, September 15, 2015 4:42 PM b7C -1
To [DIV16) (FBD
Cc k. (oTD) (FBI) koTD) (FBI)
Subject: Fwd: NDA with FBI
For awareness...
-------- Original message --------
From] foGe) (Fer)'| |
Date: 09/15/2015 4:38 PM (GMT-05:00) b6 -1
To] | (FBD)] \FBD)" b7C -1

[OTD) (FBI)"{ b7E -2
Subject: RE: FW: NDA with Bl

b5 -1,2

Operational Technology Law Unit
Federal Bureau of Investigation b6 -1
Officel p7C -1
BB | b7E -2
E-Mail} |

Confidentiality Statement: This message is transmitted to you by the Office of the General Counsel of the
Federal Bureau of Investigation. The message, along with any attachments, may be confidential and
legally privileged. If you are not the intended recipient of this message, please destroy it promptly
without further retention or dissemination (unless otherwise required by law). Please notify the sender of

the error by a separate e-mail or by caIIing|
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From: | (FBI)

Sent_Tuesdav. September 15 2015 3:01 PM
To; [OTD) (FBI)
Cc| (OGC) (FBI)

Subject: RE: FW: NDA with FBI

b6 -1
b7C -1

b5 -1,2

fwill be at the PO for the next few weeks and would love to discuss this further and help draft policy
that will can achieve what all of us want to complete the mission,

Thanks,

From| (FBI)

Se
To

nt: Tuesdav, September 15, 2015 2:45 PM
OTD) (FBI)

Cc

[ (OGC) (FBI)] |(FBI)

Su

bject: FW: FW: NDA with FBI

Back in Apri

b6 -1
b7C -1

b5 -1,2
b6 -1

[...i7ws s someathung we nged 10 clanty m Ihe ned version of tha NUA. L

b7C -1
b7E -1,3

On Tech Tuesday today, you advisad that a

My personal belief is
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b5 -1,2

b7E -3
Is this at all possibie?
b6 -1
b7C -1
From| |(0G0) (FB) oTE
Sept: Tuesdav. April 28, 2015 11:24 AM
To (FBI)
Subject: RE: FW: NDA with FBI
| agree that thJ b3 -1
b5 -1,2
b7E -1
b6 -1
| b7C -1
Federal Bureaun of Investigation b7E -2
Office of the General Conneel
Offgadl |
BB
Eana'dl |
Confidentiality Statement: This message is transmitted to you by the Office of the General Counsel of
the Federal Bureau of investigation. The message, along with any attachments, may be confidential
and legally privileged. If you are not the intended recipient of this message, please destroy it
promptly without further retention or dissemination {unless otherwise required by law]. Please
notify the sender of the error by a separate e-mail or by caﬂiiné | b6 -1
b7C -1
From (FBI) b7E -2
Sent: Tuesdav, April 28, 2015 12:40 PM
To (OGC) (FBI)

Subject: RE: FW: NDA with FBI
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b5 -1,2

[ ] boc
b7C -1
{ apologize for my continued emails, but bwant o make sure Phave this right, and based on vour email
last wem,l I
Your guidance is appreciated,
b6 -1
b7C -1
b7E -2
From:| |(0GC) (FBI)
Sent: Monday, April 27, 2015 8:42 AM
To [(FBI)
Subject: RE: FW: NDA with FBI
Hyou're doing
b5 -1,2
b6 -1
b7C -1
Seience & "R?a:”‘m“i“gv Policy & Law Unit b7E -2,3

Federal Bureas of Investisation

Office

BR I
B-Mail

~onfidentiality Siatewent: This message s transmitted o vou by the €

i :deral Burean of fnvestigation, The message, along \\iih gmv attac h
legally ;orivi}@ ed. I vou are not the intended ia,upx ent of ¢

without further retention or dissersination
the error by a sspamte e-raail or by calling

nles

iy
[QFERES

CTWIRE FEQITeC

3
3

el

b s

his Cssage,
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From: FBI) be -1

- - b7C -1
Sent: Mondav, April 27, 2015 11:41 AM
To: (OGC) (FBI)
Subject: RE: : NDA with FBI
Mavbe we are looking at different versions of the NDA, and mavbe we used the wrong one. The one |
amn looking at, and was sentio th:las the following: b3 -1
b7E -1
4 AH not distribute,
disseminate, or otherwise disciose 1o the puniic, including to any non-aw entorcement individuals or
agencies, any information concerning the existence of the sgquipment/technology..
it also states, | I\:i%i b3 -1
ensure that operators of the equioment have mat the goerator trainine standards identifiad by the FRI b5 -1,2
and are certified operations.” | b7E -1
[ |Miavbe we can solve this whole mess if we discover we are using an ingorract
NDAL
b3 -1
b5 -1,2

From: | (OGC) (FBI) b6 -1

Sent: Wednesday, April 22, 2015 12:53 PM b7C -1
Tol [FBD)] |(FBI)I:|(OGC) (FBID); b7E -1,2
[ |OTD) (FBD)

of;| |(FBI); FBI)
Subject: RE: FW: NDA with FBI

Fthink part of the reluctances is that
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bs -1,2

[ ]

b6 -1
gv Pohioy & Law Unit b7Cc -1
Peumq; buz cay of Em‘s—;:stm:a,tisn b7E -2
Office: | |

BR| [
E-Maly |

Confidentiality Matement, i‘m\ pessage is fransraitted to vou by the Office of the General Counsel of the

Federal Burcaw of Investigation. The n'b:,m;gm, along with any attachments, may be confidential and

fegally priv ;i gc d. I vou are ‘i the intended recipient of this message, please destroy it provaptly

without further retention or dhwmmaw‘n {unless otherwise reguired by law), Please notify the sender of

the error by a separate e-matl or by \,a,‘iimg| | b6 -1
b7C -1

From| |FBI) BTE -2

Sent: Wednesday, April 22, 2015 3:42 PM

i (OGC) (FBI); FBI); (0GC) (FBI);| |
I_-I:Q-l tOTD) (FB

Cc] | (FBI); | \FBI)
Subject: RE: FW: NDA with FBI

N—r

b3 -1
b5 -1,2
b7E -1

Rased on an informal survey of other CDCs I

From;| (OGC) (FBI) b6 -1
Sent: Wednesday, April 22, 2015 12:26 PM b7c -1
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To FBI) (LA) (FBI) OGC) (FBI);
b3 -1
Tc (FBI) [FBD) b5 -2
Subject: RE: FW: NDA with FBI b6 -1
b7C -1
b7E -1
This is, to a large degree
Bidmuhe the cnlutionis an FBI only meeting to better understand the issues, and then a meeting with
Also, if vou want to call me direct to discuss, 'm happy to chat.
b6 -1
b7C -1
b7E -2
Science & L:c;;m‘isgi\ Poliey & Law Umit
Federal Boreas of Invesgoation
Dffice |
BB |
E-Maf |
Confidentiality Statoment: This message ¢ fransmitted 1o vou by the (ffce of the General Counsel of the
Federal Bureau of Investigation. The message, along w ith any atfachments, may be contidential and
fegally ;“}mi cged. I vou are not the intended recipient of this message ;)E\a&e. destroy it prompily
without further retention or dissernination {auless otherwise required by law). Please notify the sender of
the error by a separate e-mail or by calling | | b6 -1
b7C -1
From]| kFBI) b7E -2
Sent: Wednesday, April 22, 2015 2:33 PM
T (FBI); | (OGC) (FBI) OGC) (FBI);
|(OTD) (FBI)
Cc (FBI) (FBD)
Subject: RE: FW: NDA with FBI
Hey guys,
. b3 -1
Still waiting on something from vou guys. As an updats, we had a homicide suspect thy L rying o BTE -1

(Y
ack down this morning, who e
language is still an issue. Furthse
them nolt to agree to any NDa p
put violent criminals away is a go

&

i the scene with the weapon but we could not assist because the NDA

th,

Yigic

ant out a memorandum o

afl of ity
5. | Ehink we can all agree that assistance to s

slling

e ang oeal LEAs

‘“3§§ -thmg, so with that in mind, can we please fry and move to gset
something done so we can provide that assistance?
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From |FBI)
Sept: ril 15, 2015 Q:13 AM

b6 -1

T (OGC) (F (0GQ) (FBI)

l(OTD) (FBI) b7C -1

C (FBI) (FBI

|FBI)

Subject: FW: FW: NDA with FBI

Gentlemen:

We have been working to get the NDA's in place regarding thy

policy.  After several months - below is the emall we recaived
agreement. Monestly, | am not surprised.

from the

according to b3 -1
rezarding the b5 -1,2
b7E -1,3

Can you please look at the concerns from E%\,eI:lmd fat us know iF vou are willing 1o

accommuodate their concerns?

in the meantime — we are planning 1o advise fhel

s Know,

Froml (FBI)

Sent: Wednesday, April 15, 2015 8:52 AM

To: FBI)} ((FBD)
Cci | (FBI)
Subject: FW: FW: NDA with FBI

See the email below re non-disclosure.

1%}

| if you think we should adviss the' |{:t§'xerw§se - please let

b5 -1,2

b6 -1
b7C -1
b7E -3

fam not surprised. Tam going to forward this 1o HQ and let them decide how 1o procead/fif they are

willing to make edits that accommodate their concerns,  Alternatively, they ﬁai‘l

|{iez.a§ with the requisite non-disclosures that way.

5

Whatever it is — | am glad to have some transparency on this - shedding Hight on this i3 a good thing.
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From |

Sent: Tuesday, April 14, 2015 2:03 PM

To (FBI) b6 -1,2
Subject: Re: FW: NDA with FB b7C -1.2

| have reviewed the proposed non-disclosure agreement and have discussed it with my

. We have serious reservations about signing the agreement. Specifically, we are troubled by
Paragraphs 7 and 13, which would preclude us from disclosing any information regarding the technology,
beyond the results obtained, as part of our statutory or Brady discovery obligations, without first obtaining
the written approval of the FBI. Paragraph 7 specifically precludes us from providing information about
the technology “in response to a court order” without prior written approval from the FBI. The further
restriction in Paragraph 7 precluding the use of the information in a search warrant affidavit could cause
an affiant to mislead a magistrate and possibly result in the quashing of a warrant.

Additionally, Paragraph 9, would require this office, at the request of the FBI, to dismiss a case in lieu of
providing discovery about the technology. We understand the FBI's concerns that revealing the
capabilities of this technology could allow criminals to employ countermeasures to avoid

detection. However, agreeing never to disclose the technology in discovery, even when ordered to do so
by a court, without prior FBI approval, could place our prosecutors in a position of compromising their
statutory and ethical duties. Agreeing to dismiss a well-founded case to avoid providing discovery could
inhibit their duty to vigorously advocate on behalf of victims. As a result, we cannot sign the agreement
as it is currently drafted.

{FEL --04/14/2015 115832 Al FEh”
> b6 -1,2
b7C -1,2
I lEBY)™ b7E -2
|
To

1
04/14/2015 11:56 AM

cc

Subject FW: NDA with FBI

Hello Again -

Pwanted to follow up on our emails below,  Have you received any feedback? s there resistance to signing the
nor-disclosure or is it just not “on the top of the 7O DO plle?”

H vou could lat me know what is going on in your office that would be great.  The boots on the ground agents that
are dealing with this technology are suffering as a result of not having this in place.  In the interim — we have been
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relving on an acdknowledgament of the NDA ~ but it seems that can even be frustrating to abtain.

Thanks in advance to your attention to this,

b6 -1,2
b7Cc -1,2
From: FBI)
Sent: Monday, March 30, 2015 1:45 PM
Tol |
Subject: FW: NDA with FBI
{Greetings-
Thought it might be time to bring this up again,  Have you received any feedhack?
F8i Los Angeles b6 -1
| b7Cc -1
b7E -2
From3
Sent: T Muary 29. 2015 5:07 PM
To
Subject: RE: NDA with FBI
DHsregard oy last emall 1o youl | missad this
Fromj
Sent: Wednesday, January 28, 2015 3:50 PM
Td FBI)
Subject: Re: NDA with FBI
Just wanted to update you. | forwarded vour request to my superviso{
and he will be discussing it with thd
bé -1,2
b7C -1,2
b7E -2

Q242010 0886833 AM--

To

01/2172015 09:56 AM

cc

Subject NDA with FBI
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b6 -2

b7C -2

Thank you for your attention to this matter. As we discussed briefly on the phone, per our policy we are obligated
to have a non disclosure agreement in place when we share our technical equipment. (This almost always comes
up when assisting the local police and usind to locate fugitives). Currently we are getting out
non-disclosure notices to thd |nd your office on an ad — hoc basis at the time of the investigation (usually

when time is of the essence). This is both inefficient and not really accomulishing what we wish to accomplish. It
would be much more efficient for us to have a standing NDA with you and b when circumstances arise and
we all need to be nimble — we don’t need to be getting acknowledgments on something we probably all agree on
anyway. Currently, e a standing NDA with thel and | would like to have one in place
with your office anoi b3 -1
b7E -1,3
A draft is attached for your review. | am not committed to having your office and n the same document
(although it would make things easy and my thought was if vou were on board — considering the content — they
could easily be on board too). Also — per our policy the s supposed make the commitment —
but if it makes sense for someone else in your office to be the signatory — please advise us on that.
If you have any problem with the content — let me know. My hope is we can work together to put something in
place to make the lives of the investigators a little easier.
Thanks again.
b6 -1
FBTLos Angeles b7C -1
b7E -2,3

(See attached file: NDA df)

21-cv-10719(FBI)-321



