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Detroit, M chigan
Thursday, April 6, 2023 - 10:18 a.m
JOHN FENNESSEY,
HAVI NG BEEN CALLED BY THE DEFENDANT AND SVORN
EXAM NATI ON

BY M. KAHN

Q

So, |'m deposing you today in connection with M. WIIians
| awsuit against the city of Detroit for his wongfu
arrest. My name is Julia Kahn, representing M. WIIlians
in this case pursuant to local rule 83.21. And before we
begin, let me just say sonme introductory words and |ay out
a fewground rules and then we get going. Does that sound
good?

|"msorry. Wiose rul es?

A few introductory words and |ay out sone few ground

rul es. Does that sound good?

Ckay.

So 1'd like to make sure we understand each other and that
the court reporter understands us both. So let's agree to
the followng. W won't interrupt each other. Please wait
until | finish asking a question before you give an
answer, and I'Il wait until you finish your answer before
asking nmy next question. Is that clear?

Yes.
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And then please only give verba

| under st and.

And then if you don't understand

Page 5
answers. |s that clear?

my questions, please ask

for clarification and | can rephrase ny questions. Is that

cl ear?

Yes.

M. Cunni ngham m ght object to some of my questions, but

unl ess he instructs you not to answer, you'll need to go

ahead and answer. |s that clear?
Yes.

So there's sonme definitions that

| just want to get out on

the table. So DPD or the department refers to the Detroit

Police Departnment Crime Intel or

Intelligence Unit. MSP neans the

ClU neans the DPD'S Crinme

M chigan State Police.

The Shinola investigation refers to the investigation into

the October 2018 theft of five watches at Shinol a that

ultimately led to M. WIliams arrest.

FRT neans Facial Recognition Technology. An FRT is a

computer programor algorithmthat takes an input photo,

conpares it against one or nore stored images and attenpts

to produce an output with one or

more possi bl e matches or

investigative |leads. A probe image or probe photo is the

i mage or photo that is fed into facial recognition

technol ogy. A probe image or a probe photo is the inage or

photo that is fed into facial recognition technology in
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order to be conpared against one or nore stored inages in

a database. are these definitions clear to you and let ne
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know i f --

Ckay. You said FRC stands for facial recognition
t echnol ogy?

FRT.

FRT.

Stands for Facial Recognition Technol ogy. Apol ogies for

being a bit fast. And so you are free to take breaks.

only ask that you please answer ny question on the table

before taking a break. And is that okay with you?

|'msorry.

|s it okay that you answer mny question before taking a

break?

Yes.

This deposition is limted to two hours, so hopefully we
can get through everything fairly quickly wthout the need

for many breaks. Can you please identify yourself for the

record? What is your name and current position?

My nane is John Fennessey. | work for the City of Detroit,

departnent of Innovation Technol ogy public safety,
work as a manager

And have you ever had your deposition taken before?
Yes.

And when have you had it taken?
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Mul tiple tinmes.
In connection to what?
Lawsuits within the city lawsuits at my prior job.
So sone of those were for your position here at DPD?
Yes.
Do you understand that you are under oath today as if you
were in Courtroonf
Yes, | do.
And is there anything that woul d prevent you fromthinking
clearly and testifying truthfully today?
No.
| ' m deposi ng you today as a 30-B6 witness as should you
speak for the City of Detroit? Is that your understandi ng?
MR, CUNNINGHAM |’mjust going to place an
objection on the record there. Jack wll be testifying
today in his capacity as a manager of the department of
i nnovation and technology with respect to his testinony.
M5. KAHN: So first | just want to introduce
exhi bit Nunber 1.
(EX-1 marked for identification)
M5. KAHN: So you've been designated for topic
13. If you could flip to the third page.
And Pat, when you say in capacity, what do you
mean by that?

MR, CUNNI NGHAM |' m not bei ng deposed.
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MS. KAHN. Sure. So | guess, unless you nmean to
informus that M. Howell [sic] is not prepared to address
the topics on which he's been designated, I'll proceed as
if this is a normal 30-B6 deposition

MR, CUNNI NGHAM | placed nmy objection on the
record. M. Fennessey will be testifying in his capacity
as a manager

M5. KAHN: Sure. |'malso going to introduce
Exhi bit Number 2.

(EX-2 marked for identification.)

BY M5. KAHN

Q So if you just want to take a look at that. This just kind
of describes what you' ve been designated as. |Is that
correct?

A It's a copy of an email fromWIliamEllis for Pat
Cunni ngham and it says, | will answer technica
questi ons.

Q So do you understand that the answers you provide today
are binding on the city?

A |"'mnot sure what you -- I'mgoing to answer the
questions, but if there is someone el se di sagrees,
di sagrees with me or there's documents that disagree. |, |
don't know, but yes, |'mgoing to answer your questions.

Q And you understand you' re speaking on behalf of the city

of Detroit for your official position?
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A Yes, | understand. |'mtestifying as a nanager for public
safety, IT.

Q Sure. So just turning back to the 30B6 notice, do you
recogni ze this docunent?

A Yes, | have seen this before.

Q And this is the notice of deposition for the City of
Detroit as a defendant in this [awsuit, correct?

A Yes.

Q And it lists the topics on which the plaintiff has

requested the city to produce 30B6 depositions, correct?
A Vell, | just |ooked at 13, but |'msure it that's what's
in there.
Q And you have been designated to testify on behal f --

MR CUNNI NGHAM So, Jack’'s here to offer factual
testinmony. You can ask him questions. You're naking |ike a
| egal argunent here that we have a limted amount of tinme.
M5. KAHN: Sure. | just want to make clear that
he is a 30B6 deposition speaking on behalf of Detroit.
BY MS. KAHN

Q So what preparation did you do for this deposition?

A | spoke to M. Cunninghamthat showed me this docunent, an
investigator's report. | think that was it.
And whi ch docunents are they --

A That |'mworking here for 12 years, so yes, that kind of

hel ped to get ready for it.
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Q |'"msure that would hel p. How nuch tine did you spend
reviewi ng the documents?

Li ke 15 m nutes of that.

Was that this norning?

No, that was yesterday.

o > O r

And did you bring any docunents or notes with you this

mor ni ng?

>

| did not.

Q And did you speak with anyone besides Pat to prepare for
this deposition?

A Li ke ny inmredi ate supervisor and ny boss know, |ike,
that's why |I'm here.

Q And what did you discuss with Pat and anyone el se you
tal ked to about this deposition?

MR, CUNNI NGHAM You don't have to answer that.

BY Ms. KAHN

Q VWhat did you discuss with your supervisor about this
deposi tion?

A That |'mgoing to be here this nmorning and that where |'m
-- | nornally would be.

Q Thank you. so just to get sone background, what's your
education background?

A | went to high school. | went to college. | went to |aw

school. 1"ve taken a | ot of technical classes. | don't

have |ike a technical degree. And then certifications and
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stuff like that.

What types of technical classes have you taken?

Net wor ki ng, wi rel ess networking server classes |ots of
camera technol ogy anything I can pick up.

And then briefly, who were your previous enployers before
DPD?

You mean |ike, |ike going way back or?

Yes, maybe just briefly if you could Iist,

MR CUNNI NGHAM Wy don't you starting reverse
chronol ogi cal order

THE WTNESS: Right now | work for public safety
I T in Department of Innovation Technology. | was hired by
t he police departnent back then. Prior to that, | was a
principal attorney at the Wayne County Prosecutor's
office. I retired fromthere and started working for the
city.

Before that, | worked in a little [aw firmnorth
of the Lansing. But | really nice guy named Bill Jackson,
who's a lot of fun. I worked for Sullivan Ward, | worked
for John Danpbs (phonetic). These are |ike, John was when
was in |law school. Sullivan was in |aw school.

That's probably good. Thank you. And lots of |aw
background it seens too0?
Right. And then technically, | was in the mlitary. And |

was worked in work paths for tech, conputer technol ogy at
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the tine.

so you nentioned some technical background. Have you
received training in coding and scripting?

| have taken classes and | used to do a lot of coding and
scripting.

And then do you have training in software devel opnent?
Not formal training. | have devel oped and sol d software.
And do you have training in Al or nachine |earning?

No, no.

Training in facial recognition technol ogy?

No training. |1've read manuals for inplenentation, but no,
| have not had |ike, formal training.

And then how | ong have you been with DPD?

| worked for, currently | worked for Department of

| nnovati on and Technol ogy, which is a separate entity. So
|"mnot in DPD S chain of command. | worked for DPD for
l'ike four years and they, then they, during bankruptcy,
they kind of restructured many things in the city and they
created do it.

And when were the four years that you worked for DPD?

It woul d have been 2010 to 2014 at approximately. |'m not
sure exactly when it was created.

And coul d you pl ease wal k ne through the positions you've
hel d wi th DPD?

| was a contractor and then | got hired to ny current
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posi tion.

And then what is your current position?

A manager in public safety. IT.

VWhat are your responsibilities wthin this?

Right now, it's |ike inplenentation of sone different
technol ogy acquisition. W have sonme | arge systens that
need to be replaced. So |'mworking on RFPs, RFI’'s right
now. And then once just kind of, |'ve been around a little
bit so | know how things are put together, so I'mtrying
to make, make things work.

And were you in this position at the tine of the Shinola
i nvestigation?

| don't know when was the Shinola investigation?

That was in 2019.

Yes.

And so when did you start your current position? Was that
20147

No, because that hiring process was very slow. So | didn't
get hired till like officially I was in the in the
position. But it was |ike 2016. Maybe |1'd have to go back
and ook at the docunents to.

And what are your responsibilities in your position
regardi ng FRT?

Now? None.

And in your prior position in DPD?
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A | was the |ike project nmanager inplementer for the Data
wor ks plus project.

Q So in a nonent we're going to talk about DPD S own
operation of facial recognition technology, but before
that DPD began operating facial recognition technology in-
house. Before DPD began operating facial recognition
t echnol ogy in-house DPD was sending FRT requests to the
M chigan State Police, correct?

A Yes.

And when did DPD begi n using FRT searches through MSP?

A | don't know.

(EX-3 marked for identification.)

BY M5. KAHN:

Q Here's Exhibit number 3. So if you can turn to page seven
on this where it says DPD S policy tineline, could you
just read the first sentence there?

A The sub headi ng?

Correct.

A DPD began using facial wecking technology in 2016 using
the state system

Q Thank you. And then | would just like to introduce Exhibit
nunber 4.

(EX-4 marked for identification.)

BY MS. KAHN:

Q Have you seen this enail before?
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| have not. O there's a series of emails here. | have not
seen them bef ore.
It is an emai| exchange between Andrew Rut ebuka in the DPD
crime, Intel and Angel a Jankowski at MSP Bionetrics and
| dentification Division. Correct?
That's from Andrew Rut ebuka and Ms. Jankowski
And it is fromJuly, 2019, correct?
Yes. They're all from a nunber of emails are all from
July of 2019.
And if you could turn to the end, there's an enai
exchange bet ween Andrew Rut ebuka and the DPD. And the
first email in this exchange, M. Rutebuka wites, |'m
attenpting to get an accurate count of how many facia
racks have been conpl et ed.

s that correct?
" msorry, which one are you? Can you ginme the date of
the emai|l ? There's a bunch. From Andrew. There's one from
July 16th, 2019 from Andrew to Ms. Yankowski or to MSP
SNAP.
Did | read that correctly?
She says, | amattenpting to get an accurate count how
many facial recs have been conpleted. A so, out of those
conpl eted, how many have cone, how many have came back
W th positive investigative |eads?

And coul d you now turn back to the first page and | ook at
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the first sentence in the nost recent email from M.
Jankowski, it says, From May 15th, 2014 through July 16th,
2019, MSP SNAP Unit facial recognition facial exam ners
have processed 377 SNAP case managenment facial recognition
search request for the Detroit Police Departnent.

Did | read that accurately?
You di d.
And now pl ease | ook at the first sentence fromthe third
paragraph. It begins from Septenber 16th, 2014 to July
16t h, 2019. The DPD has used the SNAP CM FR tool a tota
of 4,078 tines.

Did | read that correctly?
You di d.
And do you know why these date ranges start in 2014?
|"msorry. Do | know why they start?
Ri ght ?
| do not.
Did DPD start requesting MSP to run FRT searches in 2014?
| do not know.
Did it start requesting FRT searches before 20147
| don't know.
Does DPD have a contract with the conpany that provides
FRT software?
Do they have a contract for facial recognition technol ogy

or a contract with a conpany that offers facia
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recogni tion technol ogy?

Wth a conpany that offers?

They have contracts with conpanies that offer facia
recognition technol ogy. They do not have a contract for
facial recognition technol ogy.

And what conpani es?

| think 1D Networks provided may still provide, provided
they responded to the RFP. They have one with DataWrks
Plus but not for facial recognition technol ogy.

VWhat is it for?

Mobile fingerprint readers. It actually, they may not even
have a contract. |I'mnot sure. Because the contracts kind
of expired and whatever, but they currently do not have
facial recognition technology in place.

Did they have a contract with DataWrks for facia

recogni tion technol ogy --

Yes.

-- with DataWrks. when was this?

| can't remenber. Cause | would say ‘16, ‘17, hold on, Iet
me think for a mnute. Like “16, ‘17 time period.

Can you pl ease describe what DataWrks does?

Dat aWorks Plus. | may not know everything they do; they
offer their primary business; | believe is |ive scanning
the biometric identification of people nugshots. They

offer a variety of handheld and fixed |ocations like for
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I n processing people who are being detained. They have
facial recognition technology. And that's what -- |'m not
going to like | said, those are the pro things we've

| ooked at and they have nobile fingerprint neters that
that they like a two-finger identifier.

And when installing DataWrks, are there changes to the
settings that DPD nakes?

Well, we had to like get themto, they worked on the
network. We had to kind of get the data to flow properly,
i f that makes sense. But the settings were done by

Dat aWwrks that's one of the things we |ook for are turn
key solutions. Like they, they were the ones who
configured the system

Ckay. So DataWrks determi nes the settings that DPD uses?
" mnot sure what you nean by settings. but for us it's
just for the users, it's just taking a probe photo,
putting in the system which is, the system conpares the
probe photo to existing tenplates and then returns the
ones that are closest matches. So there was not a like no
one fromIT was in there changing anything and the police
| acked the access to change anyt hing.

Wuld it be correct to say that DataWrks is a platform
that integrates facial recognition algorithnms from ot her
conpani es?

Yes.
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Q And what al gorithns was DPD using when they first
contracted with DataWrks in 20177

A | knowit's in the contract. | recall NEC there could have
been anot her one, but NEC provides APl SDK for the for the
conpanies to use for their facial recognition stuff.

M5. KAHN: | just want to introduce Exhibit
number 5.
(EX-5 marked for identification.)

BY M5. KAHN:

Q So if you could turn to page seven where it says proposed
solution at the top?

A Li ke physical pages or seven --

Q It says page seven at the bottom And then under the first
circle to the right of that, could you just read where it
says we are proposing?

A It says, industry |leading dual engine searching. W are
proposi ng the ROC and NEC facial matching engines for dual
engi ne searching, which increases system accuracy.

Q G eat.

M5. KAHN. And then | just want to introduce
exhi bit nunber 6 as well.
(EX-6 marked for identification.)
BY MS. KAHN.
Q And here if you could just turnit's kind of in the mddle

of the packet. I'msorry, these don't have page nunbers,
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but it says that the top exhibit B7 schedul e.

B as in Bravo. Thank you.

So this is the contract between DataWrks and the city of
Detroit. Is that correct?

Yes.

And then under facial recognition software, could you just
read the second line that starts wth 500, 0007?

500, 000 enrolled records. Dual engine NEC and ROC

Geat. Thank you. So these are the sane al gorithns used by
MSP t hrough their DataWrks; is that correct?

| don't know.

Do you know what version of those algorithns are used by
DPD?

DPD doesn't use them anynore.

In 2017, do you know what version of those algorithns were
used?

No. Back then I did, but can't recall.

In March of 2019, what al gorithms was DPD using through

t he DataWrks Plus platforn?

My recollection is only NEC was up and running at the
time, but it could have -- it could have been both notes
in the backend.

And what versions of that algorithn®

| can't recall

VWhat FRT algorithns -- you said that DPD does not
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currently use any FRT al gorithms through DataWrks, is
that correct?

Vell, we don't have any on-prem ses. they're using the
state police system so they're using something through

t hat one.

Wiy did DPD stop using DataWrks in-house?

| was not part of that decision making process.

Just to go back quickly, so you said that in March of
2019, you think only NAC was used?

That's ny recollection could be wong.

So at some point DPD was using RCC al gorithnf

Like I said, I, I don't know. The platformwas --

everyt hing was managed by Dat aWrks Plus. Now | understand
what the contract has init, but like, can | tell you for
sure. Like, | never |ooked in the back end and they said,
okay, here's how this algorithmplugs in, this is howthis
one plugs in.

So thank you. so just getting back to DPD currently uses
MSPs system for FRT or the send inmages to the state?
Correct.

And why was there a change made?

" msorry?

Wiy was there a change made from between 2019 versus now?
| don't know. | nean, it doesn't make sense to have the

sane financially -- | know it doesn't nake sense to have
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the sane systemrunning in two separate places.

And do you know when that change was made?

| don't know exactly when

Appr oxi mat el y?

Last year or two.

So 2022 or so?

Yes, 21, 22. | mean, | don't know exact that it was a
contract in place, but like |I said, | know financially it
doesn't make sense to have them both running.

And are there any other algorithms that DPD has used

t hrough the DataWrks pl atfornf

Not that |I'maware of. You mean |; | would say no, but |
don't know

Do these algorithms -- or the ones that were in use, did
they regularly receive updates?

| know that we had naintenance done by DataWrks Pl us.
And how did that happen?

We have a way for conpanies to renote in securely, so
they're kind of we can kind of keep an eye on what's going
on and they woul d update the system

Was that a nmanual update or automatic?

One of DataWrks plus technician would be driving as we
sai d.

Right. And what was IT's role in these algorithm updates?

Not hi ng. Just getting them providing renote access.
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In March of 2019, were these algorithms being regularly
updat ed?

W had a mai ntenance contract with them so | like, |

don't know what you nmean by regularly, but yes, they would

they, we had mai ntenance done by DataWrks Pl us.

How of t en?
Vell, it wasn't that often every six nonths or yearly
maybe.

And was there a reason why these algorithms didn't get
updat ed nore frequently?

You' d have to ask DataWrks.

Was there a factor why DPD wasn't updating them nore
frequently or requesting nore frequent updates?

Mai nt enance and support was part of the contract, so
that's driven by what DataWrks thought was necessary.

And just to clarify, was expense of updating thema factor
at all?

No. Maintenance and support was part of the contract.

What do these al gorithmupdates generally affect?

| don't know. | mean, | have some theoretical know edge of
what how the algorithms work, but | know there's annua

i mprovements and testing by NI ST, things |ike that.

And what version, oh, sorry. Does DPD have access to the
FBI's FRT al gorithnf

| don't know. Meaning |ike, one devel oped by the FBI or
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l'ike an FBI --

The one that the FBI uses?

| don't know. Cause | don't know if you nean the algorithm
or you mean |ike an FBI facial recognition systen?

Just a systemthat the FBI woul d use.

' mnot aware of anyone using that.

And so you're not aware that if the FBlI uses a Dat aWrKks
pl atform al gorithn?

| don't know. | don't know.

DPD s version of DataWrks provides the ability to perform
an FRT search on a static probe inage, correct?

Yes.

And when DPD first contracted with DataWrks, DPD
purchased the ability to run facial recognition on |ive
vi deo, correct?

Correct.

Does DPD still have this technical capability?

No.

Did they have this in 2019?

| know at sone point we stopped doing stream ng facial,
but | can't recall when in 2019 they woul d've had the
ability to use probe photos against the tenplates from
mugshot s.

And how often did DPD use this aspect of FRT?

| don't know.
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Did you ever see it used at DPD, the live video?

Yes.
Did you see it used nultiple tines?
Vell, working or saw soneone else using it?

Know of its use within DPD?

| don't know if they ever started using it for anything. |

mean, it was they, they did not have a use case for it.

They bought it, but they did not have a use case. So

unless that, that would be |ike a question for the

Realtime crime center, what you're calling Ci

U

And then just turning back to the exhibit that's right in

front of you, the one with the black cover sheet. Are you

famliar with this docunent? Exhibit 5?

Looks a lot like the response to the RFP, but

not

comparing it to what we got -- | can't tell you exactly,

but yes, it does |ook |ike they response. So they

And so what is it?
There was an RFP was put out for facial recog

technol ogy for streamng and for probe photos

nition

of static as

you sonetinmes called. And we received three responses, and

this woul d' ve been DataWrks Pl us response.

Does this accurately describe the scope of capabilities

and functions that DataWrks provides to DPD?
|'"d have to read the whole thing, but yes, we

are looking for is streamng and pro photos.
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a solicitation. I, | think we got everything that's in
there, but I'mnot sure.

So can DPD personnel use DataWrks platformto nanipul ate
i mages prior to submtting themas probe imges for a
search?

Can or coul d?

Can t hey?

No, because it's all shut down now.

Coul d they?

2019 there was a pose correction software.

And was that used?

| don't know. | know we had it, and |'mpretty sure they
were trained init, but I don't knowif they ever used it.
So for exanple, in 2019, could they have changed the

bri ghtness of an inmage?

Through Dat aWrks Pl us?

Yes.

| don't know.

Coul d they have changed the angle of the face?

Yes, they had pose correction, which yes, it's changing
the angle of the face. Yes. That's the termthey used.
And then did that include the brightness or?

| don't know

VWhat i mage dat abase does DPD Dat aWor ks pl atform perform

FRT searches agai nst?
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DPD nugshots only. W did not have like a regional or
anyt hi ng el se.

So it was only arrest photos fromarrest made by DPD?
Correct.

And not other agencies in M chigan?

Correct.

How many photos are in the database that DPD has access
to?

| don't know.

Do you know how many photos were in the database in Mrch
of 2019?

| don't keep track of that nunber

So if you could just turn to page 36. Exhibit 5. So could
you read the bolded, the |ast bolded bullet point where it
starts with the facial recognition software?

Facial recognition software capable of performng facial
recogni tion searches on i mages obtained from physical and
digital data formats against the Detroit Police Departnent
repository of over 500,000 images.

Does that sound correct to you?

Yes. | mean, like | said, | can't tell you how many were
in there. And how many are there now. |'mnot going, |'m
sure we put that in the RFP. Like | know we did.

How many individuals are in the database that DPD has

access to?

]
SV NI NR SIS NVNISISY-N\\\[ei =l hansonreporting.com
|| B Il | courr RerorTERS & VioED 313.567.8100



A 0PN

© 00 ~N o O

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

> O >» QO

John Fennessey
04/ 06/ 2023 Page 28

| don't know

Do you know if there are ever nultiple photos of the sane
individual in the database that DPD has access to?

Yes. |f sonmeone gets arrested multiple times, they're
going have nultiple imges of the person

And we've talked a little bit about MSP, but just to be
clear, are you famliar with the state statew de Network
of Agency phot 0s?

| mean, | know it exists and | have some idea what's in

t here

And if | refer to that as SNAP, you wi |l understand what |

mean.
Ch, yes.
What is SNAP?

Statew de Network of Agency Photos. They get, we were
tal king earlier about I|ive scan nmugshots everyone in the
state does a copy to that, gets sent up to the state.
Does DPD' s DataWrks platforminterface with SNAP?

The old platformdid not interface with SNAP that, that's
the state police system They're not going to give us
access to it.

And SNAP i s naintained by MSP, correct?

Yes. And they're contractors, but yes.

And what SNAP inages can DPD access?

Now t hrough |ike now?
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Yes. Yes.

They go through M CJIN portal. They can access | woul d
assume everything that's in there. | nean, | don't know if
they've got sone stuff restricted or not, but it's just,
they' re just running against everything in the state

dat abase.

And is this different than DPDs access in 2019? March of
2019

DPDs access through the DPDs?

DPDs access to SNAP i mages.

Because we had Dat aWrks Plus the DPD owned, which would
only access MD or access our photographs. Then we had
access or the state police or the DPD had access through
the MCIJN portal two SNAP. So there's two, there's |ike
two separate things going on here. And fromfar as | know
that that's the access to the M CJIN has been the sanme.
What SNAP i nmages can DPD not access?

| don't know.

Can MSP access the inages that DPD cannot?

| don't know what the state, |I'msure they may have

somet hing, they may not. | don't know I've never heard of
anything being restricted, but it wouldn't surprise them
And who determ nes which i mages DPD can or cannot access?
IVBP.

How do DPD s arrest photos make their way into SNAP?
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VWhen someone's |ive scanned and nugshots taken, that's put
theminto sonething that we, I've always called it a NI ST
package or packet. There may be sone other termfor it
that's transmtted to the state police who then ingested
into their systems. So you get fingerprints, nugshots,
textural data and it's all just kind of they, they analyze
with their algorithns for APIS and some ot her stuff.
And when crine Intel runs an FRT search through DataWrks,
is it searching against arrest photos in SNAP or in a
dat abase stored locally by DPD and by this, in 2019 when?
MR CUNNI NGHAM  Obj ect conpound questi on.

BY M5. KAHN

Q

In 2019 when Crime Intel ran FRT searches through

Dat aWor ks, was it searching against arrest photos in SNAP
or in a database stored |ocally by DPD?

| don’t know.

And, currently?

W don't have -- DataWrks Plus is shut down, so they
woul d, they woul d be going through M ClJN portal.

And when Crime Intel in 2019, when they would run an FRT
search did it have access to any images that MSP does not
have access to? So when they would run a search, maybe in-
house - -

If they use the Gty of Detroit's DataWrks Plus instance,

they woul d only be accessing nugshots, all of which
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woul d' ve been transferred to MSP. So they woul d not, they
woul d have -- you like in DPD you had DPD nugshots at the
state, you had DPD Mugshots plus everybody el se.

Ckay.

And ot her agencies in the state.

So in 2019 when DPD still had their own DataWrks system
did that systemoffer any functionality that MSP system
did not offer?

| never used the MSP system so | can't conpare them
Does running an FRT search through, or in 2019, did
runni ng an FRT search through DPD S Dat aWrks system have
any advantages over running an FRT search through MSP' s
Dat a\Wor ks systenf

Not that I'maware of. | nean, there could have been a
difference in the SDK, not SDK, but whatever they, whoever
was in place, but I don't know of one.

What was in place?

You had NEC dependi ng what version you had, |ike a newer,
they had a new MSP, could had a newer version, the DPD or
vice versa. But that's, you' d have to go back and get what
was, which, who was running what and when

So how is the SNAP dat abase updated, if you know?

As far as, like I've had |ike presentation that the state
place is just done autonatically. Data to get sent by al

t he agenci es and get so ingested.
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And is that only for adding new photos into the database?
| don't what MSP's doi ng?

For SNAP?

Yes. |, you'd have to ask them

So you don't know if photos are ever del eted?

| don't know

You are aware that the SNAP dat abase has both expired and
current driver's license photos init, right?

No, that's in MDIRS.

Sorry,

M DI RS.

And what is that?

M chigan driver's license.

So are you saying that SNAP Dat abase does not have |icense
phot 0s?

| don't think so.

Can DPD del ete photos from SNAP?

No. No. That's MSP.

|s Robert WIlianms arrest photo currently in the SNAP

dat abase?

| don't know. | don't have access to SNAP

| s Robert WIlianms arrest photo currently in DPDs arrest
phot o dat abase?

| don't know. | nmean, if he was arrested in |ive scanned

by the Detroit Police Departnent, then that photograph

]
SV NI NR SIS NVNISISY-N\\\[ei =l hansonreporting.com
|| B Il | courr RerorTERS & VioED 313.567.8100



A 0PN

© 00 ~N o O

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

> O »*» O

John Fennessey
04/ 06/ 2023 Page 33

woul d be in there, but like | said, I don't knowif he was
arrested. O rest arrested by whom and, and booked and all
that other stuff. So it's kind of had to kind of specul ate
the stuff, whether it's there or not. But I, | didn't

l ook, | can tell you that.

So Crine Intel is the DPD unit that would run at searches
via DataWrks, is that correct?

They do it and sone of the other units within the
departnent do it also.

What units?

Vell, | know homi cide Task force, violent Crimes Task
Force. Sone of the other units may or may not. |'m not
sure who's got access to the M ClJN portal

And then what is IT's role in this process,

For SNAP?

For Dat aWrks searches --

Currently since everything's up in the MCJN portal, we
kind of manage usernanes and access, but that's it. Then
the state determ nes what applications and functionality
t he users can access in the MCJN portal.

And back in 2019, when DataWrks was in-house, what was
|T"s role in the process?

We woul d determ ne who could access the, the system
through active directory. So they'd say we want these

people to have access. W put themin Active directory
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group, which woul d then have access to the application.
And how many people work in IT, or did in 2019?

| have no idea. It's not tons, but |ike maybe |ike a
hundred. | mean, and there's public safety IT, there's
Central City IT, I still neet people who have been working
here | onger than me and | never met them before.

So just moving on, inmage quality can affect the
reliability of results froman FRT search Correct?

Probe photo or nug shots? The answer is both, but so yes.
And so what are the factors that bear on the accuracy of

t he phot 0?

Pitch/tilt. Rotate your head on three axes. Instant --

i nstantaneous field of view, which is what typically is
called pixels on target. It's a big one. and that pixels
on targets just how many pixels you have. Typically they
measure, | think between --it's been a while since |'ve

| ooked this. You want to have a, the face itself, you want
to have a certain nunmber of pixels per foot and then
there's like an optimal |evel and there's suboptimal.

What is the optimal |evel?

| want to say it's 110 per square foot, but that's, like
said, it's been a long time since I |looked at it. I'd have
to go back and | ook at nmy sone of the material.

(kay. And just back to non-Cl U personnel running FRT

searches. So people could run searches outside of ClU?
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That's ny under st andi ng.

So again, back to the factors that m ght affect
reliability. do you agree that the follow ng factors could
affect the reliability of an FRT result? So dimlighting?
Yes.

Shadows on the face,

Yes.

Angl e of photo?

Yes, that's a pitch tilt. Yes.

Ckay. Yes. Cccluded facial features by something like a
hat ?

Yes.

Pi xel density?

Yes. Yes.

| mage bright ness?

As opposed to lighting?

Yes.

Yes.

Skin tone.

Do you ever read about flash photography? It's like a big
factor in taking pictures. So yes, it can have an inpact
on it.

And then race?

That's an interesting question. So it depends on what the

systemwas trained in. It's like if you NI ST provides |ike
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training photos, like big packets of photos they run. And
if you don't have a enough diversity, they, ny
understanding is that you not part of these experinents
that you can have some inpact on the accuracy.

So you were tal king about the pixels per foot. So for
things like 110 pixels per foot, were these standards
recorded anywhere?

| recall saying |'mmnot sure that it's 110 pixels --

For exanpl e.

Yes. So that's not, |'mnot going to want that going down.
|"msaying that's the standard. | don't know if they're
standards, | nean, sonetimes you gotta go with what you've
got. but there there's kind of |ike what's optimal.

So are there any other factors in the ones | just wal ked
through that you think can affect the reliability of FRT
results?

No, | mean, |'msure there's others. | mean, you know nore
| learn about cameras, the nmore | understand, | don't know
anyt hing about caneras, but there's, there's a |ot that
goes into how things are processed.

So, a probe photo that has one of these features is likely
toresult inaless reliable FRT result. Is that correct?
One of the factors | just wal ked through

You al ways want to have the best photo that you can. but

it's, you're the, ny understanding of howthis is nore,
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it's going to do the best it can with what you've

provi ded.

Q And nmultiple factors together m ght have a greater effect
on reliability of the result. Correct?

A Yes.

Q So how does a crinme intel exam ner determ ne whether a
photo is of an adequate quality to submt to an FRT
search?

A You woul d have to ask them |'mnot sure what their
criteriais for.

Q So coul d DPD personnel have used C earview wi thout the
know edge of department |eadership?

A | don't know what Clearviewis.

Q Ch, sorry, just to walk back a little bit. So you are not
famliar with the facial recognition technol ogy conpany,
Clearview Al ?

A | have not heard of that one.

Q And has DPD ever used O earview Al ?

A | Have not heard Cl earview Al

Q |"d just like to introduce exhibit nunber 7.

M5. KAHN. |s that correct?
COURT REPORTER: Correct.
(EX-7 marked for identification.)

BY Ms. KAHN

Q Have you seen this article before?
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No. But now that there, | think was an article in New York
Tinmes |ike yesterday about this?

There m ght have been

|'ve never heard about it through work, but now that |I'm -
So this is an article by Busby News presenting a list of

| aw enf orcement agencies that used Clearview Al's effort,
RT system as of February, 2020. if you flip to the |ast
page, do you see DPD listed there?

| see it says Detroit Police Departnent, M chigan search
count 11 to 50.

So under the search count colum, it gives the rank —-

MR CUNNI NGHAM Wy don’'t you take a mnute and
read this?

THE WTNESS: Yeah. | think | do — if thisis
what |'mthinking of. These are the ads you said you can
do this for free online and people are just doing them
So turning back to the |ast page. So you said that the
search count gives the nunber range 11 to 50. Is that
correct?

Yes. Buzzfeed said that after |ooking the article, article
that they had 11 to 50 people did a search and put --
sonebody wote Detroit Police Departments doing this

sear ch.

So meani ng that someone at DPD or soneone affiliated with
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DPD conduct ed between 11 and 50 searches using d ear

Yes. Not to be lawyerly, but I'd say 11 to 50 people wote
down that they're fromthe Detroit Police Departnent. And
didit. Cause if this is what, what |I'mthinking of, they
just said you could, it was online. Like | could have
dialed in and said | was fromthe FBI doing searches and
they were taking the information, but | didn't use the
interface. But if it's one I'mthinking of, they were just
letting people run searches to see what they got. They
were going after public. This is like, they had all that
public backend. There's been a | ot of these things. So |
do, | do look at themwhen | read about them but --

So do you have a reason to believe that this database is

i ncorrect?

The BuzzFeed? The nedia not tell the truth? I, I, | don't
know where Buzzfeed gather their information from

Did DPD ever have a contract with C earview?

Not that |I'm aware of.

did DPD ever permt DPD personnel to use C earview?

You' d have to ask DPD

And does DPDs I T departnent have a way to ensure that DPD
personnel are only using approved and vetted technol ogy?
Say that again.

Does DPDs I T departnent have a way to ensure that DPD

personnel are only using approved and vetted technol ogy?
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Wl |, we have conputer images, we restrict access. So
people can't just like install stuff, but what they're --
everyone has their own PC at home or their phone, they can
do stuff. So cybersecurity's kind of |ike paranmount for

us. So we try to restrict what people can install. And,
what websites they can go to.

So coul d DPD personnel have used C earview w thout the
know edge of departnent |eadership?

Yes, because it was on the internet.

Wiy woul d anyone have used Cl earview Al as opposed to

Dat aWor ks?

| don't know.

|f a DPD enpl oyee were to use O earview Al, how woul d they
have access the technol ogy?

Based on what |'ve seen in that article, they'd go on the
internet and upload a photo and there it is.

So woul d that violate any of DPD s policies regarding use
of technol ogy?

You woul d have to ask DPD about DPD policy.

So earlier you said that DataWrks uses two al gorithns.
Does Dat aWr ks simul taneously search using both the

al gorithms?

Yes. Now |, what | said earlier was ny recollection is we
had NEC, the contracts says they had two. | don't know how

it was processed in the back end.
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Does the systemever fail to return results?

No. It always it tries to -- it says these are the people
who are the closest match to the photo.

So it always returns results?

As far as | know

And how many results are returned?

| can't renmenber. | think it was like, | can | can't
recall. | mean, | would give you like a nunber, but I, I
don't know. | can't give you a count.

So does the systemalways return either zero or that set
nunber of results or does the nunber vary?

| know I've seen it in action, but | couldn't tell you if
it's a number, what the count is. | know it always gives
you returns in a nunber of photographs. But |, for the
life of me, | can't recall how nany there were.

Are you famliar with the termconfidence threshold or

|'i kel i hood threshol d?

| know they had a termwhere they assigned it, but they
said it's not sonething, it's not |ike sonmething you can
rely on, but yes, I'mfamliar with it.

So, just to be clear, threshold neans choosing a m ni mum
score bel ow which the systemw || not return possible

mat ches. Does that sound correct to you?

"1l take your word for it. That's that one of the — |

heard, heard that definition before, but I'mnot going to
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qui bbl e.

Is there a confidence threshold set in the DataWrks
systen?

| don't recall. | nean, there nay have been one.

So just to clarify, is there a threshold bel ow which the
systemw || not return results?

| don't know.

So the system m ght always return the top, whatever nunber
itis --

| guess.

-- Nunber of results possible determned by the algorithm
Ckay. So the results of a search could have very | ow
confidence scores, right?

Yes. Yes.

And you don't know what the confidence threshold is set
to?

No.

Do you know who determ ned what the threshold was?

| do not.

Is it different fromDataWwrk's defaul t?

| don't know.

Does DataWrks interface display confidence work for each
image that is returned as a possible match?

Yes, | think it does.

Is that visible to the exam ner?
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Yes. We're going back a couple of years since |'ve |ooked
at it, so |l believe it does.

Where is that confidential score?

| want to say it's sonewhere top bottom of the image, but
there may be | ook at the exhibit 5. There mght be

A few. Yes, | was --

About to get things in there.

-- Pull up nunber. exhibit nunber 5 again. So if we turn
to page nunber 12, so the photo at the bottom is that an
accurate representation of what the gallery return | ooks
like?

It would be sonething simlar to that.

Ckay.

But | ooks, |ooks what it |ike, |ooks |ike what it did and
And are those nunbers directly under each photo? The
confidence score?

Yes.

Are the scores retained after a search is run?

| mean, | guess if they save the search, yes.

And --

Yes, | don't know if they're, like | said, | didn't spend
a lot of time doing after we made sure it was up and
running. | didn't spend a lot of tinme working with it.
Are the scores provided to the detective who request the

FRT search?
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| don't know
Is the gallery of possible matches retained after a search
I's run? You said they save it. \Wat does that [ook |ike?
| know there was a way to save it. But | don't know what -
- what ClU did.
And woul d I CU have to manual |y save the search?
| don't know what they did.
M5. KAHN:  So introducing exhibit nunber 8.

(EX-8 marked for identification.)

BY MS. KAHN:

Q
A
Q
A
Q
A
Q
Q

> O »*» O

Do you recogni ze this document?

| don't recall seeing it before.

So these are presentation slides fromMP, correct?
The title slides says it's fromMchigan State Poli ce.
Does DPD's I T department receive training from MSP?
The I T department?

Yes.

We have people who naintain like the MCIJN portal. W
have |ike, the state police does our CJIS audits, stuff
like that. But not, there's not, | said not, not, it's not
like they're down here training side of to do stuff.
And was that the sane in 2019?

Yes, pretty nuch

Is IT aware of MSP's, FRT general practices?

Does it know what MSP's practices are? We kind of
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generally know what they do, but not, | don't know what

they're, they do their thing up then Lansing and we're

here.

Q So in 2019, did DPDs IT department train crinme intel about
how FRT and Dat aWr ks wor ks?

A No.

Q Ckay. Do IT train detectives about how FRT or DataWrks
wor ks?

A No.

Q Are exam ners trained that they can still return an
investigative lead to detectives even if the photo they
identify as an investigative |ead appears that only one of
the algorithms results?

A | don't know. Because that's what ClU woul d've been doing
with the investigative units.

M5. KAHN: Wiy don't we take a little break?
(Of the record)
(Back on the record)

BY MS. KAHN:

Q So just kind of going back a little bit; are you aware of
research with differential accuracy rates that perform
wor se on darker skin people?

A | have read articles about that.

(kay. And African American people?

A Yes.
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And NI ST provides training data. You mentioned that
earlier. |Is that being used in terns of is that being

i mpl enented by DataWorks before DPD is inplenmenting it or
back in 2019?

| don't know. | believe it's NEC and ot her conpanies.
That's the facial. The conpanies that devel oped the
algorithms are the ones who use the training, the training
images. So it's wouldn't be |ike Data Works. DataWrks is
kind of using -- I'musing the term APl Automatic
Programm ng Interface or software devel opnent kit. They
just kind of put hooks into the, and then whatever cones
out of it is what they use.

Ckay. So does DPD incorporate those trainings when they
install the training nodels?

No, that's all done by the al gorithm devel opi ng conpani es.
And back when DPD was runni ng DataWrks, who could run an
FRT search? Just people inside Crime intel or people
out si de?

It woul d' ve been anyone who was in the active directory
group that allowed themto run it. It was primarily, if
not exclusively people fromthe ClU

Ckay. And who are the other people in that group that you
ment i oned?

We woul d've had a couple of people fromIT to like the

webpage is down. Can you pull the page up? | don't know.
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It's been a long tine since | went at, | can't tell you
who was in there.

Ckay. And now when DPD runs DataWrks is that still or the
M--?

M Cl JN.

M CIJN. Sorry about that. Is ClU are they the only ones
running it or are there people outside ClU who are al so
runni ng that?

| think there's other people, but I, I don't know You'd
have to ask soneone fromCl U who's got them

And then just going back to one nore thing, so you
mentioned that textual data is included when DPD sends
photos over to SNAP. What textual data is included?
Compl ete list can be found in the |ist standards, but it
woul d be like first nane, |ast nane, mddle name date of
birth, state of birth, country of birth. There's like just
a lot of anything that goes into live scan. And there's
NCl has got a list too, but it's just, like it's just
demo. Some peopl e say denographic information. | don't
know why. NI ST, | think calls it textural data.

Ckay. And then one last thing is you tal ked about the
optimal nunber of pixels per foot. Is there a standard
witten down anywhere that tal ked about ?

You mean |ike within the police departnent?

Yeah.
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Not that |I'maware of. There's stuff |'ve seen. we tend to
use a | ot of access cameras and access on their website.
W'l have, like, if you want to do license plate
recognition, you want this. If you want to do facia
recognition, you want that. And |ike when we're putting up
our own caneras, we try to optimze

Ckay. And is there a policy in place regarding optim zing?
No. Optimzing the cameras. That's configuring a canera
we're putting up to ensure that good images are captured.
Ckay. depending on what your use case is, what your, what
your goal is when you put a camera up

So are there objective nmeasures of probe photo quality
that can determ ne whether an image is suitable to submt
for an FIT search?

As what we're just talking like ones that are used by
crime intel?

Yes.

| don't know if they use any, but there are tools.

Ckay. so what happens if a probe image with a | ow nunber
of pixels is submtted in DataWrks?

Vell, it just goes through. | don't knowif they, | never
heard of anything. It would stop it from being used.

(kay. So DataWrks will still attenpt to generate

candi dat e nat ches?

| believe so, yeah. |'ve never, never tried it, but,
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Q And if DataWrks generates candi date matches, how can the
crime Intel exam ner assess whether a | ow pixel count
image is actually a match to any of the candi date imges?

A They have their processes. |I'mnot sure what they do.

Q Ckay. And then is there any setting or configuration in
Dat aWorks to enforce |ike the factors or neasures they
take into account in DataWrks?

A | don't know.

Ckay. And do you know who configures DataWrks to do that?

A That Dat aWwerks was the only person who could configure the
backend.

Q Ckay. And if a photo is not suitable for an FRT search do
crime intel personnel ever process or alter the photo to
try to make it nore suitable for an FRT search?

A You' d have to ask them

Q Ckay. Do you know what happens after the exam ner has
decided that the probe image is adequate for an FRT
search? Do you know what happens next?

A No.

Q Ckay. Sorry, I'mjust going to pull another exhibit out.
Sorry, lots of folders.

M5. KAHN:  So | would | want to introduce
Exhi bit number 9 as well as Exhibit nunmber 10.
(EX-9 & 10 narked for identification.)
BY M5. KAHN
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So just |ooking at nunber 10, the second docunent | passed
you, have you seen this directive before?

| would say no.

You can take a mnute to look through it as well.

Yeah, no, | don't think I've seen this one.

VWhat data is |ogged automatically by DataWwrks?

Vell, we're getting to the back end there. | nean, |

don't, | know you can pull up, | believe you could save a
search and pull it back up. | don't know what words in
their log files or what was saved. Yeah, that's, you'd
have to, if you get like a detailed answer for that
question, you'd have to ask DataWrks.

Ckay. So just turning to subsection 7.8. So page seven
question nunber eight, that is. Apologies. Could you just
read that out |oud?

Par agraph ei ght?

Yes.

Queries made to the departnent's facial recognition system
will be logged into the system identifying the user,
initiating the query, all user access, including
participating agency access queries are subject to review
and audit.

(kay. So what data is stored about each query?

The way |'mreading that is there's the facial recognition

system and then there's another systemthat's recording
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searches. So DPD woul d have some spreadsheet or sone

equi val ent thereof to keep track of searches. | have to
read the whole thing to figure out which systemthey're

t al ki ng about.

So how is this data saved?

' mreading that they have two system There's a facia
recognition system and there's a systemthat they keep
track of things. So that's whomever would -- |'msure you
got soneone fromClU coming in. |I'd ask them where they
kept track of it.

Ckay. And then if you just | ook down to the next one,
nunmber nine on that. So you can just read it for a second.
Qut | oud?

You can just read it to yourself.

Ckay. Thank you

So under section nunber nine it says that the direct, the
directive requires that this audit trail be kept open for
at least a year, correct?

Yes.

So how long is the audit trail kept for?

This auto-trail they're referring to here?

Yes.

Yeah. You'd have to ask. Ckay. Because they're, | know
they're using the termaudit trail, which technically to

me means something that's automatically generated by a
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conputer. | think they're kind of referring to their
spreadsheet, whatever they're using to keep track of it
here.

Ckay. And then going back to the canera quality and the
pi xel s that we were just tal king about before this how
woul d you know how to configure the camera in order to
ensure quality?

Like if I"mconfiguring a camera?

Sure.

Many caneras have a built-in device where you can set make
a square or draw a square or rectangle and tell you how
many pi xels are contained within that. And then it -- you
do your old ISO least triangle, so you make sure you got
the right angle and you figure out how nuch x nunber of
feet away. do tests with license plates or have soneone
stand there. So to, if you're doing, you have soneone
knows what they're doing with the camera, there's a
variety of things you can do.

s that what DPD does?

DPD doesn't put canmeras up.

Ckay. So who is ensuring that the caneras that they're
using for their probe photos or --

Probe Photo are in the wild, that's just Iike that those
are |like sone, yeah, the inage that | saw here for this

one was |like froma bar or something. Not a bar. A store.
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(kay. okay. Thank you. And today when someone in DPD wants
to run a search through MSP system does the DPD person
directly run the search and get the full gallery of
potential natches?
| would say | think so, but I, |I have not used M ClJN for
a long tine.
Ckay.
10, 15 years --
O is it that MSP runs the search and returns one
investigative |lead to DPD?
Sorry.
Oh, no worries.
| think they tell you -- what song that's from Yeah. |'m
sorry, can you repeat the question?
So when soneone today at DPDis trying to run a search
t hrough MSP system does the DPD person directly run the
full search and get the full gallery of potential natches?
Yeah. |'mpretty sure they do.
Ckay. So it's not that MSP runs the search and returns
just one investigative |lead to DPD?
Ri ght.
Ckay. Excellent.

MS. KAHN. Can we take another break?

(O f the record)

(Back on the record)
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EXAM NATI ON

BY MR CUNNI NGHAM

Q

(kay. M. Fennessey, earlier we |ooked at Exhibit 10 and
we | ooked at section 307.5, subsection eight, and | think
you said that you were not famliar with this docunent. Is
that correct?
Correct.
Ckay. Do you have any personal know edge about the systemns
identified in subsection eight?
Vell, | the facial recognition system yes. The other
system| refer to, no.
Ckay. Do you have any personal know edge about the logs in
subsection ei ght?
| do not.
Ckay. And do you have any personal know edge of the audit
trails referenced in subsection nine?
| woul d say no because it's confusing as to which one --
what they're talking about.

MR CUNNINGHAM  That's all 1 have.

M5. KAHN: Geat. Well thank you so nuch for
your tinme. We really appreciate you comng in.

(At 11:55 a.m, deposition was concl uded.)
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CERTI FI CATI ON

STATE OF MCH GAN )

COUNTY OF QAKLAND )

| certify that this transcript, consisting of

fifty-five (55) pages, is a conplete, true, and

correct record of the testinony of John Fennessey,

taken in this case on Thursday, April 6, 2023.

| also certify that prior to taking this

deposi tion,

truth.

John Fennessey was duly sworn to tell the

| also certify that | amnot a relative of,

enmpl oyee of, or an attqﬁney for a partjrﬁﬁ

financially interested':nfthe action.

AL

Megan Price, CER 9296

Notary Public

Maconb County M chigan

My Conm ssion Expires: 03/29/2026
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