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About the Global Advisory Committee

The Global Advisory Committee (GAC) serves as a Federal Advisory Committee to the

U.S. Attorney General. Through recommendations to the Bureau of Justice Assistance (BJA), the
GAC supports standards-based electronic information exchanges that provide justice and public
safety communities with timely, accurate, complete, and accessible information, appropriately
shared in a secure and trusted environment. GAC recommendations support the mission of the
U.S. Department of Justice, initiatives sponsored by BJA, and related activities sponsored by BJA’s
Global Justice Information Sharing Initiative (Global). BJA engages GAC-member organizations
and the constituents they serve through collaborative efforts, such as Global working groups, to
help address critical justice information sharing issues for the benefit of practitioners in the field.

This project was supported by Grant No. 2013-D6-BX-K001 awarded by the Bureau of Justice Assistance, Office of Justice Programs,
in collaboration with the Global Justice Information Sharing Initiative and the U.S. Department of Homeland Security. The opinions,
findings, and conclusions or recommendations expressed in this publication are those of the author(s) and do not necessarily reflect the

views of the U.S. Department of Justice or the U.S. Department of Homeland Security.
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Purpose

This document identifies recommended actions and
guidance {or state a ﬁd major urban area fusion centers
ffti‘«ifm centers) to integrate information technology,
cybersecurity, and cybercrime’ prevention (oybaer)
irlie,fﬂzmmo and rlﬁ(ii’v’(i\ capabilities. Development of
these capabilitios will inform local, state, and national
detection, mitigation, response, recovery, investigation,
and criminal prosecution activities that support and
maintain the United States’
cyhersecurity.

This document is an appendix
to the Global hustion
information Sharing Initiative’s
({Globaly Basefine C Jf’di}lf fes
far Bfate and Major Urban
Area Fusion Centers {(Baseding
Capabilities}

This document does

not identify additional
requiraments for fusion
centers, Rather,

fusion centers that choose to develop
and support a cyber capability, it identifies how the

fusion centers can effec vaiv miowmio the information,

resotrces, personnel, and expertise of cyber partners ?

1 Cybercrime, as defined in this docurnent, is “any violation of
federal, state, or local statute or malicicus or suspicious activity in
which a computer, a netwerk, or a device is an integral component
of the violation.” This definition penerally excludes child
pornography or identity theft me .
2 Cyber partners, as defined in this document, are “any pmsf)mwl
ar entities with whorn the fusion center has a wk‘mf)ran(imn of
Understaniding (MOU), a Memorandum of Agreement {
Nm“;(iiscl(esure Agreernent INDIAY, or a ¢ similar contract.”

5

This document does not identify additional
capabilities for fusion centers. Rather, for fusion
centers that choose to develop and support a cyber
capability, it identifies how the fusion centers can
effectively integrate the information, resources,
personnel, and expertise of cyber partners, cyber
stakeholders, and the cyber community, leveraging
these entities” cyber intelligence and expanding

fusion center information/intelligence sharing

processes.

smmunity® to

akeholders,” and the oybe
usion center infon miiun'mt@iiigs’:‘m:e sharing
processes. This decument also illuminates the value

ac hl(“’(‘d when federal, state, local, tribal, territorial
{(FSLTT), and private secior organizations work with fusion
centers and the many opportunities for establishing
relationships with the fusion center,

cyber
enhance

3 Cyber stakeholders, as defined iny this decument, are “any
personnel or entities with whom the fusion center has an
sstablished, ongoing, and dose relationship that involves the

of information and/or intelligence.”

sdefined in this docurment, indudes
- and members of the Fusion Liatson

exchat
e cyber community,
“eyber partners, stakeholders
Officer (FLOY program.”
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The capabilities in this document are intended to be
complemeantary 1o those described in the Baseline
(:;;apabiiiiiw document. They are organized and
numbered to correlate directly with rh(‘ capabilities listed
in the Baseline apab:ia ies document; for example,

AT b or LA A, For the sake of brevity and clarity, only
thuse items that are directly relevant to the integration of
cyber capabilities are included in this a,ia)amnent

Recognizing the value and importance of incorporating

cybes magm&nia fes into the fusion process regjuires an
understanding of the evolution of the terms “information”
and “ind (‘Eii**(‘n( e” a5 they pertain 1o the current homeland
security environment. Though once thought of as
relating only to prevention, protection, and inves stigation
missions, Information and intelligence are now also
racognized as important elements in support of the
preparedness {or and execution of response and recovery
missions, These missions are performed by departments
across the emergency services sector, including law
enforcermnent, fire service, and emergency management,
as well as cybersecurity and information technology (IT)
fiems, critical infrastructure (CH owners and operators,
nongovernmental organizations, and the private sector,
This document is written on the premise that information
and intelligence serve all homeland security parﬁsw '
across all mission areas, and the integration of cyber
capabilities can only serve 1o better prepare all partners.

Cyber Community’s Role
in Meeting the Baseline
Capabilities

The Baseline Capabilities document describes the process,
management, and administrative requirements for a
fusion center to perform core cyvber functions, A fusion
center’s cybor community may include FSLTT government

entities and law enforcement, academia, the private
sector, and C owners and operators, Integrating the
cyber community into a fusion center does not require
additional core ¢ alprif}ﬁaiﬂlt“f but simply the incorporation
of thelr information, intelligence, expertise, and rescurces
into the existing fusion conter operations.

A cyber attack can be as devastating and effective as a
physical attack, while remaining more difficult to detect,
mitigate, respond to, recover from, investigate, and
prosecute. Incorporating the cvber community will aid a
fusion center in achieving its all-arimes and/or all-hazards
mission,

The Baseline Capabilities document states

that the all-crimes approach “incorporates
terrorism and other high-risk threals into the
existing crime-fighting framework, to ensure
that possible precursor crimes are screened and
analyzed for finkages to farger-scale terrorist or

other crimes.” (page 43)

All-Crimes: Cyberthreats can be integrated into existing
crime-fighting frameworks, both as a type of arime and

as a f.,,umpunem of other terrorism and criminal activity.
Whaen provided with training regarding law enforcement’s
and homeland security’s cyber missions and protocols for
re ;mama? observed suspicious activities and behaviors,

the cyber community can provide fusion centers with
information, malicious indicators, and potential precursors
of cyber activity, terrorism, and uthm criminal activity,

Such information may include Internet Protocol (IF)
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provide detection, mitigation, response, and recovery
activities: and are able to assist law enforcement Wlfh
a variety of surveiiﬁan(te, detection, and prosecution

The Basefine Capabilities document states that the

all-hazards approach “means that the fusion center capabilities. The cyber community is embedded in the Cl
community, which relies on the conflidentiality, integrity,
has identified and p;‘jo;‘jfized {ypeg of ina}i{)r disasters and availal ﬂilEV of cvber networks, The C owners dﬁl,f
Operatons carn ht;Ep sdent:iy existing vulnerabilities and are
and emergencies, beyond terrorism and crime, that also an important part of the response to and recovery
from the consequences that various threats present. The
could occur within their jurisdiction and gathers, perspective of the cyber commuunity adds an impaortant
dimension to all-harards risk assessments, preparedness
analyzes, and disseminates information which would activities, and mitigation operations,
assist the relevant responsible agencies...with the The relationship the cyber community has with &
fusion center depends on & number of factors unigue
prevention, protection, response, or recovery effarts to each AOR, R()(Jrlrdip < of 1p<tiuhiam cach fusion

center should view the oyber community as important
contributors, consumers, and collaborators for its afi-
crimes and/or all-hazards information and intelligence

of those incidents.” (page 43)

Prissions,
addresses, signatures,” and hashes® associated with = As contributors, ovber community personnel have
known mais{.aou:« activity; detailed information on new the ability to share risk information with & fusion
tactics, technigues, and procedures (TTPs) or actors; and center on suspicious activity or ayber indicators
insight into trends indicative of a pattern of malicious ard warnings.

activity, Cyber subject-ratter experts (SME) can also
provide s«pﬁmsalz;ﬁi expertise in interpreting and analyzing
raw information, such as log files, malware code, and
abnormal (’ompui{ﬂr activity. This may aid fusion centers
in achieving a better understanding of threats within
& ('(‘Jmmumt\, and nationally. Likewise, fusion centers
can share relevant cyberthreat information with the puion e officet
cyber community, such as indicators associated with a i
new threat actor or a new pattern of activity detacted
elsewhere and likely to spread into the local area of
responsibility (AGR).

The Fusion Liaison Officer

Cybersecurity Toolkit

is designed to be a

COIT?,()i“E‘hSI?SiV@ resgurce

All-Hazards: Cyber technology is integral to our way of
fife, with major disasters affecting cyber infrastructure

and capabilities while relying on n_ybt technologies for
recovery, When g’)r(wid@d with information regarding the
potential effects of natural disasters on cyber infrastructure
and capabilities, the cyber community has the gm!:——*n tial
to aid in prevention, response, and recovery efforts. As for FLO training on cybersecurity and cyberthreat
incident responders, menbers of the oyber ¢ (=mmuam» ' ) '

are aware of the cyberthreats facing the community; indicators and shares best practices on policies

that Fusion Liaison Officers
(FIOs) can use fo enhance their

cybersecurity training. The toolkit provides support

and procedures for cyber awareness, reporting,

atures are characteristic or distinctive patterns that can
ached for or that can be used in matching 1o previously indicators, training, and sharing information in
identified attacks.

6 Hashes are o numerical value resulting from applying a accordance with federal guidance and privacy, civil
mathematical algorithm against a set of da_z, such as a file. Hashes e i
uniquely identily files, pictures, passwords, ete,, such that a
comparison of h ashed v:;is,ae:s will determine whether two files,
pictures, passwords, ete,, are the same.

rights, and civil liberties protections.
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»  As consumers, cyber community personnel have
the ability to take action on appropriate and
timely unclassified and/or classified threat and
situational awareness information and intelligence
that will enable themn to better guide thelr
preparedness activities and enhance their ability
to detect, mitigate, respond to, and recover from
the ccourrence o indicators of human-caused or
natural incidents.

o As collaborators, cvber community personnel
have the ability to provide xub;of{ miatter
expertise and can aid in the receipt, analysis,
prodiction, and appropriate dissemination of
inteligence products,

Cyber community personnel may be embedded within
the fusion center, act as analysts or SME resources for the
fmmn center, or be members of Fusion Liaison Officer
FLOY programs. Cyber community personned can ako
reach back to a multitude of experts and resources
within the FSLTT and private sector ovber community,
including the personnel and rn;om ies responsible for the
cybarsecurity of government, private, and Cf networks
and systems. These extended resources can provide
information and intelligence regarding thelr areas of
expertise, including Industrial Control Systerns (1C5),
cybarsecurity and ¢ ’»Ewa{ rime, and the development of
software, Emrdwrm), and emerging technologies, as well

as provide contacts within cyber subsectors, including
Internet Service Providers (I5P), Web site hosting
companies, and mobile platform comparnies.

Incorporation of the oyber community’s information into
the fusion center’s collaction, <11M3\m£<~, and dissemination
of information and intelligence pro enhances

the collective homeland security effort. Fusion center
engagement with the cyber community supports the
detection, mitigation, response, recovery, investigative,
and criminal prasecution efforts of all homeland security
partners through the development, analysis, and ximmngj
of relevant information and in telligence,

Recognition of the Value
Added by Cyber Engagement
With Fusion Centers

C‘y!}e’:‘a'f“@f‘tz rity is une of the most serious economic
and national security challenges, and vet it is also one
that FSETT law enforce ment, homeland security, and
information technology entities continue o struggle
to integrate into daily operations. The investigation of
computer infrusion matters requires investigators dn{i
analysts to possess undgue skill sets Hr.,)wevt;a, a wi
variety of arimes now incorporate cyber elements,
including narcotics, human, and firearm trafficking;
counterfeiting; child exploitation; the sale of contraband
and Hlegal goods; fraud; burglary; and homicide,
requiring all investigators and analysts to have some fevel
of cyber knowimﬁge.

Fusion centers are uniguely positioned 1o further
cybersecurity objectives by promoting cyberthreat
information sharing, analvsis, and dissernination betwesn
the state, local, and private organizational level and

the federal level. The Nalional Responise Framework
{May 2013}, the National Preparedness Guidelines, the
National Institute of Standards and Technology (WIST)
Cybersecurity Framework,” and multiple Presidential

7 The NIST Cybersecurity Framework is & voluntary framework,
based on existing sta ;(Elmj,;, gutdelines, and praciices, for
reducing oyber risks to aritical infrastricture, created as a result
of Presidential Executive Order 16363 “Improving Critival
Infrasiructire Cybersecurity” The framework creates a common
taxonory and mechanism for erganizations to desaribe their
current cybersecurity posture, describe their target state, identify
and priotitize opportunities for improvement, assess progress,
and communicate with internal and external stakeholders about
cybersecrity risk. Fusion centers can use the framewnrk 1o
learn about the Clowners” and operaton’ current risk state and
determine what information and intelligence may be of value 1
share.
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executive orders have Ecmé out speci Hic capabilities and
recammended cybearse ces that include
improving the U.S. wbmam urity posture, advocating the
migration to more secure technologies, and strengthening
mfur nation sharing among FSLTT and private sector
<yE’)«'~1' stakeholders. Supporting programs, such as the
L5 Department of Homeland Security (DHS) Criticad
m frastructure Cyber Community C7 \/{}Euntdry Frogram,
assist stakeholders in the adnptmn and use of best
practices and refevant information sharing programs,

fmproving the national cybersecurity posture requires
understanding and sharing information related to
malicious cyberactivity, building a network of trusted
individuals, aligning operations to create a long-term
and sustainable risk management strategy that pmv;czkxs
for a changing fE‘\E"F‘{iEL environment, and maximizing the
effective use of resources, Fusion centers are focal points
for information e:sharm s and are essential in understanding
and disseminating information and intelligence. Fusion
centers should collaborate with aritical cyber partners
and/or stakeholders in their region to help ensure that the
following resources are in place:

Access o and participation in g fusion center
robust information sharing processes that aii(wv
the movernent of refevant and timely open
sowrrce, unclassified, and dassified mi,«ﬂii)genczze
and information that support routine and event-
specific threat analy

Coordinated cyber policies, programs, and
incident response plans that address known and
potential threats,

Exchange of subject-matter expertise.

Processes that allow for cooperation with law
enforcement and prosecutorial efforts,

The potential for regular and ongoing oyber risk
assessments, as well as a process to 1den tfy and
address sector interdependencies to allow for
efticient information sharing and alfocation of
resources and the response to threats.

Tools and processes that are flexible and
adaptable, allow for rapid adaptation to an
evolving threat environment, and incorporate
fessons learned and effective practices,

5
7

DHS-001

Fusion Center
Cyber Toolkit

in recognition of the fact that
fusion centers” cyber programs
will require certain fundamental
components, such as frained
cyber personned, and that
individual development of
these components may be difficult
for a fusion center with imited cvber knowledge,
a Fusion Center Cyber Toolkit {Toolkit) for developing a
fusion center ovher program is available, Designed asa
fusion center C\fbﬁr program-in-a-box, the Toolkit con
aseries of docurnents that can guide fusion centers in
building and running their zy[*;a r programs. Included in
the Toolkit are:

fairns

job descriptions for strategic, technical, tactical,
and supervisory intelligence zmaivm and a sworn
L,‘;/EJQ investigator pf}s:iiun.

A chart identifying the key knowledge, skills,
and abilities (K5As) that cyber pe mmnoi should
develop within the first year.

A cyber career path cutiine with general
recommendations for developing cyber
personnel’s KSAs.

A dist of available organizations, campaigns,
training, resources, and assessments that may
assist in KSA development or outreach efforts,

A fimited list of industry standard certifications
that cyber personnel may reference during the
iob i-lppisa,dtmn process or during thelr careers.

A cyher intake questionnaire template that may
be used to guide responses to cyber callers.

Communications maps to guide ocutreach efforts.

A cvberthreat actor definition to ensure that
fusion centers use definitions similar to thase in
use by federal and other agendies.

Accopy of the DHS National Cyber Exercise

and Planning Program: Cyber Tabletop Exercise
Package, to aid in designing and facilitating cyber
tabletop exercises.

A copy of the FIO Cybersecurity Toolkit for fusion
centers that are adding cyber to existing FLO
prOgrams.

/ Cvber Integration for Fusion Centers
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» A copy of the Law Enforcement Cvber Incident
Reporting guide fj elineating the different ways
in which law enforcement partners can report
suspected or confirmed oyber incidents to federal
partners.

The Toolkit s available to &l fusion centers via the
Homeland Security Information Network-Intelligence
Community of Interest (HSIN-Inted), the HSIN Cyber
Intelligence Metwork (CIN), and the Multi-State
information Sharing and Analysis Center (MS-1SAC).

/ Cvber Integration for Fusion Centers
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Cyber Integration for Fusion Centers

w

strategic intelligence that focuses on the integration of
international, national, and domain-specific intelligence
with cross-programmatic issues pertinent to national
security and public safety, as well as specialized case
support and highly technical intelligence. The Indusion
of tactical analysis allows a fusion center to support case
development with rescurces and expertise that are not
widely available,

A. Fusion Center Operational
Determination

Tor achieve the specific needs of the ADR, a {usion center

should designate its operational focus on strategic analysis,
technical analysis, tactical analysis, or a combination
thereof.

»  Strategic analysis - Aisparate bits of
ntegrated views on issues of

information to form | 4 B. Piaﬂﬁiﬁg an Ci

national securlty and public safety and provide
an overall picture of the intent and capabilities Re q&ir@m@r&tﬁ ﬁ@‘ve}@pmen‘%
of malicious oyber actors; tools; and TTPs
through the identification of trends, patterns, and . .
emerging risks and threats. Intrastate Coordination
Fusion centers should partner with other fusion centers,

= Technical analysis asse specitic, potential FSLTT government agendcies, and cyber stakeholders
incidents related to investigations and events, to develop and implement plans to coordinate cyber

provides specialized technical case and
operational support, and produces highly
technical intelligence, such as intelligence derived
from forensic analysis and reverse enginesring
malware.

The Toolkit contains cyber cormmunication maps

for strategic and technical fusion centers. The maps

o Tactical analysis assesses specific, potential
events and incidents related to near-term time
frames and provides case and operational
support, primarily in the form of raw information.

provide guidance for outreach efforts and indicate
valuable points of contact and recommended

.. , inf 1 flow:
A fusion center that addresses both strategic and nformmation flows.

technical cyber analysis has the capability to provide
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information and intelligence sharing with regional cyber
ShiEs, in both the public and private sectors, and the
cyber community. The plans should delineate who is
responsible for disseminating what types of products

and to whom. Other disseminators of cyber intelligence
with overlapping AORs that may ove rEag) with the fzm(m
center’s may include the state Homeland Security Advisor
{FH5AL E'mw sency Operations Centers {(EOCs), Offices of
the stare Lhiof information Officer (CIO) and the Chief
Information Security Officer (CISO), and 1T depariments,
as well as InfraCard, the Federal Bureau of Investigation's
{FB Cyber Task Foree (CTF), the ULS, Secret Service's
(LSS5 Flectronic Crimes Task Force (FCTF), and local
working groups. Collectors of cyber information and
mEoEEts)wncv may inc iudo the H dr p&rtma nts of state,

pmam 50 tur as W flfi as #c mﬂmm and f“ybmwcursiy
researchers and organizations. [BCLAT, page 12]

Information Sharing and Analysis
Organizations (ISAQO) and Information
Sharing and Analysis Centers (ISACs)
Fusion centers shoudd partner with I5AOs and 1SACs,
especially the MS-15AC, to develop and implement plans
o coordinate oyber information and intelligence sharing,

Risk Assessment

Fusion centers should collaborate with the cyber
community o incorporate relevant 11, cybersecurity, and
cybercrime information and analysis into statewide and/
or regional risk assessments that identily and prioritize
threats, vulnerabilities, and consequences to or within the
AR IBCLAZ, page 12|

o Fusion centers should use available national and
statewide risk assessments and other relevant
products that identify patterns and trends
reflective of emerging threats in the development
of statewide and regional risk assessments,
(BCLA2.3, page 12]

»  Fusion centers should partner with the ayber
community to develop appropriate cyber risk
sstrents and share those risk assessments with
officials and key stakeholders, [BC.LA2.b, ¢, page

121

= Fusion centers should post all cyber anabytic
products to HAIM-Intel, in accordance with
annual Homeland Security Grant Program
requiremnents, IBCLAZ. d, page 121

Information Requirements

Fusion centers should work with the cyber community to
define, document, prioritize, and vgmia ty update cybor-
specific Standing Information Mee s (SINsT for the center
and the cybaer community, inclusive of establishing goals
and objectives for collecting, produding, and simrmg
information. [BCLAS, page 13

Suspicious Activity Reporting (SAR)
Fusion centers should develop, implement, and maintain
plans W incorporate suspicious cyber activity and
incident reporting, consistent w it the Law Enforcement
Cyber Incident Re porting Unified Message, the SAR
Unified Message, q-m:,i the Nationwit Suspicious Activity
Repuorting (5AR) Initiative (NSh 5AR Data Repn»;itorv
{(SDRY, including the FBY's eGuardian program. [BCLA4,
page 13

The Toolkit Organizations, Campaigns, Training,
Resources, and Assessments document contains
further information on many of the available
resources that fusion centers can adopt and use to

further cyber programs.

= Baseline Capabilities LA ¢l states that fusion
centers should support the development of
“outreach material for first responders, public
safety, and private sector partners and the
pubia{ o echicate them on gnizing and
reporting behaviors and inc idents indicative of
criminal activity associated with international
and domestic terrorism.” Fusion centers should
extend this effort, along with advocating for the
associated protection of privacy, civil s :ghiw and
civil liberties, through the Fusion Liaison Officer
(FLO program. Additional resources are avaifable
through ongoing cyber campaigns, including Stop.
Think.Connect™ and Mational Cyber Security
Awarenass Month (IMUSAM), [BCLAG o, page
131

<

o Some cyber SARs may inclode information
refative to known international terrorist
organizations or potential domestic terrorist or
ariminal issues, Fusion centers should determine
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whether these matiers should ba iny
teprarism or only criminal matters be
following guidance:

Hgated as
wed upon the

°  SARs with only a criminal nexus should be
reported as cyber 5ARs consistent with the
FBYs eGuardian prograny,

= SARs with a potential terrorism nexus and
consistent with the behavioral criteria listed
irt the Information Sharing Environment-
Suspicious Activity Reporting (15E-5AK)
Functional Standard should be submitted to
the SOR as shared counterterrorism I1SE-SARs.

The term “ovber attack” is one of the 16 ISE-5AR
behaviors outlined in the Functional Standard.

The determination of whether a particular oyber
SAR is finked to terrorism and subject to being
shared via the SDIR relies upon the analyst’s
application of NS training on the review and
submission of SAR In accordance with the
Functional Standard and the SDR concept of
operations (CONOPS). Consideration of the
known actorts}, the targeted T infrastructure and
associated vulnerabilities, ikely consequences,
and historical background are all key to making
such a determination.

Fusion centers should use and promote federally
provided outreach and training resources, such as
ih? DHS Critical Infrastructure Cyber Community
Yoluntary Program, DHS (",‘,'bvr Information
Simrmg and Collaboration P rogram (CISCP)
Enhanced Cybersecurity Services (ECS), Cyher
Security Evaluation Program (CSEP), and the FBI's
CyberShield. Fusion centers should also promots
cybersecurity awareness campaigns, such as Stop.
Think.Connect™ and National Cyber Security
Awareness Month, to increase and magnify the
cyber community’s and citizens” awarensss
and magnify fusion center cyber resources.
BCLA4CL | pages 13-14]

Alerts, Warnings, and Notifications
Fusion centers should ensure that cyber alerts, warnings,
and notifications are disseminated, as appropriate, 1o the
cyber community and that those provided by the cyber
community are dissemninated, as appropriate, to the
federal government. [BCLAS, page 14}

Situational Awareness Reporting

Fusion centers should develop plans and processes to
ensure that cyber alerts and warnings are reported to key
officials and the public, as appropriate. IBC.LALG, page
144

The MS-ISAC hosts threat and event alert-level
maps, which are updated by state governments on
a weekly basis and provide a common operational
picture of the SLTT cyber alert and event levels.

Access is available through the MS-ISAC.

Data Sources

Fusion centers should work with cyber stakeholders to
identify and, if appropriate, request access to relevant
cyberrelated strategic, technical, and tactical data
resources or systems. Recommended data sources
include HSIN, MS-15AC, the National Fusion Center
Association™s (MFCA) vanr Threat Intelligence (CTH)
group, CISCP iGu di‘(ilrm and the Internet Crime
Complaint Center (1C3), as well as state [SATCs and EOCs
and private sector resources. Fusion centers should also
ensure their data is made available to federal partners,
[BCLAY, page 14]

Coordination With Response and
Recovery Officials

Fusion centers should work with oyber partners to ensure
that information sharing and analysis capabilities of

the centers are leveraged (o suppart the response and
recovery from cyber, criminal, and terrorismy activity and
natural disasters. In accordancos with Considerations

for Fusion Center and Emergency Operations Center
Coordination: (omoro‘zm,; @ Preparedness Guide
{CPCG) 502 May 2010, plans and procedures should

e updated o mrim o cyber moles, responsibitities, and
mechanisms for sharing miu mation and should be
identified and communicated o all relevant stakeholders,
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including EOCs and emergency management agendies,
{BCLAS, page 14]

Information Sharing Coordination
Fusion centers should Integrate cyber partners and/or, if
necessary, develop, implement, and maintain plans and
procedures {or sharing information with cyber partners
and stakeholders, Cl owners and operators, and the
private sector. Fusion centers should include in the

plan the procedures to disseminate alerts, warnings,

and notifications and other relevant analytic reports to

Cl sectors and/or private sector entities that are affected
by or vulnerable to the threat. Fusion centers should
determine their apability to assist during a cyber incident
response and ensure that partners are aware of the fusion
center's capability to assist. [BC.LAY, page 15

Relevant exercises may include the national Cyber
Storm and Cyber Cuard exercises and local exercises
hosted at the state and local level in response to
specific incidents, events, or needs. Exercise play
may be achieved by contacting the state CI50,

the Homeland Security Advisor (HSA), the state
Adjutant General (TAG), focal National Guard

offices, and MS-1SAC.

Exercises
Fusion centers should participate in exercises conducted
by FSLTT and private sector organizations responsible
for maintaining the cybersecurity of varying netwuorks, in
orcer 1o create a comprehansive public-private approach
to cybersecurity preparation and readiness. In addition
fusion centers should include appropriate individuals
from the cvber community in exercises designed to
evaluate fusion center operations and information
sharing processes. Fusion centers should work with cyber
stakeholders to develop action plans to mitigate any gaps
in collaboration efforts that are identified during these
exercises. [BOULATY, page 15

C. Information Gathering/
Collection and Recognition of
Indicators and Warnings

Information-Gathering and -Reporting
Strategy

Fusion centers should develop, implement, and maintain

an information-gathering and -reporting strategy that

teverages existing capah;iaito\ and cyber partners and
stakeholders. [BCLB, page 16]

s The strategy should include the FLO program,
the M5-1SAC and other 1SACs, national and local
cvber working groups, CTE ECTE and InfratGard
and clearly outline the collection process,

= i a local working group does not exist to bring
together law enforcement and FSUTT government
officials to discuss cyber matiers, the fusion center
should work: to develop such a group.

Feedback Mechanism

Fusion centers should work with cyber partners and
stakeholders 1o integrate feedbac I mechanisms for cyber
information and inte Iisgwm e, both provided and received,
into existing feedback mechanisms, The feedback

mechanism, ideally in the form of an anonymous survey,
should allow partners to communicate the accuracy
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and value of the information and/or intelligence and the
effectiveness of incorporating it and shou id also allow
partners to make suggestions for improvement. [BC.LE.2,
paga 16}

Collection and Storage of Information

in collaboration with cyber SMEs, fusion centers shoudd

identify the mechanisms fur recelving, cataloging,

rataining, and querying cyber information and intelligence

at the centers in a manner that is consistent with the

centers” privacy, civil rights, and civil liberties protections,
Cyber information should include indi

compromise (d0OC), 1P addresses, domains, ralms( 25, and fika
hashes. [BC.LB.3, page 16]

s Jurisdictions have

practices reflecting case law that determine
how information may be gathered and what
information may be obtained before it s
corsidered an unreasonable search and selzure
as protected by the Fourth Amendment of the
LLS. Constitution. Collection and storage of
intelligence information should be maintained
in ac (:nzidm e with all applicable laws regarding
privacy, civil liberties, search and seizure, and
28 CFR Pamt 23,

established legislation and

» Fusion centers should work with local ClOs and
CISOs respons

ible for the fusion centers” network
operations to facilitate the receipt, sharing, and
guerying of cyber information and intelligence,

*  Fusion centers should, if applicable, be
knnwledgeable of local laws and regulations
regarding the search and seizure of cyber
information, as well as evidentiary handling.

»  Cyber information may contain personally
identifiable information (PH); prote health
information (PHI: pmt@.rted critical infrastructure
information (PCH); contidential business
information; information with classification

markings, dissemination caveats, or Traffic Light

Protocol (TLP mar!-{inqs {https:/fAww.us-cert.gov/

tp) Gsee r\;}g)m(iﬁx ; o other sensitive and/or

protected infor ﬂ"!rlli()ﬂ.

o Fusion centers should worlo with DHS's National
Cybersecurity and Communications integration
Center (NCCIC), the ULS. Computer Emergency

z iness Team (US-CERTY, and the MS-ISAL

ilitate the receipt, sharing, and querying of

er information and intelligence.

11/ Cyvber Irdegration for Fusiont

The Toolkit contains additional information on
STIX, TAXH, and Cyber Observable eXpression

(CybOX).

»  Fusion centers should work with relevant

FSLTT and private sector cyber partners and
stakeholders to eventually develop the ability to
share, process, and dnrﬂw e cyber information
at machine speef,i This should be arc omplished
through fusion center compliance and use of
arcepted standards for exchanging information,
including the use of the Mation: 1E m formation

[,\ff,,hcznge Model INTEM), Structured Threat
Information eXpression (ST language, and
Trusted Automated eXchange of Indicator
Information (TAXID, as applicable.

D. Processing and Collation
of Information

Information Collation and Levels of

Confidence

Fusion centers should collaborate with oyber parthers and
use the necessary tools n process and collate cyberthreat
information, indicators, warnings, of suspicious activity
and ensurs that cyberthreat information, indicators, or
warnings are relevant, valid, and reliable. [BCLCT, 2
page 171

o Fusion centers should leverage existing levels
of confidence and standardize cvber risk and
impact levels to ensure consistency among cyber
information and intelligence production,

The Toolkit contains standardized cyber risk and

impact-level language.

ters
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E. Intelligence Analysis and
Production

Analytic Products

Fusion centers shoudd update their production plans 1o
incorporate cyber-related analysis and work with cyber

partners and stakeholders to (if’w’iup any relevant, new

cyber products. These may include strategic, technical,

and/or tactical cyber information and zasioiilm e, Fusion

centers should also update their pmduci:un pE ans 1o

incorporate cyber-related analysis into producis pertaining
to other subject areas. {BCLDT, page 18]

Information Linking

Analysts and investigators focused on cyber matters
should work in gaarmﬂrahip with other fusion centers and
partner agencies to understand and identify links betwesn
eyber actors, TTPs, indicators, patterrs and trends,

and terrorism and ariminal information or targeting,
particularly targeting of Tl and key sectors, EP(, i, D 4,

page 19

Strategic Analysis Services
Fusion centers should provide strategic analysis for the
ADE served, whether they elect 1o poafurm as technical

cyber fusion centers or as strategic cyber fusion centers,
IBCLDLS, page 19]

Open Source Analysis Capability

Fusiom centers should make use of open source oyber
information and intelligence, including white papers,
guarterly and annual cybersecurity reports, news articles,
data dumps, and reporting by threat actors, [BC.LD.G,
page 19

Analyst Specialization

Fusion centers should consider allowing analysts and
officers to specialize in cvber information and intelligence
and consider the tmpimnmiafann of strategic, 1 *’“E 1ECF~1§,
and/or tactical cyber Intelligence Analysis position
(BCLD.7, page 19]

Analytic Tools

Fusion center analysts and investigators focused on cyber
issues should have the ne ary iuoi@ for the amzimc of
cyber information and data. These tools indude those
resources outlined in Global's Analyst Toolbox, as well as
those resources and tools described in the Fusion Center
Cyber Toollit. [BCLDLE, page 19]

The Fusion Center Guidelines document states that
“analysis transforms the raw data into products that
are useful . . . the goal is to develop a report that
connects information in a fogical and meaningful
manner to produce an intelligence report that
contains valid judgments based on analyzed
information.” One of the primary goals of a fusion
center cyber program should be to develop cyber
ntelfigence that key decision makers, who are not
well-versed in cyber matters, can understand and
use to determine future courses of action. The use
of a feedback mechanisr aflows the fusion center

fo evaluate and adjust intelligence dissemination in

order to better meet this goal.
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Reporting of Information to FSLTT

Partners

Fusion centers should ensure that refevant cyber

information or intelligence products are shared with
appropriate federal agencies—such as the DHS Office

of Intelligence and fmai‘ rsis (1&A), the NCCIC, and the

FBl—as well as pusted to HSIMN-Intel, and shared with

other fusion centers and ISAOs, including the MS-ISAC.

F. Intelligence and BC.LE3, page 20)

Iﬂf@i‘matiﬁﬁ Dissemination ¢ Relevant cyber information should be
coordinated through DHS and/or the FBl to

Dissemination Plan develop Intelliget e information Reports (HRs) for

Fusion centers should incorporate oyber stakeholders sharing with G“‘ 5. Intelligence Community (1C).

into thelr existing dissemination plans. Such plans
should document the types of cyber-specific products
tn distribute to the cvber community, the procedures for
doing so, and the appropriate mechanisms. IBCLET,
page 20]

*  To facilitate analyst-to-analyst exchange, fusion
centers should utilize HSIN, the MS-ISAC, and
the CTE as well as local working groups.

»  Fusion centers should create independent
cormunication paths for cyber information
and int flEEiwnz’“e consistent with classification
rmarking 1a~wmma?m n caveats, and TLP fevels.

»  Fusion centers should endeavor to produce
irformation and intelligence products at the
fowest possible classification and dissemination

level, in order to share the products as widely as ;. Reevaluation
possible.

= Cyber partniers should collaborate with fusion Fusion Center Processes Review
centers to identify appropriate members of the Fusion certers should consider the rapidly changing
cyber community to include in the centers’ cyberthreat environment when reevaluating their plans to
dissernination of information and intelligence update information requirements, collection plans, and
marked with a dassification, dissemination, or analytic production strategies and determine whether a
TLP fevel. move rapid review is necessary. [BCLEZ, page 21]

= Fusion centers should include the cyber
cormmunity in the dissemination lists for noncyber
products with possible oyber implications, to
enable the cyber community to readily assist with
incident response and mitigation efforts.
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Cyber Integration for Fusion Centers

A. Management and
Governance

Governance Structure

Fusion centers should consider the addition of a cyber
representative into the centers” governance structure,
IBCHAT, page 23]

o Inclusion of the state and/or major urban area
CIO and CI5G is recommended.

Mission Statement

Fusion centers should review and update their mission
statements, if appropriate, 1o ensure that the statements
convey the purpose, priorities, and roles of the centers
as thf;,,y pertain to oyber-refated activities, [BCILALZ,
page 24}

Collaborative Environment

Fusion centers should work with the cyber community

to identify cyber partners, stakeholders, and the

community at large; develop the roles and responsibilities

of each; and implement mechanisms and processes to

facititate collaboration. Mecharisms and processes may

inchude a need to adjust or develop a Memorandum
E_ﬁmjf.}rstan(ﬁng {MOU} or Agreement (MOA) or

Nondisclosure Agreement (NDA) between each center
and each partic l}‘rﬁli’l” oy bﬁr organization to help define
collaborative efforts, such as resources or personnel, and
ensire undor\mndlaw of all iev;;-ml information privacy,
civil hights, and civil liberties protections. [BCHLA.3, page
251

Policies and Procedures Review

Fusion centers should review and update their policies
and procedures manuals to reflect the incorporation

of cvber goals and policies and outline the roles and
responsibifities of cyber entities that are involved in the
centers, including privacy policies, security policies, and
center directives. [BCIHLAM4, page 26}

Fusion centers’ security policies should address the
nead, if applicable, to collect, store, and share malware,
ralicious code, and other indicators that may cause harm
when transmitted or stored through standard mechanisms
and techniques, inclusive of sharing with US-CERT, the
MS-ISAL, SLTT CI50s, oyber stakeholders, and the FBYs
Malware Investigator platform. The intake function for
potential harmful indicators should be separate from the
intake function for nonharmiul information.

QOutreach

Fusion centers should build relationships with oyber
partners, stakeholders, and SMEs to provide outreach and
communications to leaders, policymakers, and € owners
and operators regarding cyber resources and capabilities
available to them, the fusion process, the intelligence
cycle, the types of information to be shared with the
fusion center, and mechanisms to report this information.
[BCHLAG, page 26
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B. Information Privacy
Protections

Privacy Policy Review, Implementation,
and Audit

Fusion centers should incorporate cyber partners into

the review, implementation, and audiit of privacy policies
'Emi address gathering, analysis, and dissemination

of protected or sensitive cyber information and ﬂihﬂ
proprietary or personally identifiable information,
appropriate.

Privacy Protections

Fusion centers should collaborate with cyber partners to
ensure the incorporation of cyber-related information and
analysis into their operations in a manner that protects
privacy, civil righ::, and civil fiberties in accordance

with the centers’ privacy, civil vights, and civil Biberties
protections and all rlpph( able iaw

Privacy Policy Outreach

Fusion centers should work with cyber pariners to
develop and implement the necessary outreach and
training to ensure appropriate privacy, ¢ ivit rights, and
civil fiberties protections {or cvher mffsmmizon Cyber
stakeholders and fusion center p personne should
participate in ongoing and regular training. Cyber partners
should participate in av aaiabﬁﬁ privacy, © Mi rights, and civil
fiberties trainings, including fraining on 28 CFR Part 23, to
ensure compliance with fusion center privacy, civil rights,
and civit iberties policies and procedures, including social
media policies.

C. Security

Security Measures

Fusion centers should ensure that thelr security policies
alow for the timely distribution of information and
intelligence products to the center’s cyber stakeholders,
including the use of rIFIEiJE’ﬂ(‘tE'@d mecharisms o
imormnaio HOCs IBOILC 3. d, page 31

Baseline Capabilities Il.D.3.c.i states that “all fusion
center personnel—including analysts, intefligence
officers, and non-law enforcement personnel
assigned to the center (corrections, fire services,
public health, private sector, and othersi—assigned

both full-time, part-time, and on an ‘as needed’

basis should be included in the training plan.”

D. Personnel and Training

Staffing and Training Plan

Fusion centers should develop and document staffing
plans that support the incorporation of oyber personnel
into the fusion centers or define mechanisms to utilize
cyber subject-matter support from personnel who do
not staff the fusion centers. Because of the unique and
complex nature of oyber activity, fusion centers should
assign at least one analyst to cover cyber matters on
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%houﬁd i’usiun center cyber
should
(onwd: rassigning o b ringing in paaim ans 1!\, 815 and
cyber SMEs from the local cyber community 1o focus on
particular cyber specializations, as required by the fusion
center’s priovities, and/or to pu"f wide general subject-
malter expertise, (BCHDT, 2, pages 31-34]

at Etﬂaﬁi a p"-1r' t-time E‘aaf““

o Fusion centers should ensure that training plans
incorporate a base level of cvber awareness for all
emplovees,

= Fusion centers should consider facilitating
sponsorship of clearances for appropriate cvbher
partners, including CiOs, CI50s, and other cyber
stakeholders, to fa< Hitate analytic efforts and data
exchange.

Fusion Process Management

The intelligence manager position should be updated
to incorporate the addition of a cyber program into the
fuston center, [BCLD.2, page 18]

Enhancing Analyst Skills

Fusion centers should develop and implement a Tralning
and Professional Development Plan that provides cyber
analysts, sworn investigators, managers, and others in

The Toolkit contains documents that outline the
Cyber Intelligence Analyst Basic Skifl Set and

the Recommended Career Paths, which provide
additional guidance in developing fusion center
cyber rofes and knowledge, skills, and abilities. In
addition, it contains femplate job descriptions for a
Tactical Fusion Center All Source Cyber Intelligence
Analyst, Technical Fusion Center Cyber All Source
Intelligence Analyst, Strategic Fusion Center Cyber
All Source Intelligence Analyst, Fusion Center
Supervisory Cyber Intelligence Analyst, and Fusion

Center Cyber Investigator.

the chain of command with the appropriate KSAs to
handle cyber matters, inclusive of the fopics outlined

in the Fuuikni Cyber Intelligence Analvst Basic Skill Set
and the Toolkit Re ommomm Career Paths documents,
Recommended topics include basic computer,
networking, security, and communication knowledge,
atong with know Eodsw of cyber actors and TTPs,
[BCLDS, page 19

s Fusion centers should include internships and
mentoring partnerships with local and national
SMEs (0 allow cyber analysts to gain the reqguisite
KSAs 1o work oyber matters,

«  Apalysts and investigators focused on cvber topics
houhi be trained in dii relevant armﬂvi!( and
information protection regulations, procedures,
and considerations to ensure that ovber
information, as well as the information contained
within the cyber data, s appropriately gathered,
processed, analyzed, disseminated, protected,
and securad,

E. Information Technology/
Communications
Infrastructure, Systems,
Equipment, Facility, and
Physical Infrastructure

Information Exchange Within the

Fusion Center

Fusion centers should work with cyber partners to ensure
that the appropriate technological and physical solutions
are incorporated to allow for the appropriate integration
of {itvh@r interests inte the center's operations. [BCILEZ,
pni’ﬁ 4

o Fusion centers” technological solutions should
address the need, if ap pﬂlcabiv to collect, store
and share mabware, malicicus code, and other
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indicators that may cause harm when transmitted
or stored through standard mechanisms and
technigues, incdlusive of sharing with sharing

with US-CERT, the MS-SAC, SLTT CI5Cs, ovber
stakeholders, and the FBIs Malware Investivato
platform. Fusion centers should work with their
network owners and operators o ensure that the
intake function for potential harmiul indicators is
separate from the intake function for nonharmful
information.

= Cyber stakeholders should identify and inform the
fusion center of relevant iam&mzw, systems, and
networks available from cyber FSUTT and private
sector organizations to maximize information
sharing and analysis that relate 1o cyber
information. [BCHLE 2 b

Communications Plan

Fusion centers should collaborate with oyber pariners to
identify how they will communicate during an incident or
emergency, especially those requiring cvber expaertise, and

ensure timi communication capabilities are interoperable.
{BOCHE 3., page 33

18/ Cyvber Irdegration for Fusiont

Contingency and Continuity of
Operations Plans

Fusion centers should review and update contingency
and continuity of operations plans to support the

ine oag)um(mn of cyber-related duties and responsibilities,
4, page 33}

[BCHE

F. Funding

Fusion centers should work with the covber community to
develop a funding strategy, leverage Mlxim;, PESOUITES,
and identify xupgaﬂo nwmai mncfmg sources to support the
integration of cyber personned and information into fusion
center operations. {BCILET.d, page 34}
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Capabilities
BjA

i

i

CiO

CISCP

Cis0

CO
CONOPS
CPG
CSEP

CTr

1

Cyber

CybOX
DHS
ECS
ECTF
FOC
FBi
FLO
FSLTT
GAC

Clohal

HEA
HAIN

Area of Responsibility

Baseline Capabilities for State and Major

Lirban Area Fusion Centers

Bureau of histice Assistance

Critical Infrastructure

Cyber Intelligence Network

Chief Information Officer

DHS Cyber Information Sharing and
Collaboration Program

Chief Information Security Officer

i

Community of [nten
Concept of Operations

Caridle

Comprehensive Preparedness
Cyber Security Evaluation Program
Cyher Task Force

Cyber Threat Intelligence

Information Technology, Cyvbersecurity,
Cybercrime

Cyber Observable eXpression

U.S. Department of Homeland Security

Enhanced Cybersecurity Services
Electronic Crimes Task Force
Ermnergency Operations Center
Federal Bureau of Investigation
Federal, State, Local, Tribal, Torritorial
CGlobal Advisory Commities
Global justice Information Sharing
Initiative

Homeland Security Advisor

Homeland Security Information Metwork
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5Nt

HSEC BIN

%A
e

5P

T

KA
POA
MOU
MS-15AC

NCCH

NCSAM

NEA
MFCA
fEEM
NIST

DHS-001-05722-000149
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Homeland Security nformation Metwork-

Intellligence

Homeland Security Standing Information

MNeed
DS Office of Intelligence and Analysis
intelligence Community
internet Crime Complaint Center
Industrial Control Systems
intelligence Information Reports
indicators of Compromise
internet Protocol
information Sharing and Analysis Center
information Sharing and Analysis

Organization
information Sharing Environment-

Suspicious A(:E’ivii'iu Reporting
internet Service Provider
Information Technuology
Knowledge, Skill, and Ability
Memorandum of Agreerment
mMemorandurn of Understanding
Mudti-State Information Sharing and

Analysis Center
National Cybersecurity and

Communications Integration Center
National Cyber Security Awareness

Month
Nondisclosure Agreerment
Mational Fusion Center Association
National Information Exchange Model
National Institute of Standards and

Technology
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N5 Nationwide SAR Initiative TAG The Adjutant General

PCH Protecterd Critical Infrastructure TAXH Trusted Autormated Exchange of Indicator
information Information

PHI Protected Health Information e Traffic Light Protocol

P Personally Identifiable Information TTPs Tactics, Technigues, and Procedures

SAR Suspicious Activity Report LS. United States

SDR SAR Data Repository US-CERY United States Computer Emergency

SHN Standing Information Nead Readiness Team

SUTT State, Local, Tribal, and Territorial SERS United States Secret Service

SME Subject-Malter Expert

STIX Structured Threat Information eXpression
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Traffic Light Protocol (
audience.

tr be applied by the reciplent{s). https://www.us-cert. gov/tlp

Sources may use TLP: RED when information
cannot be effectively acted upon by
additional parties and could fead 1o impacis
on a party's privacy, reputation, or operations
i misusad.

Vis a set of designations used to ensure that sensitive information s
ite m;;inv' our a()iur\ to indicate different degress of sensitivity and the corresponding sharing considerations

any parties outside of the speci
€

shared with the correct

TLP: RED information with
> exchange, meeting,

Recipients may not share

i conversation inowhich it is originally disclosed.

Recipients may share TLP: AMBER information only

with members of their own mgamz‘mﬂ y who need o
k’now ans = widely s ne ct o that
informs

Sources may use TLP: GREEN when
information is useful for the awareness of all
participating organizations as well as with

peers within iiw broader community or

Recipients may share TLP: GREEM information with
peers and partner organizations within their sector or
community, but not via publicly accessible channels,

m?(:m arion carric
risk of misy

WHITE

TLE WHITE information may be distributed without

fctinn, subdect to copyright controls,
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Significant Incidents —

Incident Level and Coordination

eneral
Diefinition

May impact public health
o saf aty, national security,
economic security, foreign
relations, civil liberties, or
public confidence,

Level 2 Medium
{(Yelow)

Handling Precedence

Interagency Coordination

Begin coordination within 4
hotrs,

Targeted Entity
Contact

& hours: in-penun
reaponse within 24
hours,

initiate contact within
24 hours; in-person
response within 5
days.

Unlikely 1o impadd public
£ fety, national

of puh ,

Unsubstantiated or
nconseguan tial event.

Level 0 Baseline
(White)

Discretionary

Not warranted

Dhscretivrany™

Not warranterd

:l Level 1 through 4 incidents will be ticketed in the E.OL 13636 Section 4(b) system,

/ Cyber frdegration for Fusion Cs
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Factors to Consider When Assigning a Severity Level’

Significance of Observed
§1maﬁ Actor Actions”
High Effect
Presence
See Cyber
Threat Actor
Grouping
product®
Engagement
Proparation
Low

Targeted Entity
Criticality

Intended
Cansequence’

Section @ CIKR

entity, essential
government capability,
or significant special
event (NSSEW or
SEAR-1)

Other CIKR entity, key
government (npdhifafy
or farge public event

(SEAR-2 to -4)

An otherwise
significant entity

Small business or
individual

Cause physical
conseqguence

Damage computer
and networking
hardware

Corrupt or destroy
di'i[d

Deny availabilitv to a
key systern or service

Steal sensitive
infarmation

Commit a financia
crirmne

Patential
to Impadt
Foreign Relations®

A dramatic change
in annther nation’s
intentions or capabilities,

Activity that may
undermine an impending
diplomatic engagement
or sensitive negotiation.

Compromise of
information from a U.S
system that harms forelgn
refations.

Compromise of L5,
information trom an ally/
partner system.

Purpose and Scope

This schema will support and inform interagency coordination efforts by the Cyber Cente
with & cyber mission, and the National Security Council (PPD-1) system

rs, departments and agencies
s not a substitute for procedures

erploved by

individual departments and agencies that are tailored to thelr unique roles in cyber incident management. This schema

will serve bwo purposes:

= Inform the time urgency and seniority level at which coordination efforts are required; and

e infor

'm the time urgency and level of investment required of ¢

esponse efforts

Given the frequency of information gaps concerning cyber threats, the general expectation is that departments and
agencies will make every effort toy ender a timely at nd reliable assessment based on the available information.
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Appendix C Footnotes

i These factors are generally listed from greatest s
{top} to least (hottorm), but are not exhaustive o strictly tetheres
to the severity levels in the table on the feft. An incident handler

mist consider the totality of the known circumstances and tag the
incidernt based on the general definitions. The tag will be upda

as new facts are learned.

i Aowatch officer will rarely be able 1o assess an incident’s
Typically, a regional subject
s this factor upon their

matter expert or policymaker will as
review of the incident.

il
for I

fic Targeted
Critioal infrastructure Fnii pred on june 6, 2074, The clock
for targeted entity contact (aka, “victirm notification”) begins when
coordination is completed and a course of action is agreed 1o,

2 A0

faley

v See the ODNI Cyber Threat Framewotk taxonormy.

served activity, one must
dent when applying the

alate an indident to Level 5 requires the

a senior officer (2., an Interagency Policy

Comrnittes or URG representative),

tve Joint

viii The LS. Secret Service should be notified of threats to a
Mational Security Special Event INSSE), or threats to entities
supporting it

ration for Fusion s

i The Cyber Response Group (CRG) s a standing bady comprisec
of the cyber center directors and policymakers who oversee oyber
threat and incident management effonts and expeditiously resolve
palicy issues that artse as a result of them. The CRG is chaired by
the National Security Councll (NSO Cybersecurity Directorate.

% Emergency Cyber Action Procedures (ECAP).

xi The Cyber Unified Coordination Group (UG & a standing
body of representatives from the U, Sovernment and the private
sactor to synchronize efforts to identify, protect againgt, detect,
resporad, and recover from significant oyber incidents. The National
Cybersecurity and Communications Infegration Center (NCCI)
serves as the UCD s executive secretariat,

i The Federal Cybersecurity Coordination, Assessment, ani
Respanse (C-CAR) protocol allows DHS, through the NCCIC,
to convene federal department and agency ClOs and C180s on
significant cybersecurity ssues that may affect LS Government
information systems.

gence s made iption of Public Confidence
ovtained in HEPL-7: seeh to destroy, incapacitate, or
axploit aritical infrastructure and key rescurces across the United
States to threaten national security, catise mass casuallies, weaken
our economy, and damage public morale and confidence,” and

“... undermine the public’s morale and confidence in our national
economic and political institutions.” HOPD-7%s call 1o ensure that
the pubdic’s trust and confidence are not damaged by the actions of
terrorists can also be applied to oyher incident management efforts,

tal

xiv Targeted entity contact might be deferred i the information is
deemed 1o be of low confidence or not of a level of specificity that
wadd allow the entity to take action.
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