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About the Global Advisory Committee 
The Global Advisory Committee (GAC) serves as a Federal Advisory Committee to the 
U.S. Attorney General. Through recommendations to the Bureau of Justice Assistance (BJA), the 
GAC supports standards-based electronic information exchanges that provide justice and public 
safety communities with timely, accurate, complete, and accessible information, appropriately 
shared in a secure and trusted environment. GAC recommendations support the mission of the 
U.S. Department of Justice, initiatives sponsored by BJA, and related activities sponsored by BJA's 
Global Justice Information Sharing Initiative (Global). BJA engages GAC-member organizations 
and the constituents they serve through collaborative efforts, such as Global working groups, to 
help address critical justice information sharing issues for the benefit of practitioners in the field. 

This project was supported by Grant No. 2013-D6-BX-KO01 awarded by the Bureau of Justice Assistance, Office of Justice Programs, 

in collaboration with the Global Justice Information Sharing Initiative and the U.S. Department of Homeland Security. The opinions, 

findings, and conclusions or recommendations expressed in this publication are those of the author(s) and do not necessarily reflect the 

views of the U.S. Department of Justice or the U.S. Department of Homeland Security. 
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Introduction 

(hip c oc Irr.''1 9t identifies recommended actions and 
zr(:da€lt e or slate and ma ;:)r :.!€'han area fusi on centers 

fttman centers) to Integrate In or;:na tan technology 
cy , ersecurity nh t:A- Eercr me prevention (cyher) 

ir'tt~ :Hieence arid analytic cep p llitkc. )E"vE?oprf er t i;f 

these ::apahihti _s vIl l ir€tc:i 7I et:<al 7f-at%'; and €l i-t3(:r)al 

dettehun, ml ivatiun res lJ nse, €'e very nest e Iuii, 

E 1a1 larost'crliit,n c tivihes that support- and 
n~airafairz Ifi~, I lo~:i~,< ! z.,i::foz` 

~ersecurity. 

!is document is an appendix ndix 
the Ck' ,h,d lu;sti 

ltCYt"E'1 itYen ?: trin initiative's 

Ckih all SioeIiiie C i"ais I,tjes 

or ate and iJ'I.c: r . tf1i"I 

s\res 1-dsioo Ce:ent.ers ((Bas(-Aine 
Ca ,ahilit

The c:ocE.iment does 
not irren ify additional 
require€cent, for musion 
centers. k nth r, ;or 

moors centers that choose to develop 
and support a cyber ca:pahility, it identifies how, the 

f€€loon centers i:arl effectively ntE;,rate the I€3 : }r r)r4t€ti€7, 

resources, personnel, and expertise of cyber f)aatners,z

1 Cyhercrime,. S de€ined in this dn+alnaenl, 0 any vioWiers of 
federal s -', or l r"<; slatiSo f) malist In ers1 3 i tcssus ictr't in 

wh;.":I) _a c(_n-)f _acr, a i i- vc c, r t Ali . ia Is Si iI W gal .505 poren't 
:) L} IE"',UL r3t'n. rfi[ : 3I.:.€L Egm -' e alb exx,lr,de-sch€d 
'0 m uapl v I E icil' )'

7 (00cr c_ i. as ,ii ha'd a l: tEr: v,(?t71 nseraf, are ;vi :r'a 3 ccl 

rig er h 's ';;'bb a or : b,: ti rsa ' 3 r mti r h;s ;a M£ 3n. ;:r, t,a 1 of

Urlderetark' ErM (MO'_ t N,em )raidu n of Ad reenE£:nf: 'tiff,:  A), a 

Nondisclosure Agreereni Ni TAE, or a similar conirad.' 

This document does not identify additional 

capabilities for fusion centers. Rather, for fusion 

centers that choose to develop and support a c:yber 

capability, it icientities how the fusion centers can 

effectively integrate the information, resources, 

personnel, and expertise of cyber partners; cyber 

stakeholders, and the cyber community, leveraging 

these entities' cyber intelligence and expanding 

fusion center information/intelligence sharing 

processes. 

cyher .taaach')l li-.ra, ,and the cyber corn narin.tw, to 
enhance fn ion cent r I Ift cr)i-,ti:,n nt llif o t e c, sharing 
processes. I his document also illuminates the ;tite 

achiecf'r when federal, state, local, tribal, territorial 

(F ..`'.TLI a ), and private sector or 7ai' sf atit:)ns Work with fusion 

centers and the many £,h aciit_Irlitits for establishing 
relationships,, th the ft 'sien center. 

3 {_.};sires atctr_ei i£iers, If, defined 3n do 'te a.n"ti£ n' are ,,;ssy 

rN'r o3'. EE: or ''13C75s' -vv i t h l _4tit:F lIsa :i15H,'3 C:'t :ml I f as _c 

esl:,rb rsrl,t, Mao. ;u,:) cl:)s.cr t al if tie dvnas Ire 
rC13t55 rl l , E i'Or ll w' .c'" 

._} The r -.l), L .re:af1 : +rf-`t1 xd in this sloe r'r1 f-'n1-  InchleArs 

^ - H-r partners, asarL.ahuYders, and members of the f usk n L€ai'on 

OfHce' tFLOY pry 1 i n.„
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f h C_.far i~~if ale_ iv.. ft t :_,trlaerl ,v' into ided Io Pc 
W pl -InftrddO; to th de sc dad fl the ~a dh-te 
r ,,_ )ahiliI es Iea i lento l I _y t ftparai,' P and 

turt hexed to cent lattt c to he o ell the laahil t it '; lHtft 
in the Baselirir' Cap,a.)i i r . Pe_' uao nt, fe Ceepl , 

c)r i.;i. >.as. I No tL ah=' t_; I :ev i t , in ; charity, fink 
U c t t; hat n€C ee IL oft ali k' he it tcp et€tot of 
.:y~i c cai;t llt :fl irfi €3t_lel l d i0 ft Hoe"arrt nt. 

Re~rogn€ding the value and IllErto€"tanco of incorporating 
a t e into Lhe' f t; on PRW S e'Cluil 's <r, 

tlirli € ,t9nC:Iil 1 r P the evoki,' iu i in he terms "info U n! 

n ) atC li erarc-a" as they pertain to the curtr nt I 3t, rtc'land 
ee"ctr€ en' €',,t)n-)ent, 

.T_.Ilc ugh 
u,nce thought of as 

el<atln c_>rt tC? farvc'rlt_i~_a€ e lax::3tc~aion, as€tc1 ice ti < t_i'arl 
1tlS (ft  ir'etunnat;un and l tf'rt{,e are flee v aft 

I ''co ti.Fc~c:l _ass important_ c k'nten'_._ itt r;uf,l;..c ?_,I Al-

I)IC'  for and exc'C Uhin t)f cr'spC,ln~e an €t utciv 
raaisa;it_ €ci The ;?_' rl I _ :ran icc to IeIrrled I L'I).trtrlt`€tfs 

lr_P 's  ell"` i' lli'€ r 1BE ft „ qtr?I", Irlc Ic,ditlp : iw 

E'rl,CcE `. li'n. I1 3fti ~( I ~3L'E',   3(i;'t, f3i 4' 3l-ti'n i .',r:l ;l('I3t, 

l i.,lec € ir'r .u€ ,ty, _Earl infom en to hn ft , (It) 
fIrne, ow d ie raa";tn.icturd'.' tO) mm'

o'c'rnr_icrc al )€ a€tli l Etlns, nd the ;it'Iv"lt  ,p'~tC?r 

Ot;17 Erat I'; a'r~ften on rl?C` I)rcrnit, e i t €r.t. n ,cttCcr'E 

anj IRIr il t ar roe c ? l i[aP gC' flti r 3'~9C'€' 

aac:ros all meson  area,, and the rare pr.:,tmn 
,U. 

vh" r 
capabilities can only serve to better prep ii' -II me

Th... R ast'% Lap  liti °s C' cr€fine€€t t1; tit' IIce tic' process, 

man a< K € cc'nr rat' aP.mcrct.traiive YE' rc €el' €3tc `or' a 

trier er ni;''€" t' t ri fle c(r(' cyber ft:rec't rue P\ Iii€s in 

center yh'; r cx5natl~iariity may noted if çcvernrrae lt 
entitu's and I l % t°€lfe :"Z e llc'rar, aead',rnl r€, (Pc _ privete 

sex-tor and Cl cwrlta-' s and ofccraas argil nt . grdt lip the 

cyber corm connic nity into a fusion center ;:'does, net: require 

addit€ona.l {:Ore ca~paal)il ' ie_'_c but sirs ly W incorporation 
of their informatic'n, `:.r€te'lligenee, r'z:f)C'Itice and resources 
into the existing ics€e t (. 'ntr=_9r r_}f;t='MiJu s. 

,\ f'y%I; r tt,cc'k can Ice as de0,Ct cthiH an r_I Iff,c five as a 
IP cm cl -t(tac"k, while rerrlc cl rap iltc IC' (litcUt- detect, 
tlf'ig, Ie, resftond 0), €c :.:c3 :Reis ni cast r a.t_'; an'I 

prt ~';c'cute. Irae'al f; e tcr,f '_Pe ye ¢ aoraarrlrrlit,, 'w'ill ad a 
fu`"cc,rt ccr€t{'r c c <ccPti ~e Illp i i  cII -crI Iles asnd;~o€• all-hazards 
rn . .con. 

The Baseline Capabilities document states 

that the all-crimes approach "incorporates 

terrorism and other high-risk threats into the 

existing crime-fighting framework, to ensure 

that possible precursor crimes are screened and 

analyzed for linkages to larger-scale terrorist or 

other crimes." (page 43) 

All-Criraa s. Cvberthrc'nts can he in eprat :. {I :nto r'xlst n ; 
(c c c........pht tnp Iaerte e :ks both am et t:-pe Of grime eel 
as a cumpone€lt et other terrcoist€c ant cr €cc esl '—o (V p. 

When provided with twining r _,a.lc Ire;, I, v enf nt 'rrmnt's 
and homeland secl€ 'tw S waher r"riie'runs and fir=fit' _uk for 
repor't ittt, e_dice d epic. ' ccc 3c::.i4 :Ies and behai `er=, 

the&H, ccncncurtit , can ect :IC'.' tclton ,enters 'with 
€rttcr'nation ; r11ri tch' . InE:i at_,rc, .end ieeclt cd pl cflrsors 
Clf cy ei j_Caltii'°J tert`crtc "€a, crud ether c_€ iir,.i€l,cl anti lIi 
Such intern lt a€'t rri z1 IrK-,l:acl:' internee Pr ,tcc .c I (i t 
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The Baseline Capabilities document states that the 

al'l-hazards approach "means that the fusion center 

has identified and prioritized types of major disasters 

and emergencies, beyond terrorism and crime, that 

could occur within their Jurisdiction and gathers, 

analyzes, and disseminates information which would 

assist the relevant responsible agenc:ies...with the 

prevention, protection, response, or recovery efforts 

of those incidents." (page 4 3) 

addresses, sir natures, and hashes" as,o{ € ed with 
k v -r} vital- 'inlas at t vt\ , ca 'tailed inform raid n on new 
tactics; fry{ ftrt€d _t,_'_,, tI procedures (.i...i.tas) or at or ; arid 
in`? g,h t €Wo ° re'.rld ; €n I€r;atfi of as pattern
ar i l'v , €' Cy :r'r ^Llf)i , at - §c13 f er e?: a{ rte

prr'carte clot .€a ' I ' pert,oe I€1 !rttoorp` `ling awi ,-j  z 

rav irafurr€~H€on, _ u: it as leg like, rr alr^vare code,  wail 
ahr of am ralnpuOa id t'Jitm This may di r t. f ort

I ftt'tter ttriddt ,tara{dirtg of the 'at wiWa 
a C,(Ytr 'ff,itii1','' a-inr:l rra °ltitlaiiiv. I 1.: .'w £', Iii .>it €1

Cat-rt share reI''wtri". a.~'he:'tld ,Ja-'_ €rt , sd it, ~€-ii,ri O I J, the 
cyher curnrnr}nity, of ,h aim tick' its ds rt Idied e,€kd a 

new threat actor or a new pattern of acticaty {: c'ft:{-:i:`fI 
('l st'Where and likely- to spread €ntu tht' k t''arl area of 

rt 't) }nsibility (AOR). 

' lI-Hazards Cyh,,, r t-c't: heel tt tv €r~3t, ~i. t' to our way of 
I€t ' ssith nia )r d a  atl ' ' n  t ht'r it fra5;tr e'ture 

in' i r ;foal }ii it_;< rs iii" r'-N €,.; art yLet ft 5 he' tit ;i for 
:yc'Pr'y, A 'ht'rt pro'. Wed ;V€'Id CEtc m,tt3 'r3 f'.'c re' er tFit' 

poir'rf.iai r'f  r f', (` rlslfilr,il .l€sast?rs on C y'Let 13'96"ciwtE't[ ,lure 

irdi ° t}aD ie the c\tht'r c'  rtrlity hay, the 1>,}f it}t€al 
itt aiid in lira vraitir;rt rest}c,osr' aid U't'iVery efferk. AS 
it dent :'f-,Imndt'rs, rrt,''nh et t). the C",'le'r conimtaiity 

art, aware of the cyherthrr'ats faJrtg the Comninnit 

5 Signatures are characteristic or distinctive patterns that can 
a' ,tie ht H for or hat can be used in nia?-ching, to previously 
H a itir'U u,' Lc. 

f €<:_ f it -ac ' , iaumr° rival va) ae resrili-ii ,t1 from -ipt lyi 
ra;eta at 'a alt :. Hi at i ' r " .i Sri a t-via, ;..la 3 a,,c t k la's 
n :y idea tiff, til(=" tic"  t' ,anti. )r( r i,-h ti -,a? <, 
ar3pa is,aa of h. he s il;nrs v,dl rl't ;cnaine tvhod-hr,r tH a_) is les, 

pictures, passw'erd , tic., are the Same. 

provide Ir't''Ctitir€ 0 itia atitd€), rr'sl)' tt1 ', at rr_ rC:_tdti,<~~~,; 

aCtivit ea' artdl . rt_ akin in,- stH la rtcO': 'mera_ rOth 
a rear €:'ty pit rtt ' 11c11 a { 1l~ If Ct€Zn, and ?k3 ' `aI f I{n 

ca}_pah€1€f ;. i i e _vl 'r •orar-varsity is {'rr r ~e,)dedd in the Cl 
common ity. y,'l;iJh relir-<, on tIn r.riiifirl''titialsty, integr=ty, 
and a ai >ll;i itt of cr € er tielrr € k' . '1 Fe (: I c ,,v€ 3"€ S ,in~ I 
open nod' oat help €< ' -nitf.; { .~.~t rd vr_rlr€{' it .l€t -' ttni art' 
also to important part {_>I tl € t rr)or;sr' ta tit:_ re;cO'ry 
from the oe €lit:clrenc m that sat an I hre,-t , pt' r- ' rdt. The 

perspre ct.iv'e of the cyhe'r (,c?r€61tani fs add'. and inlpor@lint. 

dimension to ,dkh .z in -, r" k 3 n it it- , pt 'patredness 
ad_tiviti(ts, a.nr:l rniti i-i1ion ctperations. 

The rel,,a, on-hiit the cyhcer community has with fi 
fu it r' :'r ° of' - i ,'1 t'' tl', on a nun-, }}e r tdt oit-ttd3'S (in ecaa,

Lu a,=tra1 HOP Pc a1tr ICsM of r-ipal,i ittt arkLot' ri 
ccr3t~~r sl: dtdld v4i V1 ti de r~ylr._'r :,rddrl;tdrdity as rdtl„~~d' art; 

crn'trhtt,Crr d_nrs;tri t r,, =nrl " llahoratc  Sr it ; ll 
ti nt ai cl +}r tll- is ar' n infca'rriatlon arid ir f 'llityt •rata' 

As c_d:}ntritait iris; cyltt r c:omniunity personnel have 
the abilit:r to; sh,tre risk information with a fusion 
center on sii.i:)i :ious ac.t€v'ity or cyder indicators 

and warnings. 

The Fusion Liaison Officer 

cybersecurity 7bolkit 

is designed to be a 

comprehensive resource 

that Fusion Liaison Officers 

(FLOs) can use to enhance their 

cybersecurity training. The toolkit provides .Support 

for FLO training on cybersecurity and cyberthreat 

indicators and shares best practices on policies 

and procedures for cyber awareness, reporting, 

indicators, training, and sharing information in 

accordance with federal guidance and privacy, civil 

rights, and civil liberties protections. 

("v 'r Inteetc, icier r I aisu?n [ pntrs 

REL0001269770 

DHS-001-05722-000133



~:olerftnliL' _7eUrlod have 
He tl) €itr; lr la_e '( )fl On a>ar f)rati' 'A_rtd 

tirll~'lti' tlncl l,Mited lr€dli;i c:  Ci d Heat -ORd 
,itriai~i(_>nal rl'wv4 en 5', irt'_)tr td( lUr and swell€ ;Free 
that will erlal lr rrt tu L'',k'€ r.I' ti€''ir 
)r( cir 't:Irt dl Co le -' aid enhai€ ii e (lt 'i€ aFaility 

try rhtzct €ti ;€ i'£r' rr'-H)r;€  ti ain d fl

! tt` UC`i_a_Srro t , a3 €lda:~itft i li'_ rii;;_n if

• [;@ i. iF'~ ~ '',rhi 3 i mrmiiE. t at i3nneO 

1 i1 tl a' ,htlity to provide LO( : mitt'
an Cin aid in the re eel ;tn "ysis, 

Ctrs, lit tom. ,in <li7ftiity)l i tt: iai' . t'iiirl (f 
i 'ite l l all 'i-' "ti"r; ),: R it ats' 

Cyber community personnel may he errtb(Aded within 
thi- fusion center", act as a.naL-- is "tr ` L' i,F resei.rrY;e,s f(ir' the 

fnoun center, or be merrlh .rs et Loon Liaison Officer 

F- FO) r)rci.gr'ants, Cyber ((iritr sun ty, pe si_e rtd c<-in also 

''cll ha'  to a multitude of r-;ap rt_- and ri'sr)uL.es 
within the F-SLF1 are private se('' i ' ) 'F o:Ornnlunit:y. 

ire uc frtg the per ' m ud and combs r_ r"sporlsthle for the 
Fit ru government,, peat '. nd 0 networks 

lrl!' s' ti io h4_ ,r' Oxteni 'r'tI rr',ut.ri:,r 'i C:an tirivide 

idler€n on 'it d €3 .tt €L_tt ' t :'frog_ l rt 1_h _ir ~ rE ,ts ol,
r'Xli r isr' in(:k ltng l i €( ri l RH 'i €tro)l 'b rerl;s u (,
ryh to'ctirity r:rtil lti'i ; ri:lle ai:d °llr_ dv '€t-itt 
smi(iw er , llz~rs.i ~ra rr , it 1 r')yet'On" €l£ l s, i's, as well 

as prorate Lam is a thin ; yyver srtltseti`s, rlrlC[dirlg 

l€ttr_'rrt 1 Sers1iro-_! Pro i ii -r l5i'1, \)ai.) ; to n,t'irtr; 
corrrpi)n r, chid teishil ' piattr'ttt ui alltziria 

€tta)r .a3<ttioti ..I the ytt'r ;omniuu iilr' s El(a €rt3tint3 into 

the frt €m,:l (t'n :'r0 c ll~ ~lion, Ectl:zly €':, arid dl:" tit i,ttiun 
of urtto)t 31 ati ' it m and 3lit i_ 13 t) ±t pfa i t 'ttttati(i-' 

the ci,lli )li e Ito r ii'l ,rr, . 't'cII: ity t'1 _art. t il;icill ('I is let 

eng i'.; mu'tI rr th Ale cyh r "(on-1- ili sit; O; oliCo f`7 H 
des 'i a i )il, t',i t ,it:t7r7 response, t"( r' ,-r' . 1€ 1, : re '.- f

and i t itl :nr,l l . maaecntinn efforts of . 11 hortcfait r €'it,' 
pat na rs thot€till th£ dI -ml ipmenf tri,ilv'ir, arl(.i diat i€l 
crl rr'l(r' inn irtft)rr71-)ti,-irt And iralelli' ertce. 

With Fusion Centers 
l y:')trr se,-  r-ii ,s one of the most serious economic 

and rla hat nal secni it' r lu.-dl =n ('s, and yet it is also - ne. 

that t U t t.iW en;rir  't"t 'at, homeland si ttlrlty and 

Ertforr `a tlCt€i t~'"nhrtrtl( g,' E'ra_Il l  tirt(le a u fti, 'f)?i' 

to intr gr ttt utile daily' ul)i'rctttu ti'. I lit, ill°,i ,ligatiu!l of 
cornp rli r inlet son r t ulti t i i itt',' dg ploy rtd 
analv'k ?i1 Ixt i `^s rut 1€ruut' akil l `3t'la. ,'i ': r ,'r, a wide 

V'arieti ( : C€' ttt'a'S now €rrcFi€'foi ;rAE(' "Vim -r' i_ It itti_'et' 

€n €i €rl Ct<t€r atii' h(1uuian, 1rid fit atuit r ilIink'ttgt

t:o;trtl t€,'i( €t, rl, l(i 'l( t,tl iiari; t i ' ;alc of i etitrahartd 
and ilk -.d 000d'-: Fe oil : ha€ 1, it -"; rid heiiii' id'', 

requiting Ali inv"tiry,t mru ,uid attl,3ly is I'm ft tti+_` `,'enr' level 
of cyber kii ar F `d` ('. 

Fusion certters are uniqui_'ly positioned to further 
rvt''010'r Itray uht:'rt er, lv; pr";lmot rt" :Lv'rt ltu-,tt 

€rtf r'tii,ttion sharing, )n, lv' i',, art _I r is. €t"1 3'Y.it :on h''tween 

the state, li~ti,,d, and pro  - tirtrii7 tti('i18 i IPmel and 
the f '- hi' it 1'='vi'l, f h' 1:'3'1?01):1! flUs _li t re

(Li 21) :t ): thy' Na'f 7tt i P £' :?f"'C rtf_",c Gfic- !tats ; the 

I ati(>rta.l ln_, itrlte of _`3tandard:, and _t{'c he- _}lt'm ' :NI'-(-) 
Cyhetaetalrity Frarnevvork,' and multiple l're~idenlsal 

Th ,N iSt Cvto, r, mm't:rily Fr,- iiier,,'ork €., m'ot tr;u a' frar r,o- i L, 

ha'-' d 01 sO Sii .0 id  g di (ne e : i t ;)ra, iln'- for 

redricii, c t-F" i Is tc, riti, at :,ili u_ti cr ~_ ,_rcaced as a re crft 
Ctt F'EY'S (I+ itEw t < ii€ir, (tCdC: r is lt, i r+;` di )- Liits' t 

trtii, a ire li 1i, ii vn < -'it"s a cutitm on 

tax' irtiurli -it O ii1 " idrtl Fi i i' C (£., iii ,itti -a. 0 ci:'o.-n be their 
cttro'ri et urn :' cotta p' On 0, Cia su' iil)r- tt f'Ir iatS f 'late, idetit-t4' 

and prnf i' ' p r i'-mi, €r" Li €13; ,3f)eii . mi' 35 d' t rt; 3 sw 

ant ee: to Elit e ii  .^.Sft it, n,,b ai ,t ' Lr E i -Lax 't ' Fter: ,Pat 
cyt,E'3' , €nit : E I;. tl15Ei I ) + i'ia i-  ;<ir !E:.< ihr` fl. ii' 'bL:rl! E+; 

learn 2)+i.,i Y:-IP £_.t 'm Oil  .~3, ,irid ml -'r;l;a:)r ' iurr-': f E L Slax--? ;'n't 

dot'rt to _ i- ti ii is iii, 3c:: and H:tekipr i)en € m hit' ' vu ii ' io 
sfla: e. 
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exna.Oive orders HdY' kid'sut sp}.:e Ift .ecp}al;illl le and 

r S: onirn ndr S ryU 3 iei: any :SE's: d 3_ices fl3aE. in3: ILN.:~e' 

1111>7rt `'€ri isle U.S. i. 'pler' e(.;t l€ It)% pS::nine', ad'wuedtle5 ih 

fl§I Nrt' :iy3 to more secure tE £'l'`:r9i_>Iu les, and stren ?therm 

IrtlCa 1 1C :1€3 sharing N r-nong FSLI i and llri`✓etc Sector 

.k.t' iol er:. ``ul='p1c>rtir3t prE ,,rr a is h as the 
U .: . L U17, tr '€lt- ;U ? ia !t {€'td Vie+ S : r'I1"v' L )HS) Gn icdl 
Irll t;I_E{€E -u1ru t.:vhur ( ur niunEty t.: Voluntary l u ra n, 

ae:si t s  )l(i '' in ds adoption and use of be_=U 
'tIC'{+ and I I ", , nl,orr adt.€c?n shann,,.gg' ens. 

Improving the national cvbr r,a,Eurity posture rr-'grNires 
;rr1i lee adrl ; an Ioriri~, .r'ri ?N'r o{fIC}rl Nr I-lt'-d to 

rt,aiL i:,n E hr r,'ef Uty, n i ldrnr a net or+< o trustee 
10;s c frays; V H'1' °0" t,o cr{'a S 

and onteirl :Lie ri' rii - ii:al nient -iL-es that I<rovidv's 
for -i + I1 .:N01 Cheat a@ _'€i`rIN nmmle }@ , 0nd it .0: mm I' '.; ti' ' 

;,ffor. tine Lme' o rt v.tll mis " 'S. f loe r Font=, rs are -fecal points 

r  +-}rr 3at . r: Shah I is, and are E :l@ i ll in and N'S'an lln 4 

and d'-e- €iaf in£? in ~fr713f:e-7r': and in -llE en e FnUt 'n 

'enerm , sl sHd ell ilwN<ato ;vhh grit , r per  rtrter, 
--in ' /r r st: l«'I{r :(Ie rs irn tile r€ region to help ensure that the 

Ns -of rc'+:` ' ' in i sle em 

w+ ' `_; in aril p -mr& Clp)atl+art rt a h teen 'ntem. d 

"1 :cist irllor ri;at on spi<tr ii p; nra::{ e't th :1t allow 
Ile tturem ii 'I i''k's;a€ t e nu ti :el' c s en 

srx.i _:e net l so i(.td, a_rtc.I r ins les t intr:'Il l Vie. ire 
and Irt`+.itm-rtiurt thatsuppr~rt routine and ewent-
spe,:ific: the' aamNarlyssis;. 

Coordinated t.'rlw-r policies, programs, and 
incident mm-''•pu st:' _+Mans that address known and 

potential threats. 

E:bmha.{n€ e of subject matter expertise. 

Processes that allow for cooper -damn with law 
enfonc ornent and pnosecutonal {'Marls, 

The potential is It-gular- and ongoing; cs her rick 
, ssessrrnerrts, as well a' r< IAracess to ident Eiy and 
, dclrr '- sort' 'r intc-rdq)encic'7lcies to allow tom 

Ii:l{ rit i i( € n Itas.rirl; and alla£:a?_ ora of 
u so ad Us' I e ̀ yParlMc tc, threats. 

I I 'y ,_lnd pm - . +( r .55 , hat are if  stole and 
ll:c?°,; f' 3r r,apid ,d,u t,:fitsrr to an 

'",'t INt. ftirt',lt ' s:INrer3€li+ ny an In + Grpurate 
""en" l `: I'i':'d :ar r'fft'r't€bt:' prdc.tiuess, 

n met sgrllf€. rn of tilt' f,i 
fusion c'e'nt  rs s't itei" po 9C?'1`; 

will r'rllrir" t"rt in fundo ,:ltuL I 
snipnests w -h as I. 1 ie t 
vp,"r pee  I ..nd that 

i€~r~a,'irlrr 1: deew'.nl3rn'rttt of 
r '- r, oN: ssrlenl=. rrrcv Its' di m Hull. 

for a fusion center with 1. mit> Il or Its' knot's ledge, 
a Fusion Center cyber f«alf.r ('doll it) for developing a 
fu :ion cotter c7vlaer progra n is available. Designed as a 
fus on center caber p€cs rctrn rxa flex, tb to ul';:it contains 
a "N.'sS. ti e I ox tin"nd that "_ae 1 guide fusion center's in 
builds g end runn ny their { yber programs. Included in 
the Toolkit are: 

job descriptions for strategic, technical, tactical, 

and -elm :rervi:. 3ry ins 'Iligence analysts and a sworn 
cyf' '€ I :1'4t_`titl e1 it po'iik)n. 

Aelomi t I< e ri' €(~e €lf', die La' nosr'l 'rlg(., skills 
and , ih Aif :--', k' U- fll it +  :vi i r personnel should 
des 'lid r;'itl'irt thce find year'. 

A (jxh(-r s',arn<~-'r path ofitline with general 
N'ecorr mind liens for developing cyber 
personnel's kSAs. 

A li t of available organizations, campaigns, 
training, resour-es, and assessments that may 
assist in ISSA development or outreach efforts. 

A limited list of int histry standard certifications 
that r , her p+'rsc~nnc,l May refe'r.'nr'e rim ming the 
joh application process or during their careers. 

A cyber intake questionnaire template that may 
be used to guide responses to cyber callers. 

" Communications ma.ps to guide outreach efforts. 

A cy.1-wrthreat,_i{:for definition to ensure that. 
fusion ce'nte'rs uti£= tlr'tinitions similar to those in 
use by (em ' tl ,-aid other aigenc:it s. 

A mop' % ii l tlt .1 -ff ,hv` ztion + t Code' t lercise 

ammo 15';r11 1rg; I 'ag'af . t_d'Ls_i Tobm'ico fx'e cj't--' 

Pncm, 2ti , ' =1 c i i in ;,lt" sIgrming afid me-ditating t,yher 

tabletop exercises. 

A copy of the FLO C.yh r;r'crrt'f`t, Use/kit for fusion 
Centers that are adding cyl c'm to' 5',ting FLO 
programs. 
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r' d(d%ed6ph rent y 
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C...yber integration for Fusion. Centers 

Fusion Process CapabilitiCapabilities 

Determination
lc, acl :€e•s e the ;poc i i c €nods of th{a AOR, a icon rentor 
hoi il ci ,i€l"F i)I> "ai f)rl: l rouson str:rc,i 'nr'l/'cs: 

irHnicai. .:ar ">l sis. tactical -al analysis, r a ccn~l€IHt lon 

Strategic analysis assesses disparate bits o 
klff-: rmation t) form integrated views on mains of 

rat c)nal security and public safety and ;)rccido 
an overall picture ct the intent and c-ap,. i l tir3 
of r ,alaaous ocher ,acs c-,€ : tools; and 

'FITS 

through the iden U h :fait,€I of trends, patterns, and 
emerging risks and threats, 

Technical analysis asses s pod c., >otentlal 
is€c e_ to related to €avert€z<atiol ts and events, 
€~rci ides 1c_itil :rc '_cchni,,:al € and 
)l>c ,to cal al:ncct, ar€c. l Z,lity 

technical i€€t _Ili;,{_€€t:o, sucl t &I intJligence derived 
from forensic analysis and ray, r z €t;,Er erin f 

malm are. 

tactical analysis assesses c ecific, f:s to ntial 
events and incidents nts related to n, , & to@  Y rime 

frames and providos ace aid clera000al 
s iliport, primarily in the form of raw information. 

A fusion center that: addresses both st:ra fegk: and 

technical cy ler analysis has the capability to provide 

st€at_e,,ic i€ntellir e€ac{- ftnit fee€- _e_s on the integration of 
intern trftrad € ca(.-ml <I, and dc am -specific intelligence 
with C l );`.i""l)ropraI l1r c su 'S pertinent to natiOnal 

Secr(li'-s and I1r.k)C M tic::_yr _swell as specializedcase 
support ann I ;hip tnchniw€l intell€ ence. The inclusion 
of iza ical analysis aliusm a fusion Center to support case 
ctesel+tl)rnentwith resources and expertise that are not 

widely €a )le, 

Intrastate Coordination 
Fusion centers shoul€_i partner with other fusion centers, 
FSLi t government agencies, and c:vber stakeholders 
to develop and implement plans to coordinate cyl,er.

The loolkit contains cyber communication maps 

for strategic and technical fusion centers. The maps 

provide guidance for outreach efforts and indicate 

valuable points of contact and recommended 

information flows. 
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ire ()r€ liiC :}ri an d it hurl €' sharin kti lth ieu on al cyher 
MA in 1)Ieh tbae p italic a d is}ri ub s_<< turs sir d the 
c0:el- _u: }rr€tarlity, I He plans should delineat' ..f€' is 

€tale for di:,=rc .ilr ting what types of preen ts 
and Lai whom, Other dMe€-r)inutors of caber intl 11 der e 

( : t )pinft AUks ti ut nay overlap with the fusion 
in Ii de thu caw H iii eland Sur ly \d HO 

(T f`_;\ I .ii l ;en .s Ofaerati )n Ci nters (I OC,fj, 011 s of 
he si :tr Gaol tuf{)r'irratior€ Officr (CIO) anci the Cil-€icu 
Information Security Officer (C:IS0), and [1 dcp.,rt nenl:s, 

~a Inf€,i( ird, the Federal Blir'eurt C?f flirt I l tti'irl 5 

(f BU 01 i . l l;: Fan _ 1C -1 ..), 
thc' U.S. Secret boat  ` -. 

r;USSSt F: c°rtau . C i axis Task (w (ECTE), :ail local
working gri ups. Colic'etof_ of ,' I,r .r Ira: iartil :tkW arld 

intelligence may include tb I ; dF ,-;.rtr un its of state, 
local, tribal, and terr itorial (SF I T 3\' n rinrSts irirl the 
private sector, di w el:mi, . an t "Ntrst' rrt sly 

researchers and c)rgClElllr:alions. [BC 'LA, f ) t ft t' 1 21 

Information Sharing and Analysis 
Organizations (I O) and Information 

r 
I-:usi{}r-} c: nu: s should partner" s itl"i A.0s ut:d ISACs, 
especially the CMS-ISAC, to develop and f iitileri ( lit plans 
to {:oordin;_at:e f_  :vier information and intelligence ,haring. 

Risk Assessment ent 
F- usion centers she_>olcl cc}INS E}i}i pitu with the eurber 
~o€aara r€irity to iii )r[i crate rC'Ir`wait f  i eo:c`a r1=Vr drBc 

yhr owe infer al ien and ar}aE •Is into shit '\i tit 'arob: 

rr regional s1: as~ewmen s that id: iitlfy and pt +a 2l ie 
.Irrut ., \ C b8} to1'+Il ll lt and conse cluenCes to or within the 

AOR. [IBC. I.A.2, page 12] 

Fusion centers st"te-}i€Id use av  :th)Ir' : sat er}al and 
statewide' i is n ,:assr r}"}r_'nts trot otb;er rc,I,'ti,arlt 
prudm s!  th e iden iiv pat terns and to nds 
rt'lb'ti,.a if e'rrac'r l€ g thrw:is in tb 3o lopment 

>t Oat Cas s It ' :in I 1 gtonz:al risk assessments. 

[f;C. I Ada, 1, rg i "I 21 

1=;is:on ci itor=; d-w,nld I:uartnerwith thc, c:yber 
con inittnit y to dc Ir o rapt)rot riate cyf r is Is 

'ss{:_sr: exit :.nd rb'are tlt ase risk s_ __sr,r )exits with 
ottk €als and key stakehold is, .BC. f .,5.2 t) c, iYrii e 
1 2 

Fusion centers should post all cyl)t'r awrlytit~ 
products to HSIN.Intel, in a,,ccordaarrce Witt} 
annual Homeland Security Grant Program 
requirements. [130.1. ̂ ,.2.d, page 12] 

llflk.ji /: :. 
: ,  .R 

c.t itin t'er}t- rs ;I)c;ral ascii1< a'rith tb whir c immunity to 
deii€}t_ c.r trr''rr' g € Ee itiee rrS. 1. gr~;l,)rl , € Inb tto cyfaor... 

specific Standing inft;mm-tt on "  'c (SINS) for the center 
and the cyl.er corlaniunty. in _lu ive of estahl`€sbir}i; goals 
and objectives for ct .Ir .tin , prodro trig, . ni sharing 
informal ion. [f?C.I.A ->, page 1.31 

i Ii 

Fw.ion centers should 6L.welop, i:mp erne t, and maintain 
plans to'nc'trpo :te ,ugyp€{_ i iii s c'vit € ~t Its and 
incident I ortin;;. ow stint- iti:tIi t tc }u;:' d atf:;rcc'rnen't 
Cg')ur Incident iieoc, tuft iJ ait si ,\ s tl.; .S S 
ter f)~tE', l to- +u<#n: , :n _I the N at.iot wl t'1 SLt fal{:lcar!`.i A ,F It'% 

Rope t u g (SAM Irtit€ tive (NNSI) Salt Data Repositi tg

(SDR), i8}yin tin ; the FBI's eGt :u.rdi '} l'°°° [130.l.A. 3, 
page I _, I 

The Toolkit Organizations, Campaigns, Training, 

Resources, and Assessments document contains 

further information on many of the available 

resources that fusion centers can adopt and use to 

further cyber programs. 

Baseline Capabilities 1.:x.4.(_.€ I states that fusion 

centers should et 'port the development of 
"outreach  material ft.}3' fiat: red]}{}€"}f_ c`r'S, public 

safety, and ?t nat.e se :tor partners and the 
public: to eti c gate th{ m on rt'('egnl'Eniz and 

reporting bet€u'.ior; and incidents indicative of 
crintiri-a r< -ti sits r;sociated with international 
and don' at tort orls;n " Fusion centers should 
extent I this t acct., aloni, w€'Ir tdoa;swung for the 
assc~c€ tc'd Lion of i)t saes-, el,i: t"tents, and 
civil libert ies, es, tlrro .nht  the I Ot t Iui';o=} (Sli t _er 
(FLO) on'grelit. ,'„ ldtt€ottul €e<.ty2):r'a:s a"nE I I,alale 
throat li ':111; ,Ir.: cyber ca_ri laa,gns, including Stop. 
Think.Cunnc't_t", and N, itit ia: C' Her Security 
Awareness Month €(NICSAM L IBC..I.A.4.c:.ii, I-DaTe 
1 31 

Some €.yl}rrr SARs rriay inclr;df' m l:,rioilier: 

rel<atis Ii kr r)ssii ntern.11it,rsl 1' ro ttat 
orf,<ini;,}t' iit co [ail r}t tl durra".t { utter a t„r 
crit final issues. Fusion centers shcrttId determine 
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whether the m, 'er<: shocald be nvtast g s!ed as 
err.or i_7)l ctr '_art{'„ t € inn,_] matters haste upon the 
tollow;rlg yu da€itor 

• SAks ,,vi Ih 'n il`,% a criminal nexus should he 
repurtt ti t  ler ,SAWS consistent with the 
FBI's c(ootr dicit pro ;,ririt, 

• SAW vsir- S i pr 'tor t .in1 It'rroris€m nexus and 
r orlsi 't'id i15 the l_ 1 rs:n ;_l criteria toted 
in the It orrtidiStil Shaninsi I I JlrOnl1 ie €t

Suspi 00 -II 10110 dgol -I i tc 15. 55k
Fury tt e] Stan , i l d'rr M 1 sri]t lit'_d to 
the ;3DR as shared t. ourrtertt S rut Sri) ISE-SARs 

'i he term "t:cvher attar Is" is one o` the 16 ISE S;- R 
behaviors tjir Mined in Fit . Font loire]  tendard. 
The dett.'nninat:ion of wlletlref a l:tart icular cyher 
SAR is linked to terror sm and ,ul.ject to being 
shared via the S1.')R relies upon t_Ir' atlalyst' 
applica<tion el aSt training t n he re' ieex and 
sub alis'_,iora tO S -\R in nt:totr law :e 'wall lilt
Fcrrtctional SGarrdard and th St k w ir t_ept of 
operations (CONOPS). C=;c}rlsi: iarr t it frI srI the 
known actors), 11l ' tfar gn t et i I 1 fi r€ raa~ _rUc tuna and 
asst t i -i ttI v;art ra tili it' li a_1\; t ;n"t grenc:et:
trio fill<--tur iceI hacknrt lar 1 nits all Ut ., It inn iki€al; 
5i1c5 a de'fE'ri;Yiin 1( (tr t. 

1= i tt€I whith , iA:t;ilil to ,.rrd prornaute federall;, 
prC . U] , d itrrtrca.0 1. and tinning root roes, sms ,ts 

the DI iS Critter Inrr i ,fait lre ( s ne t. trnrnrirtnity 
C 4.i"}Ictntary Prt:tyyran I)I IS ('sht'r In oE'metit 11 

Sharing and Ctalla~iborrttit.r t . rn; rniin (C'ISCP), 
t:nh iracnd C"ti her sea,t_arity Semi t_ -('y), Cyher 
'let-i lr ir, F' a.,itrtictrl P gig inr ((SEP), and thc' FBI'! 

Cyl Shic'Id. 1 isic , a : t  utter-, s,Il{/r ld akt ,:ttnittts 
yh r, ttla its a'wa4r nn'ss ars]t:-11 'irs, 5u h pis Slop. 

I )ai li  'tar:rat -ct' and Na- i t ilal (vher ,Security 
w rt r tt' <; I ,onth, to irir rt -sP arkI rlia€fin€t' the 

1 y[o'r C'tt irnttn ty"r nod -it i!t'rtr -W err Itn 

:elf iliddirtits union t'eno'r nvh'_'r restsurces. 
I;(_ --s. . -  I, srd te4 I ._..1 1 

Alerts, Warnings, and Notifications 
Fusion prl~frs s 3 t.3 t, F 3w€t :L1 h   rlti, `vvz1r[1€r 4fti;

a and fttiI nations are di' ,c:r:air:aatt'd, ds a 31tIr' }r iate to the 
c:;,her .crrirriunity and that those provided k.y the 0)/her 
cor r;urrrli(y are disc}rninated, as appropriate, to the 
federal government. [BC.I.A,5, page 141 

Situational Awareness Reporting 
Fusion centers should develop plans and t oesse'- to 
ensure that cyher alerts and warnings are It ports It key 
officials and the public, as appropriate. [i3C].A.6, page 
.i4]

The MS-1SAC hosts threat and event alert level 

maps; which are updated by state governments on 

a weekly basis and provide a common operational 

picture of the SLIT cyber alert and event levels. 

Access is available through the MS - 4SAC. 

Frlsion craters shtt 11 ! won l:: with b;wr 5t ii t -:ao:clt to 
AM no, it appropriate I :' r;os ,it Itn, Q r esarit 

cyht-'r if i att-d 1r:-itei t , :.'c lr3'rlCzal ,tad '..-retie ni data 
resola t' -s ur sa,.,tt Tht 't craiaricrlt lntl Jar a sources 
inc lrrc t _ISIN, ,,t I~ ~\C the itit,arlal Fus0firl Center 
Assrat .at Lyra'°; (N F A: ( hr.r Thre, -,t Ira(c°Ilir tarp: Cl; I) 
gt) lr , C S( l' iti;r_ .ard ian, and the Intersael ('rare 
Com1tlriialt t_,E'I;tt-'r iI( 3i ; a,  w ]]  es - tatt_` IdaeCs and E`_ ('`: 

and private st c 'tir re ,tarir crenter's shook] also 
ensure their doe :s r,itadt' rva_ilaahle to federal partners. 
[BC..I.A,/, page 14] 

■ 

Fusion [:enters s.I"l,_fri]ci Od ir'i r 'A ilh ryi)¢"'r periners to ensure 

that intcyrrraatietal wlaa a nt>. and airirays t.: ia_hilities of 
the ceralt-'r fart- It ores-- ] I", s:rflfft ll the r sftr i -te and 
recovery from 

t -
yhr'r, trim€nail, and t. r rrlr ral :1t t- Viii and 

natural i i f;<a7tetr'<. in ac:cori: ante with d of si`:1 enons 

for F usitl t '-'n ➢ riair r r-'rg'ncy [)me t e rtic ri ( r.n't .'r 

Ctxtrt' a'tkrI Comp of _a:-ivt_ Prepa .iac=5, s 
i,rde 

(('PG tit (fstay 21)1 1 , plans and itro'_'er  os should 
be updated to iriclut S. ,_vlter r+ales, ,es; ic'ie•ibilities, and 
mechanisms for sllariny information and should be 
idollI led and communicated to all relt_vaait st:akt:ih :ylders, 
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including FOGS and emer ?e'ncy pul=l la em.er?i

lBC...I.A...8. page 141 

Information Sharing Coordination 
i -I5 `,h ld r l>>p_ai :Eel`^ r 3 Bt.:'i-}€,

ri ( \ l0), : ' fl , and li~cArdak jdans and 
p}roc o U S or yha  t; i 3 c €Ia(rcw€  1?er' l)a.rtt ev-' 

eerrci .f ll<cTh ors Cl uvvnc i~, anti operedtc,rs, and the 
pri;atc' ' l' , . Fusion center, sh old include in the 
plan A JAI cdt_€rps to cli alc~rl ,v crriirigs, 
a n; ri_~I ifir~~r l ~ ,3 r~; _€ ccl i_tIO U rekrv~cril ,trrale:ic reports to 
Cl suclun ;arw ; ur lulu aL' srtLtcir o Thhies Ih.at arc ailpj-ed 
by or'vulrrr:_' dde in threat, pr~si ira centers sl rctdd 
determine th- it c'; ,p tsiiit,, to to I t uririg a cvl  is idonl 
response' anti ensure th.ci l;artr  cc ::r ti ,crc of the Fusion 
center's G."~ipctL lily to assist. [BC.I.A.{:J, j);iSgr 1 it 

Relevant exercises may include the national Cyber 

Storm and C;yber Guard exercises and local exercises 

hosted at the state and local level in response to 

specific incidents, events, or needs. Exercise play 

may be achieved by contacting the state CISC7, 

the Homeland Security °Advisor (HSA;, the state 

Adjutant General (JAG, fcVcal:Notional Guard 

offices, and MS-iSAC. 

Exercises 
[UNion centers should partcip tic' iri 'ycrc saes conducted 
by [SLIT arid private sector ear ;<~ €3 <<rtic;'ro ponsi(rle 
for rrcainl -cining tl"te c' l?c''s t Ut if ci crying  n-e wctrks, in 

oats=r in cre ite a C €:ipl''h'rr Ve p i)1 -~ 1 3 is'od approach 
to  I 'r' o t of prr 'lt cc cli 'ri on rt dinsss. In oddilioce, 
fusicyca n rcte r ,̀ i cctic€ incIcicle dpprc pria.te indiv cil;als 
from ri :iie cvl:ror corn rncncity in exert  c d ryri 'd t:, 
WOO 10 ( 11 c' ntc ' c~l)t U,tt?min and : r3t'rly.'ii ')ri 

shoring fro msw Fiisim c iincb d'cc,crld 'cc' d:: ; ilh c,he,r 
sta b_ l salter' in dc~cc,l :q:o aft :ioi-p l.> lc , t nhii igatr on,' € I '; 
irl cuiiaLcordtica'sl effo3 "S than dr'.` Ic ins c if ed dccriri thnrc' 
exerc ises. 1.;".1 Ii, page 1 ~ 

Information-Gathering and rig 
Strategy 
Fusiccli nun rs shuul s ~rcc'lop, implement, and moiccici€n 
an Eri~r )&'31c,tl Icsrt gr;f

- l3~ r 3n';.a-rib •..n' nr1ing `irltc'Zw dcdt 

c.s t n g cl Th iitic's and c .'hc'r partnt rs and 
stakeholders. IBC_.I.k .'l , l ,,ige 16l 

The strata' s' tihould ii3c:lude the FLC program, 
the ,g-li ..iyAC and otf•, r ISACs, national and krc:al 
cyhr' 'Ocking nrutips,, (TF, ECTF, and InfraGard 
and c:learly outline the collection process. 

If ci local working ro:rp does not exist to bring 
together las'v c~rnfurce!i I 'Eat and 1=S111 government: 
ccttt''ials to d tic:uss 'l or matters, the fusion center 
shciold LvorL: in devt_ilop such a group. 

Feedback  ech nism 
€ u ,̀ Ir-)rl ranub '3€'S h ui .;' l K h:lit :\ Ycr p„rtt cr^ rc€'3 c_ 

1 a l alders In irciqu' ai ' I'c_cdhfr-_l: x clu cid rtu- lot c, lx 

€rrlcrrrrnction an,l irut{ lu,_ 'rrt-;' Lath pruvic(c'd -irud received, 
into c.€ t lea feedi x k n c' 1 t c tt'.nts. The lc'o ihack 
me'ch- € 3 ,rsi ; it ' tHy in the Rini of an anoraynn cc survey, 
should aim ' . l  crliters to communicate the accuracy 

10 / ('c So, I t ,p' r. cc €t;t 1'- . oat s .'rdOrs 
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ift c v -h 3urrrI 1it €I rnel o in"- llige€1 t -m d the 
1 m ti h: €€{ -i ;-Iso r~-lir3w 

mart€€crs to . €a e wnc`;1€ern lur rrllsrr;vrr3lcr€1. r t_..I.B 2 

Collection and Storage of Information 
! €m  l. hc€a3_:c3n With cyber SMEc, fusion r ertk,i huuld 

c ' J ' l3e ma' - . ha m nls for rece- ping L tidlt>> 1ng, 

1  g cVI e€ Irilo€ €plat orl err: l intelligence 
dr_ fic -c' ~r_c €;; ir€ a ill rlrt=: 'r l3 } k h, the 
en 'r. € _,' ;ri' i c it r . ,amt  ad lih a prolec:tions. 

C:ylaa irtlar:r€atio€m 3em3J 3: rs~, of 
(natter scr 3IOC:. ), Ir eft' , _rs, dcn-t,,Jn , mliases, and file 
hashes. [BC,LB.3, f} m,ge 16.l 

JUr'i~,rfictior s, llavc, estaE~tlised gi Eitic€n and 
prar,t ir s rPfler inct ,a lay that determine 
how infor ma.'ion mc-iy be itd°Eherr d and what. 
information may be ultt~; ne-J is faru it is 
c:u€t irk.=re-i aim t"a"d€ea'- na hl s'{r' h and sei.rrrre 
as protecicd iv the Foi r h m n.lrr,1n of thu 
U.S. Consl:it€tl.iemrt. Cc li a Il and stor'a:;e _3f 
intelligence information should be alai€3tainec 
in accordance with all appi :,ml: le laws reg;:_rd rtg 
privacy, civil liberties, search ,and sc€zurE' tncl 
28 OR Part 23. 

Fusion centers should work with loc- ClOs and 
C;ISOs respc i -F ihler for the [usion r erg er,; € aekvorl;. 
operations to facili°ate the receipt, d,ha€i:ag, ad 

quetyirtgof cyb r inletr'r33atir_,n _firs_ inick igance. 

Fusion sealers should, if af3frlir :ll~l:~, l tr, 

-H ul l ' {}I, local l,AV-  marl :ions 
re; ri 3 ncu' arch grid a,iti n ,f yl an 
irrl'l tannic n, as well a ('adl_,rt11,a€ h- reeling. 

Cyh r information may cen 3 ,€r; personally 
l ,i tiliaHe inforr37 Ali{_art i it! [rze,'. c 3d health 

imite rm.ata n :?Hh; prcterti.:-: €riliC,ml infrastructcre 
intor'rs-rataon tPCll}; c:uettiderlti l h {°s
information; inforrmition with :la it eal ion 

rrlar'kin'.p, dissE rlination ca.2ats or 1€'rmt €€e: l..ight. 
Protocol ( LT'S P'tar'cings hitfps;//w w.Us-cert.gov/ 
tip).(sa:.Appendix 3); or other sensitive and/or 
protected information. 

Fusion centers should work with DI-iS'a; National 

Cybersecurity and Communications Integration 
Ceantceer (NICCIC), the U.S. Computer Emergency; 
Readiness Tarn (US-CERT)), and the MS-ISAC 
to facilitate the receipt, sharing, and querying of 

cyber information and intelligence. 

The Toolkit contains additional information on 

STIX, TAXI!, and Cyber Observable eXpression 

tCybOX). 

Fusion c:m irate-i, dhm hi vv  rk with relevant. 
-Sl_I I dnld pa -mt r- o stem partners ar t 
staIo,h(ilder to ov-tif r_t ly : Ins eimp the ahility to 
shz re nrr,r c -mrs 1nak'1fe rsaen i `tmm iiraior€ 
at r:7aehine Npe td. Jima :h= adc he comm €[ll€ led 
through fusion center compliance and use of 
accepted standards fi r ex hanging inf-3rmation, 
including the rrae r f the Na icy€i, l tnf:,rrrieitiorn 
Exchange Mori: l ( III:::w }, S €i ta €i T lri'f t 
Information Xl rc. slurs uS l At lan u ge, , and 
Trusted Automated e'cha.nge of lrrrl ato€' 
information (TAXII), as applicable. 

tr- f' 

of Information

Information Collation and Levels of 
Confidence 
Fusion centers di m mid cm.:tll,ihr.3rite with cylaer partners and 
use the neces pry tools to process and collate cyberthreat 
information, €€ldhc hors, warnings, or suspicious activity,
and ensure that c-yberthreat irii'urma:tion, indicators, or 

warnings are relevant, valid, and relivable. [E3CI.C.1, 2, 
page -1 71 

41 Fusion cer€tern should lo: er j, r, f'Hating levels 
of cctrìfiderlr rtel ,t 3.1E_ imE fits= e:'<, Itr_.r risk and 
impact leve=ls to eI- Ui " :.ear is -'rm y .<nurung cyhe-r 
inforrnation artcl i€3({rl l itrom:-ri{ , pnorduction. 

The Toolkit contains standardized cyber risk and 

impact-level language. 

11 (Six', I, -'u. m u €E; Ftrrcr s . rders 
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Production 

A rialytsic Products 
Fusion centers should update their production plans to 
incorporate cyber-  related analv'as and work with cyber 

partners and stakeholders t:_ rievelop any relevant, new 
cyl r r tiroducts. These may include stratr.nir., technical, hnical, 

rH,r u:f tic_ al yher infor dta_)n and it€telli i nee 1--u.hion 
ar should al to their orccierrti:;n lra rs to 

in r.. tt ._yl ,c~r.-related 0 alysis into products fir nam ing 
Sul pct aka). IBC.l.D.1, page 181 

information Linking 
\n: lysts ,tnd inve .1tors fot r;u dI on cyber mattt'r''- 

,;hrculd vv,- rk_ in p,iitr ."c,hip withoil €cr fusion cent t:r and 
zru r i eracies t', roar ud a  iJont y lint tr-~~r n 

"her actor 1 f' rl"i~~at~>rs grid 1r.ew_k 
n n Er d id 'rrt'r11n'il Ir'kiC~rrll It nor Ir4r C' r'r'W. 

of Ci H. k: 1* ar IhC.1.Ci. I 

, 

Fusion renters should provide: strategic analysis fur the 
AOR r,.rd, whether they elect to perform as technical 
cyber fusion centers or as strategic: cyber fusion renters, 
IB(.I.a'; I;t

l u c,r; c'~citers should make use of open .,r:i;'f' cyber 
3t~orrratori and i itellif,i'nrr-. nHpndirigwhif,I fpaiaors, 

1lrr rt rl} and annu t € (' WItY port  r 'vv 1. rti0ks, 
ldta rlW: fps, dud e up rtintg, hs throat actu s. IBC. I D.t6, 

Analyst Specialization 
rasicy€ E nt r h uI 1 :lnddcr allowing <<nakot_,

off c ' c ialzC in f ̀ li'r in' nnr ton and intl llige'nce 
and r mud lir thu iri lr- n'••rta;tio i o tram p1  to l; ic,al, 
and/or tactical cviva I t ila a A €iIsv°sk positions. 
[BC,I.D.7, page 191 

Analytic Tools 
Fua, €uu renter analysts and investigators focused on cyber 

issr €ens should I ave the necessary tools for the analysis of 
cyirr'r informs inn and lit a. Thew tools include those 
rc uurc , o. tl roc'd in GIok; l' ; ;,ra r st Toolbox, a.h well as 
those resourrrs and Lurk ioLCrWd in the Fusion Center 
t g mr Tooke t IBLI Ltd. I'i I )1 

The Fusion Center Guidelines document states that 

„analysis transforms the raw data into products that 

are useful . . . the goal is to develop a report that 

connects information in a logical and meaningful 

manner to produce an intelligence report that 

contains valid judgments based on analyzed 

Information." One of the primary goals of a fusion 

center cyber program should be to develop cyber 

intelligence that key decision makers, who are not 

well-versed in cyber matters, can understand and 

use to determine future courses of action. The use 

of a feedback mechanism allows the fusion center 

to evaluate and adjust intelligence dissemination in 

order to better meet this goal. 
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F. intelligence and. 

Dissemination Plan 
E usit,n c(tnt rs 4h ,nIcl incorporat: (yfht=,r holders 
int hHr E'xistirtg ; li rrsinatirni pins. Such plans 
4I-3 mld t"HC'C(menl Nio Rpw a giber-SFa criic products 

? trihsrtn to the ev h m-m-trinity, the nr),cr uws for 
ring so, and the appropri,rte mec hanismr,. f-BC. I .E,1, 

page 201 

Fu,;ion centers should create independent 
eon-<n"sr<rrcatien paths for cyber information 
and re HI ;ern.e, consistent with classification 
markings, {I soem€natlon caveats, and TLF' levels. 

i n centers should endeavor to produce 

isEfc; €rf aicin and intelligence proenets at the 
I,c, sil lr3 clasification and Jiss,ernination 

i€ r order to share the pr•oclu, is as widely as 
possihale. 

C;yber partners should Il ar-tt oath tro n 
~,nt ess to identify I,z,ro, € 'alr  €r OH H Ha 
,;l ctr cornmmnity to ine€,fHa in thr' cnrt'.~ f 
w r in.; ic,a of inf tar any; nr ll nr, 'c 

mas lied l-1€tI a cl f - atiun; chi seminak)n; H 
-T-LIP levy '1, 

Fusion centers should include the cyber 
community in the dissemination lists for noncyher 
products with possible cyber implications, to 
enable the cyber community to readily assist with 
incident response and mitigation efforts. 

Partners 
Fusion centers H 'nI < nnstar He l ea ,a lie 
in€for€mattion o ll ;{ t ; lea {;_c: an -J to€red with 

:,.rte fc, a. l agt laia on baa the DHS Office 
or Irtic lligenc an,__I :' t , psi FI ~,Hj, thf , NCOC, and the 
t Ell asp, well as v HI H I ISl".d-i€~t I . and shared with 
otl~r f son uentc'  rtc NAOs, inc udin the MS-SAC. 
lBC,I.E. r, peg f, 201 

Rele~'ant : yl,c~r nf, €manors should be 
coorclirtart,el lhr€ rrgh DHS and/or the FBI to 
devoinp Intf',Ilige-rce Information Reports (IIRs) for 
share' o it h the IJ.S, Intelligence Community (IQ. 

To farahtate arsa.lyst-tea-analyst exchange, fusion 
centers shouldshouki utilize HSI , the MS-ISAC, and 
the CTI, as well a<, 1w al working groups. 

Fusion. Center Processes Review 
i n'ion C.;'nl rs H if, IH r't.3 n'de'r thse rapid la Ian,,ins 
(o r eat '~r z.ir'nr~v'nto-hrrr ro als„atinr,:fx ir i)Ian to 
up at ' k' m ten q i ments, eulleet' n I.'n and 
an. ;l ta predrseton atreteges and deter in vl) to r a 
fl an 'ap d review is necessary. IBC;J,F2, pa='e -' 1 1 

13 / ~('a x, Ir), pratt,=r: €c Furor s .'raers 
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CyTber Integration for Fusion Centers 

Fusion centers should consider the addition of a cyber 
representative into the centers' governance structure. 
(BCJLAi, page 23.1 

Inclusion of the state and/or major urban area 
CIO and (ISO is recommended. 

Fusion centers should review and update their mission 
ix~te r ,t,€i[s I a t1F)re l : .ate .0 crfsuro that the statements 

eonvrV the purpose priori es, and roles of the centers 
as tlr{ e I)ert <ir€ is .,;her related activities, WC.II.A.2 
tla> :r W 4 

Collaborative Environment 
F union caenl ra should work with the cyber community 
3u icl nt€U' t s l rs' I' rrtrae€'s, t _ r,:eh )lders, and the 
eanniimit,, :itLe ; dord fir itre t F s anS responsibilities 
of each; and €n,pl{ rnent nechankms and I lire}cc c s to 

lit ,F..  Mmhanisms and prsftesses may 

ineF he a n ~,d to adjust or develop a Memorandum 
of Understanding s,tan ing (MOU) or ,Arc c, heat t MOA) or 

Nondisck:eure A ;reernent IC DAt between each 
centerr,

and each participating cyber srganization to help define 
colla bcirative efforts, such as; C aenr(e or personnel, and 
ensure understanding of all relevant in urination privacy, 
civil rights, and civil liberties protections. [BC.ILA.. , page 
251 

Fusion centers should review  :: rid rr dote _heir oul lc €eS 
and procedures run nual s to r • i let he rreear l)c,raU('rr 
of cyber goals and po1€c:ies arid uutkne the roles ar,d 
responsibilities of caber entities :that arc it c vied in the 
centers, including privacy policies, security policies, and 
center directives. [BC...II.A.4; page 261 

Fusion centers" see city policies should address the 
need, if aapp1€ _:hie collect store, and share maiwero,
malicious c1)ck ,.and other indicators ators that ;nay came Harm 

when tr €wan itt-c'r or stored by ,rat, standard mechanisms :sins 
and technirjnes, inclusive of _hadng sr all i C° R: , fifty, 
M, I AC, SLF € t:I Cis cyl;er stakeholders, and the 1FB1's 
Malware Investigator platform. The intake function for 
potential  Ira:t r ::fir€I :ray € 3.a?'s should be separate from the 
intake function for nonharmfnl information. 

Outreach 
Fusion centers should build rF'latiunships with cyber 
partners. . stokehotders, and St tl:s to pnwido matreac:h and 
cornwm%icaatiuns to l eaders polkwmakers and Cl owners 
and operators regard rig cyber re sou es arrc ca1abilities 
available to them, the fir €lion process, the intelligence 
cycle, the types of inlorr€ra_t_ion to be shared with the 
fusion center, and mechanisms to report this information. 
[B C.11 A.6>, pa; 2r_f1 
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B. Information Privacy 

Protections 

Privacy Policy Review,  implementation, 

and Audit 
Hlsinn routers should incorpnr-&, c:vhe  arms nto 
the ra airr;V, m1~1 ii t( at' rtia € and € id L af privary policies 

t i,t ad: s, err}thf €r p, an ysis, and slim m 1tion 
if prn e'ited or sensitive c mr inior"r"r' a ion and other 

prrapr Mary ar fmrscara,llly €d ra:ifiablca information, as 
appropriate. 

Privacy Protections 
Fusion centers should collaholi 'ate ,s th cyi)er partners to 
ensure the incorporation c=t cok er r 1atod information and 

r€ -ly-a into their operations in a manner that protects 
prHac:~ civil rights-- and ci, it liberties  in accordance 
with the center's n c\ evil rights, and civil liberties 
protections and all applicable laws. 

Fcrsic,n crnisis _slrnuld y'pork with cyber partners to 
dec k p wra impl; rr,en  the ne ssary outreach and 
trw ni I j to on use <ippruq)r3 to 1r l arv, r s' l rights, and 

r_i 'il liberties protecaio_aris b r ceber r;foi rll,rtic;rr. COer 
Cadeholders and fusion center personnel  should 

parl-ic spate in ongoing and rrairilar C_.vher" partrmi's 
should partimp_rte in available priv,1 € -1 rights, and Js' 
lib;""-Ei .- tra nin" inf-ludirrt, P_rai€r i rg care " C'tT fart 2~, to 
0r3500 horse with fusion waste r r)r iv <<-v wil rights, 
and nail iii) rl es olini s and pry it edurm, it?.at li g i+:)c:al 
media p,,lir ies. 

Security 

Security Measures 
hi ion contors should ensure that their security sac icies 

allc=v^,- bar the timely distribution of information and 
r€t elli,errce products to the center's cybr__i steke holders, 

including the use, of automated 1ner enisms to 
disseminate lOCs. [BC..I1.C'. >.d, >a, ,e

Baseline Capabilities il.D..3.c.i states that "all fusion 

center personnel-including analysts, intelligence 

officers, and iron-faw enforcement personnel 

assigned to the center (corrections, fire services, 

public health, private sector, and others)—assigned 

both full-time, part-time, and on an 'as needed' 

basis should be included in the training plan." 

Staffing and 'Training Plan 
Fusion centers should develop and document staffing 
plans that support the incorporation of cyber personnel 
into the lusion centers or define mechanisms to utilize 

cyber subject-matter support from personnel who do 
not staff the fusion centers. Because of the unique and 
complex nature of cyber activity. fusion c.eri tom sh=_auhd 
as iyr' at least one analyst to cover cyber matters on 

16 / Cyix. lrtiroratt,=r: €c; k". ors .Tiers 
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a p t rrr . h isis. Should f oun (-nter cyher 
113 3 11:;€ik exnanl. ', i hh link. i;'t°1Pt'€'should 

0 1MSh iii" d gnng or hr nga g in jm:Lr€e'r an- _i:}%sts and 

yhe r SMLs Iron€r tin - !Ual ' yi er ;}7 ;ty' '0 .0(Jn5 on 
Fir c, he r ali;al rir9s, as req ia  t'Y Fin' 1crsion 

'de s ilri, € €l ies; i€r• or i,i pru'iilb~g - alsuhject 
rnattr'r expr rose. l_BC.11.D. 1, , pad - 1—',21 

1b Fusion centers should ensia€':.~ (hat training plans 
€ncorporate a baste level of cyl;ner awareness for all 
enmployees. 

Fusion centers should consider facilitating 
sponsorship of clearances for appropriate cyber 
f}wirtiae ,, ire dine t 1(.-)s, CISOs, and other cyber 
raal,ch: ,1(ler's, to facilitate analytic efforts and data 

r• rl ir4r. 

Fusion Process Management 
the inteWg n rliar:ait r I' irie l rioeld he :il ri ier] 
'o n:orporrite the 3dr tan ui a yI ?r ;?rC grtiin into the 

fri-ion center. W1:3C.I.D.2, page 'Itb-I 

Enhancing Analyst Skills 
i=u-on r enwrs sheukl develop and implement a Training 
anal Pic'i sun ] De r 'kf)ment Plan that provides cyber 

ii.- % t5, VVt_yrr, €(l g tars managers, and others in 

The Toolkit contains documents that outline the 

Cyber Intelligence Analyst Basic Skill Set and 

the Recommended Career Paths, which provide 

additional guidance in developing fusion center 

cyber roles and knowledge, skills, and abilities. In 

addition, it contains template job descriptions for a 

Tactical Fusion Center All Source Cyber Intelligence 

Analyst, Technical Fusion Center Cyber All Source 

Intelligence Analyst, Strategic Fusion Center Cyber 

All Source Intelligence Analyst, Fusion Center 

the chain of rem mai r] wit N the tpl,ropri to KS s to 
handle cyber manor ir3tat_>~€s eo€ t ie' up i(i lir:ed 
in the Toolkit yherL ilt t Ilirr€ice Ar€alyt Eaeic 51-~i11 ' e' 
and the Tholk,:it Reco nraerirk- I Career Rein- ; . iri :ae its . 

Recom mended t(ypics include la rsir coo  , r
riettlt/t=r]Kig; ti  .dally and c im r4's i kr n-rskC Jgr' 

v& if s~ I~Ir RRiK?""%k dgc of 'her =actors and T r Ps. 

(ixt_ I.l_).  pa. ,e

Fusion centers 'ho ii Ira iii N irlic,rnsltips and 
merilurin }' iP€er .o,rilh I{_tc €1 a€i-1 national 
SA M E K H s <i lrsc r „h r rniLbt; to gain the requisite 

I ssuri vinf~.

An iy rnd in 'si`Oig 13 srh fer .in-e on r"vher top€cs 
she ili 1 be Ironed in -I1 relevant  is vtiu and 
inforns-itii,n prete lion re =rilratioro. prose?gores, 
and i:onsiderat ins to {insure that evher 
information, as wt-ii ah the information contained 

within the cyber da.t,, is appropriati_aly gat:her'ed, 
processed, analyzed, disseminated, protected, 
and secured. 

F. information  ch n o 
Communications 
Infrastructure, Systems, 

Equipment,  Facility, and 

Physical Infrastructure 

Fu,,iirn Center, - h i i] 1 ~~.urk fi rth  her p, €lr.c~r to ensure 
that the apprtil ri to Let liii l n.,ii _ii and i l r : .ii urlut ions 
are: ir= ti isa t 1 t , .I1a ,v 1-!)r he -apprpri at irl+i iiitiuii 
of i'sIa i intei 1~, into tie ce,wer',, pest ,€ 3'. ( T( 11.1:.2 
p=-tgr, 

', 
1 

Supervisory Cyber Intelligence .Analyst, and Fusion 
his  c{ ntc i ; te Lint tllo ii ral ;:gt ins -;hiuld 

Center Cyber Investigator n]rires tiìe reed, if Ii1 it a lllt~ t:, i 3llet tore, 

arid share rnialti-vaa_re, roalscions c:;le; and other.

.. .. 
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C:l af ar that ma C',a33S, hharll :' tC~n CI;EIl;ii3€ tc 

or °oand _ rr au .fa Ntanda d an h and 
t chnicluu , iracltasivee of shag ira= witlr sharing 
With l.lS-CFR.1_, the r S.ISAC, S :l

..T 
CISO , ::'yber 

stA holders, and the FBI's t t are I€ivast - ,z for 
latf ~rrra. f u=,ion e rat -€ _h i i v ork a with their 

and v fpan al n taj ansure that fha 
inlala ura. tan ,aolcant lal Ia<:rr€ ilaal inri oa is 

~a~a rat lron the r 3Lain tiaara for norrharraaful 
ni rniration. 

I vher st-akeh akm rs should identify and inform the 
lad ra : ( r:sa €'~" e,'vant d t no, _,'y'stern5, and 
natanori::, va:il;alale from c,-Ear r ESL-I T and private 

tar aa'`; 3ra at ions to rna'KI'7a /a' ink, rrnation 

aarirah and analysis that relate, to r-V,hr r 
ir3fa n7al:ic}ra. IBC.11.L 2. h, page 331

Communications Plan 
I aa~,iaar3 a a, n rs ;haul oll,:hor ta by th yi; 'r fpaltra-.rs t a 
it entity how thv wil e,ora ra 3 raic rte d rrr€ ; a_n i ici and car 
e=mergr cy, es nil ' thus €'r_cla< ir lral, c°,,i e'r x -.r"He aid 

no Ira that common cat on t'r;paf ail tia ar" int- tal,:raLie. 

13C.. . I I. 3. a, .cage 33J 

Fusion centers shoulr r'aview and er.,d{ atct enry 
and continuity of o } 'i lium loz"r plans f 9 5rr 't l pan 1he 

rncorpurelion of cvher related duties and r >y nsihilitres. 
IBC.li.E.4, pa€ e a :11 

F. Funding 
Fan ion c nHr diaarald wort<. v ith the a;ylia aammunity to 
des ('I' a fI_araalln,a Mir atags. leverage existing resorarces, 

arvi is a r€ ifa st.laf,: rHen al funding scaaarce<: t, a support the 
integral :n of ryhar l_aersonne.al and inf-aarra.atiran into fusion 
center o a r-ata=rrs. fhC.IL.F1.d, page 341 
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ri Appendix A: Acronyms 

AOP. /113oa r7f P p r}~s E)illty 

Base ling 1> Es,r `?? :  ,7 ,.)L)ir << t r State and ;Major 
Capabilities L'rf7an ,k1'e'-'; Fu.,,ion Lenters 

13JA Bureau of Justice, Assistance 

C,1 Criflc:al Infrastructure 

C.IN Cyi-}ear Intelligence N iork 

(1lt) (.i icy' I€'7fasr-nation off icer 

CISCP HI -f` C;-la Ialarm  i Li7,:lrin and 
3ial}c}rat:iowt plr a.1rarn 

CISC) Chief Information Secur€ty Officer

COI Community of lnL sr-t 

CONOPS Concept of t Eer t c r; 

CPG Comprehensive Prei} e adn}' Guide 

CSEP Cyber Security Evalua° on P agrarn 

CUE E" C:"yE,r r Task Force 

C",TI Cy  €' Threat Intelligence 

Cyber Im}101' 7Eafinn Te{ Irmaol{}t,y, Gyher'se'cui"ity, 

Cyl)at Lrime 

Cy'bO,X Cy,-bt'r Observable eXpression 

DHS U.5- i)r'TBa "fret nt of Homeland Security,

I: CS E.'.nhr-tnc t:a C..yh-rsocurik fit € it 's 

EC 1 1 EIa uni Crims Tckt-t._iit. 

EC)( Erm1{- 'ger}{ y Opefat ons Center 

FBI Fedr'rai Bnrr'au of his;: anti rag :}n 

FL.C) Fussi.)n l.iaifeon Of Ii

FSL-T -T Fedt,ral, State, Local, I a Ti a ritr ii,}I 

GAC Global $ Visory Committee 

Global GVtha Jiaiite Information Sh=aring 
Initial:v 

HSA I ItN7;{` Meld Security Advisor 

I--ISIN 1 ia ielanC Security Information Network 

I--ISI 1-Intel i--Ionieland Security Information Net vorl •• 
Iratelilig ence 

FiSEC SIN F-Iorneland Security Standing, Information 
Need 

I&A DHS Office of Intelligence and Analysis 

IC Intelligence Community 

HC3 Internet Crime Con-Bpla.int Center 

ICS Industrial Control Systems 

IIR Int{-alligenc-e Informa tim Reports 

IOC Indicators of Compromise 

IP Internet Protocol 

ISAC Information Sharing and Analysis Center 

IS.AO Information Sharing and Analysis 
Organization 

ISE.-SAS. Information Sharing Environment--
Suspicious Activity Reporting 

ISP Internet Service Provider 

IT Information Thchnology 

KSA Knowledge, Skill, and Ahility 

MOA Memorandum of Agreement 

MOU Me'm tram 'iiira of understanding 

MS-ISAC !+:'{ifki fn Information Sharing and 
r7-ilysir, Center 

NC:CIC N 1 uit. L'- arsecurity and 
Lam r:Ecri air-'d-i )ns 1E 3f{`gr-1t-€or4 Center 

NCSA?vt Nratlun.$1 Cyber Security Awareness 

NI 17 

NDA Non' isclosure Agreement 

NFCA Nr a ')nal Fusion C. enter flssocia.iion 

NIEM N;lil'ir}rii Information Exchange e Iodel 

KIST Nate nal Institute of Standards and 
Ie_lm tlogy 

19 / "Clbet lrtiroratt,=r: €E;t St. O: t .'caers 
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NISI N. ikmwide SAR Initiative 'TAG The Adjutant General 

I'( II I' {:I t.l .Yit t_;al Infrastructure TAXI Ir'ustec: Automated Exchange of Indicator 
Inform ion In{forrnation 

Pt--F H Protected Health  InIcYtmi{t on 1 1.P Iri'rii€{, t..ight Prc)t.{){-:ol 

PH Personally Identifiable Information T i Ps Tactics, Iechniq yes, and Procedures 

SAR Suspicious Acfivil:y% Report U.S. United States 

SDR SAR Data Repository US-CERT United States Computer Emergency 

SIN Standing Information Need Readiness ieram 

SLIT State, Local, liribal, and Territorial USSS United States Secret Service 

SME Subject:-Matter Expert. 

S i• IX Structured Threat. Information eXpression 

'o  b , lrttoYatbn Furors .rte S 
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Traffic light Protocol ( A LP) is a set of designatic ns used to ensure that sensitive information is shared with the correct 
it t m1:)It,ys tt}ur' .:Ol r to ni: r  E? If'+r('r1t ift re4's of ti'`n4 I €. Is in : : t lE' E)i €E",>y`r€1di ig3 iElztrir"f E'E7€8c€dF'rzit of

to be applied by the rec plentis}, https://www.us-certgo,.'/tlp 

Sources rnay use I [P: RED v,h n information I'(_':";€pients may not she€re TIP: R.LD €ntrlrm it€(}n with 
ca€1€lE)t•he off cC ivE'h' acted upon by ir rties cat€tsi specitic exchaEnge, 111ec t n , 

al p € €E.-_} €itl Co ld l(ad to I' or conversation in 1'0'h€ch it is originally disclosed. 

}r a party's r}rivacy, rel)utation, or (}peratiu€)s 
if misusedd. 

.................................................................................................................................................... .............................................................................................................................................................................. 
F}r rt-e's mav € ~o TI..P: AtvtRER when Recipients €its may sh €r£ TI. P: AM iF  itif()r€ iation only 

Irilot mat on require' su l)C7€"t to be t'Il£'£"tisely with me€-nl)ers oi lheir own of+-c3nlsatlon who need to 

ac;tot upon but C E€i£'c rlyl(c to priva know aE1d only as widely as ric'cessa€ j to c £e that 

rel}ut:ation, or Ol}k=ratios if shared (N. 3tsidr of inlurmatiun. 

AMBER the r, r;gani/atlorhs involved. 

Spurr- 's r€ c TI ..P: (RCFN whets Pm i f)ients r a hr€n TI ..P: 3PCFN infurI latiun 'Si
infor'r1 iOn S t€, Itt; I, r Hie awareness Of all rti"tC:r r}€;.;G E"1 I C::'E`, +,i 3thin lh: it ed it Or 

pa. rtic €I}.-sting C+rg~ Er izations a well ad tì sitil  i a t' but i of vi 1)€h iCL a1 chrtvmnelc. 

f)(-'€-:'r5 ,n'€f:l"i€€i the b •{Idder (:urMT1€_tr}€ty Or 
settC)t'. 

%ourc,es may use TIP: WHITE when TL.P: W'I"IITF inforl7 at.ion may he dlstrihute.d without 
IB1for€-natiori Carries minimal or no foreseeable €'(:'stE"€E::t:i{:}€l, sEiIYje :t to Copyright: controls. 

risk of misuse_, in ac or'dcirnc£, with applicak.)le. 
WHITE rules and prcx::€" clures for public €(:'l( :r E". 

21 ;' (-'ber tritegra€a , n fccr 1 usion Inters 
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V 

Incident Level and Coordination 

Handling Precedence 

I teraagen~..;tr" C.o ordina€tion Tdrgeted
Y~ 

Entityt '.~a~-~LrgerpA.fal 

¢ FDPI:f 5iY iton i (..on8.pact "

i eCis„h aA4$ IP^€3€€€;r€r'flt F1'aitxtl T.t,.8 ! Y~ (1Re~f.Ic3 
~.g'£ 

,3~Yf>slilla~ 3 3I Is.3.1.;„ ! 11 L( £.sx-n x3k 3, :1~x 

e l~r 11 jam€ 3I € `: 1 ' jt It t„x.€Ei~ .„€' f ass #£ I kl  . u LAJC

ee s &iIlE.xzl 1n 4wu surrLo,^ 1aJ; ; 3r Iifi«i . 
&1 €t.IEsrY 3:l ESE FE:1"€I~€E &lt 1 € SSIII.3f, 

tt Ply; llb( of U s ir(l~t3t . 

'8ggC'bC{' Severe 1 1 4 +ds ;. €. S:I?) 3. iC€ [91: 3 ':,. i°` .I.`. .' to E'€? ill 31'13 .1 

re 1ti1-t1 '. hu h l- l t.?€ (_RU 
:' 

i(f€

fl  ~eialr • 13u 5171<'' €€1lrlratl'EI3 'tl~
ra~rr.lt eC'.9r li, €ft(r ler t`. onv1 `€ae % 4' and U 1.,.'fiR," 

iC'li3tlC; l~a~,; £.1# ': 's Il l 
13r:s€.. 

.'.>, r3 •> ri 131 
t€<..et i . rf''. 

've<d .> i I inh likely to rt_,,a.ilt in a. 3r3 coordination within 1 Initiate contact Within 

E € €Y3 ?'a k 
JC'rrtunstraNn €m .,act a public hour, hour, Elevate to the C..RU fur 8 hours; €€'l_persOf€ 

r safety, ndt.€onid €t.`:; aa11%areneS' and f:delil:a<:, ration. respons{:'within J4 

se urity, c' orlornic e c.urityy Convene UCG and C_C.AR, as huur~-. 

1C>r€:'.ign re: lra.1:IE.arns, (€k'il lihnrl:ie.' , il:Pl [313r3 .it/-'. 

Car public cunli den ce.'"'' 

level 2 ~'It'C1t,,ml ids/ En hart 1a hhr he:4th Begin coordin:?tHn within 4 Initiate t.:nnt twI.h€n 
(Yellow) o 1;~f't) 3'€d@ lrt[1J ,i'Z€.3'I@e,, hours. 24 hers: Er= i Il 

or'=ornk ;a t b. ttrtel{ei
-
i t"t` ponu' '•"'ti ithiI': i 

relat:cEras, Civil hberii(' or
?t€1:E1 C' CC'tN(ideiice, 

Level 1 Low Unlikely to impuE:I pub13E: Diseretiu3i:zry Dl
(. t'i't:'i"li li<:;?3111i or'afel:v, rlat€onal 

sn. urity, c:'c onorr)ic, we; ,;?trg'. 
tee 'iryri €e?la .i.aris, civil 143 x3 [it
r yrablit: confidence. 

Level 0 ha.eline t_lr€ti3 1)';t t'ttlt€t.r'C1 or Not warranted Not warranted 
(White) iIV 'I E_.lrt rtt.i 1.1 EvE`N"Et. 

Level -1 through 4 incidents will be tic1 E'te( in the E.O. '1 3636 Section 4{1:3} System. 

. "".." ...."", . ."". "".. ......." .. .. ."""." . . "",".... 
23 / Clue( IE,tE t1€Lc Efl 4;t - tl'I~I'

... .. ...... .. 
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Factors to Consider When Assigning a Severity Level' 

_ho,.e` did what to whom nd why 

Significance of Observed Targeted Entity Intended to impact 
`threat Actor Act€ons`' Cr€t€cal€ty Consequences ̀ Foreign Relationsii 

High Effect Sc e.! in 9 C I R C, inI>e physical A drarnatic change 
enti}ti; esseri iaal cr~ra~~ €pence in another nation's 
~I£w~€rnme nt c~al7ability, intentions or capabilities. 

€ raifi €~' : (, ,l r) mage computer 
event i S. F r i and irking 
SEAR 

jj

nets 
1~ i'3 i i~7 ~~ ~€ i f:' Activity that may 

underm ine an impending 
a c, I~Yc.., rle`[° elil3le'Y€liatil engagement 

See cyher
C 3~I r `]KR cot 1v key Corrupt or destro 

data 
or sensitive nc g ot.iaLion. 

threa A_tr'r )ierr inn nt cap elit" l 

t EI €na yy 
i 1 re p l i c event 

fl

~briiLl'lC.f ., , 
s ~f  to ..4) 

L)env ayaflability to a 
ti nn :sti1.`+1-i'rrl cm tit r`,`it:t:: C ompro€nisse of 

Eng;a;enient information from a U.S. 
system that harms foreign 

An otherwise Steal sensitive 
relations. 

sig nific:ant entity information 

Commit a financial C u ,l roeiIisc of U.S. 
crlrri{, 31t tinciteiii Iiurri an illy,% 

)ai'rire tem. 

Preparation Small business. or Nuisance DoS or 

Low di%, dual de acemnent 

[h liema will sup io?'C aid 4nici in interagency coorrhnation efforts by the Cyber Centers, departments and agencies 

w  a cy Ie€ mis i:ira, alr.l '. fi{ ' I; 'ir r3fil Scr i"i y C. u cii (F P1) i j system. It is not a substitute for procedures employed by 
iaPis Sinai departments anc up(1i:. Inc that are tailored to their unique roles in cybe}r incident rilaii"6agerYie-'nt. This schema 

crvea tw' purposes: 

0 Inform the time urgency and seniority level at which coordination efforts are required; and 

a Inform the time urgency and level of investment required of response efforts 

1_--  j` en the frequency of information gaps concerning cybem threats, the general expectation is that departments and 

agencies will make every effort to render a timely and reliable assessment based en the available information. 

24 f ('ntx, lriirp, . i ,=r: €c Ftrrcr: ' tc' 
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Appendix C Footnotes 
These sf I tarp arc  tc d1 tr ems 'H a!

to ?€ 10 {f._st „t sis : ;, t'. _.:r td . x1 lit 50 air ,H' th c edl 
o f d   rit, lc' O, lah. u:: lh~ le;ft. An inddi ~ l ~<:_ndkcl 

:n '1 n-'l 'k the 10 ll€I , o tl s f r;tv  l i:'rfLiO1ct

'Heat ha_,e . „- 'thr- f,F_nc'.ial i f -:itii n, -[- f-,c ! ^.; 11 l A'iie 
as neWv facts clre', k an Ni. 

it ,• Watch c the or W'l11 rarH'. h l  ., ' , an hr hknL 

I)l itc'.nflal E -111"y .n `al{ ;;n rr l €r T l 
,iii\ art lour .-1 uFltect 

ma? 'or . 's a at ar poh en aher w€II a c's this (actor upon their 
rc Vass Ltcc nc'idew 

ii -v. _,ofi .":c~, al ,d cl<_ :rihe'd in the d mat d-.ntitff'd f',c "ccs 
nr i ;ra, r, ,;, ; 5 /: ,r if„ H ,n!o: ,l< r, ;1 ,t a;. rlr t: r:t:~r, 

]l lSf C. [1!9 I cc' :SOS, a.cc`(H'1 c, 5cc c , 2011 Tile r,ctc K 

tr €_ai c',i c tie. cc. Is  (alca, L' riirl n 'EfICa1 ~)rt hF )c scion 
c'4urdEna'i-ion i ', cutn1;k'tc'd ,and a c,.c crSf c i acion E' <k e fo, 

iv See the OU;NI Cyber Threat Frau 'a  a  taxonorrly-

In ,c,tduiicac to r_ha€ t `c'ri in ; *h_; c : rc•ccd ,ac vit',~, d . f lc`

carts€dfr ii c' .tape and sal? Of the is ' identvs'lscn app(' Os,the 

gcaa ,,.l.11 dk cia cccca to arcs, at a e,.'e i v l' I . 

vi 0 Cl .cJ`:icic .'f ';+', ate an (n,".€dent a 1r'cs J regcdrrc'a the 
reC;c=ln( N_'"'•'~auic3n of a ' ices club c's e g,, an ;ntecag£'n d Policy 

Corns 'tc,. or CRC representative). 

vii Pc'! 'rc-.'nce' the C 4'ber Threat Actor Grouping product., co-

tfv-=la c ccii ,crc,t t€i:alrllalr a '1c th National Cyber Investigative Joint 
laSk t urr c (NCIJ tF') acid c )DN 1. 

'•~lEi Th,- C ' 'c' r 'an N't' S ECNlid he if'i'Ilc"l of rhn' t' Sc, 

..I tTic)I l ;xb-'urity Spe iaf Event ;N SSE;, or threats to entities 

M ll;(Po od A. 

I I ii` C' bei R .~.0, n i.,w L c cap !(KU: i , U.  ldl l l )' i sc si', lli;_ri"ed 

il iac id_' yl, r:'._'E 11 I .:r'r' I, ?r' -o'd JIE''. .kl<r dc' ll Uv' c , hc'c 

hrcH <acci in' ifl+ H n:a€ 55, ' rten5 OH HO, ' ',cE.
p y n Ono srco', a f , 'a ° in tl 'nc Tic ' ' CK/ P. HOW 'its 

the National Security Council (NSQ Cyhersi curity Direc uratd . 

x Emergency Cyber Action Procedures ([CAP). 

xi The Cyber r `ti ° , (' ''tin -iU`rl t ,roflp (U/Li is a Standing 

hody of roIcrc'Ffrit.ltE ~, coos t ' C' S, ' ov,c'r'':n'lcrit and the private 

f lU  i3 nCliri3tll/e„ Ifart " to alc it I'cots tt.;li int, Jo -0' 

res5c aid, and n-cover from _1 c c ct c cnu.. :;'vl,i+_r lnc'3eld.nls. Ihc. ;N0 cnfal 
{ i,m' 'Tll'd and , ,?rn , r; It Ei?i'If  'acion Center (NC`.C.1(„) 

el~;c+s if 1J1 , ,'5 x, ilt  ;cs iat. 

I hf }, a'e._cl e hc'ls+ _rau,'v n,;rda arl cc, ''s',"vsr if n., and 
Kc' ' cc,€ i.c' HP p lc.._tci all' _>,c: DI SH me rail (la e NCCIC, 

, , , gP'Vl 'i It'rt, c, I ,affil) €I'C'nl lt i l -E;'i, r-ECy C]`:  .11 t. r_'i U_hon 

(cactir to  c k r, l _ cu cntv t tae. 'h<t. as .:y ;lftect U.S. Go' 'rnnlent 
infurrnation cvstcnls. 

H3ii Reference is n1ado to the dc`. +_rltit:Ca :.;1 (sib/t' ("antic iec's'o 

sAH,: Ili (I 11 is ' ' 'P c" n- ; c,Cl<: I,: l+ .!r'' 1l aI>> ,cE dta`_ ,, 'c 

cl,L+citS I iH Inccc ,
_'us ' lre ,ice' k t' ca,.lr s a cc ti cs , l si:cxt 

St,a )' c t 1cF`2`: ch n'i ii(? ll .f=.c ant (J'. €Sf n, .I f , tc c' tl<i'. €'t 

o;_3reumun"i5', an't d_: ltie pul a' 'nc,'ak nrb'<C':if , lelxq' an-I 
... nndf:E :r;lil'' the ]n_Jh i' ' alG alp nf : ) t ,nkf , lericF €Ek orlE' nat.tcrkal 

e.cnno€uu, an-I I c: rti- ll cot uc ic €€:." 1 P Pin ;  ll a emsict t :at 
the lxlrcli, -, I € : i-r -oitl , 'amfi+tttl i i lv :a,l I n i It-; t :,fir lht , tl;'n: of 
tc''rrm'i , : :ln altici hf aplllE,'~ l le, cpbs'r Ent idcccl ni al p E.+-'"nI t it c'ccocts. 

xi" Targeted entils' m otor t m ight e dc't'enecl if t e inform., fl_.' 1s 

dc'"'Intd to I): ,31 c'S C', t11H;£:n'_,; ,;r €lcft c( a lcCs.'c 0 ';l.Sc'cit a €t" fI cc
would Ilc" nt:c,' I I,i(.+`_ 2, tisu_ 
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