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MEMORANDUM FOR: Patricia F.S. Cogswell 
Acting Under Secretary 
Office of Intelligence and Analysis 

FROM: John Roth 
Inspector General 

SUBJECT: Review of'Domestic Sharing of Counterterrorism 
Information 

Attached for your information is our final report, Review of Domestic Sharing of 
Counterterrorism Information. We incorporated the formal comments from the 
Office of Intelligence and Analysis and. the DHS Intelligence Enterprise 
components in the final report.. 

Consistent with our responsibility under the Inspector General Act, we will 
provide copies of our report to congressional committees with oversight and 
appropriation, responsibility over the Department of Homeland Security. We will 
post the report on our website. 

Please call me with any questions, or your staff may contact Laurel Loomis 
Simon, Acting Assistant Inspector General for Inspections and Evaluations, or 
Angela. E. Garvin, Deputy Assistant Inspector General for Inspections and 
Evaluations, at (202) 254-4100. 
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Fifteen years after the September 11, 2001, terrorist attacks on the 
United States, the terrorist threat remains in the United States and abroad, as 
evidenced by recent attacks in Paris, France; San Bernardino, California; 
Brussels, Belgium; Orlando, Florida; and Nice, France, The U.S.'s national 
security depends on the ability to share the right information with the right 
people at the right time. This requires sustained and responsible collaboration 
among federal, state, local, and tribal entities, as well as the private sector and 
international partners. 

In response to a. request from the Senate Select Committee on 
Intelligence, the Senate I--Iomeland Security and Governmental Affairs 
Committee, and. the Senate Judiciary Committee, the Offices of Inspector 
General (OIG) of the Intelligence Community (IC), Department of I-Iomeland 
Security (DHS), and the Department of Justice (DOJ) conducted a review of the 
domestic sharing of counterterrorism information. 

The C)IGs concluded that the partners in the terrorism-related 
Information Sharing Environment - components of the Office of the Director of 
National Intelligence (ODNI), DHS, DOJ, and their state and local partners - 
are committed to sharing counterterrorism information. The partners' 
commitment to protecting the nation is illustrated by the actions taken before, 
during, and following terrorism-  related incidents, as well as by programs and 
initiatives designed to improve sharing of counterterrorism information. 
However, the OIGs also identified several areas in which improvements could 
enhance information sharing. 

To share information effectively, the federal, state, and local entities 
actively involved in coun.terterrorisrn efforts must understand each other's 
roles, responsibilities, and contributions, especially with the involvement of 
multiple agencies, such as the DOD's Federal Bureau of Investigation. (FBI) and. 
DHS' U.S. Immigration and Customs Enforcement (ICE), in complex 
investigations. Updating or establishing new information sharing agreements 
among such entities should enhance coordination and collaboration, and 
reaffirm and formalize the roles and responsibilities of partners in the current 
information sharing environment. Similarly, although there is a national 
information sharing strategy, its implementation has been viewed to be uneven. 
The OIGs believe that the ODNI, DHS, and DOJ should review the interagency 
information sharing memorandum of understanding (MO U) and take necessary 
actions to update intelligence information sharing standards and processes 
among the departments, which we believe would result in better 
implementation of the strategy. 
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The OIGs also identified improvements in various practices and 
processes of the partners involved in counterterrorism.. At DHS, a lack of unity 
in its Intelligence Enterprise, issues in the field related to staffing and access to 
classified systems and facilities, as well as problems with intelligence reporting 
processes, have made the DHS Intelligence Enterprise less effective and 
valuable to the IC than it could be. DOJ can improve its counterterrorism 
information sharing efforts by developing and implementing a consolidated 
internal DOJ strategy-, and evaluating the continued need and most effective 
utilization for the United States Attorney's Offices' Anti-Terrorism. Advisory 
Council (ATAC) meetings. Iurther, the FBI should spur participation 
associated with. Joint Terrorism Task Forces (JTT'F) and improve its efforts to 
obtain partners' input in the process of identifying and prioritizing 
counterterrorism threats. Within the ODNI, the Domestic DNI Representative 
program is hindered by large geographic regions, as well as the lack of a clear 
strategic vision and guidance. In addition, the National Counterterrorism 
Center (NCTC) Domestic Representative program, although well received in the 
field, has also struggled to sufficiently cover its regions. At the state and local 
level, due to unpredictable federal support, fusion centers are focused on 
sustaining operations rather than enhancing capabilities. Further, varying 
requirements for state and local security clearances sponsored by federal. 
agencies can impede access to classified systems and facilities. 

Our review resulted in. 23 recommendations to help improve the sharing 
of counterterrorism information and ultimately, enhance the Nation's ability to 
prevent terrorist attacks. We discuss our findings in detail in the Findings and 
Recommendations section of the report. 
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The Senate Select Committee on Intelligence, the Senate Homeland 
Security and Governmental Affairs Committee, and the Senate Judiciary 
Committee requested that the Inspectors General (IG) of the Intelligence 
Community (IC), Department of Homeland Security (DHS), and Department of 
Justice (DOJ) conduct a performance audit of federally supported entities 
engaged in field-based domestic counterterrorism, homeland security, 
intelligence, and information-sharing activities in conjunction with state and 
local law enforcement agencies. The oversight committees requested that the 
joint audit examine these entities' overall missions, specific functions, 
capabilities, funding, personnel costs to include full-time employees and 
contractors, and facility costs. 

In response to this request, the Offices of the Inspector General (OIG) of 
the IC, DHS, and DOJ conducted a coordinated, joint review focusing on 
domestic sharing of counterterrorism information. The objectives of this review 
were to: (1) identify and examine the federally supported field-based 
intelligence entities engaged in counterterrorism information sharing to 
determine the overall missions, specific functions, capabilities, funding, and 
personnel and facility costs; (2) determine if counterterrorism information is 
being adequately and appropriately shared with all participating agencies; and 
(3) identify any gaps or duplication of effort among these entities. 

The review was conducted by three teams from the OIGs of the IC, DHS, 
and DOJ. The OIGs interviewed more than 450 individuals, including senior 
Office of the Director of National Intelligence (ODNI), DHS, DOJ, and state and 
local officials. In addition, the OIGs reviewed policies, procedures, and other 
relevant documentation, as well as prior studies. While the OIG teams shared 
relevant documents, attended briefings, and participated jointly in interviews of 
officials and subject matter experts, each OIG team was responsible for 
evaluating the actions of, and information available to, its respective agencies. 

Post q/ 11 investigations proposed sweeping change in the IC, resulting 
in congressional passage of the Intelligence Reform and Terrorism Prevention 
Act of 2004 (IRTPA). I As a result of the IRTPA, the ODNI was officially 
established to lead and integrate the 16 members of the Intelligence 
Community, and the IRTPA codified the establishment of the National 

1 Intelligence Reform and Terrorism Prevention Act of 2004, PL 108-458, December 17.  2004, 118 Stat 
3638. 
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Counterterrorism Center (NCTC) as part of the ODNI.2 The IRTPA also directed 
the establishment of an Information Sharing Environment (ISE) for the sharing 
of terrorism information.3 In addition, the IRTPA required the President to 
"designate an individual as the Program Manager (PM) for information sharing 
across the Federal Government," as well as an interagency Information Sharing 
Council (ISC) to advise the President and PM.4

EQ 13388, Further Strengthening Terrorism-related Information Sharing, 
established the policy framework for the terrorism-related. ISE. In particular, 
ISE Presidential Guideline 2 - Sharing Among and Between Federal, State, 
Local, Tribal, and Private Sector Entities and its Report expanded the scope of 
the terrorism-related ISE to crimes of national security concern and involved a 
step forward from initial interagency information sharing established earlier. 

Under the statute, both the PM-ISE and ISC would expire after 2 years. 
In August 2007, the implementing Recommendations of the 9/1.1 Commission 
Act permanently established the PM-ISE and ISC. The PM-ISE is responsible 
for facilitating the sharing of terrorism information among all appropriate 
federal, state, local, and tribal entities, as well as the private sector, through 
the use of policy guidelines and technologies. The office of the PM-ISE 
facilitates the development of responsible information sharing by bringing 
together mission partners and aligning business processes, standards and 
architecture, security and access controls, privacy protections, and best 
practices. The IRTPA mandated the PM-ISE to annually report to Congress on 
the ISE's progress, status of efforts, and targeted next steps. 

In October 2007, the White House issued a national strategy for 
terrorism-related information sharing (2007 NSIS), which provided the 
Administration's vision for the information sharing environment.-'-) In 2009, the 
White House established the Information Sharing and Access Interagency 

2 IRTPA supra note 2 at § 1021, codified at 50 U.S.C. § 3056(a). President Bush initially established the 
NCTC by Executive Order 13354, on August 27, 2004. In July 2008, Executive Order 13354 was 
rescinded by Executive Order i370 because the IRTPA codified the establishment of the NCTC. 

3 ISE broadly refers to the people, projects, systems, and agencies that enable responsible information. 
sharing for national security. This includes many different communities: law enforcement, public safety, 
homeland security, intelligence, defense, and foreign affairs, The people in these communities may work 
for federal, state, local, tribal, or territorial. governments. 

4 IRTPA § 1016 (f(1), codified at 6 U.S.C. § 485(f); established the responsibilities for the IS ; PM. IRTPA 
1016(g)(1); codified at 6 U.S.C. § 435(8)(1) established the responsibilities for the ISC. 

5 National Strategy for Information Sharing: Successes and Challenges in Improving Terrorism--Related 
Information Sharing (October 2007). 
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Policy Committee (ISA IPC).6 The ISA IPC is co-chaired by the National Security 
Staff's Senior Director for Information Sharing Policy and. the PM-ISE.7 The ISA 
IPC's mission is to implement the national information sharing strategy and to 
lead information sharing policy on national security issues across the federal 
government'8 The President issued an updated national strategy in December 
2012 (2012 Strategy) .`' The 2012 Strategy outlined 5 goals and 16 priority 
objectives for the national security information sharing environment. 

ti ;fTiLi 

Various components of the ODNI, DHS, DOJ, and state and local law 
enforcement are among the ISE partners that contribute to the nation's 
field-based homeland security and counterterrorism missions and information 
sharing. Within. the ODNI, the NCTC serves as the federal government's 
primary organization for analyzing and integrating all intelligence possessed or 
acquired pertaining to terrorism or counterterrorism. (except intelligence 
pertaining exclusively to domestic terrorists and domestic counterterrorism). 
In addition, the NCTC ensures that agencies have access to and receive 
intelligence support needed to execute their counterterrorism plans to perform 
independent, alternative analysis and serves as the "central and shared 
knowledge bank on known and suspected terrorists and international terror 
groups, as well as their goals, strategies, capabilities, and networks of contacts 
and support.""() The NCTC is staffed by personnel from multiple departments 
and agencies from across the IC, including the CIA, FBI, DI-IS, Department of 
State, Department of Defense, and other federal entities. In addition to the 
NCTC, the following ODNI programs and entities are involved in domestic field-
based sharing of counterterrorism information. 

6 The Executive Office of the President, establishes Interagency Policy Committees (IPC) on a variety of 
issues. These IPCs are the primary day-to--day forums for interagency coordination on particular issues. 
They provide policy analysis for consideration by senior committees and staff and ensure timely responses 
to decisions made by the President. The ISA .IPC subsumed the role of a predecessor body, the 
Information Sharing Council, which was established by Executive Order 13356: Strengthening the 
Sharing of Terrorism Information to Protect Americans in 2004. 

7 The ISA IPC consists of representatives from the ODNI;: Joint Chiefs of Staff, Office of Management and 
Budget; Office of the Secretary of Defense; Central Intelligence Agency (CIA); National Security Agency; 
Federal Bureau of Investigation (FBI); and the Departments of Agriculture, Commerce, Energy, Health and 
Human Services, Homeland Security, Interior, Justice, State, Transportation, and Treasury. 

8 In a July 2009 memorandum, the Assistant to the President for Homeland Security and 
Counterterrorism made clear that the Administration regarded information sharing as extending beyond 
terrorism--related issues to encompass the sharing of information more broadly to enhance the national 
security of the United States and the safety of the American people. 

9 National Strategy for Information Sharing and Safeguarding (December 2012). 

10 IRTPA of 2004, § 1021(d); codified at 50 U.S.C. § 3056(d). 
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Environment 
policy guidelines and tectinolog.es.

Source: NCTC, ODNI Partner Engagement, and PM-ISE documentation 

The Homeland Security Act of 2002, as amended, created MIS and 
established its primary mission to prevent terrorist attacks in the United States 
and enhance security. While not all DHS components have specific programs 
or groups dedicated to domestic field-based counterterrorism information 
sharing, they contribute to this mission through their areas of expertise and 
authorities. 

The Office of Intelligence and Analysis (I&A) is one of DI-IS' two IC 
elements and is obligated and authorized to access, receive, and analyze law 
enforcement information, intelligence information, and other information from 
federal, state, and local government agencies and private sector entities, and to 
disseminate such information to those partners.1 1 I&A's Field Operations 
consists of intelligence officers, reports officers, and regional directors deployed 
nationwide to manage DHS' role in information sharing with state and local 
entities. The U.S. Coast Guard is the other DHS element of the IC and has the 
authority to "collect (including through clandestine means), analyze, produce, 
and disseminate foreign intelligence and counterintelligence including defense 
and defense-related information and intelligence to support national and 
departmental missions" and to "conduct counterintelligence activities."t 2 Other 
DI-IS components, such as the Transportation Security Administration (Tsai) 
and U.S. Citizenship and Immigration Services (U SCIS), also have intelligence 
programs though they are not IC elements. These programs, in addition to I&A 
and. the U.S. Coast Guard, compose the DHS Intelligence Enterprise. 

MIS components, such as U.S. Customs and Border Protection (CBP), 
U.S. Immigration and Customs Enforcement (ICE), and Federal Protective 
Service (FPS), deploy representatives nationwide to leverage their law 

11 6 U.S.C.  121. 

12 Executive Order No, 12333 at § 1,7(h). 
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enforcement authorities in counterterrorism investigations with federal, state, 
and local. partners. For example, CBP personnel at land, air, and sea ports of 
entry have the authority to search people and their belongings entering the 
United States and collect personal information for all travelers entering or 
leaving the United States. ICE Homeland Security Investigations (HSI) agents 
across the country enforce more than 400 federal statutes focused on the 
illegal movement of people, goods, and currency. Table 2 lists the DHS 
components engaged in this review and their respective missions. 

Table 2: DHS Entities Engaged in l; ield-Based Counterterrorism Information Shari ........................................................................................................................................................................................................................................................................................................... .......................................................................................................................................................................................................................................................................................................... ........................................................................................................................................................................................................................................................................................................... 
::...m..::...m ........::..::...::..::...::..::... ..::... ...:... ...:... ...:... ...:... ...:... ...::.. ...::...:...::...:...::...:...::...m..::...m..::...m............... ........ ........m.......:........::.......::....... ..::... ...:... ...:... ...:... ....... ........ 

I&A 
Equip the Homeland Security Enterprise 1.vith the intelligence and 

U.S. Coast Ensure the safety, security, and stewardship of the Nation's waters. 
Guard ....................................................................................................................................................................................................................................................................................................... 

Safeguard America's borders thereby protecting the public from 
CBP dangerous people and materials while enhancing the Nation's global 

Federal 
Emergency Build., sustain, and improve the Nation's capability to prepare for, 
Management protect against, respond to, recover from, and mitigate all hazards. 
Agency :...................................................................................................................................................................................................................................................................................................... 

Prevent, protect. respond to, and recover from acts of terrorism and 
FPS other hazards threatening the U.S. Goverznm ens s critical 

infrastructure arid essential services. ...... :. ... ... . . .......... ....................................................................................................................................................................................................... 
Promote homeland security and public safety through the criminal 

ICE and civil enforcement of federal laws governing border control, 
customs, trade, and immigration. 

National 
Protection and Lead. the .n<ition~.al effort. to ,protect crit.ica.l infra stria t;.zz e froze all 

hazards by managing risk and enhancing resilience through Programs
Directorate collaboration. with the critical infrastr;.ucture community. 

:.............................................................................................................................................................................................................................................................................................................. 
U.S. Secret Protect the Nation's leaders and the financial and critical 
Service infrastructure of the United States. :.............................................................................................................................................................................................................................................................................................................. 

TSA 
Protect the nation's transportation systems to ensure freedom of 
<novernent for people and commerce. :.............................................................................................................................................................................................................................................................................................................. 
Determine eligibility for immigration and citizenship benefits, promote 

USCIS an awareness and understanding of citizenship, and ensure the 
integrity of the U.S. immigration system. . ......................................................................... .. . ... .. . .. ... ...................................................................... 

Source: DFIS DIG compilation of DHS information 

Within DOJ, there are two components that are primarily involved in the 
field-based sharing of counterterrorism information. - the FBI and the U.S. 
Attorney's Offices (USAO). By law, the FBI is the lead agency within the federal 
government responsible for investigating crimes involving terrorist activity 
within the statutory jurisdiction of the United States.ts Each U.S. Attorney is 

13 18 USC 2332b(f). 
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the chief federal law enforcement officer within his or her particular 
jurisdiction. The following table shows the missions of specific entities within 
the FBI and USAOs that are predominantly involved in the field-based sharing 
of counterterrorism information.. 

Table 3. DOJ Entities Enaa ed in Field-Based Counterterrorism Information. Shari 

FBI - Joint Leverage the collective resources of +ecieral, state, and local -.agencies 
Terrorism Task for the prevention, preemption, deterrence, and investigation of 
Forces terrorist acts that affect the United States' interests, and for the 

purpose of disrupting one preventing terrorist acts and apprehending 
individuals who may commit or clan to commit such acts. 

FBI - Field Coordinate, manage, and execute all functions o:1 the intelligence 
Intelligence cycle, including collection, analysis, production, and dissemination, 
Groups to _ t <e :{'I31 in field offices throughout the country. . .......... ......... 
U.S. Attorney's 
Offices - Cross-section of federal, state, and local law enforcement, first 
Anti-Terrorism responders, and private sector security personnel who coordinate 
Advisory counterterrorism efforts: in their communities. 
Councils ......... 
Source: FBI and Executive Office for U.S. Attorneys documentation 

As acknowledged in the 2007 NSIS, state, local, and tribal governments 
serve as the nation's first "preventers and responders," and are critical to the 
nation's efforts to prevent future terrorist attacks and to respond if an attack 
occurs. Often, these state, local, and tribal entities are best able to identify 
potential threats that exist within their jurisdictions. In our review, we 
identified the iational Network of Fusion Centers and the Regional Information 
Sharing Systems (RISS) as the two primary state and local counterterrorism 
information sharing entities. The following table provides the missions of these 
non-federal entities. 

Table 4: Non-Federal Entities Engaged in Field-Based 
Counterterrorism Information Sharing 

Serve as as f.ocat point within the st to and local environment for the 
receipt, analysis, gathering, and sharing of threat-related information 

Fusion Centers 
between the federal government and state, local, tribal, territorial, and 
private sector partners. 

E.......... .. .... ........ . ..... .... ... ...... .. .... ....... ...... ...... ..... ,... ....: a,.... .. ..... ........ 
Support regional law enforcement, public safety, and homeland 

Regional 
security efforts to combat major crimes and terrorist activity, as well 

Information
as to promote officer safety by linking federal, state, local, and tribal 

SYraring 
criminal justice agencies through secure communications. In 

Systems 
addition, provide users with information sharing resources, analytic 
and investigative support, and training. 

Source: 201.3 Nat:iona.l. Network of Fusion Centers Final Report and RISS website 

6 

REL0001350472.0002 

DHS-001-05722-000561



In general, the OIGs found that federal, state, and local entities are 
committed to sharing counterterrorism. information. The participating entities 
have shown their commitment to this effort by -undertaking programs and 
initiatives that have improved information sharing, yet the participating entities 
were unable to quantify the significant personnel and funding resources 
dedicated to this effort. The OIGs also identified areas that require 
improvement to further strengthen the sharing of counterterrorism. 
information. 

During our review, several terrorism-related incidents occurred.. We 
believe that many actions taken by federal, state, and local law enforcement 
agencies prior to, during, and following these incidents reflect their 
commitment to sharing counterterrorism information. For example: 

In June 2015, Ali Saleh, a resident of New York, was arrested after he 
systematically made multiple attempts to travel to the Middle East to join 
Islamic State of Iraq and the Levant (ISIL). Saleh, who allegedly was 
inspired by ISIL propaganda, expressed his support for ISIL online, and 
took steps to carry out acts encouraged in the ISIL call to arms. This 
arrest resulted from the efforts of the New York Joint Terrorism Task 
Force (JTTF) working collaboratively with its federal, state, and local task 
force officers. 

• In June 2015, the Boston JTTF stopped and ultimately used deadly force 
against Usaamah Rahim, who had been under investigation and 
surveillance. According to an FBI affidavit, Rahim, along with co-
conspirators, was initially plotting to kill a prominent biogger but had 
abandoned that plot and instead targeted police officers. During the 
course of the review, we learned that the successful disruption of this 
plot was based, in large part, on information shared between federal and 
local law enforcement authorities in Boston. 

• During and following recent terrorism-related events, such as those in 
Chattanooga., Tennessee: Paris, France; and San Bernardino, California, 
fusion centers along with their federal, state, and local partners used the 
Homeland. Security Information Network (HSIN) to share real-time 
-updates, submit and respond to information requests, and support one 
another nationwide. The majority of fusion center personnel interviewed 
considered the use of HSIN as a. best practice in information sharing 
across the National Network of Fusion Centers. 
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• Following the Paris, France; San. Bernardino, California; and Brussels, 
Belgium, terrorist attacks, the FBI linked partner agencies using 
technology, including Secure Video Teleconference (SVTC), to quickly 
provide up-to-date threat information. For example, on the day of the 
Paris attacks, November 13, 2015, the FBI conducted a 3-hour 
conference call with representatives from. all 78 Fusion Centers, DHS, 
executives from national law enforcement associations,  the Criminal 
Intelligence Coordinating Council (CICC), Governor's Homeland Security 
Advisors, and state and local law enforcement. 

In addition to these specific events, federal, state, and local partners 
exhibited a continued commitment to certain programs or initiatives, which 
further en.hanced the sharing of counterterrorism information.. For instance: 

• The National Fusion Center Association., with federal support from DHS, 
DOJ, FBI, and the PINT-ISE, is leading an initiative to share Real-time 
Open Source Analysis of Social Media (ROSM). The goal of the ROSM 
initiative focuses on how law enforcement agencies can and should 
analyze and share social media information and related criminal 
intelligence to help identify common indicators that can support 
intervention with potentially violent extremists and thereby prevent 
and/or disrupt attacks. 

• In. FY 2015, state and local partners initiated. 623 terrorist watch.list 
nominations through I&A's Watchlisting Enterprise, 79 percent of which 
were accepted. 

• As of FY 201.4. about half of the almost 13,000 state and local law 
enforcement agencies in the United States had staff members who 
participated in their respective fusion center's Fusion Liaison Officer 
(FLO) Program.   In FY 2014, there were a reported 40,187 FLOs, 
representing a 104-percent increase from. about 19,700 in FY 2011. 

• The FBI and IDS-led. Nationwide Suspicious Activity Reporting Initiative 
is a collaborative effort for federal, state, and local law enforcement 
entities to share information on suspicious activities. Suspicious activity 
reporting increased by 96 percent between. FY 2012 and FY 2015, with a 
majority of reports coming from the FBI's partners, including fusion 
centers. 

Although the above examples evidence positive and proactive information 
sharing between federal and non-federal partners, the GIGS identified several 
areas in which improvements could strengthen the sharing of counterterrorism 
information, as summarized below. 

® Because both the FBI and DI-IS have counterterrorism-related missions 
and a role in gathering and disseminating counterterrorism. information., 
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some DHS and FBI officials expressed concerns about potential overlaps 
in their counterterrorism missions and activities. 

Although there is a. national-level information sharing strategy, the PM-
ISE determined that its implementation across the information sharing 
environment has been uneven. 

The DHS Intelligence Enterprise is not as effective and valuable to the IC 
as it could be. For example, there is a lack of unity across the BI-IS 
Intelligence Enterprise, problems with I&A staffing levels in the field, 
issues with the internal intelligence product review and approval 
processes, and difficulty accessing classified systems and facilities in the 
field. 

DOJ can improve its counterterrorism information sharing efforts by 
implementing a consolidated. internal DOJ strategy and evaluating the 
continued need and most effective utilization for the USAOs' anti-
Terrorism Advisory Council (ATAC) meetings. In addition, the FBI should 
spur participation associated with JTI'F s and improve its efforts to obtain 
partners' input to the process for identifying and prioritizing 
counterterrorism threats. 

Within the ODNI, the Domestic DNI Representative (DDNIR) program is 
hindered by large geographic regions, as well as the lack of a clear 
strategic vision and guidance. In addition, the NCTC Domestic 
Representative program has also struggled to sufficiently cover its 
regions. 

At the state and local level, fusion centers are focused on sustaining 
operations rather than enhancing capabilities du.e to unpredictable 
federal support, including potential reductions in grant funding. 
Further, varying requirements for state and local security clearances 
sponsored by federal agencies can impede access to classified systems 
and facilities. 

Based on the results of this review, the OIGs concluded that sharing of 
counterterrorism information among federal, state, and local partners could be 
strengthened.. Details of the above issues are contained in the following 
sections, including recommended actions to further improve the sharing of 
counterterrorism information. We believe that implementing these 
recommendations will help enhance and coordinate information sharing, 
which., in turn., can lead to a more comprehensive picture of the terrorist threat 
and greater national security. 

Both the FBI and DHS have counterterrorism-related 
missions and both have a role in gathering and 
disseminating counterterrorism information. The working 
relationships between DHS components and the FBI relating 
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to counterterrorism investigations reflect the challenges of 
these interconnected missions. During our review, some 
DHS and FBI officials expressed concerns about potential 
overlaps in law enforcement and counterterrorism missions 
and activities. 

The FBI is the primary federal government agency responsible for 
handling counterterrorism investigations. However, these complex 
investigations often involve multiple possible violations of law, some of which 
may fall under another agency's primary jurisdiction, and thus, require 
information and expertise from different source agencies, such as travel 
information, nuclear regulatory information, or watchlist information. An 
executive within the FBI's Counterterrorism Division told the DOJ OIG that the 
FBI relies upon the JT1`F concept to provide the coordination, information 
sharing, and deconfliction of investigative efforts. For example, multiple 
entities contributed to the investigation of the April 2013 bombing at the 
Boston Marathon, including the Boston JITTF, CBP, TSA, and USCIS.14

Although officials said that they generally understood the missions of the 
other partners, the involvement of multiple agencies in counterterrorism 
investigations increases the risk that field personnel may interpret sharing 
requirements and guidance differently than what is articulated in the 
interagency information sharing MOU415 The actions resulting from those 
differences in interpretations may contribute to a lack of trust among law 
enforcement agents, perpetuate negative perceptions about the other agency's 
ability and willingness to share information, and foster an atmosphere in which 
individuals rely on their personal relationships with other law enforcement 
partners rather than establishing standardized coordination mechanisms that 
remain in place despite any personnel changes. 

The OIGs found that the quality of the working relationships between 
DHS components and the FBI varies widely in the field. For example, ICE HSI 
and FBI officials reported a challenging working relationship. According to the 
FBI, its field division leadership has consistently expressed to headquarters its 
concerns with ICE HSI performing work within the FBI's mission. ICE HSI has 
learned of these reports, which has perpetuated its negative perceptions about 
the FBI's willingness to work cooperatively with other law enforcement 
agencies. In general, ICE I--ISI said it believes the FBI does not sufficiently 

14 Inspectors General for the Intelligence Community, Central Intelligence Agency, Department of 
Justice, and the Department of Homeland Security, information l:Iandling and. Sharing Prior to the April 
15, 2013, Boston Marathon Bombings, April 10, 2014. 

15 The interagency information sharing MOU is discussed in the following section of this report. 
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understand or recognize ICE HSI's functions, capabilities, anad abilities to 
contribute to counterterrorism investigations and information sharing. ICE 
HSI officials reported similar issues when discussing their involvement in the 
JTTFs. 

However, CBP reported that it generally has good working relationships 
with FBI field offices and personnel. Some CBP officials suggested that this is 
most likely because CBP has distinct authorities and unique access to 
information about travelers, which is often used in counterterrorism 
investigations. CBP officials said their relationship with the FBI has come a 
long way in recent years so that it feels more like a partnership than previously 
when it was one-sided with CBP sharing information with the FBI but not vice 
versa. CBP officials added that their involvement in the JTTFs has led to better 
awareness by the FBI of CBP functions and capabilities. 

Because agency missions are connected, it is critical that all partners 
understand and value the roles and contributions of its partners. The CMGs 
concluded that the issues cited above largely reflect struggles for this type of 
respect and cooperation in the counterterrorism arena.. To achieve a. shared 
vision and foster greater and more consistent cooperation, entities involved in 
counterterrorism should standardize practices and processes, as well as 
update and implement information sharing agreements. Throughout this 
report, the OlOs make recommendations to encourage and institutionalize 
such coordination through improvements to various practices and processes of 
the parties involved, 

4 •Coordination •' ♦ • • 
ti

To move away from personality-based coordination and codify 
interagency information sharing, the federal partners involved in 
counterterrorism efforts need formal agreements at the national level. The 
formal agreement governing information sharing, which includes priorities, 
requirements, and responsibilities, is outdated.. The OIGs believe reviewing the 
interagency information sharing MOU and taking necessary actions to update 
intelligence information sharing standards and processes among the 
departments would reaffirm and formalize the roles and responsibilities of 
partners in the current information sharing environment. The agencies 
involved in counterterrorism should also establish processes to implement the 
overall strategy in the field. Clearly designating a capstone coordination and 
engagement body for the terrorism-related ISE would further assist in 
implementing the overall strategy and establishing field-level processes. 

As previously noted, in October 2007, the White House issued the 
National Strategy for• Information Sharing: Successes and Challenges in 
Improving Terrorism-Related Information Sharing, which outlined the 
Administration's vision for the information sharing environment. The White 
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House issued an updated national strategy, the National Strategy for 
Information Sharing and Safeguarding in December 2012 (2012 Strategy). The 
2012 Strategy outlined goals and priority objectives for the information sharing 
environment. In December 2013, the PM-ISE issued. its Strategic 
Implementation Plan for the National Strategy for Information Scaring and, 
Safeguarding, which established a construct for executing the 201.2 Strategy.
However, in its annual report to Congress for 2014, the PM-4SE reported that 
federal department and agency implementation of the 2012 Strategy had been. 
uneven. The PM-ISE attributed some of the challenges in implementing the 
2012 Strategy to the broad-based nature of the 2012 Strategy's priority 
objectives, as well as differences in department anad agency prioritization., 
maturity, and operating environments. 

In addition, although the White House updated the national strategy and 
the PM-ISE issued a strategic implementation plan, the Memorandum of 
Understanding between the Intelligence Community, Federal Law Enforcement 
Agencies, and the Department of I-lorneland Security Concerning Information 
Sharing dates back to 2003. This MOU outlines information sharing priorities, 
reciprocity and transparency, sharing requirements, coordination and 
deconfliction, and officials responsible for information sharing. However, the 
MOU predates the establishment of the ODNI and NCTC. 

The ODNI, DHS, and. DOJ need to review the interagency MOU and. 
determine what actions are necessary to update intelligence information 
sharing standards anad processes among the departments. Such standards 
and processes should reflect the current structure, roles, and responsibilities of 
the ISE and. the current threat environment and priorities. Based on these 
determinations, the NCTC, I&A, and FBI should continue to develop guidance 
for future intelligence information sharing, particularly in the field, that 
accounts for the roles and responsibilities the agencies have according to 
statute. Such guidance would enhance the sharing of intelligence information 
among federal representatives in the field and help create a unified and 
consistent federal contribution for state and local partners. 

16 Sotne members of the ISE, such as DHS and the FBI, have also developed departmental and agency-
level information sharing strategies to align with the national strategy. 
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The CMGs identified multiple entities (to include boards, committees, and 
councils) that are involved in the coordination and governance of domestic 
counterterrorism information sharing. Table 5 below provides examples of 
these entities and their missions. 

Table S. Examules of Information Sharing Coordinating Entities 

Information Sharing and Access Established by the White House to irnple.ment a national 
Interagency Policy Committee information sharing strategy and to lead information 
(ISA IPC) sharing policy across the federal government. 

Information Sharing Council 
(ISC) 

Advises the President and the PM-ISE in developing 
policies, procedures, guidelines, roles, and standards 
necessary to establish, implement, and maintain the ISE. 
........................................................................................................................................................................................................ € 
Established by the ODNI as an External Advisory Body 
that provides the DNI and IC leaders with external 
perspectives on the intelligence and. iritir":nation needs. 
equities. and capabilities of state, local, and tribal 
governments. 
As the DNI's senior accountable officer, provides 
oversight and program management of all Offices of the
ODNI and IC information sharing efforts; as well as leads,
coordinates, facilitates, and as appropriate, manages all
ODNI and IC information sharing. ....... ...... ... . . ...... 

Serves as a Federal Advisory Committee to advise 
the. U.S. Attorney General on justice information sharing 
and Integration initiatives.: Global supports the broad 
scale exchange of pertinent justice and public safety 
information and promotes standards based electronic 
information exchange to provide the justice  community 
with timely, accurate, complete. and accessible 

Criminal Intelligence Supports state, local, and tribal law enforcement and 
Coordinating Council (CICC) homeland security agencies in their ability to develop and 

share criminal intelligence nationwide. The CICC helps 
to facilitate the nationwide coordination on various 
efforts and initiatives to improve law enforcement's ability 
to share information and intelligence. ........................................................................................................................................................................................................................................................................................................................................ 

Homeland Security Advisory Serves as a Federal Advisory Committee to provide 
Council (HSAC) organizationally independent, strategic, timely, specific, 

and act:ic>na>le advice to the DHS Secretary and senior 
leadership on matters related to homeland security. The 
HSAC comprises leaders from state and local 

........ ......... ......... ......... ......... government. the private sector, and ac ademia. 
Source: OIGs' compilation of White I-louse, ODNI, DI-IS, and DOJ information 

17 Federal advisory committees,which may also be designated as commissions, councils, or task forces, 
are used to collect various viewpoints on specific policy issues. These committees are often created to 
help the government manage and solve complex or divisive issues. Such committees may y be mandated by 
congressional statute, created by presidential executive order, or required by fiat of an agency head to 
render independent advice or make recommendations to federal agencies. 
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These multiple entities, with their differing roles and ,jurisdictions, lack 
an interconnectedness to facilitate collaboration, coordination, and integration 
of domestic information sharing. The OIGs believe that codifying an 
overarching engagement and coordination body for the terrorism-related ISE 
would help further these objectives. 

Recommendations: The IC IG and DHS and DOJ OIGs recommend that 
the ODNI, D1--IS, and DOJ: 

1. Review the 2003 interagency MOU on information sharing and 
determine what actions are necessary to update intelligence 
information sharing standards and processes among the 
departments. 

2. Codify an overarching engagement and coordination body for the 
terrorism-related ISE. 

The DHS Intelligence Enterprise is not as effective and 
valuable to the IC as it could be. For example, there is still a 
lack of unity among I&A and other DHS component 
intelligence programs, which also affects intelligence 
reporting. In. addition, DHS OIG concluded that I&A staffing 
levels in the field may be making it difficult to fully support 
the DHS Intelligence Enterprise. Complications in its 
relationship with the FBI, as well as internal issues 
associated with the review and approval process are also 
negatively affecting I&A's production of intelligence reports.
DI-IS must provide its stakeholders with information needed 
to disrupt and prevent terrorist threats and attacks. 
However, DIJS intelligence personnel in the field have 
inconsistent access to the systems and facilities needed to 
receive, view, store, and share classified information above 
the Secret level. 

Limited Cohesiveness and Coordination of Effort across the DIIS Intelligence 
.Enterprise 

The DHS Intelligence Enterprise is fragmented, with elements operating 
independently and with few repercussions or incentives to coordinate better 
outside of actual events. The Under Secretary for Intelligence and Analysis, as 
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DHS' Chief Intelligence Officer (CINT), is responsible for integrating and 
standardizing DHS component intelligence program products, including 
products with terrorism information and national intelligence, but has not fully 
exerted its authority over the DHS Intelligence Enterprise. The DHS 
components involved have their own intelligence programs with their own cadre 
of intelligence professionals. Further, IAA is subject to IC directives and. 
standards, but component intelligence programs are not, unless IC directives 
and standards have been institutionalized into DHS guidance, 

I&A is taking several steps to help unify the DHS Intelligence Enterprise. 
For example, in 2014 I&A established a DHS Intelligence Rotational. 
Assignment Program to promote a broader understanding of the various 
intelligence missions and functions across the intelligence enterprise and 
fusion centers. Efforts are also underway to ensure all intelligence products, 
briefings, and production. plans are shared more evenly across the intelligence 
enterprise. However, the CINT has been unable to effectively require other DHS 
components to comply with its policies or to compel DHS component personnel 
to participate in its initiatives. Therefore, the CINT and key intelligence officials 
from the components should create incentives to encourage compliance and 
participation.. 

To enhance cooperation with other DHS components, I&A needs to better 
communicate its mission and role to component management, DHS OIG 
observed increased collaboration between I&A and DI--IS components where 
intelligence enterprise meetings are held. regularly. This best practice builds 
relationships, conveys missions and roles, and enhances information sharing 
across DHS components. Although. I«A. intelligence officers are now required. 
to hold such meetings quarterly, the differing locations of component field 
offices, caps on the number of I&A intelligence officers, and reshuffling of 
assignments have caused meetings in some areas to lose momentum. 

There is also a lack of coordination. between. I&A. and. DHS components in 
intelligence reporting, but steps are being taken to address this issue. In 2012, 
DHS components established their own reporting programs, and at the same 
time, the Under Secretary; for Intelligence and Analysis ended I'A's production 
of intelligence reports based on information from the components. According 
to officials from I&A Field Operations, some DHS components are now working 
with I&A on pilot programs to facilitate intelligence reporting. For example, the 
ICE HSI Intelligence Unit Chief sends information to an. I&A senior reports 
officer in the field who then sends it to the region it impacts. I&A reports 
officers in the field then produce ICE intelligence reports for which both 
components receive reporting credit. CBP, TSA, and USCIS have expressed 
interest in developing similar pilots. Because DHS component intelligence 
programs have limited personnel in the field and the majority are not 
authorized to produce intelligence reports, these efforts could lead to more 
efficient and effective intelligence reporting. Rather than sending intelligence 
information to component headquarters to produce reports, DI-IS field officials 
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with subject matter expertise, access to information systems, and an. 
understanding of local context could work with I&A field officials to produce 
reports. 

Recommendations:  DI--IS OIO recommends that I&A: 

3. In. conjunction €with the key intelligence officials from DHS 
components, ensure DHS component intelligence programs comply with 
policies and create incentives for personnel to participate in initiatives 
that enhance the cohesion of the DHS Intelligence Enterprise. 

4. Formalize agreements that enable I&A field officials to develop 
intelligence reporting with DHS components in the field., based on pilot 
program results. 

[&A staffing Issues 

The Intelligence Authorization Act for Fiscal Year 2014required I&A to 
limit the number of intelligence officers in the field. As of December 2015, I&,A 
had 59 intelligence officers in the field, primarily located at the nation's 78 
fusion centers, serving as the IC's lead conduits to state, local, tribal, and 
territorial governments.'8 Nineteen of the 78 fusion centers did not have a 
dedicated I&A intelligence officer, although two of those centers are in the same 
location as fusion centers that have a dedicated intelligence officer. Nine 
intelligence officers and one regional director each serve two or three fusion 
centers; five of the nine intelligence officers serve fusion centers located more 
than 100 miles apart. 'I\vo regional directors are the only I&A personnel at 
their respective area's fusion centers. State and local entities expressed 
concern that recent changes to I&A Field Operations, such as the removal of 
some intelligence officer positions, have stretched these officers too thinly. 

Because they are thinly staffed, I&A intelligence officers cannot fully 
support the DHS Intelligence Enterprise in the field. For example, I&A does 
not have intelligence officers at all the fusion centers near major DHS 
component field concentrations, such as along borders, including those fusion 
centers in El Paso and San Antonio, Texas; and San Diego, California. In 
addition, most DHS component intelligence program personnel are located at 
headquarters with few in the field, and intelligence-related work is largely a 

18 I&A. also has 26 reports officers in the field. However, they are trained and dedicated to producing 
intelligence reports, not to the additional functions performed by intelligence officers. 
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collateral duty for component field personnel.. I ,A could potentially fill this role 
through its intelligence officers assigned to fusion centers, but I&A does not 
have sufficient staffing in the field. 

Insufficient Reporting of Cou.nterte,rrorisrri Irnformation. 

To develop a comprehensive and accurate threat picture, I&A field 
officials are expected to share information related to the missions of DHS and 
its components (e.g., information on homeland security, terrorism, and 
weapons of mass destruction) with state, local, and tribal entities. I&A field 
officials are also responsible for reviewing homeland security-relevant 
information, creating intelligence and other information products, and 
disseminating the products to the appropriate federal, state, local, and tribal 
government entities. - Given that DHS is largely responsible for travel-related 
security (e.g., borders, transportation, and. immigration), DHS has unique 
access to information about travelers, including known or suspected terrorists, 
and is well-situated to intercept and identify travel by potential terrorists and 
foreign fighters. I&A field officials could use this information to enhance state 
and local information to identify and analyze trends. Although I&A has 
increased its focus on intelligence reporting by sending all intelligence officers 
and regional directors to reports officer training, converting some intelligence 
officer positions to reports officer positions, and developing additional reporting 
lines, it does not have formal guidance for field officials on the collection and 
coordination needed to create these reports. 

In addition, none of the I&A field officials with whom DHS GIG spoke 
said they regularly develop intelligence reports from terrorism and 
counterterrorism information. I&A has a responsibility to produce intelligence 
reports based on counterterrorism information from state and locals for the IC, 
and the FBI has a responsibility to investigate terrorism-related matters and 
share counterterrorism information with the IC and outside agencies. Fulfilling 
these responsibilities can create tension because intelligence reports go to the 
IC while information that contributes to an investigation is generally closely 
held within the investigative team.. Thus, I&A and the FBI may have difficulty 
coordinating these interrelated counterterrorism missions. Also, I&,A has not 
asserted its reporting responsibility, leading the majority of I&A field officials to 
feel they needed permission from FBI field offices to develop counterterrorism 
reports. Without clear guidance on how to balance and coordinate these 
responsibilities, and with the desire to maintain good relationships with the 
FBI, about 43 percent of the I&A field officials interviewed said they no longer 
try to report on terrorism and counterterrorism information and. about 2 1 

19 6 U.S.C. § 124h. 
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percent have developed ad hoc arrangements with their respective FBI field 
office regarding reporting in general. For example, one I&A field official said he 
has informally agreed to write reports with information the FBI cannot or 
chooses not to report. Following DHS OIG's fieldwork, one I&A field official. 
said I&A was working with the FBI to establish an agreement allowing I&A to 
create reports based on terrorist watchlisting. 

I ,A should help its field officials fulfill their responsibilities by developing 
and implementing guidance for intelligence reporting. In addition, better 
coordination with the FBI and other partners would help to create intelligence 
products that address investigative concerns and include terrorism- and 
counterterrorism-related information. Therefore, I&A should also clarify its 
role and improve coordination with its federal partners, including the FBI, by 
formalizing agreements and policies regarding intelligence reporting. 

Recommendations . DHS 01G recommends that I&A: 

5. Develop and implement guidance for intelligence reporting in the field. 

6. Coordinate with the FBI to formalize guidance and policies for the 
reporting of terrorism and counterterrorism information. 

Delays in I&A Intelligence Product Review and Approval 

According to I&A field officials, approval and dissemination of I r,A 
intelligence reports is often delayed, which could be the result of several 
factors. All I&A intelligence reports from the field must first be sent to I&A's 
Reporting Branch for review and approval. Then, the clearing offices - DI-IS 
Privacy Office, Civil Rights and Civil Liberties (CRCL), Office of the General. 
Counsel-Intelligence Law Division, and I&A Intelligence Oversight - 
concurrently review the reports. However, reports are emailed., and there is no 
formal system to log and track the review process. Further, although each 
clearing office is supposed to complete its review reports within. 2 business 
days, it is not clear how long it actually takes.'° The Reporting Branch's review 
and approval appears to take the most time, which may be due in part to the 
branch's staffing levels and reviewing assignments. By the fall of 2015, the 59 

20 DHS 0IG requested statistics on review times from each clearing office and the Reporting Branch but 
did not receive comprehensive statistics from each office. The statistics received from the DHS Privacy 
Office, CRC L, Office of the General Counsel-Inteii Bence Law Division, and the I&;f1 Intelligence Oversight 
indicated a review time of less than I business day. 

18 

REL0001350472.0002 

DHS-001-05722-000573



I&A intelligence officers in the field completed reports officer training. In 
addition to the 26 reports officers in the field, these 59 intelligence officers can 
now produce intelligence reports, but Reporting Branch staff have not had 
commensurate increases. Ten senior reports officers review all reports from 
the field. In addition, by assigning reviews to senior reports officers based on 
regions, the Reporting Branch may be creating backlogs for officers responsible 
for regions with a greater number of reports or more complex reporting. 
During our review, I&A field officials also said they did not have local release 
authority, that is, the authority to send intelligence reports directly to the 
clearing offices for review and approval without first sending them to the 
Reporting Branch. The Under Secretary for Intelligence and Analysis recently 
approved granting local release authority to I&A field officials, but formal 
guidance had not been issued prior to the end of DHS OIG's fieldwork. 

Because of the delays in I&A reporting, even though they would like to 
develop joint products, many fusion centers had given up on doing so. In one 
often cited example, a joint product with the New Jersey, New York, and New 
Hampshire fusion centers about homegrown violent extremists targeting 
military assets was in production for about 2 years. Several fusion centers said 
they still coordinate products with. I&A. field personnel who contribute 
informally, but without joint seals or official reporting credit. These types of 
timeliness issues were raised in an October 20:12 Senate report and a July 
2013 House report.2

For more flexibility and continued coordination with and support from. 
fusion center partners, I&A has introduced new intelligence products and 
reports, such as Field Analysis Reports and Fi.el.d. Intelligence Reports. Field. 
Analysis Reports are finished intelligence products designed to highlight 
analysis from the National Network of Fusion. Centers on. national, .regional., 
and local issues of concern. Topics must meet I&A's statutory missions and 
authorities and should contain unique state, local, tribal, or territorial and/or 
DHS Intelligence Enterprise information or perspectives. Field Intelligence 
Reports are used to formally report raw, unevaluated information of potential 
intelligence value that responds to departmental requirements but not IC 
requirements. These new products have been well received by I&A 
stakeholders, including Congress, who had expressed concern about I&A's 
production levels. 

21 United States Senate, Committee on. Homeland Security and. Governmental .Affairs: Federal Support 
for and Involvement in State and Local Fusion Centers, Majority and Minority Staff Report, Permanent 
Subcommittee on Investigations (October 2012); and the United States House of Representatives, 
Committee on. Homeland Security, Majority Staff Report on the National Network of Fusion Centers (July 
2013). 
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Although I&A has taken steps to increase the timeliness and number of 
intelligence products, establishing formal review mechanisms and 
implementing formal guidance would further improve its intelligence reporting. 

Recommendation DHS OIG recommends that the DHS clearing offices: 

7, Develop and implement a formal mechanism for reviewing I&,A 
intelligence reporting from the field, including a logging and tracking 
process. 

Recommendation DI-IS OIG recommends that I&A: 

S. Develop and implement guidance for field officials granting them local 
release authority for intelligence reporting. 

DHS Lacks Consistent. Access to C-L. N and SCIFs in the Field 

Access to the C-LAN and Sensitive Compartmented Information Facilities 
(SCIF) are necessary for DHS intelligence personnel to fulfill their duties and to 
meet the goals of the DHS Information Sharing and Safeguarding Strategy.22
However, while DHS I&A and other DHS Intelligence Enterprise personnel in 
the field have Top Secret/Sensitive Compartmented Information (TS/SCI) 
security clearances, they lack the supporting infrastructure to receive, view, 
store, and share information classified above the Secret level. Altogether, DHS 
components have SCIFs located at 1.9 sites outside of the National Capital 
Region that field personnel may reasonably use, such as to access the C-LAN. 
Of these 19, only 2 are IA-  certified SCIFs. 

I&A's effectiveness as an IC member, in particular, is hampered by its 
limited access to classified systems and. facilities. Nearly all I&A field personnel 
work in fusion centers, which now all have access to Secret-level classified 
information through the Homeland Secure Data Network (I-ISDN). However, 
counterterrorism information is often classified above the Secret level. 

` 2 C--LAN operates as the DHS information technology network for the Top Secret/Sensitive 
Compartmented Information level. A SCIF is an accredited area, room, group of rooms, buildings, or 
installation where sensitive compartmented information may be used, stored, discussed, and/or 
processed. 
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Several. DHS field personnel have brokered informal agreements through 
personal relationships with Department of Defense facilities and other federal 
field offices to gain access to the C-LAN. Some of these facilities require 
personnel to drive up to 3 hours, thereby limiting the frequency with which 
personnel may use them. Some DHS field personnel rely on the FBI for access 
to TS/SCI systems and. space. For example, DHS task force officers have 
access to FBI SCIFs and systems through their participation in J'IT s, bu.t this 
applies only to special. agents. Of the 96 I&A field officials surveyed, about 43 
percent hold active FBI badges similar to those that DHS task force officers 
receive and about 20 percent have access to FBI systems such as FBINet or the 
Top Secret! Sensitive Compartmented Information Operational Network 
(SCION). 

To enhance the efficiency and effectiveness of counterterrorism 
information sharing, DHS needs to increase field personnel's access to 
classified systems and facilities above the Secret level. DHS should determine 
whether establishing more SCIFs in the field, formalizing agreements with 
other federal agencies, or pursuing a combination of the two, will resolve this 
issue and take the appropriate action. 

Recommendation : DHS 010 recommends that DHS: 

9. Develop and implement a plan that will allow DHS intelligence officials 
in the field practical access to classified systems and infrastructure above 
the Secret level. 

The DOJ OIG identified improvements that could be made to 
internal DOJ processes, JTTFs, and other field-based 
activities to enhance counterterrorism information. sharing. 
Specifically, the DOJ OIG found that DOJ does not have a 
consolidated internal strategy to ensure that DOJ's 
counterterrorism information sharing efforts align with the 
President's strategic plan and that all DOJ components 
understand their respective roles and responsibilities. In 
addition, the FBI should further promote the JTTF Executive 
Board concept by increasing Board membership and 
spurring participation in Board meetings through 
standardization of content. Moreover, the DOJ OIG believes 
the ATAC meetings often duplicate other field-based 
counterterrorism information sharing efforts, and we believe 
that DOJ should evaluate the ATAC program to ensure the 
purpose of the ATAC meetings are not duplicative of other 
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counterterrorism information sharing partner initiatives. 
Finally, although the FBI has a well-defined process to 
identify and prioritize counterterrorism threats in each field 
division's jurisdiction., it could improve its efforts to obtain. 
its partners' input on regional threats and mitigation 
strategies. 

DOJ Strategy for Internal Counterterrorism Information rw atrorn Sharing 

Based on discussions with an official from the Office of the Deputy 
Attorney General f ODAG), DOJ has not developed an internal strategy for 
counterterrorism information sharing separate from the President's strategic 
plan. This official stated. that DOJ d.etermi.ned that its existing framework of 
policies and procedures constitutes DOJ's information sharing strategy. 

Th.e DOJ OIG believes that additional DOJ leadership is needed to 
ensure that DOJ's overall information sharing efforts and investments align 
with the 2012 Strategy a.n.d are coordinated and prioritized both within. DOJ 
and with external partners. The DOJ OIG team discussed this issue with the 
DOJ Chief Information Officer (CIO) who agreed that coordination among the 
various DOJ components could be improved. According to the DOJ CIO, DOJ 
lacks an internal forum singularly dedicated to reviewing information sharing 
initiatives and investments across all DOJ components. The Law Enforcement 
Information Sharing Coordinating Committee (LCC), which was created in 
December 2006 by the Deputy Attorney General, was responsible for ensuring 
a department-wide collaborative and integrated focus on information sharing 
policy objectives. However, this group stopped meeting in 2009 because the 
group determined that it had accomplished its goal of enhancing 
i.nterconnectivity with. the Department's law enforcement partners following the 
establishment of the National Data. Exchange.23

The lack of an internal strategy and forum for sharing information may 
hamper DOJ's ability to define and execute a comprehensive and unified plan 
for its information sharing initiatives and investments across all of DOJ's 
components. Officials from each DOJ component attend other information 
sharing working groups. For example, the DOJ CIO said. that DOJ uses the 
Criminal Intelligence Coordinating Council (CICC) as a forum for components 
to discuss information sharing initiatives with external partners. The DOJ OIG 
is concerned that because DOJ does not have a consolidated internal strategy, 

23 The National Data. Exchange (N-DE x) provides criminal justice agencies with an online tool for 
sharing, searching, linking, and analyzing information across jurisdictional boundaries. 
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there is a risk that DOJ components may present or discuss initiatives that do 
not align with DOJ's unified vision. 

The DOJ CIO said that he had recently proposed the establishment of a 
new council, the Law Enforcement Information Sharing Council (LEISC), that 
would be led by the Deputy Attorney General and help coordinate the 
information sharing efforts within DOW The proposed LEISC would provide a 
platform for DOJ entities to discuss and develop a unified vision regarding 
information sharing initiatives and investments, as well as ensure that DOJ 
actions are consistent with the 2012 Strategy. The DOJ CIO stated that DOJ is 
evaluating the LEISC, or a similar initiative, to determine how best to meet 
DOJ's operational and strategic planning needs. The DOJ OI0 believes that 
the LEISC or a similar initiative could provide a valuable forum for the 
discussion and coordination of DOJ information sharing efforts, including 
overall strategy and investments. Information gleaned from this council's 
discussions could then be used during discussions with the PM-ISE and the 
CICC. 

Recommendations: DOJ OIG recommends that DOJ: 

10. Develop a comprehensive internal counterterrorism information 
sharing strategic plan based on a review of the President's strategic plan 
and in consultation with relevant partners. 

11. Implement a council, led by a senior Department official, for the 
internal coordination of DOJ information sharing strategy and 
investments, and ensure that relevant components designate senior-level 
officials responsible for monitoring their component's efforts and 
communicating their efforts to DOJ as requested. 

JTTF Executive Board Meeting Participation and Content 

J'VI'Fs, which are squads within each of the FBI's Field Divisions and 
select Resident Agency Offices, focus primarily on addressing terrorism threats 
and preventing terrorist incidents. The JTTFs leverage the resources and 
expertise of multiple member agencies to collect and share counterterrorism 
information. As of March 2016, the JTTFs were comprised of 54 federal. 
agencies and 449 state, local, and other agencies. For example, DHS has more 
than 600 agents who participate on the 104 JTTFs nationwide. These DHS 
personnel help enhance the J"I"I'Fs' efforts through their unique expertise in 
areas such as immigration and customs enforcement. 

In 2003, FBI field divisions were instructed to establish a J'T I'F Executive 
Board if they did not already have one. While the JTTFs conduct joint 
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counterterrorism investigations, JTTF Executive Boards are forums for sharing 
critical terrorism threat intelligence and ongoing investigative efforts to address 
those threats with law enforcement executives in their respective jurisdictions. 
As a result, the JTTF Executive Boards encompass a wider coverage of agencies 
within each respective jurisdiction because not all agencies are able to 
participate on. a JTTF due to restrictions such as resources. In 2005, FBI field 
divisions were instructed to ensure that the JTTF Executive Board met on an 
as-needed basis but at least three times per year. The 2005 guidance further 
said that Xf7F Executive Boards should be comprised of key federal, state, 
local, and tribal law enforcement officials, but at a minimum, include the heads 
of the agencies that have full-time agents and/or officers assigned to the J"1""I'F 
within the respective field division's territory. 

During the review, the DOJ OIG found that the J rI`F Executive Board 
meetings in the sites the team visited were generally occurring at least 
quarterly. However, we are concerned with the number of agencies not 
represented on the JTTF Executive Boards and with the level of participation of 
those agencies on the JTTF Executive Boards. To assess the level of 
engagement and participation of executive management of the agencies that 
have full-time agents or officers assigned to a JTTF, the team reviewed. JTI'F 
task force officer and J'ITF Executive Board member rosters and meeting 
attendance records maintained by the FBI for the eight FBI field divisions 
visitecl.24

24 The DOJ OIG requested the JTTF Executive Board member rosters and meeting attendance records 
for the preceding 2 years from each of the eight FBI field divisions. In reviewing the documentation 
provided, the total number of JTTF Executive Board meetings conducted by each site varied. Our 
analysis was based upon the data provided by each site. 
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As shown in the following table, 167 agencies assigned at least one task 
force officer to the JTTFs in. the 8 locations reviewed. However, we found that 
34, or 20 percent, of the 167 agencies did not have an agency representative on 
the JTTF Executive Board. For example, the FBI Boston Division's JTTF 
Executive Board only had representation from. 40 percent of the agencies 
participating on the Boston JTTF. 

Table 6: Analysis of JTTF Executive Board Engagement and Participation for Agencies 
with a Task Force Officer Assigned to a JTTF 

Number of Agencies: 

Not Attending More 
FBI Field Than Half of the 
Location With a JTTF Task 

Without an With an 
Executive Board 

Force Officer 
Executive  Execut e li 

Meetings (excludes 
BoardMember  Board Mee Member 

agencies without a 
Board Member) 

Boston 20 12 8 3 ....--. _. :....................................................................................................................................................... 
Chicago 16 

1....................................................................................................................------............------... 
0 16 3 

I-)allas 20 2 18 3 
Deriver 18 1 17 

1
7 

Houston 37 
- - - 

7 30 
— - — -7 - -- - -- -

19 
New 'i'or:a 39 .12  27 6 
Fcrtland 

T  ------ --- i 

12 ' 
---- --- 

0 12 10 
Springfield 5 0 5 

} ---------- ------------------------------ — ------------------------------- 7 
Totai-------------------------------------!-------------------------1-?  34 133 52 ------------------- ------------------------------------- 
Source: DOJ 010 analysis of Federal Bureau of Investigation Data 

Using the FBI-provided meeting attendance records, we found that 39 
percent of the 1.33 agencies represented on the JTTF Executive Board did not 
attend at least half of the J'ITF Executive Board meetings, as shown in 
preceding table.25 This 39 percent included federal, state, and local agencies. 
The Special Agents in Charge (SAC) in two FBI field divisions we visited told us 
that the need to obtain appropriate security clearances prevented some state 
and local law enforcement representatives from attending the JTTF Executive 
Board meetings. Officials from federal agencies reported that they may miss 
meetings because of competing work demands, such as training and other 
meetings. While we recognize that individuals may not be able to attend every 
meeting, agency representation at the JTTF Executive Board meetings is 

25 According to the FBI, not everyone who attends a .JTTF Executive Board meeting may have signed the 
meeting attendance sheet. Because there was no other documentation available to confirm attendance, 
the DOJ 010 considered at). individual to have regularly attended the meetings if she/he attended more 
than half of the meetings within the date ranges provided by the FBI based upon the meeting attendance 
sheets, 
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important, and we believe that th.e FBI and participating agencies should place 
greater emphasis on attendance because these meetings provide another 
avenue for obtaining relevant information concerning their jurisdictions that 
they may not obtain otherwise. To help place greater emphasis on these 
meetings, we believe it is essential that the FBI ensure that a management 
representative (and an alternate) from each agency with a. task force officer 
assigned to the JTTF has been designated as a JTTF Executive Board member 
and ensure that those individuals are notified of upcoming meetings. 

During the review of JTTF Executive Board data, the DOJ O10 found that 
representatives from agencies without full-time d-1"1"I'F task force officers also 
attend JTTF Executive Board meetings. For example, regional representatives 
from the NCTC, I&A, and fusion centers attended meetings although these 
agencies did not have full-time JTTF task force officers. 

The DOJ OIG also noted that representatives from local fire departments 
attended th.e JTTF Executive Board meetings in some FBI field divisions. The 
DOJ 010 discussed this issue with the Assistant Director for the FBI's Office of 
Partnership Engagement who said that he believed it was a "best-case 
scenario" to have first responders, such as fire departments, attend J"ITF 
Executive Board meetings. He further indicated that if state and local first 
responders cannot participate on the X17F Executive Board, then the first 
responders should be engaged with the fusion center. This official also stated 
that it was important to have the first responders on the JTTF so that they are 
aware of the threat picture and have situational awareness so they may 
respond appropriately in the event of a terrorist attack, such as Paris or San 
Bernardino. Therefore, the DOJ 010 recommends that the FBI ensure its field 
divisions encourage agencies that do not participate on the JTTF, including 
first responders, to attend J'I' F Executive Board Meetings. 

In addition to our concerns with the engagement and participation on the 
JTTF Executive Board, we believe the content of the meetings needs to be more 
standardized. Representatives from partner agencies who attended the JTTF 
Executive Board meetings reported the meetings provided valuable 
opportunities to share investigative and operational information, and that the 
meetings have improved in content and depth in recent years. The DOJ 010 
attended a JTTF Executive Board meeting hosted by the FBI's Chicago Division. 
The meeting included an overview of the FBI's current threat environment, a 
roundtable discussion about emerging counterterrorism issues, and in-depth 
briefings on open terrorism investigations and threats, which were presented 
by various agencies, including the FBI, DHS, NCTC, and the area's two fusion 
centers -- the Illinois State Terrorism and. Information Center (STIC) and the 
Chicago Crime Prevention and Information Center (CPIC). 

However, in other locations, some partner agency officials reported that 
the depth to which the topics were covered varied from meeting to meeting, and 
that in some instances, the varying coverage coincided with changes in FBI 

26 

REL0001350472.0002 

DHS-001-05722-000581



field division. management. For example, a DHS official who attends the FBI 
Denver Division's JTTF Executive Board meetings said the meeting content 
varied in conjunction with three changes in the FBI Denver Division's 
leadership. This DHS official said that it would be more useful if the meetings 
were more consistent and provided both an overview of terrorism threats and 
specific cases. An official from the Colorado Division of Homeland Security and 
Emergency Management also said that he would like more strategic analysis of 
emerging threats, and that this type of information would assist him. in his 
duties for the state of Colorado. 

Although the DOJ OIG recognizes that some level of flexibility is needed 
to accommodate local needs, we believe the FBI should ensure that the JTTF 
Executive Board meetings across FBI field divisions consistently approach 
sharing information, which may well improve attendance at the meetings. 
Therefore, the DOJ OIG recommends that the FBI identify the structure and 
content of JTTF Executive Board meetings that would give attendees the most: 
meaningful information on a consistent basis. The FBI should then inform 
field divisions to use this structure and content, perhaps as a. template, at a 
minimum when planning their JTTF Executive Board meetings. 

Recommendations: DOJ OIG recommends that the FBI: 

12. Require FBI field divisions to stress to participating agencies the 
importance of designating an individual and an alternate to serve as their 
representatives to the JTTF Executive Board, as well as of regularly 
attending the meetings. 

:13. Ensure FBI field divisions encourage agencies that do not participate 
on the JTTF, including first responders, to attend JTTF Executive Board 
Meetings. 

1.4. Identify an appropriate structure and content of JTTF Executive 
Board meetings that FBI field divisions should use at a minimum when 
conducting these meetings. 

Anti-Terrorisrn Advisory Council (ATAC) 

In 2001, the Attorney General established the ATAC program. As part of 
this program, each. USAO designated an ATAC Coordinator to help enhance the 
nations counterterrorism efforts. Each USAO also formed a committee 
comprised of federal, state, and local law enforcement agencies and often 
pertinent public health and safety and security officials from private industry. 
The program has three primary functions, including: (1) convening the ATAC 
for committee) to facilitate counterterrorism efforts and information sharing in 
their communities; (2) supporting the investigative efforts of the JTTFs; and (3) 
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facilitating counterterrorism information sharing between. DOJ field and 
headquarters components regarding threats, litigation, criminal enforcement, 
intelligence, and. training. Each USAO was required to complete an. ATAC Plan. 
that defined how each office implemented the ATAC Program, and each USAO 
is supposed to update its plan every 6 months.26

Beginning at a March 2010 ATAC training event and continuing 
thereafter at training events, the ATAC National. Program. Coordinator 
instructed the ATAC Coordinators to coordinate their efforts with other entities 
within their jurisdiction to reduce duplication as it pertained to convening the 
committee to share counterterrorism information. For example, the USAO may 
not need to maintain its own distribution list for sharing counterterrorism 
information if the fusion center provides the primary information sharing 
responsibilities for national security matters within the district. Nonetheless, 
the USAO must remain a full-time participant with the agencies leading 
counterterrorism information sharing efforts and be willing to certify that the 
USAO is actively engaged in information sharing. Similarly, if the JTTF in the 
USAO's district conducts effective meetings and trainings that include the 
same law enforcement partners as the ATAC, then the USAO is not required to 
conduct duplicative ATAC meetings or trainings. However, the ATAC 
Coordinator should have a substantial role in developing the agenda, 
presenting information, and participating in the JTTF meeting or training. 

To assess the USAOs' efforts to reduce the potential duplication. between. 
A'I'AC meetings and those of their partners, the DOJ OIG reviewed the 2006 
and the most recent version of the ATAC plans for the USAOs located within 
eight FBI field division jurisdictions.2 7 The DOJ OIG found that half of the 
USAOs' ATAC Plans had not been updated for nearly 10 years (from the initial 
submission in. 2006 until the DOJ OIG requested them.). As a result, the DOJ 
OIG was unable to determine the evolution of the ATACs and the USAOs' 
efforts to reduce the potentially unnecessary duplication of counterterrorism. 
information sharing. 

26 The ATAC Plan sets forth required objectives that must be achieved in each district. These objectives 
include defining the duties and responsibilities of the ATAC Coordinator and other USAO personnel who 
assist on counterterrorism matters, ensuring that the USAO has established a. mechanism for effectively 
distributing time-sensitive information throughout the district, outlining collaboration between the ATAC 
Coordinator and DOD's National Security Division, and ensuring the USAO has a plan for convening the 
ATAC, 

27 We requested the most recent ATAC Plans for the USAOs located in the headquarter cities of the FBI 
field divisions we visited. The ATAC Plans for six of the USAOs were dated September 2015, one was 
dated April 2013, and one was not dated. We did not speak to the ATAC Coordinators about the plans 
because we were not informed of them until after our site visits. 
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In. addition., th.e DOJ OIG found that several of the most recent ATAC 
Plans indicated fewer ATAC meetings being held or a consolidation of ATAC 
meetings with JTTF Executive Board meetings (the latter of which might or 
might not be consistent with the instructions to increase coordination and 
reduce duplication). Moreover, based on the review of attendance rosters, the 
DOJ OIG determined that, in general, representatives from the USAOs 
regularly attended JTTF Executive Board meetings within the eight FBI field 
divisions visited., and that the ATAC Coordinators said they participated in the 
meetings. 

Given the progression of other counterterrorism information sharing 
efforts by other field-based entities, it is recommended that DOJ assess the 
ATAC program and ensure that the purpose of the ATAC meetings are not 
duplicative of other counterterrorism information sharing partner initiatives 
and are used in the most effective manner. For instance, instead of holding 
separate ATAC meetings, USAOs could be committed to fully participating in 
the JTTF Executive Board meetings and fusion center meetings, thereby 
standardizing the ATACs' roles and reducing possible duplication of efforts. 
Following this evaluation, the DOJ should ensure that each USAO updates its 
ATAC plan accordingly and that the plans are updated as required by the 
program. 

Recommendation n DOJ OIG recommends that DOJ: 

15. Ensure that each USAO -updates ills ATAC Plan as required by the 
program. 

16. Evaluate the ATAC program to ensure the purpose of the ATAC 
meetings is not duplicative of other counterterrorism information sharing 
partner initiatives and is used in the most effective manner. 

FBI Threat Review and Prioritization 

The FBI Directorate of Intelligence implemented the Threat Review and 
Prioritization (TRP) process to assess, triage, and prioritize threats. The TRP 
process was designed to integrate intelligence and operations to provide a. 
construct that synchronizes prioritization between FBI headquarters and field 
divisions. FBI field divisions use FBI National Threat Priorities and national--
level mitigation strategies developed by FBI headquarters in completing their 
individual TRP process. 

According to FBI policy, appropriate representatives from.. the USAO must 
be invited to participate in the TRP process. Officials from the USAOs the team 
visited said that USAO representatives participate in the TRP process and 
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believe the USAOs being involved in this process is beneficial.. For example, an 
ATAC Coordinator from one of the USAOs visited said that she attended TRP 
meetings, and it helped her to understand. the FBI's priorities and thought 
processes, which enhanced the USAO's awareness of the threat environment in 
the area. In addition, she said that she believes having the USAO participate in 
the TRP adds credibility to the TRP process and shows the FBI that the USAO 
cares about its issues. 

Although not required by FBI policy, FBI SACS in two of the field 
divisions the team visited said. that JTTF task force officers and other partner 
agencies participate in the TRP process. For example, the SAC for the FBI 
Denver Division said that the Denver Police Department attends the annual 
TRP meeting. Similarly, the SAC for the FBI Houston Division said that the 
USAO and JTTF task force officers participate in the TRP process. Further, he 
said that there would be a benefit to have even more agencies participate in the 
TRP process. I-lowever, some JTTF task force officers in the locations the teams 
visited said that they did not participate in the TRP meetings. 

The DOJ OIG believes that it is important for the FBI to obtain its 
partners' input regarding the threats and mitigation strategies for the region. 
As a result, we recommend that the FBI direct FBI field divisions to identify 
and invite key stakeholders to TRP sessions. 

The DOJ OIG also noted differences as to the individuals and entities 
with whom FBI field divisions shared their TRP results and, specifically, their 
prioritization of threats in their regions. For example, the FBI Boston Division 
shared its TRP outcomes with the command staff of the fusion center and the 
JTTF task force officer home agencies. In contrast, in the FBI Houston Division 
the JTTF task force officers who participate in. the TRP process are responsible 
for providing such information to the management of their home agencies. 

The results of the FBI's TRP process could provide important information 
to the FBI's counterterrorism information sharing partners. For example, the 
SAC for the FBI Houston Division said that there could be value in sharing the 
TRP results with JTTF Executive Board members, as well as the Texas 
Homeland Security Advisor. Similarly, the Homeland Security Advisor for the 
state of Colorado said that he believed it would be helpful to obtain the FBI 
Denver Division's TRP results for both the Deriver area and the state of 
Colorado. As such, the DOJ OIG recommends that the FBI determine with 
whom it could share its counterterrorism-related TRP results and implement a 
process by which it shares counterterrorism. TRP results with the appropriate 
partners on a systemic and regular basis. 
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Recommendations- L)C)J OIG recommends that FBI: 

17, Direct FBI field divisions to identify and invite key stakeholders to 
TRP sessions. 

13. Determine the agencies with which it should share its 
counterterrorism-  related TRP results and implement a process to ensure 
the TRP results are appropriately shared with those agencies on a 
systemic and regular basis. 

The ODNI has two programs focused on the field-based 
sharing of counterterrorism information: the Domestic DNI 
Representative (DDNIR) program and the NCTC Domestic 
Representative program.. The C)lGs found that although. the 
DDNIR program has gained momentum and progress has 
been made, the program is hindered by large geographic 
regions, as well as the lack of a clear strategic vision and 
guidance for it to reach its full potential. The OIGs found 
that the NCTC Domestic Representative program., although 
well received in the field, has also struggled to sufficiently 
cover its regions. 

The Domestic DNI Representative Program 

The DDNIR program plays a role in facilitating the sharing of 
counterterrorism information. A November 2011 Memorandum of Agreement 
(MOA), "Domestic Director of National Intelligence Representatives," governs 
th.e DDNIR program between the ODNI and the FBI under Intelligence 
Community Directive 402, "Director of National Intelligence Representatives." 
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Domestic DNI Regions The Director of National Intelligence and the FBI 
launched the DDNIR program in February 2012 and designated 12 FBI 
executives as DDNIRs. As shown in the map below, the DDNIRs are the 
Assistant Directors in Charge of Los Angeles, New York, and Washington DC, 
and the SACs of Atlanta, Boston, Chicago, Denver, Houston, Miami, 
Pittsburgh, San Francisco, and Seattle, with each representative being 
responsible for covering a designated geographic region.28

;' , 
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28 The O1Gs were unable to find any documentation describing how the selection of the initial I)DNIR 
locations were determined. However, officials familiar with the history of the program told us the regions 
were originally selected by identifying cities with a large presence of multiple IC elements. 
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The DHS Chief Intelligence Officer designated the I&A regional directors 
to serve as the DHS senior field representatives to the DDNIR program in 
specified geographic regions. I&A regional directors serve as the DHS focal 
point for all engagements with the DDNIR program. They maintain awareness 
of all. DDNIR. or ODNI staff visits to DHS components in their specified 
geographic region, coordinate actions with affected elements of the MIS 
Intelligence Enterprise, share program-related data, and work collaboratively 
with the U.S. Coast Guard national intelligence element to support its 
interaction with DDNIRs and ensure unity of effort and consistency in 
departmental messaging of DHS activities, While in some regions DHS 
Intelligence Enterprise field personnel participate in the program, the DDNIR is 
not authorized to task DHS components that are not elements of the IC. The 
scope of the DDNIR's authorities extends only to those DHS components that 
are elements of the IC: I&A and the U.S. Coast Guard's intelligence and 
counterintelligence elements. 

Domestic DNI Quarterly Meetings - DDNIRs hold quarterly meetings with 
the IC representatives in their region to help foster collaboration, effective 
partnerships, and integration of the IC team in the domestic field.. Quarterly 
meetings generally focus on a particular threat or issue that is of interest to the 
region.,29 To help ensure that the DDNIR. program meetings are productive and 
support the primary mission of the program, the FBI has incorporated metrics 
into its field division performance measures. To actively participate in the 
DDNIR program, FBI field divisions are required to complete a combination of 
the following activities: serve as lead on a DDNIR region product; chair a sub-
group; substantively contribute to a subgroup or region product; host a. 
quarterly meeting; and/or complete a collaborative interagency action item. 

The OIGs found that the differing sizes of some of the 12 geographic 
regions cause challenges for some of the DDNIRs when conducting quarterly 
meetings. For example, the DDNIR for the Rocky Mountain Region is 
responsible for the coordination of nine states in his region.3° The Program 
Coordinator within that region reported challenges in identifying DDNIR 
meeting topics because issues and threats throughout the region differ 

29 ODNI National intelligence Managers and/or FBI Senior Intelligence Officers may travel to the 
quarterly meetings to provide threat briefings or relevant information. 

3() The DDNIR Rocky Mountain. Region encompasses nine states and four FBI field divisions, including 
the Minneapolis Division (Minnesota, North Dakota, and South Dakota), Salt Lake City Division (Idaho, 
Montana, mid Utah); Denver Division (Wyoming and Colorado), and the Albuquerque Division (New 
Mexico). In terms of geographic territory, the Salt Lake City Division Minneapolis Division, and the 
Denver Division are the 2nd, 3rd, and 4th largest territories in the FBI, respectively, trailing only the 
Anchorage Division (Alaska), making for an immense territory within the DDNIR Rocky Mountain Region. 
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con.siderably.31 When her team surveyed meeting attendees for discussion 
topics, they often received no input. 

In contrast, in the much smaller Northeast Region, the DDNIR found it 
easier to collaborate and plan meetings because he was close to the other SACs 
in his region and the field divisions have similar interests. According to the 
DDNIR for the Northeast Region, it is difficult for larger regions that are more 
geographically dispersed to collaborate and find commonality on topics. 

According to officials with whom the IC IG spoke, the DNI had originally 
considered designating all heads of the 56 FBI field divisions as DDNIRs, which 
would have made the domestic program more closely resemble the overseas 
DNI representative program. in which all CIA Chiefs of Station are designated as 
DNI representatives. Others with whom the team spoke, such as a former ISA-
IPC chair, felt the idea had merit, stating that he never understood why some 
SACs are designated as representatives and others are not. In contrast, a 
senior FBI official currently assigned to the ODNI expressed th.e belief that 
having 56 DDNIRs may not be practical given that there are many competing 
priorities within the FBI. 

The DHS OIG also discussed the geographical structure of the DDNIR 
program. with I&A officials because Congress directed I&A to realign its field 
operations to the DDNIR Program regional construct. 2 Effective November 
2014, I&A transitioned from 9 regions to the 12 DDNIR program regions. 
However, several I&A officials said they do not believe this structure makes 
sense for I&A. They expressed concern that conforming to the DDNIR regional 
construct hampered. DHS' internal. Unity of Effort message and that IM,A should 
have realigned with other DHS regional constructs, in particular, FEMA 
regions. FEMA regions are well-established and already known by state and 
local entities that are primary customers for I&A field officials, DHS OIG 
concluded that should. the DDNIR program modify its regional structure, I&A 
would likely be required to as well, thereby further impacting 13r,A personnel 
and resource allocation. 

31 As part of the FBI implementation of the program, each of the 12 DDNIRs has designated an analyst 
within their office to serve as a DDNIR Program Coordinator. These Program Coordinators, who are 
typically located in the field division's Field Intelligence Group, are responsible for the day-to-day 
operation of the program to include coordinating with the other FBI field divisions and IC elements in 
their region to develop the agendas for the quarterly meetings, arrange speakers, and conduct a variety of 
other administrative and logistical tasks associated with the program. In some regions, FBI field divisions 
have full-time positions dedicated to the program coordinator role while in others it is a. corollary duty. 
The role of the DDNIRs is an additional duty and DDNIRs do not receive any additional funding or 
personnel to execute their DDNIR responsibilities. 

32 Classified Annex to the Intelligence Authorization Act for Fiscal Year 2014 (Ph. 113-126) 
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Per the MOA, the DNI and. FBI may, through mutual agreement, add or 
remove ADICs or SACs as DDNIRs. While it may not be feasible to designate 
the heads of all 56 FBI field divisions as DDNIRs, in light of the current 
Challenges posed by the large geographic regions, it may be feasible to 
designate some additional DDNIRs to help improve counterterrorism 
information sharing and coordination within larger existing regions. The OIGs 
recommend that the DNI, in coordination with the FBI, evaluate the existing 
DDNIR regional structure to ensure that regions are appropriately sized and 
defined to better align common areas of interest and geographic coordination 
among participating partners. 

Mission and Program Guidance - The OIGs found that the DDNIR 
program lacks in-depth guidance and a well-defined strategy for ensuring the 
program is well-understood and implemented consistently across regions. All 
DDNIRs are required to attend a four-hour orientation at the ODNI before 
assuming their DDNIR role. However, we found that some of the DDNIRs want 
more guidance and clarification on what the DNI expects them to do.:~U 

The OIGs also found that the objectives of the program had not been 
clearly communicated to the IC-member representatives. According to the 
DDNIR Southeast Region's October 2014 semi-annual report, despite 
messaging from ODNI and FBI leadership regarding the importance of the 
program, many of the participants in the region continue to express 
uncertainty as to the purpose of the DDNIR program and regional integration.34-
For example, one official who regularly attended meetings in the DDNIR 
Southeast Region stated that if the objective of the program is to "foster 
relationships," then the program is working well; but if the goal of the program 
is to collaborate on regional issues and produce a regional product, then the 
program is not succeeding. The DDNIR Southeast Region. .'s October 201.4 semi-
annual report also noted that many of the region's partners have few or no 
analytic resources, and that for many, the analysis is conducted at the 
headquarters level. 

33 Similarly, the Congressionally directed 9/ 11 Review Commission found in their March 2015 report, 
"The FBI: Protecting the Homeland in the 21st Century," that the DDNIR program is experiencing 
"growing pains," and that, "It is not well defined by the ODNI or well understood by the ADICs and SACs 
who serve in this capacity. Some confusion sterns from the question of which functions the ADIC/SAC is 
performing for the DNI as opposed to performing as part of his/her FBI responsibilities, because the 
stakeholder groups are not the same. Most ADICs/SACS understand that the Domestic DNI 
Representative role is to lead coordination, but are not clear what should be coordinated, and to what 
end. ADICs/SACs did not believe that they had adequate guidance on how to manage the Domestic DNI 
Representative responsibilities beyond their own field office's geographic area, given that some of the 12 
regions are quite large." 

34 Each DDNIR is required to submit to the DNI semi-annual updates on the DDNIR's evaluations and 
recommendations of DNI policies and procedures and IC performance. 
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In. reviewing th.e DDNIR quarterly meeting agendas and minutes, the 
DOJ OIG found that the meetings are generally maturing in structure and 
detail and that the depth of content covered has increased.35 However, in some 
regions, the DDNIR quarterly meetings were seen primarily as networking 
opportunities where various officials also were invited to give topical 
presentations. In other regions, the DDNIRs were more involved in proactively 
establishing joint working groups and sub-working groups to address areas of 
common concern within the region ranging from border security to threats 
involving the oil and gas industry and ISIL. 

At an annual meeting in May 2015, FBI Director Comey and DNI Clapper 
directed the DDNIRs to examine the Homegrown Violent Extremist (11VE) threat 
associated with ISIL in each of their regions in order to identify key intelligence 
gaps. The product was due October 31, 2015. However, specific guidance and 
project expectations were not provided to the DDNIRs until July 2015, which 
the DOJ OIG and IC IG were told resulted in significant confusion and wasted 
effort. According to an official from the ODNI's Office of Partner Engagement, 
most of the DDNIR regions produced External Intelligence Notes, which involve 
a much longer turn-around time due to various FBI requirements. This official 
said that by the time the products were available, the information was no 
longer valid or helpful to inform the DNI and FBI Director on emerging trends. 
Although this assignment provided a good opportunity to highlight interagency 
cooperation and further maturation of the DDNIR program in order to identify 
existing ISIL challenges at the regional level., the OIGs believe that this instance 
highlights the need for the program to have explicit and timely guidance on 
specific tasks, Although the DDNIR program needs to be sufficiently flexible to 
adapt to each region's issues and culture, clarifying guidance as to the 
intended outcomes of the meetings, as well as the roles and responsibilities of 
partners would be beneficial. Therefore, the OIGs recommend that the ODNI, 
in coordination with the FBI, develop and disseminate to IC-member partners 
more guidance and a strategy for ensuring the DDNIR program is implemented 
consistently across regions. 

In addition to the need for more guidance, the OIGs noted that the 
original MOA, signed in 2011, is outdated and no longer reflects the current 
state of the program. Moreover, the MOA does not provide guidance on. the 

35 The I30.3 GiG reviewed DDNIR meeting agendas and minutes for each of the DDNiR. regions since the 
program's 2012 implementation, as well as copies of the briefings and presentations conducted during 
these meetings. 
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inclusion. of non-IC members, such as state and local entities, in the DDNIR 
Program.36

In that regard, according to one regional representative, the DDNIRs 
should be better leveraging other partners, including fusion centers, state and 
local law enforcement, and the private sector. In. his October 201.4 semi-
annual report to the ODNI, the former DDNIR for the Central Region indicated 
that he believed that incorporating both. IC and non-IC members into the 
DDNIR process would encourage greater participation and exhibit trust in 
regional partners, which builds confidence in domestic intelligence collection., 
analysis, and reporting. The DDNIR for the Central Region suggested that 
perhaps the quarterly meetings should be expanded to two days—with one day 
for federal partners to meet and a second day for the DDNIR to meet with 
fusion center personnel. Conversely, DI--IS officials expressed varied opinions 
on the inclusion, of non-IC partners in the program. The IC IG believes that 
non-IC partners may provide valuable information and perspective regarding 
the regional threat environment and recommend that the DNI, in. coordination. 
with the FBI, evaluate the regional structure and issue additional guidance, 
and explore the feasibility of also incorporating non-IC members into the 
DDNIR program in an appropriate fashion. 

Recommendations. The IC IG recommends that the DNI, in coordination 
with the FBI: 

19. Evaluate the existing DDNIR regional structure, in consultation with 
I&A, to ensure that regions are appropriately sized and defined to provide 
common areas of interest and geographic coordination among 
participating partners. 

20. Develop and disseminate to IC-member partners additional guidance 
and a strate i for ensuring the DDNIR. program is implemented 
consistently across regions and update the 2011 Memorandum of 
Agreement to more accurately reflect the current state of the program. 

21. . Evaluate the feasibility of incorporating non-IC members into the 
DDNIR program in an appropriate fashion. 

36 The Congressionally-directed 9/ 11 Review Commission in their March 2015 report, "The FBI: 
Protecting the Homeland in the 21st Century," stated that the ODNI and. FBI provide policy guidance on. 
how state and local law enforcement and other non--Title 50 elements in the Homeland can legally- and 
appropriately intersect with the Intelligence Community via the DDNIRs. 
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The ATCTC Domestic Representative .Program . 

NCTC's Domestic Representative Program was established through an 
MOU with the FBI. Currently, there are NCTC Domestic Representatives 
stationed at 1.1 locations across the United. States. These representatives serve 
as the front-line liaison for the Director of NCTC with regional IC agencies and 
counterterrorism officials at the federal., state, and local levels. NCTC Domestic 
Representatives typically sit in FBI spaces and have a wide-range of job duties. 
One of their primary responsibilities is to deliver tailored counterterrorism-
related intelligence support to a range of customers in the region, including FBI 
field divisions; regional FBI Field Intelligence Groups and JTTFs, DI-IS 
elements; local police; and other federal, state, and local entities. In addition, 
the NCTC representatives act as a liaison between NCTC and FBI field elements 
and between NCTC and the regional police departments by facilitating 
collaboration to enable the targeting, collection, processing, and reporting of 
targets of mutual interest. The NCTC retains primary control of the 
representatives and is responsible for covering the costs of all salary and 
official travel expenses. 

The NCTC representative program has domestic representatives in 11 
major cities across the country. Each representative is responsible for 
providing coverage to a. distinct geographic region that aligns in some but not 
all of the regions covered by the 12 DDNIRs. DDNIRs and. NCTC 
representatives are in the same locations, except in Pittsburgh, which has a 
DDNIR but not an NCTC representative. The geographic regions covered by the 
DDNIRs and the NCTC representatives differ in the Washington, DC, Chicago, 
Denver, and Seattle regions. 

Yorks City: 

San Francisco 

Los 
Ang 

DC 
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NCTC Representative Coverage --- NCTC representatives frequently travel 
throughout their regions to perform their duties. Several representatives told 
the OIGs that they struggle to provide sufficient coverage for their region. For 
example, according to the NCTC representative in Los Angeles, his biggest 
challenge is the sheer number of customers he is responsible for supporting, 
which includes the FBI, ITS, fusion centers, and state and local entities 
dispersed across the three FBI field divisions (Los Angeles, Phoenix, and Las 
Vegas) that his area of responsibility encompasses. Accordingly, he must 
carefully pick and choose his engagements and make time to visit the more 
distant offices in. Phoenix and Las Vegas. 

Similarly, the NCTC representative in Atlanta, whose region covers five 
states, seven FIJI field divisions, and five state fusion centers, told the OIGs 
that she would like to visit the major port cities—Charleston, Savannah, and 
Mobile—and other cities in her region, such as Memphis and Raleigh more 
frequently. Even the NCTC representative in Boston, whose area of 
responsibility includes six states relatively easy to visit by car—Connecticut, 
Massachusetts, Maine, New Hampshire, Rhode Island, and Vermont—stated 
that his principal challenge was finding the time to adequately support all six 
states and not wanting to turn down opportunities when asked to provide 
support. 

In light of the regional differences between the NCTC Representative 
program and. the DDNIR program, the DOJ OIG and. IC OIG received feedback 
for the need for additional NCTC`, representatives. For instance, the DOJ OIG 
talked to the SAC in the FBI Pittsburgh Division who said that the NCTC 
representatives were an invaluable resource for their intelligence expertise and 
training and that having an NCTC representative would enhance collaboration 
in the area. The NCTC representative for New York (whose area of 
responsibility currently includes Pittsburgh) agreed that it might make sense to 
assign. an. NCTC representative to Pittsburgh but stated that the workload in 
Pittsburgh was lighter than in New York, and that NCTC might be better served 
by adding a representative in. New York. 

According to the NCTC representative for New York, the New York area 
generates enough work for two representatives, and one representative could 
stay fully occupied solely supporting the New York ,J` TF. If an NCTC 
representative were to be assigned. to Pittsburgh., the NCTC; representative for 
New York suggested that person could assume responsibility for some of the 
area of responsibility that currently falls within the NCTC representative for 
Chicago's region. 

Another location that we were told should receive consideration for the 
assignment of an NCTC representative is Detroit. Currently, the NCTC 
representative for Chicago also has responsibility for Detroit but has difficulty 
providing adequate coverage because the area of responsibility is so large. It 
was suggested to the IC ICS that the workload might be more manageable if 
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Chicago were to have its own NCTC representative and new representatives 
were added to cover the region outside of Chicago. An NCTC representative 
told the IC ICS that she has heard from USAOs and other officials in. the 
Midwest that they would like to establish closer relationships with and have 
more access to NCTC representatives. 

As the OIGs conducted their fieldwork, they observed that some NCTC 
representative regions and the FBI Field divisions they support h.ad more 
counterterrorism activity than others. For example, the NCTC representative 
for Denver explained that her region has less activity, which has impacted 
negatively her ability to obtain briefers from NCTC Headquarters to support her 
customers. Similarly, the NCTC representative for Miami estimated that she 
spends 85 to 90 percent of her time supporting the FBI Miami Division. Due to 
the FBI Miami Division's demands for her time, the NCTC representative for 
Miami had not yet had an opportunity to visit the FBI or state an.d local entities 
in Jacksonville, or the primary Florida Fusion Center in Tallahassee. 

NCTC Representatives' Reception in the Field - During field visits, the 
OIGs received positive feedback on the contributions that the NCTC 
representatives are making to the FBI field. divisions (e.g., one FBI field division. 
stated that it would like to obtain an additional representative) and the Fusion 
Centers with respect to their role in furthering the sharing of counterterrorism 
information. NCTC representatives attend weekly FBI X17F meetings, as well 
as quarterly JTTF Executive Board. and DDNIR meetings where they brief on 
current threats and counterterrorism products. They provide case support 
ranging from conducting name traces through NCTC's Operations Center to 
arranging deeper (lives on subjects of FBI investigations. 

In addition, NCTC representatives request and coordinate on-site 
briefings and trainings by NCTC Headquarters subject matter experts on topics 
of interest, such as the Terrorist Screening Center and the Terrorist Identities 
Da.tamart Environment and their capabilities. NCTC representatives are highly 
valued for their ability to send information from the FBI field divisions directly 
to NCTC leadership. 

NCTC representatives also work closely with I .A. field personnel in their 
regions.37 For example, the NCTC representative for Houston stated that his 

37 I&,A serves as the IC's lead conduit to state, local, tribal, and territorial governments. According to the 
Memorandum of Understanding between the Intelligence Community, Federal Law Enforcement Agencies, 
and the Department of Homeland Security Concerning Information Sharing, no analytic conclusions of 
any covered entity shall be disseminated to state, local, or private sector officials, or to the public, without 
the prior approval of the secretary of Homeland Security, his designee, or in accordance with approval 
mechanisms established by the Secretary except in exigent circumstances. 
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best set of customers are the I&A intelligence officers at the fusion. centers. 
The NCTC representative for San Francisco also explained that she collaborates 
with the I&A intelligence officers at the Northern California Regional 
Intelligence Center, the State Threat Assessment Center, and Central California 
Intelligence Center to conduct joint briefings for the Fusion Center Terrorism 
Liaison Officer program. 

The majority of I&,A. field officials the team interviewed said that the 
NCTC representatives serve as force-multipliers and that they complement the 
I&A intelligence officers as the representatives are in similar positions as 
themselves, "armies of one" alone in areas without field offices. Many I&A field 
officials conduct joint briefings with the NCTC representatives because the 
representatives have different access and provide greater insight into IC 
processes. Overall, both I&A field officials and NCTC representatives seem to 
value these joint briefings as they present "one government voice" to state and 
locals. However, there are some within I&A who are concerned about mission 
overlap. As the NCTC representative program continues to mature, further 
clarification of its roles and responsibilities and formalized coordination with 
I&A field officials will continue to be essential to avoid any potential duplication 
of effort or conflicting lines of inquiry. 

Recommendation . The IC IG recommends that the Director, National 
Counterterrorism Center: 

22. Consider assigning additional NCTC representatives to the field 
and/or revising the existing territorial regions, potentially to align with 
the DNI domestic regions, to ensure effective NCTC representation within 
the domestic field. 
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State and local entities own and operate fusion centers, but 
to develop and mature into the best partners, they depend 
on direct support and funding from federal agencies. Fusion 
centers also receive grant funding from FEMA indirectly; 
however, FEMA cannot identify how much funding fusion 
centers receive and spend on counterterrorism efforts. 
Based on self-reported data from fusion centers, direct 
federal expenditures for fusion centers are decreasing and 
state and local expenditures are increasing. Finally, the 
majority of state and local officials told L HS QIG that rather 
than enhancing and maturing their capabilities, given the 
unpredictability of resources, they are focused on sustaining 
operations. 

Federal Investment and Support to Fusion Centers 

According to the 2007 NSIS, state and major urban area fusion centers 
are vital assets to sharing terrorism-related information. Because fusion 
centers are state and locally owned and operated, federal influence to develop 
and mature fusion centers into the best potential partners depends on direct 
support and grant funding. 

In June 2011, the PM-ISE issued the Federal. Resource Allocation. 
Criteria (RAC) Policy, which provides objective criteria for federal agencies to 
use when making resource allocation decisions to fusion. centers. According to 
the RAC Policy, federal agencies will prioritize federal resource allocation in the 
following order: primary fusion centers, recognized fusion centers, and 
nodes.38 Entities within each category must meet certain criteria for federal 
entities to continue their prioritization. 

To guide federal resource allocation, the Federal RAC Policy 
Implementation Guidance, published in September 2014, offers best practices 
and recommendations about how to better develop, implement, and adhere to 
the Federal RAC Policy. 

38 Each state, the District of Columbia, and U.S. territory may have one primary fusion center designated 
by the Governor or equivalent. A recognized fusion center is any designated fusion center, including 
major urban area fusion centers, not designated as a primary fusion center. Nodes refer to criminal 
intelligence units, real-time crime analysis centers, and other law enforcement or homeland security 
analytic centers that have riot been designated as fusion centers by state governments. 
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I&A is required to provide the Office of Management and Budget (0 D) 
and the PM-ISE an annual inventory of all federal funding and personnel 
dedicated to the National Network of Fusion Centers. Direct federal 
expenditures are primarily salaries and benefits for federal personnel assigned 
to or directly supporting fusion centers, but also include federal information 
technologgr systems deployed to fusion centers, security clearances sponsored 
by federal agencies, and training and other resources specifically intended to 
help fusion centers build and sustain capabilities. The majority of fusion 
centers occupy space with other federal, state, or local agencies, resulting in 
commingled operating costs. Therefore, it is difficult to identify the total cost of 
fusion centers to the federal government because agency support serves 
multiple functions and purposes. For example, for the 14 fusion centers 
collocated with the FBI, providing access to IT systems may not be an 
additional cost to the FBI as their installation and maintenance would occur 
regardless of the presence of the fusion center. In addition, supporting a 
fusion center may be a part-time or collateral duty for DHHS and. DOJ 
personnel. Table 7 below provides the federal personnel support levels as 
reported to I&A for its annual. inventory; Table 8 denotes whether those staff 
provided full- or part-time support to fusion centers as gathered by I&A. These 
numbers reflect a decline in total federal personnel support to fusion centers 
and of those personnel, fewer are full-time than when the reporting of such 
information began in FY 2011. 

2011 272 125 - 397 
2012 246 124 - 370 
12013 258 122 10 390 
2014 241 116 9 366 
Source: 2011 and 2012 Federal Cost Inventory and 2013 and 2014 National Network of 
Fusion Centers Final Reports 
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2011 321 81 ̀'%o of total) 76 (19`3 , of total) 397 
2012 293 (79% total)----- 77(2.1% of total) ' --------------
2013 

-of 
268 (69% of total) 122 31% of total) 390 

2014 266 73% of total) 1.00 (27% of total.) 366 
Source: 2014 National Network of Fusion Centers Final Report 

Within its 2014 report on the National Network of Fusion Centers, I&A 
identified three significant challenges associated with collecting, validating, and 
analyzing federal investment data: 
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1.. Funding to support fusion centers is generally not a budget line item for 
most federal departments and agencies, so collecting and reporting 
investment data requires significant time and effort. 

2. Some department and agency field offices directly support fusion centers 
at the field level, but the existence and extent of this support is not 
frequently shared with headquarters elements. 

3. For those departments and agencies with organizationally separate 
operations and intelligence units or functions, one unit may engage with 
fusion centers without the knowledge of the other. 

In addition to direct federal support, DHS indirectly provides grant 
funding to fusion centers through FEMA's Homeland Security Grant Program 
(I--ISGP).39 However, FEMA cannot identify how much grant funding fusion 
centers receive and spend on counterterrorism efforts. Fusion centers do not 
directly receive HSGP funding but instead apply for funding and request 
reimbursements from the state. The governor-appointed State Administrative 
Agency applies for and administers I-ISGF funds. FEMA grant guidance simply 
requires that of the 25 percent of grant funding set aside for "law enforcement 
terrorism prevention activities," a portion must go to fund fusion centers; state 
and local governments determine that portion from year to year. The majority 
of interviewed state and local officials involved in the process said they would 
prefer that fusion centers be a specific line item in state and local budgets or 
FEMA grant requirements. 

FEMA currently tracks grant funding through self-reported data received 
through state-submitted investment justifications and Biannual Strategy 
Implementation Reports. FEMA relies on states to appropriately and 
consistently categorize funding for all fusion center projects, but as GAO noted 
in. a November 2014 report, this data is unreliable.40 GAO reported cases in 
which projects supported broader capabilities not directly related to fusion 
centers, as well as some that did not specifically support center operations. 
For example, one grantee reported $14 million given to a. fusion center for 
automated license plate readers and video surveillance equipment, although 
the fusion center was one of a number of system. users. 

39 Fusion centers may, receive HSGP funding through HSGP's State Homeland Security Program and 
Urban Areas Security Initiative. 

40 Government Accountability Office: Information Sharing: DHS is Assessing Fusion Center Capabilities 
and Results, but Need to More Accurately Account for Federal Funding Provided to Centers (GAO- 1 1 5) 
(November 2014). 
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Further complicating accurate accounting is FEMA's 3-year performance 
cycle under which fusion centers can spend up to 3 years of grant funding at 
any given time. Although the 3-year performance cycle is beneficial and. 
welcomed by grant recipients, it makes it difficult to determine the portion of 
funds that has been expended each grant year. In addition, each of the 12 
states DHS OIO visited operates on different fiscal year calendars than DHS; 
only the District of Columbia follows DHS' fiscal year calendar. 

Based on self-reported data from fusion centers during the annual 
assessment process, direct federal expenditures for fusion centers are 
decreasing and state and local expenditures are increasing. In addition to 
decreased direct federal expenditures, the total amount of FEMA 1-1SGP funding 
available for which U.S. states and territories may apply and thus may 
distribute to fusion centers has declined since its overall peak in FY 2010 as 
shown in Figure 1 below. 

Figure 1: Total HS GP Funding Available for which States and Territories May 
Apply from FY 2009 to FY 20.1E 
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Source: DHS OIG analysis of FEMA data 
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Although the total level of grant funding made available by FEMA has 
decreased, state and local agencies reported expending about 41 percent more 
grant funding on fusion centers in FY 2014 than in FY 2011. This is generally 
indicative of state and local governments' commitment to fusion centers, which 
are considered valuable, worthwhile investments. As a result of this 
commitment by the state and local agencies that own and operate fusion 
centers, fusion centers are in a. better position to sustain capabilities. Table 9 
below displays sources of funding to fusion centers as reported by fusion 
centers. 

Table 9: Sources of Funding to Fusion Centers, FY 2011-FY 201441

Direct Federal 
Expenditures $97,456,195 $76,888,66244 €9,653,432 $68,216,940 

Federal Grants 
Expended by State, I 
Local, Territorial, $52,258,930 $71,219,656 $65,231,769 I $73,499,366 
and Tribal Agencies — — — — — — — -- ----- — — — — — — ----- ------------------------
State $83,338,580 $90,980,473 $102,150,253 I $113,297,136 
Local $34,144,222 $63,778,109 $70,304,104 , $71,519,890 ------------------- ----------------- -------------------------- ----------------- --- ---  

Tribal` 5 Data not 
available 

$0 $100,256 $0 

Territorial46 Data not 
available 

$57,000 $15x3,658 $860,307 

Private Sector Data not 
1,1c $1,293,000 :642,'770 $59 68 a4sai1 5 

* $ 1 f ~ ! " ,1 , 2 $308 236,24 , 28,28 ,324 

ZULU ce: DHS 3IG An=alysis o1 DH Da td d- 

41 Data for FY 2015 was not available at the time of this di aft report. 

42 Federal grant, State, and local expenditure data for 60 of 72 fusion centers. 

43 Federal grant, State, local, territorial, tribal, and private sector expenditure data for the 77 fusion 
centers designated at the time. 

44 These estimates are from the 2011 Federal Cost Inventory and reflect only costs for the 72 fusion 
centers designated at the time; Federal staff costs are estimated. 

45 SLIT Government Fiscal Year varies and may include multiple-year grant awards. 

46 SLIT Government Fiscal Year varies and may include multiple-year grant awards. 
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Although increased state and local funding is a positive development, 
there are some concerns related to a decrease in federal funding. With DI-IS 
support decreasing, DHS may lose oversight and influence over fusion. centers. 
Only fusion centers receiving FEMA grant funding must participate in DHS 
annual assessments of fusion centers. In recent years, Alaska, for instance, 
has not used FEMA grants to fund its fusion center and has declined to 
participate in the annual assessment process. Although DHS officials have 
worked with Alaska to ensure its participation in the assessment process for 
the time being, without a link to grant funding, DHS lacks enforcement 
capability. 

In addition, fusion centers utilizing FEMA grant funds must meet I&A 
requirements, such as conducting exercises and addressing resulting corrective 
actions, developing privacy policies, and completing annual training. These 
requirements establish standards for the national network and hold fusion 
centers more accountable to the public. Although all 78 fusion centers have 
complied with the requirement examples above aimed at the development and. 
maturation of the national network, fusion centers losing or choosing not to 
accept FEMA grant funding may cut some of these important programs and 
activities to cover other mission-essential areas. Further, one fusion center 
director said, "if DHS has no skin in the game, the state and locals will riot give 
them anything." Fusion centers must balance the sometimes conflicting 
priorities of state and local partners providing more funding with those of the 
federal government. 

rational Network Maturity Model 

DI-1S and DOJ worked together to establish fusion center guidelines for 
developing and operating a fusion center within a state or region. Additionally, 
they worked with fusion center leadership to outline four Critical Operational 
Capabilities (COC), which reflect the operational priorities of the National 
Network of Fusion Centers, and four Enabling Capabilities (EC), which provide 
a programmatic foundation for the fusion process. I&A is responsible for the 
annual fusion center assessments, which began in 2011, to measure individual 
fusion center compliance with the guidelines and achievement of the COCs and 
ECs. 
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In its last annual assessment in FY 2014, 1&A determined the National 
Network of F- usion Centers had reached the `sEmerging Stage" on the National 
Network, Maturity Model, as shown in Figure 2. The Maturity Model is a 
multistage framework designed to evaluate and categorize the overall progress 
of the national network as a whole in achieving the COCs and ECs, The 
Maturity Model consists of 46 attributes aligned to the four distinct stages. For 
each stage, the community established an outcome--oriented, qualitative 
definition and aligned capability attributes based on each attribute's 
contribution to the defined outcome for that stage. The National Network 
advances through each of the four stages of the maturity model when. 75 
percent of fusion centers achieve all of the attributes associated with that level. 

MATURE
UX 

ENHANCED 

F NAME AL 
\ > :rov ;< Pi<sa~v. 

Source: 2014 National Network of Fusion Centers Final Report 
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At the Fundamental Stage, fusion centers across the National Network 
have approved plans, policies, or standard operating procedures for each of the 
four COCs and EC 1 (Privacy, Civil Rights, and Civil Liberties Protections). At 
the Emerging Stage, the National Network has the systems, mechanisms, and 
processes needed to implement the plans, policies, or standard operating 
procedures and the COCs and ECs as a whole. At the Enhanced Stage, the 
National Network has the operational capability to produce products and 
provide services to federal, state, and local customers. Finally, at the Mature 
Stage, the National Network has the full capability to leverage the collective 
resources among individual fusion centers and adjust to both the changing 
threat environment and evolving requirements. Based on this model, the 
National Network is currently halfway through the stages to achieve maturity. 
However, the majority of state and local officials DHS OIG interviewed said 
given the unpredictability of resources allocated, fusion centers are focused on 
sustaining rather than enhancing operations and .  7

Need to Coordinate Granting of Security Clearances 

Access to classified information, systems, and facilities is vital for the 
domestic sharing of counterterrorism information. State and local analysts at 
fusion centers require security clearances to receive classified information, and 
these clearances may be granted by multiple federal agencies, including DHS 
and the FBI. By Executive Order, all clearances granted to state and local 
personnel by one agency are to be accepted reciprocally by other agencies.48
However, DHS' and the FBI's various and sometimes differing requirements for 
obtaining clearances and accessing classified information can complicate this 
reciprocity. Without full coordination, these various requirements may lead to 
duplication of effort in conducting background investigations or gaps in 
information sharing due to the inability to access classified area-s and attend 
meetings. Currently, there are no formal agreements among the federal 
partners on state and local security clearance reciprocity; such agreements 
m ight mitigate the effects of varying requirements and improve information 
sharing. 

For example, EI-IS OIG and DOJ OIG identified one instance at the New 
York State Intelligence Center (where some fusion center analysts are co-

47 Fusion centers categorize expenditures in five major areas: staff; information systems and technology; 
management and administration; training, technical assistance and exercise; and programmatic. In 
recent years, the greatest expenditure has been staff, an average of about 83 percent of total ti1sion center 
expenditures 

48 Executive Order 13549 of August 18, 2010, classified National Security Information Program for 
State, Local, Tribal, and Private Sector Entities, 
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located with. FBI personnel and systems) in which state and local 
representatives had difficulty accessing the FBI's "open storage areas." 
Specifically, in January 2015, the FBI revised its security policy to require 
Single Scope Background Investigations (SSBI) and Top Secret clearances for 
individuals to have unescorted access to the FBI's open storage areas. As a 
result, fusion center personnel with Secret clearances granted by DHS had to 
be escorted into the FBI areas. After reviewing the situation, to meet 
information sharing and MOU requirements, the FBI agreed to waive the SSBI 
requirement for the New York State Intelligence Center. 

Recommendation . DIIS OIG recommends that DI-IS: 

23. Coordinate with the ODNI and FBI to develop and implement a 
strategy to efficiently and effectively provide security clearances and 
reciprocity to state and local personnel. 

National Mission Cell Initiative 

The National Mission Cell (NMC) concept was designed to help fusion 
centers fulfill their mission to support counterterrorism threat analysis and 
information sharing by standardizing and formalizing the processes for 
information collection, production, and dissemination. Personnel from the 
National Fusion Center Association, PM-ISE, DHS, and the FBI devised an 
NMC pilot program for four fusion centers, which ran from January 2014 
through July 2015. NMCs were intended to be small standardized cells of 
intelligence analysts within a fusion center, consisting of a. limited number of 
existing personnel from ICI-IS, the FBI, and state and local partners. The 
entities involved in conceptualizing the NMC believed the concept would. 
advance federal counterterrorism efforts; enhance information sharing; 
advance fusion centers' intelligence capabilities and accelerate their maturity; 
and increase integration, interaction, coordination, and intelligence sharing 
within the fusion centers and with other partners. 

According to the FBI, it had witnessed significant maturation of the 
National Network of Fusion Centers with increased coordination, cooperation, 
and information sharing between FBI field offices and the fusion centers. At 
the same time, the threat from ISIL inspired. individuals and homegrown 
violent extremists had increased significantly. To address the threat, the FBI 
plans to enhance FBI field office engagement with fusion centers. I&A intends 
to remain fully engaged with and continue support to fusion centers. A new 
pilot phase will be conducted in six fusion centers, and the partner agencies 
will leverage their respective authorities and existing resources. 
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Ensuring the United States is well-prepared to counter the threat of 
terrorism requires efficient and effective information sharing. The OlGs found 
that components of the ODNI, DHS, and DOJ are committed to sharing 
counterterrorism information, however, we also believe that the components 
can more fully commit to and improve their practices in this arena. The 
numerous partners involved in this vital endeavor must fully understand each 
other's missions and have clearly defined roles and responsibilities at the 
federal, state, and local level. Further, partners need to implement strong 
overall governance at the national level to ensure their field representatives 
fully embrace their roles according to the national strategy. Representatives in 
the field need to actively participate in information sharing forums, have access 
to information., and work in concert to leverage their resources and expertise 
and to expand their knowledge of national security threats. These 
improvements are paramount to national security partners effectively 
cooperating with each other to mitigate gaps and overlaps in sharing 
information, which is crucial to the United States' ability to prevent terrorist 
attacks. 
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The Senate Select Committee on Intelligence, the Senate Homeland. 
Security and Governmental Affairs Committee, and the Senate Judiciary 
Committee requested that the Inspectors General. (IG) of the Intelligence 
Community (IC), Department of Homeland Security (DHS), and Department of 
Justice (DOJI conduct a performance audit of federally supported entities 
engaged in field-based domestic counterterrorism, homeland security, 
intelligence, and information-sharing activities in conjunction with state and 
local law enforcement agencies. The oversight committees requested that the 
joint audit examine the entities' overall missions, specific functions, 
capabilities, funding, personnel costs to include full-time employees and 
contractors, and facility costs. 

In response to this request, the OIGs for the IC, DHS, and DOJ 
conducted a coordinated, joint review focusing on domestic sharing of 
counterterrorism information. The objectives of this review were to: (1) identify 
and examine the federally supported field-based intelligence entities engaged in 
counterterrorism information.-sharing to determine the overall missions, 
specific functions, capabilities, funding, and personnel and facility costs; (2) 
determine if counterterrorism information is being adequately and 
appropriately shared with all participating agencies; and (3) identify any gaps 
or duplication of effort among these entities. 

The review was conducted by three teams from. the OIGs of the IC, DHS, 
and. DOJ. The OIGs reviewed previous studies and conducted interviews with. 
more than 450 individuals, including senior Office of the Director of National 
Intelligence (ODNI), DHS, DOJ, and state and local officials. While th.e review 
teams shared relevant documents, attended briefings, and participated jointly 
in interviews of certain officials and subject matter experts, each OIG was 
responsible for evaluating the actions of, and information available to, its 
respective department or agency. The teams attended, at least in part, 
meetings of the DNI's Homeland. Security and Law Enforcement Partners' 
Board, interviews with DNI representatives and members of multiple JT"I'Fs, 
and a teleconference with the Criminal Intelligence Coordinating Council. 
(CCIC). 
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In total, the teams visited fuield-based domestic information sharing 
entities in. 25 cities in 1.3 states and the District of Columbia: 

• Massachusetts: Boston, Maynard 
• California: Sacramento, Los Angeles, San. Francisco 
• Illinois: Chicago, Springfield 
• Colorado: Denver 
• Texas: Dallas, Houston, Garland, McKinney 
• Missouri: Kansas City, Jefferson City, St. Louis 
• New Hampshire: Concord 
• Virginia: Fairfax 
• New York: Albany, New York City 
• New Jersey: Trenton 
• Oregon: Salem, Portland 
• Rhode Island: Providence 
• Washington, DC 
• Washington: Seattle 

Of those reviews, all three teams travelled together to five cities: Denver, 
Colorado: Dallas, Houston, and Garland Texas; and New York, New York. Over 
70 meetings were conducted by at least two of the OIGs. 

The OIGs conducted their work in accordance with the Council of 
Inspectors General on Integrity and Efficiency's 2012 Quality Standards for 
Inspection and Evaluation. Those standards require an OIG plan and perform. 
its work to obtain sufficient and appropriate evidence, provide reasonable 
bases for the findings, and put forth conclusions based on stated. objectives. 
The evidence obtained in this review provides a reasonable basis for the 
findings and conclusions based on the objectives. 
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This appendix lists the report recommendations. 

Recommendations:  The IC IG and DHS and. DOJ OIC1s recommend that the 
ODNI, DHS, and DOJ: 

1. Review the 2003 interagency MOD on information sharing and 
determine what actions are necessary to update intelligence information 
sharing standards and processes among the departments. 

,Joint OIG Analysis and Summary of Actions to Close Recommendation I 

Open. DHS and DOJ concurred with the recommendation as shown in 
Appendices D and E. ODNI provided comments on the recommendation 
as shown in Appendix C. The joint OJG team will continue to collaborate 
and monitor the actions of the components throughout the resolution 
phase to ensure each relevant component has taken the necessary steps 
to adequately address the recommendation. 

2. Codify an overarching engagement and coordination body for the 
terrorism-  related ISE. 

Joint OIGAnolysis and Summary of Actions to Close Recommendation 2 

Open. DHS and DOJ concurred with the recommendation as shown in 
Appendices D and D. ODNI provided comments on the recommendation 
as shown in. Appendix C. The joint 010 team will continue to collaborate 
and monitor the actions of the components throughout the resolution 
phase to ensure each relevant component has taken the necessary steps 
to adequately address the recommendation. 
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Recommendations: DHS OIG recommends that I&A: 

3. In conjunction with the key intelligence officials from. DHS 
components, ensure DHS component intelligence programs comply with 
policies and create incentives for personnel to participate in initiatives 
that enhance the cohesion of the DHS Intelligence Enterprise. 

DHS OIG Analysis and Summary of Actions to Close Recommendation 3 

Open, DHS concurred with the recommendation as shown in Appendix 
D. This recommendation can be closed when DHS OIG receives evidence 
that the DHS' Chief Intelligence Office (LINT) has implemented changes 
that will better integrate the DHS Intelligence Enterprise. 

4. Formalize agreements that enable I&A field officials to develop 
intelligence reporting with DI-1S components in the field, based on pilot 
program. results. 

DHS OICx Analysis and Summary of Actions to Close Recommendation 4 

Open. DI--IS concurred with the recommendation as shown in Appendix 
D. This recommendation can be closed when DHS OIO receives 
evidence, once finalized, of DHS' instruction for the process by which I&A 
reports officers will work with. DHS Intelligence Enterprise field elements 
to produce Intelligence Information Reports at the local level. 

Recommendations:  DHS OIG recommends that I&A: 

S. Develop and implement guidance for intelligence reporting in the field. 

DHS OIG Analysis and Summary of Actions to Close Recommendation 5 

Open. DI-IS concurred with the recommendation as shown in Appendix 
D. This recommendation can be closed when DHS OIG receives evidence 
of the finalized guidance for intelligence reporting in the field and 
documented implementation of such guidance. 
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6. Coordinate with the FBI to formalize guidance and policies for the 
reporting of terrorism and counterterrorism information. 

DHS OIG Analysis and Sun-unary of Actions to Close Recommendation 6 

Off.  DHS concurred with the recommendation as shown. in Appendix 
D. This recommendation can be closed when DHS OIG receives evidence 
of formal, written guidance, developed in coordination with the FBI, on 
the reporting of terrorism and counterterrorism information. 

Recommendation- DHS OIG recommends that the DHS clearing offices: 

7. Develop and implement a formal mechanism for reviewing I&A 
intelligence reporting from the field., including a logging and tracking 
process. 

DES OIG Analysis and Summary of Actions to Close Recommendation 7 

Open. DHS concurred with the recommendation as shown in Appendix 
D. This recommendation can be closed when DHS OIG receives evidence 
that the clearing offices - Privacy Office, Civil Rights and Civil Liberties 
(CRCL), Office of the General Counsel-Intelligence Law Division, and I&A 
Intelligence Oversight - are using this SharePoint tracking tool to 
document each office's review of I&A field intelligence reporting. 

Recommendation DHS OIG recommends that I&A: 

8. Develop and implement guidance for field officials granting them local 
release authority for intelligence reporting. 

DI-IS OIG Analysis and Summary ofActions to Close Recommendation 8 

Open. DHS I ,A concurred with the recommendation as shown in 
Appendix D. This recommendation can be closed when DIIS OIG 
receives evidence of the final establishment and implementation of a. field 
release capability. 
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Recommendation: DHS OIG recommends that DHS: 

9. Develop and implement a plan that will allow DHS intelligence 
officials in the field practical access to classified systems and 
infrastructure above the Secret level. 

DHS OIG Analysis and Summary of Actions to Close Recommendation 9 

Open, DI-IS concurred with the recommendation as shown in Appendix 
D. This recommendation can be closed when DHS OIG receives evidence 
of the development and implementation of plans to ensure DHS 
intelligence officials in the field have practical access to classified 
systems and infrastructure above the Secret level. 

Recommendations: DOJ OIG recommends that DOJ: 

1.0. Develop a comprehensive internal counterterrorism information 
sharing strategic plan based on a. review of the President's strategic plan 
and in consultation with relevant partners. 

DOJ OIG Analysis and Summary of'Actions to Close Recommendation 10 

Open. DOJ concurred with the recommendation as shown in Appendix 
E. This recommendation can be closed when the DOJ OIG receives, once 
established, the comprehensive internal DOJ counterterrorism 
information sharing strategic plan. 

11. Implement a council, led by a senior Department official, for the 
internal coordination of DOJ information sharing strategy and 
investments, and ensure that relevant components designate senior-level 
officials responsible for monitoring their component's efforts and 
communicating their efforts to DOJ as requested. 

DOJ OIG Analysis and Summary of Actions to Close Recommendation, 11 

Open. DOJ concurred with the recommendation as shown in Appendix 
E. This recommendation can be closed when the DOJ OIG receives 
documentation that it implemented a council, led by a senior DOJ 
official, that is responsible for the internal coordination of DOJ 
information sharing strategy and investments. Further, DOJ OIG will 
need to receive evidence that each relevant component has designated. 
senior-level officials who are responsible for monitoring their 
component's efforts and communicating their efforts to DOJ leadership 
as requested. 
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Recommendations: DOJ OIG recommends that the FBI: 

12. Require FBI field divisions to stress to participating agencies the 
importance of designating an individual and an alternate to serve as their 
representatives to the JTTF Executive Board, as well as of regularly 
attending the meetings. 

DOJ OIG Analysis and Summary of'Actions to Close Recommendation 12 

Open. The FBI concurred with the recommendation as shown in 
Appendix F. This recommendation can be closed when the DOJ OIG 
receives evidence that the FBI notified its field divisions to stress to JIFF 
participants the importance of designating representatives to the JTTF 
Executive Board, as well as regularly attending meetings. Further, th.e 
DOJ OIG will need evidence that FBI field divisions, in turn, 
communicated to the participating agencies the importance of the JTTF 
Executive Board meetings, including designating representatives and 
regularly attending. 

13. Ensure FBI field divisions encourage agencies that do not participate 
on the JTTF, including first responders, to attend JTTF Executive Board 
Meetings. 

DOJ OIG Analysis and Summary of'Actions to Close Recommendation 13 

Open. The FBI concurred with the recommendation as shown in 
Appendix F. This recommendation can be closed when the DOJ OIG 
receives evidence that the FBI instructed its field divisions to encourage 
agencies that do not participate on the J'I"1'F, including first responders, 
to attend JTTF Executive Board. meetings. Further, DOJ OIG will need. 
evidence that the FBI field divisions, in turn, reached out to such 
agencies to encourage participation on the JTTF Executive Board. 
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14. Identify an appropriate structure and content of JTTF Executive 
Board meetings that FBI field divisions should use at a minimum when 
conducting these meetings. 

DOJ 'JIG  Analysis and Summary of Actions to Close Recommendation 14 

Win. The FBI concurred with the recommendation as shown in 
Appendix F. This recommendation can be closed when the DOJ OIG 
receives evidence of the FBI's review and establishment of an appropriate 
structure and content of J'I" I'F Executive Board meetings, and that FBI 
field divisions have been notified of the new structure and content. 

Recommendation: DOJ OIG recommends that DOJ o 

15, Ensure that each USAO updates its ATAC Plan as required by the 
program. 

.DOJ OTG Analysis and Summary of Actions to Close Recommendation .15 

Open. DOJ concurred with the recommendation as shown in Appendix 
E. This recommendation can be closed when the DOJ OIG receives 
evidence that DOJ has developed a mechanism for ensuring USAOs 
update their ATAC Plans as required by the program. 

16. Evaluate the ATAC program to ensure the purpose of the ATAC 
meetings is not duplicative of other counterterrorism. information sharing 
partner initiatives and is used in the most effective manner. 

.DOJ OIG Analysis and Summary of Actions to Close Recommendation 16 

Open. DOJ concurred with the recommendation as shown in Appendix 
E. This recommendation can be closed when the DOJ OIG receives the 
results of DOJ's evaluation of the ATAC program and whether the 
purpose of the ATAC meetings are not duplicative of other 
counterterrorism information sharing partner initiatives and are used in 
the most effective matter. 
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Recommendations: DOJ 010 recommends that FBI: 

1.7. Direct FBI field divisions to identify and invite key stakeholders to 
TRP sessions. 

DOJ 01(1? and Summary of Actions to Close Recommendation 17 

Open. The FBI concurred with the recommendation as shown in 
Appendix F. This recommendation can be closed when the DOJ 010 
receives the FBI's guidance to FBI field divisions about identifying and 
inviting key stakeholders to TRP sessions. Further, the DOJ 0I0 will 
need evidence that FBI field divisions, in turn, identified and invited key 
stakeholders to attend the TRP sessions. 

18. Determine the agencies with which it should share its 
counterterrorism-related TRP results and implement a process to ensure 
the TRP results are appropriately shared with those agencies on a. 
systemic and regular basis. 

DOJ JIG Analysis and Summary of Actions to Close Recommendation 18 

OpenW The FBI concurred with the recommendation as shown in 
Appendix F. This recommendation can be closed when the DOJ OIG 
receives evidence of the agencies with which the FBI should share 
counterterrorism-related TRP results and of the process for ensuring the 
TRP results are shared with these agencies on a systemic and regular 
basis. Further, the DOJ 010 will need evidence that FBI field divisions 
have been notified of this process, and that FBI field divisions are 
sharing the TRP results with the identified agencies on a regular basis. 
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Recommendations: The IC Its recommends that the DNI, in coordination with. 
the FBI: 

19. Evaluate the existing DDNIR regional structure, in consultation with 
I&A, to ensure that regions are appropriately sized and defined to provide 
common areas of interest and geographic coordination among 
participating partners. 

IC IG Analysis and Summary of Actions to Close Recommendation 19 

Open, ODNI provided comments on the recommendation as shown in 
Appendix C. This recommendation can be closed when the IC IG receives 
an update on the status of their activity to meet the intent of the 
recommendation. 

20. Develop and disseminate to IC-member partners additional guidance 
and a strategy for ensuring the DDNIR program is implemented 
consistently across regions and update the 2011 Memorandum of 
Agreement to more accurately reflect the current state of the program. 

IC IG Analysis and Summary of Actions to Close Recommendation 20 

Open. ODNI provided comments on the recommendation as shown in 
Appendix C. This recommendation can be closed when the IC IG receives 
an update on the status of their activity to meet the intent of the 
recommendation. 

21. Evaluate the feasibility of incorporating non--IC members into the 
DDNIR program in an appropriate fashion. 

IC IG Analysis and Summary of Actions to Close Recommendation 21 

Open. ODNI provided comments on the recommendation as shown in 
Appendix C. This recommendation can be closed when the IC IG receives 
an update on the status of their activity to meet the intent of the 
recommendation. 
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Recommendation: The IC ICS recommends that the Director, National 
Counterterrorism Center: 

22. Consider assigning additional NCTC representatives to the field 
and/or revising the existing territorial regions, potentially to align with 
the DNI domestic regions, to ensure effective NCTC representation within 
the domestic field. 

IC IG Analysis and Summary of Actions to Close Recommendation 22 

Open, ODNI provided comments on the recommendation as shown in 
Appendix C. This recommendation can be closed when the IC IG receives 
an update on the status of their activity to meet the intent of the 
recommendation. 

Recommendation DHS OIG recommends that DHS: 

23. Coordinate with the ODNI and FBI to develop and implement a 
strategy to efficiently and effectively provide security clearances and 
reciprocity to state and local personnel. 

DHS OIG Analysis and Summary of Actions to Close Recommendation 24 

Open. DHS concurred with the recommendation as shown in Appendix 
D. This recommendation can be closed when DHS OIG receives evidence 
that a strategy has been developed and implemented to efficiently and 
effectively provide security clearances and reciprocity to state and local 
personnel. 
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0D`-I Response: The 0DMI_ FBI. and IC. parsers believe the DDNIR proms is fist and 
foren of a :s scions:dl Intelligence. Title ;0, ft ponsib€lit-s focused on e ecti.~ela dealing with
Foes cv site li yeti pionties that t iry tit p v e threats to the T-hmnaelan auct or those foreign and 
fitarergri-inspire: threats that have a direct nexus to the :domnetir d. omeDDNlRregions l ure 
intor alhy incltadec ri> m.-IC members in chi arterl r iec wig.: aid working groups and found that 
their participation ore ides valt: a:life infomration anti pers_sectnes regarding the regional treat 
erg; ironnient. 0D . on FBI w 33 consult with IC and: FS,'-,TT partners to consider the merits of 
spore prratel tunis mhznrg this approa h anrosy the DDNIF. pi ograrri. nr censes have been 

tOI SSIFIED 
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t_?' CL :5 iF ] 'D 

achieved in slrariug K and o,II -T ti.e f O (NI-f 0 l inft,rmation with regards to CT issues. The 
same _« accesses have not been fall achieved in the sharing of •.fuss ation beyond the realm of 
CT. Also, i cltt i   I   : ~iaata r a th the DDNIR pi gt a; a raises legal and policy issues 
that roast be carefully dressed to esisure amona other thinTs that IC activities co iv with 
policies that rotec_ privacy. civil r chts. and civil liberties.. 

Reommendarion22: Consider assigning additional National. CT Center (NCTC° 
representatives to the field anc or revising G the exist :g, territorial r, gicciss. potentially to align 
with the DM domestic region-,, to ensure effective NCTC r pre litalicin within the domestic 
field. 

0 MTResponse: NCTC recognizes the =value of ,ts repro ._,nita^is. e program as at serves se r=an, 
saute, local, and private  i isdt3 , \ customers in tile, domestic field.  e: strive to {_r ea e. and 

maintain the appropriate balance domestic representatives in the field with existing personnel 
resources.. We rou inei s' [ s• l<ta;'C the territorial i gi tii ass:iened to each ofour representatives to 

matcnuze efficiency and ei Ta ement , w th all partners. 
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r% i m: .*1 El s 

L'.. ,. € iq':'rrrss, m of ltrf~sac<# ~mst ~'r:xr44,

Homeland
Security 

February 22, 2013 

MEMORANDUM FOR: John Roth 
Inspector General. 

FROM: Jim H. Crumpacker, CIA, CFE 
Director -« 
Departmental CIAO-OiG Liais Office 

SUBJECT: Management's Response to Olt; Draft Report: ``.Review of 
Domestic Sharing of C'ounterterrorisin Information€" 
(Project No, 15.040-ISP4&.A) 

Thank you for the opportunity to review and comment on this draft report. The U.S. 
Department of Homeland Security (DHS) appreciates the work of the Offices of the 
Inspector General (010 for the Intelligence Community (IC), DHS, and the Department. 
of Justice (1301) in plarming and conducting this joint review and issuing this report. 

The Department is pleased to note the 010's positive recognition that the partners in the 
information sharing environment (ISE) — components of the Office of the Director of 
National Intelligence (ODN1, DHS, DOJ, and their state and local partners are 
committed to sharing counterterrorism information. The UfGs also recognized partners' 
actions taken, before, during, and after various recent terrorism related incidents. 

The draft report contained 10 recommendations for OHS with which the Department 
concurs. It. is important to note that OHS previously identified many of the issues 
highlighted in the report and has taken actions to address them. Unfortunately, not all our 
accomplishments are reflected in the report since the fieldwork or this review ended 
more than one year ago. Attached find our detailed response to each recommendation. 

Again, thank you for the opportunity to review and comment on this draft report. 
Technical cormnents were previously provided Linder separate coy=e_r. Please feel free to 
contact me if you have any questions We look forward to working ith you main in the 
future. 

Attachment 
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Attachment : DHS ManagementResponse to Recommendations 
("untamed in OI( Draft Report for Project o. ISmO4O4 : 4 .4 

fhe ms of the tC..t tFIS, and DOJ recommend that the ODNI. DHS, and 1O1: 

Recommendation I Review the 2003 interagency MOU or information sharing and 
determin v,

-hat actions irenecessary to up...m:. intelligc°nec information :haring standards 
and processes among the departments. 

Response: Concur. DHS has conducted a review of me ''003 interagency Memorandum 
of Unde. st:andin;g (MOU) on 

it foram ttion sharing. We bdtete that all key provisions of 
the 2003 MOt. have been overtaken by statute, executive order or presidential directive. 
car are cm. .r&  l r nth €:€ e i tiny authorot nansv p  lie.'. dlocumcatm. Ker•ision of the MOI. 

is 

unnecessarSr to retied these updated legal authorities land policies. l urther, we did not 
identity any iinped:Timents to that g that 'd euld be addfla.•,scil in a n ;t O . There ate 

s riioii;s in the 2003 MOD pertaini€ad €t 3 .l€aa€'in- with nonFcdoral st7 c.la ld rv. already 
3€€lapi7th dl 1"3 1t. pclti.'?'. c. d;caata e €31` e€`, .1ta€4te at  °the€ 't ?:f' c€"t"flt`itt i\.n ' idd:litienal 

required provis€ons, can be addressed liv Df1S. ODNi or D01 separately through internal 
policies. A matrix identifying all of the places were the information from. 2003 is now 
overcome by events or addressed in other documents has been provided to DHS OIG 
under sepaiate coyer We request that 17H (MC consa ld : this recommendation  resolved 
arid closed, 

Recommendation 2. Codify an overarching engagement ani c;€aii€"ainatiera body for the 
ten'orism-related ISE. 

Response . concur, DHS agrees them should be a '.male gm.ernance hod Y for the 
to"€rons n'a-related ISE. However, I)HS does not believe the Criminal l:€€€elhgeoce 
( iiordinating (cun ;1 €,(IC () shoukd fulfill that role r:, tl€ . report recommends. The 
Ci.ICC is a working group under the Department of Justice's € lobal Justice Trifbr.malio€a 
Sharing .Initiate. d. (Globa 1.€ri.tia tiv e j. lb.. t.ilo aa.l hd- atat e Set ti.. s a a Federal 'ids itory 
Committee to tli.. DO.t and ads a. .= the :\uor icy General on jusu ... informatid'ar7 <ha1'ing 
integration i no tot w:>. I'I€e. C IC:'C' is ci ined by state and loc;,:il an; 'nn at per c"m u I and 
its charter allows the ('ICC to :make recommendations to DOJ on criminal ini€ llittence 
issues beyond the focus ef)ust terrorism issues. Given these factors. OHS believes the 
c itniat Intern alien ",haa€tl£ kraal . i is t lntc:.€' zfeif ;Z' Pole. 

s in ittet, should continue 
to tie let eta;, ed to fulfill t,us role, potentially Ottutilizing he Program Manager for the IS.E's 

- I' L's i Information Sheen,.. Council 115€;'I 3s is pm for s c irs. The ISC Charter 
c3uiha'..s the toll s'. inn date.". ha;' the PSI. "Pun;,dtant to section 5(b j{i) of 1l<(1 13a 8 f, the 
Council shall provide advice and information concerning the estal htrT€r.i aflt of a€:€ 
Imerol d'f <Ule terrorism lufformatio11sharing environment €1510.) to 11'ac:iiitate:` automated 
sharing of terrorism inforr'nat on among appropriate agencies to € nple€rent the pole. s set. 
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forth in Section i of hO I33g8." This language e could be easily modified to'ppovitle a 
fo*+en3,m e role for the ISC DHS ill tuppo:r the inter-igency effort to 1' .e  the ISC 
provide a l os ernance role for the ISE. Estimated Comrktion Date; h D) To Be 
l tennined_ 

The DHS Q G recommended that i A: 

Reeominendatlon : In conjunction with the k sP intelligence: officials from OHS 
components, ensure DH : i;ip7nporaent pntelliicun c programs comply with polic,Jes and 
create incentives Or personnel to lathe€fate in initiatives that enhance the cohesion of 
the OHS Irtt; liii c ta€:c Enterprise. i 

Response Concur, The Homeland Security Intelligence Council (HSIC) is an advisory 
body ro tl' OHS C`tin f Intellijn~ Ott c .:i• (;':lNTi, and consists of K:ey Intelligence eznce 
Officials (K.IO) and other depaitme€ t €e nreser'tatives, klOsrepresent (.'omponent 
Intelligence Programs (Cli'). Which were ihrma ly designated in 201 . The (TINT 
worked closely is itlt the Hi. id, of Iratelate A (.€.. ( components t; 3 deter; rime TIP 
designation , which is important in that the LIP that are definee 'it pot I. a the 
foundational elements of the T)IIS Intelligence Enterprise (IE), 

The LINT fully supports the Intelligence ce Rotational Assignment Program, f1R.A.Pi, which 
offers rotational opportunities ides internal to i:1ie OHS 1.1:. In January 2016, the (TINT levied 
a requirement for all C"lPs to participate it i€h at lc:.ast two .IR.' P position: unbound or 
outbound) by the end of 20.6, The OHS Office of Intelligence and Analysis (f&.A) also 
has sponsored reimbursable TRAP positions on the C'1NT's stall:, one ofwhich currently 
is filled by a Customs and Bot°dcr Protection ICOP) Intellroeuc a Of ices serving is the 
DIHS's Intelligence Functional Manager (IFMs) for Collection and Reportin. 

In hthruFebruary 201 [ , the C. l'~.~I reat.d an IF mm €gei€:rent construct to pz'uv dc. bod) € .1)11S 
inte.:l.li crt,.c pe.€'speed e L it it si pro pimr€tic, thtt ltir € c. Miss ion Ivtanarr ), c ;x ell as 
to in icata,c the: ennzabli€n. functions fipr the IF ill 1,i R Bader the IFM e'nt tt'u t, iii 
coordln,€tirc€t with the 1'IS IC, the (TINT is prm idittg the IF with baseline standards 

t, E17€1 in .r tram IC pot an I _ flp€4i a€+ `  ml rti;#li.izrd 1 Ist it3'Y. S:n et e in 'iscm ass 

across the IF by institutionalizing applicable l(: standards in OHS I€ttclliML nee Integration 
M in;tantent policies. Pcpnacic. and Sri claauce that institaatictnali c IC sta€tdards lot tn... 
DOS IF  rmltide 

OHS Instruction 264-d2-001, ` DI 1S Tearline_Proccess Guidance" signed January 
2014 this instruction establishes the standards for requesting, processing, and. 
dissenninating teaarlines for organizationwithin the OHS lntelligence Enterprise 
and is directly associated to Intelligence Community Directive (IC:D) 209, 

Cearlin€c Production. and Dissemination:`' 
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I)IIS Instruction 2h4.4)1-008. "IC Controlled Access Program (IC-CAP) 
Man Bement; % 1€€€iui t:x Tics€ . ;and Osers.ght," signed 1iu c€ ber 201,'x, this 
Instruction is directly associated to JC:Ds'705 "SCIFs," 501 "Discovery and 
17€ ase°xrir:anon ol'Intc1hta,nce,;' and 90( "C'ontroll€d Access Programs.'" 
(Classified) 
DIAS tnsruction 264-01-009, "MIS  Support to Domestic Director of National 
lot lliec€€u. Representatives.`' silg i d May :.?t)12;'this In truction. €;laritiew roles and 
responsibilities and establishes DT,S processes and procedures to support the 
I")omestic EM Representative Pro gram under 1 .D 402, "Director of National 
haelhcencc Representatives" Annex 13.1December 2009. 
DES Instruction 264-0l-Oil, "DIIS Foreign Disclosure and ReIcase," signed June 
016, this In #true ilon implements and adheres to the authorities and 

responsibilities described in ICI) 403 by establishing DES processes. and 
procedures for coordinating and oc crseetrig the foreign disclosure and release of 
'3 clus:sdied national intelTiz cneo and. 42) elm,, i icd in  end sii€cd _ii ional 
till  €ice to fE, ;,pit intc.11i-en e sin's ic ..-;. IC"T t Pt'>, "I esrc i €, lb cl >sure and 

Release cal t l €,sf Iicd National lritdh.,.enu. hi itch 011 ps <arneanded. 
• I) .5 Instruction 265-05.006, "OHS SCI Access ss and SCIF Accreditation" signed 

December 2012, th is instruction establishes standards for sponsoring: new access 
to Sensitive Compartmented information €SdI) and accreditation of Sensitive 
Comparimenteci Information Facilities t'St`IFa_) and is directly related to lCD 704. 

Oct •=:;nod wciurit-- Standards t d Procedures (joker€ try. LIieitiilik,, 13.)A e ss to 
SC  Inlor €nation. and Other €;ontrol.led Access PProS a u i loIs itrr3tnt a 5~tij'ra~'r 

2008 and ICI) 705."Sensitive Compartmeriled Infbrna-iori Facilities." rl€#r May 2010. 
DES C1NT Memorandum, '.Interim Guidance regarding. DES Component release 
@1 DES Intelli  ncc; Information .Reports oi, led July 20 „s, rtlz ns. with. 

xecutive Order 12333, 
)l I C;l x I Mi ixr€arandmzxn (mid race for Accessing lntelli erne Corrmunitt 

ln'oinra?€ n €b> von -Title '0 personnd in DES asa 'isle member at tub rte
€<,ucscl sir€it Sill >, this nn.ni€r elarilk> who it> Phi rt IJIIS €xrati aegtt.re access to IC 
€nforrrrat€on and aligns with Intelligence Community Policy Guidance 500.1, 

"Digital Id uti yf' 

The ('t-1 T has identified noinis of contact (POC) for each CIP to facilitate improved 
communication : with The IF workforce. The LINT may now communicate e i:€e:ctly to all 
IF personnc:l to enhance awareness of polr:cies, Iandarus, and rotational opI portut€iti :s 
available to those in CIPs. 

[lie CINI is also working with the DES Chief F:€r,zr>ci rl.Of'ficer's Programs, Analysis and 
C, all non (Ix L&I i neap to seek I i .;€l 'i eai— €, 'sr') 2019 f€€ndint, for LINT .IF feat€.;ii>.s 
that cut across Intelligence Components and hind integrative activities tie that benefit the 

analysis, collection, and operations of multiple le a.'lPs.. 'I 'his would provide ° art incentive for 
C"TIE to c call alho€at,. and iiti :ate `€,r intep atcd r' sours es not prioritized by at: individual. 

4 
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Component in order to address enterprise wide challenges. The C!:NT is in the process of 
coordimiting and finalizing select requirements and submitting them as part of the 
Departar,a,nt:`s F.€p, omi€ C FY 2019 planning, progran€zaing, hudie in and execution 
cycle. ECD; Maarcla 31.2017, 

Recommendation 4: Forana.lize agreements that enable I&A field officials to de eiop 
intelligence products with UHS components in the field, based kin pilot program results. 

Response, Concur: In March 2{l`1 , I&. \.'s.F.iek Operations Dr s ision (FOD} and the 
U.S. lttrntilpation and t. ustoir.:s Fnfon ..tm.nt's (It f:i Ott .c . of Intelligence (It ii 
coordinated a pilot wherein D.M3 1&A Reports Oltic:en, (I CUs ) would author Intelligence 
hif:srntation ReporR t,IiR:,) containing, It. is irrt  alioa€ aa_irur 0 - own I "i kl i'.cpot t €' 
Numbers under Oh. I(: L llctica€€ Rpoi tine € " ,sea . di €c.in .iit rag both t'onion at.

I<or rile di ur alis of this pilot, I&J Itt"#a, di, 3m! in mien app s>f' 4 €'a ICE IIR per month, 
The Pilo concluded on December 15, 2016. 

lCE s IO currently works with l&A. ROs through two senior MIS I&A ROs identified as 
the primary POC's. J&A ROs then drift the applicable IIICs €u "€d suh;nit the reports back 
through the <r PO( to ft I; s 10 for apprr000i 01. It. "h ,10 releases the Ii .' f l ms in' page- 
publication review by the 1&A IOUs and their ICL coontarparts. 

EI<.ased on the initial pilot €c"€rlts, ICU ,, 10 propo sad in e <pan;aon .'if` the number of 
source documents they will plc . €de: to lx <A POs to increase R() production of ICI l.l.Rs. 
ICE will provide a wider rancor ,€ inforn"aaation. 

c1€li€ tonsll , FOX) and IC F. It a agreed ti establish a separate pilot to embed DM5 1&A 
l Os in ICE Special :'gent in Chalice (SA(:') I.ai tell :pence Piogr< rr€ offices .SIPS) by` 
slz€rcll 31, 2017, TheIC'.E RO pr ii, ;r a.n apae d to identify approximately 10 off ices in 
major metropohtao areas where the SIP is ;tin ve Is see'it,g to increase HHR. production 
and/or the ICE RO pro r,9€ta is rectiwinw sen in ant iii inn e l for HP produc iicrn, I('1 and 
1&A will evaluate this program by June 30, 2017, to determine what adjustments might 
be. needed and establish a ptwa. for future phases of the program. 

Two Homeland Security Investigations SAC offices and two CBP facilities have 
conducted Iiroit d oathpendi at pilot'a where h.'\ ROs directl engaged s' oh their 
Component partner: to "rite ills is 3n ICE and CEP information, The success of these 
en'awerater€+s on flRs propen rile t crnc t'pi cat: Held ks c.1 ec}llal3«ra'•.ior€ or iratelligertcr. 

wit pit€4t€a..€stc :w<}tt:rig; and highlighted the t;-c:€€z.fit u till i,S, " I' Os being ab e to rapidly; 
consult with their ICE and CI31 collcaaga es. 

In addition. P'CI) is work op on a DIIS' Instruction institutionalizing the process wherein 
DIMS he , ]t€ s %avfl";:no I  ra,ith UliS 11 field a:lean nt',tea cces' iartellie€:n e infor;a non , 
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gain an understanding of local context, decont7aet reporting, and produce liRs at the local 
level, ECU: September 3€. , 2017. 

Recommendation 5e Develop and implement guidance for producing intelligence 
reports in the field. 

Response: C`€ancmr- I &A ha,,:, :n a£le; sign€ i ca art he .d; ay in Noel€t no. and implementing 
guidance for intelligence repor-ting. .I&A has coordinated ,vith the Federal Bureau of 
Ira{ € stiu=a€€ira€ (F l';) `to publish Standard Operating Procedure (SOP) :(<O4)€)3, which 
established guidance for the developmaent, production, and coordination of t&, 
'T'errorism Watchl st I.IRs, 

The Under Secretary for I A (USIA) also issued an October 20, ?01.5 memorandum to 
all I&k acid it field pr'onnL pfro•mint.• them to ' c.o€atina.: publishing IIRs on 
individuals that have records within the Terrorist Screening i:)at ahase ('Terrorist 
Watelrliar: "l and ;or the Terrorist Identities Datamart Environment (TIDE,).' The SOP and. 
memorandum provide 1$. 't field pet ̀son nel ,tear t;€ tdauce and authontw to report 
terrorism and counterterrorism in :oration as it applies to the Terrorist %Vatehlist. and 
TIDE. 

On June 24, 2016. .1&A issued Policy- Instruction IA•-907. 'Overt Human Intelligence 
C t>llacti n I'rn..aarrr '" ,a 13€eir e.3talflislied the r €:,1,rarrsil?il€tic lt€ er erlur'e and 
tea rireaaaents la: the Ia. . £h.a-t Unman Int.ellry€;€Le 0I?_T%IINI`t Collc,,tion (O1II('I 
Prom am. The key elements and responsibilities of  1.A-9it7 were to establish governance. 

training, and oversight 0f the OIIIC program; define the authorized activities, lr< ible 
r,oaarce types, and Pre- and pest-ern agem ..nt processes; and. describe 1& ' s source 
€a <taag?,ement st4"=€ace, utea:;iii; att gin, and reporting pro ces' es IA-013; € odrl es guidance 
I kr l A personnel in the field to conduct overt human intelligence collection. 

IdeA, through the I(SIC" als;, worked with Di IS Intell€gence, Enterprise Components and 
upela ;a1 existnt MIS, 1k It. In ,nut Ito n :2.n4 01-{)8 6, weh:ic h an rr;at.a:, ml : tr, ,M. rocs 
processes for the production of Pit:. . throughout the Dc. ar;ment. l IEs are the standard 
raw intelligence a c rei'Fort through which terrorism and counterterrorism information is 

r. f fone£1 to ii: lntell g; r£ c: C`oaas€r-r€antic. The Instrctstion saris s pncd _anuaa - 19, 2017,. 
iscar1ti ag on Mic instruction 1A-9£35, `"I'ield Inteiligenee Repot Pronrarn,'" 

whirl, is ..l codib s processes pursuant to releasing intelligence and nit ormatiorr reports 
relevta€a€ to DES Component requirements and Departmental priorities. ECD: 
Marcia 31, 2017, 

3 acza7C1'  €L'r£n .zis:,. aL. cnae. ,uc Ctar tin t,€Y3rlt .:1..c nat Ausean, t is :.::€E. ... a1` t El .mss: s.i atzr€  

r3 mine' o i terra! 3" 3 s art,  t €n'c€[  ti fntn' .a ;n tai rts2 t.).,tat~c ?ta ? it S. 
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In addit€ot, I&A is working on a MIS Instruction i.nstituticitiali ingthe process wherein. 
1)115 i&A ROs will work with MIS IF field elements to access intelligence information, 
gain an understanding of local context, deconflic;t rc porti_ng, and produce IIRs at the loyal 
level ECD: September 30, 2017. 

1. C . will continue to explore additional guidance, for intelligence repoitmg as necessary. 
1&A also continues to work with the FBI both at the headquarters and field levels to 
better coordinate intelhgc€rce .reporting. 

The DH > IFM for Collection and Reporting oversees an lit Board on behalf of the CENT 
that 5t;rs . as thc to.. ii ~ioir.t for prepay in,. 11M dir, ..0 cs :€ l arid to policies, procedures, 
and st£md:€i,:ds on ime;  :ration of priority i€€t -.il w.e€Ice requiremn fits , stand€€rdized 
intilh` e€ x repontmg, and identifying appco n us woo net certification for PITS field 
perst~€tnel. 

Additionally,, this integrated Board and subordinate working groups are standardizing. 
It si€ inl anc procedures 1w RU .t°hi€ h€ will enabk Intelligence Components to quickly 
onhoard R.Oi who can translate data of significant intelligence:value into flits for release 
to the IC. 

On August 26, 2016, the CINT signed a Departmental Intelligence, Surveillance and 
Reconnaissance (ISR) Plan, the implementation of which will establish ISR processes for 
track.inz collection lined to priority intellircnce requirements focused. on. intelligence 
pi ohm gap€. t a.rgets, andesscrtial element ofinfoixtratmn. LCD 
fie it:€ mb€er 30, 21117. 

Reeo meudarflo€t 6a Coordinate 'da it•h the FBI to formalize guidance and policies for the 
reporting of terrorism and counterterrorism. information. 

Respe€nse; Concur. IA5.07. `:I&A Field Personnel,' June 9. 2015, specifically 
an bus i<es, l&A I rid personnel 'o pixie d.. openmi0ri~il ,Upi0 rt, €nc.ide a `l)t,siise. 

outre rcl:, and ci information 4h Trite T ('f tc rror€stti aId ,,ist££3tci tc€'£'c31'r.sin iC 1") €nfbr.in ition 
with other federal partners €ic:ru'o the s.ourtrc {z f, I B I) Dl t.' f \ch In' s 
counterterrorism operational itifunnation and i€nel igen, e in ,es c r l urns, Including 
tlircjtt!„li T'Ill"s embedded I ialsons in l ;y. The l-HI l.,ia€ions parer,: p; tc: in all 
niteili;race hnetlirgs to the USIA and the Set treat ., CT w€ ekli mee.ti.ngs with the 
`Se mar < and aenio staff ,u c the C T , oordmat;.a. and .€dean'€taity tia.x, a s.ai at all DIES 
C ou.otci.ten sr> i Advisory Board meetings. When threat reporting warrants, DIES i&.A 
and FBI schedule classified and unclassified calls and tk l€ eonf re€l e with Joint 
l"etrorisrn Task Forces. Field OIfz cs.. and Fusion Centers to di s ii w ate the threat 
information and answer any questions from those entities,. 

N 
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Additionally, OIlS coo}rdinates with the National Countertenorism Center and FBI 
tlnvough an interagency approved process regarding the issuance of National 1'enorismn 
Advisory System advisories. I&A and FBI coordinate on Joint Intelligence Bulletins to 
state, local. tribal and territorial partners. There is a nod for more f;)nasal, ritlen 
guidance bar Held personnel engaging between l&A and FBI field offices as it pertains to 
11 : production and dissoininati€zn. The I&A Field Operations Regional Oro c.t€3 € u

rciutii ek naa ag L ith their r€ sp + .<5 e Domestic Director of National .Im Ala ;e.nnt. 
Representatives to discuss IIii. p€rdu€ction and dissemination in each region. i&A will 
aI 0 , op age tl € Di II end it FBI field offices to develop nair,_ tnnn;:al, svritt:en uidanrce 
tot I&A`, field personnel crt at ing, with their FBI cc urterparts as it pi .a tams to Ili: 
production and dissemination. ECD: September 30; 2i}17. 

Recom€ndation' . Develop and implement guidance for field officials granting then) 
local release authority for intelligence prod€cts. 

Response. Concur. On Jtaly 2p. 2015. the USIA signed a decision memorandum titled 
"Interim (`nt.nidance Regarding ( oiripn nent lntclhguiee Pas) am Ke:letw. €ti' Dep«,ini nt of 
I orn,e and Security Intelligence Inkirmation Reports." .I'he mtmorandwn esi<thi:ghc d the 
need and authority for establishing a field release capability, the criteria for nominating 
pemonnel to he releasers, and the processes for approving; the nominated _per;au$€uiel. 

Since the aforeinentinned inemL?n' 3T1dl tlx: i&A has granted interim release authority to 
five individuals in FOE. Interim release authority has allowed  .personnel in the held to 
revien, edit, and release IIRs in a more timely and efficient manner. Since January 2W 6, 
FOX) htas released all Ill  internally and ithoutreview by the 1&A. Reporting Branch, 
A* of Septer:€ bi. of 201 ti, 101.) releasers have released a total of 69 llRs. `i< 'e request 
that .I IS 016 consider this recommendation: resolved and closed. 

The DHS 010 recommended that the DHS clearing offlaes` 

Recommendation 7t Develop and implement a formal mechanism for reviewing and 
approving I&A intelligence products, including a process for logging and tracking 
products. 

Response: Concur. I&A believes there is already a robust process in place for reviewing 
and approving its intelh ,=ence products, includin systems for Ioggir€g and tracking 
products, The review process has been in place since 2009. Several of the clearance 
offices also log and track product:. For example. the Office of Privacy has tracked 
pr;xduct review statistics sinc . 2(1I it and the Ofiae ° for Civil , il Rights and Civil Liberties 
(f:RCL;j has had a trackin < not in pat . i;acc O'urdui 2014 furthcuimr FOD has 
developed and hosted a tracking tool on in0DNI SharePoint platform firm use by I&A 
personnel. The tool allows the f'Ol) to track its IiRs,, including the amount of time taken 

to prot;es I.IRs., ti c amount cf'time it t ikes for I&A to clew on, Ills, and other tlualit:4 
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control related data. The use of this tool is a.requirenient for all field personnel and has 
greatl) increased l& A's ability to ensnare account<ahility, efficiently process lfli . identify 
problematic process sug nests, and im ro .v upon i t.:ntata d inefficiencies itl in I&.=~. 
i&A has also developed and i:r apiemented an internal 3hare.Point4nsed system for 
drafting, retie •in . approvin , log ;in and tra:.king finished mieli .cn ct>o;.ie t,,. I&A. 
and the clearing of ices will explore e. panding [lie scope of this eri and ui ;; it as 
the foundation of an all-en :omf a.ss iris>_ tool. 

DHS clearance offices take any undue delay in production seriously, hut believe that the 
review of intelligence products is done in a timely manner as indicated by the data 
provided to the 010 showing review and approval time of less than one business; day, 
For example, the Caftiee ut Privacy amid CRCL's data shows they r e, race ,and appiove 
arrtcllir c rt c products untended for dissemination outside the federal government within an 
average  time of 2$ hours ECD: September 30, 21)17_ 

The DHS 01(1 recommended that DHS: . 

Recomcneendation 9: Develop and unpie€neat a plan that w9-ill allow DHS ltatelli ence 
officials in the field practical access to classified systems and infrastructure above the 
Secret level. 

Resp€}snse: Concur. l&_5 Security Management  (;ranch has creased a consolidated list 
of all DM5'Sensitive C:;omprarlmvnted f:nfortara n it facilities {SC If th at area nril<:thie to 
DHS Field perrsonnel. Additionally, oh National Guard facilities with an abailable. SOW 
are being added to the consolidated list which will be dissem ranted to i&A field 
personnel no later than \rlarcli II, 2017. I& :A continues to is oil on tIn develolnuien,t of 
all interactive snap overlay that can be uploaded to the I&% Wei site to allow for real 
time updatesa. ECD: October 31, 2017, 

Additionally, once changes within. the DHS Office of the Chief Security Officer (0050) 
I t c. beco compleu-, d, Ls A; i€a t out din artr f€a :yc3ill the (h S()) Special Sticmitt (1ffi na S 
Council and 1 M5 components. will develop and implement standard procedures to 
ensure DOS Intelligence 11rnlerprise personnel access to DIIS Accredited SCIFs and IT 
sL ste;.o r.ip to and izt.i:1-€clra s 'lop St cre tSel both dorbig Land after noni nl n orkir:,g 
hours. ;In the interim, a Pi.)(, n one l.g 1-m- ided for earls Sf If location ,o indisidual.s 
requiri op access can reach out directly to the SCIF P00 for assistance, when needed. 
ECD: : October 21 2017. 

Recommendation 23: Coordinate with the 0D' l and P131 to develop and implement. a 
;inure,) to efficietntly nd effectively provide security elearat ces and reciprocity to state 
and local personnel. 
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Response: Concur. The OC SO vitl coordinate with the F I and Ol)N1. which ia> Eh . 
des,iei tf d S curit\ l C at und. r i cctiti-ve Or er (L.0.} l:) 46 .ah:c.l' ~mli€ g 
Presses Related to Suiiahil.ity for f: ovenmiont En ililoyment,Fitness for (o itractor 
Employees and Elig l ili€y i~}r Access to tr.lassi0e€d Na°z.iosial Secufl.) s; 1nforima€ on, dated 
June 30 200a, concerning this recoommenclation. 

Rationale: l Within E:0. 1 3467, among the aLithorit es granted to 0Dl i as the Security 
I xi eLt.i v \ a) in i :c , ?.3, (C) (t=r j ) 

Shall ensure reciprocal recagnilion of cfinihilit ' for access to classified 
fmmatio n as mono t ie agencies, iit: lucl nn 'ir mg as the final authority to 

$i'l,?€rate and.resoh c di pute amongthi.'. a`= nt'€(':S tn%C3147:ice the r ciprOut) €3t 

investigations and determinations of el gihilitylOT access tO) classified 
inform iudm or eligibility to hold a nsitit e position

ECD: September 30. 2017. 

to 
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4 i. ■

U€,& 0epartmsit f Justice 

Xhs:K.rs. -OX 2t'. 3;3 

opt mbcr 22, 2016 

US. . Deparunei1 f ":usttce 

I !tOM:; :.i'O\ F CiitzC £ €S rt£, 
f.< 

ut Attorney €.r€iral 
Office of the: I € i,,€;y Attorney'Jen r tl 

tan 'i t[OrO, ̀e itC

atk:'nttl ec €rh\ L 

U tector 
tj%C U Ce fO S_i ̀ a£te t ;3tnt , t,t t3fnc; 4'S 

SUBJECT: s e::faint Revic of l>t  t€c. Sharing of"f'o nterwrrc r stn 

The I)epnrnneni . J i t e ti:)O) orf:)c,p rtrt€en appreciates the joint review unth.rtsk.en 
by the ac ? ...rent . s !thew vi the tr,pe no C: t€a£'.d t;€ ht 3 #. rcOoo 4.: a€ rui 0f the 
lr~t~ll"f ?C.iLu t.:'o n £tu€€€ t' ant the t r wf :r} =n€: at neUn.3 Seuv he
YatN?L Ot (( E;tC.€'[Cr o'1Sn4 nt <t€"3. . Jthn S':1 thv re IdJ th fat er l Itn can of 

nvesi34%ition ( %r4,.• €EtU .. t.:i onse 11'111 E;(?t C O4Lf re .:i?rie13attl k,. ons at the t  Inc repon €'fl ik 

seven Ft;hl,tEvonl r3:L;i t'€1€:'3enc,Et,tTr€s €;€ the DOJ. We address s.s these r c;Utn;31+.. ff: t€tiotls below, and 

concur with all seven. 

49 Subsequent to I)OJ's formal response, the language for recommendation #2 was revised as reflected in 
the body of the report. DOJ OIG discussed the revised language with DOJ. DOJ stated that it concurred 
with the revised recommendation and did riot submit a new formal response. 
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M morartdum t0 Michael E. Horowitz Page 2 
Subject: Response: joint Review €zfDomestic Sharing 

ofCounterterrorism Information 

Recount endarion No, .1: The IC, DH a, and IX.3J Olt; s recommend that the ODNI, DHS, and 
I I~ OT (L ' 1I Q) R ndew the 200$ interagency Ma°rFrorandum •, t` t ndersiant ing i'.lkk) and 
determine what fictions are necessary to update in/cz gies2f Tti x:P''FFYcdF`3F>t7 .?i FtFi"t3'Fp rtssnc iFF'8 5' and 

proc,ns se.1 among the tdea3amdrnents, 

Response: Concur. The Department agrees to work through the interagency to review 
tiv. M'ftl) l ter nca:£ (Mt SI ' ai £I flctermine .sh>ethe any actions art; necessary to aapdati;.:. 
inteili once irdora_tanon standards and processes among the departments as well as to 

consider pcs tat :ta~tt up st ii ti` ;li£' 'I5 D `dtatet< s'ene' MOD 

Recommendation No. 2, The IC. DOS. and DOJ OIGs recommend that the DON!. DOS. and 
003: (<F , FO' O) Cvatf'f'thL ftl':tt aatdt?ni fa{iX.$1*s se governnan e bo it  for the f .'rs' or: :)m-r date a 

inldrF?.<.rf; £3PF Sharing..if'.i1I FF :3f F7?.L33f OISE1, 

Response: Concur. The Department agrees t£:3 work with the interagency to designate a 
single guv'ern,,mee body for terrorismreiated ISE... 

Recommendation N . It€ The DOW 0I0 Fcco i€ arms that 003: r i- •J
}
' t '~3r f)eve o 5 to 

e:f3Flpr7 ,~.L A4 r'i'i' tat 'ri;i? e i3E1S,e:'F°Zt F^s'r. F'd~27rF 07'f11`s'f'?t st('5 02 at ' i~S'3'f}'FL:. If. C3:at ft5)£y:.for a review 

oft/at Jf}c..`sidenf s sir'ategti' pian and in consu.`f£tfkJi; xusth the relevant part acre 

Response: Concur. The Department agrees, to develop a compreehens ve internal 
colon€ertetrorism information sharing strategic plan. As part of this process; the 
I)epartnrene will review the President's strategic plan for counterterrorism information 
sharing and will consult will all relevant partners. In devekpirzg such :1 a plan the 
Dep;artm£:rat will :eh a esm rts in tote ?^<atie a:'£.our:ty 0s moo the :3_5.:Mkc~rtievs' 
otTees 0JSAOi. and the FBI, aa well as the Department's Chief Information Officer. 

Recommendalion No. II; The 00J §.)I€.i recommends that 003; (i,.; 'i)r )", implement a 
F:ou ncLl Jrd aY a senior 'e pa;`I ttr at 0'fir S' ti t, M i"ternre [?!tn'<sxt?ass at r. i't,),I i13.' :a 'so non 

she oat owleg~ am.1 an e tmens`ts, and mu)'e' the i iv I<"a.'<,d0 f. ompon sO fi..c f; swig ?vo 

t:`t ohs t:Sj*ont.til at io' P9"sonhlo'F'zne their CtilF3j?f?n s4 .v i; , , l.i andcL'as .";fi rLxti:?n <e. i/s f to 

DI 5,1 as requested 

Response: Concur. The Department agrees to inipieatcnt :a council led by a senior 
Department oi'iicial, tor the i tems! coordination otrft0.I inii,rtaa<zti as shorn r strategy 

and in's'esnnents, and ensure that relevant eessnrsoecnis designate  ae iso ice el ouih_ials 
. _spxo€rsit le toJ; monitoring their corupottends +:tYCrt;. ;1a.d men :nuu Lati.he their t`ttfrras to 
003 leadership as requested. 
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Pb1;r3rtr3;3i#ut t3 lc a I:. IIr3o t! I'z> :3 
S.*ect spt use: joint Ix v ei \ of Don estic sim.r .ng 

of (onCounterterrorism inf6un ?n 

R€>szE mmendetiOn.No. IS: The D('.),;: .)IG recon ends that DOJ: (L) En rro, ,'hat <aoh ?.:AA() 
ar d.Ile its. : 1:4 Ptram ca nqu:rr~f M rr;' 41 41:' progrssrar. 

l esporesi:c €:'Oneur. As part of its evaluation afiheATAC program, DOJ will assess 
how frequently plans should be updated in the future and will ensure that ATAC AC plans 
are modified accoidingly. 

Recommendation No. 1€i: The DOJ t:).Tt.i recommends that T)t.)J': r€h VFOU(1) Evaiar€a e Me 
1.11(.',ev -tr'[i7Ft .ii i'ns a e[ i.E Zirrn € - j the , iT,ICI'eenn art? .w1 duplia nve

cr72JYlIL.'Yfi?r'PL3 brri !Yx1t'3r?aat?on .S1.!IPITgpar! *re '° 1Ft7t1£aib'e end ore... w'eC >t inc most tfPe'° v 

manner. 

Response: Concur. DOJ will evaluate the ATAC program to enure the. Purpose of the 
{.; ;atz 3tt<> ..t.£: no ;tupl.i. at'% <d other t.ounierter;orasm €nt :try ?<mo#? s;h a, a if trier 

3 at  ve and are uS .d in he &lii3 t It cut,. I'Y3ititner. 

cc: Andrew McCabe. Deputy Dirt c.tor, }'d- r31 Bureau ot invesrivasion 
Le I ofthus, Assistant Atturnm t ; teacrai, Justice _\$aria, nt Diti'non. 
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U.s..tkpartmcnt of-I t€cr 
'_ Er 

t Jerxl glureau ot'.Investi tinu 

Wh  on, D. C. 20535.0001 

September IS, 20161 

11e Honorable M iehael E. Horowitz 
Inspeutor (ienexal 

t O eofthe Inspector Cauunera1 
1 LS.l)ep t€ ntofJustice 
950 Pconsylvatia Avenue, N.W. 
Washington DC 2030.5

Dear Mr. Marta miu 

The FuderlBureau of Investigation (1131) appreciates the opportunity to review and 
respond to your olfiee's report a titled, 11eviea Doc roc Sharing of Counierterrorlan 
lvh rtnar#ir,n: 

We agree that it is ivaportant to provide additional guidance : to field divisions and 
participating agencies retarding attendance at and the atrnslure €, J'1TF Executive Berard 
meetings. We also agree it is important to provide guidance to the field to regards to 
?ountzrterrotism-related TRP sessions, In that regard. e concur with your five 
recon endatinos for the FBI 

Should You any questions, reel free to eontat;t roe. We t reatly appreciate the 
pn~1'essioasalisni of your audit staff foughout this matter. 

Sincerely. 

ianars C. Langenberrg 
Suction Chief 
External Audit and C ontpl auee. Section 
lnspeetkm I71vision 
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The Federal Bureau of Irrtesti atlo a'a Response to the 
Jaaiet Review of Domestic Sharing oft crra:aater terrorisaaa taslr3rnantion 

Report Rccomreradation #12: Require FBI field divisions to stress to participating ageaaeia;s 
the irnpodanwc of designating an individual and an alternate to serve as their repre eutaatives to 
the J' 1"i F l xecutive Board, as well as of regularly attending the meetings. 

FBI Response to ReRecommendation #12a (oncur. The FBI will instruct Fill field d ons to 
emphasize to ;participating agencies the importance of dcsipn,tin€; an tn& iduai and an altcrna€e. 
to serve as their represcmaatha to the JQ F E ecative Board, as well "of regularly attending 
rneetl n ' 

Report Recommendation #13a I t'z,uro Flit field diviskins c ourage agencies that do not 
participate on the TI rF, inclu iinz, tart rerponders. to attend JTTF hxeeulive Board meetings. 

.FBI Response to :Roe amendattron #13. Concur. Consistent with security policy requirements. 
the FBI will work with the H31 field divisions to encourage agencies that do not participate on 
the J`l F F, inc-ludine first responders, to attend J'1'1't- Executive Board meetings, 

Report Recommendation #1 Identify an appropriate structure and content c*f .4 I lt 
F'Xecutive Board meetings that f l3I field da sisio€as should use at minimum when conducting 
these .rare :ti:ngs, 

Fill Response to Recommendation #14: Concur. The FBI will review and determine how to 
refine the general structure of the T.17FF Executive Board meetings that FBI field divisions should 
use at minimum when conducting meetings. 

Report Recornmendetien #17. We recommend that the FBI direct FBI field dhisions to 
identify and invite key stakeholders to Tidy sessions. 

FBI .Response to Recommendation #17r Concur, The FBI will create guidance instructing 
FBI field divisions to identify and invite ke) stakeholders to counterterrorism `l'RI' sessions.. 

Report Recommendation #1& Determine the aagen kur >kith which it should Lhare its 
crsu€tt rt rrr,rism—nri at 'F RP results and i plcmen: ,.t p-' : e., r..< z t sire the. TRP c ;.tlt < are 
aapproprtatelk sheared p ith its; s: <r .neie.:a c n a sv'tcrn:e find a gidw t .T~is. 

FBI Response to :Recommendation #.18:: Concur. The FBI will create guidance to <t famine 
which agencies it will share the eoatnteerterrcarisr€a reltated'l'RP rrr<atit cod will e sWKaa,th
to ensure the 'rRP results are appropriately shared with these age de; < on 4 systemic cud regular 
basis. 
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