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Since this nation’s founding, the executive branch has 
been granted — or has claimed — immense power to 
enforce the law, including the power to surveil, investigate, 
and impose criminal or other sanctions that deprive indi-
viduals of their freedoms. Today, national security agen-
cies in particular — including those with law enforcement, 
intelligence, homeland security, and defense functions 

— combine their expansive authorities with unprecedented 
digital tools that can peer into our personal and profes-
sional lives. 

Executive branch officials can exercise their powers to 
surveil and investigate with vast discretion in deciding 
who to scrutinize, monitor, and pursue through the 
criminal and civil tools they command. Those decisions 
can have severe consequences for individual rights. And 
federal agents can abuse their authority by directing 
accusations, surveillance, investigations, and prosecu-
tions to target those who dissent against government 
policies and discriminate against vulnerable communities. 

Over the last 20 years and more, the ACLU and our allies 
have exposed, documented, and challenged abuses that 

range from Big Brother dragnet surveillance programs  
to unwarranted and discriminatory domestic surveillance 
and investigation of protestors, racial and religious 
minorities, immigrants, and social justice activists. Yet 
successive presidents — Democrats and Republicans 
alike — have sought to maintain and dramatically expand 
executive surveillance powers without meaningful 
judicial constraints or adequate congressional oversight. 
Campaign-trail promises to examine and rein in these 
powers and abuses are all too often broken when the 
presidential candidate wins office — to the detriment  
of our system of checks and balances, privacy, civil rights, 
and civil liberties. 

If Vice President Kamala Harris wins the election this 
November, her administration has the obligation and 
opportunity to break this cycle. Our roadmap focuses 
on three core priorities as a start: protecting against Big 
Brother surveillance; ending unwarranted and discrim-
inatory domestic surveillance and investigation; and 
implementing strong safeguards for artificial intelligence 
and data privacy. 

overall resPonse 

The ACLU will push a Harris administration to rein in uses 
of surveillance that discriminate against people in the 
United States or invade their privacy; urge the administra-
tion and Congress to adopt strong guardrails for the use 
of artificial intelligence; and challenge executive branch 
abuses of individual rights and freedoms in court, as we 
have done throughout our history. 

Courts

We will maintain our track record of exposing and chal-
lenging federal agencies’ infringements of individuals’ 
privacy, civil liberties, and civil rights. We will continue 
to support and defend protestors, racial and religious 
minorities, immigrants, and others who are subjected 
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to abusive surveillance, investigation, prosecution, and 
coercive measures like wrongful watchlisting. We will 
seek redress through affirmative litigation when federal 
agencies abuse their coercive powers in ways that 
illegally breach Americans’ privacy or discriminate based  
on race, ethnicity, and other protected characteristics. 

Congress

Although members of both parties have been quick to 
empower the executive branch in the name of national 
and homeland security in the post-9/11 era, we have built 
a durable bipartisan coalition of advocacy organizations 
and former and current policymakers to push for limits on 
government surveillance. We will work with congressional 
allies to implement specific measures to rein in overbroad 
and unwarranted surveillance. We will work to change the 
politics around surveillance and individual liberty, so poli-
ticians are more likely to defend our privacy and rights. 
The ACLU is already responding to current and promised 

attacks on those who dissent against government policies, 
and rallying allies around the need for robust separation 
of powers, strong due process protections, and limits on 
executive power.

States & Municipalities

We will urge states and cities to restrict the information 
they provide to federal agencies and departments. For 
example, the ACLU has successfully advanced state and 
local laws to increase community control over policing 
and championed legislation to restrict “reverse” warrants 
and end purchases of personal information from data 
brokers. These efforts would reduce the pool of data 
available to law enforcement, including federal law 
enforcement. In addition, we will urge state and local 
governments to end, or sharply limit, their participation 
in fusion centers and other state-federal intelligence 
hubs that have been rife with abuse.

sPeciFic oPPorTuniTies & resPonses

Protecting Against Big  
Brother Surveillance 

The government has vast, unprecedented powers to 
surveil and peer into people’s private lives. It exploits at 
least three sources to conduct dragnet surveillance of 
Americans’ data: (1) Section 702 of the Foreign Intelligence 
Surveillance Act (FISA), which authorizes the collection 
of communications between U.S. persons and people 
outside the United States; (2) Executive Order 12333, 
which allows the government to conduct bulk surveillance 
outside the United States and results in the collection of 
Americans’ private data; and (3) the government’s use of 
commercial data brokers to purchase massive quantities 
of Americans’ private data.1 Through these dragnet surveil-
lance methods, the federal government obtains access to 
incredibly sensitive information about Americans — infor-
mation that can paint a detailed portrait of our private 
thoughts, relationships, and actions. The government 
regularly searches through that data for intelligence or 
domestic law enforcement purposes without a warrant 
and without notice or other significant safeguards neces-
sary to protect our rights. 

For example, the information that the government 
purchases from data brokers without meaningful over-
sight and transparency can be highly sensitive, and could 
include: 

• Location information from individuals’ visits to health 
clinics,2 as well as reproductive tracking applications 
installed on people’s phones;3 

• Information regarding people’s race, ethnicity, gender, 
sexual orientation, income, and political and religious 
affiliations;4 and 

• People’s immigration status and related information 
for immigration enforcement.5 

According to former deputy director of the CIA Michael 
Morell, “[t]he information that is available commercially 
would kind of knock your socks off. If we collected it 
using traditional intelligence methods, it would be top-
secret sensitive. And you wouldn’t put it in a database, 
you’d keep it in a safe.”6

There are few checks on these surveillance powers. 
Federal agencies rely on them to collect sensitive 
information without providing a judicial warrant or even 
notice to individuals whose data has been captured. 
And the problem is only getting worse as President 
Biden recently signed legislation dangerously expanding 
Section 702.7 Under that expansion, the government can 
conscript essentially any business that provides Wi-Fi to 
its customers into service for spying, unless it qualifies for 
one of Section 702’s limited exceptions. The Biden admin-
istration has promised it will limit its use of this authority,8 
but that does not commit any future administration to do so. 
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As a senator, Vice President Harris had a strong track 
record of legislative efforts to rein in warrantless surveil-
lance of Americans. She served as a member of the 
Senate Intelligence Committee and voted to require a 
warrant before law enforcement and intelligence agencies 
could query Americans’ data acquired through Section 
702 surveillance. In 2018, she voted “no” on reauthorizing 
Section 702 because she said it “neglects to adequately 
protect the privacy rights of the American people.”9 If 
elected president, Harris will have the opportunity to 
make good on her commitments to protecting Americans 
by addressing the long-running harms and privacy viola-
tions that result from the government’s use of Section 702, 
Executive Order 12333, and commercial data purchases.

How the ACLU Is Preparing to Respond 

Litigation
Because the government uses mass warrantless surveil-
lance authorities (Section 702 of FISA and Executive 
Order 12333) in secret and without disclosure to the 
people who are surveilled, it is challenging to identify 
when someone has been subjected to warrantless 
surveillance. In practice, people whose privacy rights 
are violated have had very little legal recourse due to the 
government’s refusal to disclose even basic information 
about this surveillance and the government’s repeated 
use of the “state secrets privilege” to thwart court review 
of its most intrusive spying programs. The government 
used the latter tactic in our lawsuit on behalf of the 
Wikimedia Foundation and eight other organizations  
that challenged the National Security Administration’s 
(NSA) Upstream surveillance program, which the govern-
ment uses to search Americans’ internet communications 
as they enter and leave the country.10 Even people who 
are criminally charged at least in part on the basis of 
evidence derived via Section 702 and Executive Order 
12333 are hard-pressed to understand whether and to 
what extent their private communications have been 
intercepted and searched. 

Although it can be difficult to challenge Section 702 
and Executive Order 12333 surveillance, we have done 
so in the past and will continue to do so by carefully 
monitoring (1) criminal cases where the government 
has disclosed its use of other types of sensitive surveil-
lance that are often used in parallel with these secret 
surveillance methods, (2) publicly available government 
documents such as Department of Justice (DOJ) press 
releases, (3) legislative testimony about purported 
surveillance “successes,” and (4) media reports that 
provide additional information about the government’s 
use of controversial surveillance tools. We will work in 
collaboration with criminal defense attorneys around the 
country to file motions that seek to compel the govern-
ment to provide notice to criminal defendants in investi-
gations where agents relied on Section 702 or Executive 

Order 12333 surveillance. And in cases where criminal 
defendants have a basis to believe the government used 
Section 702 or Executive Order 12333 surveillance to inter-
cept and search their communications without a warrant 

— as in cases like United States v. Muhtorov, United States 
v. Moalin, United States v. Hasbajrami, and United States 
v. Russell, where we have served as either co-counsel 
or amicus — we will support defendants in filing motions 
challenging the lawfulness of that surveillance under 
the Fourth Amendment and in seeking to suppress the 
resulting evidence. 

By representing defendants who are accused of crimes 
based on illegally obtained private data, we shed light  
on the ways in which the government is engaging in mass 
surveillance of Americans — the vast majority of whom 
may never know that their privacy has been breached by 
their government. 

Legislative Advocacy 
The ACLU has built a durable bipartisan coalition of advo-
cacy organizations and former and current policymakers 
to push for limits on government surveillance. Before 
the end of this Congress, the ACLU will continue to work 
with congressional allies to narrow the recent expansion 
of the definition of “electronic communications service 
providers” that would allow the government to force a 
wide range of U.S. businesses to give the NSA access to 
their Wi-Fi routers, phones, and other communications 
equipment.11 As a part of this process, the ACLU will 
also work to reverse the changes made under this year’s 
reauthorization that weaken the FISA Court’s ability to 
obtain independent input from experts on civil rights, civil 
liberties, and privacy when the government secretly seeks 
permission to conduct novel forms of surveillance. 

Looking forward, given that Congress only reauthorized 
Section 702 for two years, there will be another oppor-
tunity by April 2026 to address the ACLU’s longstanding 
concerns regarding mass warrantless surveillance. We 
will continue to work with the bipartisan surveillance 
coalition to limit the federal government’s vast ability 
to search Americans’ private communications without 
a warrant, whether with Section 702, Executive Order 
12333, or the purchase of data the government would 
otherwise need a warrant to obtain. For instance, this 
year, the ACLU and allies successfully advocated for 
House passage on a wide bipartisan basis of the Fourth 
Amendment Is Not For Sale Act, a bill that would prevent 
the government from purchasing data that would other-
wise require a warrant to obtain, although the Senate 
failed to pass an amendment to the same effect as part 
of the Section 702 reauthorization law.12 The ACLU will 
continue to build up support for this legislation to get it 
passed in the Senate and will encourage Harris to sign  
it if she is in the White House. Depending on the outcome 
of the November election and the composition of the 
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congressional oversight committees, we will also work  
to ensure that Congress conducts vigorous oversight over 
the government’s surveillance powers and practices.

Local & State Advocacy 
In addition, the ACLU will urge states and cities to restrict 
the information they provide to federal agencies and 
departments. For example, the ACLU has successfully 
advanced state and local laws to increase community 
control over policing and championed legislation to restrict 

“reverse” warrants and end purchases of personal informa-
tion from data brokers.13 These efforts would reduce the 
pool of data available to law enforcement, including federal 
law enforcement. In addition, the ACLU will urge state and 
local government to end, or sharply limit, their participa-
tion in fusion centers and other state-federal data sharing 
arrangements that have been rife with abuse. 

Ending Unwarranted and 
Discriminatory Domestic 
Surveillance and Investigation 

Domestic national security and counterterrorism poli-
cies and programs pose a singular threat to Americans’ 
privacy, civil rights, and civil liberties. Taken as a whole, 
these policies reflect: the federal government’s expan-
sive claimed authority to surveil and monitor American 
communities;14 federal nondiscrimination guidance that 
permits profiling on the basis of race, religion, national 
origin, and other protected characteristics; 15 and the use  
of overbroad and unfair programs such as the watch-
listing system, or tools like social media surveillance, 
against people exercising constitutionally protected 
speech and association rights.16 

Federal agencies exercise their authority and wield 
technology to disproportionately and wrongly surveil and 
investigate, watchlist, question, and detain at the border, 
and deny immigration benefits to vulnerable communities. 
Even when federal surveillance and investigation policies 
appear facially neutral, in practice, for the past 20 years 

— and longer — Democratic and Republican administra-
tions alike have disproportionately targeted those who 
dissent against government policies, racial and religious 
minorities, and immigrant communities through the lens 
of “security threat” or “risk,”17 and undermined our rights 
to free expression, due process, religious freedom, and 
equal protection under the law.18 The harsh reality is that 
federal national security surveillance and investigation 
discriminate against communities of color in this country, 
denying their ability to participate as equals in civic life 
and our democracy. A Harris administration urgently 
needs to rein in and reform key overbroad, unnecessary, 
and discriminatory domestic surveillance policies and 
programs. 

Federal law enforcement and intelligence agencies’ use 
of national security investigative authorities flows in part 
from the USA Patriot Act of 2001, which enacted — for 
the first time — a definition of “domestic terrorism.” That 
definition is vague, overbroad, and malleable, covering 
acts deemed “dangerous to life” that “appear to be 
intended to” intimidate or coerce the public or the 
government.19 It is increasingly being copied by state 
legislatures.20 Law enforcement and intelligence agencies 
have used this definition to claim expansive investigative 
authorities. For example, soon after Congress passed 
the Patriot Act, the DOJ loosened safeguards intended to 
protect Americans against intrusive FBI surveillance and 
investigation.21 FBI agents can now open “assessments” 
without any factual basis for suspicion of actual criminal 
wrongdoing,22 and use invasive techniques for data gath-
ering, such as racial and ethnic mapping, confidential 
informants, physical surveillance, and commercial and 
law enforcement database searches.23 

Recent history is rife with federal agencies’ use of these 
and similar authorities to unfairly target people of color 
and other marginalized communities for surveillance, 
investigation, prosecution, and placement on watchlists. 
For example: 

• The FBI has spied on Muslim communities and, more 
generally, treated nonviolent civil disobedience and 
vandalism as justification for conducting national 
security investigations of civil rights, social justice, 
and environmental activists; 24 

• In 2020, the DOJ deployed joint federal-state law 
enforcement partnerships to conduct “counterter-
rorism” investigations against racial justice protestors; 
25 and 

• The Department of Homeland Security (DHS) has all 
too often focused its surveillance authorities on polit-
ical and constitutionally protected speech, as well as 
activities far outside its homeland security mandate, 
including those of: journalists; racial justice demon-
strators in the wake of George Floyd’s murder; and 
people simply reacting online to the Supreme Court’s 
decision to overturn Roe v. Wade. The DHS has also 
conducted other social media monitoring that bases 
inquiries on commonly held political views.26

It’s long past time for reforms, including, in particular, 
banning biased profiling and investigations through 
strong agency policy prohibitions without any loopholes 
for national and homeland security. Indeed, President 
Biden raised hopes when he directed the DOJ and DHS 
to “assess the implementation and effects” of the Justice 
Department’s 2014 Guidance on Race, which has long 
been shown to permit bias, to “consider whether this 
guidance should be updated.”27 But to our disappointment, 
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when the DOJ updated this guidance in 2023, it kept in 
place the broad loopholes permitting racial, religious,  
and other biases in the contexts of national and home-
land security and immigration.28 

The DHS has adopted the 2023 DOJ Guidance on Race 
in part, while it considers further updates of department 
nondiscrimination policy.29 By virtue of its far-reaching 
mandate and numerous component agencies, the DHS is 
the face of federal law enforcement and surveillance power 
for vastly more people than the DOJ. Its nondiscrimination 
policies permit bias-based profiling in the national security 
context, at the border, and in protective, inspection, or 
screening activities. The DHS’s extensive surveillance tools 
include social media monitoring; purchases of commercial 
datasets that can include sensitive location information; 
collection of biometric information at ports of entry; and 
the monitoring of passenger travel records, which are 
then mined to conduct even more intrusive physical and 
electronic searches when individuals are crossing the 
border. The resulting data is processed and distributed by 
a sprawling web of interconnected systems, which inform 
or guide agency decisions affecting individuals’ privacy 
and basic civil rights and civil liberties. Together, expansive 
claims of investigative powers and gravely inadequate 
safeguards facilitate abusive approaches across a range of 
DHS policies, programs, and subcomponents. For example, 
in recent years, DHS-supported fusion centers, which 
are joint federal-state surveillance hubs, have monitored 
protesters at Standing Rock, people protesting the Trump 
administration’s family separation and border policies,  
and Black Lives Matter activists.30

How the ACLU is Preparing to Respond

Ending discriminatory surveillance through litigation 
and advocacy. As we have over the last 20 years and 
more, we will ensure transparency and accountability 
for unwarranted and discriminatory surveillance through 
litigation in federal and state courts. For example, in 
July 2024, we sued to force disclosure of DOJ and DHS 
records on federal-state law enforcement and intelligence 
hubs that have long been used to surveil protestors and 
communities of color, in order to assess their impact 
on privacy and rights during both the Trump and Biden 
administrations.31 Working alongside impacted communi-
ties and allies, we will also urge a Harris administration  
to end biased national and homeland security profiling by 
federal, state, and local law enforcement. While President 
Biden has been willing to countenance biased DOJ and 
DHS surveillance and investigation policies, a Harris 
administration should recognize not only historical and 
current harms, but also the significant risks to Americans 
from future administrations with even less regard for 
privacy, civil rights, and civil liberties. 

The ACLU will advocate with a Harris administration for 
DOJ and DHS nondiscrimination policies that: (1) explic-
itly prohibit discrimination based on actual or perceived 
race, ethnicity, religion, national origin and nationality, 
sexual orientation, and gender (including gender identity 
and expression), without any loopholes for national and 
homeland security; (2) ensure that a person’s nationality 
and national origin are not used as a proxy to discrim-
inate against them based on their religion, race, or 
ethnicity; (3) applies these safeguards to state and local 
agencies that participate in joint operations or partner-
ships with the DOJ and/or DHS; and (4) require a rigorous 
and systematic audit of each department’s programs 
and operations for bias based on the use of protected 
characteristics.

Ending discriminatory, unfair, and secretive  
watchlisting through litigation and advocacy. The 
ACLU and our allies have documented and raised grave 
concerns about the discriminatory, unfair, and secretive 
U.S. watchlisting system for two decades, including 
highlighting its use as a tool for continued investigation 
and coercive pressure on Americans to become infor-
mants on their communities. Through litigation on behalf 
of our American Muslim clients, we forced the govern-
ment to change its No Fly List redress program so that it 
now discloses to Americans whether they are on the No 
Fly List, as well the criteria it uses for that placement,32 
but these changes are far from adequate and we will 
continue to challenge wrongful placement of Americans 
on the No Fly List in court in order to achieve systemic 
reform. 

At the same time, the U.S. federal watchlist system as a 
whole continues to be a black box and has now ballooned 
dramatically to 2 million people.33 American Muslims and 
those of Arab, Middle Eastern, or South Asian descent 
are disproportionately watchlisted34 and suffer the 
brunt of the stigmatizing and devastating personal and 
professional consequences. These consequences flow 
in part from the fact that the government shares watch-
listing records with at least 60 foreign governments and 
numerous private entities;35 government agencies that 
perform screening functions (such as the Transportation 
Security Administration, Customs and Border Patrol, 
and U.S. Citizenship and Immigration Services); and 
tens of thousands of state, local, and tribal law enforce-
ment agencies nationwide.36 For U.S. persons, this can 
mean detention and questioning by other governments 
while abroad; potentially unlawful searches, seizures, 
and surveillance;37 inability to open or maintain bank 
accounts; denial of government licenses or employment; 
and indefinite delays or denials of immigration benefits. 
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The executive branch exercises virtually unfettered 
discretion in deciding whom to watchlist, using vague  
and overbroad criteria and a low bar for placement. Its 
redress process is a due process nightmare, denying 
Americans meaningful notice and an opportunity to chal-
lenge wrongful watchlisting. If our government is to have  
a watchlisting system, a Harris administration needs  
to ensure meaningful redress, requiring at a minimum: 

• disclosure of watchlisting status to all U.S. persons, 
and not only to U.S. persons on the No Fly List; 

• disclosure to U.S. persons of the specific criteria 
or criterion under which they are watchlisted; all 
reasons that they, in the government’s view, meet 
those criteria; and all material inculpatory and 
exculpatory evidence. Disclosures must be consistent 
with due process and, to the extent that legitimately 
classified information is used as a basis for determi-
nation, the government should apply standards under 
8 C.F.R. § 103.2(b)(16); 

• prompt and public time limits for responding to 
redress applicants at each stage of the process;

• a live hearing before a neutral decision-maker in 
which a wrongly watchlisted U.S. person may fully 
and fairly present their case.

Ending discriminatory and ineffective collection and 
monitoring of social media information through trans-
parency litigation and advocacy. Through transparency 
litigation, we forced disclosure of federal agencies’ 
monitoring of social media users and speech, exposing 
the dangers of surveillance without any suspicion of 
criminal wrongdoing.38 Our focus has included agencies’ 
collection of social media identifiers from visa applicants 
seeking leave to enter the United States, which gives the 
government sweeping access into visa applicants’ online 
lives, as well as the lives of people in the United States 
with whom they interact. This poses acute risks39 for 
people from Muslim countries and their American family, 
friends, and colleagues. More broadly, social media 
monitoring programs easily allow the targeting of political 
and religious beliefs. This fear is particularly pronounced 
in the current environment of protests on social media 
and the streets against the war in Gaza. Indeed, since 
October 7, 2023, there have been reports of CBP asking 
Palestinians about their social media posts and of U.S. 
residents being contacted by federal agents asking about 
their social media posts, perhaps at the request of the 
social media companies.40 Social media is notoriously 
difficult to interpret, and agencies often wrongly interpret 
posts as threatening or assume political and religious 
views are connected with violence.41

Since 2016, government officials and entities have raised 
questions about whether this type of screening helps 
weed out genuine security concerns.42 A 2021 analysis 
of social media collection by the Office of the Director 
of National Intelligence said the collection of identi-
fiers added “no value” to the accuracy of immigration 
screening and vetting programs, with a senior administra-
tion official confirming that “collecting social media data 
had yet to identify terrorists among visa applicants.”43 

Given the known risks of these programs, the lack of 
evidence of their utility, and their disparate use and 
impact, we will continue to litigate and advocate with a 
Harris administration to end these programs and purge  
all information they have generated unless it is relevant  
to an ongoing criminal investigation. 

Implementing Strong Safeguards 
for Artificial Intelligence and Data 
Privacy

The federal government’s use of artificial intelligence (AI) 
urgently needs greater oversight and stronger safeguards 
to protect our privacy. Federal agencies of all stripes are 
using algorithmic systems and AI to make adjudicatory 
and policy decisions that were once reserved for human 
decisionmakers. The use of AI for those critical decisions 
spans all aspects of the government, including deter-
mining public benefits levels, assessing families for child 
welfare proceedings, scoring incarcerated individuals 
for early release, and identifying individuals for criminal 
investigations.44 These uses carry risks for civil rights and 
civil liberties, including in chilling the exercise of the right 
to speak or protest; moreover, many uses of AI have been 
well documented to lead to arbitrary and even discrimina-
tory outcomes.

National security agencies — including those with 
law enforcement, intelligence, homeland security, and 
defense components — have long relied on AI systems 
and are rapidly expanding their use, presenting immense 
risks to the rights and safety of people in the United 
States and abroad. While Congress and the Biden-Harris 
administration have taken steps to increase transparency, 
trust, and fairness in the AI tools used by many federal 
agencies, national security agencies have been largely 
exempted from these important measures. Indeed, U.S. 
national security agencies and the military are seeking to 
integrate AI into some of the government’s most profound 
decisions, including: who it surveils; who it places on 
government watchlists; who it subjects to intrusive 
searches at the border; who it labels a “risk” or “threat” 
to national security; and even who or what it targets with 



American Civil Liberties Union 7Harris on surveillance 

lethal force. These programs have not been meaningfully 
tested for efficacy and are characterized by vague and 
overbroad standards, weak safeguards, and little to no 
transparency.

Despite the dangers these national security systems pose, 
they lack any meaningful transparency and account-
ability safeguards — and, to the extent protections exist 
at all, they are largely unenforceable. The public knows 
little about the AI being deployed by the country’s largest 
intelligence, homeland security, and law enforcement 
entities like the DHS, FBI, NSA, and CIA. And the public 
knows even less about the civil rights and liberties 
protections that exist — if any. National security agencies 
have embarked on an all-out sprint to develop and deploy 
AI, but any efforts to protect privacy, civil rights, and civil 
liberties have been slow-moving and without binding 
rules.

As Vice President Harris recognized when the White 
House announced its Executive Order on AI, “We have a 
moral, ethical and societal duty to make sure that A.I. is 
adopted and advanced in a way that protects the public 
from potential harm and ensures that everyone is able 
to enjoy its benefits.”45 If Harris is elected president, her 
administration should ensure that strong baseline protec-
tions for AI apply to national security and non-national 
security uses alike.

More broadly, the federal government must also take 
significant steps to protect our sensitive data from being 
bought, sold, and exploited by tech companies and govern-
ment agencies alike to learn private facts about our lives. 

How the ACLU is Preparing to Respond

Executive Branch & Legislative Advocacy on AI
Under a Harris administration, federal agencies should 
establish robust safeguards around the federal uses 
of AI that impact rights and safety. Those safeguards 
should apply where AI affects individuals’ rights in our 
day-to-day lives including freedom of speech, educa-
tion, employment, credit, housing, immigration, the 
criminal legal system, and more.46 Federal agencies 
should subject their use of rights- and safety-impacting 
AI to certain minimum safeguards, including: impact 
assessments that gauge the risks posed by AI; testing 
AI in a real-world context; mitigating harms including 
discrimination; and discontinuing use of the AI where 
the harms may not be adequately mitigated.47 Other 
safeguards should include increased transparency about 
where AI is used and for what purposes; independent 
evaluations of the AI’s performance; ongoing monitoring 
for harms; and engaging impacted communities on AI 
use and impact. Many of these safeguards are already 
embodied in President Biden’s Executive Order on the 
Safe, Secure, and Trustworthy Development and Use of 

Artificial Intelligence.48 A Harris administration should 
build on Vice President Harris’s leadership and continue 
advancing the Executive Order.49

When it comes to the use of AI by national security agen-
cies, we will advocate for far stronger executive branch 
and legislative protections. While the rushed adoption of 
AI poses risks in many contexts, the use of AI for coun-
terterrorism and other national security programs and 
policies presents some of the greatest dangers to people 
in the United States and abroad. The deployment of AI 
systems for surveillance, watchlisting, border searches, 
biometric identification, and immigration vetting will 
automate, expand, and make even more opaque some of 
the government’s most intrusive, damaging, and secretive 
programs. Moreover, these programs and activities dispro-
portionately impact communities that have long faced 
bias and discrimination, such as immigrants and racial 
and religious minorities. As in areas like policing and the 
criminal legal system, without strong safeguards, the use 
of AI for national security purposes can easily perpetuate 
racial, ethnic, or religious profiling, while broadly endan-
gering civil rights and civil liberties.

Because of these dangers, the ACLU will press a Harris 
administration to urgently adopt safeguards that include: 
(1) increased transparency across “national security 
systems” that rely on AI, through the development of 
comprehensive AI use case inventories, regular declassi-
fication reviews, and improvements in existing transpar-
ency reporting; (2) adoption of risk management practices 
that reduce or prevent harm to privacy and civil liberties, 
including impact assessments, real-world testing, and 
ongoing risk monitoring protocols; (3) increased scrutiny 
and oversight of whether and to what extent AI has been 
effective at accomplishing the agency’s counterterrorism 
or national security objectives, such as through mean-
ingful gains in the accuracy of detecting or preventing 
terrorism activities; (4) a minimum standard requiring 
agencies to refrain from or cease AI use when the AI 
is not sufficiently tested; it is unreliable or otherwise 
ineffective; or it raises risks to privacy, civil liberties, civil 
rights, or safety that cannot be effectively mitigated; and 
(5) increased resources and support for agencies’ internal 
oversight mechanisms to scrutinize and ensure compli-
ance with AI-related safeguards.50 

Transparency Litigation in the Courts
We will litigate Freedom of Information Act (FOIA) 
lawsuits seeking to ensure greater public transparency 
about the use of AI for national security purposes. 

For example, the ACLU has filed FOIA requests seeking 
records about the NSA’s use of AI to conduct surveillance. 
Among U.S. intelligence agencies, the NSA is the self-de-
scribed leader in the race to develop and deploy AI.51 
According to officials, the NSA has used AI “for a very 
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long time” to support its intelligence-gathering activities, 
and today it is one of many spy agencies seeking to inte-
grate AI across its activities.52 Yet the public knows very 
little about how exactly the agency is harnessing AI. NSA 
officials have publicly described the agency’s use of AI 
tools to detect threats to critical infrastructure, to summa-
rize large amounts of information or raw intelligence, and 
to perform “speaker identification and speech-to-text 
processing.”53 The NSA likely also uses these tools to 
select new surveillance targets and to analyze the vast 
amounts of communications it collects every day — often 
ensnaring people in the United States.54 Indeed, although 
the NSA generally seeks to collect foreign intelligence, 
the mass surveillance it conducts under Section 702 of 
FISA and other authorities like Executive Order 12333 
routinely sweeps up the sensitive communications and 
data of Americans.55 Yet little is known about the efficacy 
of the NSA’s AI tools, or what safeguards for civil rights 
and civil liberties are in place.

Similarly, the ACLU has filed FOIA requests seeking 
records about the DHS’s use of AI to conduct risk assess-
ments of people seeking to enter, leave, or travel within 
the United States. CBP today uses “machine learning” 
to conduct risk assessments of travelers at U.S. ports of 
entry.56 In producing these risk assessments, CBP applies 
machine learning to its data holdings — which include 
information from dozens of databases from federal, state, 
and local governments, as well as from private brokers, 
amassed within the DHS’s notoriously opaque Automated 
Targeting System (ATS).57 CBP uses ATS to apply “risk-
based rules based on CBP officer expertise, analysis 
of trends of suspicious activity, and raw intelligence 
from DHS and other government agencies to assist CBP 
officers in identifying individuals who require additional 
inspection or in determining whether individuals should 
be allowed or denied entry into the United States.”58 The 
TSA also relies on ATS and related databases to conduct 
its own rules-based risk assessments. Passengers 
flagged under the rules may be subject to more intrusive 
screening.59 Yet the public knows almost nothing about 
the AI systems CBP and the TSA use to conduct these 
rules-based risk assessments, including how the agen-
cies select and train the models they rely upon, how the 
agencies assess the systems’ performance, and what 
measures the agencies have taken to ensure our privacy 
and other rights are protected.

The government’s lack of transparency is especially 
concerning given the danger that many AI systems pose 
for people’s privacy and civil rights and civil liberties. 
Just as in areas like law enforcement, using algorithmic 
systems to gather and analyze intelligence can compound 
privacy intrusions and perpetuate discrimination. AI 
systems may amplify biases that are embedded in the 
datasets used to train those systems, and they may 
have higher error rates when applied to people of color 

and marginalized communities because of flaws in the 
algorithms or underlying data. AI-driven surveillance may 
be used to guide or expand government activities that 
have long been used to unfairly scrutinize communities 
of color. For example, built-in bias or flawed intelligence 
algorithms may lead to additional unwarranted surveil-
lance and investigation of individuals, exposing their lives 
to wide-ranging government scrutiny under FISA or other 
authorities. 

We will pursue litigation where necessary to compel 
national security agencies to promptly process our FOIA 
requests, search their files for responsive records, and 
produce the resulting documents to the ACLU for public 
dissemination and advocacy for necessary reforms. 
Where agencies withhold responsive records or infor-
mation on national security or other grounds, we will 
consider further litigation seeking to pry critical informa-
tion loose. Only with greater transparency can we ensure 
that the public and Congress have the information they 
need to oversee these society-altering systems.

Legislative Advocacy on a Federal Comprehensive 
Privacy Law
The amount of data that is available to national security 
agencies — including commercially available data —  
may also be addressed through a federal comprehensive 
privacy law. The goal of privacy legislation should be 
to reduce the amount of data that is being collected 
from us in the first place and — consistent with the 
First Amendment — reduce its downstream use, sharing, 
and retention. Key to achieving these goals are four 
requirements.60 First, data minimization would require 
that entities limit their collection, use, and disclosure of 
data to what is necessary to provide services requested 
by consumers — including by limiting sales to national 
security agencies. Second, civil rights protections should 
prohibit discriminatory uses of data.61 And third and 
fourth, a robust federal privacy law should provide indi-
viduals with a private right of action and limit preemption 
of state and local laws by setting a “floor” that states and 
municipalities may build upon.62 In addition to advocating 
for new legislation, the ACLU will seek to vigorously 
encourage the use of congressional oversight hearings  
on the civil liberties implications of increased use of AI.



American Civil Liberties Union 9Harris on surveillance 

conclusion 

The federal government’s power to surveil, investigate, 
prosecute, and intimidate is vast — and Democratic 
administrations, like Republican ones, have a pattern of 
defending executive power at the expense of individual 
freedoms and rights. But the ACLU exists to ensure those 
powers are constrained and abuses are challenged. If 
elected, Harris will face both tests and opportunities 
for significant surveillance reforms to safeguard our 

privacy and constrain policies and programs that already 
undermine civil liberties and rights. As we have for over  
a century, the ACLU will use every tool at our disposal —  
in the courts, in Congress, and in the halls of power in 
states and cities — to uphold our system of checks and 
balances, safeguard privacy, and enforce the protections 
of the Bill of Rights for all.
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