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sanctioned 3PAO and approved by VA prior to hosting, operation, 
maintenance or use of the information system or systems by or on behalf of 
VA. This includes conducting compliance risk assessments, security 
architecture analysis, routine vulnerability scanning, system patching, 
change management procedures and the completion of an acceptable 
contingency plan for each system. The contractor's security control 
procedures shall be the same as procedures used to secure VA-operated 
information systems. 

b. Outsourcing (contractor facility, equipment, or staff) of systems or network 
operations, telecommunications services or other managed services require 
Assessment and Authorization (A&A) of the contractor's systems in 
accordance with VA Handbook 6500 as specified in VA Information Security 
Knowledge Service. Major changes to the A&A package may require 
reviewing and updating all the documentation associated with the change. 
The contractor's cloud computing systems shall comply with FedRAMP and 
VA Directive 6517 requirements. 

c. The contractor shall return all electronic storage media (hard drives, optical 
disks, CDs, back-up tapes, etc.) on non-VA leased or non-VA owned IT 
equipment used to store, process or access VA information to VA in 
accordance with A&A package requirements. This applies when the contract 
is terminated or completed and prior to disposal of media. The contractor 
shall provide its plan for destruction of all VA data in its possession 
according to VA Information Security Knowledge Service requirements and 
NIST 800-88. The contractor shall send a self-certification that the data 
destruction requirements above have been met to the COR/CO within 30 
business days of termination of the contract. 

ci. All external internet connections to VA network involving VA information 
must be in accordance with VA Trusted Internet Connection (TIC) 
Reference Architecture and VA Directive and Handbook 6513, Secure 
External Connections and reviewed and approved by VA prior to 
implementation. Government-owned contractor-operated systems, third 
party or business partner networks require a Memorandum of 
Understanding  (MOU)  and Interconnection Security Agreements (ISA). 

cii. Contractor procedures shall be subject to periodic, announced, or 
unannounced assessments by VA officials, the OIG or a 3PAO. The physical 
security aspects associated with contractor activities are also subject to such 
assessments. The contractor shall report, in writing, any deficiencies noted 
during the above assessment to the VA COR/CO. The contractor shall use 
VA's defined processes to document planned remedial actions that address 
identified deficiencies in information security policies, procedures, and 
practices. The contractor shall correct security deficiencies within the 
timeframes specified in the VA Information Security Knowledge Service. 
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ciii. All major information system changes which occur in the production 
environment shall be reviewed by the VA to determine the impact on privacy 
and security of the system. Based on the review results, updates to the 
Authority to Operate (ATO) documentation and parameters may be required 
to remain in compliance with VA Handbook 6500 and VA Information 
Security Knowledge Service requirements. 

civ. The contractor shall conduct an annual privacy and security self-assessment 
on all information systems and outsourced services as required. Copies of 
the assessment shall be provided to the COR/CO. The VA/Government 
reserves the right to conduct assessment using government personnel or a 
third-party if deemed necessary. The contractor shall correct or mitigate any 
weaknesses discovered during the assessment. 

h. VA prohibits the installation and use of personally owned or contractor-owned 
equipment or software on VA information systems. If non-VA owned 
equipment must be used to fulfill the requirements of a contract, it must be 
stated in the service agreement, SOW, PWS, PD or contract. All security 
controls required for government furnished equipment must be utilized in VA 
approved Other Equipment (OE). Configuration changes to the contractor 
OE, must be funded by the owner of the equipment. All remote systems must 
use a VA-approved antivirus software and a personal (host-based or enclave 
based) firewall with a VA-approved configuration. The contractor shall ensure 
software on OE is kept current with all critical updates and patches. Owners 
of approved OE are responsible for providing and maintaining the anti-virus 
software and the firewall on the non-VA owned OE. Approved contractor OE 
will be subject to technical inspection at any time. 

i. The contractor shall notify the COR/CO within one hour of disclosure or 
successful exploits of any vulnerability which can compromise the 
confidentiality, integrity, or availability of the information systems. The system 
or effected component(s) need(s) to be isolated from the network. A forensic 
analysis needs to be conducted jointly with VA. Such issues will be 
remediated as quickly as practicable, but in no event longer than the 
timeframe specified by VA Information Security Knowledge Service. If 
sensitive personal information is compromised reference VA Handbook 
6500.2 and Section 5, Security Incident Investigation. 

j. For cases wherein the contractor discovers material defects or vulnerabilities 
impacting products and services they provide to VA, the contractor shall 
develop and implement policies and procedures for disclosure to VA, as well 
as remediation. The contractor shall, within 30 business days of discovery, 
document a summary of these vulnerabilities or defects. The documentation 
will include a description of the potential impact of each vulnerability and 
material defect, compensating security controls, mitigations, recommended 
corrective actions, root cause analysis and/or workarounds (i.e., monitoring). 
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Should there exist any backdoors in the products or services they provide to 
VA (referring to methods for bypassing computer authentication), the 
contractor shall provide the VA CO/CO written assurance they have 
permanently remediated these backdoors. 

k. All other vulnerabilities, including those discovered through routine scans or 
other assessments, will be remediated based on risk, in accordance with the 
remediation timelines specified by the VA Information Security Knowledge 
Service and/or the applicable timeframe mandated by Cybersecurity & 
Infrastructure Security Agency (CISA) Binding Operational Directive (BOD) 
22- 01 and BOD 19-02 for Internet-accessible systems. Exceptions to this 
paragraph will only be granted with the approval of the COR/CO. 

8. SECURITY AND PRIVACY CONTROLS COMPLIANCE TESTING, ASSESSMENT 
AND AUDITING. This entire section applies whenever section 6 or 7 is included. 

a. Should VA request it, the contractor shall provide a copy of their 
(corporation's, sole proprietorship's, partnership's, limited liability company 
(LLC), or other business structure entity's) policies, procedures, evidence 
and independent report summaries related to specified cybersecurity 
frameworks (International Organization for Standardization (ISO), NIST 
Cybersecurity Framework (CSF), etc.). VA or its third-party/partner designee 
(if applicable) are further entitled to perform their own audits and 
security/penetration tests of the contractor's IT or systems and controls, to 
ascertain whether the contractor is complying with the information security, 
network or system requirements mandated in the agreement between VA 
and the contractor. 

b. Any audits or tests of the contractor or third-party designees/partner VA 
elects to carry out will commence within 30 business days of VA notification. 
Such audits, tests and assessments may include the following: (a): 
security/penetration tests which both sides agree will not unduly impact 
contractor operations; (b): interviews with pertinent stakeholders and 
practitioners; (c): document review; and (d): technical inspections of networks 
and systems the contractor uses to destroy, maintain, receive, retain, or use 
VA information. 

c. As part of these audits, tests and assessments, the contractor shall provide 
all information requested by VA. This information includes, but is not limited 
to, the following: equipment lists, network or infrastructure diagrams, relevant 
policy documents, system logs or details on information systems accessing, 
transporting, or processing VA data. 

d. The contractor and at its own expense, shall comply with any 
recommendations resulting from VA audits, inspections and tests. VA further 
retains the right to view any related security reports the contractor has 
generated as part of its own security assessment. The contractor shall also 
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notify VA of the existence of any such security reports or other related 
assessments, upon completion and validation. 

e. VA appointed auditors or other government agency partners may be granted 
access to such documentation on a need-to-know basis and coordinated 
through the COR/CO. The contractor shall comply with recommendations 
which result from these regulatory assessments on the part of VA regulators 
and associated government agency partners. 

9. PRODUCT INTEGRITY, AUTHENTICITY, PROVENANCE, ANTI-COUNTERFEIT 
AND ANTI-TAMPERING. This entire section applies when the acquisition 
involves any product (application, hardware, or software) or when section 6 or 7 
is included. 
a. The contractor shall comply with Code of Federal Regulations (CFR) Title 15 

Part 7, "Securing the Information and Communications Technology and 
Services (ICTS) Supply Chain", which prohibits ICTS Transactions from 
foreign adversaries. ICTS Transactions are defined as any acquisition, 
importation, transfer, installation, dealing in or use of any information and 
communications technology or service, including ongoing activities, such as 
managed services, data transmission, software updates, repairs or the 
platforming or data hosting of applications for consumer download. 

b. When contracting terms require the contractor to procure equipment, the 
contractor shall purchase or acquire the equipment from an Original 
Equipment Manufacturer (OEM) or an authorized reseller of the OEM. The 
contractor shall attest that equipment procured from an OEM or authorized 
reseller or distributor are authentic. If procurement is unavailable from an 
OEM or authorized reseller, the contractor shall submit in writing, details of 
the circumstances prohibiting this from happening and procure a product 
waiver from the VA COR/CO. 

c. All contractors shall establish, implement, and provide documentation for risk 
management practices for supply chain delivery of hardware, software (to 
include patches) and firmware provided under this agreement. 
Documentation will include chain of custody practices, inventory 
management program, information protection practices, integrity 
management program for sub-supplier provided components, and 
replacement parts requests. The contractor shall make spare parts available. 
All contractor(s) shall specify how digital delivery for procured products, 
including patches, will be validated and monitored to ensure consistent 
delivery. The contractor shall apply encryption technology to protect procured 
products throughout the delivery process. 

d. If a contractor provides software or patches to VA, the contractor shall 
publish or provide a hash conforming to the FIPS Security Requirements 
for Cryptographic Modules (FIPS 140-2 or successor). 

e. The contractor shall provide a software bill of materials (SBOM) for procured 
(to include licensed products) and consist of a list of components and 
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associated metadata which make up the product. SBOMs must be generated 
in one of the data formats defined in the National Telecommunications and 
Information Administration (NTIA) report "The Minimum Elements for a 
Software Bill of Materials (SBOM)." 

f. Contractors shall use or arrange for the use of trusted channels to 
ship procured products, such as U.S. registered mail and/or tamper-
evident packaging for physical deliveries. 

g. Throughout the delivery process, the contractor shall demonstrate a 
capability for detecting unauthorized access (tampering). 

h. The contractor shall demonstrate chain-of-custody documentation for 
procured products and require tamper-evident packaging for the delivery of 
this hardware. 

10. VIRUSES, FIRMWARE AND MALWARE. This entire section applies when 
the acquisition involves any product (application, hardware, or software) or 
when section 6 or 7 is included. 
a. The contractor shall execute due diligence to ensure all provided software 

and patches, including third-party patches, are free of viruses and/or 
malware before releasing them to or installing them on VA information 
systems. 

b. The contractor warrants it has no knowledge of and did not insert, any 
malicious virus and/or malware code into any software or patches provided 
to VA which could potentially harm or disrupt VA information systems. The 
contractor shall use due diligence, if supplying third-party software or 
patches, to ensure the third-party has not inserted any malicious code and/or 
virus which could damage or disrupt VA information systems. 

c. The contractor shall provide or arrange for the provision of technical 
justification as to why any "false positive" hit has taken place to ensure their 
code's supply chain has not been compromised. Justification may be 
required, but is not limited to, when install files, scripts, firmware, or other 
contractor-delivered software solutions (including third-party install files, 
scripts, firmware, or other software) are flagged as malicious, infected, or 
suspicious by an anti-virus vendor. 

d. The contractor shall not upload (intentionally or negligently) any virus, worm, 
malware or any harmful or malicious content, component and/or corrupted 
data/source code (hereinafter "virus or other malware") onto VA computer 
and information systems and/or networks. If introduced (and this clause is 
violated), upon written request from the VA CO, the contractor shall: 
(2) Take all necessary action to correct the incident, to include any and all 

assistance to VA to eliminate the virus or other malware throughout 
VA's information networks, computer systems and information 
systems; and 
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(2) Use commercially reasonable efforts to restore operational efficiency 
and remediate damages due to data loss or data integrity damage, if 
the virus or other malware causes a loss of operational efficiency, data 
loss, or damage to data integrity. 

11. CRYPTOGRAPHIC REQUIREMENT. This entire section applies whenever 
the acquisition includes section 6 or 7 is included. 
a. The contractor shall document how the cryptographic system supporting 

the contractor's products and/or services protect the confidentiality, data 
integrity, authentication and non-repudiation of devices and data flows in 
the underlying system. 

b. The contractor shall use only approved cryptographic methods as defined 
in FIPS 140-2 (or its successor) and NIST 800-52 standards when 
enabling encryption on its products. 

c. The contractor shall provide or arrange for the provision of an 
automated remote key-establishment method which protects the 
confidentiality and integrity of the cryptographic keys. 

d. The contractor shall ensure emergency re-keying of all devices can be 
remotely performed within 30 business days. 

e. The contractor shall provide or arrange for the provision of a method 
for updating cryptographic primitives or algorithms. 

12. PATCHING GOVERNANCE. This entire section applies whenever the 
acquisition includes section 7 is included 
a. The contractor shall provide documentation detailing the patch management, 

vulnerability management, mitigation and update processes (to include third-

 

party) prior to the connection of electronic devices, assets or equipment to 
VA's assets. This documentation will include information regarding the 
follow: 
(2) The resources and technical capabilities to sustain the program 

or process (e.g., how the integrity of a patch is validated by 
VA); and 

(2) The approach and capability to remediate newly reported zero-

 

day vulnerabilities for contractor products. 
b. The contractor shall verify and provide documentation all procured products 

(including third-party applications, hardware, software, operating systems, 
and firmware) have appropriate updates and patches installed prior to 
delivery to VA. 

c. The contractor shall provide or arrange the provision of appropriate software 
and firmware updates to remediate newly discovered vulnerabilities or 
weaknesses for their products and services within 30 days of discovery. 
Updates to remediate critical or emergent vulnerabilities will be provided 
within seven business days of discovery. If updates cannot be made 
available by contractor within these time periods, the contractor shall submit 
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mitigations, methods of exploit detection and/or workarounds to the 
COR/CO prior to the above deadlines. 

d. The contractor shall provide or arrange for the provision of appropriate 
hardware, software and/or firmware updates, when those products, including 
open-source software, are provided to the VA, to remediate newly discovered 
vulnerabilities or weaknesses. Remediations of products or services provided 
to the VA's system environment must be provided within 30 business days of 
availability from the original supplier and/or patching source. Updates to 
remediate critical vulnerabilities applicable to the Contractor's use of the 
third- party product in its system environment will be provided within seven 
business days of availability from the original supplier and/or patching 
source. If applicable third-party updates cannot be integrated, tested and 
made available by Contractor within these time periods, mitigations and/or 
workarounds will be provided to the COR/CO before the above deadlines. 

13. SPECIALIZED DEVICES/SYSTEMS (MEDICAL DEVICES, SPECIAL PURPOSE 
SYSTEMS, RESEARCH SCIENTIFIC COMPUTING). This entire section applies 
when the acquisition includes one or more Medical Device, Special Purpose 
System or Research Scientific Computing Device. If appropriate, ensure selected 
clauses from section 6 or 7 and 8 through 12 are included. 
a. Contractor supplies/delivered Medical Devices, Special Purpose Systems-

Operational Technology (SPS-OT) and Research Scientific Computing 
Devices shall comply with all applicable Federal law, regulations, and VA 
policies. New developments require creation, testing, evaluation, and 
authorization in compliance with processes specified on the Specialized 
Device Cybersecurity Department Enterprise Risk Management (SDCD-
ERM) Portal, VA Directive 6550, Pre-Procurement Assessment and 
Implementation of Medical Devices/Systems, VA Handbook 6500, and the 
VA Information Security Knowledge Service. Deviations from Federal law, 
regulations, and VA Policy are identified and documented as part of VA 
Directive 6550 and/or the VA Enterprise Risk Analysis (ERA) processes for 
Specialized Devices/Systems processes. 

b. All contractors and third-party service providers shall address and/or 
integrate applicable VA Handbook 6500 and Information Security 
Knowledge Service specifications in delivered IT systems/solutions, 
products and/or services. If systems/solutions, products and/or services do 
not directly match VA security requirements, the contractor shall work 
though the COR/CO for governance or resolution. 

c. The contractor shall certify to the COR/CO that devices/systems that have 
completed the VA Enterprise Risk Analysis (ERA) process for Specialized 
Devices/Systems are fully functional and operate correctly as intended. 
Devices/systems must follow the VA ERA authorized configuration prior to 
acquisition and connection to the VA computing environment. If VA 
determines a new VA ERA needs to be created, the contractor shall provide 
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required technical support to develop the configuration settings. Major 
changes to a previously approved device/system will require a new ERA. 

d. The contractor shall comply with all practices documented by the Food 
Drug and Administration (FDA) Premarket Submission for Management 
of Cybersecurity in Medical Devices and Postmarket Management of 
Cybersecurity in Medical Devices. 

e. The contractor shall design devices capable of accepting all applicable 
security patches with or without the support of the contractor personnel. If 
patching can only be completed by the contractor, the contractor shall 
commit the resources needed to patch all applicable devices at all VA 
locations. If unique patching instructions or packaging is needed, the 
contractor shall provide the necessary information in conjunction with the 
validation/testing of the patch. The contractor shall apply security patches 
within 30 business days of the patch release and have a formal tracking 
process for any security patches not implemented to include explanation 
when a device cannot be patched. 

f. The contractor shall provide devices able to install and maintain VA-
approved antivirus capabilities with the capability to quarantine files and be 
updated as needed in response to incidents. Alternatively, a VA-approved 
whitelisting application may be used when the contractor cannot install an 
anti-virus / anti- malware application. 

g. The contractor shall verify and document all software embedded within 
the device does not contain any known viruses or malware before 
delivery to or installation at a VA location. 

h. Devices and other equipment or systems containing media (hard drives, 
optical disks, solid state, and storage via chips/firmware) with VA sensitive 
information will be returned to the contractor with media removed. When the 
contract requires return of equipment, the options available to the contractor 
are the following: 
(3) The contractor shall accept the system without the drive, firmware 

and solid state. 
(3) VA's initial device purchase includes a spare drive or other 

replacement media which must be installed in place of the original 
drive at time of turn- in; or 

(3) Due to the highly specialized and sometimes proprietary hardware and 
software associated with the device, if it is not possible for VA to retain 
the hard drive, firmware, and solid state, then: 
(b) The equipment contractor shall have an existing BAA if the 

device being traded in has sensitive information stored on it 
and hard drive(s) from the system are being returned physically 
intact. 

Page 93 of 94 
25-08493-F 0571



VA 1 1 8-15-R-0074 

(b) Any fixed hard drive, Complementary Metal-Oxide-
Semiconductor (CMOS), Programmable Read-Only Memory 
(PROM), solid state and firmware on the device must be non-
destructively sanitized to the greatest extent possible without 
negatively impacting system operation. Selective clearing down 
to patient data folder level is recommended using VA approved 
and validated overwriting technologies/methods/tools. 
Applicable media sanitization specifications need to be pre-
approved and described in the solicitation, contract, or order. 

14. DATA CENTER PROVISIONS. This entire section applies whenever the 
acquisition requires an interconnection to/from the VA network to/from a non-VA 
location. 
a. The contractor shall ensure the VA network is accessed by in accordance with 

VA Directive 6500 and IAM security processes specified in the VA Information 
Security Knowledge Service. 

b. The contractor shall ensure network infrastructure and data availability 
in accordance with VA information system business continuity 
procedures specified in the VA Information Security Knowledge 
Service. 

c. The contractor shall ensure any connections to the internet or other external 
networks for information systems occur through managed interfaces utilizing 
VA approved boundary protection devices (e.g., internet proxies, gateways, 
routers, firewalls, guards or encrypted tunnels). 

d. The contractor shall encrypt all traffic across the segment of the Wide 
Area Network (WAN) it manages and no unencrypted Out of Band (OOB) 
Internet Protocol (IP) traffic will traverse the network. 

e. The contractor shall ensure tunnel endpoints are routable addresses at 
each VA operating site. 

f. The contractor shall secure access from Local Area Networks (LANs) at co-
located sites in accordance with VA TIC Reference Architecture, VA 
Directive and Handbook 6513, and MOU/ISA process specified in the VA 
Information Security Knowledge Service. 
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B.4 PERFORMANCE WORK STATEMENT 

DEPARTMENT OF VETERANS AFFAIRS (VA) 
Veteran's Health Administration (VHA) 
VHA Innovation Ecosystem (14HIL1) 

Use of applications for post-discharge engagement integrated with Behavioral 
Health Lab (BHL) 

1.0 BACKGROUND 

As an innovation engine within the Department of Veterans Affairs, the vision 
of the Veterans Health Administration's Innovation Ecosystem (VHAIE) is a VA 
continuously innovating at the forefront of science and research, service 
delivery and implementation of solutions, and employee empowerment. VHAIE 
leads this vision through fostering organizational capability, delivery of 
operational and clinical breakthroughs, and by driving futures. VHAIE is 
committed to developing and employing agile mechanisms that allow VA to 
source incremental and transformational innovations to best serve Veterans 
and their families. 

This Broad Agency Announcement (BAA) opportunity seeks to source and 
fund early-stage research, development, prototyping, field testing, and 
implementation piloting with an overall goal of moving forward the state of the 
art. 

Through this BAA VHAIE invites all potential offerors (including private sector 
companies, non-profits, and institutions of higher learning) to contribute ideas 
for innovations in SUICIDE prevention, care coordination, and treatment that 
significantly increase Veteran access to services, reduce or control costs of 
delivering those services, enhance the performance of VA operations, and 
improve the quality of service that Veterans and their families receive. 

The significant and unprecedented challenges this country faced in 2021 fuel 
the continued call to action related to a whole-of-Government and whole-of-
Nation approach to suicide prevention. Suicide is a complex problem 
requiring a full public health approach involving community prevention and 
clinical intervention. VA services are a critical part of this public health 
approach. 

The data spanning 20 years reveals that Veterans engaged in VHA care have 
shown a less sharp rise in suicide rates, underscoring the importance of VHA 
care. Over 20 years of Veteran suicide data also reveal a substantial 
reduction in suicide rates, specifically for Recent Veteran VHA Users with 
mental health or substance use disorder diagnoses (77.8 per 100,000 in 2001 
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highest in the first 3 months post-discharge and remains elevated throughout the first 
year. 

3.2 Proposed Solution: 

The contractor shall demonstrate a multi-modal digital program implementing 
evidence-based outreach strategies across various channels, proactively connecting 
with Veterans before crises develop and serving as a complementary 'safety net' to 
existing VA efforts. Advanced risk detection and alert management, powered by 
artificial intelligence (Al)-driven analytics and Natural Language Processing (NLP), 
enable early identification of emerging crises and timely intervention, making support 
readily accessible before Veterans must take the difficult step of asking for help. 

This solution focuses on three core components: 

1. An Al-driven risk detection system combining NLP technology and risk 
detection algorithms for monitoring assessments. 

2. An asynchronous Brief Cognitive Behavioral Therapy for Suicide 
Prevention (bCBT-SP) program complementing outpatient therapy. 

3. A multi-modal caring contacts program utilizing Multimedia Messaging 
Service (MMS) and digital postcards for broad and sustained Veteran 
engagement. 

This solution shall use the existing BHL infrastructure, which has its own VA 
Authority to Operate (ATO) and currently captures 55% of all Patient Health 
Questionnaire; GAD: Generalized Anxiety Disorder (PHQ/GAD) assessments 
in the Veterans Health Administration (VHA). 

During Phase 2 pilot testing NeuroFlow invitations shall be pushed from the 
VHA Electronic Health Record (EH R) to Veterans and demonstrate the 
capability for bi-directional alert integration achieving clinical post discharge 
follow up of patients. 

3.2.1 Project Metrics 

Contractor shall collaborate with VA Program Manager on project metric 
determinations aligned with the Reach, Effectiveness, Adoption, Implementation, 
Maintenance (REAIM) evaluation framework for all phases of this project. VA PM must 
approve metrics prior to beginning user testing. The contractor shall detail the testing 
strategy, agreed-upon metrics and method of tracking, and proposed timeline in the 
Evaluation Plan and must be approved by VA Program Manager. 

3.2.2 Phase 1 Prototyping & Test Phase 

The initial Prototyping/Test Phase is dedicated to developing and integrating the core 
components of Contractor's innovative suicide prevention platform. This phase is 
comprised of five critical tasks, each essential to creating a comprehensive, secure, 
and effective solution: 
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• NeuroFlow-VA System Integration 
• AI-Driven Risk Detection System Development 
• Veteran-Centric Design and Content Refinement 
• Multi-modal Digital Program Design 
• Security and Privacy Enhancement 

3.2.3 Phase 2 Field Testing and Integration 

Phase 2 consists of five primary tasks, each designed to thoroughly test the system, 
ensure seamless integration with existing VA protocols, and comprehensively 
evaluate the solution's effectiveness in improving Veteran care and reducing 
suicide risk: 

• Integration and Deployment of NeuroFlow Solution in VA Settings 
• Continuous Remote Monitoring Activation 
• Engagement Strategy Evaluation 
• Outcome Measurement and Continuous Evaluation 
• Bi-Directional integration achieving clinical post discharge follow up of patients. 
• Push Invitations from NeuroFlow Engage to Veteran Outpatients 

3.3 INTENDED BENEFITS OF THE SOLUTION 

By providing 24/7 digital access to support, proactive risk identification, and immediate 
connection to crisis resources (i.e. VCL), our solution significantly expands the VA's 
crisis intervention capabilities while reducing barriers to care. This unique combination 
leverages our established presence in VA facilities, positioning us to deliver an 
immediately scalable solution that extends the reach and effectiveness of VA's crisis 
intervention services. 

Reduce Adverse Outcomes 

1. Early intervention through continuous monitoring and AI-driven risk detection, 
potentially preventing crises before they escalate. 

2. Improved engagement with high-risk Veterans, particularly in the critical 90-day 
post-discharge period, addressing a key gap in current VA care models. 

3. Extension of care beyond the initial post-discharge period, providing ongoing 
support when Veterans are most vulnerable. 

Enhancing Quality of Care through Veteran-Centric Personalization: 

Tailored to the unique needs and experiences of Veterans, improved treatment 
adherence, and provide more effective and meaningful support to Veterans through: 
1. AI-driven personalization ensures Veterans receive tailored content and resources 

based on their individual profiles, preferences, and risk levels, increasing the 
relevance and effectiveness of interventions. 

2. Integration of evidence-based protocols like bCBT-SP and Caring Contacts into a 
digital format increases accessibility and consistency of care, while allowing for 
customization to VA-specific programs and resources. 

3. A multi-modal approach (text, email, phone, web, and mobile app) caters to 
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diverse Veteran preferences, potentially increasing overall engagement with 
mental health resources and accommodating individual communication styles. 

4. Robust data collection and analysis capabilities support ongoing evaluation and 
refinement of digital mental health interventions within the VA system. 

4.0 PERFORMANCE DETAILS 

4.1 PERFORMANCE PERIOD 

The period of performance (PoP) is one 12-month Base Year with one 12-month option 
year. 

Any work at the Government site shall not take place on Federal holidays or weekends 
unless directed by the Contracting Officer (CO). 

There are 11 Federal holidays set by law (USC Title 5 Section 6103) that VA follows: 

Under current definitions, five are set by date: 

New Year's Day 
Juneteenth 
Independence Day 
Veterans Day 
Christmas Day  

January 1 
June 19 
July 4 
November 11 
December 25 

If any of the above falls on a Saturday, then Friday shall be observed as a holiday. 
Similarly, if one falls on a Sunday, then Monday shall be observed as a holiday. 

The other six are set by a day of the week and month: 

Martin Luther King's Birthday 
Washington's Birthday 
Memorial Day 
Labor Day 
Columbus Day 
Thanksgiving  

Third Monday in January 
Third Monday in February 
Last Monday in May 
First Monday in September 
Second Monday in October 
Fourth Thursday in November 

4.2 PLACE OF PERFORMANCE 

Work may be performed at remote locations with prior concurrence from the Contracting 
Officer's Representative  (COR). 

The bulk of the tasks under this PWS shall be performed at Contractor facilities. The 
Contractor shall identify the Contractor's place of performance in their proposal and as 
stated below: 
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• 1601 Market Street, Suite 1500, Philadelphia, PA 19103 

PHASE 2 Locations: 

• Dayton VA Medical Center 
4100 W 3rd  Street, Dayton, OH 45428 

• Chillicothe VA Medical Center 
17273 State Route 104 
Chillicothe, OH 45601-9718 

• Cincinnati VA Medical Center 
3200 Vine Street 
Cincinnati, OH 45220-2213 

• Chalmers P. Wylie Veterans Outpatient Clinic 
420 North James Road 
Columbus, OH 43219-1834 

4.3 TRAVEL 

The Government anticipates travel under this effort to perform associated tasks, 
throughout the period of performance. Include all travel costs in your firm-fixed price 
line items. These costs will be directly reimbursed by the Government. 

5.0 SPECIFIC TASKS AND DELIVERABLES 

The Contractor shall perform the following: 

The contractor shall pursue any technical requirements for establishing consent for data 
sharing for pilot participants and data use agreements and arrangements between 
stakeholders required for development and evaluation of the prototype. 

This shall include any Institutional Review Board (IRB) requirements as determined by 
the vendor and the Government. The contractor shall establish closed and secure data 
security environments as required by stakeholders and all applicable data use 
agreements between parties. 

5.1 PROJECT MANAGEMENT 

5.1.1 TECHNICAL KICKOFF MEETING 

The Contractor shall hold a project kickoff meeting within ten days after contract award. 
This meeting should be held via teleconference and/or web meeting. The Contractor shall 
present, for review and approval by the Government, the details of the intended approach, 
work plan, and project schedule for each specific task and deliverable. The Contractor 
shall specify date, virtual meeting information, agenda (shall be provided to all attendees 
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at least five calendar days prior to the meeting), and meeting minutes shall be provided 
to all attendees within three calendar days after the meeting. The Contractor shall invite 
the Contracting Officer (CO), Contract Specialist (CS),  COR,  VA Project Manager (PM), 
and any other attendees deem necessary by the aforementioned VA personnel. 

Deliverable: 
A. Project Kickoff Meeting Agenda 
B.Project Kickoff Meeting Minutes 

5.1.2 CONTRACTOR PROJECT MANAGEMENT PLAN 

The Contractor shall deliver a Contractor Project Management Plan (CPMP) that lays 
out the Contractor's approach, timeline and tools to be used in execution of the 
contract. The CPMP should take the form of both a narrative and graphic format that 
displays the schedule, milestones, risks and resource support. The CPMP shall be in 
electronic form in Microsoft Word and Excel or Project formats. The CPMP shall also 
include how the Contractor shall coordinate and execute planned, routine, and ad hoc 
data collection reporting requests as identified within the PWS. The initial baseline 
CPMP shall be concurred upon and updated in accordance with Section B of the 
contract. The Contractor shall update and maintain the VA PM approved CPMP 
throughout the PoP. 

Deliverable: 
A. Contractor Project Management Plan 

5.1.3 REPORTING REQUIREMENTS 

The Contractor shall provide the  COR  with Monthly Progress Reports in electronic form 
in Microsoft Word and Excel or Project formats. The report shall include detailed 
instructions/explanations for each required data element, to ensure that data is accurate 
and consistent. These reports shall reflect data as of the last day of the preceding 
Month. 

The Monthly Progress Reports shall cover all work cumulatively completed during prior 
reporting periods, the current reporting period, and work planned for the subsequent 
reporting period, to include a summary of the progress made, project milestone 
schedule, challenges, successes, proposed changes, and next steps. The report shall 
also identify any problems that arose and a description of how the problems were 
resolved. If problems have not been completely resolved, the Contractor shall provide 
an explanation including their plan and timeframe for resolving the issue. The report 
shall also include an itemized list of all Electronic and Information Technology (EIT) 
deliverables and their current Section 508 conformance status. The Contractor shall 
monitor performance against the CPMP and report any deviations. It is expected that 
the Contractor shall keep in communication with VA accordingly so that issues that arise 
are transparent to both parties to prevent escalation of outstanding issues. 

The Contractor shall attend a weekly teleconference meeting, cadence to be 
determined by the VA Program Manager, to be held at a time convenient for both the 
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Government and the Contractor. The Contractor shall provide Teleconference Progress 
Meeting Minutes within two business days after the teleconference meeting. The 
Contractor shall provide weekly emails with the progress, issues, and mitigations to the 
VA Program Manager (PM) and additional VA team members as designated by the VA 
PM. This team will be introduced in the kickoff meeting. 

Deliverable: 
A. Cumulative Monthly Progress Report 
B.Teleconference Progress Meeting Minutes 
C. email Weekly to the VA PM 

5.2 Prototyping & Test Phase (Base Period) 

5.2.1 System Integration 

The contractor shall create suicide risk detection systems specifically for the Veteran 
population. This shall include: 

• Expansion of their NLP lexicon with Veteran-specific risk factors and military 
terminology related to self-harm and suicidal ideation. 

• Collaborating with VA mental health experts to identify VA-specific risk factors 
incorporating military service-related factors, post-discharge risk indicators, and 
integration with VA risk assessment protocols. 

• Collaborating with VA mental health experts to refine and validate our enhanced 
NLP and risk detection algorithms. 

The contractor shall work with the VA Human Centered Design team and stakeholders, 
conducting focus groups with Veterans to gather input on user interface preferences, 
digital engagement strategies, and incentive program design. 

The contractor shall develop and test Veteran-specific content including motivational 
messages incorporating military cultural elements, crisis resources tailored to Veteran 
needs, and VAMC-specific information and support options. 

The contractor shall implement feedback mechanisms for continuous improvement. The 
Contractor shall create a library of Veteran-centric resources and educational materials. 

The Contractor shall design a multi-modal digital communications program consisting of 
suicide prevention evidence-based content for multiple communication channels, 
focusing on MMS and digital postcards that include imagery, aligning with evidence on 
effective caring contacts interventions. The Contractor shall create and implement a 
Veteran-specific asynchronous bCBT-SP program, incorporating, psychoeducational 
modules, interactive CBT worksheets with NLP-enabled analysis, progress tracking, 
and reporting capabilities. 

The Contractor shall design and deploy a gamification system with points, streaks, and 
badges that can be exchanged for VA-approved gift cards to boost and sustain 
engagement rates. 
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The Contractor shall establish consent management system complying with VA policies 
on text messaging and communication preferences, including clear opt-in and opt-out 
procedures. 

The Contractor shall implement safeguards and tracking mechanisms to ensure only 
eligible and consenting Veterans receive messages through appropriate channels. The 
Contractor shall comply with all VA security regulations, policies, and guidelines. 

Contractor shall as part of the Monthly report update a section on Integration specifics, 
testing protocols, and APIs. 

Deliverable: 
A. Plan of Action and Milestones (POAM) as needed with existing VA BHL System 

Owner 
B. Application Programming Interface (API) between NeuroFlow Engage and VA 

BHL 

5.2.2 Recruitment Strategy Planning 

The Contractor shall deliver a pilot recruiting strategy to be implemented in Phase 2. The 
recruiting strategy, in order to determine whether the prototype is feasible and 
acceptable among gun owners, shall be designed for and include Veterans that identify 
as cis-gender men, cis-gender. It shall also be designed and include Veterans that live in 
homes with firearms owned by someone else. The purpose for these types of Veterans 
is to evaluate differences among these different Veteran subgroups across sexes. 

Deliverable: 
A. Draft Recruitment Strategy 
B. Final Recruitment Strategy 

5.2.3 Evaluation Planning 

The contractor shall deliver an evaluation plan to be implemented in Phase 2 with the 
REAIM framework. The contractor shall research, discover, and elicit the specific criteria 
to be evaluated in order to determine the feasibility and acceptability of the prototype to 
notify firearm owners of any movement of their firearm to include unauthorized access 
and the potential of the prototype to prevent firearm suicide. 

Contractor shall collaborate with VA PM on project metric determinations aligned with 
the REAIM evaluation framework for all phases of this project. VA PM must approve 
metrics prior to beginning user testing. 

Deliverable 
A. Draft Evaluation Plan for Pilot 
B. Final Evaluation Plan for Pilot 
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5.2.4 Prototype Development and Delivery 

The contractor during the first phase shall further refine the technology, customization, 
and the digital behavioral health engagement platform, Al-driven risk detection and alert 
management, multi-modal outreach capabilities, and secure integration protocols with 
VA EHR and care management systems to allow for the best design of a working 
prototype and alert system by the end of the base period. The contractor shall provide 
an in-person or virtual demonstration, as determined by the  COR  or VA program 
manager, of the prototype. Prototype shall be delivered to a location as determined by 
the  COR  or VA program manager. 

The contractor shall create a testing plan for technology and provide any corrective 
actions if needed. They shall also accomplish any testing for hardware review and 
provide for corrective action as needed. 

Deliverables: 
A. Prototype Demonstration 
B. Phase 1 Prototype 

5.2.5 Phase 1 Final Report and Evaluation 

The Contractor shall provide complete reporting of findings and recommendations for 
the Phase 1 Final Report prior to the end of Phase 1 for review by VA stakeholders and 
business owners. This report should include a detailed inventory of all iterative changes 
made or planned to be made based on feedback and data collected. 

The Contractor shall also provide a Final Phase 1 Report of results from the tasks 
performed in Phase 1 to include challenges, successes, proposed or completed 
changes, PWS progress, next steps recommending updates for implementation plan for 
the Pilot Study, in the Option Period, if exercised by VA. The contractor shall deliver a 
final Pilot Design Briefing with the Phase 1 Final Report. 

Deliverables: 
A. Phase 1 Final Report 
B. Pilot Design Final Briefing 

5.3 OPTIONAL TASK 

If VA exercises the Optional Task the Contractor shall perform tasks identified in 
Sections 5.1 and all subsections, except 5.1.1. The period of performance for this 
optional task is 12 months. In reference to the deliverables in these sections, if the task 
has generated a document during the base period, the Contractor shall provide updates 
only. If VA exercises the Option Period, the Contractor shall also perform the following: 
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5.3.1 Phase 2 Field Testing 

The contractor shall recruit at least 300 participants at each of the locations designated 
by the VA PM in consultation with the VISN 4 MIRECC for testing of the prototype and 
deployment of any surveys required during Phase 2. The contractor shall conduct any 
qualitative interviews that are needed to evaluate user experience and engagement. 

Contractor shall provide a field summary report of Phase 2 testing data as directed by 
VA program manager. 

Deliverables: 
A. Phase 2 Field Summary Report 

5.3.2 Final Prototypes 

The contractor during the second phase shall further refine the technology, 
customization, and refine the technology, customization, and the digital behavioral 
health engagement platform, Al-driven risk detection and alert management, multi-
modal outreach capabilities, and secure integration protocols with VA EHR and care 
management systems to allow for the best design of a final prototype and bi-directional 
alert system by the end of the optional period. The contractor shall provide an in-person 
or virtual demonstration, as determined by the  COR  or VA program manager, of the 
prototype. Prototypes, up to five, shall be delivered to a location as determined by the 
COR  or VA program manager. 

The contractor shall create a testing plan for technology and provide any corrective 
actions if needed. They shall also accomplish any testing for hardware review and 
provide for corrective action as needed. 

Deliverables: 
A. Final Prototypes (5) 

5.3.3 Phase 1 and Phase 2 Combined Final Report 

At the completion of Phase 2, Contractor shall provide to the VA Program Manager a 
Project Summary Report, inclusive of all work completed during Phase 1 and 2 and all 
data analytics (initial data analyses and final data analyses of all data captured during 
all periods of performance) required to meet project goals and determination of 
innovation value. Summary Report shall also include detailing the process and 
outcomes (e.g., number of Veterans enrolled in solution from each source/site, etc.), 
including recommendations for additional testing, scalability, and/or integration with 
other VA Resources. 
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The contractor shall provide a communications plan for the final project findings and 
summary report. 

Deliverables: 

A. Phase 1 and Phase 2 Final Project Report 
B. Communications Plan for Final Report 

6.0 GENERAL REQUIREMENTS 

6.1 ENTERPRISE AND IT FRAMEWORK 

Not Applicable 

6.2 SECURITY AND PRIVACY REQUIREMENTS 

6.2.1 POSITION/TASK RISK DESIGNATION LEVEL(S) 

In accordance with VA Handbook 0710, Personnel Security and Suitability Program, the 
position sensitivity and the level of background investigation commensurate with the 
required level of access for the following tasks within the PWS are: 

Task Number Tier1 / Low Risk Tier 2 / Moderate 
Risk 

Tier 4 / High Risk 

5.1 xX j I I 
5.2 

 

xX 

     

5.3 

 

xX 

     

The Tasks identified above, and the resulting Position Sensitivity and Background 
Investigation requirements identify, in effect, the Background Investigation requirements 
for Contractor individuals, based upon the tasks the particular Contractor individual will 
be working. The submitted Contractor Staff Roster must indicate the required 
Background Investigation Level for each Contractor individual based upon the tasks the 
Contractor individual will be working, in accordance with their submitted proposal. 

6.2.2 CONTRACTOR PERSONNEL SECURITY REQUIREMENTS 

Contractor Responsibilities: 
a. The Contractor shall prescreen all personnel requiring access to the computer 

systems to ensure they maintain the appropriate Background Investigation, 
and are able to read, write, speak and understand the English language. 

b. Within 3 business days after award, the Contractor shall provide a roster of 
Contractor and Subcontractor employees to the  COR  to begin their 
background investigations in accordance with the PAL template artifact. The 
Contractor Staff Roster shall contain the Contractor's Full Name, Date of 
Birth, Place of Birth, individual background investigation level requirement 
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(based upon Section 6.2 Tasks), etc. The Contractor shall submit full Social 
Security Numbers either within the Contractor Staff Roster or under separate 
cover to the  COR.  The Contractor Staff Roster shall be updated and provided 
to VA within 1 day of any changes in employee status, training certification 
completion status, Background Investigation level status, additions/removal of 
employees, etc. throughout the Period of Performance. The Contractor Staff 
Roster shall remain a historical document indicating all past information and 
the Contractor shall indicate in the Comment field, employees no longer 
supporting this contract. The preferred method to send the Contractor Staff 
Roster or Social Security Number is by encrypted email. If unable to send 
encrypted email, other methods which comply with FIPS 140-2 are to encrypt 
the file, use a secure fax, or use a traceable mail service. 

c. The Contractor should coordinate with the location of the nearest VA 
fingerprinting office through the  COR.  Only electronic fingerprints are 
authorized. The Contractor shall bring their completed Security and 
Investigations Center (SIC) Fingerprint request form with them (see 
paragraph d.4. below) when getting fingerprints taken. 

d. The Contractor shall ensure the following required forms are submitted to the 
COR  within 5 days after contract award: 

1) Optional Form 306 
2) Self-Certification of Continuous Service 
3) VA Form 0710 
4) Completed SIC Fingerprint Request Form 

e. The Contractor personnel shall submit all required information related to their 
background investigations (completion of the investigation documents (SF85, 
SF85P, or SF 86) utilizing the Office of Personnel Management's (OPM) 
Electronic Questionnaire for Investigations Processing (e-QIP) after receiving 
an email notification from the Security and Investigation Center (SIC). 

f. The Contractor employee shall certify and release the e-QIP document, print 
and sign the signature pages, and send them encrypted to the  COR  for 
electronic submission to the SIC. These documents shall be submitted to the 
COR  within 3 business days of receipt of the e-QIP notification email. (Note: 
OPM is moving towards a "click to sign" process. If click to sign is used, the 
Contractor employee should notify the  COR  within 3 business days that 
documents were signed via e-QIP). 

g. The Contractor shall be responsible for the actions of all personnel provided 
to work for VA under this contract. In the event that damages arise from work 
performed by Contractor provided personnel, under the auspices of this 
contract, the Contractor shall be responsible for all resources necessary to 
remedy the incident. 

h. A Contractor may be granted unescorted access to VA facilities and/or 
access to VA Information Technology resources (network and/or protected 
data) with a favorably adjudicated Special Agreement Check (SAC), 
completed training delineated in VA Handbook 6500.6 (Appendix C, Section 
9), signed "Contractor Rules of Behavior", and with a valid, operational PIV 
credential for PIV-only logical access to VA's network. A PIV card credential 
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can be issued once your SAC has been favorably adjudicated and your 
background investigation has been scheduled by OPM. However, the 
Contractor shall be responsible for the actions of the Contractor personnel 
they provide to perform work for VA. The investigative history for Contractor 
personnel working under this contract must be maintained in the database of 
OPM. 

i. The Contractor, when notified of an unfavorably adjudicated background 
investigation on a Contractor employee as determined by the Government, 
shall withdraw the employee from consideration in working under the contract. 

j. Failure to comply with the Contractor personnel security investigative 
requirements may result in loss of physical and/or logical access to VA 
facilities and systems by Contractor and Subcontractor employees and/or 
termination of the contract for default. 

k. Identity Credential Holders must follow all HSPD-12 policies and procedures 
as well as use and protect their assigned identity credentials in accordance 
with VA policies and procedures, displaying their badges at all times, and 
returning the identity credentials upon termination of their relationship with 
VA. 

Deliverable: 
A. Contractor Staff Roster 

6.3 METHOD AND DISTRIBUTION OF DELIVERABLES 

The Contractor shall deliver documentation in electronic format, unless otherwise 
directed in Section B of the solicitation/contract. Acceptable electronic media include 
MS Word 2000/2003/2007/2010, MS Excel 2000/2003/2007/2010, MS PowerPoint 
2000/2003/2007/2010, MS Project 2000/2003/2007/2010, MS Access 
2000/2003/2007/2010, MS Visio 2000/2002/2003/2007/2010, AutoCAD 
2002/2004/2007/2010, and Adobe Postscript Data Format (PDF). 
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