




tailorable to individual users, and online live, professionally moderated peer support 
group sessions through the publicly downloadable Apple (IOS) version, for those with 
that type of personal device, of the Cabana mobile application to all participants in this 
pilot, Veteran patients, VSO stakeholders, Veterans Health Administration (VHÀ) 
Program, project staff and the acquisition contract support staff Contracting Officer's 
Representative  (COR).  The contractor shall maintain the software to include fixing 
defects, improving capabilities, and related functionality in support of the user 
community and VA, in addition to developing any needing training materials. Access in 
Phase 1 will be primarily focused on prototyping and usability testing, and a minimum of 
50 Veterans will be enrolled in this phase. Access to the Cabana (iOS) platform shall be 
through the Apple Store and access for all parties above shall be confirmed by the 
Contractor and shared with VA through an Access Tracker as agreed upon by the VA 
Program Manager, including the minimum number of Veterans enrolled. 

Contractor shall collaborate with VA PM in project metric determinations aligned with 
the REAIM evaluation framework for all phases of this project. VA PM must approve 
metrics prior to beginning user testing. The Contractor shall articulate the specific plan 
for usability testing of the Cabana (IOS) and the to-be-developed Android Platform with 
both Veterans and clinicians. This Usability Testing Plan shall detail the testing strategy, 
agreed-upon metrics and method of tracking, proposed timeline in the Contractors 
Management Plan and must be approved by VA Program Manager. 

Deliverable: 
A. Platform Access Tracker (iOS) 
B. Usability Testing Plan 

5.2.4 iOS Version Usability Testing 

Once formal partnerships are in place, the Contractor shall then work with community 
hubs to enroll Veterans, following recruitment plan, and conduct user testing, following 
Usability Testing Plan, with the iOS version of the peer support group platform, including 
accompanying adjunct subclinical practice micro-learning library, to identify the most 
effective peer support group types (e.g., topics, duration, scheduling) and assess the 
effectiveness and usability of peer support groups sessions and psychoeducation in 
reducing stigma and other barriers to care, as well as any needed or recommended 
changes to the platform or enrollment process. Following completion of Usability 
Testing, the Contractor shall provide a Usability Testing and Feedback Report to the 
VA. The report should include plans for enhancements to the platform based on Veteran 
or clinician feedback. A minimum of 50 Veterans shall be enrolled for prototype and 
user experience testing for two initial community hubs. Veteran enrollment is subject to 
agreement to participate in usability testing and review and agreement to Cabana's End 
User License Agreement and associated privacy policies. If additional consent or formal 
agreement is needed to enable feedback sharing beyond what is captured in the 
platform, the Contractor shall create and provide operational Consent Form(s) for 
enrollees agreeing to complete usability testing of the Cabana Platform (iOS). 

Deliverable: 
A. Usability Testing and Feedback Report (iOS) 
B. Operational Consent Form(s) for each participating Veteran, if needed 
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5.2.5 Feasibility Evaluation Design 

The Contractor, in collaboration with partnered external evaluators, shall develop and 
refine the Feasibility Evaluation Design for Phase 2, aligned with the REAIM framework, 
and inclusive of a plan for any new prototype development, testing, and implementation 
(i.e. Android version of platform). Contractor shall provide the Phase 2 Evaluation 
Design and Testing Plan to the VA PM for approval. 

Deliverables: 
A. Phase 2 Evaluation Design and Testing Plan 

5.2.6 Final Phase 1 Summary Report 

At the completion of Phase 1, Contractor shall provide to the VA Program Manager a 
Phase Summary Report, inclusive of all work completed during Phase 1 and all data 
analytics required to meet project goals and determination of innovation value. 

Deliverables: 
A. Final Phase 1 Summary Report 

5.3 OPTIONAL TASK 

If VA exercises the Optional Task, the Contractor shall perform tasks identified in 
Sections 5.1 and all subsections, except 5.1.1. The period of performance for this 
optional task is 18 months. In reference to the deliverables in these sections, if the task 
has generated a document during the base period, the Contractor shall provide updates 
only. If VA exercises the Option Period, the Contractor shall also perform the following: 

SPECIFIC TASKS AND DELIVERABLES 

The Contractor shall perform the following: 

5.3.1 Collaboration Agreements and Onboarding of Veteran Service Organizations 

The Contractor shall develop and execute formal partnerships with a minimum of 3 
additional community hubs/Veteran Service Organizations. Collaborator shall work with 
those enrolling Veterans in the Staff Sargent (SSG) Fox Suicide Prevention Grant 
Program at each of the identified VSOs and with their corollary VHA referral intake 
personnel. Contractor shall establish Memorandums of Understanding  (MOU)  with all 
collaborating VSOs, and other supporting organizations as needed, including external 
organizations supporting evaluation, and provide a report on those established 
partnerships. 

Formal partnership shall include the Contractor onboarding the additional community 
hub staff to promote familiarity and ensure smooth adoption of the platform. Contractor 
shall conduct joint quarterly review sessions with Community Hubs and VA PM, and 
additional VA team members as designated, to monitor progress and document lessons 
learned. Contractor shall provide to VA meeting minutes from those quarterly all-party 
review sessions. 
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Deliverable: 
A. MOU  Report 
B.Quarterly All-Party Review Session Minutes (6) 

5.3.2 Development of Android Prototype of Platform and Usability Testing 

Contractor shall complete development of Android prototype of Cabana platform. The 
Contractor shall then provide access to a digital library of on-demand, therapist-curated 
psychoeducation tools, and resources for self-guided microlearning (available twenty-
four hours a day, seven days a week (24/7)), Cabana's Personalized Learning Journeys 
tailorable to individual users, and online live, professionally moderated peer support 
group sessions through the publicly downloadable Android version of the Cabana 
mobile application to all participants in this pilot with Android devices, including, but not 
limited to, Veteran patients, VSO stakeholders, Veterans Health Administration (VHÀ) 
Program, project staff and the acquisition contract support staff Contracting Officer's 
Representative  (COR).  The contractor shall maintain the software to include fixing 
defects, improving capabilities, and related functionality in support of the user 
community and VA, in addition to developing any needing training materials. Access to 
the Cabana Android platform shall be through Google Play and access for all parties 
above shall be confirmed by the Contractor and shared with VA through an Access 
Tracker as agreed upon by the VA Program Manager, including the minimum number of 
Veterans enrolled. 

Contractor shall conduct usability testing with Android version of platform, following 
adapted Usability Testing Plan developed for iOS version in Phase 1, with at least 50 
Veterans enrolled through any of the participating community hubs, and, once complete, 
will develop and provide to the VA a User Testing and Feedback Report. Contractor will 
then begin including Android version in feasibility, effectiveness, and scalability testing 
alongside iOS version of the platform. 

Deliverable: 

A. Platform Access Tracker (Android) 
B. User Testing and Feedback Report (Android) 

5.3.3 Sustainable Data Access and Analysis 

The Contractor shall develop a means of accessing data metrics and analytics 
determined and approved in Phase 1 that will be accessible to both partnered 
community hubs and VA to enable joint, real-time monitoring of aggregate Veteran 
engagement and utilization of solution data as well as a count of VA referrals by 
community hub and associated VA site of care. 

Contractor shall provide to VA a Monthly Data Analysis Report inclusive of data 
displayed by Community Hub or VA referral site. 

Deliverable: 

A. Project Data Access Resource 
B. Monthly Data Analysis Report 
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Paragraph 5.1 inclusive of all 
subparagraphs. 

Period of Performance (PoP) 
shall be 12 months 

    

Electronic submission to: VA 
Program Manager (PM), 
Contracting Officer 
Representative  (COR)  and 
Contracting Officer (CO). 

Inspection: destination 
Acceptance: destination 

0001AA 

Project Kickoff Meeting Agenda 
IAW PWS Paragraph 5.1.1 

Due: Five days prior to the 
Technical Kickoff Meeting. 1 F A NSP NSP 

0001AB 

Project Kickoff Meeting Minutes 
IAW PWS Paragraph 5.1.1 

Due: Three days after the Technical 
Kickoff Meeting 1 FA NSP NSP 

0001AC 

Contractor Project Management 
Plan IAW PWS Paragraph 5.1.2 

Due 30 days after contract (DAC) 
award and updated monthly 
thereafter 1 LO NSP NSP 

001AD 

Monthly Progress Report IAW 
PWS Paragraph 5.1.3 

Due on the fifth day of each month 
throughout the PoP. 1 LO NSP NSP 

0001AE 

Teleconference Progress Meeting 
Minutes IAW PWS Paragraph 
5.1.3 

Due two days after the 
Teleconference Progress Meetings 1 I.O NSP NSP 

0002 

Initial Phase shall be provided 
IAW PWS Paragraph 5.2, and all 
its subparagraphs. 

This FFP  CLIN  includes all 
labor, materials, and deliverables 
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required for the successful 
completion of the services 
detailed in PWS Paragraph 5.2, 
inclusive of all subparagraphs. 

Period of Performance (PoP) 
shall be 6 months from Date of 
Award 

Electronic submission to: VA 
PM,  COR,  and CO. 
Inspection: destination 
Acceptance: destination 

   

0002AA 

Collaboration Agreements from 
VA/and VSO 
IAW PWS Paragraph 5.2.1 

Due 30 DAC award 1 EA NSP NSP 

0002AB 

Collaboration Agreements from 
VA/and VSO  MOU  report 
IAW PWS Paragraph 5.2.1 

Due 30 DAC award 1 EA NSP NSP 

0002AC 

Collaboration Agreements from 
VA/and VSO Quarterly All-Party 
Review Session Minutes 
IAW PWS Paragraph 5.2.1 Due 
quarterly DAC Award 4 EA NSP NSP 

0002AD 

Recruitment Strategy Plan 
from VA/and VSO 
IAW PWS Paragraph 5.2.2 

Due 60 DAC award 1 EA NSP NSP 

0002A E 

Referral and Enrollment plan from 
VA/and VSO 
IAW PWS Paragraph 5.2.2 

Due 60 DAC award 1 EA NSP NSP 

0002AF 

Platform Access Tracker for (iOS) 
from Platform Access and Usability 
Testing Plan 
IAW PWS Paragraph 5.2.2 

Due 60 DAC award 1 EA NSP NSP 

0002AG 

Usability Testing Plan from 
Platform Access and Usability 
Testing Plan 1 FA NSP NSP 
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IAW PWS Paragraph 5.2.2 

Due 60 DAC award 

    

0002AH 

Usability Testing and Feedback 
Report (iOS) from iOS Version 
Usability Testing IAW PWS 
5.2.4 

Due 90 DAC award 
1 EA NSP NSP 

0002AI 

Operational Consent Form(s) for each 
participating Veteran, if needed from 
iOS Version Usability Testing IAW 
PWS 5.2.4 

Due 60 DAC award 
1 EA NSP NSP 

 

Phase 2 Evaluation Design and Testing 
Plan from Feasibility Evaluation 
Design IAW PWS 5.2.5 Due 180 
DAC Award 

1 EA NSP NSP 

 

Final Phase 1 Summary Report From 
Final Phase 1 Summary Report IAW 
PWS 5.2.6 Due 180 DAC Award 

    

00003 

Initial Phase shall be provided 
IAW PWS Paragraph 5.3, and all 
its subparagraphs. 

This FFP  CLIN  includes all 
labor, materials, and deliverables 
required for the successful 
completion of the services 
detailed in PWS Paragraph 5.3, 
inclusive of all subparagraphs. 

Period of Performance (PoP) 
shall be DAC plus 6 months until 
plus 18 months Date of Award 

Electronic submission to: VA 
PM,  COR,  and CO. 
Inspection: destination 

Acceptance: destination 

   

0003AA 

MOU  report from Collaboration 
Agreements and Onboarding of 6 EA 
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Veteran Service Organizations 
IAVV PWS 5.3.1 

Due 210 days from DAC Award 

    

0003AB 

Quarterly All-Party Review 
Session Minutes from 
Collaboration Agreements and 
Onboarding of Veteran Service 
Organizations IAVV PWS 5.3.1 
Due 210 days from DAC Award 

6 FA 

  

0003BA 

Platform Access Tracker 
(Android) from Development of 
Android Prototype of Platform 
and Usability Testing IAVV PWS 
5.3.2 Due 240 days from DAC 
Award and then monthly through 
period of performance. To be 
part of monthly reporting. 

17 EA NSP NSP 

0003BB 

User Testing and Feedback 
Report (Android) from Platform 
Access Tracker (Android) IAVV 
PWS 5.3.2 Due 240 days from 
DAC Award and then monthly 
through period of performance. 
To be part of monthly reporting. 

17 FA NSP NSP 

0003CA 

Project Data Access Resource 
from Sustainable Data Access and 
Analysis IAVV PWS 5.3.3 Due 240 
days from DAC Award and then 
monthly through period of 
performance. To be part of 
monthly reporting 

17 EA NSP NSP 

0003CB 

Monthly Data Analysis Report from 
Sustainable Data Access and 
Analysis IAW PWS 5.3.3 Due 240 
days from DAC Award and then 
monthly through period of 
performance. To be part of 
monthly reporting 

17 FA NSP NSP 
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0003DA 

Recruitment Strategy Plan from 
Recruitment Strategy IAW PWS 
5.3.4 Due 210 days from DAC 
Award and then updated monthly 
through period of performance. To 
be part of monthly reporting 17 EA NSP NSP 

0003DB 

Referral and Enrollment Plan from 
Recruitment Strategy IAW PWS 
5.3.4 Due 210 days from DAC 
Award and then updated monthly 
through period of performance. To 
be part of monthly reporting 17 EA NSP NSP 

0003EA 

Feasibility, Effectiveness, and 
Scalability Testing Report from 
Platform Feasibility, Effectiveness, 
and Scalability Testing IAW PWS 
5.3.5 Due 510 days from DAC 
Award 

1 EA NSP NSP 

0003FA 

Sustainability and Scalability Plan 
from Feasibility, Effectiveness, and 
Scalability Testing Report IAW 
PWS 5.3.6 Due 510 days from 
DAC Award 

1 EA NSP NSP 

0003GA 

Final Project Summary Report 
from Final Project Summary Report 
IAW PWS 5.3.7 Due 510 days from 
DAC Award 1 EA NSP NSP 

                              

00004A 

 

1 EA NSP 

Contractor Staff 
Roster IAW PWS 
Paragraph 6.2.2 

Due 3 days after 
DAC award and 
updated within 
one day of any 
changes in 
employee status. 

TOTAL BASE PERIOD 
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6.4 PERFORMANCE METRICS 

The table below defines the Performance Standards and Acceptable Levels of 
Performance associated with this effort. 

Performance 
Objective 

Performance Standard Acceptable Levels 
of Performance 

A. Technical / 
Quality of 
Product or 
Service 

1. Demonstrates 
understanding of 
requirements 

2. Efficient and effective in 
meeting requirements 

3. Meets technical needs 
and mission requirements 

4. Provides quality 
services/products 

Satisfactory or 
higher 

B. Project 
Milestones and 
Schedule 

1. Established milestones 
and project dates are met 

2. Products completed, 
reviewed, delivered in 
accordance with the 
established schedule 

3. Notifies customer in 
advance of potential 
problems 

Satisfactory or 
higher 

C. Cost & Staffing 1. Currency of expertise and 
staffing levels appropriate 

2. Personnel possess 
necessary knowledge, 
skills and abilities to 
perform tasks 

Satisfactory or 
higher 

D. Management 1. Integration and 
coordination of all 
activities to execute effort 

Satisfactory or 
higher 

The  COR  will utilize a Quality Assurance Surveillance Plan (QASP) throughout the life 
of the contract to ensure that the Contractor is performing the services required by this 
PWS in an acceptable level of performance. The Government reserves the right to alter 
or change the surveillance methods in the QASP at its own discretion. 

6.5 FACILITY/RESOURCE PROVISIONS 
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All procedural guides, reference materials, and program documentation for the project 
and other Government applications will be provided on an as-needed basis. 

The Contractor shall request other Government documentation deemed pertinent to the 
work accomplishment directly from the Government officials with whom the Contractor 
has contact. The Contractor shall consider the  COR  as the final source for needed 
Government documentation when the Contractor fails to secure the documents by other 
means. The Contractor is expected to use common knowledge and resourcefulness in 
securing all other reference materials, standard industry publications, and related 
materials that are pertinent to the work. 

6.6 GOVERNMENT FURNISHED PROPERTY 

Not Applicable 

ADDENDUM A — ADDITIONAL VA REQUIREMENTS, CONSOLIDATED 

A1.0 Cyber and Information Security Requirements for VA IT Services 

The Contractor shall ensure adequate LAN/Internet, data, information, and system 
security in accordance with VA standard operating procedures and standard PWS 
language, conditions, laws, and regulations. The Contractor's firewall and web server 
shall meet or exceed VA minimum requirements for security. All VA data shall be 
protected behind an approved firewall. Any security violations or attempted violations 
shall be reported to the VA Program Manager and VA Information Security Officer as 
soon as possible. The Contractor shall follow all applicable VA policies and procedures 
governing information security, especially those that pertain to certification and 
accreditation. 

Contractor supplied equipment, PCs of all types, equipment with hard drives, etc. for 
contract services must meet all security requirements that apply to Government 
Furnished Equipment (GFE) and Government Owned Equipment (GOE). Security 
Requirements include: a) VA Approved Encryption Software must be installed on all 
laptops or mobile devices before placed into operation, b) Bluetooth equipped devices 
are prohibited within VA; Bluetooth must be permanently disabled or removed from the 
device, unless the connection uses FIPS 140-2 (or its successor) validated encryption, 
c) VA approved anti-virus and firewall software, d) Equipment must meet all VA 
sanitization requirements and procedures before disposal. The  COR,  CO, the PM, and 
the Information Security Officer (ISO) must be notified and verify all security 
requirements have been adhered to. 

Each documented initiative under this contract incorporates VA Handbook 6500.6, 
"Contract Security," March 12, 2010 by reference as though fully set forth therein. The 
VA Handbook 6500.6, "Contract Security" shall also be included in every related 
agreement, contract or order. The VA Handbook 6500.6, Appendix C, is included in this 
document as Addendum B. 

Training requirements: The Contractor shall complete all mandatory training courses on 
the current VA training site, the VA Talent Management System (TMS), and will be 
tracked therein. The TMS may be accessed at https://www.tms.va.gov. If you do not 
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have a TMS profile, go to https://www.tms.va.gov and click on the "Create New User" 
link on the TMS to gain access. 

Contractor employees shall complete a VA Systems Access Agreement if they are 
provided access privileges as an authorized user of the computer system of VA. 

A2.0 VA Enterprise Architecture Compliance 

The applications, supplies, and services furnished under this contract must comply with 
One-VA Enterprise Architecture (EA), available at http://www.ea.oit.va.gov/index.asp in 
force at the time of issuance of this contract, including the Program Management Plan 
and VA's rules, standards, and guidelines in the Technical Reference Model/Standards 
Profile (TRMSP). VA reserves the right to assess contract deliverables for EA 
compliance prior to acceptance. 

A2.1. VA Internet and Intranet Standards 

The Contractor shall adhere to and comply with VA Directive 6102 and VA Handbook 
6102, Internet/Intranet Services, including applicable amendments and changes, if the 
Contractor's work includes managing, maintaining, establishing and presenting 
information on VA's Internet/Intranet Service Sites. This pertains, but is not limited to: 
creating announcements; collecting information; databases to be accessed, graphics 
and links to external sites. 

Internet/Intranet Services Directive 6102 is posted at (copy and paste the following URL 
to browser): http://www1.va.gov/vapubs/viewPublication.asp?Pub ID=409&FType=2  

Internet/Intranet Services Handbook 6102 is posted at (copy and paste following URL to 
browser): http://www1.va.gov/vapubs/viewPublication.asp?Pub ID=410&FType=2  

A3.0 Notice of the Federal Accessibility Law Affecting All Electronic and 
Information Technology Procurements (Section 508) 

On August 7, 1998, Section 508 of the Rehabilitation Act of 1973 was amended to 
require that when Federal departments or agencies develop, procure, maintain, or use 
Electronic and Information Technology, that they shall ensure it allows Federal 
employees with disabilities to have access to and use of information and data that is 
comparable to the access to and use of information and data by other Federal 
employees. Section 508 required the Architectural and Transportation Barriers 
Compliance Board (Access Board) to publish standards setting forth a definition of 
electronic and information technology and the technical and functional criteria for such 
technology to comply with Section 508. These standards have been developed and 
published with an effective date of December 21, 2000. Federal departments and 
agencies shall develop all Electronic and Information Technology requirements to 
comply with the standards found in 36 CFR 1194. 

A3.1. Section 508 — Electronic and Information Technology (EIT) Standards 

The Section 508 standards established by the Architectural and Transportation Barriers 
Compliance Board (Access Board) are incorporated into, and made part of all VA 
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orders, solicitations and purchase orders developed to procure Electronic and 
Information Technology (EIT). These standards are found in their entirety at: 
https://www.access-board.qov/guidelines-and-standards/communications-and-it/about-
the-section-508-standards/section-508-standards. A printed copy of the standards will 
be supplied upon request. The Contractor shall comply with the technical standards as 
marked: 

  

§ 1194.21 Software applications and operating systems 
§ 1194.22 Web-based intranet and internet information and applications 
§ 1194.23 Telecommunications products 
§ 1194.24 Video and multimedia products 
§ 1194.25 Self-contained, closed products 
§ 1194.26 Desktop and portable computers 
§ 1194.31 Functional Performance Criteria 
§ 1194.41 Information, Documentation, and Support 

X 
X 

A3.2. Equivalent Facilitation 

Alternatively, offerors may propose products and services that provide equivalent 
facilitation, pursuant to Section 508, subpart A, §1194.5. Such offerors will be 
considered to have provided equivalent facilitation when the proposed deliverables 
result in substantially equivalent or greater access to and use of information for those 
with disabilities. 

A3.3. Compatibility with Assistive Technology 

The Section 508 standards do not require the installation of specific accessibility-related 
software or the attachment of an assistive technology device. Section 508 requires that 
the EIT be compatible with such software and devices so that EIT can be accessible to 
and usable by individuals using assistive technology, including but not limited to screen 
readers, screen magnifiers, and speech recognition software. 

A3.4. Acceptance and Acceptance Testing 

Deliverables resulting from this solicitation will be accepted based in part on satisfaction 
of the identified Section 508 standards' requirements for accessibility and must include 
final test results demonstrating Section 508 compliance. 

Deliverables should meet applicable accessibility requirements and should not 
adversely affect accessibility features of existing EIT technologies. The Government 
reserves the right to independently test for Section 508 Compliance before delivery. The 
Contractor shall be able to demonstrate Section 508 Compliance upon delivery. 

Automated test tools and manual techniques are used in the VA Section 508 
compliance assessment. 
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A4.0 Physical Security & Safety Requirements: 
The Contractor and their personnel shall follow all VA policies, standard operating 
procedures, applicable laws and regulations while on VA property. Violations of VA 
regulations and policies may result in citation and disciplinary measures for persons 
violating the law. 

1. The Contractor and their personnel shall wear visible identification at all 
times while they are on the premises. 

2. VA does not provide parking spaces at the work site; the Contractor must 
obtain parking at the work site if needed. It is the responsibility of the 
Contractor to park in the appropriate designated parking areas. VA will not 
invalidate or make reimbursement for parking violations of the Contractor 
under any conditions. 

3. Smoking is prohibited inside/outside any building other than the designated 
smoking areas. 

4. Possession of weapons is prohibited. 
5. The Contractor shall obtain all necessary licenses and/or permits required to 

perform the work, with the exception of software licenses that need to be 
procured from a Contractor or vendor in accordance with the requirements 
document. The Contractor shall take all reasonable precautions necessary 
to protect persons and property from injury or damage during the 
performance of this contract. 

A5.0 Confidentiality and Non-Disclosure 
The Contractor shall follow all VA rules and regulations regarding information security to 
prevent disclosure of sensitive information to unauthorized individuals or organizations. 

The Contractor may have access to Protected Health Information (PHI) and Electronic 
Protected Health Information (EPHI) that is subject to protection under the regulations 
issued by the Department of Health and Human Services, as mandated by the Health 
Insurance Portability and Accountability Act of 1996 (HIPAA); 45 CFR Parts 160 and 
164, Subparts A and E, the Standards for Privacy of Individually Identifiable Health 
Information ("Privacy Rule"); and 45 CFR Parts 160 and 164, Subparts A and C, the 
Security Standard ("Security Rule"). Pursuant to the Privacy and Security Rules, the 
Contractor must agree in writing to certain mandatory provisions regarding the use and 
disclosure of PHI and EPHI. 

1. The Contractor will have access to some privileged and confidential 
materials of VA. These printed and electronic documents are for internal use 
only, are not to be copied or released without permission, and remain the 
sole property of VA. Some of these materials are protected by the Privacy 
Act of 1974 (revised by PL 93-5791) and Title 38. Unauthorized disclosure 
of Privacy Act or Title 38 covered materials is a criminal offense. 

2. The VA CO will be the sole authorized official to release in writing, any data, 
draft deliverables, final deliverables, or any other written or printed materials 
pertaining to this contract. The Contractor shall release no information. Any 
request for information relating to this contract presented to the Contractor 
shall be submitted to the VA CO for response. 

3. Contractor personnel recognize that in the performance of this effort, 
Contractor personnel may receive or have access to sensitive information, 
including information provided on a proprietary basis by carriers, equipment 
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manufacturers and other private or public entities. Contractor personnel 
agree to safeguard such information and use the information exclusively in 
the performance of this contract. Contractor shall follow all VA rules and 
regulations regarding information security to prevent disclosure of sensitive 
information to unauthorized individuals or organizations as enumerated in 
this section and elsewhere in this Contract and its subparts and appendices. 

4. Contractor shall limit access to the minimum number of personnel necessary 
for contract performance for all information considered sensitive or 
proprietary in nature. If the Contractor is uncertain of the sensitivity of any 
information obtained during the performance this contract, the Contractor 
has a responsibility to ask the VA CO. 

5. Contractor shall train all of their employees involved in the performance of 
this contract on their roles and responsibilities for proper handling and 
nondisclosure of sensitive VA or proprietary information. Contractor 
personnel shall not engage in any other action, venture or employment 
wherein sensitive information shall be used for the profit of any party other 
than those furnishing the information. The sensitive information transferred, 
generated, transmitted, or stored herein is for VA benefit and ownership 
alone. 

6. Contractor shall maintain physical security at all facilities housing the 
activities performed under this contract, including any Contractor facilities 
according to VA-approved guidelines and directives. The Contractor shall 
ensure that security procedures are defined and enforced to ensure all 
personnel who are provided access to patient data must comply with 
published procedures to protect the privacy and confidentiality of such 
information as required by VA. 

7. Contractor must adhere to the following: 
a. The use of "thumb drives" or any other medium for transport of 

information is expressly prohibited. 
b. Controlled access to system and security software and 

documentation. 
c. Recording, monitoring, and control of passwords and privileges. 
d. All terminated personnel are denied physical and electronic access to 

all data, program listings, data processing equipment and systems. 
e. VA, as well as any Contractor (or Subcontractor) systems used to 

support development, provide the capability to cancel immediately all 
access privileges and authorizations upon employee termination. 

f. Contractor PM and VA PM are informed within twenty-four (24) hours 
of any employee termination. 

g. Acquisition sensitive information shall be marked "Acquisition 
Sensitive" and shall be handled as "For Official Use Only (FOUO)". 

h. Contractor does not require access to classified data. 
8. Regulatory standard of conduct governs all personnel directly and indirectly 

involved in procurements. All personnel engaged in procurement and 
related activities shall conduct business in a manner above reproach and, 
except as authorized by statute or regulation, with complete impartiality and 
with preferential treatment for none. The general rule is to strictly avoid any 
conflict of interest or even the appearance of a conflict of interest in 
VA/Contractor relationships. 
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9. VA Form 0752 shall be completed by all Contractor employees working on 
this contract and shall be provided to the CO before any work is 
performed. In the case that Contractor personnel are replaced in the future, 
their replacements shall complete VA Form 0752 prior to beginning work. 
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ADDENDUM B - VA INFORMATION AND INFORMATION SYSTEM 
SECURITY/PRIVACY LANGUAGE 

Bl. GENERAL 

This entire section applies to all acquisitions requiring any Information Security and 
Privacy language. Contractors, contractor personnel, subcontractors and 
subcontractor personnel will be subject to the same federal laws, regulations, 
standards, VA directives and handbooks, as VA personnel regarding information 
and information system security and privacy. 

NOTE: Any sections (1-14) which DO NOT apply should not be included in the 
Statement of Work (SOW), Performance Work Statement (PWS), Product Description 
(PD) or contract. 

B2. VA INFORMATION CUSTODIAL LANGUAGE 

This entire section applies to all acquisitions requiring any Information Security 
and Privacy language. 
a. The Government shall receive unlimited rights to data/intellectual property 

first produced and delivered in the performance of this contract or order 
(hereinafter "contract") unless expressly stated otherwise in this contract. This 
includes all rights to source code and all documentation created in support 
thereof. The primary clause used to define Government and Contractor data 
rights is FAR 52.227-14 Rights in Data — General. The primary clause used to 
define computer software license (not data/intellectual property first produced 
under this contractor or order) is FAR 52.227-19, Commercial Computer 
Software License. 

b. Information made available to the contractor by VA for the performance or 
administration of this contract will be used only for the purposes specified in 
the service agreement, SOW, PWS, PD, and/or contract. The contractor shall 
not use VA information in any other manner without prior written approval 
from a VA Contracting Officer (CO). The primary clause used to define 
Government and Contractor data rights is FAR 52.227-14 Rights in Data —
General. 

c. VA information will not be co-mingled with any other data on the 
contractor's information systems or media storage systems. The contractor 
shall ensure compliance with Federal and VA requirements related to data 
protection, data encryption, physical data segregation, logical data 
segregation, classification requirements and media sanitization. 

d. VA reserves the right to conduct scheduled or unscheduled audits, 
assessments, or investigations of contractor Information Technology (IT) 
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resources to ensure information security is compliant with Federal and VA 
requirements. The contractor shall provide all necessary access to records 
(including electronic and documentary materials related to the contracts 
and subcontracts) and support (including access to contractor and 
subcontractor staff associated with the contract) to VA, VA's Office 
Inspector General (O1G), and/or Government Accountability Office (GAO) 
staff during periodic control assessments, audits, or investigations. 

e. The contractor may only use VA information within the terms of the contract 
and applicable Federal law, regulations, and VA policies. If new Federal 
information security laws, regulations or VA policies become applicable after 
execution of the contract, the parties agree to negotiate contract modification 
and adjustment necessary to implement the new laws, regulations, and/or 
policies. 

f. The contractor shall not make copies of VA information except as 
specifically authorized and necessary to perform the terms of the contract. 
If copies are made for restoration purposes, after the restoration is 
complete, the copies shall be destroyed in accordance with VA Directive 
6500, VA Cybersecurity Program and VA Information Security Knowledge 
Service. 

g. If a Veterans Health Administration (VHA) contract is terminated for default 
or cause with a business associate, the related local Business Associate 
Agreement (BAA) shall also be terminated and actions taken in 
accordance with VHA Directive 1605.05, Business Associate Agreements. 
If there is an executed national BAA associated with the contract, VA will 
determine what actions are appropriate and notify the contactor. 

h. The contractor shall store and transmit VA sensitive information in an 
encrypted form, using VA-approved encryption tools which are, at a 
minimum, Federal Information Processing Standards (FIPS) 140-2, Security 
Requirements for Cryptographic Modules (or its successor) validated and in 
conformance with VA Information Security Knowledge Service requirements. 
The contractor shall transmit VA sensitive information using VA approved 
Transport Layer Security (TLS) configured with FIPS based cipher suites in 
conformance with National Institute of Standards and Technology (NIST) 
800-52, Guidelines for the Selection, Configuration and Use of Transport 
Layer Security (TLS) Implementations. 

i. The contractor's firewall and web services security controls, as applicable, 
shall meet or exceed VA's minimum requirements. 

j. Except for uses and disclosures of VA information authorized by this 
contract for performance of the contract, the contractor may use and 
disclose VA information only in two situations:  (i)  in response to a qualifying 
order of a court of competent jurisdiction after notification to VA CO (ii) with 
written approval from the VA CO. The contractor shall refer all requests for, 
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demands for production of or inquiries about, VA information and information 
systems to the VA CO for response. 

k. Notwithstanding the provision above, the contractor shall not release VA 
records protected by Title 38 U.S.C. § 5705, Confidentiality of medical 
quality- assurance records and/or Title 38 U.S.C. § 7332, Confidentiality of 
certain medical records pertaining to drug addiction, sickle cell anemia, 
alcoholism or alcohol abuse or infection with Human Immunodeficiency 
Virus (HIV). If the contractor is in receipt of a court order or other requests 
for the above- mentioned information, the contractor shall immediately refer 
such court order or other requests to the VA CO for response. 

I. Information made available to the contractor by VA for the performance or 
administration of this contract or information developed by the contractor in 
performance or administration of the contract will be protected and secured in 
accordance with VA Directive 6500 and Identity and Access Management 
(IAM) Security processes specified in the VA Information Security Knowledge 
Service. 

li. Any data destruction done on behalf of VA by a contractor shall be done in 
accordance with National Archives and Records Administration (NARA) 
requirements as outlined in VA Directive 6300, Records and Information 
Management, VA Handbook 6300.1, Records Management Procedures, 
and applicable VA Records Control Schedules. 

Iii. The contractor shall provide its plan for destruction of all VA data in its 
possession according to VA Directive 6500 and NIST 800-88, Guidelines for 
Media Sanitization prior to termination or completion of this contract. If 
directed by the COR/CO, the contractor shall return all Federal Records to 
VA for disposition. 

liii. Any media, such as paper, magnetic tape, magnetic disks, solid state 
devices or optical discs that is used to store, process, or access VA 
information that cannot be destroyed shall be returned to VA.The contractor 
shall hold the appropriate material until otherwise directed by the Contracting 
Officer's Representative  (COR)  or CO. Items shall be returned securely via 
VA-approved methods. VA sensitive information must be transmitted utilizing 
VA-approved encryption tools which are validated under FIPS 140-2 (or its 
successor) and NIST 800-52. If mailed, the contractor shall send via a 
trackable method (USPS, UPS, FedEx, etc.) and immediately provide the 
COR/CO with the tracking information. Self-certification by the contractor that 
the data destruction requirements above have been met shall be sent to the 
COR/CO within 30 business days of termination of the contract. 

liv. All electronic storage media (hard drives, optical disks, CDs, back-up tapes, 
etc.) used to store, process or access VA information will not be returned to 
the contractor at the end of lease, loan, or trade-in. Exceptions to this 
paragraph will only be granted with the written approval of the VA CO. 
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B3. ACCESS TO VA INFORMATION AND VA INFORMATION SYSTEMS. 

This section 
applies when any person requires access to information made available to the 
contractor by VA for the performance or administration of this contract or 
information developed by the contractor in performance or administration of the 
contract. 

a. A contractor/subcontractor shall request logical (technical) or physical access 
to VA information and VA information systems for their employees and 
subcontractors only to the extent necessary to perform the services specified 
in the solicitation or contract. This includes indirect entities, both affiliate of 
contractor/subcontractor and agent of contractor/subcontractor. 

b. Contractors and subcontractors shall sign the VA Information Security Rule 
of Behavior (ROB) before access is provided to VA information and 
information systems (see Section 4, Training, below). The ROB contains the 
minimum user compliance requirements and does not supersede any 
policies of VA facilities or other agency components which provide higher 
levels of protection to VA's information or information systems. Users who 
require privileged access shall complete the VA elevated privilege access 
request processes before privileged access is granted. 

c. All contractors and subcontractors working with VA information are subject 
to the same security investigative and clearance requirements as those of 
VA appointees or employees who have access to the same types of 
information. The level and process of background security investigations for 
contractors shall be in accordance with VA Directive and Handbook 0710, 
Personnel Suitability and Security Program. The Office of Human 
Resources and Administration/Operations, Security and Preparedness 
(HRA/OSP) is responsible for these policies and procedures. Contract 
personnel who require access to classified information or information 
systems shall have an appropriate security clearance. Verification of a 
Security Clearance shall be processed through the Special Security Officer 
located in HRA/OSP. Contractors shall conform to all requirements stated in 
the National Industrial Security Program Operating Manual (NISPOM). 

d. All contractors and subcontractors shall comply with conditions specified in 
VAAR 852.204-71(d); Contractor operations required to be in United States. 
All contractors and subcontractors working with VA information must be 
permanently located within a jurisdiction subject to the law of the United 
States or its Territories to the maximum extent feasible. If services are 
proposed to be performed abroad the contractor must state where all non-
U.S. services are provided. The contractor shall deliver to VA a detailed plan 
specifically addressing communications, personnel control, data protection 
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and potential legal issues. The plan shall be approved by the COR/CO in 
writing prior to access being granted. 

e. The contractor shall notify the COR/CO in writing immediately (no later than 
24 hours) after personnel separation or occurrence of other causes. Causes 
may include the following: 
(1) Contractor/subcontractor personnel no longer has a need for access to 

VA information or VA information systems. 

(6) Contractor/subcontractor personnel are terminated, suspended, or 
otherwise has their work on a VA project discontinued for any 
reason. 

(6) Contractor believes their own personnel or subcontractor personnel 
may pose a threat to their company's working environment or to any 
company- owned property. This includes contractor-owned assets, 
buildings, confidential data, customers, employees, networks, systems, 
trade secrets and/or VA data. 

(6) Any previously undisclosed changes to 
contractor/subcontractor background history are brought to 
light, including but not limited to changes to background 
investigation or employee record. 

(6) Contractor/subcontractor personnel have their authorization to work in 
the United States revoked. 

(6) Agreement by which contractor provides products and services to VA 
has either been fulfilled or terminated, such that VA can cut off 
electronic and/or physical access for contractor personnel. 

f. In such cases of contract fulfillment, termination, or other causes; the 
contractor shall take the necessary measures to immediately revoke access 
to VA network, property, information, and information systems (logical and 
physical) by contractor/subcontractor personnel. These measures include 
(but are not limited to): removing and then securing Personal Identity 
Verification (PIV) badges and PIV — Interoperable (PIV-I) access badges, 
VA-issued photo badges, credentials for VA facilities and devices, VA-issued 
laptops, and authentication tokens. Contractors shall notify the appropriate 
VA COR/CO immediately to initiate access removal. 

g. Contractors/subcontractors who no longer require VA accesses will return 
VA- issued property to VA. This property includes (but is not limited to): 
documents, electronic equipment, keys, and parking passes. PIV and PIV-I 
access badges shall be returned to the nearest VA PIV Badge Issuance 
Office. Once they have had access to VA information, information systems, 
networks and VA property in their possessions removed, contractors shall 
notify the appropriate VA COR/CO. 
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B4. TRAINING. 
This entire section applies to all acquisitions which include section 3. 
a. All contractors and subcontractors requiring access to VA information and 

VA information systems shall successfully complete the following before 
being granted access to VA information and its systems: 
(1) VA Privacy and Information Security Awareness and Rules of Behavior 

course (Talent Management System (TMS) #10176) initially and 
annually thereafter. 

(3) Sign and acknowledge (electronically through TMS #10176) 
understanding of and responsibilities for compliance with the 
Organizational Rules of Behavior, relating to access to VA information 
and information systems initially and annually thereafter; and 

(3) Successfully complete any additional cyber security or privacy training, 
as required for VA personnel with equivalent information system or 
information access [to be defined by the VA program official and 
provided to the VA CO for inclusion in the solicitation document — i.e., 
any role- based information security training]. 

b. The contractor shall provide to the COR/CO a copy of the training 
certificates and certification of signing the Organizational Rules of 
Behavior for each applicable employee within five days of the initiation of 
the contract and annually thereafter, as required. 

c. Failure to complete the mandatory annual training is grounds for suspension 
or termination of all physical or electronic access privileges and removal from 
work on the contract until such time as the required training is complete. 

B5. SECURITY INCIDENT INVESTIGATION. 
This entire section applies to all acquisitions requiring any Information 
Security and Privacy language. 
a. The contractor, subcontractor, their employees, or business associates 

shall immediately (within one hour) report suspected security / privacy 
incidents to the VA OIT's Enterprise Service Desk (ESD) by calling (855) 
673-4357 (TTY: 711). The ESD is OIT's 24/7/365 single point of contact for 
IT-related issues. After reporting to the ESD, the contractor, subcontractor, 
their employees, or business associates shall, within one hour, provide the 
COR/CO the incident number received from the ESD. 

b. To the extent known by the contractor/subcontractor, the contractor/ 
subcontractor's notice to VA shall identify the information involved and 
the circumstances surrounding the incident, including the following: 
(6) The date and time (or approximation of) the Security Incident occurred. 
(6) The names of individuals involved (when applicable). 
(6) The physical and logical (if applicable) location of the incident. 
(6) Why the Security Incident took place (i.e., catalyst for the failure). 
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(6) The amount of data belonging to VA believed to have been 
compromised. 

(6) The remediation measures the contractor is taking to ensure no 
future incidents of a similar nature. 

c. After the contractor has provided the initial detailed incident summary to VA, 
they will continue to provide written updates on any new and relevant 
circumstances or facts they discover. The contractor, subcontractor, and their 
employes shall fully cooperate with VA or third-party entity performing an 
independent risk analysis on behalf of VA. Failure to cooperate may be 
deemed a material breach and grounds for contract termination. 

ci. VA IT contractors shall follow VA Handbook 6500, Risk Management 
Framework for VA Information Systems VA Information Security Program, 
and VA Information Security Knowledge Service guidance for implementing 
an Incident Response Plan or integrating with an existing VA 
implementation. 

cii. In instances of theft or break-in or other criminal activity, the 
contractor/subcontractor must concurrently report the incident to the 
appropriate law enforcement entity (or entities) of jurisdiction, including the 
VA OIG, and the VA Office of Security and Law Enforcement. The contractor, 
its employees, and its subcontractors and their employees shall cooperate 
with VA and any law enforcement authority responsible for the investigation 
and prosecution of any possible criminal law violation(s) associated with any 
incident. The contractor/subcontractor shall cooperate with VA in any civil 
litigation to recover VA information, obtain monetary or other compensation 
from a third party for damages arising from any incident, or obtain injunctive 
relief against any third party arising from, or related to, the incident. 

ciii. The contractor shall comply with VA Handbook 6500.2, Management of 
Breaches Involving Sensitive Personal Information, which establishes the 
breach management policies and assigns responsibilities for the oversight, 
management and reporting procedures associated with managing of 
breaches. 

civ. With respect to unsecured Protected Health Information (PHI), the contractor 
is deemed to have discovered a data breach when the contractor knew or 
should have known of breach of such information. When a business 
associate is part of VHA contract, notification to the covered entity (VHA) 
shall be made in accordance with the executed BAA. 

cv. If the contractor or any of its agents fails to protect VA sensitive personal 
information or otherwise engages in conduct which results in a data 
breach involving any VA sensitive personal information the 
contractor/subcontractor processes or maintains under the contract; the 
contractor shall pay liquidated damages to the VA as set forth in clause 
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852.211-76, Liquidated Damages— Reimbursement for Data Breach 
Costs. 

B6. INFORMATION SYSTEM DESIGN AND DEVELOPMENT. 

This entire section applies to information systems, systems, major applications, minor 
applications, enclaves, and platform information technologies (to include the 
subcomponents of each) designed or developed for or on behalf of VA by any non-VA 
entity. 

a. Information systems designed or developed on behalf of VA at non-VA 
facilities shall comply with all applicable Federal law, regulations, and VA 
policies. This includes standards for the protection of electronic Protected 
Health Information (PHI), outlined in 45 C.F.R. Part 164, Subpart C and 
information and system security categorization level designations in 
accordance with FIPS 199, Standards for Security Categorization of Federal 
Information and Information Systems and FIPS 200, Minimum Security 
Requirements for Federal Information Systems. Baseline security controls 
shall be implemented commensurate with the FIPS 199 system security 
categorization (reference VA Handbook 6500 and VA Trusted Internet 
Connections (TIC) Architecture). 

b. Contracted new developments require creation, testing, evaluation, and 
authorization in compliance with VA Assessment and Authorization (A&A) 
processes in VA Handbook 6500 and VA Information Security Knowledge 
Service to obtain an Authority to Operate (ATO). VA Directive 6517, Risk 
Management Framework for Cloud Computing Services, provides the 
security and privacy requirements for cloud environments. 

c. VA IT contractors, subcontractors and third-party service providers shall 
address and/or integrate applicable VA Handbook 6500, VA Handbook 
6517, Risk Management Framework for Cloud Computing Services and 
Information Security Knowledge Service specifications in delivered IT 
systems/solutions, products and/or services. If systems/solutions, products 
and/or services do not directly match VA security requirements, the 
contractor shall work though the COR/CO to identify the VA organization 
responsible for governance or resolution. Contractors shall comply with FAR 
39.1, specifically the prohibitions referenced. 

d. The contractor (including producers and resellers) shall comply with Office 
of Management and Budget (OMB) M-22-18 and M-23-16 when using third-
party software on VA information systems or otherwise affecting the VA 
information. This includes new software purchases and software renewals 
for software developed or modified by major version change after the 
issuance date of M- 22-18 (September 14, 2022). The term "software" 
includes firmware, operating systems, applications and application services 
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