
34-years-old (overall suicide rate -1.9%) and males aged 75-years-old and 
older (overall suicide rate -8.6%). These findings underscore the importance 
of continuing to expand access to and engagement of Veterans in VHA and 
VBA services, as over 50% of Veterans who died by suicide in 2021 had not 
been engaged in either service. Yet, in order to address the complex 
interweaving of individual, relational, community and societal risks, VA must 
continue to fully engage with other federal agencies; public-private 
partnerships; government at the local, state and 32 As noted above, Veterans 
receiving VHA care show evidence of higher risk with being more likely to 
have lower annual incomes, poorer self-reported health status, more chronic 
medical conditions, and self-reported disability due to physical or mental 
health factors, greater depression and anxiety, and greater reporting of 
trauma, lifetime psychopathology, and current suicidality. 10 national levels; 
VSOs; and local communities to reach all Veterans to support the 
implementation of a full public health approach, as outlined in the White 
House Strategy Reducing Military and Veteran Suicide (2021) 33 and VA's 
National Strategy for Preventing Veteran Suicide (2018). 34 These guiding 
documents have been operationalized through SP 2.0; Suicide Prevention 
Now initiative (SP Now); new laws, including the 2020 Commander John 
Scott Hannon Veterans Mental Health Care Improvement Act; the Veterans 
Comprehensive Prevention, Access to Care and Treatment Act (COMPACT) 
of 2020; the National Suicide Hotline Designation Act of 2020; and emerging 
innovations combined with research and program evaluation. As 2021 has 
again shown, this public health approach must include both community-based 
prevention and clinical interventions to reduce suicide in the Veteran 
population. As we reflect on the core of what we learned about Veteran 
suicide in 2021, 7 themes emerge for our call to action (see summary listing 
and description below). While no one solution can address the complexity of 
all factors involved in suicide, the data clearly outlines that significant 
reductions in Veteran suicide will not occur without meaningful focused effort 
to address Veteran firearm suicide. While we vigorously pursue enhanced 
policies, research, and programs to effectively address the broader 
socioecological and individual risk and protective factors which speak to 
"why" a Veteran may consider suicide, we must address directly the "how" of 
Veteran suicide. It is inescapable that the "how" in 72% of Veteran suicide 
deaths is firearm compared to 52% of non-Veteran U.S. adult suicides. 

VHAIE, therefore, begins our call to action with a focus on primary topic areas 
that take into account the many facets of suicide prevention, including topics 
like the "how" of suicide, the importance of a community-led approach to 
preventing suicide, improved training, or increased access to care. To 
address the need for innovation in Suicide Prevention, VA seeks innovations 
across 7 primary topic areas: 

• Promote firearm secure storage for Veteran suicide prevention. 
• Implement and sustain community collaborations focused upon community-

specific Veteran suicide prevention plans. 
• Continue expansion of readily accessible crisis intervention services. 
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• Improve tailoring of prevention and intervention services to the needs, issues, 
and resources unique to Veteran subpopulations. 

• Advance suicide prevention meaningfully into non-clinical support and 
intervention services, including financial, occupational, legal, and social domains. 

• Increase access to and utilization of mental health across a full continuum of 
care. 

• Integrate suicide prevention within medical settings to reach all Veterans. 
     b)(6  _1(b)(5)    Commented   
2.0 APPLICABLE DOCUMENTS 

                         
In the performance of the tasks associated with this Performance Work Statement, the 
Contractor shall comply with the following: 

1. Federal Information Processing Standards (FIPS) Publication 140-2, "Security 
Requirements for Cryptographic Modules" 

2. 10 U.S.C. § 2224, "Defense Information Assurance Program" 
3. Carnegie Mellon Software Engineering Institute, Capability Maturity Model® 

Integration for Development (CMMI-DEV), Version 1.3 November 2010; and 
Carnegie Mellon Software Engineering Institute, Capability Maturity Model® 
Integration for Acquisition (CMMI-ACQ), Version 1.3 November 2010 

4. 5 U.S.C. § 552a, as amended, "The Privacy Act of 1974" 
5. Public Law 109-461, Veterans Benefits, Health Care, and Information 

Technology Act of 2006, Title IX, Information Security Matters 
6. 42 U.S.C. § 2000d "Title VI of the Civil Rights Act of 1964" 
7. VA Handbook 0710, Personnel Security and Suitability Security Program, May 2, 

2016, http://www.va.gov/vapubs  
8. VA Directive and Handbook 6102, "Internet/Intranet Services," July 15, 2008 
9. 36 C.F.R. Part 1194 "Electronic and Information Technology Accessibility 

Standards," July 1, 2003 
10.Office of Management and Budget (OMB) Circular A-130, "Managing Federal 

Information as a Strategic Resource," July 28, 2016 
11.32 C.F.R. Part 199, "Civilian Health and Medical Program of the Uniformed 

Services (CHAMPUS)" 
12.An Introductory Resource Guide for Implementing the Health Insurance 

Portability and Accountability Act (HIPAA) Security Rule, October 2008 
13.Sections 504 and 508 of the Rehabilitation Act (29 U.S.C. § 794d), as amended 

by the Workforce Investment Act of 1998 (P.L. 105-220), August 7, 1998 
14.Homeland Security Presidential Directive (12) (HSPD-12), August 27, 2004 
15.VA Directive 6500, "Managing Information Security Risk: VA Information Security 

Program," September 20, 2012 
16.VA Handbook 6500, "Risk Management Framework for VA Information Systems 

— Tier 3: VA Information Security Program," March 10, 2015 
17.VA Handbook 6500.6, "Contract Security," March 12, 2010 
18.VA Handbook 6500.8, "Information System Contingency Planning", April 6, 2011 
19.OI&T Process Asset Library (PAL), https://www.va.qov/process/ . Reference 

Process Maps at https://www.va.qov/process/maps.asp and Artifact templates at 
https://www.va.gov/process/artifacts.aspNIST SP 800-53 Rev. 4, Security and 
Privacy Controls for Federal Information Systems and Organizations, January 22, 
2015 

20.VA Directive 0735, Homeland Security Presidential Directive 12 (HSPD-12) 
Program, October 26, 2015 
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21.VA Handbook 0735, Homeland Security Presidential Directive 12 (HSPD-12) 
Program, March 24, 2014 

22.OMB Memorandum M-06-18, Acquisition of Products and Services for 
Implementation of HSPD-12, June 30, 2006 

23.OMB Memorandum 04-04, E-Authentication Guidance for Federal Agencies, 
December 16, 2003 

24.OMB Memorandum 05-24, Implementation of Homeland Security Presidential 
Directive (HSPD) 12 — Policy for a Common Identification Standard for Federal 
Employees and Contractors, August 5, 2005 

25.OMB memorandum M-11-11, "Continued Implementation of Homeland Security 
Presidential Directive (HSPD) 12 — Policy for a Common Identification Standard 
for Federal Employees and Contractors, February 3, 2011 

26.OMB Memorandum, Guidance for Homeland Security Presidential Directive 
(HSPD) 12 Implementation, May 23, 2008 

27. NIST SP 800-116, A Recommendation for the Use of Personal Identity 
Verification (PIV) Credentials in Physical Access Control Systems, November 20, 
2008 

28.OMB Memorandum M-07-16, Safeguarding Against and Responding to the 
Breach of Personally Identifiable Information, May 22, 2007 

29.NIST SP 800-157, Guidelines for Derived PIV Credentials, December 2014 
30.NIST SP 800-164, Guidelines on Hardware-Rooted Security in Mobile Devices 

(Draft), October 2012 
31.Draft National Institute of Standards and Technology Interagency Report 

(NISTIR) 7981 Mobile, PIV, and Authentication, March 2014 
32.VA Memorandum, VAIQ #7100147, Continued Implementation of Homeland 

Security Presidential Directive 12 (HSPD-12), April 29, 2011 (reference 
https://www.voa.va.qov/documentlistpublic.aspx?Node)D=514) 

33. IAM Identity Management Business Requirements Guidance document, May 
2013, (reference Enterprise Architecture Section, PIV/IAM (reference 
https://www.voa.va.qov/documentlistpublic.aspx?Node)D=514) 

34.Office of Information Security  (OIS)  VAIQ #7424808 Memorandum, "Remote 
Access", January 15, 2014, 
https://www.voa.va.gov/DocumentListPublic.aspx?Nodeld=28  

35. Clinger-Cohen Act of 1996, 40 U.S.C. §11101 and §11103 
36.VA Memorandum, "Implementation of Federal Personal Identity Verification (PIV) 

Credentials for Federal and Contractor Access to VA IT Systems", (VAIQ# 
7614373) July 9, 2015, 
https://www.voa.va.qov/DocumentListPublic.aspx?Nodeld=28 

37. VA Memorandum "Mandatory Use of PIV Multifactor Authentication to VA 
Information System" (VAIQ# 7613595), June 30, 2015, 
https://www.voa.va.gov/DocumentListPublic.aspx?Nodeld=28  

38.VA Memorandum "Mandatory Use of PIV Multifactor Authentication for Users 
with Elevated Privileges" (VAIQ# 7613597), June 30, 2015; 
https://www.voa.va.qov/DocumentListPublic.aspx?Nodeld=28 

39. The Veteran Metrics Initiative Well-Being Inventory,  
https://www.ptsd.va.qov/professional/assessment/documents/WellBeingAssessment 

.pdf 
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3.0 SCOPE OF WORK 

This contract and proposed solution focus on the following topic: 

• Integrate suicide prevention within medical settings to reach all Veterans. 

Topic Detail: Our data again showed that a significant percentage of VHA Veterans who 
died by suicide did not have a VHA mental health or substance use disorder diagnosis. 
We need to creatively address the needs of those at risk who may never seek mental 
health services and who may have other risk factors outside of mental health (e.g., pain, 
cancer, sleep disturbance) through expansion of suicide screening, assessment, and 
safety planning into all medical settings, within VHA and within community care. 

3.1 Specific Problem to Address with this Solution: 

The 2023 National Veteran Suicide Prevention Annual Report reveals that 6,392 
Veterans died by suicide in 2021, an increase of 114 from the previous year. Suicide is 
a national healthcare concern, with Veterans facing higher rates than civilians. Many 
non-mental health staff lack proper training to recognize suicide warning signs. 
Traditional training methods, often using role-playing exercises, have proven ineffective, 
with participants reporting them as unrealistic and awkward. This poses a challenge in 
preparing healthcare providers to identify and address suicide risk effectively. 

3.2 Proposed Solution: 

The contractor shall design, develop, test, and validate a virtual, immersive environment 
that enables training related to the Suicide Prevention for VA employees. Work will 
include the development of a working prototype — including functionality across multiple 
head-mounted displays— to validate the virtual and immersive experience, done so in 
collaboration with VA clinical experts who will determine utility and feasibility of this 
solution. 

The required outcomes for the proposed Immersive Technology solution are: 

1. Customizable experiences considerate of factors related to social 
determinants of health, geographic region, and appropriate suicide 
prevention-related considerations 

2. Hardware and software compatibility capable of screen-casting, both eye-
gaze and hand controller manipulation, embedded data collection (such as, 
but not limited to, perceptions of the immersive experience, pre- and post-
assessments, etc.) 

3. Functionality for individual and/or group education and training sessions 
4. Leverage Immersive Technology to advance the utilization of augmented, 

mixed, or virtual reality as a tool for VA employee training related to 
prevention of suicide. 

5. Provide a more distributive and virtual experience, by which a VA employee 
and/or patient, in concert with clinical staff as appropriate, may utilize the 
technology, without having to be physically present at a VA facility. 
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The proposed solution is intended to empower VA practitioners to recognize 
suicidality signs and determine necessary actions, regardless of who the 
Veteran sees. Contractor plans to accomplish this by creating immersive and 
personalized training that goes beyond traditional methods, combining virtual 
reality with live, one-on-one coaching with Artificial Intelligence (Al). The 
solution will provide this hands-on practice in speaking with and identifying 
suicide risk in a safe, realistic environment. 

The Project will use a human-centered design approach, including iterative processes, 
beginning with extensive user research, rapid prototyping, and then rigorous user 
testing. This cycle of prototyping, testing, and refining is repeated, incorporating 
immersive artwork to enhance authenticity and achieve maximum immersion. 

To transform how healthcare providers identify and intervene in potential suicide risk 
scenarios, Contractor shall complete a pilot that includes the following: 

1. Develop the VR training application. 
2. Recruit 100 VA licensed medical providers. 
3. Administer a pre-test survey on preparedness for dealing with suicidal ideation. 
4. Assign 50 providers to a control group and 50 to receive our VR training. 
5. After 8 weeks, conduct a post-test survey on preparedness and VR technique 

application and compare the results. 

For this suicide prevention training program, Contractor will develop the front-end using 
the Unity  IDE,  a platform they have successfully utilized in creating other immersive 
applications for the VA. Contractor shall also develop an alternative version ("build") of 
the software that will run on a computer. While the computer-based version would 
provide a 2D experience rather than the immersive 3D environment of VR, it would still 
deliver the core training content and interactive elements. Contractor will deploy the app 
on Meta Quest headsets or a similar product approved by VA. 

Contractor shall use a development process that integrates Agile methodologies with 
HCD principles. Contractor will conduct informational interviews with VA SMEs, 
collaborate closely with stakeholders, and involve VA PM and associated project team 
in frequent reviews. This approach ensures that the solution remains focused on end-
user needs and aligns with VA objectives. Contractor will host the system's back-end in 
a secure AWS cloud environment, leveraging Al capabilities to assess learner progress 
in real-time. By using a large language model (LLM) for real-time evaluation against an 
expert-designed rubric, solution will provide personalized feedback based on VA-
recommended practices. Contractor team shall adhere to secure coding practices 
throughout the development lifecycle, storing code in GitHub and other assets in a 
dedicated AWS account. Solution will utilize an auto-update capability to ensure ease of 
pushing new content or iterations to devices. 

Solution may be designed with specific special Veteran populations as identified in the 
Annual Report. 

3.2.1 Project Metrics: 

The Project will measure success through a combination of metrics, co-
designed with and approved by VA. A two-phased approach will be used, 
inclusive of a prototyping phase and then a field-testing phase. The REAIM 
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framework shall be used to evaluate impact in both phases. The below provides 
an example of how metrics may be tracked using the REAIM framework: 

Reach • Track number of user testing and field testing participants 

 

• Track pertinent aggregate information about participants such 
as clinical discipline, site, years of experience, or prior 
immersive experience. 

  

• Track number of sites participating and number of end 
users providing feedback at each 

Effectiveness • Assess and compare baseline knowledge and post-training 
knowledge 

 

• Assess for any differences between traditional training and 

  

VR-based training 

 

• Assess realism and sense of presence 

 

• Assess accuracy of training based on existing curriculum and 
trainings 

Adoption • Track ease of use (e.g. System Usability Scale) 

 

• Track incidence of side effects 

  

• Track number of participants and number of sites 

 

• Track number of headsets being utilized and cost associated 
Implementation • Track UX improvements made based on feedback. 

  

• Feedback on ease of use 

 

• Evaluate needed workflows for integration of training into 
current practices 

 

• Evaluate value of mobility of solution 

 

• Test and evaluate solution compared to standard 
Maintenance • Evaluate perception of operational integration of solution into 

existing practices and systems including starting process of 
solution integration into VA systems if appropriate 

 

• Successful development of long-term scaling and 
sustainability plan for solution 

3.2.2 PHASE 1: Prototyping/Testing 

Phase 1 (initial 12 months) shall focus on initial prototype development, including 
conducting informational interviews with VA SMEs, collaborating closely with 
stakeholders, and involving VA PM and associated project team in frequent reviews as 
prototype development progresses following an agile development process. Phase 1 
will also include extensive user testing to gather feedback and iteratively refine the 
solution. Contractor shall work with VA PM and other VA Subject Matter Experts to 
determine which pre-existing curriculum(s) shall be used to develop the solution as well 
as primary training focus of the prototype solution. 

During this phase, Contractor will work with VA experts to: 
1. Identify key learning objectives and essential skills to be translated into the VR 

format 
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2. Develop realistic scenarios that align with these objectives 
3. Structure the curriculum to best support the desired learning outcomes 
4. Design interactive exercises that reinforce critical information and skills 

Phase 1 will also include development of an Artificial Intelligence grading system to 
grade end users in real time and provide constructive feedback on: 

• Active listening skills 
• Empathetic validation of concerns 
• Use of supportive statements 
• Ability to restate and rephrase 
• Provision of warm referrals 
• Identification of need for further assistance (i.e., same-day mental health 

appointments, in-depth assessment, or additional screening). 

Key Deliverables: 
• Suicide prevention scenario scripts and user stories based on VA-approved 

language. 
• Initial and updated VR prototypes for role-playing exercises. 
• Al-enabled server software for dynamic responses and evaluation. 
• User testing results and feedback synthesis reports. 

3.2.3 PHASE 2: Field Test/Pilot 

Phase 2, additional 12 months, will focus on field testing of updated solution based on 
Phase 1 product iteration following user testing and feedback. This will include 
Contractor travel to select VA sites to complete field testing and feedback capturing in-
person. Field testing will also lead to iterative refinement of the solution after feedback 
received from each participating site. Phase 2 shall culminate in a product ready for 
operational capability within the VA and contractor shall transfer all necessary files and 
resources to allow VA to take ownership of the product for iterative development post-
contract. 

Key Deliverables: 
• Updated backlog with features required for field testing. 
• Release candidate build to start field testing. 
• Field testing results and feedback synthesis reports. 
• Provision of final prototype of the application, suitable for scaling, to VA for 

ownership 

3.3 INTENDED BENEFITS OF THE SOLUTION 

By adapting established curricula to a VR platform, Contractor shall create an 
immersive and interactive learning experience that enhances the effectiveness of 
suicide awareness training. This approach allows medical staff to practice critical skills 
in a safe, controlled environment, improving their ability to identify and respond to 
potential suicide risks. The VR format enables participants to engage with realistic 
scenarios, fostering deeper understanding and retention of key concepts while providing 
opportunities for immediate feedback and skill refinement. The interactive nature of VR 
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allows trainees to develop crucial empathy and communication skills through one-on-
one role-playing exercises. This approach enhances engagement and retention, 
enabling staff to better understand the complexities of identifying suicide risks. This 
solution intends to complement existing educational tools by offering a unique, 
experiential learning opportunity that builds confidence and competence in this critical 
priority area of healthcare. By implementing VR training for management of suicide risk, 
the VA can equip a wider range of staff with the skills and confidence needed to 
intervene early. This proactive approach has the potential to significantly impact suicide 
prevention efforts among the Veteran population while also being adaptable to other 
modalities (e.g., telehealth.). 

Key intended benefits include: 
Benefit Description 
Enhanced Realism • VR simulations can replicate nuances like body language, 

tone, and environments. 
• VR training enables role-playing scenarios for special 

populations at VA. 

Reduced Anxiety 
and Increased 
Engagement 

• VR environments offer a low-stakes practice space, reducing 
trainee anxiety. 

• Increased comfort leads to higher engagement and broader 
range of approach strategies. 

Consistency and 
Scalability 

• Standardized, replicable VR scenarios ensure consistent 
training quality. 

• VR provides a scalable solution ideal for large organizations 
like the VA. 

Immediate 
Feedback and 
Iterative Learning 

• Al systems provide instant performance feedback, offering 
immediate correction and improvement opportunities. 

• Repeatable scenarios with variations reinforce learning and 
adaptation. 

Cost-Effectiveness • Reduces expenses for in-person trainers, travel, and physical 
spaces. 

• VR headsets cost less than single overnight training trips 

4.0 PERFORMANCE DETAILS 

4.1 PERFORMANCE PERIOD 

The period of performance (PoP) is one 12-month Base Year with Optional Tasks. 

Any work at the Government site shall not take place on Federal holidays or weekends 
unless directed by the Contracting Officer (CO). 

There are 11 Federal holidays set by law (USC Title 5 Section 6103) that VA follows: 
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Under current definitions, five are set by date: 

New Year's Day 
Juneteenth 
Independence Day 
Veterans Day 
Christmas Day 

January 1 
June 19 
July 4 
November 11 
December 25 

If any of the above falls on a Saturday, then Friday shall be observed as a holiday. 
Similarly, if one falls on a Sunday, then Monday shall be observed as a holiday. 

The other six are set by a day of the week and month: 

Martin Luther King's Birthday 
Washington's Birthday 
Memorial Day 
Labor Day 
Columbus Day 
Thanksgiving  

Third Monday in January 
Third Monday in February 
Last Monday in May 
First Monday in September 
Second Monday in October 
Fourth Thursday in November 

4.2 PLACE OF PERFORMANCE 

Some tasks under this PWS shall be performed in VA facilities located at: 

Atlanta VA Medical Center 
1670 Clairmont Rd. 
Decatur, GA 30033 

Western North Carolina VA Healthcare System 
1100 Tunnel Rd. 
Asheville, NC 28805 

Richmond VA Medical Center 
1201 Broad Rock Blvd. 
Richmond, VA 23249 

Additional VA Facilities to be engaged pre- and post award utilizing existing VA 
networks. Work may be performed at remote locations with prior concurrence from the 
Contracting Officer's Representative  (COR). 

Additional tasks under this PWS, other than user and field testing site visits, shall be 
performed at Contractor facilities. The Contractor shall identify the Contractor's place of 
performance in their proposal and as stated below: 

Customer Value Partners, LLC 
805 Fifteenth St, Suite 650 
Washington, D.C. 20005 

4.3 TRAVEL 
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All travel requirements (including plans, agenda, itinerary, and dates) shall be pre-
approved by the  COR  (subject to local policy procedures) at a minimum of seven (7) 
days prior to the trip, unless otherwise coordinated with the  COR,  and is strictly on a 
cost reimbursable basis, in accordance with Federal Travel Regulations (FTR). See 
FAR 31.205-46 Travel Costs. Trip Reports shall be submitted to the  COR  within five 
business days after trip completion. Each contractor invoice shall include copies of ALL 
receipts that support the travel costs claimed in the invoice. General and Administrative 
expenses will not be reimbursed. 

The Government anticipates travel under this effort to perform associated tasks, 
throughout the PoP. Include all travel costs in your firm-fixed price line items. These 
costs will be directly reimbursed by the Government. 

5.0 SPECIFIC TASKS AND DELIVERABLES 

The Contractor shall perform the following: 

5.1 PROJECT MANAGEMENT 

5.1.1 TECHNICAL KICKOFF MEETING 

The Contractor shall hold a project kickoff meeting within ten days after contract 
award. This meeting should be held via teleconference and/or web meeting. The 
Contractor shall present, for review and approval by the Government, the details 
of the intended approach, work plan, and project schedule for each specific task 
and deliverable. The Contractor shall specify date, virtual meeting information, 
agenda (shall be provided to all attendees at least five calendar days prior to the 
meeting), and meeting minutes shall be provided to all attendees within three 
calendar days after the meeting. The Contractor shall invite the CO, Contract 
Specialist (CS),  COR,  VA Project Manager (PM), and any other attendees deem 
necessary by the aforementioned VA personnel. 

Deliverable: 
A.Project Kickoff Meeting Agenda 
B.Project Kickoff Meeting Minutes 

5.1.2 CONTRACTOR PROJECT MANAGEMENT PLAN 

The Contractor shall deliver a Contractor Project Management Plan (CPMP) that 
lays out the Contractor's approach, timeline and tools to be used in execution of 
the contract. The CPMP should take the form of both a narrative and graphic 
format that displays the schedule, milestones, risks and resource support. The 
CPMP shall be in electronic form in Microsoft Word and Excel or Project formats. 
The CPMP shall also include how the Contractor shall coordinate and execute 
planned, routine, and ad hoc data collection reporting requests as identified 
within the PWS. The initial baseline CPMP shall be concurred upon and updated 
in accordance with Section B of the contract. The Contractor shall update and 
maintain the VA PM approved CPMP throughout the PoP. 

The plan should include detailed tasks and deliverables with specified duration, 
objective, approach, potential challenges and mitigation, plan for measuring 
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Once a field testing site visit is complete, Contractor shall aggregate quantitative 
and qualitative feedback and data from the field site and provide the results to 
the VA PM as a Field Testing Report, including plans for iteratively refining 
content and approach prior to next Field Testing site visit. 

Contractor will update VR and 2D solutions using Field Testing feedback, if 
changes approved by VA PM, to create a final product ready for operationalizing. 
This may include updating user stories, imagery, functionalities, or any necessary 
and feasible changes to ensure a satisfactory product. Application shall be 
converted from prototype status to one ready for initial operational capability. 
Contractor shall create "how to" guides and any resources required by VA prior to 
performance period completion. Contractor shall enable the auto-update feature 
so headsets can be updated remotely while in the field. All files and resources to 
allow VA to continue iteration and further development of the solution post-
performance period shall be provide to the VA PM prior to contract expiration —
transferring ownership of the solution to the VA. 

Deliverables: 
A. Phase 2 Field Testing Plan 
B. MOU  Coordination for at least 10 Sites 
C. Phase 2 Field Testing Report (10) 
D. Final Product, both VR and 2D versions, including necessary APK files/source 

code 

5.3.2 OPERATIONAL PLAYBOOK FOR SUSTAINABILITY AND SCALABILITY 
Based on results of all User and Field testing, and with any additional feedback 
and insights from VA participants and SMEs, Contractor shall develop a uniform 
process via an Operational Playbook for Sustainability and Scalability for 
implementing the solution with additional sites in the future and plan for 
integration of solution with VA's Talent Management System in a manner to allow 
tracking of training completion. 

Deliverable: 
A. Operational Playbook for Sustainability and Scalability 

5.3.3 PHASE 1 AND PHASE 2 COMBINED FINAL REPORT 

At the completion of Phase 2, Contractor shall provide to the VA Program 
Manager a Project Summary Report, inclusive of all work completed during 
Phase 1 and 2 and all data analytics (initial data analyses and final data analyses 
of all data captured during all periods of performance) required to meet project 
goals and determination of innovation value. Summary Report will also include 
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detailing the process and outcomes, including recommendations for additional 
testing, scalability, and/or integration with other VA Resources. 

Deliverable: 

A. Phase 1 and Phase 2 Final Project Report 

6.0 GENERAL REQUIREMENTS 

6.1 ENTERPRISE AND IT FRAMEWORK 

Not Applicable 

6.2 SECURITY AND PRIVACY REQUIREMENTS 

6.2.1 POSITION/TASK RISK DESIGNATION LEVEL(S) 

In accordance with VA Handbook 0710, Personnel Security and Suitability Program, the 
position sensitivity and the level of background investigation commensurate with the 
required level of access for the following tasks within the PWS are: 

Position Sensitivity and Background nvestigation Requirements by Task 
Task Number Tier1 / Low Risk Tier 2 / Moderate 

Risk 
Tier 4 / High Risk 

5.1 x 1 

  

5.2 x A 

  

5.3 x Al 

  

The Tasks identified above and the resulting Position Sensitivity and Background 
Investigation requirements identify, in effect, the Background Investigation requirements 
for Contractor individuals, based upon the tasks the particular Contractor individual will 
be working. The submitted Contractor Staff Roster must indicate the required 
Background Investigation Level for each Contractor individual based upon the tasks the 
Contractor individual will be working, in accordance with their submitted proposal. 

6.2.2 CONTRACTOR PERSONNEL SECURITY REQUIREMENTS 

Contractor Responsibilities: 
a. The Contractor shall prescreen all personnel requiring access to the computer 

systems to ensure they maintain the appropriate Background Investigation, 
and are able to read, write, speak and understand the English language. 

b. Within 3 business days after award, the Contractor shall provide a roster of 
Contractor and Subcontractor employees to the  COR  to begin their 
background investigations in accordance with the PAL template artifact. The 
Contractor Staff Roster shall contain the Contractor's Full Name, Date of 
Birth, Place of Birth, individual background investigation level requirement 
(based upon Section 6.2 Tasks), etc. The Contractor shall submit full Social 
Security Numbers either within the Contractor Staff Roster or under separate 
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cover to the  COR.  The Contractor Staff Roster shall be updated and provided 
to VA within 1 day of any changes in employee status, training certification 
completion status, Background Investigation level status, additions/removal of 
employees, etc. throughout the Period of Performance. The Contractor Staff 
Roster shall remain a historical document indicating all past information and 
the Contractor shall indicate in the Comment field, employees no longer 
supporting this contract. The preferred method to send the Contractor Staff 
Roster or Social Security Number is by encrypted e-mail. If unable to send 
encrypted e-mail, other methods which comply with FIPS 140-2 are to encrypt 
the file, use a secure fax, or use a traceable mail service. 

c. The Contractor should coordinate with the location of the nearest VA 
fingerprinting office through the  COR.  Only electronic fingerprints are 
authorized. The Contractor shall bring their completed Security and 
Investigations Center (SIC) Fingerprint request form with them (see 
paragraph d.4. below) when getting fingerprints taken. 

d. The Contractor shall ensure the following required forms are submitted to the 
COR  within 5 days after contract award: 

1) Optional Form 306 
2) Self-Certification of Continuous Service 
3) VA Form 0710 
4) Completed SIC Fingerprint Request Form 

e. The Contractor personnel shall submit all required information related to their 
background investigations (completion of the investigation documents (SF85, 
SF85P, or SF 86) utilizing the Office of Personnel Management's (OPM) 
Electronic Questionnaire for Investigations Processing (e-QIP) after receiving 
an email notification from the Security and Investigation Center (SIC). 

f. The Contractor employee shall certify and release the e-QIP document, print 
and sign the signature pages, and send them encrypted to the  COR  for 
electronic submission to the SIC. These documents shall be submitted to the 
COR  within 3 business days of receipt of the e-QIP notification email. (Note: 
OPM is moving towards a "click to sign" process. If click to sign is used, the 
Contractor employee should notify the  COR  within 3 business days that 
documents were signed via e-QIP). 

g. The Contractor shall be responsible for the actions of all personnel provided 
to work for VA under this contract. In the event that damages arise from work 
performed by Contractor provided personnel, under the auspices of this 
contract, the Contractor shall be responsible for all resources necessary to 
remedy the incident. 

h. A Contractor may be granted unescorted access to VA facilities and/or 
access to VA Information Technology resources (network and/or protected 
data) with a favorably adjudicated Special Agreement Check (SAC), 
completed training delineated in VA Handbook 6500.6 (Appendix C, Section 
9), signed "Contractor Rules of Behavior", and with a valid, operational PIV 
credential for PIV-only logical access to VA's network. A PIV card credential 
can be issued once your SAC has been favorably adjudicated and your 
background investigation has been scheduled by OPM. However, the 
Contractor will be responsible for the actions of the Contractor personnel they 
provide to perform work for VA. The investigative history for Contractor 
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personnel working under this contract must be maintained in the database of 
OPM. 

i. The Contractor, when notified of an unfavorably adjudicated background 
investigation on a Contractor employee as determined by the Government, 
shall withdraw the employee from consideration in working under the contract. 

j. Failure to comply with the Contractor personnel security investigative 
requirements may result in loss of physical and/or logical access to VA 
facilities and systems by Contractor and Subcontractor employees and/or 
termination of the contract for default. 

k. Identity Credential Holders must follow all HSPD-12 policies and procedures 
as well as use and protect their assigned identity credentials in accordance 
with VA policies and procedures, displaying their badges at all times, and 
returning the identity credentials upon termination of their relationship with 
VA. 

Deliverable: 
A. Contractor Staff Roster 

6.3 METHOD AND DISTRIBUTION OF DELIVERABLES 

The Contractor shall deliver documentation in electronic format, unless otherwise 
directed in Section B of the solicitation/contract. Acceptable electronic media include 
MS Word 2000/2003/2007/2010, MS Excel 2000/2003/2007/2010, MS PowerPoint 
2000/2003/2007/2010, MS Project 2000/2003/2007/2010, MS Access 
2000/2003/2007/2010, MS Visio 2000/2002/2003/2007/2010, AutoCAD 
2002/2004/2007/2010, and Adobe Postscript Data Format (PDF). 
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6.4 PERFORMANCE METRICS 

The table below defines the Performance Standards and Acceptable Levels of 
Performance associated with this effort. 

Performance 
Objective 

Performance Standard Acceptable Levels 
of Performance 

A. Technical / 
Quality of 
Product or 
Service 

1. Demonstrates 
understanding of 
requirements 

2. Efficient and effective in 
meeting requirements 

3. Meets technical needs 
and mission requirements 

4. Provides quality 
services/products 

Satisfactory or 
higher 

B. Project 
Milestones and 
Schedule 

1. Established milestones 
and project dates are met 

2. Products completed, 
reviewed, delivered in 
accordance with the 
established schedule 

3. Notifies customer in 
advance of potential 
problems 

Satisfactory or 
higher 

C. Cost & Staffing 1. Currency of expertise and 
staffing levels appropriate 

2. Personnel possess 
necessary knowledge, 
skills and abilities to 
perform tasks 

Satisfactory or 
higher 

D. Management 1. Integration and 
coordination of all 
activities to execute effort 

Satisfactory or 
higher 

The  COR  will utilize a Quality Assurance Surveillance Plan (QASP) throughout the life 
of the contract to ensure that the Contractor is performing the services required by this 
PWS in an acceptable level of performance. The Government reserves the right to alter 
or change the surveillance methods in the QASP at its own discretion. 

6.5 FACILITY/RESOURCE PROVISIONS 

All procedural guides, reference materials, and program documentation for the project 
and other Government applications will be provided on an as-needed basis. 
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The Contractor shall request other Government documentation deemed pertinent to the 
work accomplishment directly from the Government officials with whom the Contractor 
has contact. The Contractor shall consider the  COR  as the final source for needed 
Government documentation when the Contractor fails to secure the documents by other 
means. The Contractor is expected to use common knowledge and resourcefulness in 
securing all other reference materials, standard industry publications, and related 
materials that are pertinent to the work. 

6.6 GOVERNMENT FURNISHED PROPERTY 

Not Applicable 

ADDENDUM A — ADDITIONAL VA REQUIREMENTS, CONSOLIDATED 

A1.0 Cyber and Information Security Requirements for VA IT Services 
The Contractor shall ensure adequate LAN/Internet, data, information, and system 
security in accordance with VA standard operating procedures and standard PWS 
language, conditions, laws, and regulations. The Contractor's firewall and web server 
shall meet or exceed VA minimum requirements for security. All VA data shall be 
protected behind an approved firewall. Any security violations or attempted violations 
shall be reported to the VA Program Manager and VA Information Security Officer as 
soon as possible. The Contractor shall follow all applicable VA policies and procedures 
governing information security, especially those that pertain to certification and 
accreditation. 

Contractor supplied equipment, PCs of all types, equipment with hard drives, etc. for 
contract services must meet all security requirements that apply to Government 
Furnished Equipment (GFE) and Government Owned Equipment (GOE). Security 
Requirements include: a) VA Approved Encryption Software must be installed on all 
laptops or mobile devices before placed into operation, b) Bluetooth equipped devices 
are prohibited within VA; Bluetooth must be permanently disabled or removed from the 
device, unless the connection uses Fl PS 140-2 (or its successor) validated encryption, 
c) VA approved anti-virus and firewall software, d) Equipment must meet all VA 
sanitization requirements and procedures before disposal. The  COR,  CO, the PM, and 
the Information Security Officer (ISO) must be notified and verify all security 
requirements have been adhered to. 

Each documented initiative under this contract incorporates VA Handbook 6500.6, 
"Contract Security," March 12, 2010 by reference as though fully set forth therein. The 
VA Handbook 6500.6, "Contract Security" shall also be included in every related 
agreement, contract or order. The VA Handbook 6500.6, Appendix C, is included in this 
document as Addendum B. 

Training requirements: The Contractor shall complete all mandatory training courses on 
the current VA training site, the VA Talent Management System (TMS), and will be 
tracked therein. The TMS may be accessed at https://www.tms.va.gov. If you do not 
have a TMS profile, go to https://www.tms.va.qov and click on the "Create New User" 
link on the TMS to gain access. 
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Contractor employees shall complete a VA Systems Access Agreement if they are 
provided access privileges as an authorized user of the computer system of VA. 

A2.0 VA Enterprise Architecture Compliance 
The applications, supplies, and services furnished under this contract must comply with 
One-VA Enterprise Architecture (EA), available at http://www.ea.oit.va.gov/index.asp in 
force at the time of issuance of this contract, including the Program Management Plan 
and VA's rules, standards, and guidelines in the Technical Reference Model/Standards 
Profile (TRMSP). VA reserves the right to assess contract deliverables for EA 
compliance prior to acceptance. 

A2.1. VA Internet and Intranet Standards 

The Contractor shall adhere to and comply with VA Directive 6102 and VA Handbook 
6102, Internet/Intranet Services, including applicable amendments and changes, if the 
Contractor's work includes managing, maintaining, establishing and presenting 
information on VA's Internet/Intranet Service Sites. This pertains, but is not limited to: 
creating announcements; collecting information; databases to be accessed, graphics 
and links to external sites. 

Internet/Intranet Services Directive 6102 is posted at (copy and paste the following URL 
to browser): http://www1.va.gov/vapubs/viewPublication.asp?Pub ID=409&FType=2  

Internet/Intranet Services Handbook 6102 is posted at (copy and paste following URL to 
browser): http://www1.va.gov/vapubs/viewPublication.asp?Pub ID=410&FType=2  

A3.0 Notice of the Federal Accessibility Law Affecting All Electronic and 
Information Technology Procurements (Section 508) 

On August 7, 1998, Section 508 of the Rehabilitation Act of 1973 was amended to 
require that when Federal departments or agencies develop, procure, maintain, or use 
Electronic and Information Technology, that they shall ensure it allows Federal 
employees with disabilities to have access to and use of information and data that is 
comparable to the access to and use of information and data by other Federal 
employees. Section 508 required the Architectural and Transportation Barriers 
Compliance Board (Access Board) to publish standards setting forth a definition of 
electronic and information technology and the technical and functional criteria for such 
technology to comply with Section 508. These standards have been developed and 
published with an effective date of December 21, 2000. Federal departments and 
agencies shall develop all Electronic and Information Technology requirements to 
comply with the standards found in 36 CFR 1194. 

A3.1. Section 508 — Electronic and Information Technology (EIT) Standards 
The Section 508 standards established by the Architectural and Transportation Barriers 
Compliance Board (Access Board) are incorporated into, and made part of all VA 
orders, solicitations and purchase orders developed to procure Electronic and 
Information Technology (EIT). These standards are found in their entirety at: 
https://www.access-board.crov/quidelines-and-standards/communications-and-it/about-
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the-section-508-standards/section-508-standards. A printed copy of the standards will 
be supplied upon request. The Contractor shall comply with the technical standards as 
marked: 

E
Z

E
D

II
II

II
H

E
 

§ 1194.21 Software applications and operating systems 
§ 1194.22 Web-based intranet and Internet information and applications 
§ 1194.23 Telecommunications products 
§ 1194.24 Video and multimedia products 
§ 1194.25 Self-contained, closed products 
§ 1194.26 Desktop and portable computers 
§ 1194.31 Functional Performance Criteria 
§ 1194.41 Information, Documentation, and Support 

A3.2. Equivalent Facilitation 
Alternatively, offerors may propose products and services that provide equivalent 
facilitation, pursuant to Section 508, subpart A, §1194.5. Such offerors will be 
considered to have provided equivalent facilitation when the proposed deliverables 
result in substantially equivalent or greater access to and use of information for those 
with disabilities. 

A3.3. Compatibility with Assistive Technology 
The Section 508 standards do not require the installation of specific accessibility-related 
software or the attachment of an assistive technology device. Section 508 requires that 
the EIT be compatible with such software and devices so that EIT can be accessible to 
and usable by individuals using assistive technology, including but not limited to screen 
readers, screen magnifiers, and speech recognition software. 

A3.4. Acceptance and Acceptance Testing 

Deliverables resulting from this solicitation will be accepted based in part on satisfaction 
of the identified Section 508 standards' requirements for accessibility and must include 
final test results demonstrating Section 508 compliance. 

Deliverables should meet applicable accessibility requirements and should not 
adversely affect accessibility features of existing EIT technologies. The Government 
reserves the right to independently test for Section 508 Compliance before delivery. The 
Contractor shall be able to demonstrate Section 508 Compliance upon delivery. 

Automated test tools and manual techniques are used in the VA Section 508 
compliance assessment. 

A4.0 Physical Security & Safety Requirements: 
The Contractor and their personnel shall follow all VA policies, standard operating 
procedures, applicable laws and regulations while on VA property. Violations of VA 
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regulations and policies may result in citation and disciplinary measures for persons 
violating the law. 

1. The Contractor and their personnel shall wear visible identification at all 
times while they are on the premises. 

2. VA does not provide parking spaces at the work site; the Contractor must 
obtain parking at the work site if needed. It is the responsibility of the 
Contractor to park in the appropriate designated parking areas. VA will not 
invalidate or make reimbursement for parking violations of the Contractor 
under any conditions. 

3. Smoking is prohibited inside/outside any building other than the designated 
smoking areas. 

4. Possession of weapons is prohibited. 
5. The Contractor shall obtain all necessary licenses and/or permits required to 

perform the work, with the exception of software licenses that need to be 
procured from a Contractor or vendor in accordance with the requirements 
document. The Contractor shall take all reasonable precautions necessary 
to protect persons and property from injury or damage during the 
performance of this contract. 

A5.0 Confidentiality and Non-Disclosure 
The Contractor shall follow all VA rules and regulations regarding information security to 
prevent disclosure of sensitive information to unauthorized individuals or organizations. 

The Contractor may have access to Protected Health Information (PHI) and Electronic 
Protected Health Information (EPHI) that is subject to protection under the regulations 
issued by the Department of Health and Human Services, as mandated by the Health 
Insurance Portability and Accountability Act of 1996 (HIPAA); 45 CFR Parts 160 and 
164, Subparts A and E, the Standards for Privacy of Individually Identifiable Health 
Information ("Privacy Rule"); and 45 CFR Parts 160 and 164, Subparts A and C, the 
Security Standard ("Security Rule"). Pursuant to the Privacy and Security Rules, the 
Contractor must agree in writing to certain mandatory provisions regarding the use and 
disclosure of PHI and EPHI. 

1. The Contractor will have access to some privileged and confidential 
materials of VA. These printed and electronic documents are for internal use 
only, are not to be copied or released without permission, and remain the 
sole property of VA. Some of these materials are protected by the Privacy 
Act of 1974 (revised by PL 93-5791) and Title 38. Unauthorized disclosure 
of Privacy Act or Title 38 covered materials is a criminal offense. 

2. The VA CO will be the sole authorized official to release in writing, any data, 
draft deliverables, final deliverables, or any other written or printed materials 
pertaining to this contract. The Contractor shall release no information. Any 
request for information relating to this contract presented to the Contractor 
shall be submitted to the VA CO for response. 

3. Contractor personnel recognize that in the performance of this effort, 
Contractor personnel may receive or have access to sensitive information, 
including information provided on a proprietary basis by carriers, equipment 
manufacturers and other private or public entities. Contractor personnel 
agree to safeguard such information and use the information exclusively in 
the performance of this contract. Contractor shall follow all VA rules and 
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regulations regarding information security to prevent disclosure of sensitive 
information to unauthorized individuals or organizations as enumerated in 
this section and elsewhere in this Contract and its subparts and appendices. 

4. Contractor shall limit access to the minimum number of personnel necessary 
for contract performance for all information considered sensitive or 
proprietary in nature. If the Contractor is uncertain of the sensitivity of any 
information obtained during the performance this contract, the Contractor 
has a responsibility to ask the VA CO. 

5. Contractor shall train all of their employees involved in the performance of 
this contract on their roles and responsibilities for proper handling and 
nondisclosure of sensitive VA or proprietary information. Contractor 
personnel shall not engage in any other action, venture or employment 
wherein sensitive information shall be used for the profit of any party other 
than those furnishing the information. The sensitive information transferred, 
generated, transmitted, or stored herein is for VA benefit and ownership 
alone. 

6. Contractor shall maintain physical security at all facilities housing the 
activities performed under this contract, including any Contractor facilities 
according to VA-approved guidelines and directives. The Contractor shall 
ensure that security procedures are defined and enforced to ensure all 
personnel who are provided access to patient data must comply with 
published procedures to protect the privacy and confidentiality of such 
information as required by VA. 

7. Contractor must adhere to the following: 
a. The use of "thumb drives" or any other medium for transport of 

information is expressly prohibited. 
b. Controlled access to system and security software and 

documentation. 
c. Recording, monitoring, and control of passwords and privileges. 
d. All terminated personnel are denied physical and electronic access to 

all data, program listings, data processing equipment and systems. 
e. VA, as well as any Contractor (or Subcontractor) systems used to 

support development, provide the capability to cancel immediately all 
access privileges and authorizations upon employee termination. 

f. Contractor PM and VA PM are informed within twenty-four (24) hours 
of any employee termination. 

g. Acquisition sensitive information shall be marked "Acquisition 
Sensitive" and shall be handled as "For Official Use Only (FOUO)". 

h. Contractor does not require access to classified data. 
8. Regulatory standard of conduct governs all personnel directly and indirectly 

involved in procurements. All personnel engaged in procurement and 
related activities shall conduct business in a manner above reproach and, 
except as authorized by statute or regulation, with complete impartiality and 
with preferential treatment for none. The general rule is to strictly avoid any 
conflict of interest or even the appearance of a conflict of interest in 
VA/Contractor relationships. 

9. VA Form 0752 shall be completed by all Contractor employees working on 
this contract, and shall be provided to the CO before any work is 
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performed. In the case that Contractor personnel are replaced in the future, 
their replacements shall complete VA Form 0752 prior to beginning work. 
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ADDENDUM B - VA INFORMATION AND INFORMATION SYSTEM 
SECURITY/PRIVACY LANGUAGE 

GENERAL 

This entire section applies to all acquisitions requiring any Information Security and 
Privacy language. Contractors, contractor personnel, subcontractors and 
subcontractor personnel will be subject to the same federal laws, regulations, 
standards, VA directives and handbooks, as VA personnel regarding information 
and information system security and privacy. 

NOTE: Any sections (1-14) which DO NOT apply should not be included in the 
Statement of Work (SOW), Performance Work Statement (PWS), Product Description 
(PD) or contract. 

B2. VA INFORMATION CUSTODIAL LANGUAGE 

This entire section applies to all acquisitions requiring any Information Security 
and Privacy language. 

a. The Government shall receive unlimited rights to data/intellectual property 
first produced and delivered in the performance of this contract or order 
(hereinafter "contract") unless expressly stated otherwise in this contract. This 
includes all rights to source code and all documentation created in support 
thereof. The primary clause used to define Government and Contractor data 
rights is FAR 52.227-14 Rights in Data — General. The primary clause used 
to define computer software license (not data/intellectual property first 
produced under this contractor or order) is FAR 52.227-19, Commercial 
Computer Software License. 

b. Information made available to the contractor by VA for the performance or 
administration of this contract will be used only for the purposes specified in 
the service agreement, SOW, PWS, PD, and/or contract. The contractor shall 
not use VA information in any other manner without prior written approval 
from a VA Contracting Officer (CO). The primary clause used to define 
Government and Contractor data rights is FAR 52.227-14 Rights in Data —
General. 

c. VA information will not be co-mingled with any other data on the contractor's 
information systems or media storage systems. The contractor shall ensure 
compliance with Federal and VA requirements related to data protection, 
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data encryption, physical data segregation, logical data segregation, 
classification requirements and media sanitization. 

d. VA reserves the right to conduct scheduled or unscheduled audits, 
assessments, or investigations of contractor Information Technology (IT) 
resources to ensure information security is compliant with Federal and VA 
requirements. The contractor shall provide all necessary access to records 
(including electronic and documentary materials related to the contracts 
and subcontracts) and support (including access to contractor and 
subcontractor staff associated with the contract) to VA, VA's Office 
Inspector General (OIG), and/or Government Accountability Office (GAO) 
staff during periodic control assessments, audits, or investigations. 

e. The contractor may only use VA information within the terms of the contract 
and applicable Federal law, regulations, and VA policies. If new Federal 
information security laws, regulations or VA policies become applicable after 
execution of the contract, the parties agree to negotiate contract modification 
and adjustment necessary to implement the new laws, regulations, and/or 
policies. 

f. The contractor shall not make copies of VA information except as 
specifically authorized and necessary to perform the terms of the contract. 
If copies are made for restoration purposes, after the restoration is 
complete, the copies shall be destroyed in accordance with VA Directive 
6500, VA Cybersecurity Program and VA Information Security Knowledge 
Service. 

g. If a Veterans Health Administration (VHA) contract is terminated for default 
or cause with a business associate, the related local Business Associate 
Agreement (BAA) shall also be terminated and actions taken in accordance 
with VHA Directive 1605.05, Business Associate Agreements. If there is an 
executed national BAA associated with the contract, VA will determine what 
actions are appropriate and notify the contactor. 

h. The contractor shall store and transmit VA sensitive information in an 
encrypted form, using VA-approved encryption tools which are, at a minimum, 
Federal Information Processing Standards (FIPS) 140-2, Security 
Requirements for Cryptographic Modules (or its successor) validated and in 
conformance with VA Information Security Knowledge Service requirements. 
The contractor shall transmit VA sensitive information using VA approved 
Transport Layer Security (TLS) configured with FIPS based cipher suites in 
conformance with National Institute of Standards and Technology (NIST) 800-
52, Guidelines for the Selection, Configuration and Use of Transport Layer 
Security (TLS) Implementations. 

i. The contractor's firewall and web services security controls, as applicable, 
shall meet or exceed VA's minimum requirements. 

j. Except for uses and disclosures of VA information authorized by this contract 
for performance of the contract, the contractor may use and disclose VA 
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information only in two situations:  (i)  in response to a qualifying order of a 
court of competent jurisdiction after notification to VA CO (ii) with written 
approval from the VA CO. The contractor shall refer all requests for, demands 
for production of or inquiries about, VA information and information systems 
to the VA CO for response. 

k. Notwithstanding the provision above, the contractor shall not release VA 
records protected by Title 38 U.S.C. § 5705, Confidentiality of medical 
quality- assurance records and/or Title 38 U.S.C. § 7332, Confidentiality of 
certain medical records pertaining to drug addiction, sickle cell anemia, 
alcoholism or alcohol abuse or infection with Human Immunodeficiency 
Virus (HIV). If the contractor is in receipt of a court order or other requests 
for the above- mentioned information, the contractor shall immediately refer 
such court order or other requests to the VA CO for response. 

I. Information made available to the contractor by VA for the performance or 
administration of this contract or information developed by the contractor in 
performance or administration of the contract will be protected and secured in 
accordance with VA Directive 6500 and Identity and Access Management 
(IAM) Security processes specified in the VA Information Security Knowledge 
Service. 

m. Any data destruction done on behalf of VA by a contractor shall be done in 
accordance with National Archives and Records Administration (NARA) 
requirements as outlined in VA Directive 6300, Records and Information 
Management, VA Handbook 6300.1, Records Management Procedures, 
and applicable VA Records Control Schedules. 

n. The contractor shall provide its plan for destruction of all VA data in its 
possession according to VA Directive 6500 and NIST 800-88, Guidelines for 
Media Sanitization prior to termination or completion of this contract. If 
directed by the COR/CO, the contractor shall return all Federal Records to 
VA for disposition. 

o. Any media, such as paper, magnetic tape, magnetic disks, solid state devices 
or optical discs that is used to store, process, or access VA information that 
cannot be destroyed shall be returned to VA.The contractor shall hold the 
appropriate material until otherwise directed by the Contracting Officer's 
Representative  (COR)  or CO. Items shall be returned securely via VA-
approved methods. VA sensitive information must be transmitted utilizing VA-
approved encryption tools which are validated under FIPS 140-2 (or its 
successor) and NIST 800-52. If mailed, the contractor shall send via a 
trackable method (USPS, UPS, FedEx, etc.) and immediately provide the 
COR/CO with the tracking information. Self-certification by the contractor that 
the data destruction requirements above have been met shall be sent to the 
COR/CO within 30 business days of termination of the contract. 

p. All electronic storage media (hard drives, optical disks, CDs, back-up tapes, 
etc.) used to store, process or access VA information will not be returned to 
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the contractor at the end of lease, loan, or trade-in. Exceptions to this 
paragraph will only be granted with the written approval of the VA CO. 

q• 
B3. ACCESS TO VA INFORMATION AND VA INFORMATION SYSTEMS. 

This section 
applies when any person requires access to information made available to the 
contractor by VA for the performance or administration of this contract or 
information developed by the contractor in performance or administration of the 
contract. 

a. A contractor/subcontractor shall request logical (technical) or physical access 
to VA information and VA information systems for their employees and 
subcontractors only to the extent necessary to perform the services specified 
in the solicitation or contract. This includes indirect entities, both affiliate of 
contractor/subcontractor and agent of contractor/subcontractor. 

b. Contractors and subcontractors shall sign the VA Information Security Rule 
of Behavior (ROB) before access is provided to VA information and 
information systems (see Section 4, Training, below). The ROB contains the 
minimum user compliance requirements and does not supersede any 
policies of VA facilities or other agency components which provide higher 
levels of protection to VA's information or information systems. Users who 
require privileged access shall complete the VA elevated privilege access 
request processes before privileged access is granted. 

c. All contractors and subcontractors working with VA information are subject 
to the same security investigative and clearance requirements as those of 
VA appointees or employees who have access to the same types of 
information. The level and process of background security investigations for 
contractors shall be in accordance with VA Directive and Handbook 0710, 
Personnel Suitability and Security Program. The Office of Human 
Resources and Administration/Operations, Security and Preparedness 
(HRA/OSP) is responsible for these policies and procedures. Contract 
personnel who require access to classified information or information 
systems shall have an appropriate security clearance. Verification of a 
Security Clearance shall be processed through the Special Security Officer 
located in HRA/OSP. Contractors shall conform to all requirements stated in 
the National Industrial Security Program Operating Manual (NISPOM). 

d. All contractors and subcontractors shall comply with conditions specified in 
VAAR 852.204-71(d); Contractor operations required to be in United States. 
All contractors and subcontractors working with VA information must be 
permanently located within a jurisdiction subject to the law of the United 
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States or its Territories to the maximum extent feasible. If services are 
proposed to be performed abroad the contractor must state where all non-
U.S. services are provided. The contractor shall deliver to VA a detailed plan 
specifically addressing communications, personnel control, data protection 
and potential legal issues. The plan shall be approved by the COR/CO in 
writing prior to access being granted. 

e. The contractor shall notify the COR/CO in writing immediately (no later than 
24 hours) after personnel separation or occurrence of other causes. Causes 
may include the following: 

1. Contractor/subcontractor personnel no longer has a need for access to 
VA information or VA information systems. 

2. Contractor/subcontractor personnel are terminated, suspended, 
or otherwise has their work on a VA project discontinued for any 
reason. 

3. Contractor believes their own personnel or subcontractor personnel 
may pose a threat to their company's working environment or to any 
company- owned property. This includes contractor-owned assets, 
buildings, confidential data, customers, employees, networks, 
systems, trade secrets and/or VA data. 

4. Any previously undisclosed changes to 
contractor/subcontractor background history are brought to 
light, including but not limited to changes to background 
investigation or employee record. 

5. Contractor/subcontractor personnel have their authorization to work in 
the United States revoked. 

6. Agreement by which contractor provides products and services to VA 
has either been fulfilled or terminated, such that VA can cut off 
electronic and/or physical access for contractor personnel. 

f. In such cases of contract fulfillment, termination, or other causes; the 
contractor shall take the necessary measures to immediately revoke access 
to VA network, property, information, and information systems (logical and 
physical) by contractor/subcontractor personnel. These measures include 
(but are not limited to): removing and then securing Personal Identity 
Verification (PIV) badges and PIV — Interoperable (Ply-I) access badges, 
VA-issued photo badges, credentials for VA facilities and devices, VA-issued 
laptops, and authentication tokens. Contractors shall notify the appropriate 
VA COR/CO immediately to initiate access removal. 

g. Contractors/subcontractors who no longer require VA accesses will return 
VA- issued property to VA. This property includes (but is not limited to): 
documents, electronic equipment, keys, and parking passes. PIV and PIV-I 
access badges shall be returned to the nearest VA PIV Badge Issuance 
Office. Once they have had access to VA information, information systems, 
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networks and VA property in their possessions removed, contractors shall 
notify the appropriate VA COR/CO. 

B4. TRAINING. 
This entire section applies to all acquisitions which include section 3. 
a. All contractors and subcontractors requiring access to VA information and 

VA information systems shall successfully complete the following before 
being granted access to VA information and its systems: 

1. VA Privacy and Information Security Awareness and Rules of 
Behavior course (Talent Management System (TMS) #10176) initially 
and annually thereafter. 

2. Sign and acknowledge (electronically through TMS #10176) 
understanding of and responsibilities for compliance with the 
Organizational Rules of Behavior, relating to access to VA information 
and information systems initially and annually thereafter; and 

3. Successfully complete any additional cyber security or privacy 
training, as required for VA personnel with equivalent information 
system or information access [to be defined by the VA program 
official and provided to the VA CO for inclusion in the solicitation 
document — i.e., any role- based information security training]. 

b. The contractor shall provide to the COR/CO a copy of the training 
certificates and certification of signing the Organizational Rules of 
Behavior for each applicable employee within five days of the initiation of 
the contract and annually thereafter, as required. 

c. Failure to complete the mandatory annual training is grounds for suspension 
or termination of all physical or electronic access privileges and removal from 
work on the contract until such time as the required training is complete. 

B5. SECURITY INCIDENT INVESTIGATION. 
This entire section applies to all acquisitions requiring any Information 
Security and Privacy language. 

a. The contractor, subcontractor, their employees, or business associates 
shall immediately (within one hour) report suspected security / privacy 
incidents to the VA OIT's Enterprise Service Desk (ESD) by calling (855) 
673-4357 (TTY: 711). The ESD is OIT's 24/7/365 single point of contact for 
IT-related issues. After reporting to the ESD, the contractor, subcontractor, 
their employees, or business associates shall, within one hour, provide the 
COR/CO the incident number received from the ESD. 

b. To the extent known by the contractor/subcontractor, the contractor/ 
subcontractor's notice to VA shall identify the information involved and the 
circumstances surrounding the incident, including the following: 

6 The date and time (or approximation of) the Security Incident 
occurred. 
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6 The names of individuals involved (when applicable). 
6 The physical and logical (if applicable) location of the incident. 
6 Why the Security Incident took place (i.e., catalyst for the failure). 
6 The amount of data belonging to VA believed to have been 

compromised. 
6 The remediation measures the contractor is taking to ensure 

no future incidents of a similar nature. 

b. After the contractor has provided the initial detailed incident summary to VA, 
they will continue to provide written updates on any new and relevant 
circumstances or facts they discover. The contractor, subcontractor, and their 
employes shall fully cooperate with VA or third-party entity performing an 
independent risk analysis on behalf of VA. Failure to cooperate may be deemed 
a material breach and grounds for contract termination. 

c. VA IT contractors shall follow VA Handbook 6500, Risk Management 
Framework for VA Information Systems VA Information Security Program, and 
VA Information Security Knowledge Service guidance for implementing an 
Incident Response Plan or integrating with an existing VA implementation. 

d. In instances of theft or break-in or other criminal activity, the 
contractor/subcontractor must concurrently report the incident to the appropriate 
law enforcement entity (or entities) of jurisdiction, including the VA OIG, and the 
VA Office of Security and Law Enforcement. The contractor, its employees, and 
its subcontractors and their employees shall cooperate with VA and any law 
enforcement authority responsible for the investigation and prosecution of any 
possible criminal law violation(s) associated with any incident. The 
contractor/subcontractor shall cooperate with VA in any civil litigation to recover 
VA information, obtain monetary or other compensation from a third party for 
damages arising from any incident, or obtain injunctive relief against any third 
party arising from, or related to, the incident. 

e. The contractor shall comply with VA Handbook 6500.2, Management of 
Breaches Involving Sensitive Personal Information, which establishes the breach 
management policies and assigns responsibilities for the oversight, management 
and reporting procedures associated with managing of breaches. 

f. With respect to unsecured Protected Health Information (PHI), the contractor is 
deemed to have discovered a data breach when the contractor knew or should 
have known of breach of such information. When a business associate is part of 
VHA contract, notification to the covered entity (VHA) shall be made in 
accordance with the executed BAA. 

g. If the contractor or any of its agents fails to protect VA sensitive personal 
information or otherwise engages in conduct which results in a data breach 
involving any VA sensitive personal information the contractor/subcontractor 
processes or maintains under the contract; the contractor shall pay liquidated 
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damages to the VA as set forth in clause 852.211-76, Liquidated Damages—
Reimbursement for Data Breach Costs. 

B6. INFORMATION SYSTEM DESIGN AND DEVELOPMENT. 

This entire section applies to information systems, systems, major applications, minor 
applications, enclaves, and platform information technologies (to include the 
subcomponents of each) designed or developed for or on behalf of VA by any non-VA 
entity. 

a. Information systems designed or developed on behalf of VA at non-VA 
facilities shall comply with all applicable Federal law, regulations, and VA 
policies. This includes standards for the protection of electronic Protected 
Health Information (PHI), outlined in 45 C.F.R. Part 164, Subpart C and 
information and system security categorization level designations in 
accordance with FIPS 199, Standards for Security Categorization of Federal 
Information and Information Systems and FIPS 200, Minimum Security 
Requirements for Federal Information Systems. Baseline security controls 
shall be implemented commensurate with the FIPS 199 system security 
categorization (reference VA Handbook 6500 and VA Trusted Internet 
Connections (TIC) Architecture). 

b. Contracted new developments require creation, testing, evaluation, and 
authorization in compliance with VA Assessment and Authorization (A&A) 
processes in VA Handbook 6500 and VA Information Security Knowledge 
Service to obtain an Authority to Operate (ATO). VA Directive 6517, Risk 
Management Framework for Cloud Computing Services, provides the 
security and privacy requirements for cloud environments. 

c. VA IT contractors, subcontractors and third-party service providers shall 
address and/or integrate applicable VA Handbook 6500, VA Handbook 
6517, Risk Management Framework for Cloud Computing Services and 
Information Security Knowledge Service specifications in delivered IT 
systems/solutions, products and/or services. If systems/solutions, products 
and/or services do not directly match VA security requirements, the 
contractor shall work though the COR/CO to identify the VA organization 
responsible for governance or resolution. Contractors shall comply with FAR 
39.1, specifically the prohibitions referenced. 

d. The contractor (including producers and resellers) shall comply with Office 
of Management and Budget (OMB) M-22-18 and M-23-16 when using third-
party software on VA information systems or otherwise affecting the VA 
information. This includes new software purchases and software renewals 
for software developed or modified by major version change after the 
issuance date of M- 22-18 (September 14, 2022). The term "software" 
includes firmware, operating systems, applications and application services 
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(e.g., cloud-based software), as well as products containing software. The 
contractor shall provide a self- attestation that secure software development 
practices are utilized as outlined by Executive Order (EO)14028 and NIST 
Guidance. A third-party assessment provided by either a certified Federal 
Risk and Authorization Management Program (FedRAMP) Third Party 
Assessor Organization (3PAO) or one approved by the agency will be 
acceptable in lieu of a software producer's self- attestation. 

e. The contractor shall ensure all delivered applications, systems and 
information systems are compliant with Homeland Security Presidential 
Directive (HSPD) 12 and VA Identity and Access management (IAM) 
enterprise identity management requirements as set forth in OMB M-19-17, 
M-05-24, Fl PS 201-3, Personal Identity Verification (PIV) of Federal 
Employees and Contractors (or its successor), M-21-31 and supporting NIST 
guidance. This applies to Commercial Off-The-Shelf (COTS) product(s) that 
the contractor did not develop, all software configurations and all 
customizations. 

f. The contractor shall ensure all contractor delivered applications and 
systems provide user authentication services compliant with VA Handbook 
6500, VA Information Security Knowledge Service, IAM enterprise 
requirements and NIST 800-63, Digital Identity Guidelines, for direct, 
assertion-based authentication and/or trust-based authentication, as 
determined by the design and integration patterns. Direct authentication at 
a minimum must include Public Key Infrastructure (PKI) based 
authentication supportive of PIV and/or Common Access Card (CAC), as 
determined by the business need and compliance with VA Information 
Security Knowledge Service specifications. 

g. The contractor shall use VA authorized technical security baseline 
configurations and certify to the  COR  that applications are fully functional 
and operate correctly as intended on systems in compliance with VA 
baselines prior to acceptance or connection into an authorized VA computing 
environment. If the Defense Information Systems Agency (DISA) has created 
a Security Technical Implementation Guide (STIG) for the technology, the 
contractor may configure to comply with that STIG. If VA determines a new 
or updated VA configuration baseline needs to be created, the contractor 
shall provide required technical support to develop the configuration settings. 
FAR 39.1 requires the population of operating systems and applications 
includes all listed on the NIST National Checklist Program Checklist 
Repository. 

h. The standard installation, operation, maintenance, updating and patching 
of software shall not alter the configuration settings from VA approved 
baseline configuration. Software developed for VA must be compatible 
with VA enterprise installer services and install to the default "program 
files" directory with silently install and uninstall. The contractor shall 
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