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From: | (OTD) (FBI) </O=FBI/OU=FIRST ADMINISTRATIVE GROUP/CN=RECIPIENTS/CN=|:|>b6
Sent: Thursday, February 27, 2014 12:33:08 PM b7C

To: SCOTT Il (WE) (FBI
Cc: ot ): oGc) (FBI loGe)FBI
Subject: (U//LES) Lates ssue - airborne capability b |- UNCLASSIFIED/

ALl TH-ORIBTIOH (CHTATHEDR

. . HEREIW IS UNCLASST®IRD
Classification: UNCLASSIFIED% DATE it Bo aAis B9 CeewscR1l meico

b7E
koce)FEy

(U) LA TIVE: The information marked (Lm this document is the property of FBI and may be distributed within the Federal Government (and its contractors), US
intelligence, law enforcement, public safety or protection officials and individuals with a need to know. Distribution beyond these entities without FBI authorization is prohibited. Precautions should be
taken to ensure this information is stored and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in legal proceedings without first

receiving authorization from the originating agency. Recipients are prohibited from subsequently posting the information marked LES on a website or an unclassified network. b7E
Latest from the front: | lhave partnered and come up with an airbornel
capability (assisted technically by| |et al).
etc, and have support by| | They want an OTD commitment
b5
b7E

My perspective on this now is that we want to consider reasonable requirements, but OTD should not commit to this unless and
until:

Classification: UNCLASSIFIED/Z}ES:T

EFF CELL-1145



ALL THECHEAT TOH CDHTRATHET!
HEBEIE 15 UNCLESETF TRED
DATE 11-00-2015 By CoapwWdeb 1 HOTl G

From: | [loGC)(FBI) </0=FBI/OU=EXCHANGE bé
ADMINISTRATIVE GROUP b7cC
(FYDIBOHF23SPDLT)/CN=RECIPIENTS/CN=|:I> b7E

Sent: Tuesdav June 09 2015 1:55:33 PM

To: |(OT ) (FBI (oTD) (FBI)

Cc: [OTDY (FBI) [(GGC) FBI
(OGC)(FBI

Subject: Airbornel_:|8tats ~-- UNCLASSIFIED/BHQ_

Classification: UNCLASSIFIED//ERRQ

TRANSITORY RECORD

[ ]

2 quick issues-

b5
b6
b7cC
b7E

Thanks.

Associate General Counsel
Chief, Science & Technology Policy & Law Unit
FBI Office of the General Counsel

O o] |
BB] I

E-Mail (U) fic.fbi.gov
E-Mail (S)] Db soov gov

Confidentiality Statement: This message is transmitted to you by the Office of the General Counsel of the
Federal Bureau of Investigation. The message, along with any attachments, may be confidential and
legally privileged. If you are not the intended recipient of this message, please destroy it promptly
without further retention or dissemination (unless otherwise required by law). Please notify the sender of
the error by a separate e-mail or by calliné

Classification: UNCLASSIFIED@@@

EFF CELL-1150



I LAEE11ED By WNalOn C66RdaR] ]
gl 11-03-2015

Aviation Surveillance Brief
Staff for Senate Judiciary Committee
June 17, 2015

CIRG
® \We're here to address the questions posed in letters from Senators Grassley and
Franken, as result of the recent AP article regarding FBI aerial surveillance activity.

® [ntroductions:
o Aviation Program and Surveillance Operations: Assistant Director Jim Yacone

Operations Technology: Assistant Director Steve Richardson

Aviation Program Manager, Assistant Section Chief b7e

Operations Technology Program I\/Ianager,l

Attorney for Operatigns Technology

Congressional Liaison|

Congressional Liaison-Appropriations

bé

0O O O O O O

e The FBI’s aviation program is not secret; specific aircraft and their capabilities are
protected for operational security purposes. FBI routinely uses aviation assets in support
of predicated investigations targeting specific individuals (and has for over 30 years).
The aircraft are not equipped, designed, or used for bulk collection activities or mass
surveillance. The FBI uses all tools and equipment, and conducts all investigations, in
accordance with the Attorney General Guidelines and the FBI's Domestic Investigations
and Operations Guide (DIOG).

o FBI registers planes covertly to protect the assets and the personnel (similar to
unmarked police cruiser)

@]

®  FBl’s Aviation Program:
o b3
b7E

@)
@)

@]

e Approvals/Authorities:
o Requests for FBI surveillance are initiated for active investigations in our Field
Offices and approved by GS 15 ASAC.

EFF CELL-1152



o All requests are conducted in full compliance with AG guidelines and the FBI’s
DIOG.

o DIOG requires all airborne video be recorded and entered into the FBI’s ESLUR
storage system. Video is retained as evidence associated with a specific case and
disposed of in accordance with FBI ELSUR policy. (10 years after case closes-
ELSUR destroyed.)

® Physical surveillance is the deliberate observation of persons, places, or events, on
either a limited or continuous basis, in areas where there is limited reasonable
expectation of privacy.
o FBI does not engage in routine ‘patrols’ or other widespread collection from the
air
o Baltimore and Ferguson — LE request to fill a capability and capacity gap, also to
protect innocent bystanders (FBI mission balances civil liberties, public safety
and national security.)

@]

® Bl uses its aircraft as a force multiplier to FBI personnel conducting investigations —
aircraft provides situational awareness not otherwise apparent from the ground.

o Aircraft can advise ground personnel of upcoming traffic jams for investigative
personnel conducting surveillance from the ground.

o Aircraft can maintain|

o AIrcraft are equipped Tor real time video downlink. This allows Image being seen
in the aircraft to be viewed by investigators, a tactical team, or in an FBI
command post. This is a critical capability when providing situation awareness to
those who need it.

¢ No FBIl aircraft are permanently equipped with any cell phone tracking or site
simulator equipment.
o Use of this technology on airborne platforms is extremely rare
o |

o WHhen used, it 15 With legal authority

OTD/0GC

b7E

EFF CELL-1153



ALL IHUATION (LETATRED
HERFEIH 15 UHCIASSTE IF]
L&TE 11-03-2018 By CREWEER1] HNSILC

b6
From: (OTD) (FBIy </O=FBI/QU=EIRST e
ADMINISTRATIVE GROUP/CN=RECIPIENTS/CN | b7E
Sent: _'Eh.l.u‘sdaAgA.n.Li.Lf4, 2014 1:27:32 PM
To: (OGC) (FBI lloco)\FBI):
: [oGTTFET) WF) (FBI);
PTD) (FRI)
Cc: J(OTD) (FBI) (OTD) (FBI)
Subject: FW. Airborng F-- UNCLASSIFIED/
Classification: UNCLASSIFIED//L
{Li} = LI O ekl [formation marked ;‘:‘_!,.{/Egm this document is the property of F8i and may be distributed within the
Federni Governrment {ond its contractors), US intelligencs, low enforcernant, public sofety or grotection officials and individuais with ¢ need 1o
kaow, Distribution beyond these entities without FBI guthorizatinon is prohibited. Precautions should be taken to ensure this Information is stored
gind/or destroyed in g manner that preciudes unouthorized access, information bearing the LES caveat may not be used in feqal proceedings
without first receiving outhorization from the originating ngency. Recinients are prohubited from subsequently posting the information marked
LES ob o website or an ubcigssified network,
FYlL | expect these reguesis to go up as fisld offices and CID lzarn of the airbormne option.
From: OTD) (FBI)
Sent: 014 10:23 AM
To D) (FBI)
Subject: RE: Airborng --- UNCLASSIFIED
Classification: UNCLASSIFIED
Yes, thanks.
b3
b5
From] [(0TD) (FBI) b6
Sept: Thursdav, Aoril 24, 2014 9:35 AM b7¢
To OTD) (FBI) b7E

Subject: RE: Airborng --- UNCLASSIFIED

Classification: UNCLASSIFIED

EFF CELL-1154



b6
b7C
b7E

Let me know what you think,

Thanks

Classification:

UNCLASSIFIED/ZBEE_

EFF CELL-1156



From: | [(OTD) (FBI) </O=FBI/OU=FIRST ADMINISTRATIVE GROUP/CN=RECIPIENTS/CN=|:| b6

Sent:  Tuesday, April 01, 2014 1:08:08 PM b7C

To: | OGC)(FBI |OGC)(FBI); BEAN, WL SCOTT lll (WF) (FBI); OTD) b7E
=]

Cc: C) (FBI) ALL IWHFORAATION CUHTAIHNED

Subject: TAITDOrn proof of concept --- UNCLASSIFIEDM HERRIN I Mo la=s1vIED

b5

From OTD) (FBI)

Se mmm'_m“ 12042 PM

To QqrD) (FBI) 1Ir| ko) (FBI)
Subject: RE: Airborne broof of concept --- UNCLASSIFIED//FOUQ

Classification: UNCLASSIFIED/M

just checking in. 1 am having a difficult time finding the bottom of my inbox so | apologize if you have answered the below. Do we have any forward

progress?

From _iOTD) (FBI)
Sent: Moidav. Marcn 17, 2014 3:11 PM

To: (OTD) (FBL
Cc: TD)(FBI); [oTD) (FBI)
Subject: Airborn proof of concept --- UNCLASSIFIED

Classification: UNCLASSIFIED/M

b7C
b7E

To follow-up on our meeting from a few weeks ago, were you able to develop a proof of concept test and timeline fo

I would like to make sure this moves forward and we can implement a test scenario for them in the near future.

Thanks,

]

SSA | |
I

Technical Programs Section
Operational Technology Division

Classification: UNCLASSIFIED//b(

EFF CELL-1157
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&Ll THFURLATION (DRTATRED
HEHEIN 15 UNLIARSTE IR}
HatTE 11-02-2015 BY L6EW46H11 HEILG

without further retention or dissemination vise required by law). Please notify the sender of
the error by g separate e-mail or by calling b6
b7C

From: [OTD) (FBI)

Sent: Wednesdav. June 17, 2015 3:01 PM

To: DO)(EBLL YACONF 1AMES E (IR) (FBI); RICHARDSON, STEPHEN (OTD) (FBI);

BURRELL, JAMES (OTD)(EBL ER)(CON) PGC)(FBI); SABOL,

SH | I'I'IT! (ERIN

Cc [3TD) (FBL; (OTD) (FRNM (OTD)

(FBD) OTD)(FBLY; AQ_DIVIZ_ESU_DATA (OTD) (FBI);

DO (FBI)
ubject: RE: ED: New Request for FBI Aviation Briefing to House Judiciary Committee ---

UNCLASSIFIED

Classification: UNCLASSIFIED

TRANSITORY RECORD

it appears that AD Richardson is available, but we will need OGC.

From| DO)(FBI)

Sent: Wednesday, June 17, 2015 10:30 AM

To: YACONE, JAMES F (IR) (FBL)J PTD) (FBI);: RICHARDSON, STEPHEN (OTD) (FBI);

BURRELL, JAMES (OTD)(FBI); ER)(CON)I OGC)(FBI); SABOL,

SH L

Cc IOTD) (FBI)] |(OTD) (ERIM OTD)

(an-i OTD)(FBI); HO DIVIB ESU_DATA CALLS;| [oTD) (FBI);
| DOY(FBI) |DO) (FBI)

Subject: UPDATED: New Request for FBI Aviation Briefing to House Judiciary Committee ---

UNCLASSIFIED

Importance: High

Classification: UNCLASSIFIED

TRANSITORY RECORD b6

b7cC

Al
The Committes is available on Monday july 6" eithar morning or afternoon.
Are briefers availabile on this date?

Please advise,
Thank you.

EFF CELL-1158



all IMFURGATION (DIRTATRED
HESRIH 15 UMCLAESSTE FD
DatTE 11-02-2010 BY LeEW46H1] HEILG

From: (OTD) (FBI) </O=FBI/OU=FIRST b5
ADMINISTRATIVE GROUP/CN=RECIPIENTS/CN{ | bé

Sent: Tuesdav. June 30. 2015 1:38:43 PM b7c

To: OGC)(FBI): [oTD) (FBI) b7E

Cc: OTD) (FBI) JoTD) (FBI)

Subject: FVW. UPDATED: New Request for FBI Aviation Briefing to House Judiciary

Committee --- UNCLASSIEIED

Attachments: ILQLLQLLM,O-ZO'] 5 |

Classification:

UNCLASSIFIED

TRANSITORY RECORD

for your review and tweaking, hara's theDespmse document to the June 5 letter from

certain House Representatives. it's similar o the lune 3 House letter and corresponding FBi response

captured in | suggest this latest response be added to that axisting

task.

From: DO) (FBI)

Sent: Mondav. June 29, 2015 12:38 P

To: | (IR) (FBI) IDO)(FBI)| loTD) (FBI);
[OGC)(FBI)

o lo7D) (FBI) |(OTD) (FBIY OTD) bé

(ERNY] i OTD)(FBI); AHQ_DIVI8_ESU_DATA_CALLS] [OTD) (FBI); b7cC
[OGC)(-BIr; YACONE. JAMES E (JR) (FBI); RICHARDSON, STEPHEN (OTD) (FBI); b7E
OTD)(FBI); ER)(CON); SABOL, SHERRY E. (OGC) (FBI);

(DO) (FBI)

Subject: RE: UPDATED: New Request for FBI Aviation Briefing to House Judiciary Committee ---
UNCLASSIFIED

Classification:

UNCLASSIFIED

TRANSITORY RECORD

Hello, thaere was an additional letter sent from the House of Representatives with spacific questions
concerning the Aviation program, although it is focused solely on the use of airborne call simulator
techneiogy. The signatories to this letier will be invited to the July 5" briefing as wail and a copy is

attached.

254

Office of Congressional Affairs

EFF CELL-1159



From DO) (FBI) ij .
Sent: Mondav. line 22 2015 2:37 P
To: IR) (FBI) DO)(FBI); OTD) (FBI);
|()G(')(FBI)
I'C_c: kOTD) (FBI) ko) (EeD] OTD)
(FB0 ODTD)(FBI); _CALLS OTD) (FBI);
I KOGCYFRI): YACONE, JAMES F (IR) (FBI); RICHARDSON, STEPHEN(OTD) (FBI):
TD)(FBI ER)(CON); SABOL, SHERRY E. (OGC) (FBI);
DO) (FBI)
Subject: RE: UPDATED: New Request for FBI Aviation Briefing to House Judiciary Committee ---
UNCLASSIFIED
Classification: UNCLASSIFIED
TRANSITORY RECORD
Hello - House Judiciary Committee staff briefing on the aviation program and cell site simulators will
now be on luly &M at 1:090 pr. Please let me know it that presents any problems. Thanks.
2¢ b6
554 | Be

Otfice of Congressional Affairs

From| DO) (FBI)
Sent: Thursday, June 18, 2015 11:50 AM
To: |(IR) (FBD)] [DO)(FBI)
Cc: [O7D) (FBI); (OTD) (EBL) oTD)
(FR OTR)(EBLT: —DATA_CALLS;| [[OTD) (FBI);
| OGCIEBI) OTD) (FBI); YACONE. JAMES F (IR) (FBD):

HEN (OTD) TEBIELBURRELL, JAMES (OTD)(FBI) ER)(CON);
SABOL, SHERRY E. (OGC) (FBI); DO) (FBI)

Subject: RE: UPDATED: New Request for FBI Aviation Briefing to House Judiciary Committee ---
UNCLASSIFIED

Classification: UNCLASSIFIED

TRANSITORY RECORD

Apologies, apparently | spoke to soon. Committee changed their mind and cannot do it the 26" now.
Too many staffers will not be able to make it that late in the day - Congress is cm recess the following
weelk so a lot of people will be out. Congress is not back in session until fuly 6" so that is the next

possible day we can do it

i the 6 doss not work we can try to schedule for the 137, Please advise on availability, thanks,

EFF CELL-1160



From] DO) (FBI) o

Sent: Thursdav._Tune 18 2015 8:16 AM b7C
To; (IR) (FBL) [DO)(FBI)
Cc: kTD) (FBD) OTD) (FBD)| kOTD)
(FBTH (OTMMI?_ESU_DATA_CALLS [(OTD) (FBI);
OGC)(FBI) OTD) (FBI); YACOPE—IAMECS E /TD) /ERTY
—RICHARDSON, STEPHEN (OTD) (FBL): BURRELL, JAMES (OTD)(FBI (ER)(CON);
SABOL, SHERRY E. (OGC) (FBI); |DO) (FBI)

Subject: RE: UPDATED: New Request for FBI Aviation Briefing to House Judiciary Committee ---
UNCLASSIFIED

Classification: UNCLASSIFIED

TRANSITORY RECORD

Committes can do 2:30 on June 267, | will confirm with them early this afternoon so please let me know
if that date/time does it work for some reason |

| ts an FBE datailes to the Judiclary Committes and will attend the briefing. :i
b7C
s34

Office of Congressional Affairs

From:| KIR) (FBI)

Sent: Wednesdav, June 17, 2015 6:18 PM

To (DO)(FBI)

Cc LOTD) (FBD); OTD) (FBL)/| koTD)

(FBIY] OTD)(EBLY, HO DIVI8 ESU_DATA_CALLSI [OTD) (FBI);
[(DOY (FBI); OGC)(FBI){ [OTD) (FBI); YACONE,

(ER)(CON); SABOL, SHERRY E. (OGC) (FBI)
: UPDATED: New Request for FBI Aviation Briefing to House Judiciary Committee ---
UNCLASSIFIED

JAMES F fIR) (FBI); RICHARDSON, STEPHEN (OTD) (FBI); BURRELL, JAMES (OTD)(FBI)| |
ubject:

EFF CELL-1161



Classification: UNCLASSIFIED

TRANSITORY RECORD

I:l i possibie can wa do this on the first date suggested June 26", but later in the day—anytima b5
- o . . bé
3:30 p.m. or later. z:‘E‘ﬂEE!iE‘Cl im the low-side and he advised that he would be available at
. . b7C
3:30 that day or later. Let us know,.Again)
Thanks for whatever you can arrangs socnesti!
Special Assistant to the Assistant Director
Critica! incident Response Group
desk)
bbb
From| OGC)(FBI)
Sent: Wednesdav, June 17, 2015 4:58 PM
To: (OTD) (FBI); DO)(FBI); YACQNE 1AMES F (IR) (FRI);
RICHARDSON, STEPHEN (OTD) (FBIY; BURRELL, JAMES (OTD)(FBI) (ER)(CON);
SA C) (FBI) [(IR) (FBI)
Cc (OTD) (FBI)} [(OTD) EBD) kOTD)
(FBI OTD)(FBI); HQ_DIV18_ESU_DATA_CALLS; |(OTD) (FBI);
DOJ (FBI)
Subject: RE: UPDATED: New Request for FBI Aviation Briefing to House Judiciary Committee ---
UNCLASSIFIED
Classification: UNCLASSIFIED b6

TRANSITORY RECORD

P available.

[ 1

Associate General Counsel
Chief, Science & Technology Policy & Law Unit

F

0

BB: |

E-MaTtoy ic.fbi.gov
E-Mail (S): (cithisgov.goy

Confidentaiiny Satement This message is ransputied to you by the Gffice of the (General Counsel of the
Fedoral Buwreau of lvestigation. The message, along with any attachments, mav be confidential and
tegally pruvileged. I vou are not the mtended recipiont of this message, pleass desiroy it promptly

EFF CELL-1162



F81 OCA

From: YACONE, JAMES F (IR) (FBI)

Sept: Tuesdav, June 16, 2015 5:37 PM

To DO)(FBL){ [OTD) (FBI); RICHARDSON, STEPHEN (OTD) (FBI);
BURRELL, JAMES (OTD)(FBI) ER)(CON) OGC)(FBI); SABOL,
SHERRY E. (OGC) (FBI
Cc (OTD) (FBI) |(OTD) (ERTY:| [OTD) b6

(FB I)! OTD)(FBI); HQ_DIV18_ESU_DATA_CALLS [OTD) (FBI) b7C
Subjectr RE! _ for FBI Aviation Briefing to House Judiciary Committee --- UNCLASSIFIED b7E

Classification: UNCLASSIFIED

TRANSITORY RECORD

All, am not available from fune 28 — July 1. Vil be TDY ml
| am avaiiaive on June 267

From: DO)(FBI)
Sent: TESdav_Tune 16, 2015 5:09 PM

To OTD) (FB_D'_R]Q;{A&%QNﬂiPHEN (OTD) (FBIL); YACONE, JAMES F (IR) (FBI);
BURRELT, JAMES (O1D)(FBI) ER)(CON)| |(0GC)(FBI); SABOL,

SHERRY E. FBI
Cc: koTD) (FBD) |comD) (FBD)] lloTD)

(ERIY] (OTD)(FBD); _CALLS; (OTD) (FBI);
| BOY(FBI)
Subject: RE: New Request for FBI Aviation Briefing to House Judiciary Committee --- UNCLASSIFIED

Classification: UNCLASSIFIED b6

TRANSITORY RECORD

Mave asks if we can push to the week of the 29— that 26™ does not work. Will advise once |
hear back.

Thanks

From: [OTD) (FBI)

Sent: Tuesdav. June 16, 2015 3:50 PM
To: (DO)(FBI); RICHARDSON, STEPHEN (OTD) (FBI); YACONE, JAMES F (IR) (FBI);
BURRELTL, JAMES (()TD)(FBI);I ER)(CON)| |(OGC)(FBI); SABOL,

SHERRY E. (OGC) (FBI
Cc QTD) (FBI) |(OTD) EBD (OTD)

(FBI);| (OTD)(FBI}); _CALLS (OTD) (FBI);

EFF CELL-1163



| DO) (FBI)
ubject: RE: New Request for FBI Aviation Briefing to House Judiciary Committee --- UNCLASSIFIED

Classification: UNCLASSIFIED

TRANSITORY RECORD

is it at all possible to pick a different date for the aviation briefing? OGC is not availabla.
Thanks,

From DO)(FBI)
Sent: Tuesday, June 16, 2015 2:50 PM

EPHEN (OT] - MES F (IR) (FBI); BURRELL, JAMES (OTD)(FBI);
(ER)(CON); QGC(EBI); SABOL, SHERRY E. (OGC) (FBI)
C QTD) (F |(OTD) f=ans TD)

(FBIT] OTDYERIY: HO DIVI8_ESU_DATA CALILS OTD) (FBI); b6
| [DONFBL); lOTD) (FBI O) (FBl) b7C
Subject: New Request for FBI Aviation Briefing to House —UNCLASSIFIED

Importance: High

Classification: UNCLASSIFIED

Houss fudiciary Committee staff have now asked for the same FBI Aviation briefing that many of you will
be providing to Senate Judiciary Committes tomorrow, the 177,

Houss staff are interested in recaiving the briefing on Friday funs 26 praferably at 10:00am.

Please indicats soonest i you are available to brief on this date at that time. f not, we will ask
committee to choose another date/time.

Thank you

Fiil Congressional

Classification: UNCLASSIFIED
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Classification:

UNCLASSIFIED

EFF CELL-1165



&Ll THCBRLATION (DRTATRED
HEREIN 15 UNLLASSTE IFI)

HATE 11-00-2015 BY Deswdanil BRICO
UNCLASSIFIED//LAW E SITIVE

Operational Technology Division/Technical Surveillance Section/Tracking
Technology Unit {(TTU)

Responses to June 5, 2015 letter from Representatives Loretta Sanchez, Justin Amish,
Derek Kilmer, David Schweikert, Michael Capuano, Jason Smith, Beto O Rourke, Jeff
Duncan, Earl Blumenauer, Tim Huelskamp, Madeline Bordallo, Walter Jones, Jr., Raul
Labrador, and Louie Gohmert.

Referenced questions and TTU responses:

b5
b7E

UNCLASSIFIED//LAW E ITIVE

MMEVF&EA&IM@' The information in this document is the property of the Federal Bureau of Investigation

(FBI) and may be distributed within the Federal Government (and its contractors), U.S. intelligence, law enforcement, public
safety or protection officials and individuals with a need to know. Distribution beyond these entities without FBI Operational
Technology Division authorization is prohibited. Precautions should be taken to ensure this information is stored and/or
destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in legal
proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subsequently
posting the information marked LES on a website on an unclassified network.

EFF CELL-1166



UNCLASSIFIED//LAW ENF SITIVE

b5
b7E

ummsswmo//mw
EFF CELL-1167



UNCLASSIFIED//LAW E ITIVE

b5

b3
b7E

UNCLASSIFIED//LAW E SITIVE
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aLL ITMeORLATICH (TR INED
HEREIN 15 UM LASSTEIRT
O&TE 11-03-20105 By CHEW4ERI11 NSliG

@Congress of the Wnited States
Washington, AC 20515

June 5, 2015

Director James B. Comey

Director of the Federal Bureau of Investigation
Federal Bureau of Investigation Headquarters
935 Pennsylvania Avenue, NW

Washington, DC 20535

Dear Director Comey,

On June 2, 2015, the Associated Press (AP) reported (article attached) that the FBI has been
operating a “small air force...carrying video and, at times, cellphone surveillance technology —
all hidden behind fictitious companies that are fronts for the government.” In fact, the report
states that in a span of 30 days, the FBI flew throughout 11 states, many in heavily populated
urban areas, such as Southern California, the Midwest, and the Northeast.

We realize that the FBI routinely assists local law enforcement authorities in surveillance for
ongoing investigations and at the request of the local law enforcement agency. However, it
appears that many of the aerial surveillance operations go beyond local law enforcement and in
fact, use cellphone data capture devices to monitor potential suspects. The article states that the
electronic signals collection technology, used by the FBI, would set up “cell-site simulators.” As
such, during the course of an investigation, the technology could be used to capture cellphone
information of individuals not suspected of a crime. Therefore, we request the following
information:

e To the extent possible, we request you provide the number of incidences that this
technology has been used during aerial surveillance operations.

e To the extent possible, we request the number of incidences this technology was
authorized by a search warrant.

o To the extent possible, we request the legal approval process in which instances a search
warrant didn’t authorize the use of cell-site simulators.
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e To the extent possible, we request you provide the number of incidences in which
individuals not suspected of a crime had their cellphone data captured during aerial
surveillance operations.

e To the extent possible, we request the role the FBI’s Office of Integrity and Compliance
has in creating the policy on the usage of such technology.

We understand the important role the FBI has in protecting our country, and the sensitive nature
your work entails. However, as Members of Congress, it is our duty to address any concerns that
have been raised by the public regarding this program. In doing so, we would like to continue
this dialogue with your office and ask you promptly respond to our requests.

Sincerely,

Lor\e@a/ Sancheg/ Justin Amash

Member of Congress Member of Congress
Derek Ki David Schweikert

Member of Congress Member of Congress

Michael Capq{mo Jason Smith
Member of Congress Member of Congress
Bebs OReuveke. \ @ R

Beto O’Rourke tff uncan
Member of Congress ember of Congress

]
/m’{w&ﬁp
Earl Blumenauer Tim Huelskamp v

Member of Congress Member of Congress

EFF CELL-1170



Wbl 7 Bncully Hobtoe B pones

/ Madeline Bbrdallo Walter JoneSMr.
Member of Congress Member of Congress

b0 Roftbwdo  j 7.7~

Ratl Labrador Louie Gohmert
Member of Congress Member of Congress

EFF CELL-1171



ALL THMFOBLATION (UNTATNED
HEBEIN 18 UNLLASS1E [RED
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AP

I
FBI behind mysterious surveillance aircraft

over US cities

By JACK GILLUM, EILEEN SULLIVAN and ERIC TUCKER
WASHINGTON (AP) — Scores of low-flying planes circling American cities are part of a
civilian air force operated by the FBI and obscured behind fictitious companies, The Associated

Press has learned.

The AP traced at least 50 aircraft back to the FBI, and identified more than 100 flights in 11
states over a 30-day period since late April, orbiting both major cities and rural areas. At least
115 planes, including 90 Cessna aircraft, were mentioned in a federal budget document from
2009.

For decades, the planes have provided support to FBI surveillance operations on the ground. But
now the aircraft are equipped with high-tech cameras, and in rare circumstances, technology
capable of tracking thousands of cellphones, raising questions about how these surveillance

flights affect Americans' privacy.

"It's important that federal law enforcement personnel have the tools they need to find and catch
criminals," said Charles Grassley, chairman of the Senate Judiciary Committee. "But whenever
an operation may also monitor the activities of Americans who are not the intended target, we
must make darn sure that safeguards are in place to protect the civil liberties of innocent

Americans."

The FBI says the planes are not equipped or used for bulk collection activities or mass
surveillance. The surveillance equipment is used for ongoing investigations, the FBI says,
generally without a judge's approval.

The FBI confirmed for the first time the wide-scale use of the aircraft, which the AP traced to at
least 13 fake companies, such as FVX Research, KQM Aviation, NBR Aviation and PXW
Services.
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"The FBI's aviation program is not secret,” spokesman Christopher Allen said in a statement.

"Specific aircraft and their capabilities are protected for operational security purposes."”

The front companies are used to protect the safety of the pilots, the agency said. That setup also
shields the identity of the aircraft so that suspects on the ground don't know they're being
followed.

The FBI is not the only federal law enforcement agency to take such measures.

The Drug Enforcement Administration has its own planes, also registered to fake companies,
according to a 2011 Justice Department inspector general report. At the time, the DEA had 92
aircraft in its fleet. And since 2007, the U.S. Marshals Service has operated an aerial surveillance
program with its own fleet equipped with technology that can capture data from thousands of
cellphones, the Wall Street Journal reported last year.

In the FBI's case, one of its fake companies shares a post office box with the Justice Department,
creating a link between the companies and the FBI through publicly available Federal Aviation
Administration records.

Basic aspects of the FBI's program are withheld from the public in censored versions of official
reports from the Justice Department's inspector general, and the FBI also has been careful not to
reveal its surveillance flights in court documents. The agency will not say how many planes are

currently in its fleet.

The planes are equipped with technology that can capture video of unrelated criminal activity on
the ground that could be handed over to prosecutions. One of the planes, photographed in flight
last week by the AP in northern Virginia, bristled with unusual antennas under its fuselage and a

camera on its left side.

Some of the aircraft can also be equipped with technology that can identify thousands of people
below through the cellphones they carry, even if they're not making a call or in public. Officials
said that practice, which mimics cell towers and gets phones to reveal basic subscriber

information, is used in only limited situations.

"These are not your grandparents' surveillance aircraft," said Jay Stanley, a senior policy analyst
with the American Civil Liberties Union. Stanley said the flights are significant "if the federal
government is maintaining a fleet of aircraft whose purpose is to circle over American cities,
especially with the technology we know can be attached to those aircraft."
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The Justice Department recently published a privacy policy for its agencies' use of drones and
unmanned aircraft systems. But that policy does not apply to piloted aircraft. An FBI spokesman
said the FBI's flights comply with agency rules.

Those rules, which are heavily redacted in publicly available documents, limit the types of

equipment the agency can use, as well as the justifications and duration of the surveillance.

Evolving technology can record higher-quality video from long distances, even at night, and can
capture certain identifying information from cellphones using a device known as a "cell-site
simulator” — or Stingray, to use one of the product's brand names. These can trick pinpointed
cellphones into revealing identification numbers of subscribers, including those not suspected of

a crime.

The FBI has recently begun obtaining court orders to use this technology. Previously, the Obama
administration had been directing local authorities through secret agreements not to reveal their
own use of the devices, even encouraging prosecutors to drop cases rather than disclose the

technology's use in open court.
Officials say cellphone surveillance from FBI aircraft was rarely used.

Details confirmed by the FBI about its air force track closely with published reports since at least
2003 that a government surveillance program might be behind suspicious-looking planes slowly
circling neighborhoods.

One such plane was spotted during the recent disturbance in Baltimore that followed the death of
25-year-old Freddie Gray, who sustained grievous injuries while in police custody. In that
instance, the FBI was helping local police with aerial support, which it occasionally does when
asked. Those types of requests are reviewed by senior FBI officials.

During the past few weeks, the AP tracked planes from the FBI's fleet on more than 100 flights
over at least 11 states plus the District of Columbia, most with Cessna 182T Skylane aircraft.
These included parts of Boston, Chicago, Dallas, Houston, Minneapolis, Phoenix, Seattle and
Southern California.

Some flights orbited large, enclosed buildings for extended periods where aerial photography
would be less effective than electronic signals collection. Those included above Ronald Reagan
Washington National Airport and the Mall of America in Bloomington, Minnesota.

David Gomez, a former FBI agent who oversaw parts of the aviation surveillance program over

the course of his career, said the FBI surveillance aircraft are used to assist surveillance on the
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ground. For example, if a plane is following a suspect in a vehicle, an FBI ground surveillance

team can lag behind so as not to blow their cover, Gomez said.

After The Washington Post revealed flights by two planes circling over Baltimore in early May,
the AP began analyzing detailed flight data and aircraft-ownership registrations that shared
similar addresses and flight patterns. That review found that some FBI missions circled above at
least 40,000 residents during a single flight over Anaheim, California, in late May, according to
Census data and records provided by the website FlightRadar24.com.

Most flight patterns occurred in counter-clockwise orbits up to several miles wide and roughly
one mile above the ground at slow speeds. A 2003 newsletter from the company FLIR Systems
Inc., which makes camera technology such as seen on the planes, described flying slowly in left-

handed patterns.

Gomez said the aircraft circle to the left because the pilot sits on the left side. He said different
flight formations are used depending on circumstances on the ground, such as whether a suspect

is on the move.

The FBI asked the AP not to disclose the names of the fake companies it uncovered, saying that
would saddle taxpayers with the expense of creating new cover companies to shield the
government's involvement, and could endanger the planes and integrity of the surveillance
missions. The AP declined the FBI's request because the companies' names — as well as
common addresses linked to the Justice Department — are listed on public documents and in

government databases.

Recently, independent journalists and websites have cited companies traced to post office boxes

in Virginia, including one shared with the Justice Department.

Included on most aircraft registrations is a mysterious name, Robert Lindley. He is listed as chief
executive and has at least three distinct signatures among the companies. Two documents include
a signature for Robert Taylor, which is strikingly similar to one of Lindley's three handwriting

patterns.

The FBI would not say whether Lindley is a U.S. government employee. The AP unsuccessfully
tried to reach Lindley at phone numbers registered to people of the same name in the Washington
- area.

Law enforcement officials said Justice Department lawyers approved the decision to create
fictitious companies and that the Federal Aviation Administration was aware of the practice. The
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FBI has been doing this since at least the late 1980s, according to a 1990 report by the then-

General Accounting Office.

Associated Press writers Sean Murphy in Oklahoma City; Joan Lowy and Ted Bridis in
Washington; Randall Chase in Wilmington, Delaware; and news researchers Monika Mathur in
Washington and Rhonda Shafner in New York contributed to this report.
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From: HQ_DIV18_ESU_DATA_CALLS </O=FBI/OU=EXCHANGE
ADMINISTRATIVE GROUP
(FYDIBOHF23SPDLT)/CN=RECIPIENTS/CN=ESU
_DATA_CALLS9EFCCD89410548068AD5928A5687B6D49F9003>

Sent: IJALed.n.esday_.u.Lhuj.|2015 10:07:02 AM
To: DO) (FBI) b6

Cc: oTD : SU_DATA_CALLS: b7cC
[OTD) (FBL: (OTD) (FB b7E
(OTD) (FB ¥ TD) (FBD
TD) (FBI) TD) (FBI)
OGC)(FBI) ’
Subject: response - Action item from June 17, 2015 Aviatign briefing to the Staff

of the Senate Judiciary Committee --- UNCLASSIFIED
Attachments: OTD_TTU_AAR_Senate_StafferMeeting_06_17_2015.docx; Aviation briefing
June 17_2015 - ESU Tasking 476.docx

Classification: UNCLASSIFIED//NOEGRN#FLES

TRANSITORY RECORD

(U) L AL ENFOREERENTSENSIIVE: The information marked (UMn this document is the property

of FBI and may be distributed within the Federal Government (and its contractors), US intelligence, law
enforcement, public safety or protection officials and individuals with a need to know. Distribution
beyond these entities without FBI authorization is prohibited. Precautions should be taken to ensure this
information is stored and/or destroyed in a manner that precludes unauthorized access. Information
bearing the LES caveat may not be used in legal proceedings without first receiving authorization from
the originating agency. Recipients are prohibited from subsequently posting the information marked LES
on a website or an unclassified network.

Attached are the following for your dissemination as appropriate:

OTD’s response to the question posed by one of the staffers during the Aviation Briefing held on June
17, 2015 to the Staff of the Senate Judiciary Committee.

Background: b6
SSA:Ffter Action Report from the Aviation Briefing held on June 17, 2015 to the Staff of b7¢C
the Senate Judiciary Committee

Thank you,

Executive Support Unit
Operational Technology Division

LocatiMu.ami.mLEBlF
Desk:

Mobile:l |
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Classification: UNCLASSIFIED//NOECRNwtIET
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ALl THFORAT IO COHTATHET
HEREIN I3 UNCLASSIFIED
DAETE 11-0°-001F Ry LabWden 1 Nello

UNCLASSIFIED/ ZNDPerezlls

Operational Technology Division (OTD)
Technical Surveillance Section (TSS)

Action Item from Awviation Briefing June 37, 2015

Senator Grassley’s staffer requested additional details on the procedures for altering a cell-site
simulator to allow it to intercept and record any electronic communication. Since the depth
and breadth of information for such a reply was not readily available, FBI personnel advised
that they would communicate a response directly to the staffer, who was the only individual in
the meeting that expressed a desire to review such data

OTD response:

Excerpt from the FBI Technology-based Tagging, Tracking, and Locating Policy Implementation
Guide:

b7E

Author: U(Q b6
Date: 7/14]T5 b7c

Approver: DAD James Burrell
UNCLASSIFIEMM
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ALl THFCRAIRT TOH CUHTATHETE
HEREIN I3 UNCIASSIFIED

DaTE 11-09-20158 By Deeddenil HET
UNCLASS|F|EDM

g

Operational Technology Division/Technical Surveillance Section/Tracking
Technology Unit {(T'TU)

Drafted by SSA PM for

06/17/2015

OTD/TSS/TTU After Action Report (AAR) for Meeting with Senatonial Staft on

Responses to June 3, 2015 Letter from Sen. Al Franken bé
b7C

FBI Personnel: AD Stephen Richardson, AD James Yacone, Staft Attomevl SSA b7E

(SME for Cell Site Simulators [C8Ss]), OCA: 884

Unclassified Meeting:

FBI met with approximately 25 Senate staffer to discuss responses to Senator Franken letter,
dated June 3, 2015, At the meeting, AD Yacone addressed respouses to the letter dealing with
the aviation program and technology aboard FBI's planes. AD Richardson addressed issues
regarding CS8S devices, in particular airborne capabilities, deployments, and mission statistics.
The Senate stafters were advised that there were a total of five CSS airborne missions.

The majority of questions were directed at AD Yacone regarding airborne missions and
concerns regarding aerial surveillance directed at groups or individuals exercising 1%
Amendment Rights. The staffers were informed that both FBI and USDOJ policy strictly
prohibit investigative conduct and intelligence coliection directed at individuals or groups who
are exercising their 1¥ Amendment Rights. The staffers were also advised that FBI's practices
were in fine with its policy. In addition, AD Yacone directly refuted allegations from recent
articles on the usage of aviation assets to conduct the bulk collection of information on innocent
citizens.

Additional questions were focused on the recent flight mission in Baltimore, MD that occurred
during the protests regarding the death of Freddie Gray. Staffers were informed that the request
for FBI aviation assets came from the City of Baltimore. They were also advised that the FBI's
aviation asset was directed over areas of apparent criminal activity, such as arson sites, and not
at areas where protestors were gathering peacefully.

UNCLASSIFIED/LAW ENE

VE Jhe information in this document is the property of the Federal Bureau of Investigation
(FBI) and may be distributed within the Federal Government (and its contractors), U.S. intelligence, law enforcement, public
safety or protection officials and individuals with a need to know. Distribution beyond these entities without FBI Operational
Technology Division authorization is prohibited. Precautions should be taken to ensure this information is stored and/or
destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in legal
proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subsequently
posting the information marked LES on a website on an unclassified network.
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UNCLASSIFIED//LAW E ITIVE

After approximately 15 minutes, all questions regarding the FBUs aviation program and the
CSS devices appeared to be satisfactonily answered with exception of one guestion from a

member of Senator Grassley’s staff |

Close/Classified Session:

bé
b7C
b7E

Action Items:

TTU will begin collecting responsive information for Senator Grassley’s staffer. The
information will likely be designated as “Law Enforcement Sensitive”. This information will
be sent to OTD’s Executive Management on 06/18/2015.

ummssme/M
EFF CELL-11B1



AlLL TH-ORET IO COHTATHED
HEREIN 12 UHCLASSTF1ED
DAETE 11-00-0015 BY (hewdben 1 HST G

From: | OTD) (FBI) </Q= U=FIRST ADMINISTRATIVE bé
= IPIENTS/CN ] b7cC

Sent: Tuesday, June 16, 2015 2:12:4
To: RICHARDSON, STEPHEN (OTD) (FBI); BURRELL, JAMES (OTDYWEBD:
BROOKS, BRIAN K (OTDY(EBN- HQ DIV18 FSU_DATA CALLS
OGC)(FBI), OTD) (FBI) |
DI TERND
Cc: |OTD)(FBI IOTD) (FBI);
,_le.L{.I;B.L).|_k—|(OTD)(FBI
TD)(FBI) OTD) (FBI)
Subject: esponse to Sen Franken CSS questions --- UNCLASSIFIED//LES

Attachments: OTD_Responses_to_Sen_Franken__06162015.docx

Classification: UNCLASSIFIED//

TRANSITORY RECORD

AD Richardson, DAD Burrell,
Here is the latest version for your approval. The red boxes indicate LES.

Classification: UNCLASSIFIE%
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From: | OGC) (FBI) </O=FBI/OU=FIRST ADMINISTRATIVE GROUP/CN=RECIPIENTS/CN=|:I b6
v 27 2014 12:52:54 PM b7C

To: (OTD) (FBD: BEAN. WL SCOTT Il (WFY(FBD bIE

Cc: (OTD) (EBL. lloce)EBIf !(OGC)(FBI
Subject: : atest SSUE - airborne capability ASSIFIED/

&Ll THFURLATION (DRTATRED

Classification: UNCLASSIFIEDLLB\';( PEREIN & T Aaa RiTh
DaTE 11-00-20158 By CeeWdenl]l HET00

{ ; ETIL MRS The information marked (LMR this document is the property of FBI and may be distributed within the
Federal Government {and Bs contractors), U5 intelligence, law enforcament, public safety or protection officials and individuals with a need to
know. Distribution bevond these entities withoul FB suthorization is prohibited. Precautions should be taken 1o ensure this information is
stored and/or destroyed in a manner that prechudes unauthorized access. information bearing the LES cavest may not be used in fegal
proceedings without first receiving authorization from the originating agency. Recipients are prohibited from subseguently posting the
information marked LES on a websie or an unclassified network.

) bs
Associate General Counsel and Unit Chief bé
Science and Technology Law Unit b7c
Office of the Genaral Counseal

{OFfY
(BE)
{Fax
{Sec

Confidentizlity Statement:

This message is ransmitted 1o you by the Office of the Genersl Counsel of the Federal Bureau of Investigation. The message, along with any
attachments, may be confidential and legally privileged. I vou are not the intended recipient of this message, please destroy it promptly
without further ratention or dissemination {unless othenwise required by law). Please notify the sender of the srror by 3 separzie e-mail or by
cailing

From: OTD) (FBI)
Sent: Thursday, February 27, 2014 11:33 AM
To: BEAN, W L SCOTT III (

Cc: oTD) (FBL (OGC)GBDI OGC)(FBI)] R kOGC)(FBI) b6
Subject: B8 Lates Ssue - airborne capability -- UNCLASSIFIED//RR bC

Classification: UNCLASSIFIED/ IR

e

(U, E: The information marked { (n this document is the property of FBI and may be distributed within the Federal Government (and its contractors), US
intelligence, law enforcement, public safety or protection officials and individuals with a need to know. Distribution beyond these entities without FBI authorization is prohibited. Precautions should be
taken to ensure this information is stored and/or destroyed in a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in legal proceedings without first
receiving authorization from the originating agency. Recipients are prohibited from subsequently posting the information marked LES on a website or an unclassified network.

Latest from th:|front:| have partnered and come up with an airbornel
capability (assisted technically by bt aI).| |
letc, and have support by They want an OTD commitment

My perspective on this now is that we want to consider reasonable requirements, but OTD should not commit to this unless and
until:




b5
b7E

Classification: UNCLASSIFIED_L_@(
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ALl THCRIATIOH (CHTATHED
HEBEIN 15 UNCLASEIE 1ED
LAatE 11-00-2015 HY CeeWderll HEILC

From: |

|(oTD) (FBI) </O=FBIIOU=EIRST

ADMINISTRATIVE GROUP/CN=RECIPIENTS/CN

;
Sent: IJALed.n.as.d.aLJ.Lm.eJ.Q 2015 7:23:51 AM
To: (OTD) (FBI) |arR) (FBLY;

[oToy FB))

[OGC)(FBI); |(OTD) (FBI);

Cc: | ER) (FBI)
Subject: . Alrborne Missions for Cell Site Simulators (CSS) --- SEB '«ﬂ!rc FORN

b6
b7C

 approve, Nice work nd team.

From(| (OTD) (FBI)

Sent: 157:11 PM

To: (IR) (FBI) (OGC)(FBI); (OTD)

(FB OTD) (FBI); OTD) (FBI)

Cc: (ER) (FBI)

Su H Issions for Cell Site Simulators (CSS) MM

Classification: M@P@L

ified By: C42W42B
Derived F : SIC dated 20130301
assify On: 20401231

Here is a synopsis of what | have obtained so far. The caveat is that the gj e missions are not

recorded in metrics. | also cannot locate any data in Sentinel and Therefore, the data | b6

have is based upon an urgent email request that was sent out to thefield There may be :;g

additional missions that can be reported in the future, when all the respond (the email was

sent 06/08/2015). Also, some of the missions might go back as far a whe had tried to

tart a nascent aerial capability. At that time, CSS gear was sent to

s
| |ha gear, but they sent it back for lack of

interest/usage. The POC for that program reached out specifically to those offices in

addition to the

ide email | sent. All offices reported back with the same stats as the ones

emailed to me. There may also be airborne missions that involved that are no longer in the
tech program or retired, so | cannot say for certain that the mission numbers are 100% accurate. So far,
we have five airborne missions reported.
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b6

Since this information is going to AD Yacone soon, | thought you should be keptin the b7C
immediate loop, but the attached document has not received approval for release yet from U( b7E
S —

<< File: Draft

Supervisory Special Agent
Operational Technology Division

Tracking Technology Unit

Office:
Mobilg
Faxe:

Classification: Mm
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From: OTD) (FBL</O= U=FIRST ADMINISTRATIVE
GROUP/CN=RECIPII’:NTS/CNf| |»
Sent: I_'Luas.daL.LLm.e_OB_ZC152:09:2 PM
To: OGC)(FBI QTD) (FBI
Cc: [ [OTD) (FBI) [OGT) (FBI)
(OGC)(FBI)

Subject: RE: Aibome[ | [Stats --- UNCLASSIFIED//EB8

TRANSITORY RECORD

b5
bé
b7C

b7E

Fam still not certain where those stats came from for the DY
' available the 10% and 117, and morning of the 12%,

Thanks,

From:l OGC)(FBI) be
Sent_TIEsdav_Ine 015 1:56 PM b7c

To: (OTD)(FBD) loTD) (FBI b7E
ccf (EBD); OGC) (FBI) OGC)(FBI)
Subject: Airborng Stats --- UNCLASSIFIED//FOUO

Classification: UNCLASSIFIED/ /B

TRANSITORY RECORD
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2 quick issues-

b5
b6
b7C
b7E

Thanks.

Associate General Counsel
Chief, Science & Technology Policy & Law Unit

F eneral Counsel
0 1 |
B

E-Mail (S) ihispov.soy

Confidentiality Statement: This message is transmitted to you by the Office of the General Counsel of the
Federal Bureau of Investigation. The message, along with any attachments, may be confidential and
legally privileged. If you are not the intended recipient of this message, please destroy it promptly
without further retention or dissemination (unless otherwise required by law). Please notify the sender of
the error by a separate e-mail or by calling
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ALl ITHORIRTIOH (CHTATHEDR
HEBEIN 18 UM LASSTEIED
LateE 11-00-2015 HY CeeWdpnll HETLL

From:

(OTD) (FBLL</O= =FIRST ADMINISTRATIVE

GROUP/CN=RECIPIENTS/CN?

Sent: I_'Luﬁdag.hmﬂﬁ_ﬂﬁ 2:16:18 P
To: 0GC)(FBI) OTD) (FBD

Cc: [oTD) (FBI [OGT) (7Bl
[OGCTFBI)
Subject: RE: Airborng Btats - UNCLASSIFIED//EU(

b5
b6

TRANSITORY RECORD b7c
b7E

From: (OGC)(FBI)

Se , 2015 2:11 BM

To OTD) (FBI

Cc: 'OTD) (FBD) (OGC)(FBI)

Subject: RE: Airborne ptats --- UNCLASSIFIED/

Classification: UNCLASSIFIED/AF0GG

TRANSITORY RECORD

Associate General Counsel

Chief, Science & Technology Policy & Law Unit

FBI Office of the General Counsel b5

O: |or b6

B | b7C

E-Mail (U)] fic.fbi.gov b7E

E-Mail (S) 0D 580V S0V

onfidentiality Statement: This mossage ts transmitted to vou by the Gifice of the General Counsel of the

Federal Borean of Investigation. The message, along with any attachments, may be confidential and
fegaily privileged. If vou are not the mtended recipient of this message, please destroy it promptly
without further retention or dissernmnation (unless otherwise required by law}). Please nonty the sender of

the error by a separate o-mail or by calling

From: (OTD) (FBI)
Sent: Tuesday, June 09, 2015 2:09 PM

To: OGC)(FBI) OID) (FBI

Cc: OTD) (FBD) OGCY (FBL); OGC)(FBI)

Subject: RE: Airborng

btats --- UNCLASSIFIED
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Thanks.

b5

bé

b7C

Associate General Counsel b7E
Chief, Science & Technology Policy & Law Unit
FBI Office of the General Counsel

o] o

BB:
E-Mm_lj@ic.fbi.gov
E-Mail (S): )fbisgov. gov

Confidentiality Statement: This message is transmitted to you by the Office of the General Counsel of the
Federal Bureau of Investigation. The message, along with any attachments, may be confidential and
legally privileged. If you are not the intended recipient of this message, please destroy it promptly
without further retention or dissemination (unless atherwise required by law). Please notify the sender of
the error by a separate e-mail or by calling

Classification: UNCLASSIFIED//EDSC_
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ALl THCRMATIOH (CHTATHED
HEBEIN 15 UNLLASSIE 1EL
LAtE 11-00-2015 Hy CeewWdenll HNEITLC

From: OGC)(FBI) </O=FBI/OU=EXCHANGE
ADNINIS TRATIVE GROUP
(FYDIBOHF23SPDLT)/CN=RECIPIENTS/CN-

Sent: Immday_.umos_zms 2:23:15 PM
To: (OTD) (FRL
Cc: | OTD) (FBI)

(OGC)(FBI)

Subject: RE:Aiborne]  stats UNCLASSIFIEDW/FU@,

Classification: UNCLASSIFIED/./ER®C

TRANSITORY RECORD b5
bé
b7C
b7E

Associate General Counsel
Chief, Science & Technology Policy & Law Unit
FBI Office of the General Counsel

0 |
BB:

E-Mail (U) ic.fbi.gov
E-Mail (S Fhssov.gov

Confidontiaiity Statoment: This message s ransmoitted to vou by the Office of the General Couvnsel of the
Federal Burean of Investigation. The message, along with any attachments, may be confidential and
fegaily privileged. If vou are not the mtended recipient of this message, please destroy it promptly
without further retention or dissemination {mless otherwise required by law}. Please nouty the sender of
the errar by a separate ¢-mait or by caiiing'

From OTD) (FBI)
Sent: Tuesday, June 09, 2015 2:16 PM
To: OGC)(FBI) (@

Cc: OTD) (FBD)] 0GC) (FBI); OGC)(FBI)

Subject: RE: Airbornel |5tats --—- UNCLASSIFIED//

Classification: UNCLASSIFTED//EST b5

TRANSITORY RECORD b7C
b7E

From: (OGC)(FBI)
Sent: Tueésday, June 09, 2015 2:11 M
Tq |(OTD) (FBI) OTD) (FBI)

EFF CELL-1198



Cc (OTD) (FRIY OGC) (FBI OGC)(FBI)
Subject: RE: Airborng tats --—- UNCLASSIFIED

Classification: UNCLASSTFTED//PPEQ

TRANSITORY RECORD

b5

b6
b7C

ASIOCIAE Generar Counsel

Chief, Science & Technology Policy & Law Unit
FBI Office of the General Counsel

O
BB: I

E-Mail (U) pic.fbi.gov
E-Mail (S) 2fbi.320v.80Y

b7E

Confidentialitv Matement: This message s transmitted to you by the Office of the Ueneral Counsel of the
Federal Bureay of lnvestigation. The message, along with any attachments, may be confidential and
legally privileged. I vou are not the intended recipient of this message, please destrov it promptly
without further retention or dissevunation fuplass cthorwice rouited by law}. Please notify the sender of
the error by a separate e-maid or by calling

From: OTD) (FBI)
Sent: [uesdav. June 09, 2015 2:09 PM

To: OGC)(FBI) (OTD) (FBI
Cc [OTD) (FBI): 0GC) (FBD); (OGC)(FBI)
Subject: RE: Airborne| |Stats --- UNCLASSIFIED//FOUO

b5
Classification: UNCLASSIFIED/ /R¥eC b6

TRANSITORY RECORD b7E

EFF CELL-1199



b5

Fam still not certain where those stats came from for the DD? Z'eic

. B th h B h b7E

Py avaiiable the 107 and 117, and morming of the 127

Thanks,

From¢] [OGC)(FBI)

Sent: 1:56 PM

Toj (OTD)(EBD TD) (FRD

Cc I(OTD)Y (FRTY: 0OGC) (FBI) OGC)(FBI)

Subject: Airborng Stats --- UNCTASSIFIED//FO

Classification: UNCLASSIFIED/ /Ea@:q

TRANSITORY RECORD

2 quick issues-
b5
bo6
b7C
b7E

Thanks.

[ ]

Associate General

Counsel

Chief, Science & Technology Policy & Law Unit

FBI Office of the

eneral Counsel

0)

OT|

EFF CELL-1200



BB;

E-Mail (U) ic.fbi.gov b6
E-Mail (S): boihi soov.gov b7C

Confidentiality Statement: This message is transmitted to you by the Office of the General Counsel of the
Federal Bureau of Investigation. The message, along with any attachments, may be confidential and
legally privileged. If you are not the intended recipient of this message, please destroy it promptly
without further retention or dissemination funless atherwise required by law). Please notify the sender of
the error by a separate e-mail or by calling]

Classification: UNCLASSIFIED/JESKQ_

EFF CELL-1201



ALL THAORIGATIOH (CHTATHEDR
HEBEIN 18 UNCLASSTIFIED
LateE 11-00-2015 HY Ceéwdndll HETL0

From: | (OTD) (FBL</Q=FBIOL=FIRST ADMINISTRATIVE
GROUP/CN=RECIPIENTS/CN-

Sent: Tuesday lune 00 2015 2:44:39 PM

To: OGC)(FB* (QTDY (FRD

Ce: [OTD) (FBI IocTy Fen|
[OGC)(FBN

Subject: RE: Airborne btats --- UNCLASSIFIED//FOUO

Classification: UNCLASSIFIED//

______________________________________________________ b5
______________________________________________________ b6
TRANSITORY RECORD b7C
b7E
From{] OGC)(FBI)
Sent: T n , 2015 2:23 PM
To OTD) (FBI |oTD) (FBD)
Cc (OTD) (FBI): GC) (FBI)| |OGC)(FBI)
Subject: RE: Airborng tats --- UNCLASSIFIED//FOUO
Classification: UNCLASSIFIED//BOSQ
TRANSITORY RECORD
b5
bo6
b7C
b7E

Associate General Counsel
Chief, Science & Technology Policy & Law Unit
FBI Office of the General Counsel

o |
BB: |

E-Mail (U)] fpic.fbi.gov
E-Mail (S) Uibsgov.gov

Confidonuaiiy Statoment: This roessage is transmoiited 1o vou by the Office of the General Covesel of the
Federal Borean of Investigation. The message, along with any attachments, may be confidential and
fegaily privileged. If vou are not the mtended recipient of this message, please destroy it promptly
withowt further retention or dissemination {nless otherwise required by law). Please notify the sender of

the error by a separate o-mail or by calling

EFF CELL-1202



From OTD) (FBI) b5
Sent: TTesday_Tne 19, 2015 2:16.PM bé

To OGC)(FBI)] [QI)CERTY b7C
Cc TOTD) (FRN (OGC) (FBI OGC)(FBI) b7E

Subject: RE: Airborng

Stats --- UNCLASSIFIED/

Classification: UNCLASSIFIED/ZFPowcl

TRANSITORY REC

ORD

From:|

(OGC)(FBI)

Serm:lurﬁdauunﬂﬁr
To: OTD) (FBI)

2015 2:11 PM

(QID) (BRI

Cc:

(OTD) (FRIM

OGOy (FBI. PGC)(FBI)

Subject: RE: Airborng

btats --- UNCLASSIFIED//

Classification: UNCLASSIFIED@U@(

TRANSITORY REC

ORD

Associate General Counsel
Chief, Science & Technology Policy & Law Unit
FBL Offi f th neral nsel

O:
BB
E-Mail (U)] Juic foi.gov b5
E-Mail (S) {01320V, 20V b6

) b7C
Confidentialiy Statement: This message s fransmiutted to vou by the Office of the General Counsel of the b7E

Federal Bureaw of Investigation. The message, along with any attacheerds, may be confidendial and
legally privileged. I vou are not the intended recipient of this message, please destrov it promptly
without further retention or dissenunation {aplass caherarica rocired by law). Please notify the sender of

the error by a separate e-mail or by calling

From:

(OTD) (FBI)

Sent: Tuesdav. June 09, 2015 2:09 PM

To:

OGC)(FBI);

OTD) (FBI)

EFF CELL-1203



cci oty cern Jocc) (Fen) OGC)(FBI)

Subject: RE: Airborne Stats --- UNCLASSIFIED//FOUO

Classification: UNCLASSIFIED//FOUO

TRANSITORY RECORD

] -

b6
b7C
b7E

E am stilf not certain where those stats came from for the DDY

P available the 107 and 11, and morning of the 127,

Thanks,

From: (OGC)(FBI) bé

Sent;IueganJuneL@_znli1:56PN| b7¢

To: OTD) cernl TD) (ERTY b7E

Cc: [OTDY (FRI (OGC) (FBI |oGe)(FeI)

Subject: Airborne Tats ——- UNCLASSIFIED//FOUO

Classification: UNCLASSIFIED//FOUO

TRANSITORY RECORD

EFF CELL-1204



2 quick issues-

b5
bé
b7C
b7E

Thanks.

Associate General Counsel
Chief, Science & Technology Policy & Law Unit

e

BB

E-Mail (U)
E-Mail (S):

Confidentiality Statement: This message is transmitted to you by the Office of the General Counsel of the

Federal Bureau of Investigation. The message, along with any attachments, may be confidential and
legally privileged. If you are not the intended recipient of this message, please destroy it promptly
without further retention or dissemination (unless otherwise required by law). Please notify the sender of

the error by a separate e-mail or by calling

Classification:

UNCLASSTFIED/ LBSG,

EFF CELL-1205



AlL TH oRiia T 0l CUHTRTHET
HiBEIE 18 UM LASETE TED
DATE 11-02-00158 By Coaewdeb 1 HoT G

From: (OTD) (FBI) </O=FBI/O|I=EIRST b5
ADMINISTRATIVE GROUP/CN=RECIPIENTS/CNS b6
Sent: , 15 2:54:57 PM b7c
To: oTD) (FBDI OGC)(FBI) b7E
Cc: TD) (FBI (FBI)
[OGC)(FBT)
Subject: RE: Airborng Stats --- UNCLASSIFIEM
Classification: UNCLASSIFIED/
TRANSITORY RECORD
From: (OTD) (FBI)
Sent: Tuesdav. June 09, 2015 2:09 PM
To: (OGC)(FBI) (QID) (FBI)
Cc OTD) (FBI): [(OGC) (FBI) |oGC)(FBI)
Subject: RE: Airborne| |Stats --- UNCLASSIFIED//FOUO
bbs
Classification: UNCLASSIFIEDM b6
TRANSITORY RECORD b7E

Fam still not certain where those stats came from for the DD?
' available the 10% and 117, and morning of the 12%,

Thanks,

EFF CELL-1206



bé

b7C

b7E

From OGC)(FBI)

Sent: Tuesdav. June 09, 2015 1:56 PM

To | fotD) EBD

Cc: (OTD) (FRT): 0OGC) (FBI); OGC)(FBI)

Subject: Airborng Stats --- UNCLASSIFIED//FOU

Classification: UNCLASSIFIED/M

TRANSITORY RECORD
b5
bé

2 quick issues- b7¢c
b7E

Thanks.

[ 1]

Associate General Counsel
Chief, Science & Technology Policy & Law Unit

F encral Counsel

O: r| |
BB |

E-Mail (U): ic.fbi.gov

E-Mail (S)] = [ofbisgov.goy
Confidentiality Statement: This message is transmitted to you by the Office of the General Counsel of the
Federal Bureau of Investigation. The message, along with any attachments, may be confidential and
legally privileged. If you are not the intended recipient of this message, please destroy it promptly
without further retention or dissemination (unless atherwise required by law). Please notify the sender of
the error by a separate e-mail or by calling

EFF CELL-1207



Classification: UNCLASSIFIED//EoN

EFF CELL-1208



ALl TH-ORIBTIOH (CHTATHEDR
HeEsEIN 18 UNCLASSTEIRED
Late 11-00-2015 HY CeeWdndll HETLLG

From: (OTD) (FBD </O=FBI/OU=FIRST ADMINISTRATIVE
GROUP/CN=RECIPIENTS/CNH

Sent: I_'Luﬁdaag_lmﬂﬁ_ZQﬁ.LEB:L P
To: OTRL(EBI OGCVERN
Cc: | [OTDy (FBI) [oGTy (BN

(OGC)(FBI)
Subject: RE: Airborng Btats --- UNCLASSIFIEDM

TRANSITORY RECORD

b5
b6
b7cC
b7E

From: [OTD) (FBI)

Sent: Tuesday, June 09, 2015 2:55 PM

Toj I%OTD) (FBI) OGC)(EBD

Cc: TD) (FBD)] (FBI OGC)(FBI)

Sul!]E'Ct!‘RE!‘RI‘I’D‘OTI’TEI btats --- UNCLASSIFIED

Classification: UNCLASSIFIED//ES@

TRANSITORY RECORD

From: (OTD) (FBI)

Sent: Tuesdav. June 03, 2015 2:09I PM

To OGC)(FBI) (QTD) (FBI)

C [OTD) (FRD OGC) (FBI OGC)(FBI)

Subject: RE: Airborne [Stats --- UNCLASSIFIED/
b5

Classification: UNCLASSIFIED//EBSC b6

============c=—=============—c————=============———======= b7cC

TRANSITORY RECORD b7E

EFF CELL-1209



b5

bo6
b7C
b7E
Fam still not certain where those stats came from for the DD?
' available the 10% and 117, and morning of the 12%,
Thanks,
From OGC)(FBI)
Sent: Tuesday, June 09, 2015 1:56 PM
To) [ oTD) (FBD)| |(OTD) (FBI)
Cc [(OTD) (FBI)] I0GC) (FBI),I' |(OGC)(FBI)
Subject: Airborne| |Stats --- UNCLASSIFIED//FOUO
Classification: UNCLASSIFIEW
TRANSITORY RECORD b5
b6
b7C
b7E

2 quick issues-

Thanks.

[]

EFF CELL-1210



Associate General Counsel
Chief, Science & Technology Policy & Law Unit

FBIL Office of the Ge
0: o1] b6

b7C
b7E

E

Confidentiality Statement: This message is transmitted to you by the Office of the General Counsel of the
Federal Bureau of Investigation. The message, along with any attachments, may be confidential and
legally privileged. If you are not the intended recipient of this message, please destroy it promptly
without further retention or dissemination (unless otherwise required by law). Please notify the sender of
the error by a separate e-mail or by calling

Classification: UNCLASSIFIED//

EFF CELL-1211



From:
Sent:
To:
Cc:

Subject:

OTD) (FBI) </O=FBI/O

abl IR CEiiay 0l CUHTATHED
HEREIW 15 N LASSTFTRED
H&TE 11-D2-2018 By UsEW4EE11 HaILG

I=FIRST

ADMINISTRATIVE GROU

_'Lu.ﬁdaag_l.u.n.&o.Q_ZQE5 3:00:44 P
OTD) (FBI

[OTD) (FBI)

[OGC)(FB)

/CN=RECIPIENTS/CNF

RE: Airborng

OGC) (FBI)

Stats --- ummssmmt@x(

OGCYEBD

TRANSITORY RECORD

FBI

From (OTD) (FBI)
Sent: 5 2:58 PM
To OTD) (FBD)
Cc

Subject: RE: Airborng

Stats --- UNCLASSIFIED/

Classification: UNCLASSIFIED//ESRCL_

(OGC)(FBI)

TRANSITORY RECORD

b5
b6
b7C
b7E

From|

[otD) (FBI)

Cc

Sent: 2015 2:55 M
To OTD) (FBI)]

QOTD) (FBD

Subject: RE: Airborne

OGC)(FBL
[OGT) (FBI)J I cc0lG:)
PR

Stats --- UNCLASblkltDL

TRANSITORY RECORD

From:
Sent:

| (OTD) (FBI)
uesday, June U9, 2015 2:09-BM

To:

Cc:

Sub_t_RI:_A_b_IJec: T AlTborne

OGC)(FBI)

Stats --- UNCLASSIFIED/

OGC)(FBI)Ii— QID) (FBD)
OTD) (FBI): OGC) (FB i],a*“/\

b5
b6
b7C
b7E

EFF CELL-1212



From: | OGC) (FBI) </O=FBI/OU=FIRST ADMINISTRATIVE GROUP/CN=RECIPIENTS/CN= I:l

loce)Fai| |oGe)(FBI); BEAN, W L

------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------- A1l TNTOEAATION COHTLINED
HEREIN I3 UNCLASSIFIRD

Classification: UNCLASSIFIED/IBe&d HRER L RanaRio BT CRaRER L Rt

Scott
b5
b6
b7C
ssociate weneral Counsel and Unit Chisf b7E

Science and Technology Law Unit
Office of the General Counsel

(M)
{353
fFax)
{Sec)

Confidentiality Sigtement:

This message is transmitted to you by the Office of the General Counsel of the Federal Bureau of Investigation. The message, slong with any
attachmants, may be confiderntial and legally privilaged, Wyou are not the intanded raciptent of this message, please destroy it promptly
withoub Bwdher retention or dissemination {unless otherwise reguired by law). Please notify the sendar of the ervor by o separate e-mail or by
calfing

From: loTD) (Fe1)
Sent: Tuesday, April 01, 2014 1:08-RM
To:| OGC)(FBI) OGC)(FBI); BEAN, W L SCOTT III (OTD) (FBI) OTD) (FBI)

P

Cc| OGCL(FB
Subject: . Alrborne broof of concept --- UNCLASSIFIED_LL%EI(

Classification: UNCLASSIFIED/ZPeEQ

From| [OTD) (FBI) s
Sent: Tuesday, April 01, 2014 12:42 PM bE
To (OTD) (FBL); LotD) (FED)
Cc: OTD)(FBI)] OTD) (FBI) b7C
Subject: RE: Airborn proof of concept - UNCLASSIFLE b7E
Classification: UNCLASSTFIED//BBEQ

EFF CELL-1215
lust checking in. am having a difficult time finding the bottom of my inhox so f apologize if you have answered the below. Duw el‘{ ave any

forward prograss?



From

OTD) (FBI)

Sent: 2014 3:11 PM
To: IFOTD) (FBD)
Cc: Iy ro)(FBI)| |OTD)_(FBI)

Subject: Airborng

proof of concept --- UNCLASSIFIED

Classification:

UNCLASSIFIED/ /ER6_

b5
bé
b7C
b7E

To follow-up on our meeting from a few weeks agoJ

Thanks,

SSA

TTA Operations and Development Unit
Technical Programs Section
Operational Technology Division

Classification:

UNCLASSIFIED/M

EFF CELL-1216



all TWCEAT IOl (UHTATHRD
HEREIN 15 HNCLAESTEIED
HETE 11-0°-001F By LebeWder 1 NI

From: [ JoTD) FBI) </O=FBUOU=FIRST ADMINISTRATIVE
GROUPICN=RECIPIENTS/CN

Sent: Thursday, April 24, 2014 1:41:11 PM
To: | lose)FBI

Cc: (OTD) (ERN lioTD) (FBI):l
[OGC) (FBI) [OGC)(FBI); BEAN, W L b6
SCOTT Il (WE) (FBI) b7C
Subject: RE: Airborn -- UNCLASSIFIED//LES b7E

Classification: UNCLASSIFIED//

{1 e aas ~ The information marked (LJ%H this document is the property
of FBI and may be distributed within the Federsl Governmeani {and its contractors), US intelligence, law
enforcement, public safety or protection officials and individuals with a need to know. Distribution
beyvond these entitiss without FBE authorization is prohibited. Precautions should be taken to ensure this
information is stored and/or destroved in a mannar that praciudes unauthorized access. information
bearing the LES caveat may not be used in legal proceedings without first receiving authorization from
the originating agency. Recipients are prohibited from subseguently posting the information marked LES
on g website or an unclassified network,

P understand that you are working on a legal opinion re this capability. Is that correct?

From{ (OTD) (FBI)
Sept-_Thircdav Anr] 24, 2014 28 PM

To OGC) (FBI) OGC)(FBI)|
(osmcaan-_amuauﬁcow 111 (OTD) (FBL) loTD) (FBI)

Cc

(OTD) (FBI); !(OTD) (FBI)
Subject: FW: Airborn(i |—-- UNCLASSIFIED

Classification: UNCLASSIFIED/ /bs:

b6
2 b7C
kaow, Distribution beyond these entities without FBI guthorizatinon is prohibited. Precautions should be taken to ensure this Information is stored b7E

gind/or destroved in @ monner that precludes unouthorized access. information bearing the LES coveat may not be used in fegal proceedings
without first recelving outhorizotion from the originoting agency. Recipients are prohibited from subsequently posting the information marked
LES ob o website or an ubcigssified network,

O

FYlL | expect these reguesis to go up as fisld offices and CID lzarn of the airbormne option.

From [OTD) (FBI)
Sent: 124 2014 10:23 AM
To: D) (FBI)

Subject: RE: Airborng --- UNCLASSIFIED

EFF CELL-1217



Classification: UNCLASSIFIED

Yes, thanks.

From OTD) (FBI) b3

Sent: Thursdav. Aprl 24, 2014 9:35 AM b5

To OTD) (FBI) b6

Subject: RE: Airborne] --- UNCLASSIFIED :Zg

Classification: UNCLASSIFIED

From (OTD) (FBI)

Sel:LL:ﬂuLsdasL_AnLiLH_‘ZOH 12:22 PM

To OTD) (FBI)

Subject: RE: Airborng -- UNCLASSIFIED

Classification: UNCLASSIFIED
b3
b5
b6
b7C
b7E

From:| OTD) (FBI)

Sent: ThUrsday. Apnl 24 20

To

4 8:10 AM
(OTD) (FBI)

Subject: FW: Airbornq -- UNCLASSIFIED

Classification:

UNCLASSIFIED

EFF CELL-1218



From

(FBI)

Sent: Thursdav, April 24, 2014 11:02 AM

Toj

Cc

Classification:

OTD) (FBI)
FBI)

Subject: Airbornel -- UNCLASSIFIED

UNCLASSIFIED

bé
b7C
b7E

Let me know what you think,

Thanks

Classification:

UNCLASSIFIED

EFF CELL-1219



Classification: UNCLASSIFIED/M

EFF CELL-1220



aLL IRFORIATION (OHTATHED
HERETN 15 UM LASSTFTRD
HETE 11-02-0015 By CeEW4ER 1 NSI1lG

From: | koGe) (FBI) </p=ERUal=FIRST ADMINISTRATIVE b5
GROUP/CN=RECIPIENTS/CN: b6
Sent: _musdaLAmLu_zrmu.lsz 3TPM b7C
To: (OTD) (FBI) OGC)(FBI):; b7E
———— OGC)(FBI). BEAN, WL SCOTT IIl (WF) (FBI):

Cc:
Subject:

oTD) (FBI| P lotD) EBI)
" UNCLASSIFIED/LESw

RE: Airborn

Classification: UNCLASSIFIED/

(T A TSRS ENTTTIVT, The information marked {& !m this document is the property

of FBI and may be distributed within the Federsl Governmeani {and its contractors), US intelligence, law
enforcement, public safety or protection officials and individuals with a need to know. Distribution
beyvond these entitiss without FBE authorization is prohibited. Precautions should be taken to ensure this
information is stored and/or destroved in a mannar that praciudes unauthorized access. information
bearing the LES caveat may not be used in legal proceedings without first receiving authorization from
the originating agency. Recipients are prohibited from subseguently posting the information marked LES
on g website or an unclassified network,

From| [OTD) (FBI)

Sept: Thureday Andl 24, 2014 10:28 AM

To OGC) (FBI)| —_ YOGCYFRI)
(OGCIFBIT BEAN-W L SCOTT III (OTRLLEBD: OTD) (FBI)
Cc OTD) (FBI) [OTD) (FBI)
Subject: FW: Airborn -- UNCLASSIFIED/ ﬁs:

Classification: UNCLASSIFIED/DE&

et 118 [1fesniation marked {’)M: this document is the progerty of FBi and may be distributed within the bé
Federni bo;emmar,z ’("u itz ccnti('cm,x) US intelligence, low enforcemant, public sofety or grotection officials and individuais with ¢ need 1o bIC
kaow. Distribution beyond these entities withoot B authorization is prohibited. Precautions should be takes to ensure this Information is stored b7E
gind/or destroved in @ monner that precludes unouthorized access. information bearing the LES coveat may not be used in fegal proceedings

without first receiving outhorizotion from the origipoting agebcy. Recipients gre prohibited from subsequently posting the information marked

LES ob o website or an ubcigssified network,

FYlL | expect these reguesis to go up as fisld offices and CID lzarn of the airbormne option.

From| [OTD) (FBI)
Sent: Thursday, April 24, 2014 10:23 AM

To: QTD) (FBI)

Subject: RE: Airborng --- UNCLASSIFIED

EFF CELL-1221



alLl IO 10H (DRTATRED
HEGREIM 15 UMCLAESSTE FD
LD&TE 11-02-2010 HY CeEW4eH11 HEILG

From: | DGC)(FBI) </O=FBI/OU=EXCHANGE b6
ADMINIS TRATIVE GROUP b7¢C
(FYDIBOHF23SPDLT)/CN=RECIPIENTS/CN- b7E

Sent: Thursdav April 24, 2014 5:34:04 PM

To: OTD) (FBI)

Cc: | (oTD) (FBI)| loTD) (FBI

pGC)(FBI); BEAN, W L
SCOTT Il (WEY(ERI
Subject: RE: Airborrg\ﬁ ) UNCLASSIFIED#IK
Classification UNCLASSIFIW
(L) LAY = S L he information marked {1/ 2%&0n this document is the property
of FBI and may be dastr:huwcﬂ within the Federal Government {and its contractors), US intelligence, law
enforcement, public safety or protection officials and individuals with a need to know. Distribution
beyvond thase entities without FBE authorization is prohibited. Precautions should be taken to ensure this
information is stored and/or destroved in 3 manner that precludes unauthorized access. Information
bearing the LES caveat may not be used in legal proceedings without first receiving authorization from
the originating agency. Recipients are prohibited from subseguently posting the information marked LES
on g website or an unclassified network,
Unit Chier b5
Science & Technology Policy & Law Unit b6
FBLOffice of the General Connsel b7C
O 1 b7E
B I
E-Mail (U
E-Mail (S)

Confidonuaiy Statoment: This roessage is transmoiited 1o vou by the Office of the General Covesel of the
Federal Bureaw of Investigation. The message, along with any attacheerds, may be confidendial and
tegally privileged. I you are not the intended recipient of this message, please dostroy it promptly
without further retention or dissemination fpdess otherwise reguired by law}. Please notify the sender of
the error by a separate e-mail or by calling

Froml IkOTD) (FBI)

Sent: Thurcday Anril 24, 2014 1:41 PM
To (OGC)(FBI)

EFF CELL-1225



Cci kOTD) (FBI) (OTD) (FBI)} [OGC) (FBI);
B [OGC)(FB TBENTWTSCJJW III (OTD) (FBI)

Subject: RE: Alrborn1 |--- UNCLASSIFIED/

Classification: UNCLASSIFIED/IBEL

mwm information marked (U/'?Eg in this document is the property b6

b7cC
of FBE and may be distributed within the Federal Government {and its contractors), US intalligence, law b7E
enforcement, public safety or protection officials and individuals with a nead to know. Distribution
beyvond thase entities without FBE authorization is prohibited. Precautions should be taken to ensure this
information is stored and/or destroved in 3 manner that precludes unauthorized access. Information
bearing the LES caveat may not be used in legal proceedings without first receiving authorization from
the originating agency. Recipients are prohibited from subseguently posting the information marked LES
on g website or an unclassified network,
P understand that you are working on a legal opinion re this capability. Is that correct?
From (OTD) (FBI)
Sept: Thurcdav Anril 24, 2014 1.28 PM
To OGC) (FBI) FBI)|
(OGCMEBI BEAN. W L SCOTT III (OTD)Y (FBIM OTDJ{FBI)
Cc OTD) (FBI) TD) (FBI)
—l
Subject: FW: Airborn -- UNC
Classification: UNCLASSIFIED/ZPES
o T The information marked (L/7LES) in this document is the property of 881 and may be distributed within the
Federai Government ’("u its conractors), US intelligence, low anforcemant, public sofety or grotection officials and individuais with ¢ need ta
kaow. Distribution beyond these entities withoot B authorization is prohibited. Precautions should be takes to ensure this Information is stored
gind/or destroyed in g manner that preciudes unouthorized access, information bearing the LES caveat may not be used in feqal proceedings
without first receiving outhorization from the originating ngency. Recinients are prohubited from subsequently posting the information marked
LES ob o website or an ubcigssified network,
FYlL | expect these reguesis to go up as fisld offices and CID lzarn of the airbormne option.
bé

From OTD) (FBI) be
SeIZI.I'.:_-UJ.LI.LSdaLAD.Li.LM_t2014 10:23 AM bTE
To; QTD) (FBI)

Subject: RE: Airborng -- UNCLASSIFIED

Classification: UNCLASSIFIED
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Yas,

thanks.

From| (OTD) (FBI) b3
Sent: Thursdav. April 24. 2014 9:35 AM b5
To ([OTD) (FBI) b6
Subject: RE: Airborn -- UNCLASSIFIED b7cC
) q———— b7E
Classification: UNCLASSIFIED
From;| [OTD) (FBI)
Sen.l--_'ﬂamda;unniLu_IrZOH 12:22 PM
To: OTD) (FBI)
Subject: RE: Airborng --- UNCLASSIFIED
Classification: UNCLASSIFIED
b3
b5
From{ (OTD) (FBI) b6
Sept: Thureday Anrl 54 9014 8:10 AM b7cC
To (OTD) (FBI) b7E
Subject: FW: Airborne --- UNCLASSIFIED

Classification:

UNCLASSIFIED
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From|

Ser.t:ﬂumd.mAnﬂLE.
To,

(FBI)

2014 11:02 AM

FBI)

Cc|
Subject: Airborne

Classification:

OTD) (FBI)

-- UNCLASSIFIED

UNCLASSIFIED

b6
b7C
b7E

Let me know what you think,

Thanks

Classification:
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AlLL TH-ORET IO (CHTATHED
HEREIN 12 URCLAGSTF1RD
DT 11-B0-0015 By (aekdeb il HST G

From: | lloce) (FBI) </Q=ERLALIZFIRST ADMINISTRATIVE b6
GROUP/CN=RECIPIENTS/CN- b7c
Sent: I_'LnusdaLAmLzA_zam 6:15:4 b7E
To: (OGC)(FBI) (OTD) (FBI)
Cc: lotD) (FB OTD) (FBI);
(OGC WL SCOTT Ill (\WF) (FBI)

Subject: RE: Airbornd - UNCLASSIFIEDﬂI{

Classification: UNCLASSIFIED/AorSa

(Umme information marked {LU/2PRQin this document is the property

of FBI and may be distributed within the Federsl Governmeani {and its contractors), US intelligence, law
enforcement, public safety or protection officials and individuals with a need to know. Distribution
beyvond these entitiss without FBE authorization is prohibited. Precautions should be taken to ensure this
information is stored and/or destroved in a mannar that praciudes unauthorized access. information
bearing the LES caveat may not be used in legal proceedings without first receiving authorization from
the originating agency. Recipients are prohibited from subseguently posting the information marked LES
on g website or an unclassified network,

[ ]

From| [(oGC)(FBI) b5

Sent: Thursday, AprT 24, 2014 2:34 PM beé

To [OTD) (FRY) b7C

Cc: QTD) (FBIL) loTD) (FBD)] |(0Ge) (FBI); b7E
(OGC)(FBI); BEAN, W L SCOTT III (OTD) (FBI)

Subject: RE: Airborne --- UNCLASSIFIED/ 188

Classification: UNCLASSIFIED//TRSL

{13} | A0 = The information marked {L !fﬂ*ﬁ.m this document is the property
of FBI anrj may be dastr:huwcﬂ within the Federal Government {and its contractors), US intelligence, law
enforcement, public safety or protection officials and individuals with a need to know. Distribution
beyvond these entitiss without FBE authorization is prohibited. Precautions should be taken to ensure this
information is stored and/or destroved in a mannar that praciudes unauthorized access. information
bearing the LES caveat may not be used in legal proceedings without first receiving authorization from
the originating agency. Recipients are prohibited from subseguently posting the information marked LES
on 3 website or an unciassified network.

X
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b5
bé
b7C
b7E
[ ]

Unit Chiet

Science & Technology Policy & Law Unit

FBLOffice of the General Connsel

0

BB I

E-Mail (U)

E-Mail (S)

Confidonuaiy Statoment: This roessage is transmoiited 1o vou by the Office of the General Covesel of the

Federal Bureaw of Investigation. The message, along with any attacheerds, may be confidendial and

tegally privileged. I you are not the intended recipient of this message, please dostroy it promptly

without further retention or dissemination Gudess sdberwige roguired by law). Ploase notify the sender of

the error by a separate o-mait or by calling

From OTD) (FBI)

Sent: Thursdav, April 24, 2014 1:41 PM

To OGC)(FBI)

Cc KQOTD) (FBI) OTD) (FBI) IOGC) (FBI);

GC)(FBI); BEAN, W L SCOTT III (OTD) (FBI)

Subject: RE: Airborne - UNCLASSIFIEB/EES<

Classification: UNCLASSIFIED//LPS<
b6

(U} 18 = The information marked U/E&éﬁ:an this document is the property b7C

of F81 and may be distributed within the Federal Government {and its contractors), US intelligance, iaw b7E

enforcement, public safety or protection officials and individuals with a need to know, Distribubion
beyond these entitiss without FBI authorization is prohibited. Precautions should be taken 1o ensure this
information is stored and/or destroved in a manner that preciudes unauthorized access, information
bearing the LES caveat may not be used in legal proceedings without first receiving authorization from
the originating agency. Recipients are prohibited from subsequently posting the information marked LES
on a website or an unclassified network.

 understand that you are working on a legal opinion re this capability. is that correct?

[ ]

From OTD) (FBI)
Sent: Thursday, April 24, 2014 1:28 PM
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bé
b7C
b7E

To 0GC) (FBI) 0GC)(FBI)|
(OCCIEBIT BEAN, W L SCOTT III (OTD) (FBI) (OTD) (FBI)
Cc | (FBI)] OTD) (FBI)

Subject: FW: Airborn - UNCLASSIFIED/ 8

Classification: UNCLASSIFIEDLARES_

(it L L N T IRl T2 iifrrrrnotion mmarked (Um this document is the property of 31 and moy be distributed within the
Federni Government {ond its contractors), US mntelligence, law enforcerment. public sofety or protection officials aond individucls with a need to
kaow, Oistribution beyond these entities withowt FBI guthorization is prohubited. Precautions showld be Yaken to ensure this information is stored

Fving outhorizotion from the originoting agency. Recipients are grohibited from subsequently posting the information morked
@ or an unciassified network,

LES on o websit

Fyi. t expect these regquests 10 20 up as field offices and G learn of the airborne option,

From] [oTD) (FB)

Sent: Thursday, April 24, 2014 10:23 AM
To jQIf) (FBI)

Subject: RE: Airbornq -- UNCLASSIFIED

Classification: UNCLASSIFIED

Yes, thanks,

From: ]OTD) (FBI)

Sent: Thirsday _Ann 4 9:35 AM

To (OTD) (FBI)
Subject: RE: Airborn -- UNCLASSIFIED

Classification: UNCLASSIFIED

b3
b5

bé
b7C
b7E

From: [(oTD) (FBI)
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Sent: Thursday, April 24, 2014 12:22 PM
To laTD) (FBI)

Subject: RE: Airborne| -- UNCLASSIFIED

Classification: UNCLASSIFIED

b3
b5
b6
b7C
b7E

From(| (OTD) (FBI)

Sent: Thursday, April 24, 2014 8:10 AM
To: I OTD) (FBI)

Subject: FW: Airbornel |—-- UNCLASSIFIED

Classification: UNCLASSIFIED

From: (FBI)
Sent: Thursday, April 24, 2014 11:02 AM

To: (OTD) (FBI)
Cc: (FBI)
Subject: Airborne -- UNCLASSIFIED

Classification: UNCLASSIFIED

bé
b7C

b7E
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b6
b7C
b7E

Let me know what you think,

Thanks

Classification:

UNCLASSIFIED//De&c
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ALL THAORIGATIOH (CHTATHEDR
HEBEIN 18 UNCLASSTIFIED
LateE 11-00-2015 HY Ceéwdndll HETL0

From: | loTD) (FBI) <(Q=ERLOU=FIRST ADMINISTRATIVE b6
GROUP/CN=RECIPIENTS/CN b7cC
Sent: ' ' 014 4:47:44 PM b7E
To: i:i:iﬁfoeq (FBI); (OGC)(FBI
Cc: (OTD) (FBI)
(OGC)(FBI), ==on—xv L SCOTT Il (WF) (FBI)
Subject: RE: Airborng - UNCLASSIFIED//LES

gu.)MT SEMSITIVE - The information marked (L)’:Miﬂ this document is the property

of FBI and may be distributed within the Federsl Governmeani {and its contractors), US intelligence, law
enforcement, public safety or protection officials and individuals with a need to know. Distribution
beyvond these entitiss without FBE authorization is prohibited. Precautions should be taken to ensure this
information is stored and/or destroved in a mannar that praciudes unauthorized access. information
bearing the LES caveat may not be used in legal proceedings without first receiving authorization from
the originating agency. Recipients are prohibited from subseguently posting the information marked LES
on g website or an unclassified network,

From the messase below | am understanding that TTU is to provide a briefing to OTD/OGC and address
the topics that mentionad? | believe | can dispel most mis-concaptions and about the way it
operates, which | believe may be driving some o quastions.

PS5 Pm on TDY next week, although can meet afterwards,

From OGC) (FBI) zgc
Sel‘l.l'.ﬂLLEdaAL_AD.LiLZf, 2014 6:1ﬁalﬂ_k BTE
To GC)(FBI) OTD) (FBI)

Cc OTD) (FEI OTD) (FBI)

(OGC)(FBI); BEAN, W L SCOTT III (OTD) (FBI)
Subject: RE: Airborn|:|--- UNCLASSIFIED/EES<

Classification: UNCLASSIFIED/ /Pl

(U)m: The information marked (LJ,’MH this document is the property

of FBI and may be distributed within the Federsl Governmeani {and its contractors), US intelligence, law
enforcement, public safety or protection officials and individuals with a need to know. Distribution
beyvond these entitiss without FBE authorization is prohibited. Precautions should be taken to ensure this
information is stored and/or destroved in a mannar that praciudes unauthorized access. information
bearing the LES caveat may not be used in legal proceedings without first receiving authorization from
the originating agency. Recipients are prohibited from subseguently posting the information marked LES
on 3 website or an unciassified network.
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ALL THECHEAT TOH CDHTRATHET!
HEBEIE 15 UNCLESETF TRED
DATE 11-00-2015 By CoapwWdeb 1 HOTl G

From: %OTD) (FBI) </O=FRLALI=EIRST ADMINISTRATIVE
=RECIPIENTS/CNS
Sent: iL 28 2014 8:06: {7 A
To: oTD) (FBI)| locoy el |
NGCVYER
Ce: OTD) (FBI)
(OGC)(FB. WL SCOTT Il TWFY(FET
Subject: RE: Airborn - UNCLASSIFIED//LES

Classification: UNCLASSIFIED/FeREeT

bé

m;mee information markeWn this document is the property b7C

of FBI and may be distributed within the Federsl GovernmeaT {and its contractors), US intelligence, law b7E

enforcement, public safety or protection officials and individuals with a need to know. Distribution
beyvond these entitiss without FBE authorization is prohibited. Precautions should be taken to ensure this
information is stored and/or destroved in a mannar that praciudes unauthorized access. information
bearing the LES caveat may not be used in legal proceedings without first receiving authorization from
the originating agency. Recipients are prohibited from subseguently posting the information marked LES
on g website or an unclassified network,

That would be grea Let’s schedule something upon your return,

From OTD) (FBI)

Sent: T ADr 75, 2014 4:48 PM

To OGC) (FBI) Locevern |OTD) (FBI)

Ccy| | (OTD) TFBI}; (OGC)(FBI); BEAN, W L SCOTT III
(OTD) (FBI)

Subject: RE: Airborne - UNCLASSIFIED/LBSS_

Classification: UNCLASSIFIED/PrS—

(1) D R e eSS The information marked {118 Uin this documeant is the property

of FBI and may be distributed within the Federsl Governmeani {and its contractors), US intelligence, law
enforcement, public safety or protection officials and individuals with a need to know. Distribution

beyvond these entitiss without FBE authorization is prohibited. Precautions should be taken to ensure this b6
information is stored and/or destroved in a mannar that praciudes unauthorized access. information b7C
bearing the LES caveat may not be used in legal proceedings without first receiving authorization from b7E
the originating agency. Recipients are prohibited from subseguently posting the information marked LES

on 3 website or an unciassified network.

b5
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ALL THECHEAT TOH CDHTRATHET!
HEBEIE 15 UNCLESETF TRED
DATE 11-00-2015 By CoapwWdeb 1 HOTl G

b6
b7C
b7E

From: OTD) (FBI) </ =FIRST ADMINISTRATIVE
GROUP/CN= REC,IPIENTS/CN
Sent: Thursda June 12, 2014 9:50:14 AM

To: OGCXFBD lcoce ERN
Cc: (OTD) (FBIy | oTD) FBI)
Subject: RE: Airborn --- UNCLASSI

Classification: UNCLASSIFIED/ Ar

(U)—WEW: The information marked (u}}{ﬂm this document is the property
of FBI and may be distributed within the Federsl Governmeani {and its contractors), US intelligence, law
enforcement, public safety or protection officials and individuals with a need to know. Distribution
beyvond these entitiss without FBE authorization is prohibited. Precautions should be taken to ensure this
information is stored and/or destroved in a mannar that praciudes unauthorized access. information
bearing the LES caveat may not be used in legal proceedings without first receiving authorization from
the originating agency. Recipients are prohibited from subseguently posting the information marked LES
on 3 website or an unciassified network.

(U/’M would Hke to get on calendar an internal 07D meesting about Airborng Pwould just Hke
to have a "initial” meeting to communicate the scope of this effort, which may help drive our other
meetings.

Perhaps a guick ¥ hour discussion would suffice,

Vi available all of next week and week after {except 06/24). i yvou lot us know a dateftime that would
work, we'll send out the invite to gat it on calendar.

b6
b7C

From: (OTD) (FBI)
Ser_t:_w&gamlfo, 2014 12:39 PM

To: QTD) (FBI)

Ce: [(oTD) (FBI)

Subject: RE: Airborng - UNCLASSIFIED/ LB

Classification: UNCLASSIFIED/ /DR

(U).m The infarmation marked {U/ZBRLin this document is the

property of FBE and may be distributed within the Federal Government {and i13 contractors), US
intelligence, law enforcement, public safety or protection officials and individuals with a need
1o know. Distribution beyond thess entities without FBI authorization is prohibited. Precautions
should be taken to ensure this information is stored and/or destroved in a manner that

EFF CELL-1252



precludes unauthorized access. Information bearing the LES caveat may not be used in legal
proceedings without first receiving authorization from the originating agency. Recipients are
prahibited from subsequently posting the information marked LES aon a website or an
unclassified network

Yes. Please include me.

From| [OTD) (FBI) b6
Sent: T May 20, 2014 11:32 AM b7C
To OTD) (FBI) b7E
Cc: ) (FBI)

Su - UNCLASSIFIEDBES_

(U)m: The information marked (EJM;’E this document is the property

of FBI and may be distributed within the Federal Governmeani {and its contractors), LS intelligence, law
enforcement, public safety or protection officials and individuals with a need to know. Distribution
bevond these entitiss without FBI authorization is prohibited. Precautions should be taken to ensure this
information is stored and/or destroved in a mannsr that pracludes unauthorized access. information
bearing the LES caveat may not be used in legal proceedings without first receiving authorization from
the originating agency. Recipients are prohilited from subsequently posting the information marked LES
on a website or an unclassified network.

Just wanted to check with vou prior to engaging anyvone about this, Should we scheduls o meeting
about this since was asking?

Perhaps a meeting to re-enforce that the same concepts are being usad would alleviate concerns.

From (OTD) (FBI) ijc
Sent:_MandaLAnLiLfs, 2014 8:06.AM pre
To: QD) (FBI); koo ean OGC)(FBI)

Cc: (OTD) ( OGC)(FBIY; BEAN, W L SCOTT III

(OTD)FBI)

Subject: RE: Airborn UNCLASSIFIED@E(

Classification: UNCLASSIFIED/ DR
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(U} LAWY ENFORCEMENT SENSITIVE: The information marked {U//1ES) in this document is the property
of FBI and may be distributed within the Federal Government {and s contractors), US intelligence, law
enforcement, public safety or protection officials and individuals with a nead to know. Distribution
beyvond thase entities without FBE authorization is prohibited. Precautions should be taken to ensure this
information is stored and/or destroved in 3 manner that precludes unauthorized access. Information
bearing the LES caveat may not be used in legal proceedings without first receiving authorization from
the originating agency. Recipients are prohibited from subseguently posting the information marked LES
on g website or an unclassified network,

b6
b7C
b7E

That would be grea Let’s schedule something upon your return,

From: (OTD) (FBI)
Sent: Fridav, April 25, 2014 4:48 PM

To [OGC) (FBI) loceyernl |OTD) (FBI)

Cc |OTD) (FBI) OGC)(FBI); BEAN, W L SCOTT III

(OTD) (FBD)
Subject: RE: Airborn UNCLASSIFIED@):(\

Classification: UNCLASSIFIED/ /DR

(U)m The information marked (L.!Mn this document is the property

of FBI and may be distributed within the Federsl Governmeani {and its contractors), US intelligence, law
enforcement, public safety or protection officials and individuals with a need to know. Distribution
beyvond these entitiss without FBE authorization is prohibited. Precautions should be taken to ensure this
information is stored and/or destroved in a mannar that praciudes unauthorized access. information
bearing the LES caveat may not be used in legal proceedings without first receiving authorization from
the originating agency. Recipients are prohibited from subseguently posting the information marked LES
on 3 website or an unciassified network.

b6
b7C
b7E

PS5 Pm on TDY next week, although can meet afterwards,

From OGC) (FBI)

Sent: Thursdav. Aoril 24, 2014 6:14

To OGC)(FBI) loTD) (FBI)

Cc joTD) (FBI)| |(OTD) (FBI)

(OGT)(FEI); BEAN, W 111 (OTD) (FBI)
Subject: RE: Airbornq - UNCLASSIFIED
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Classification: UNCLASSIFIED/ LS

(Umme information marked (L)!MH this document is the property

of FBI and may be distributed within the Federsl Governmeani {and its contractors), US intelligence, law
enforcement, public safety or protection officials and individuals with a need to know. Distribution
beyvond these entitiss without FBE authorization is prohibited. Precautions should be taken to ensure this
information is stored and/or destroved in a mannar that praciudes unauthorized access. information
bearing the LES caveat may not be used in legal proceedings without first receiving authorization from
the originating agency. Recipients are prohibited from subseguently posting the information marked LES
on 3 website or an unciassified network.

b6
b7cC
b7E

This is one of the tech capabilities on the fist that | was seeking time from OTD for prasentations 1o
spacific OGO disciplines.

From OGC)(FBI)
Sent: Thursday "April 24,2014 2:34 PM
To OTD) (FBI)
cc kotD) (FBI)| (OTD) (FBI) OGC) (FBI);
(OGC)(FBI); BEAN, W L SCOTT III (OTD) (FBI)
UBJect: RE: AITbor --- UNCLASSIFIED//L

Classification: UNCLASSIFIED/ZB®

(U AR e i RS TR LV E . The information marked {L3/728€0n this document is the property

of FBI and may be distributed within the Federal Governmeani {and its contractors), LS intelligence, law
enforcement, public safety or protection officials and individuals with a need to know. Distribution
bevond these entitiss without FBI authorization is prohibited. Precautions should be taken to ensure this
information is stored and/or destroved in a mannsr that pracludes unauthorized access. information
bearing the LES caveat may not be used in legal proceedings without first receiving authorization from
the originating agency. Recipients are prohilited from subsequently posting the information marked LES
on a website or an unclassified network.

] :

b6
b7C
b7E

[ ]

Unit Chief
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Science & Technology Policy & Law Unit

F

O; b6
B 1 b7C
E-Mail (U | |@ic.fbi.gov b7E
E-Mail (S P Th1.520v.20Y

Confidenuaiiny Matoment: This message 1s fransmitted 1o vou by the Office of the General Counsel of the
Federal Bureay of lnvestigation. The message, along with any attachments, may be confidential and
legally privileged. I vou are not the intended recipient of this message, please destrov it promptly
withowt further retention or dissenunation {unless otherwise required by law). Please notify the sender of
the error by a separate e-matd or by caiiingl

From] [OTD) (FBI)

Sent: Thursdav, April 24, 2014 1:41 PM

To OGC)(FBI)

Cc [(oTD) (FBI) OTD) (FBD)] l(oGe) (FBI);
|(OGC)(FBIY; BEAN, W LSCOTT 11I (OTD) (FBI)

Subject: RE: Airborn{ }-- UNCLASSIFIED@E(

Classification: UNCLASSIFIED/ /DX

WEWM information marked (E;’E?S;)‘chis document is the property
of FBI and may be distributed within the Federal Governmeani {and its contractors), LS intelligence, law
enforcement, public safety or protection officials and individuals with a need to know. Distribution
bevond these entitiss without FBI authorization is prohibited. Precautions should be taken to ensure this
information is stored and/or destroved in a mannsr that pracludes unauthorized access. information
bearing the LES caveat may not be used in legal proceedings without first receiving authorization from
the originating agency. Recipients are prohibited from subseguently posting the information marked LES
on 3 website or an unciassified network.

b6

. - . o . b7C
F understand that you are working on a legal opinion re this capability. Is that correct?

b7E

From (OTD) (FBI)
Sent: Thursdav. Aoril 24, 2014 1:28 PM
To: OGC) (FBI)

(OG - COTT I1I (OT) Y(FBD)
Cc: ; (OTD) (FBI)
Subject: FW: Airborn -- UNCL

EFF CELL-1256



(L} LAW ENFORCEMENT SENSITIVE: The information morked {LI/7LES) in this document is the property of FBi and may be distributed withip the

Federgil Governrent {und its contractors), US intelligence, low enforcement, public safety or protection oificials and ipdividuars
kaow, Distribution beyond thess entities without FBi guthorization is prohibited, Precautions shiould be taken to ensure this Informiation s stored
gind/or destroyed in g manner that preciudes unouthorized access, information bearing the LES caveat may not be used in feqal proceedings
without first receliving cuthorization from the originating ngency. Recipients are prohibited fram subseguentiy posting the information marked
LES on o website or an uncigssified nefwork,

FYL | expect these requests to go up as field offices and CID learn of the airborne option.

From: (OTD) (FBI) b6
Se]_t;_ljluﬁd_aumj_z_ﬁ,‘|2014 10:23 AM b7c
To (OTD) (FBI) b7E

Subject: RE: Airborne --- UNCLASSIFIED

Classification: UNCLASSIFIED

Yes, thanks.

From: KOTD) (FBI)

Sept; Thursdav. April 24, 2014 9:35 AM

To OTD) (FBI)
Subject: RE: Airborng -- UNCLASSIFIED

Classification: UNCLASSIFIED

b3
b5
b6
b7cC
b7E

From OTD) (FBI)
Sent: 2:22 PM

To; (OTDP) (FBI)

Subject: RE: Airborng --- UNCLASSIFIED

Classification: UNCLASSIFIED

EFF CELL-1257



b3
b5
b6
b7¢C
b7E

From | (OTD) (FBI)
Se.ll'.ﬂl.LEdaAL_AD.Li.LH_ZOJf 8:10 AM
To TD) (FBI)

Subject: FW: Airbornl - UNCLASSIFIED

Classification: UNCLASSIFIED

From{ (FBI)
Sept: 2014 11:02 AM

T OTD) (FBI)

C |FBI)

Subject: Alrborne| -- UNCLASSIFIED

Classification: UNCLASSIFIED

bé
b7C
b7E

Let me know what you think,
Thanks

Classification: UNCLASSIFIED
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Classification: UNCLASSIFIED//L
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ald, TRFURIERT 10 COHTATHET]
HEREIH 15 N LASSTFTED
HaTE 11-D2-2018 By UeeW4eE11 HSILG

From: |(OPA) (FBI) </O=FBI/QU=EIRST
ADMINISTRATIVE GROUP/CN= RECIPIENTS/CN

Sent: Wednesday. March 11, 2015 10:32:03 /

To: OTD) (FBI) OGC)(FBI)

Cc:

Subject: RE: CSS - talking points for public discussions --- UNCLASSIFIEDlA}(

Classification: UNCLASSIFIED//DR&
ATTORNEY-CLIENT PRIVILEGED INFORMATION/DELIBERATIVE PROCESS

PRIVILEGED DOCUMENT b5

b7C
(U)mme information marked (Ewm this documaent is the property

of FBI and may be distributed within the Federal Governmeani {and its contractors), LS intelligence, law
enforcement, public safety or protection officials and individuals with a need to know. Distribution
bevond these entitiss without FBI authorization is prohibited. Precautions should be taken to ensure this
information is stored and/or destroved in a mannsr that pracludes unauthorized access. information
bearing the LES caveat may not be used in legal proceedings without first receiving authorization from
the originating agency. Recipients are prohilited from subsequently posting the information marked LES
on a website or an unclassified network.

From] [OTD) (FBI) b6
Sent: Tuesdav, March 10, 2015 5:16 PM b7c
To OGC)(FBLY] OTD)(FBI) OTD) (FBI);
BURRELL, JAMES (OTD)(FBD)] oToTTFBRI)
_Ccf CIDY(FETY] [OGC) (FBI); |_I IDOY (FBI);
A) (FBD)] OTRLLERD) OTD) (FBI);

[OTD) (FBI);! [OTDY(FBI) OTD)(OGA);
[OTD) (FBI); , . (OGC) (FBIL)

Subject: RE: CSS - talking points for public discussions --- UNCLASSIFIEBLEEQ

Classification: UNCLASSIFIED//
ATTORNEY-CLIENT PRIVILEGED INFORMATION/DELIBERATIVE PROCESS
PRIVILEGED DOCUMENT

- The infarmation marked {UZPEn this document is the property
of FBf and may be distributed within the Federal Government {and its contractors), US intelligance, iaw
enforcement, public safety or protection officials and individuals with a need to know, Distribubion
beyond these entitiss without FBI authorization is prohibited. Precautions should be taken 1o ensure this
information is stored and/or destroved in a manner that preciudes unauthorized access, information
bearing the LES caveat may not be used in legal proceedings without first receiving authorization from
the originating agency. Recipients are prohibited from subsequently posting the information marked LES
on a website or an unclassified network.
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b5
jo13)
From DGC)(FBI) e
Sent: Monday, March 09, 2015 1:01 PM
To] (OTD) (FBD)] loTD)(FBI)| [OTD) (FBI);
BU YOTD) (FBI)
: CID)(FBI IOGC) (FBI) kDO) (FBI);
[OPA) (ERIY OTD).(FBI !(OTD) (FBI);
(OTD) (FBI); OTDJ(FBI) A);
OTD) (FBI); S " . (OGQC) (FBI)
Subject: RE: CSS - talking points for public discussions --- UNCLASSIFIED/
Classification: UNCLASSIFIED//BRS
ATTORNEY-CLIENT PRIVILEGED INFORMATION/DELIBERATIVE PROCESS
PRIVILEGED DOCUMENT
(Ummme information marked (L2 in this document is the property
of FBI and may be distributed within the Federsl Governmeani {and its contractors), US intelligence, law
enforcement, public safety or protection officials and individuals with a need to know. Distribution
beyvond these entitiss without FBE authorization is prohibited. Precautions should be taken to ensure this
information is stored and/or destroved in a mannar that praciudes unauthorized access. information
bearing the LES caveat may not be used in legal proceedings without first receiving authorization from
the originating agency. Recipients are prohibited from subseguently posting the information marked LES
on 3 website or an unciassified network.
Fve made suggested edits and comments to one of the versions here, which can be incorporated into
other versions to ensure consistency if accepted. 'm availabie to discuss if you have any gusstions.
b5
b6
b7C

Associate General Counsel
Chief, Science & Technology Policy & Law Unit

EFF CELL-1261



O

B

E-Mail (U | ic.fbi.gov
E-Mail (S . se0v.a0y

Confidontiality Statement: This message is transmitted to vou by the Office of the General Counsel of the b5
Federal Burean of livestigation. The message, along with aoy attachments, may be confidenuial and bE
fesally privileged. I vou are not the miended recipicnt of this message, plaase destroy i promptly b7C
without farther retention or dissernination {unless otherwise required by law) Please nouty the seader of

the errar by a soparate ¢-mait or by calling

From| |(oTD) (FBI)

Sent: Saturdav, March 07, 2015 6:00 PM

To OTD)(FBI); [OTD) (FBI); BURRELL, JAMES (OTD)(FBI);
[@1ED) (FFT)

oo CID)(FBD Loaeyrend koGo) (FaD);
DO) (FBL); [OPA) (FB) |(OTD).(FBI):
(OTDR)(ERIY] OTD) (FBI) OTD)(FBI)

OTD)(OGA) [OTD) (FBI)

ubject: RE: CSS - talking points for public discussions --- UNCLASSIFIED/%

Classification: UNCLASSIFIED/7IEQ;~
ATTORNEY-CLIENT PRIVILEGED INFORMATION/DELIBERATIVE PROCESS
PRIVILEGED DOCUMENT

i ; ) b5
{LL L The information marked wm? this documert is the property of FBI and may be distributed within the b6
Federal Go fer:,mnnt fand Its contracters). US intelligenice, low enforcement, public safety or protection officiols nnd individua bC

‘o hevond these entities without FBIi nuthorizotion is prohibited. Precou s should be tnken Yo ensure this
f:r‘d/cr destioyed in ¢ maoner that preciudes unauthorized access, information bearing the LES coveat mey not be used i legal proceedings
without first receiving authorization from the originating agency. Recigients are prohibited from subseqguantly posting the information marked
LE5 on o website or an unciassified network,

Fromj [OoTD)(FBI)
Sent: Fridav. March 06. 2015 3:13 PM
To: (OTD) (FBI)

EFF CELL-1262



Ccf loTD) (FBI) b6
Subject: RE: CSS - talking points for public discussions --- UNCLASSIFIEDM b7cC

Classification: UNCLASSIFIEDLIBRST
DELIBERATIVE PROCESS PRIVILEGED DOCUMENT

E: The information marked (u;’%ﬁm this document is the property
of FBI and may be distributed within the Federal Govarnment {and its contractors), US inteiligence, law
enforcement, public safety or protection officials and individuals with a nead to know, Distribution
bevond these entities without FBI authorization is prohibited. Precautions should be taken o ensure this
information is stored and/or destroved in & manner that preciudes unauthorized access. information
bearing the LES caveat may not be used in legal proceedings without first receiving authorization from
the griginating agency. Recipients are prohibited from subsequently posting the information marked LES
on a website or an unciassified network,

b5
b6
b7C
b7E

From OTD) (FBI)
Ser.l:il.ﬂdaau\_/lamhlw, 2015 5:12 PM
To: (OTD) (FBI) bo) (FBI); koGe)(FBI);
| kopa) (FBIT |OGC)(FBT)
Cc: OTD) (cONX _jotD)(FBIN [OGC) (FBI);
OGC) (FBI) OTD) (FBI).
TDYOGA OTD)(FBT) OTD) (FBI) (OGC) (FBI);

EFF CELL-1263



Subject: RE: CSS - talking points for public discussions --- UNCLASSIFIED/)E<
Importance: High

Classification: UNCLASSIFIED//
DELIBERATIVE PROCESS PRIVILEGED DOCUMENT

tion marked {Ug%lthifi dacument is the progerty of £8t and may be distributed within the

(U} LA T VT TRl The inforn
Faderal Government {and its contractaes), U3 inteiligence, iaw enforcemant, public saf
know. Distribution bavond these entities without FEi authorizati arohilited. Pr
stored and/or destroyed in a manrer that precludes unauthoriz,
proceedings without first receiving authorization from the o
information marked LES on 2 website or an unciassified netwark.

From:| [(OTD) (FBI) b5

Sent: Mondav, March 02, 2015 3:10 PM b6
To: QTD) (FBI) (DO) (FBI); (OGC)(FBI); b7c
L_I (OPA) (FBT (OGC) (FBI) (OGCYFBI) b7E

i (OTD) (CONM OTD)(FRLI QGC) (FBI);

OJG(C) (FBI); OTD) (FBI
; OTD)(FBI) (OTD) (FBI
Subject: RE: - talking points Tor public dlscuslsions UNCLASSIFIEQ%E(
Importance:Tmgn

Classification: UNCLASSIFIED//PES
DELIBERATIVE PROCESS PRIVILEGED DOCUMENT

{123 LAY et T T T il s, T [nfrrrination marked (LGP0 50 this document is the property of FBi aind moy be distributed within the

edernf Government {ond its contractors), US miteiligence, low enforceiment, public safety or protection officiais and individuels with o need to
knoww, Districution beyond these entities without FBI guthorization is prohibited, Precautions showld be taken to ensure this information is stored
grd/or destroved i o manner that precludes unouthorized gocess, information bearing the LES caveat may not be used in jegnl proceedings
without fiest receiving outhorizotion from the originoting agency. Recipients are grohibited from subsequently posiing the information marked
LES on a website or an unclassified network,

EFF CELL-1264



 received comments/edits back fmrﬂl tand Based o] advice, | split my

original draft into two documentsl | Flease see both
updated files below, review, editfcomment, and return to me. 'l maintain version integrity.
b5
bé
b7C
b7E
From: OTD) (FBI)
Sent: ry 26, 2015-5:46 DM
To fOTD) (FBI); DO) (FBI)| loce)(FeI);
| KOPA) (FBT)
Cc: QTD) (CON loTD)(FBDY] (OGC) (FBI);
FBI OGQ) (FBD) OTD) (FBI);
[OTDY(OGA); OTD)(FBI); OTD) (FBI
Subject: RE| talking points for public discussions --- UNCLASSI-u:DDEﬁ:)
Importance: High
Classification: UNCLASSI FIED/M
DELIBERATIVE PROCESS PRIVILEGED DOCUMENT
, . % L The informotion marked (i ’,”m this document is the property of FBi and moy be distributed within the
Federni bo;emmar {ond its contractors), US intelligence, low enforcement, sublic safely or protection sificials and indviducis with ¢ need o
know. Distribution beyond these entities without FBI authorizatinn is prohibited. Precautions should be taken to ensure this information is stored
gind/or destroved in @ monner that precludes unouthorized access. information bearing the LES coveat may not be used in fegal proceedings
without first receiving outhorization from the originating ngency. Recinients are prohubited from subsequently posting the information marked
LES ob o website or an ubcigssified network,
b5
b6
b7C
b7E

From OTD) (CON)

Sent: Tuésday, February 24, 2015 1:38 PM

To: OTD) (FBL) oTD) (FBLY totD)
(FBI); [OTD) (FBD); [OTD)(FBI)| (OTD)
(FBIL): (OTIVTFRIV [OTD) (FBD)

Cci [OCTD)(CONY; [[OTDY (FBY) (OTD)
(CONY[ ER)(CONY:] ER) : (OTD)
(FBI) D) (EBLM (OTD)(FBI) OTD)
(FBI) )(FBI) [OTD) (CoNM OTD)
(FBI) (OTD) (FBI)| OTD)(FBI) (OTD) (FBI);
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OTD) (FBI) b6

Subject] - talking points for public discussions --- UNCLASSIFIED z;g

Classification: UNCLASSIFIED

Please forward your responses to me by 3/2/15 for section level review.
b5
b6
b7C
b7E
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b5
b7E

Classification: UNCLASSIFIED/}<
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all. INECIGIAT TON CONTAINED
HEREIN 15 UHLLAsSTFTET
OETE 11-02-0015 By LeeWdaeR 1 NSILG

From: | (OTD) (FBI) </O=FBI/OU=EIRST
CN=RECIPIENTS/CN:

Sent: i 48:02 PM

To: | kop ) (EBD] lloce)FBI

Cc: [ [oTDY (FBI) OGC) (FBI)
Subject: RE: CSS - talking points for public discussions --- UNCLASSIFIE@Q
Classification: UNCLASSIFIED//BrSC
ATTORNEY-CLIENT PRIVILEGED INFORMATION/DELIBERATIVE PROCESS b5
PRIVILEGED DOCUMENT b6
o ________________________ b7C
b7E

(U} LAWY DRI - The information marked {L/J38& in this document is the property

of FBI and may be distributed within the Federal Governmeani {and its contractors), LS intelligence, law
enforcement, public safety or protection officials and individuals with a need to know. Distribution
bevond these entitiss without FBI authorization is prohibited. Precautions should be taken to ensure this
information is stored and/or destroved in a mannsr that pracludes unauthorized access. information
bearing the LES caveat may not be used in legal proceedings without first receiving authorization from
the originating agency. Recipients are prohilited from subsequently posting the information marked LES
on a website or an unclassified network.

>

From| KOPA) (FBI)
Sent: Wednesday, March 11, 2015 10:32 AM

Tol (OTD) (FBI); |(OGC)(FBI)
Subject: RE: - Talking points for public discussions --- UNCLASSIFI%

Classification: UNCLASSIFIED/
ATTORNEY-CLIENT PRIVILEGED INFORMATION/DELIBERATIVE PROCESS
PRIVILEGED DOCUMENT

b5
bé

ik 2 The information marked (u,«'-ks[m this document is the property
of FBI and may be distributed within the Federal Govarnment {and its contractors), US inteiligence, law
enforcement, public safety or protection officials and individuals with a nead to know, Distribution
bevond thess entities without FBE authorization is prohibited. Precautions should be taken to ensure this
information is stored andfor destroved in 2 manner that preciudes unauthorized access. information
bearing the LES caveat may not be used in legal procesdings without first receiving authorization from
the originating agency. Recipients are prohibited from subseguently posting the information marked LES
on a website or an undlassified network,
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From: llotD) (FBI) b6

Sent: Tuesdav, March 10, 2015 5:16 PM b7cC
To (OGC)(FBI)] |OTD)(FBD){ lotD) (FBI);
BURREIT _IAMES [OTDY)ERT ! I[(OTD) (FBI)
Cc: CID)(FBI [(OGC) (FBI); [DOY (FBI);
[(OPA) (FBD): OTD) (FBI TD) (FBI);
(OTD) (FBD); [OTD)(FBI) [OTD)(OGA);
OTD) (FBI); SABOL, SHERRY E. (OGC) (FBI]

“Subject: RE: C5S - talking points for public discussions --- UNCLASSIFIED JZBES.__

Classification: UNCLASSIFIED/D}E{
ATTORNEY-CLIENT PRIVILEGED INFORMATION/DELIBERATIVE PROCESS
PRIVILEGED DOCUMENT

(LA = ) . The information marked (Uﬁﬁ{m this document is the property
of FBI and may be distributed within the Federal Governmeani {and its contractors), LS intelligence, law
enforcement, public safety or protection officials and individuals with a need to know. Distribution
beyvond these entitiss without FBE authorization is prohibited. Precautions should be taken to ensure this
information is stored and/or destroved in a mannar that praciudes unauthorized access. information
bearing the LES caveat may not be used in legal proceedings without first receiving authorization from
the originating agency. Recipients are prohibited from subseguently posting the information marked LES

on g website or an unclassified network,

From| OGC)(FBI) b5
Sent: Mondav. March 09, 2015 1:01 PM bé
To oty (ERD) [OTD)(FBI); OTD) (FBI); b7C

BURRELL, JAMES (OTDY(FBL); [(oTD) (FBD) b7E
Cc: CIDY(FBI koGe) (FE;I);|_SI kDO) (FBI);
PA) ; [OTD) (ERT |_tOTD) (FBI);
[OTD) (FBI)] (OTD)(FBI) [OTDY(OGA);
OTD) (FBI); SKBUFSFIEWEI . (OGC) (FBI

Subject: RE: CSS - talking points for public discussions --- UNCLASSIFIED/kSZ

~—rt

Classification: UNCLASSIFIED/LIDS&—
ATTORNEY-CLIENT PRIVILEGED INFORMATION/DELIBERATIVE PROCESS
PRTVILEGED DOCUMENT

{ Lt s SITIVE: The information marked (Ulﬁﬁjn this document is the property
of FBI and may be distributed within the Federal Governmeani {and its contractors), LS intelligence, law
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enforcement, public safety or protection officials and individuals with a nead to know. Distribution
beyvond thase entities without FBE authorization is prohibited. Precautions should be taken to ensure this
information is stored and/or destroved in 3 manner that precludes unauthorized access. Information
bearing the LES caveat may not be used in legal proceedings without first receiving authorization from
the originating agency. Recipients are prohibited from subseguently posting the information marked LES
on g website or an unclassified network,

b5
b6
b7C

Associate General Counsel

Chief, Science & Technology Policy & Law Unit

F

O:! |

BE: |

E-Mail (U)] @ic.fbi.gov

E-Mail (S) fbi.seov oy

Confidentiality Satement: This message s fransmiutted to vou by the Office of the Generl Counsel of the

Federal Bureaw of Investigation. The message, along with any attacheerds, may be confidendial and

legally privileged. I vou are not the intended recipient of this message, please destrov it promptly

withowt further retention or dissenunation {unless otherwise required by law). Please notify the sender of

the error by a separate e-mail or by calling b5
b6
b7C

From| |(oTD) (FBI)
Sent: Saturdav March 07, 2015 6:00.PM
To OTD)(FBI) OTD) (FBI); BURRELL, JAMES (OTD)(FBI);
| [OTD) (FBI)
Ccl (CIDvERT __[oceyrend l(QGC) (FBI);
DO) (FBl) (OPA) (FBL) (OTD)(EBD):
OTD) (FRTY: OTD) (FBI);] KOTD)(FBL);
| [(OTD)(OGA); OTD) (FBI)
Subject: RE: CSS - talking points for public discussions --- UNCLASSIFIED/,L\kES(
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Classification: UNCLASSIFIED//
ATTORNEY-CLIENT PRIVILEGED INFORMATION/DELIBERATIVE PROCESS
PRIVILEGED DOCUMENT

km W, O :f*ril:u?:on bt‘y)iu’ ?r,eae m? s w,..ieuur FBI au?r,o iration is ,(.'rohii :twf P,((m”‘:f‘r 5 cieuu.a be taken to ensure th.'_x ,nfumm?:.f;r, is storad
and/or destioved (o o manner that grecludes unouthorized vocess, information bearing the LES caveat may not be used in lego! proceedings
without first receiving outhorization from the criginoting agency. Recipients gre prohibited from subseguently posting the inforrnation rarked

LES on a website or an unclassified network,

From:| !OTD)(FBI)
Sent: Friday, Marc i 53:13 PM

To (OTD) (FBI)
Cc OTD) (FBI)
SuBject: REI TS5 - talking points for public discussions --- UNCLASSIFIED/;E_(

Classification: UNCLASSIFIED/BRI
DELIBERATIVE PROCESS PRIVILEGED DOCUMENT

The information marked Uj?ﬁﬁlniu docurment is the property
o??giandEﬂuytmfdminbuiedethﬁ1thﬂPederaiaO»uHﬂﬂent(dndstsaon&ackxs) US intelligence, law
enforcement, public safety or protection officials and individuals with a nead to know, Distribution
bevond thess entities without FBE authorization is prohibited. Precautions should be taken to ensure this
information is stored and/or destroyed in 3 manner that preciudes unauthorized access. information
bearing the LES caveat may not be used in legal proceedings without first receiving authorization from
the griginating agency. Recipients are prohibited from subsequently posting the information marked LES
on a website or an unciassified network,

b5

b5
bé
b7C
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b5

bé
b7C

From;| | (OTD) (FBI)

Se.].l‘..lu.ﬁd.aLMa.LCh.}Oj 2015 5: 12 PM

To Q1D) (FeI)| [DO) (FBI) OGC)(FBI):

| [OPA) (FBI) FaValalVisssy

Cri QTD) ( OTD)(FBL) [OGC) (FBI);

| GC) (FBI),IF OTD) (FBI)]
[OTDYOGAY OTD)(FB OTD) (FBI)| [(OGT) (FBI);
OTD) (FBI)

Subject: RE: CSS - talking points for public discussions --- UNCLASSIFIEDQ:EE‘J/\

Importance: High

Classification: UNCLASSIFIED/

DELIBERATIVE PROCESS PRIVILEGED DOCUMENT

* g CThe information marked (UOPERY In this documant is the property of #8581 and may be distributed within the

lm"EE ol (:!th ranEnt {al wl s contractors), US inte nee, e enforcemant, public safety or protection officials and in 1 with 3 need o

kngsw. Distribvition bayond these entities without FBI authorization is prod nbltﬂ"i Pracautions should Be taken to ensure this information is

stored oﬁ'm destroved in a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in legal

procesdings without first raceiving author >n from the originating agency. Recipients are prohibited from subsequently posting the

information marked LES o0 5 website or an unclassified network.
b5
b6
b7C

EFF CELL-1272



From] |(OTD) (FBI) D>

S n:;_mmwamn]m, 2015 3:10 PM bé
T (QTD) (FBI); |D0) (FBI) OGC)(FBI); b7C

OPA) (FBI); (OGC) (FBI (FBI) b7E
Ceil (OTD) (CONY 0] : (QGC) (FBI);
| OGC) (FBI) D) (FBI)
(OTD)(OGA) OTD)(FBT) (OTD) (FBI)
Subject: RE: talking points for public discussions --- UNCLASSIFIEIﬂEE(

Importance: High

Classification: UNCLASSIFIED/
DELIBERATIVE PROCESS PRIVILEGED DOCUMENT

. The information marked (i l’?ﬁm this document is the property of F8i and may be distributed within the
Federni Governmert ’("u its ccnt:('cto,x) US intalligencs, low enforcement, public safety or protection 5 @ need 1o
know. Distribution beyond these entities without FBI authorizating is prohibited. Precautions shiould be taken to ensure & 1 tion is stored
gind/or destroved in @ monner that precludes unouthorized access. information bearing the LES coveat may not be used in fegal proceedings

without first receiving authorization from the griginoting ngency. Recipients cre prohubited from subseguently posting the information marked
LES ob o website or an ubcigssified network,

[ raceived comments/adits back from e Based@nl deke,ispﬁtﬁw
oﬁgnaﬁﬁﬁﬁthﬁﬁtmﬁ)damuhenta| Piease see both
updated files below, review, edit/comment, and return 1o me. i mamiam version inlegrity

From{ OTD) (FBI) beé
Sent; fy 26, 2015 5:46 PM b7C
To: oDy (e koo) (FBI) (OGC)(FBI); b7E
LOpA) (FET)
o QTD) (CONY (OTD)(EBIY IkOGC) (FBI);
[o@L) (FBD) (OTD) (FBI);

[OTD)(OGA) [OTD)(FBI (OTD) (FBI)
| talking points for public discussions - UNCLASSI ltDﬂ[:ES(

Importance: High

Classification: UNCLASSIFIED/
DELIBERATIVE PROCESS PRIVILEGED DOCUMENT

? Ve (he information marked (UM in this docurmert Is the property of FEE and may be distributed veithin the
Faderal Go fer:urmnt {gnd its controctors). US intelligence, Jow enfarcement, public safety or protection officials and individuals with o nead 1o
Inow. Distripution beyvond these entities without FBi authorization is prohibited. Precoutions should be token to ensure this information is stored
and/or destroyed in ¢ manner that preciudes uneuthorized access, information bearing the LES coveat mey not be used in lega! proceedings
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b5
b6
b7C
b7E

From ]OTD) (CON)

Sent: 51:38 PM

To OTD) (EBI) loTD) (ERD oTD)

(FBI)] [TOTD)Y (FRIY: IOTDYERD); (OTD)

(FBLY: (T TERD

Cc I—OTD)(CON)\_ OTD) (FBI) (OTD)

(CON kER)(cONX ER)(CONY (OTD)

(FBI); |(OTD) (EBD) TD)(FBI) IJOTD)

(FBI) [OTD)(FBI) [OTD) (CON) (OTD)

(FBD) (OTD) (FBI| OTD)(FBI);| [OTD) (FBI); b5

OTD) (FBI) b6

Subject: - talking points for public discussions --- UNCLASSIFIED b7C

b7E

Classification: UNCLASSIFIED

Please forward your responses to me by 3/2/15 for section level review.

1274




b5
b6
b7C
b7E

Classification: UNCLASSIFIED/,EB(
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Classification: UNCLASSIFIED@{
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ALL TH-ORAT IO CCHTATHED
HEREIN 13 UHELAGSTRIED
DETE 11-00-0015 By (aekder 1 HE1 G

From: | (OGC)(FBI) </O=FBI/OU=EXCHANGE
ROUP

(FYDIBOHF23SPDLT)/CN=RECIPIENTS/CN=

Sent: 2015 5:20:44 PM
To: | OTD) (FBI); RICHARDSON, STEPHEN (OTD) (FBI);
, S (OTD)(FBI); BROOKS. BRIAN K (OTD) (FBI);
HQ_DIV18 ESU_DATA_CALLS; OTD) (FBI)
(OTD) (EBY)
Cc: |] QTD)(FBI) LoTD) (FBI);
(OTD)(FBI)
[CTDOYFEN
Subject: }-- UNCLASSIFIED/DBS

Attachments: OTD_Responses_to_Sen_Franken__06162015 (OGC input).docx

Classification: UNCLASSIFIED/ b5

—————————————————————————————————————————————————————— b6
TRANSITORY RECORD b7cC

[

Acting Section Chief
Science & Technology Law Office

F?.LO.ﬁﬁ.c&Qf_th.LCeneral Counsel
0

33380V . SOV

Confidonuaiiy Statoment: This roessage is transmoiited 1o vou by the Office of the General Covesel of the
Federal Borean of Investigation. The message, along with any attachments, may be confidential and
fegaily privileged. If vou are not the mtended recipient of this message, please destroy it promptly
without further retention or dissemination {imless otherwise required by law). Please nouty the sender of
the error by a separate o-mail or by calling

From: (OTD) (FBI)
Sent: TUesOay, June Io, 2015 2:13 PM
To: RICHARDSON, STEPHEN (f=i-t=pnupubbol) JAMES ( : BRIAN K (OID) (FBI):
HQ DIV18_ESU_DATA_CALLS OGC)(FBI) tOTD) (FBI)

| kOTD) (FBD b5
ol OTD)EBD)] (OTD) (FB);] OTD) (FBI); 28

| kUTBXFBI) foTONrBL); OTD) (FBI) b7¢C

Subject: OTD Response to Sen Franken CS5 questions --- UNCIASSIFIED)]
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TRANSITORY RECORD

AD Richardson, DAD Burrell,
Here is the latest version for your approval. The red boxes indicate LES.

<< File: OTD_Responses_to_Sen_Franken__06162015.docx >>

Classification: UNCLASSIFIED/M
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ALl M URATION (UHTATHED
HEREIN & UHCLASSIEIRD
LateE 11-00-2015 BY [ eridsbll HalUO

From: OTD) (FBI) </Q= =FIRST ADMINISTRATIVE
GROUP/CN=RECIPIENTS/CN

Sent: Tuesday, June 16, 2015 5:40:29 PM

To: (OGC)(FBJLBJQI:IABEEQN&IFPHEN (OTD) (FBI);
l%;, OTD)(FB! OTD) (FBI);
IJ:LQ_D.IAH.&FESU_DATA_CALLS_| omyFeif |

OTD) (FBD
ce: [ SUDYGED LoTD) (FBI):
(OTD)(FBI)
OTD)Y (ERI
Subject: --- UNCLASSIFIED
Attachments: OTD_Responses_to_Sen_Franken__06162015.docx b5
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA bé
Classification: UNCLASSIFIED//L b7C
TRANSITORY RECORD
From (OGC)(FBI)
Sent: 15, 2015 5:21 PM
Ta (OTD) (FBI); RICHARDSON, STEPHEN (OTD) (FBI); BURRELL, JAMES (OTD :
TD) (FBI); HQ_DIV18_ ESU_DATA_CALLS (OTD) (FBI)
D
C OTDXEBDA (OTDL(C FBD) (OTD) (FBI);
(OTD)(FBI [[OTDY(FBI)
Subject: RE: OTD Response to Sen Franken CSS questions --- UNCLASSIFIED/
Classification: UNCLASSIFIED//LES
TRANSITORY RECORD
b5
b6
b7C

Acting Section Chief
Science & Technology Law Office

FBI Office of the giﬁneral Counsel

O:

BB m—ml_l_

E-N ‘wic.tbi.gov

E-Mail (S); 7

FELATATAND A AR

Confidenuaiiny Matoment: This message 1s fransmitted 1o vou by the Office of the General Counsel of the
Federal Bureaw of Investigation. The message, along with any attacheerds, may be confidendial and

EFF CELL-1285



tegally pruvileged. I vou are not the mtended recipiont of this message, pleass desiroy it promptly
withouot further retention or dissemination {unless otherwise required by law). Please notify the sender of
the error by a separate c-mail or by calling

<< File: OTD_Responses_to_Sen_Franken 06162015 (OGC input).docx >>

From; OTD) (FBI)

Sent: Tuesday, June 16, 2015 2:13 PM

To: RICHARDSON, STEPHEN (QID) (EBI): BURRFI|, JAMES (OTD)(FBD):] (OTD) (FBI);

I.H.O.D.BLLi_ESU_DATA_CALLS; OGC)(FBI); DTDY (F 1)|ﬁ| b6
OTD) (FBD b7C

Cci (OTRuERD D) (FRIM |OTD) (FBI);
IE‘E’TW:BD] IIG (OTD) (FBI)
u

ject: OTD Response to Sen Franken CSS questions --- NCLASSIHI:D/‘

Classification: UNCLASSTFIED/ /LB

TRANSITORY RECORD

AD Richardson, DAD Burrell,
Here is the latest version for your approval. The red boxes indicate LES.

<< File: OTD_Responses_to_Sen_Franken__06162015.docx >>

Classification: UNCLASSIFIED//}E{

EFF CELL-1286



ALL THECHEAT TOH CDHTRATHET!
HEBEIE 15 UNCLESETF TRED
DATE 11-00-2015 By CoapwWdeb 1 HOTl G

From: OTD) (FBI) </O=FBI/QU=FIRST ADMINISTRATIVE
GROUP/CN=RECIFIENTS/CN=]

Sent: £ 12:48:39 PM
To: , (OTD) (FBI)
Cc: oDy (FBI l(oTD) (FBI);

OGC)( (ER)(CON)

Subject: RE: Task 504 - UNL,LASSIFIED

Attachments: (06-26-2015) Draft OTD TTU Response House of Reps Letter on 06 03 2015
06242015_JC_dks_JC (STPLU edits) (2).docx; (06-30-2015) Draft OTD TTU
Response House of Reps Letter on 06 05 2015.docx

Classification: UNCLASSIFIED//

b6
Upon removal of attachment(s), this document is UNCLASSIFIED B7C

% - . The snformation marked (LUEPRR) 1o this document is the
property of FBi and Ay bc dibﬁ'lbtﬁSd W ﬁhm the Federal Government {and its contractors), US
telligence, law enforcement, public safety or protection officials and mubividuals with a need to knonw,
Distribution bevond these entitios without FBI authonzation 1s prohubited. Precastions should be taken to
ensure this iformation is stored and/or destroved 1 a manner that prochudes unauthorized access.
Information beariog the LES caveat may not be used m legal procecdings without first roceiving
authorization from the onginating agency. Recipients are probibited from subscquently posting the
information marked LES on a website or an unclassified notwork,

Attached are the two documents that will be referenced 1o the 2:30 Prep for 7/6 Aviation briefing
Congressional Brioting Prop call, The final submission will be provided aficr the moeeting.

From:| (OTD) (FBI)
Se , 2015 10:07 AM
To [6TD) (FBI)

Subject: FW: Task 504 --- UNCLASSIFIED//L

Classification: UNCLASSIFIED//DEZ

Upon removal of attachment(s), this document is UNCLASSIFIED

- he information marked U;}}@n this document is the property
o? FR! and may be d:ttrai}ut@d within the Federal Government {and its contractors), US intelligence, law
enforcement, public safety or protection officials and individuals with a nead to know. Distribution
beyond these entities without FBI authorization is prohibited. Precautions should be taken 1o ensure this
information is stored and/or destroved in 3 manner that preciudes unauthorized access. information
bearing the LES caveat may not be used in legal proceedings without first receiving authorization from
the originating agency. Recipients are prohibited from subseqguently posting the information marked LES
on a website or an unciassified network,

EFF CELL-1293



when this is “final” please submit a copy to the E5U datacall inbox so we can upload it into the
tracker.

From: HQ_DIV18_ESU_DATA_CALLS
Sent= Thireday Tulv 02 2015 7:37 AM
To (OTD) (FBI OTD) (FBI)
Cc: HQ_DIVI8_ESU_DATA_CALLS
Subject: FW: Task 504 - UNCLASSIFIEI;LZEI<

Classification: UNCLASSIFIED/Br

Upon removal of attachment(s), this document is UNCLASSIFIED

b7C
(Um The information marked (U,’Mn this document is the property

of FBI and may be distributed within the Federal Government {and s contractors), US intelligence, law
enforcement, public safety or protection officials and individuals with a nead to know. Distribution
beyvond thase entities without FBE authorization is prohibited. Precautions should be taken to ensure this
information is stored and/or destroved in 3 manner that precludes unauthorized access. Information
bearing the LES caveat may not be used in legal proceedings without first receiving authorization from
the originating agency. Recipients are prohibited from subseguently posting the information marked LES
on g website or an unclassified network,

[ 1

See helow for the [atest on tasking # 504,

Fromj [OGC)(FBI)

Sew 01, 2015 5:55 PM

To QTD) (FBI)

Cc |(OTD) (FBI); HQ_DIV18_ESU_DATA_CALLS; BURRELL, JAMES (OTD)(FBI)
Subject: RE: Task 504 — UNCLASSIFIED@Es(

Classification: UNCLASSIFIED%

Upon removal of attachment(s), this document is UNCLASSIFIED

(UWhe information marked ({3%€0n this document is the property
of FBI and may be distributed within the Federal Government {and s contractors), US intelligence, law
enforcement, public safety or protection officials and individuals with a nead to know. Distribution
beyvond thase entities without FBE authorization is prohibited. Precautions should be taken to ensure this
information is stored and/or destroved in 3 manner that precludes unauthorized access. Information
bearing the LES caveat may not be used in legal procesdings without first receiving authorization from

EFF CELL-1294



the originating agency. Recipients are prohibited from subseguently posting the information marked LES
on g website or an unclassified network,

Ondy 1 comment on one document,

< File: (06-26-2015) Draft OTD TTU Response House of Reps Letter on 06 03 2015
2015 30 dks H{STPLU edits} {2).doox »>

1]

Associate General Counsel
Chief, Science & Technology Policy & Law Unit
FBI Office of the General Counsel

| bé
BB| I b7C
E-Mail (U)] @ic.fbi.gov
E-Mail (S) D800V, 20V

Confidonuaiy Statoment: This roessage is transmoiited 1o vou by the Office of the General Covesel of the
Federal Bureaw of Investigation. The message, along with any attacheerds, may be confidendial and
tegally privileged. W you are not the intended rocipient of this message. please destroy it promptly
without further retention or dissemination fowless cdheronen seguired by law}. Please notify the sender of
the orror by a separate e-mail or by calling

From: OTD) (FBI)

Sent: weanesgay, Jury ul, 2015 5:49 PM

To [OGC)(FBI)

Cc [(OTD) (FBI); HQ_DIV18_ESU_DATA_CALLS; BURRELL, JAMES (OTD)(FBI)
Subject: Task 504 --- UNCLASSIFIEDZeRS-

Classification: UNCLASSIFIED#%&

Upon removal of attachment(s), this document is UNCLASSIFIED

(Umme information marked (UFEEG;Ln this document is the property

of FBI and may be distributed within the Federal Government (and its contractors), US intelligence, law
enforcement, public safety or protection officials and individuals with a need to know. Distribution
beyond these entities without FBI authorization is prohibited. Precautions should be taken to ensure this
information is stored and/or destroyed in a manner that precludes unauthorized access. Information
bearing the LES caveat may not be used in legal proceedings without first receiving authorization from
the originating agency. Recipients are prohibited from subsequently posting the information marked LES
on a website or an unclassified network.

EFF CELL-1295



b6

Below are the two documents prepared in response to the two congressional letters referenced in task b7C

504.

Thank you

<< File: (06-26-2015) Draft OTD TTU Response House of Reps Letter on 06 03 2015

please review and provide any updates to all.

06242015_JC_dks_JC (STPLU edits) (2).docx >>

<< File: (06-30-2015) Draft OTD TTU Response House of Reps Letter on 06 05 2015.docx >>

S§
Acting Section Chief

Technical Surveillance Section
QOperational Technology Division

Classification:

UNCLASSIFIED/ZZEg;

EFF CELL-12586



From:

Sent:
To:

Cc:

Subject:

Attachments:

(DO) (FBLL</Q=FBI/QU=

GROUP/CN=RECIPIENTS/CNj

all TWCEAT IOl (UHTATHRD
HEREIN 15 HNCLAESTEIED
HETE 11-0°-001F By LebeWder 1 NI

Monday, June 29, 2015 12:38:26 PIM
ay eril

kSTD\ (EBI)

D) (FB
D) (FBI);

[OTDNFBI);

HQ DIV18 ESU_DATA_CALLS

(OTD) (FBI);

FIRST ADMINISTRATIVE

| tDO)(FBI);:l
3 )

OTD) (FBI);

GC)(FBI); YACONE, JAMES F (IR) (FBI); RICHARDSON;

TD) (FBI): BURRELL, JAMES (OTD)(FBI)
ER)(CON): SABOL, SHERRY E. (OGC) (

RE: UPDATED: New Request for FBI Aviation Briefing to House Judiciary
Committee --- UNCLASSIFIED
Letter 2.pdf

Classification: UNCLASSIFIED

TRANSITORY RECORD

Hello, there was an additional letter sent from the House of Representatives with specific guestions
concerning the Aviation program, although it is focusad solely on the use of airborne cell simulator
technology. The signatories to this letter will be invited to the July 8™ briefing as wel and a copy i5

attached.

ss|

Oifice of Consressio

nal Affairs

From:

Sent: Mondav, June 22, 2015 2:37 P

To:

| I(
(F

(OTD) (FBI);

OTD)

DO) (FBI)
(IR) (FBI); (DO)(FBI);
OGC)(FBI)
[OTP) (FBI) OTD) (FBI)
DTD)(FBI); AQ DIVIS_ESU_DATA_CALLS)

(
h :DO) (FBI)

[OTI

D) (FBI);

OGC)(FBI_YACONE 1AMES E (IR) (FBI); RICHARDSON, STEPHEN (OTD) (FBI):

TD)(FBI)

ER)(CON); SABOL, SHERRY E. (OGC) (FBI);

Subject: RE: UPDATED: New Request for FBI Aviation Briefing to House Judiciary Committee ---

UNCLASSIFIED

Classification: UNCLASSIFIED

TRANSITORY RECORD

Hello - House Judiciary Committee staff briefing on the aviation program and cell site simulators will

now be on luly &M at 1:090 pr. Please let me know it that presents any problems. Thanks.

EFF CELL-1303



554 |

Offire of Cansressional Affairs

b6
From{ DO) (FBI) b7¢C
Sept: Thursdav.June 18,2015 11:50 AM
To IR) (FBI [DO)(FBI)
Cc KGTD) (FBI); OTD) (FBD l(oTD)
(FBIT OTD)(FBIY; HQ DIVI8 ESU_DATA_CALLS] pTD) (FBI);
| 0GC)( BI)] OTD) (FBI); YACONE—1AMES F (TR) (FRT)
HEN (OTD) JAMES (OTD)(FBI) ER)(CON);
SABOL, SHERRY E. (OGC) (FBI) (DO) (FBI)
Subject: RE: UPDATED: New Request for FBI Aviation Briefing to House Judiciary Committee ---
UNCLASSIFIED
Classification: UNCLASSIFIED
TRANSITORY RECORD
Apclogies, apparently | spoke to soon. Committes changed their mind and cannot do it the 26" now.
Too many staffers will not be able to make it that Iate in the day - Congress is on recass the following
week so a lot of people will be out, Congress is not back in session until July & 50 that is the next
possible day we can do it
if the 67 does not work we can try to schedule for the 13" Please advise on avaitability, thanks.
Fromi (DO) (FBI)
Sent: Thursdav, June 18 2015 8:16 A
To: IR) (FBILY [DO)(FBI)
Cc: [{OTD) (FBI); OTD) (EBDM OTD)
(FBD)| OTD)(FBI); HQ DIV18_ESU_DATA_CALLS; OTD) (FBI); b5
| OGC)F BI)! |OTD) (FBI); YACONE._JAMES F (IR) (FBI): b6
’HEN (OTD JAMES (OTD)(FBI) ER)(CON); b7C
SABOL, SHERRY E. (OGC) (FBI) DO) (FBI)
Subject: RE: UPDATED: New ReEQUESTTOT rBI Aviation Briefing to House Judiciary Committee ---

UNCLASSIFIED

Classification: UNCLASSIFIED

TRANSITORY RECORD

Committee can do 3:30 an June 26" 1 will confirm with them zarly this aftarnoon 5o pleass let me know
if that date/times does not work for some reason. |

EFF CELL-1304



s an FRE dotaiies to the ludiciaey Committee and will gttend the briefing

S84
Office of Congressional Affairs 22
b7C
From (IR) (FBI)
Sent; Wednesdav, June 17, 2015 6:18 PM
To; DO)(FBI)
Cc (OTD) (FBI) (OTD) (FBL) OTD)
(FETH OTD)(FBIT_HQU DIVIZ ESU_DATA_CALLS: [OTD) (FBI);
| [DOY (FBI) DGC)(FBI); (OTD) (FBI): YACONE,
) (FBI); RICHARDSON, STEPHEN (OTD) (FBI); BURRELL, JAMES (OTD)(FBI)
(ER)(CON); SABOL, SHERRY E. (OGC) (FBI)
ubject: RE: UPDATED: New Request for FBI Aviation Briefing to House Judiciary Committee ---

UNCLASSIFIED
Classification: UNCLASSIFIED
TRANSITORY RECORD

i possibile can we dothic oo the first date suggested lune 26", but later in the day—anytims
3:30 p.m. or fater. | amailed on the iow-side and he advised that he wiould be avaiiable at
330 that dav or Iater, Eet us Know  Again

Thanks for whatever you can arrangs sognesti!
Special Assisiant o the Assistant Director b5
Critica! incident Response Group b6
{desk) b7C
bbb

From:
Sent:

To3

OTD) (

RICHARDSON, STEPHEN (OTD)
SABOL, SHERRY E. (OGC) (FBI);

[coGe)(FBI)
Wednesdav. Tune 17, 2015.4:58 PM

FBI)

DO)(FBI); YACi).NILlAME_Eﬂ.RJ_LEEI);
FBIT BURRELL,JAMES (OTD)(FBI); (ER)(CON);

(IR) (FBI)

EFF CELL-1305



Cc: lca7D) (FBI) 5TD) (EBD OTD)
(Eal] OTD)(FETY; A DIVIZ ESU DATA CALLS OTD) (FBD);
| [DO) (FBI)

Subject: RE: UPDATED: New Request for FBI Aviation Briefing to House Judiciary Committee ---
UNCLASSIFIED

Classification: UNCLASSIFIED

TRANSITORY RECORD

P available.

[ ]

Associate General Counsel
Chief, Science & Technology Policy & Law Unit

FBI Office of the General Counsel bé
0 b7C
BB:

E-V ic.tbi.gov

E-Mail (S)] L DLSR0Y.20Y

Confidentaliny Satement This message is ransputted to you by the Gffice of the (General Counsel of the
Federal Bureay of nvestigation. The message, along with any attachments, may be confidential and
tegally privileged. H von are not the mitended recipient of this message, please destroy it promptly
without further retention or disscnunation (unless otherwise required by law). Please notify the sender of
the error by a soparate o-may o1 by cathimg

From: OTD) (FBI)
Sent: Wedn ne 17, 2015 3:01 PM
To] EDO)(F - (IR) (FBI); RICHARDSON, STEPHEN (OTD) (FBI);
BURRELL, JAMES (OTD)(FRT\'! I(ER)(CON) 1 JOGC)(FBL); SABOL,
SHERRY E. (OGC) (FBI); - —lIR) (FBI)
cd D) (FBI) (OTD) (FBL)J loTD)
I(an TD)(FBIrrHQ-Ums-ESU-UM'/:I; - —ESU_DATA_CALLS; [OTD) (FBI);
FBI)

Subject: RE: UPDATED: New Request for FBI Aviation Briefing to House Judiciary Committee ---
UNCLASSIFIED

Classification: UNCLASSIFIED

TRANSITORY RECORD

it appears that AD Richardson is available, but we will need GGL

EFF CELL-1306



From: DO)(FBI)
Sent: Wednesday, June 17, 201510:30 AM

To: YACONE, JAMES F (IR) (FBI) loTD) (FBI); HEN (OTD) (FBI);

BURRELL, JAMES (OTD)(EBL) R)(CON) I i(OGC)(FBI) ; SABOL,

SH . (ERT

Ce: 'I)RGE}| |(otD) (FBY) OTD)

(FB OFD.)LEBD_'_H.O_DLLLB_ESU_DATA_CALLS' [OTD) (FBI);
| (DO)(FBI) DO) (FBI)

ubject: D: New Request for FBI Aviation Briefing to House Judiciary Committee ---
UNCLASSIFIED

Importance: High

Classification: UNCLASSIFIED

TRANSITORY RECORD bé
b7C

Al

The Committes is available on Monday luly &" ) either morning or afternoon.

Are briefers available on this date?

Please advise.
Thank you,

ERLOICA

From: YACONE, JAMES F (IR) (FBI)

Sent: Tuesdav, June 16, 2015 5:3Z PM

To (DO)(EBL [OTD) (FBI); RICHARDSON. STEPHEN (OTD) (FBI);

BURRELTL, JAMES (OTD)(FBI) ER)(CON) OGC)(FBI); SABOL,

SH ERRY E (OGO (FRT

Cc (OTD) (FBI) |(OTD) ERNI D)

(FBI)] [OTD)(FBI); HQ_DIV18_ESU_DATA_CALLS; IO_TD) (FBI)

Subject: RE: New Request for FBI Aviation Briefing to House Judiciary Committee --- UNCLASSIFIED b6
b7C
b7E

Classification: UNCLASSIFIED

TRANSITORY RECORD

Al {am not available from June 28 — July lI

From DO)(FBI)

EFF CELL-1307



Sent: Tuesdav, June 16, 2015 5:09 PM

To (OTD) (FRLL: RICHARDSON STEPHEN (OTD) (FBL); YACONE, JAMES F (IR) (FBI);
BURRELL, JAMES (OTD)(FBI) ER)(CON) OGC)(FBI); SABOL,
SHERRY E (OGO (FRI

Cc: (OTD) (FB)| |(0TD) (ERNM (OTD)

(FBDI TD)(FBI); HQ_DIV18_ESU_DATA_CALLS; D) (FBI);
DOJ(FBL)
SUDTert: RE: New Request for FBI Aviation Briefing to House Judiciary Committee --- UNCLASSIFIED

Classification: UNCLASSIFIED b6
TRANSITORY RECORD

Have askad i we can push 1o the week of the 297 that 26" does not work. Wil advise once |
hear back,

Tharks

From: OTD) (FBI)

Sent; Tesggv—Tome—Td, 2015 3:50 PM

To: DO)(FBI); RICHARDSON, STEPHEN (OTD) (FBL); YACONE, JAMES F (IR) (FBIL);
BURRELTL, JAMES (OTD)(FBI)] [ER)(CON) (OGC)(FBI); SABOL,
SH

Cc:i laTD) (FBD)] |(otD) (EBD] lotD)
(FB (OTD)(FBI); HQ_DIV18_ESU_DATA_CALLS; |(OTD) (FBI);

(DO) (FBI)

—subject: RE: New Request for FBI Aviation Briefing to House Judiciary Committee --- UNCLASSIFIED

Classification: UNCLASSIFIED

TRANSITORY RECORD

bé

is it at all possible to pick a different date for the aviation briefing? OGC s not availabla. b7C

Thanks

[

From3 (DO)(FBI)
Sent: Tuesday, June 1o, 2015 2:50 PM
To: RICHARDSON, STEPHEN (OTD) (FBI); YACONE, JAMES F (IR) (FBI); BURRELL, JAMES (OTD)(FBI);

(ER)(CON) QGC)EBI); SABOL, S BI)
o LQTD) (FBD) (OTD) (FBI) (OTD)
(FBD) (OTD)(FBIT AU DIVIS FSU DATA CALLS] jo) (FBI);

DO)(F I)| |OTD) (FBI); |(DO) (FBI)
ubjJect: New uest for FBI Aviation Briefing to House Judiciary Commitiee --- UNCLASSIFIED
Importance: High

EFF CELL-1308



Classification:

UNCLASSIFIED

TRANSITORY RECORD

Al

House Judiciary Commitiee staff have now asked for the same FBI Aviation briefing that many of vou will

be providing to Senate Judictary Committee tomuorrow, the 177
House staff arg interested in receiving the briefing on Friday June 26", preferably at 10:00am.

Please indicate soonest if you are available o brisf on this date at that time. i not, we will ask

commities to choose another date/time.

Thank vou

F81 Congrassional

Classification:

UNCLASSIFIED

b6
b7C

EFF CELL-1309



Classification: UNCLASSIFIED

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED

EFF CELL-1310



AlLL TH-ORET IO (CHTATHED
HEREIN 12 URCLAGSTF1RD
DT 11-B0-0015 By (aekdeb il HST G

From: (OTD) (FBI) </O=FBI/QU=FIRST ADMINISTRATIVE

GROUP/CN=RECIPIENTS/CN-

Sent: JALed.n.asday_.lu.hl_o_’l_%)15 5:49: 2T PM

To: GCY(FBI)

Cc: TD) (FBI); HQ_DIV18_ESU_DATA_CALLS; b6
BURRELL, JAMES (OTD)(FBI) b7C

Subject: Task 504 --- UNCLASSIFIED

Attachments: (06-26-2015) Draft OTD TTU Response House of Reps Letter on 06 03 2015

06242015_JC_dks_JC (STPLU edits) (2).docx; (06-30-2015) Draft OTD TTU
Response House of Reps Letter on 06 05 2015.docx

Classification: UNCLASSIFIED//

Upon removal of attachment(s), this document is UNCLASSIFIED

(V) LA ENFORCENERTGENSHLE: The information marked (U/JBESSin this document is the property

of FBI and may be distributed within the Federal Government (and its contractors), US intelligence, law
enforcement, public safety or protection officials and individuals with a need to know. Distribution
beyond these entities without FBI authorization is prohibited. Precautions should be taken to ensure this
information is stored and/or destroyed in a manner that precludes unauthorized access. Information
bearing the LES caveat may not be used in legal proceedings without first receiving authorization from
the originating agency. Recipients are prohibited from subsequently posting the information marked LES
on a website or an unclassified network.

Below are the two documents prepared in response to the two congressional letters referenced in task
504.

please review and provide any updates to all.

Thank you

bé
b7C

SSA
Acting Section Chief

Technical Surveillance Section
Operational Technology Division

Classification: UNCLASSIFIED/@&

EFF CELL-1319



