GENEEAL @REER ‘ S 12 - @@
ABT@MA’E@LKCENSE FLA’EE"RE{:@@N EE‘E@N SYS’EEI@E (&LER}
. “BCANNER : . .

Dxm ISSUED Bgm EFFECTIVE NO. PAGES

3 11-04-2049 11-04-2G09 1 of 4

PURPOSE

The purpose of this order is to establish policy and procedures governing the use of
an Automatic License Plate Recognition (ALPR) Scanner. ALPR technology
employs cameras and.computer software to discem the lefters and numbers of

vehicie licenss plates, and then compares them with records ccntamed in state and

' federal databases.

F‘OL!CY

it is the policy of the Jeraey City Palice Depamnem to utilize technosogy in the
furtherance of law enforcament efforts to locate and apprehend criminal suspects.

" It Is further the policy of the Depariment to ensure’ that the use of {echnology

L

i

devices such as the Automaflc Licanse Plate Recognition Scanner should not,
mtennanaﬂy or atherwise, @ampromtse legitimate privacy cmnc:ems of law abiding

citizens.

Definitlons

ALPR — (Automatic License Plste Pecognztxan) Scanner is a device that uses
cameras and computer technology to campare digital Images of l;censn plates fo
lists of known plates of interest.

Scan Fife - USis or data obtained by ALPR of licenss plates viewed by the device,
including potential images of the plates and vehicle on which it is dientayed, and

information regarding the Jocation view@d by the ALPR Scanner.

Extract Download — “Hot" lists of license pla‘taa assc:cxated with vehicles of interest
from the assoclated database. :

ALPR Scanner Procgss

A, The ALPR device works by taking extract dawnloads from various sources and
creating a list of potential wanted vehicles or vehicles of interest. This list is
wirelassly uploaded on a weekly basls from the main databasn located at the

Camputer/!T Unit.
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B. The device, which is either mounted in & vehicle or mounted on a fixed position,
then captures images of license. plates that come into view and compares them
to a list of vehicles of interest, The device alerts the officer of potential matches

and the source database that provided the licanse plate for use in the device.

C. Officers are reminded that sines the Information cbtained within the database is
not real time data, acion other than following the ldentified vehicle is not justified
until the information Is verified via the Central Communications Bureau.

D. Officers should be aware that in certaln cases, such as a match for a suspended
driver's license or an NCIC record for a wanfed person, the driver of the vehicle -
may not he the person for which the license plate is associsted. In these
instances, officers should obtain independent reasons for believing the operator
is likely the suspendad driver or the wanted person before inlflating a motor

vehicle stop. )

L. Regponsibilitias '

- A. Police Ofﬁd;ers

1. Inspect all components of the ALPR Scanner at the'be,génnlng of their tour of -
duty. This includes the mounted cameras, USB cables and the connection
_ ‘_to the Mobile Data Computer (MDC). .
2. u‘pon noficing damége to the system or if the system is inoperative, shalt
immediately notlfy their ficid supenvisor and submit a 2034 documenting the
damage. . A : V .

3. If any component of t&e ALPR system is damaged as a résult of an apparent

mallcious or oriminal act, an Investigation Repart shall ba submilttad and the

Bureau of Criminal Idenfification shall be nofified to photograph the damage.

B. Field Supervisors

1. When notified of damage to the ALPR system, conduct a preliminary
invesfigation, :

2. If the ALPR system has been damaged as a resuit of an apparent malicious

" Or criminal act, ensure that the Bureau of Criminal Identification responds

and documents the damage. Ensure that an tnvestigation Report Is
completed by the officer and is submitted to the Commanding Officer.

" 3. Notify the Computer/IT Unit at (201) 547-5226 of the damage to the ALPR. .

4. If the vehide iz involved in a mofor vehicle adcident'aﬂd is taken out-of-
- service, in addition to notifying the Computer/IT Unit, also notify Motor Paool

at (201) 547-4980.
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C. Computer/[T Unit

1. The commander of the ComputerIT Unit shall ensure that the ALPR
database is updated on a daily basis and available for the wireless upload fo

all ALPR's.

2. Ensure the database of recorded plateb from aH ALPR's, are held for a
period of at least one year.

3. Assist mvastzgat!ve units wzth any recorded infarmation contained within thelr
database that might be useful in their investigation. .

4, Shall be respons;b!e for the mamtenancc and repairs {o all ALPR's.

D Motor Pool

1. Shau coordinate with the Computer/IT Unit regarding the rapair of an ALPR
equipped vehicle that has been taken out—of—semc:e . :

E. Police Academy

1. Shall davelop and ampiemsm mstruc:txon for the uss of the Automatic Uceﬂse
Plate Recognition (ALPR) Scanner.

2. 8hall maintain a database lisiing persame! who have been frained in the
usage of the ALPR. ,

F. Patrol Bureau

1. The Commander of the Patrol Bureau shall have the discretion to deploy the
ALPR equipped vehidle, in accordance with emerging crime frends. -

2. The Commander of the Patrol Bureay shell submit a waekly report -
describing the deployment and activities of the ALPR. This report shall be
- due every Tuesday fo the Office of the Chlef. At a minlmum, the weekly

report shall include:
a. The days and ﬁmea the ALPR was deployed.
b. The araas n whrch the ALPR was depl oyed

C. Staasﬂcs summarizing tha weekly productivity that has resLﬂted from
ALPR deployment. Afa minimum, these statistics shall include: _

i. Number and type of arrests;

" . Number and type of vehicles recovered (e.g. felony, stolen,
atc)
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i, Number and fype of any illegal firearme or -contraband
© recovered, ' '

iv. Number of moving and parking summons issued;
v, Number of field inquirles; and
vi. Number of mofor vehicle stops. )
d. A running tally of the fotal productivity that has rasulted from ALPR
deployment, both yearto-date and since inception of ALPR
deployment. ' _ ‘ -

All members of the Department will take cognizance of the foregoing and be guided
accordingly.

BY ORDER OF:

\?@@1/94*[ o .
THOMAS COMEY

. CHIEF OF POLICE
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GENERAL ORDER ) | 13-09 |

SUEJECT
: AUTOMATIC LICBNSE PLATE RECQ GNITION SYS I‘EM (ALPR)
SCANNER (REVISED)
REVINED ?FCT{ON(?) POUCY DerFmnrrions, ILE, IL.C.5, [ILC.6
DATEISSUED | DATE EFFECTIVE NO. PAGES

11-09-2009. © | 11-09-2009.. . 1 of 4.

PURPOSE

The purpose of this order is to establish policy and procedures governing the use of
an Automatic License Plate Recognition (ALPR) Scanner. ALPR technology
employs cameras and computer software to discemn the letters and numbers of
vehicle license plates, and then compares them with records contained in state and

federal databases.

F‘OLICY

- It is the policy of the Jersey City Police Department to utilize technology in the
furtherance of law enforcement efforts to locate and apprehénd criminal suspects.
t is further the policy of the Department to ensure that the use of technology
devices such as the Automatic License Plate Recognition Scanner should not,
intentionally or otherwise, compromise legitimate privacy concerns of law abiding
citizens. In furtherance of this policy the ALPR shall be categorized as a NJCJIS
limited access terminal and subject to all stipulations and restrictions contained in
~ the JCPD NJCJIS Security Policy applicable {o a CJIS mobile device. .

I. Definitions

ALPR — (Automatic License Plate Recognition) Scanner is a device that uses
cameras and computer techrniology to oompare digital images of license plates to

‘ hsts of known plates of interest.

Scan_File - Lists or data obtained by ALPR of !icenéé plates viewed by the device,
including potential images of the plates and vehicle on which it is displayed, and
information regarding the location viewed by the ALPR Scanner.

Extract Download — Extracts are from three NCIC database files: Stolen Vehicles,
Stolen License Plates, Wanted Persons ( associated with vehicles ) and in addition
an extract from the NJN%\/C database which includes NJ regxstratxons that have
been suspended or explred within the last three years. _ ,
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. ALPR Scanner Process

A The ALPR device works by taking extract downloads from various sources,
creating a list of potential wanted vehicles or vehicles of interest. This list is
wirelessly uploaded on a timely basis as updates become available from the

main database located at the Computer/IT Unit.

B. The device, which is either mounted in a vehicle or mounted on a fixed position,

‘then captures images of license plates that come into view and compares them

- to a list of vehicles of interest. The device alerts the officer of potential matches
and the source database that provided the license plate for use in the device. :

C. Offcers are remmded that since the information obtained within the database is
not real time data, action other than following the identified vehicle is not justified
until the information is verified via the Central Communications Bureau.

D. Officers should be aware that in certain cases, °uch asa match for a suspended
drivar's license or an NCIC record for a wanted person, the driver of the vehicle
may not be the person for which the license plate is associated. In these
instances, officers should obtain independent reasons for believing the operator
is likely the suspended driver or ’che wanted person before initiating a motor

vehlc(e stop.

E. Probable cause for property seizure or arrests should never be based upon a-
NCIC hit-alone but may be obtained by a posmvely confirmed hit through
existing CJIS hit confirmation prooedures 4

Ill. Responsibilities

A. Police Officers

1. Inspect all components of the ALPR Scanner at the beginning of their tour of
duty. This includes the mounted cameras, USB oables and the connect:on

to the Mobile Data Computer. (MDC)

2. Upon noticing damiage to the system or (f the system is moperatxve shall
immediately notify their ﬁeld supervisor and submit a 203A documenting the

' damage

3. Ifany componen{ of the ALPR system is damaged as a result of an appareht
malicious or criminal act, an Investigation Report shall be submitted and the
Bureau of Criminal |dentification shall be notified to photograph the damage.

B. Field Supervisors

1. When notified of damage to the ALPR system, conduct a preliminary
investigation. . , : N

b
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2. Ifthe ALPR system has been damaged as a resu[t of an apparent malicious

or criminal act, ensure that the Bureau of Criminal Identification responds
and documents the damage. Ensure. that an Investigation Report is
completed by the oﬁ“cer and is submitted to the Commandxng Officer.

Notn‘y the Computer/l I Unit at (201) 547-5226 of the damage to the ALPR

{f the vehicle is involved m a motor vehicle accident and is taken out-of-
service, in addition to notifying the Computer/IT Unit, also notify Motor Poo! '

at (201 ) 547-4980.

C. Computer/IT Unit

1.

The Commander of the Computer/[T Unit shall ensure that the ALPR
database is updated on a consistent and timely basis in accordance to new
update availability from the State Police CJIsCu and accessible for the

wxre!ess upload to all ALPR's,

Ensure the database of reoorded plates from all ALPRS are held for a

2,
penod of at Ieast one year.

3. Assist investigative umt Wzth any recorded information contamed WIthm their
database that might be useful i in their investigation.

4. Shall be responsible for the maintenance and repairs to all ALPR’

5. Shall develop and implement instruction for the use of the Automatlc License
Plate Recognition (ALPR) Scanner. '

6. Shall rnamtam a database listing’ personne! who have been tramed in ’(he
usage of the ALPR.

D. Motor Pool

q

Shall coordmate with the Computer/lT Unit regarding the repalr of an ALPR
equipped vehicle that has been taken out-of-service.

E. Patrol Bureau’

1.

The Commander of the Patro! Bureau shall have the discretion to deploy the
ALPR equupped vehicle, in accordance wnfh emerglng crime trends. '

The Commander of -the Patrol Bureau shall submit a weekly report
describing the deployment and activities of the ALPR. This report shall be
due every Tuesday to the Office of the Chief. At a mnmmum the weekly

report shall include:
3

- 17127 -



a. The days and times the ALPR was deployed.

b. The 'areas’ in which the ALPR was deployed'

c. Statistics bummarxzmg the weekly productivity that has resulted from ‘
ALPR deployment. At a minimum, these statist:cs shall include:

i
ii.
iii.
iv.

V.

yi.

Number and type of arrests;

Number and type of vehfcles recovered (eg felony, stolen,
etc.);

NUmber and type of any illegal firearms or contraband
recovered;

Number of moving and parking summons issued;
Number of field inquiries; and

Number of motor vehicle stops

d. A running tally of the total productlwty that has resulted from ALPR
deployment, both yearto-date and since inception of ALPR

d eployment

All members of the Department will take cognizance of the foregoing and be gutded

accordingly.

RBY ORDER OF:

\TQ@W/%?? Cch«—\.

THOMAS COMEY /
CHIEF OF POLICE
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L P‘URPO’SE P
The: purpose of th:s Polmy Dxrcctwe isto establmh pol IO_'Y and proceduref; gavcmmg the use ofan
~ Automatic - License Platc Recognition (ALPR) Scanner which are éompliant with Attorncy
General Dircctive #2010-5, which was issued by Attorney General Pauly Dow on December, 03,
'2010. ALPR technolo gy employs camieras and computer software capable of scanning the letters
and numbers displayed on vehicle license platés. The ALPR technology then compares the data .

' retrieved with records oontamcd in state and federal databascs

:ZPOLICY.. oo
It is the policy of the J crsc:y City Pohw Department to utxhze tedmology in the ﬁmherance of

law enforcement efforts to locatc-and apprehend criminal suspects. It is furthet the policy of the

Department. to” ensure that the use technology devices such-as the Automatic Licénse Plate
Recognition Scanner should not, intentionally or otherwise compromise legitimate pnvacy

- concemns, of law abldmg citizens. To that end, 1 am ordcring that the principles espoused in
Attomey General Directive #2010-5 be mcorporated in the Depantmcnt ] pohcles and procedurcsv -

‘via CJeneral Order #1 1 1

./I
[

3. GOAL

- The aim of this Pahcy Dlrectwe is to pmmote proper use otALPR scanner tcchnology in support
of our ‘mission to protcet and serve the public via a wide range of law enforcement activities.
including homeland security, criminal and terrorist interdiction, revoked and suspended driver. ‘

interdiction, recovery of stolen property, enforcement. of no ‘contact restrammg orders, and the
arrest of mdmduals suchct to outstanding arrest items. . )

i
|

s

- ByOrderof .. . - o

Direclor ot Police 7 [/
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GENERAL ORDER o 1-11
'SUBJECT: USE OF AUTOMATED LICENSE PLATE READERS
(ALPRs) AND STORED ALPR DATA
CROSS REFERENCE: ATTORNEY GENERAL DIRECTIVE 2010-5 & G.0O.# 13-09
DATE ISSUED DATE EFFECTIVE NO. PAGES
01-05-2011 ©01-18-2011 15

1. 'PURPOSE AND SCOPE

1.1 Reasons for Promulgating Uniform Statewide Guidelines

The purpose of these Guidelines is to provide direction to law enforcement
agencies and officers on the appropriate use of ‘Automated License Plate- Readers
(ALPRs) and .the data that are collected by these devices and stored for future law
enforcement use. These Guidelines are not intended to serve as-a comprehensive
operational manual. Rather, they are meant to ensure that ALPRs and ALPR-generated
data are used in an appropriate manner and only for bond fide public safety purposes.

The following Guidelines, which are promulgated pﬁ_rsuént to Attorney General ’
Law Enforcement Directive 2010-5, should be interpreted and applied so as to achieve

 the following objectives:

o to ensure that "BOLO lists" (the compilation of targeted license plates that an
AILPR is "on the lookout" for) that are programmed info the internal memory of
an ALPR or that are compared against stored ALPR data are comprised only of
license plates that are associated with specific vehicles or persons for which or
whom there is a legitimate and documented law enforcement reason to identify

- and locate, or for which there is a legitimate and documented law enforcement .
reason to determine the subject vehicle’s past location(s) through the analysis of

stored ALPR data;

to ensure that data that is cziptured by an ALPR can only be accessed by
appropriate: law enforcement personnel and can. only be used for legitimate,
specified, and documented law enforcement purposes; :

to permit a thorough analysis of stored ALPR data to detect crime and protect the
homeland from terrorist attack while safeguarding the personal privacy rights of
motorists by ensuring that the analysis of stored ALPR data is not used as a means
to disclose personal identifying information about an individual unless there is a
legitimate and documented law enforcement reason for disclosing such personal
information to a law enforcement officer or civilian crime analyst; and

to ensure that stored ALPR data are purged after a reasonable period of time so as
_to minimize the potential for misuse or accidental disclosure. = -

1
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1.2 Applicability of Guidelines

- These Guidelines 'apply to all law enforcement agencies that operate under the
authority of the laws of the State of New Jersey that own or operate one or more ALPRs,
that collect and maintain ALPR data, and/or that receive or are provided access to ALPR

“data collected by another agency.

- 1.3 an—Enforceability of Rights by Third Parties

. These Guidelines are 1ssued pursuant to the Attorney General’s authority under
the Criminal Justice Act of 1970, N.L.S.A. 52:17B-97 et seq., to ensure-the uniform and
efficient enforcement of the laws. These Guidelines impose limitations on the exercise of
law enforcement discretion and the use of and access to ALPR-related data that may
extend beyond the requirements of the United States and New Jersey Constitutions, and
federal and state statutory law. Nothing in these Guidelines should be construed in any
way to create any rights beyond those established under the Constitutions, statutes, and
regulations of the United States and the State of New Jersey. The provisions of these
Guidelines are intended to be implemented and enforced by law enforcement agencies
that possess or use ALPRs, the New J ersey Office of Homeland Security and
Preparedness, the-County Prosecutors, and the Department of Law and Public Safety, and -
 these provisions do not create any rights that may be enforced by any other perscns or

entities. '
. DEFINITIONS
As used in these Guidelines:

"Automated License Plate Reader” or "ALPR" means a system consisting of a
camera, or cameras, and related equipment that automatically and without direct human
control locates, focuses on, and photographs license plates and vehicles that come into
range of the device, that automatically converts digital photographic images of scanned
license plates into electronic text documents, that is capable of comparing scanned
license platé text data with data files for vehicles on a BOLO (be on the lookout) list
programmed into the device’s electronic memory, and that notifies police, whether by an
- audible alert or by other means, when a scanned license plate matches the license plate on --
the programmed BOLO list. The term includes both devices that are placed at a stationary
location (whether permanently mounted or portable devices positioned at a stationary
location) and mobile devices affixed to a police vehicle and capable of operating while

the vehicle is in motion.

"BOLO (Be on the Lookout)" or "BOLO situation” refers to -a-determination by a
law enforcement agency that there is a legitimate and specific law enforcement reason to
identify or locate a particular vehicle, or, in the case of a post-scan BOLO, there is a

-legitimate and specific reason to ascertain the past location(s) of a particular vehicle,

"BOLO list," sometimes referred to collo quially as a "hot list," is a ycompilatiovn of
- one or more license plates, or partial license plates, of a vehicle or vehicles for which a
BOLO situation exists that is programmed into an ALPR so that the device will alert if it

2
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- captures the image.of a license plate that matches a license plate included on the BOLO
list. The term also inchudes a compilation of one or more license plates, or partial license
. plates that is compared against stored license plate data that had previously been scanned
and collected by an ALPR, ;'ncluding scanned license plate data that is stored m a

separate data storage device or system.

"Tnitial BOLO list" fefers'to the BOLO list that was programmed into an ALPR at
the time that the device was being used to scan license plates in the field.

‘ "Post-Scan BOLO list" refers to a BOLO list that is compared against stored data
collected by an ALPR, including scanned license plate data that has been transmitted to

another device or data storage system:

"Stored data" refers to all information captured by an ALPR and stored in the
device’s memory or in a separate data storage device or system. The term includes the
recorded image of a scanned license plate and optical character recognition data, a
contextual photo (ie., a photo of the scanned vehicle and/or occupants), global
positioning system ("GPS") data (when the ALPR is equipped with a GPS receiver) or
other location information, and the date and time of the scan. The term applies to both
alert data and non-alert data that has been captured and stored by an ALPR or in a

‘separate data storage device or system. '

"Alert data" means information captured by an ALPR relating to a license plate-
that matches the license plate on an initial BOLO list or a post-scan BOLO list.

"Immediate .alert" refers to an alert that occurs when a scanned license plate
matches the license plate on an initial BOLO list and that is reported to the officer
operating the ALPR, by means of an audible alarm or by any other means, at or about the
time that the subject vehicle was encountered by the ALPR and its license plate was

scanned by the ALPR.

"Non-encounter alert" refers to an immediate alert where the officer operating the
ALPR is instructed to notify the agency that put out the BOLO without initiating an
investigative detention of the subject vehicle or otherwise revealing to the occupant(s) of
that velicle that its location has been detected or that is the subject of law enforcement
attention (e.g., a Violent Gang or Terrorist Organization File (VGTOF) alert).

"Personal identifying information" means information that identifies one or more
specific individuals, including an individual’s name, address, social security number,
vehicle operator’s license number, or biometric records. The term includes personal
identifying information that is included within the-data comprising a BOLO list, as well
 as personal identifying information that is learned by checking a license plate scanned by
-an ALPR against the Motor Vehicle Commission-database or any other data system that

contains personal identifying information.

; "Scan" refers to the prb'cess by which an ALPR automatically focuses on,
photographs, and converts to digital text the license plate of a vehicle that comes within

range of the ALPR.
) 3
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- "Authorized user" means a sworn or civilian employee of a law enforcement
agency who has been authorized by the chief of the agency, or by the Attorney General or
a county prosecutor or his or her designee, to operate an ALPR, or to access and use
ALPR stored data, and who has successfully completed training provided by the agency

on the agency’s ALPR policy and on these Guidelines.

"Designated supervisor" means a superior officer assigned by the chief of a law
" enforcement agency to oversee and administer, or to ‘assist in overseeing and
administering, the agency’s use of ALPRs and stored ALPR data. A law enforcement

agency may have more than one designated supervisor.

"Chief" of a departmenf'or agency means the highest ranking sworn officer ofa

law enforcement agency.

“Post-Scan BOLO query™ refers to the process of comparing a post-scan BOLO
list against stored ALPR data. ‘ ,

"Crime scene query” refers to the process of accessing and reviewing stored
ALPR data that had been originally scanned at or about the time ‘and in the vicinity of a
reported criminal event for the purpose of identifying vehicles or persons that might be
associated with that specific criminal event as suspects, witnesses, or victims. ‘

"Criminal event" means a specific incident, or series of related specific incidents,

that would constitute an indictable crime under the laws of the State of New Jersey,

whether or not the incident(s) have occurred or will occur within the State of New Jersey.

. The term includes an attempt or conspiracy to commit a crime, or actions taken in
preparation for the commission of the crime, such as conducting a surveillance of the

location to identify and evade or thwart security measures, or conducting a rehearsal of a

planned crime. The term includes two or more separate criminal acts or episodes that are

linked by common participants or that are reasonably believed to have been undertaken

by a:criminal organization or aspart of an ongoing conspiracy.

"Crime trend analysis" refers to the analytical process by which stored ALPR data.
is used, whether alone or in conjunction with other sources-of information, to detect
crime patterns by studying and linking common elements of recurring crimes; to predict
when and where future crimes may occur; and to link specific vehicles to potential
criminal or terrorist activity. The term includes an automated process in which a -
computer program analyzes stored data to identify potentially suspicious activity or other
- -anomalies involving one or more scanned vehicles and where such automated analysis is

_done without disclosing personal identifying information about any individual to an
authorized user or any other person except as may be authorized pursuant to ‘Section

10.2.3 of these Guidelines. :
DEPLOYMENT OF ALPRs

4.1 Restricted Uses
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An ALPR and data generated by an ALPR shall only be used for official and
legitimate law enforcement business.

4.2 ALPR Scanning Limited to Vehicles 'Exn'os'ed to Public View

An ALPR shall only be used to scan license plates of vehicles that are exposed to
public view (e.g., vehicles on a public road or street, or that are on private property but
whose license plate(s) are visible from a public road, street, or a place to which members
of the public have access, such as the parking lot of a shopping mall or other business

establishment).

1

43 - Sunervisorv Approval of Al ALPR Deploilments

, An ALPR shall not be deployed in the field unless the deployment has been
authorized by the chief of the department or a designated supervisor, or by the Attorney
‘General or designee or a county prosecutor or designee. Such authorization may be given
for repeated or continuous deployment of -an ALPR (e.g., mounting the device on a
particular police vehicle, or positioning the ALPR at a spécific stationary location), in
which event the deployment authorization shall remain in force and effect unless and
until rescinded or modified by the chief or des1gnated supen/lsor or the A‘ctorney General

or county prosecutor or designee.

, 4.4 Trained Qperatgrs and Analysts

A sworn officer or civilian employee of the department may operate an ALPR or
access or use ALPR stored data only if the person has been designated as'an authorized
user by the chief of the department, or by the Attorney General or designee or a county
- prosecutor or designee, and has received training from the department on the proper use
and operation of ALPRs, the requirements of Attorney General Law Enforcement

Directive 2010-5, and these Guidelines, and any policies and procedures governing the

use of ALPRs and ALPR data issued by the department pursuant to Attorney General
Directive 2010- 5 and Section 14 of these Gmdelmes

. I\/EAINTENANCE OF RECORDS

5.1 Records Documenting the Deplovmenf of ALPRs

Each department that owns or operates an ALPR shall maintain a written or
electronic record that documents the following information:

o date and time when the ALPR was deployed;
® ‘Whethe:' the ALPR was mqbile, or was stationed at a ﬁx.ed speciﬁed location;

e the identity of the operator;

e whether ALPR data was transferred to any other database or data storage
device or system
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5.2 Records Documenting the Use of Stored ALPR Data

Each department that stores ALPR data shall maintain a record of all access to
stored ALPR data. The department’s ALPR data record keeping system, which may be
automated shall document the following information:

the ‘date and time of access, and, in the case of access to stored non-alert data,
the type of access authorized by Section 10.2 of these Guidelines (i.e., post-
scan BOLO query, crime scene query, or crime trend analysis); :

.o the authorized user who accessed the stored data;
e whether an automated software program was used to analyze stored data;
o the designated supervisor who reviewed and approved amy disclosure of -
personal identifying information based upon crime trend analysis when such
approval is required by Section 10.2.3 of these Guidelines; -
e the designated supervisor who approved any use of an automated crime trend
analysis computer program that would automatically alert and disclose

personal identifying information in accordance with Section 10.2.3;

e any other information required to be documented pursuant to Section 10.2 or
any other provision of these Guidelines. :

5.3 Mamtenance ofReco:ds '

All written or electromic records of ALPR activity and access to ALPR data
shall be maintained by the department for a period of five years, and shall be kept in -
a manner that makes such records readily accessible to any person authorized by these
Guidelines to audit the department’s use of ALPRs and ALPR-generated data. When a
department employs an automated system to record any information that is required to be
documented pursuant to these Guidelines, it shall not be necessary for the department to
maintain duplicate records of any events or transactions that are documented by the

automated record- keepmg system.
CONTENT AND APPROVAL OF BOLO LISTS'

6.1 ' Criteria for and Exampleé of Legitimate BOLO Situations .

- A license plate number or partial license plate number shall not be included in an
ALPR initial BOLO list unless there is a legitimate and specific law enforcement reason
to identify or locate that particular vehicle, or any.person or persons who are reasonably
believed to be associated with that vehicle. A license plate or partial license plate number
shall not be included in a Post-Scan BOLO list unless there is a legitimate and specific
law enforcement reason to ascertain the past locations(s) of that particular vehicle or of

any person or persons who are reasonably believed to be associated with that vehicle.
, s .
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 Examples of legitimate and specific reasons include, but are not limited to:
persons who are subject t6 an outstanding arrest warrant; missing persons; AMBER
Alerts; stolen vehicles; vehicles that are reasonably believed to be involved in the
commission of a crime or disorderly persons offense; vehicles that are registered to or are
reasonably believed to be operated by persons who do not have a valid operator’s license
~or who are on the revoked or suspended list; vehicles with expired registrations or other
Title 39 violations; persons who are subject to a restraining order or curfew issued by a
court or by the Parole Board, or who are subject to any other duly issued order restricting
their movements; persons wanted by a law enforcement agency who are of interest in a
specific investigation, whether or not such persons are themselves suspected of criminal
activity; and persons who are on any watch list issued by a State or federal agency

responsible for homeland security.

62 Batch Downloadin;z of BOLO List Data

BOL'O'Iist information i:nay be downloaded in batch form from other databases,
mcludmg but not limited to the National Crime Information Center (NCIC),. National
Insurance Crime Bureau, United States Department of Homeland Securlty, and -Motor

Vehicle Comumission daiabase

6.3 Updates to BOLO Lists

An initial BOLO list may be revised at any time. In the event that an initial BOLO-
list is constructed, in whole or in part,- with sets of data downloaded from another
database, so as to account for any changes that may have been made in the data
maintained in those other databases, updates to the initial BOLO list shall, in the case of a
mobile unit attached to a police vehicle, be made at the start of each shifl, and in the case
of an ALPR positioned at a stationary location, be made as frequently as is practicable,
and on not less than a daily basis. Information concerning any license plate that is
referencéd in an AMBER Alert activated by the New Jersey State Police shall be added
to the initial BOLO list as expedﬁ.lously as possible, and shall remain in the initial BOLO

list until the AMBER Alert expires or is withdrawr.

6.4 Sgecml Instructions for Immediate Alert Response

_ When practicable, the reason for placmg a vehlcle on BOLO list shall be included
“with the BOLO and shall be disclosed to the officer who will react to an immediate alert.
If for any reason an officer reacting to an immediate alert should not- initiate an
investigative detention (e.g., where the license plate was included in the BOLO list
because the'department or any other agency wanted to be notified of the location of the
subject vehicle without alerting the driver/occupants that they are the subject of law
enforcement attention, such as in the case of Violent Gang or Terrorist Organization File
(VGTOF) alert), to the extent feasible, the information attached to the license plate on the
BOLO list shall be entered in such a way as to cause the ALPR to clearly designate an
immediate alert as a "non-encounter" alert, and shall provide specific instructions to the

‘officer as to who to notify of'the alert. See Section 7, infra.
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7. POLICE ACTIONS IN RESPONSE TO AN IMMEDIATE ALERT

When an officer operating a vehicle equipped with an ALPR receives an immediate alert,
- the officer shall take such action in response to the alert as is appropriate in the
circumstances. An officer alerted to the fact that an observed motor vehicle’s license plate is
on the BOLO list may be required to make a reagonable effort to confirm that a wanted
~ person is actually in the vehicle before the officer would have a lawful basis to stop the
“vehicle. See State v. Parks, 288 N.J.. Super. 407 (App. Div. 1996) (police do not have
reasonable suspicion to justify a stop based on a computer check that shows that the
operator’s license of the registered owner of the vehicle is suspended unless the driver
generally matches the owner’s physical description (e.g., age and gender)). '

An officer reacting to an immediate alert shall consult the database to determine the
. reason why the vehicle had been placed on the BOLO list and whether the alert has been .
designated as a non-encounter alert. In the event of a non-encounter alert, the officer shall
follow any instructions included in the alert for notifying the law enforcement or homeland
security agency that had put out the BOLO. Sée Section 6.4, supra.

8. SECURITY OF STORED ALPR DATA

8.1 thsical Security and Limited Access

Al ALPR stored data shall be kept in a secure data storage system with access
restricted to authorized persons. Access to this stored data shall be limited to the purposes

‘described in Section 10 of these Guidelines.

8.2 Differentiation of Stored Positive Alert Data From.Noﬁ~Alelt Data

~ Stored ALPR data shall be maintained electronically in such a manner as to
distinguish alert data from non-alert data so as to ensure that access to and use of non-
alert data and any disclosure of personal identifying information resulting from the
analysis of non-alert data occurs only as may be authorized pursuant to section 10.2 of
these Guidelines. Positive alert data may, as appropriate, be transferred to the appropriate
active investigation file, see also Section 10.1, infra, and may as appropriate be placed
into evidence in accordance with the department s evidence or records management

‘ procedures
9. RETENTION PERIOD AND PURGING OF STORED DATA

Each law enforcement agency shall, pursuant to the provisions of Section 14 of these
" Guidelines, establish and enforce procedures for the retention and purging of stored ALPR

data in accordance with this Section. ALPR stored data shall be retained for a period of five
years, after which, the data shall be purged from the agency’s data storage device or system.
A law enforcement agency may purge ALPR data before the expiration of the five-year
retention period only if the data has been transferred to the State Police Regional Operations
Intelligence Center (R.O.1.C.)or any other system that aggregates and stores data collected by
two or more law enforcement agencies in accordance with the provisions of these Guidelines.
Any ALPR data transferred to another agency shall indicate the date on which the data had
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been collécted by the ALPR so that the receiving agency may comply with the ﬁvé-year
retention and purging schedule estabhshed in this Section. See also Section 11.1 and 11.2,

‘ infra.

10. LIMITATIONS ON ACCESS TO AND USE OF STORED ALPR DATA-

101 Access to Positive Alert Data

An authorized user may access and use stored ALPR alert data as part of an active
investigation or for any other legitimate law enforcement purpose, including but not.
limited fo a post-scan BOLO query, a crime scene query, or crime trend analysis. A
record shall be made of the access to the data, which may be dn automated record that
documents the date of access, and the identity of the authorized user. An authorized user
need not obtain approval from the chief or designated supervisor, or Attorney General or
county prosecutor or designee, for each occasion on which he or she accesses and uses
stored ALPR data. Once positive alert data has been accessed and transferred to an -

_ investigation file, it shall not be necessary thereaﬁer to document further access or use of

that data pursuant to these Guidelines.

- 102 Access to Non-Alert Data

Access to and use of stored non-alert ALPR data is limited to the following three
purposes: a post-scan BOLO query, a crime-scene query, and crime trend- analysis. An
authorized user does not need to obtain approval from the chief or a designated
supervisor, or Attorney General or county prosecutor or designee, for each occasion on
which he or she accesses and uses stored non-alert data pursuant to this Section.

10.2.1 Post—Scan BOLO Query -

A law enforcement agency is authorized to compare a post-scan BOLO
list against stored ALPR data where the results of the query might reasonably lead
to the discovery of evidence or information relevant to any active investigation or
ongoing law enforcement operation, or where the subject vehicle might be placed

“on an dctive initial BOLO list. (For example, a law enforcement agency may
review stored non-alert data to determine whether a specific vehicle was present

at the time and place where the ALPR data was initially scanned for the purpose
of confirming or dispelling an alibi defense, or to develop lead information for the
purpose of locating a specified vehicle or person. A law enforcement agency may
also check stored data to determine whether a vehicle that was only recently
added to an.initial BOLO list had been previously observed in the jurisdiction

before it had been placed on an initial BOLO list.)

10.2.2 CnmeySceneOuery

a. A law enforcemerit -agency is authorized to access and use stored non-alert
data where such access might reasonably lead to the discovery of evidence or
information relevant to the investigation of a specific criminal event as
defmed in these Guidelines. Note that if the law enforcement agency has
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reason to believe that a specific person or vehicle was at or near the location

-of the specific crime at the time of its commission, non-alert stored data might

also be examined under the authorlty of Sectlon 10.2.1 as part of post-scan
BOLO query.

A crime scene query may not be conducted to review stored non-alert data
based on general crime patterns (i.e., e.g, to identify persons traveling in or

~around a "high crime area"), but rather is limited to situations involving

10.2.3

specific criminal events as that term is defined in these Guidelines.

The crime scene query of non-alert stored data shall be limited in scope to
stored non-alert data that is reasonably related to the specified criminal event,
considering the date, time, location, and nature of the specified crimirial event.
For example, a crime that reasonably involves extensive planning and possible

"rehearsals," such as a terrorist attack, would justify examining stored non-

“alert data that had been scanned and collected days or even weeks or months

before the criminal event, and that may have been scanned at a substantial

- distance from the site of the crime or intended crime (e.g., at any pomt along a

highway leading to the intended crime site). A spontaneous crime, in contrast,
might reasonably justify examination of stored non-alert data that was scanned
and collected on or about the time of and in closer physical proximity to the

crlmmal event.

The law enforcément agency shall document the speciﬁé crime or related -
crimes constituting the criminal event and the date(s) and Iocat1on(s) of the

specific crime(s).

Crime Trend Analysis

A law enforcement agency may access and use stored non-alert data for
purposes of conducting crime trend analysis, as that term is defined in these
Guidelines, when such access and analysis is approved by a designated
supervisor and where such analysis is undertaken to produce analytical

" products that are intended to assist the agency in the performance of its duties.

A designated supervisor may authorize one or more authorized users to
conduct a method or .methods of crime trend analysis on a repeated or
continuous basis, in which event such authorization shall remain in force and

éffect unless and until modified or rescinded by the supervisor. A designated

sﬁpervisor majf also approve the use of an automated software program to
analyze stored data to look for- potentially suspicious activity or other -
anomalies that might be consistent with crlmmal or terrorist activity.

Crime ‘trend analysis of stored non-alert data, whether automated or done

manually, shall not result in the disclosure of personal 1dent1fymg information
to an authorized user or any other person unless:

1) the agency can point to spemﬁc and artmulable facts that warrant fur{:her
mvestlgatmn of possible criminal or terrorist aotlvrcy by the driver or
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occupants of a specific vehicle (i.e., unusual behavior consistent with the
modus operand; of terrorists or other criminals), and access to the personal -
identifying information based on those specific and articulable facts has
been approved by a designated supervisor. Such approval may be given by A
a designated supervisor in advance when the crime frend analysis reveals
the existence of specified suspicious circumstances that would warrant
further investigation and that would justify disclosure of personal
identifying information to the authorized user conducting .the analysis
under the "specific and articulable facts that warrant further investigation"
standard of proof established in this Section. The supervisor shall
document any and - all specified suspicious circumstances for which
disclosure of personal identifying information is pre-approved if those
suspicious circumstances are revealed by authorized crime trend analysis.
When an automated crime trend analysis computer program is used,
specified  suspicious circumstances that would warrant  further
mnvestigation and that would justify disclosure of personal identifying -
Jinformation to an authorized user under this Section may also be pre-
approved by a designated supervisor and built into the computer program
so that if the program identifies the existence of the pre-determined
suspicious circumstances, it will automatically alert the authorized user of
~ the suspicious activity and provide to him or her the relevant personal
-identifying information in accordance with the "specific and articulable
facts that warrant further investigation” standard of proof established in

this Section; or

2) Disclosure of personal identifying information concerning any vehicle
plate scanned by the ALPR is authorized by a grand jury subpoena. -

Nothing in this Section shall be construed to prohibit a computer program
from accessing and comparing personal identifying information of one or-
. more individuals' who are associated with a scanned vehicle as part of the

process of analyzing stored non-alert data, provided that such personal
identifying information is not disclosed to a person unless the "specific and
articulable facts that warrant further investigation" standard is satisfied. The
"specific and articulable facts that warrant further mmvestigation" standard set
forth in this Section applies only to the crime trend analysis of non-alert data,
‘and nothing in this Section shall be construed to limit disclosure of personal
identifying information of a person who is the registered owner of a vehicle
that is on an initial or post-scan BOLO list (i.e., alert data). .

. For the purposes of this Section, the "specific and articulable facts that

warrant further investigation" standard required for the disclosure of personal
identifying based upon crime trend analysis of stored non-alert data is
. intended to be comparable to the "specific and articulable facts that warrant

heightened caution" standard developed by the New Jersey Supreme Court in
State v. Smith, 134 N.J. 599, 616-19 (1994) (establishing the level of
mndividualized suspicion required before an officer may order a passenger to
exit a motor vehicle stopped for a traffic violation). ‘

1
- 17140 -



The law enforcement agency accessing stored non-alert ALPR data for
purposes of conducting crime trend analysis shall .document: the nature and
purpose of the crime trend analysis; the persons who accessed stored non-alert
ALPR data for use in conducting that analysis; and the designated supervisor
who approved access to ALPR non-alert data. In any instance where personal
identifying information is disclosed based upon crime trend analysis of stored
non-alert data, the agency shall document the specific and articulable facts
that warrant further investigation and the designated supervisor who reviewed
those facts and approved the disclosure of personal identifying information, or
who pre-approved disclosure of personal identifying information based upon
specified circumstances identified by an automated crime trend analysis
computer program, or, where applicable, the fact that access to personal
identifying information was authorized by a grand jury subpo ena.

€.

11. SHARED LAW ENF ORCEIWENT ACCESSTO STORED ALPR DATA

11.1 Authonzatmn to Sheue and Aggregate Data

Any ALPR data that may in conformance with these Guidelines be accessed and
used by the law enforcement agency that collected the data may be shared with and
provided to any-other law enforcement agency. Stored ALPR data may be combined with
ALPR data collected by two or more law enforcement agencies (e.g., collection of stored
data by the State Police Regional Operations Intelligence Center), provided that such.
aggregated data shall only be retained, accessed, and uscd in accordance with the

prov151ons of'these Guldclmcs

11.2 Rccord of Shared Acccss and Respohsibﬂitics ofthe Recciving Agency

When ALPR data is made accessible to or othcrw:tsc shared with or transferred to
another law enforcement agency, the agency that collected the ALPR data shall document
the identity of the other agency and the specific officer(s) or civilian employee(s) of that

- agency who were provided the information. When the transfer of stored ALPR data is-

13.

done periodically as part of a system for aggregating data collected by two or more law

‘enforcement agencies (e.g., the scheduled and routine transmittal of data to the State

Police Regional Operations Intelligence Center), each agency- contributing data to the
combined database shall maintain a record of the data transfer, which may be an
automated record, and shall have and keep on file a memorandum of understanding or
agreement or other memorialization of the arrangement for maintaining and populatmg a
database comprised of stored ALPR data collected by multiple law enforcement agencies.
Any agency provided with access to or use of the ALPR data collected by another agency
shall comply with all applicable provisions of these Guidelines concerning stored ALPR

data and disclosure of personal 1den11fymg information.

RELEASE OF ALPR DATA TO NON-LAW ENF ORCEMENT PERSONS @R
AGENCIES ‘
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14.

Stored ALPR data shall be treated as "criminal investigatory records" within the
meaning of N.J.S.A. 47:1A-1 ef seq., and shall not be shared with or. provided to.any
person, entity, or government agency, other than a law enforcement agency, unless such
disclosure is authorized by a subpoena or court order, or unless such disclosure is
reqmred by the Rules of Court governing discovery in criminal matters. Any agency
receiving a subpoena or court order for the disclosure of ALPR. data shall, before -
complying with the subpoena or court order, provide notice to the County Prosecutor, or
to the Division of Criminal Justice in the case of any state-level law enforcement agency. '

PROMULGATION AND E ENFORCEMENT OF DEPARTMENTAL POLICEES

14.-1 Requitred Contents of Denartmental Policies

Pursuant to the requirements of Attorney General Law Enforcement DnectiVe
2010-5, every law enforcement agency that possesses or uses an ALPR must promulgate
and enforce -a rule, regulation, standing operating procedure, directive, or order that

" establishes a comprehensive policy governing the operation of ALPRs, and governing
access to, use, and retention of all stored ALPR data. The ALPR policy promulgated by

the department must be consistent with the standards and procedural safeguards

. established in these Guidelines, and éach ALPR policy must mclude the followmg ‘

provisions:

a. The ALPR policy shall provide that the chief of the department will designate
 one or more superior officers to oversee and administer the agency’s ALPR
program. These designated supervisors will be authorized to: prov1de or
oversee the training of all officers and civilian employees who are authorized
to operate an ALPR or to access or use ALPR stored data; review and approve
requests to access and use stored ALPR data to conduct crime trend analysis _
and/or to access personal identifying information based upon crime trend
analysis; and generally to ensure comphance with the department s ALPR

pohcy and these Guidelines.

b. The ALPR pohcy shall provide that the chief ofthe department shall designate
- all authorized users, and that. no officer or civilian . employee will be
authorized to operate an ALPR, or to access or use ALPR stored data, unless
the officer or civilian employee has received training by the department on the
proper operation of these devices, and on the provisions of the department s

ALPR policy and these Guidelines.

The ALPR policy shall lmplement and enforce the five-year retention penod
for ALPR stored data established in Section 9 of these Guidelines, and must
provide for the purging of all ALPR stored data at the explratlon of the five-

year term.

d. The ALPR policy shall provide for the documentation of all ALPR-related
activities and decisions that are required to be documented by Section 5 or any . -
other provision of these Guidelines, which may be done by an automated
record-keeping system~ and shall provide that such records do cumentmg the
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use of ALPRs and ALPR stored data shall be maintained for 5 years and shall
be kept in a place and in a manner as to facilitate a review and audit of the
department’s ALPR program by the County Prosecutor or by the Attomey

Genel al or his or her designee.

e. The ALPR policy shall provide that any sworn officer or civilian employee of
the agency who knowingly violates the agency s policy, or these Guidelines,
shall be subject to discipline.

f. The ALPRpolicy shall provide that all significant violations of the agency’s
policy, or of these Guidelines, including but not limited to all instances
mvolving the unauthorized access or use of ALPR stored data, must be
reported to the County Prosecutor, or to the Director of the Division of
Criminal Justice i in cases involving a state-level agency, upon discovery of the -
violation. Unless the County Prosecutor or Director elects to conduct or
oversee the investigation of the violation, such notification of the violation
shall be followed up with a report, approved by the chief of the department,
explaining to the Courity Prosecutor, or to the Director, the circumstances of
the violation, and the steps that are being taken to prevent future snmlar ‘

violations.

14.2  Notice of ALPR Policies and Revisions P10v1ded to Countv P1osecutors or.the
Division of Criminal Justice ~

The chief of the department shall provide a copy of the agency’s written ALPR
policy to the County Prosecutor, or to the Division of Criminal Justice in the case of a
state-level agency, at or before the time of promulgatlon and shall prov1de to the County
Prosecutor, or to the Division, copies of any amendments or revisions to the agency’s:

- ALPR pohcy at or before the time that such amendments take effect.

15.

ALPR PROGRAB/E ACCOUN’I ABKLITY

15.1  ALPR Program Audits

All ALPR rccords documentmg the use of an ALPR, or access to or use of ALPR
stored data, whether kept manually or by means of an automated record-keeping system,
shall be subject to review and audit by the County Prosecutor, or by the Attomey General

or his or her designee.

15.2 Handhng of Coleamts

Any complaints about a department’s ALPR program made by any citizen or
entity shall be forwarded to the appropriate County Prosecutor, or to the Director of the
Division of Criminal Justice in the case of a State-level agency, for appropriate review
and handling. The County Prosecutor, or Director, may conduct an investigation, or may
direct the agency that is the subject of the complaint to conduct an investigation and to

report back to the County Prosecutor or Director.
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16.

SANCTIONS FOR NON -COMPLIANCE

If the Attorney General or his or her designee has reason to ‘believe.that a law
enforcement agency or officer or civilian employee is not complying with or adequately

enforcing the provisions of these Guidelines, the Attorney General may temporarily or

17.

permanently suspend or revoke the authority of the department, or any officer or civilian
employee, to operate an ALPR, or to gain access to or use ALPR stored data. The
Attorney General or her designee may initiate disciplinary proceedings, and may take

such other actions as the Attorney General in his or her sole discretion deems appropriate -

to ensure compliance with these Guldehnes

AUTHORITY OF ATTORNEY GENERAL TO GRANT EXEMPTE@NS OR .
SPECIAL USE AUTHORIZATIONS ' A

ALPRs, and all ALPR stored data, ’éhall only be used and accessed for the

" purposes and in the manner authorized by these Guidelines. In reco gnition of the need to

18.

be able to address issues or circumstances that are not contemplated by these Guidelines,
the Attorney General or his-or her designee may grant an exemption from any provision
of these Guidelines, and may authorize the specific use of an ALPR, or the data collected
by or derived from an ALPR, that is'not expressly authorized by these Guidelines. Any
request by a department to use an ALPR or ALPR-generated data for a purpose or in a
manner not authorized by these Guidelines shall be made to the Attorney General or his
or her designee through the Director of the Division of Criminal Justice or his or. her
designee, who shall make recommendations on whether to grant the agency’s specific
request for an exemption or special authorization. Such requests shall be made in writing
unless the circumstances are exigent, in which event the request by the agency and
approval or denial by the Attorney General or his or her designee may be given orally, in

which event the circumstances of the request and the approval or denial shall be.

memonahzed n Wmtmg as soon thereafter as is practicable.

All members of the Depaﬂment will take cogmzance of the foregomg and be guided
accordmgly Each superior officer will be responmble for directing the effective

plementatlon of'this order.

BY ORDER OF:

oo Lo

" THOMAS COMEY .
CHIEF OF POLICE -
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CHRis CHRISTIE State of New Jersey

Governor OFriCE OF THE ATTORNEY. GENERAL Pauta T. Dow
DepARTMENT OF LAW AND PUBLIC SAFETY - : Attorney General
PO Box 080
Km Guapagno - TRENTON, NJ 08625-0080

Lieutenant Governor

DIRECTIVE NQO. 2010-5

TO: Director, Office of Homeland Security and Preparedness
- Director, Division of Criminal Justice ‘
Superintendent, New Jersey State Police
All County Prosecutors
All County Sheriffs
All Police Chiefs .
All Law Enforcement Chief Executives

FROM: Paula T. Dow, Attorney General
DATE: December 3, 2010

SUBJECT: Law Enforcement Directive Promulgating Attorney General Guidelines for the
Use of Automated License Plate Readers (ALPRs) and Stored ALPR Data

In order to fulfill the mission of protecting the public, the New Jersey law enforcement
community must take full advantage of new crime-fighting technologies as they become available.
Automated license plate readers (ALPRs) are now being used by a number of law enforcement

~ agencies around the nation, and a number of police agencies in New Jersey have recently acquired
these devices or are planning to do so in the near future. License plate recognition technology can be
used to support a wide range of law enforcement operations and activities, including homeland
security, criminal and terrorist suspect interdiction, revoked/suspended driver interdiction, stolen.
property recovery, stay-away order enforcement and, of course, the apprehension of individuals who
are subject to an outstanding arrest warrant.

These devices enable police officers to recognize and take immediate action against vehicles
and persons who are subject to an investigative detention or arrest based on a “Be on the Lookout”
bulletin. The data collected by ALPRs can also provide solid investigative leads if, for example, a
device happened to be scanning license plates near a crime scene, allowing police to locate potential
suspects, witnesses, or victims by identifying vehicles that were in the vicinity at the time of the
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offense. A careful analysis of stored ALPR data can also be used to detect suspicious activities that
- are consistent with the modus operandi of criminals. This new technology can in this way serve an
especially important role in protecting our homeland from terrorist attack, as shown by the fact that
many of the devices that are now or soon will be in operatlon in this State were purchased with
homeland security grant monies. ,

While license plate recognition technology can help to protect public safety, the widespread
deployment and use of ALPRs, and especially the collection and storage of data pertaining to
individuals who are not reasonably believed to be involved in unlawful activity, raise legal and
policy issues. Notably, the New Jersey Supreme Court has held that while police are permitted to
“run the plates” of any vehicle they encounter while on patrol, and need not have a particularized
reason before checking a vehicle’s license plates against a government database, police in this State
‘may not as a result of any such lookup be shown personal identifying information about a motorist
unless there is a particularized basis for further police action. See State v. Donis, 157 N.J. 44 (1998).
The Guidelines attached hereto are designed to protect the legitimate privacy interests of motorists
by implementing the non-disclosure rule established in Donis and by adapting the Donis Court’s
rationale to the context and capabilities of ALPR technology.

Recognizing that our experience with this new and evolving technology is limited, and that -
we still have much to learn about how best to incorporate these devices into our arsenal of
investigative techniques, it is appropriate for me as the State’s chief law enforcement officer to issue
uniform statewide guidelines to ensure that ALPRs are used only for bona fide law enforcement
purposes, and that the data collected by these devices are used in accordance with substantive
standards and procedural safeguards that appropriately balance the need for law enforcement(
agencies to prevent and respond to terrorism and other forms of crime against the legltlmate privacy
interests of persons operating motor vehicles on the roadways of thlS State.

THEREFORE, 1, Paula Dow, Attorney General of the State of New Jersey, pursuant to the
authority granted to me by the Constitution of the State of New Jersey and by the Criminal Justice
Act of 1970, N.J.S.A. 52:17B-97 et seq., and in consultation with the Director of the New Jersey
Office of Homeland Security and Preparedness, hereby Direct the following:

1. Adoption of Guidelines

The “Attorney General Guidelines for the Use of Automated License Plate Readers
and Stored ALPR Data” (dated December 3, 2010) attached to this Directive and
incorporated by reference into this Directive are hereby adopted and shall be
followed and enforced by all law enforcement agencies and officers operating under

-2-
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the authority of the laws of the State of New Jersey. |

Implementation

Every law enforcement agency operating under the authority of the laws of the State
of New Jersey that possesses or uses one or more automated license plate readers
shall, within 45 days of the issuance of this Directive, promulgate and enforce a rule,
regulation, standard operating procedure, directive, or order, in a form as may be
appropriate given the customs and practices of the agency, which shall comply with
and implement the provisions of the attached Guidelines, and which shall provide
that any sworn officer or civilian employee of the agency who knowingly violates the
agency’s rule, regulation, standard operating procedure, directive, or order shall be
subject to discipline. A law enforcement agency operating under the authority of the
laws of the State of New Jersey that purchases an automated license plate reader on
or after the effective date of this Directive shall not operate the device without having
promulgated a rule, regulation, standing operatmg procedure, directive, or order in
accordance with this section.

Scope

The provisions of this Directive and of the attached Guidelines pertaining to stored
ALPR data apply to all law enforcement agencies operating under the authority of the
laws of the State of New Jersey that access or use stored ALPR data, even if the
agency does not own or operate an ALPR.

Questions and Controversies

All questions concerning the interpretation, implementation, or enforcement of this
Directive, or of the attached Guidelines, shall be addressed to the Attorney General
or his or her desxgnee

Periodic Review

The Director of the Division of Criminal Justice, in consultation with the
Superintendent of the New Jersey State Police, the Director of the Office of
Homeland Security, the County Prosecutors, the County Sheriffs, and the New Jersey
Association of Chiefs of Police, shall, within one year of the effective date of this

-3~
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Directive, report to the Attofney General on the implementation of this Directive, and
on any recommendations for revising the attached Guidelines.

6. Effective Date

This Directive shall take effect 45 days after it is issued in order to provide an
opportunity for law enforcement agencies to comply with its requirements and to
establish and enforce policies and procedures consistent with the attached Guidelines.
Once effective, this Directive shall remain in force and effect unless and until a
repealed, amended, or superseded by Order of the Attorney General.

Paula T. Dow
Attorney General

Attest: C/L\MJ W
Carolyn Muqray

Counsel to the Attorney General

Issued on: December 3,2010
Effective on : January 18, 2011
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