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LPRD Server Installation Guide

I. Downloading JDK and GlassFish

A. Installing JDK
1. Goto:

http://java.sun.com/javase/downloads/index.jsp

2. Scroll down to the Java SE downloads in detail. Click on the “Download” button on the right
hand side of the JDK 6 Update 20 JDK.

JDK 6 Update 20 (JDK or JRE)
This release contains critical security updates to the Java runtime. Please
update now to take advantage of these enhancements. * Learn more Docs~

What Java Do | Heed? You must have a copy of the JRE (Java Runtime

Environment) on your system to run Java applications and applets. To develop
Java applications and applets, you need the JDK (Java Development Kit), which
includes the JRE.

NOTE: The Firefox 3.5 browser requires Java SE § Update 10 or later. Otherwise, Java-
based web applications will not work.

3. Select Windows from the first platform dropdown menu (if not preselected), check the
agreement box (if you agree), leave the second dropdown menu at 1.5 Mbps, and click
download.

Download Java SE Development Kit Gu20

Platform:

Windows v —

Language:
Multi-language

By =electing "Download” or "Continue’ below, vou
hereby accept the terms and conditions of the Java
SE Development Kit Su20 License Agreement.

=

Uze Sun Download Manager (Learn More)

File Size: 76.67 MB

Est. Download Time: T min
1.5 Mbps -

4. Click underlined file name on the next screen and continue the process of saving the .exe file to
either the desktop or a familiar file saving location.
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Jawa SE Development Kit uzi TE.ET MB

¥ jdk-BuZ 0-windows-i586.exe —
Download Selected with Sun Download Manager »

5. When the ‘Download Complete’ window appears, click ‘Close’.

Download complete M= B

- Download Complete

...ee_sdk-5_08-windows-nojdk. exe fram cds-esd.sun.com

Downloaded: 92.0ME in 2 min 2 sec
Download to: CAUL Njava_ee_sdk-5_ 08-windows-nojdk. exe
Transfer rate; Tr2KB/Sec

[ Close this dislog box when download completes

Run | Open Falder | Cloze

6. Double click on the JDK icon wherever the file was saved in order to complete the installation.

7. This action may prompt a box like the following to appear. Click ‘Continue’.

User Account Control x|

If wou started this pragram, conkinue.

& JawalTM) 3E Development Kit 6.0 Update 20
= Sun Micrasyskerns, Inc,

jDetaiIs Conkinue | Cancel I

User Account Conkrol helps stop unauthorized changes to wour computer,

8. The License Agreement should appear next. Click ‘Accept’, if you do.
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9. A Custom Setup screen should appear next. Click ‘Next’, as you can ‘change your choice of
features after installation by using the Add/Remove Programs utility in the Control Panel’.

i'é" Java{TM}) SE Development Kit 6 Update 20 - Custom Setup

Select optional Features ta install Fram the lisk Below. You can change vour choice of Features after
inskallation by using the Add/Remowe Programs utilicy in the Conkrol Panel

—Feature Description
Development Toals JavalTM) 5E Development Kit &
Diemos and Samples Update 20, |nc|uu:_||ng_pr|vatn_3 JRE
& Update 20, This will require
Source Code 300ME on your hard drive,
Public IRE

Inskall to:

C:\Program Files (=861 Javaljdkl 6.0_20% change. .. |

< Back. Mext = Zancel |

10. It will continue downloading, and should ask for an installation directory (or destination folder
to install to). For JDK installation, it can go into the prescribed folder (something to the effect
of C:\Program Files (x86)\Java\jre6\). Click ‘Next’.

i'é" Java Setup - Destination Folder

tion Folder

=Nt Folder,

Install ko

C:\Program Files (=861 Javaljres) change. .. |

Concel_|

11. It will continue installing and should conclude with a completion window saying that it
successfully installed. Click ‘Finish’.
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B.

Installing GlassFish
1. Goto:

http://java.sun.com/javaee/

Scroll down to the JDK 6 Update 20 with Java EE box. Click the ‘Download’ button for ‘Java EE 5
SDK’.

Download Java EE 6 SDK » Download Download Java EE 5 SDK » Download §

Select the appropriate Platform and Language needed for your download and also the
‘Download’ button for the ‘GlassFish Java EE’ on the next screen.

Platform  Windows v —
Choose a Language  English - _

) ) GlassFish GlassFish )
& isiassrish + hysll Llassrish + Tools Llagsrish/App HFlattorm
Components GlassFish + MySQL GlassFish + Tools Java EE Java EE = JOK GlassFishiApp Platform
Licenses View License View License View License View License View License

pounica
[ ] »

GlassFish - = -

MySaL *

NetBeans IDE =

Samples ] ] ]

BluePrints - = -

Tutorial ] ] ]

Documentation . o .

Java SE (JDKY* .

Open ESB -

Access Manager *

Portlet Container .

WSRP L
Free, 140MB Free, 190-295M8 Free, 160-1751B Free, 200-215M8 Free, 134-1501B

Click on the .exe file and choose ‘Save’ when prompted by a download window. Save the .exe
file to either the desktop or a familiar file saving location.

Reguired Files

[T Java EE 5 8DK Update & fwith JOK 6 U20) 166.07 MB
¥ java ee sdk-5 08-jdk-Gu?0-windows.exe
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5. When the ‘Download Complete’ window appears, click ‘Close’.

Download complete ] S

- Downlaad Complete

+vee_sdk-5_08-windows-nojdk, exe from cds-esd.sun.com

Downloaded: 92.0M8B in 2 min 2 zec
Download to: CAUL Nava_es sdk-5_0B-windows-naojdk. exe
Transfer rate: 772KB/Sec

[~ Cloge this dislog box when download completes

Run | Open Folder | Close

6. Double click on the Java EE icon wherever the file was saved in order to complete the
installation. Choose ‘Run’ when prompted with the question “Are you sure you want to run
this software?”

7. This should bring up the Installation Window. Click ‘Next’.

. 7ava EE 5 SDK Update 8 Installation Wizard [} I

‘ Welcome

‘Welcome to the Java Platform, Enterprise Edition 5 SDK Installation Wizard.
This prograrm will install the Java Platform, Enterprise Edition 5 SDK on yaur
computer.

Java®
EE 5 SDK

S Sun.

a. Agree with the terms of the license, if you do, and click ‘Next’.
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b. The next window will allow a selection of the installation directory. Change the
installation directory from C:\Sun\SDK to C:\origins\Sun\SDK and click ‘Open’. Click ‘Next’.

_iJava EE 5 SDK Update 8 Installation Wizard M [=] 3

Select Installation Directory

.ﬂﬂpen
Java’ Look In: |§05(C;] |'|
EES  [HpeL 9 windows
[ Drivers
T Install
3 Perflogs

3 Program Files
3 Program Files (x86)
Jusers

File Name: |C:10rigin5l8un18D

"|

S Files of Type: |n|| Files

oo Vo> |

€. When prompted with the following window, click ‘Create Directory’.

Create new direckory?

The directory "C:lorigins'Sun'SDK" does not exist.
Do you want to create it now or choose another directory?

ﬂcreate Directory | ‘ Choose New |
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d. The following screen should appear:

1 7ava EE 5 SDK Update 8 Installation Wizard (O]

Java”
EESS

SSun.

Admin Configuration

Admin User Name: admin

Fassword (min 8 chars.): _
Re-enter Password:

£+ Don't Prompt for Admin User Name and Password

The admin user harme ahd password will be stored in asadminpass file Ih User's
home directons ahd will not have to be provided when performing adrmin
functions.

" Prompt far Admin User Mame and Passward

The admin user hame and password must be provided when performing ail
admin functions.

Admin Port: 4548
HTTF Fort: BOB0
HTTFS Fort: 2181

| € Back || Next $ | Cancel || Help |

Choose an admin password (min 8 characters). This will be referred in this installation
guide as your ‘GlassFish Administrator Password for domainl’. MAKE SURE THESE

CREDENTIALS ARE REMEMBERED.

Select ‘Don’t Prompt for Admin User Name and Password’.

The Admin, HTTP, HTTPS ports should be left at the default (4848, 8080, 8181).
Click ‘Next’.

Windows Service’). Click ‘Next’.
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Java EE 5 SDK Update 8 Installation Wizard [_[T]x]

' Installation Options

Piease choose from the set of installation options below.

. ™ Uparade from Previous Version
Java

EE 5 SDK

The configuration seltings from a previous application sener
Instaliation can be kransferred to this instaliation

‘}7 Enahle Updatecenter Client

Undatacenter client will periodicaly check for avaliable undates and
collect some systern data. For more Information on data colfection

see hitndwil giassish java netafwilciwic jsp?page=UsageMetics
=V Create Desktop Shaortcut to Autodeploy Directory
ltems can be dragged into this directony for automatic deployment fo

the sener.
#ﬁ Add bin directory to PATH

@_\. : 1! 17 Adicing this directory simplifies running the server and tools from the
COMmand ing.
‘W Create Windows Service

Winciows senvices s fociated with Application Serner are created.

Click ‘Install Now’ on the next screen which will start the installation process.

Optionally select ‘Skip Registration’ once installation has been completed and click ‘Next’.

The next screen will show that the installation is complete. Click ‘Start Server’. This
should bring up a ‘Startup Complete’ window. Click ‘Ok’ to exit out of this small window.
Click ‘Finish’ on the ‘Installation Complete’ screen.

. &1ava EE 5 SDK Update 8 Installation Wizard =]

Installation Complete

Installation Successful.

. Mext Steps: Access the following items under the Sun Microsystems -= Java EE
Java 6 SDK program group in the Start Programs area of your desktop:
EE 5 SDK

= Ahout.Java EE 5 SDK

A hands-on lowr of the application senver environment
- Btart Default Server

= Adrmin Console

Use this toa! to configure the application sender.

Click Finish to exit the installation program.

| star Sorver | S,
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II. Creating a Second GlassFish Domain

1. Open Windows Command Prompt via Start->Run->"cmd’
2. Change directory down to the GlassFish directory by typing:
cd c:\origins\Sun\SDK\bin [enter]

Administrator: Command Prompt

C:sUzerssAdministrator>cd cioriginss~Sun~SDK-bin

c:woriginssSun~EDK«bin>asadmin list—domains
domainl running
Command liszt—-domainz executed successfully.

c:woriginssSun~EDK<binX>_

3. To check that domainl is running:

a. Type “asadmin list-domailns [enter]”

b. If domain 1 is operating properly, it should say “domainl running”.
4. To create a new domain:

a. Type:

asadmin [enter]

And, then type:
create-domain --adminport 4949 --instanceport

9090 domain2 [enter]

c=soriginss~Sun~3DK-bin>asadmin

Uze “exit' to exit and "help" for online help.

azadmin? create—domain —adminport 4949 —instanceport 7898 domain2
FPleasze enter the admin user namelr_

b. It will ask for admin username and password. For admin we suggest ‘admin’. Enter the
credentials of your personal choice followed by enter (we suggest the same credentials
as were created in domainl). These credentials will be referred to in this installation
guide as your ‘GlassFish Admin Password for domain2’. MAKE SURE YOU REMEMBER
THESE CREDENTIALS AS THEY WILL BE NEEDED LATER.

azadmin? create—domain ——adminport 4949 ——instanceport 9898 domain2
enter the admin uwser name>admin
enter the admin password>
enter the admin password again?
enter the master password [Enter to accept the defaultl:>
enter the master password again [Enter to accept the defaultl:>
Uzing port 4949 for Admin.
Uzing port 9898 for HITP Instance.
Default port Y676 for JME iz in use. Using 64518
Default port 3788 for IIOF i= in use. Using 64519
Default port 8181 for HTITP_SEL iz in use. Using 64528
Default port 3820 for ITOP_SEL iz in use. Using 64521
Default port 3920 for ITOP_MUTUALAUTH iz in use. Using 64522
Default port 8686 for JMX_ADMIN iz in use. Using 64523
Domain being created with profile:developer,. as specified by variable AS_ADHIN_P
ROFILE in configuration file.
Gecurity Store uses: JHE
Domain domain? created.
asadmin >
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c. If successful, the screen should have the text “Domain domain2 created”. If
unsuccessful, see Troubleshooting Tips.

III. Firewall Setup

1. Go to Start->Administrative Tools->Windows Firewall with Advanced Security->Inbound Rules
(found on the left sidebar)-> New Rule (found on the right sidebar)

indows Firewall

File  Action  View

Help

ith Advanced Security

«=?[=|=d

ﬁ indows Firewall with Advanced 5 BT R (=
Foel Inboun
E% Outbound Rules

L2, Monitaring

Connection Security Rules

2. Select ‘Port’ and click ‘Next’.

# New Inbound Rule Wizard

Rule Type

Select the type of firewall ruls to create,

Steps:

‘.

‘.

‘.

Rule Type
Protocal and Ports
Action

Profile

Wihat type of rule would you ks ta create?

I

o T— ¢

I

(ol

Program
Rule that contrals connections for a program.

Port

Rule that contrals connections for a TCP or UDP port,

Piedefined:

[BITS Pesrcaching

Rule that contrals connections for aWindows experience.

Custom
Custom rule.

Learn more sbout rule types

< Back

Next > Cancel
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Group Prafile Enabled Al
SMC Service Public Yes Al
) MC Service Public Yes Allow
8 snACEd Service Public Ves Allove
(0 SMACES Service Public Yes Allows
) symante: Email Public Yes Allaw
@ symantec Email Fublic Yes Allow
\'BranchCache Content Retrisval (HTTP-In) EBranchCache - Content Retrie... Al Mo Allaw
W BranchCache Hosted Cache Server (HTTP-In)  BranchiCache - Hosted Cache ... All Mo Allaw
' BranchCache Peer Discovery (WaD-In) BranchCache - Peer Discovery... Al Mo Allaw
L COMY Metwark Access (DCOM-In) COMH Metwork Access Al Mo Allaw
) COM4 Remote Administration (DCOM-In) COM4 Remote Administration all Mo Allaw
0 Core Metworking - Destination Unreachable (... Core Nebworking Al Yes Allow
ore Metworking - Destination Unreachable ... Core Metworking Al Yes Allow
| Care Metworking - Dynamic Host Configurati...  Core Mebwarking Al Yes Allaw
) Core Metwarking - Dynamic Host Configurati...  Core Metworking all Yes Allaw
| Core Metworking - Internet Group Managem.., Core Metworking all Yes Allaw
) Care Metworking - IPHTTPS {TCP-In) Care Mebwarking Al Yes Allaw
(@ Core Metworking - PvE (IPve-In) Core Networking all Yes Allows

| Actions
e bound

=)

v
v
v

< JIFAN )

How Fule.. m—

Filter by Profile
Filter by State
Filter by Group
Wiew

Refresh
Export List...

Help



3. Select ‘TCP’ and ‘Specific local ports’. In the blank beside ‘Specific local ports’ type 8080,9090.
Optionally, if you would like to administer the machine remotely, also include 4848,4949.
**Warning: Be sure the server is not directly connected to the Internet. It must be on a private
network only accessible through VPN (or equivalent) ** Click ‘Next’.

New Inbound Rule Wizard [ x|

Protocol and Ports

Specify the protocols and ports to which this rule applies.

Steps: i
Rule Type Dioes thiz rule apply to TCP or UDP?
Protocol and Ports TCP

@ Action " UDP

@ Profile

@ Mame

Does this rule apply to all local ports or specific local ports™?

&l local ports

Specific local ports: |4848, 4943, 8080, 9090
Example: 80, 443, 5000-5010

Learn more about protocol and ports

< Back Mext > Cancel
{ H 7
4. Select ‘Allow the Connection’.
“* New Inbound Rule Wizard [ %]
Action
Specify the action that iz taken when a connection matches the conditions specified in the rule.
Steps:
Fule Type ‘what action should be taken when a connection matches the specified conditions?
Pratocol and Ports
Action & Allow the connection
Profile Allow connections that have been protected with |Psec az well az those that have nat.
Mame " Allow the connection if it is secure

Allow only connections that have been authenticated and integrity-pratected through the use
of IPzec. Connections will be secured using the settings in IPsec properties and rules in the
Connection Security Fule node

¥ Require the ] to be ted

Fequire privacy in addition ta integrity and authentication.

¥ Override block rules

Useful for tools that must always be available, such as remate administration tools. [f you
specify thiz option, you must alzo specify an authorized computer or computer group.

" Block the connection

Leam more about actions

< Back Mewt > Cancel
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5. Mark ‘Domain’ and ‘Private’. The server should not be connected to a public network. Click

‘Next'.
* New Inbound Rule Wizard [ %]
Profile

Specify the profiles for which thiz rule applies.

Steps:

Rule Type ‘wihen does this rule apply?
Pratocol and Ports
Action w Domain

Profile Applies when a computer is connected to its corporate domain.

M ame gp Private

Applies when a computer iz connected to a private network location.

¥ Public
Applies when a computer iz connected to a public network location.

Leam more about profiles

< Back | Mest » Cancel |

6. On the next screen, type the name as ‘jleie’. For the description, write something to the effect
of ‘Firewall rules for jleie’. Click ‘Finish’.

#* New Inbound Rule Wizard |
Name

Specify the name and description of this nile.

Steps:

» Rule Type

» Protocol and Ports
) Action

) Profile e

[iieiz
¢ Mame

Dezcription [optionall:

Firewall rules far jleie

< Back Finizh Cancel
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IV. Installing MySQL

1. Open your browser and go to:

http://www.mysqgl.com/downloads/mysal/

2. Click the ‘Download’ button on Windows x86, 64-bit), MSI Installer.
MySQL Community Server 5.1.47

Select Platform:

| Microsoft Windows =] setect

"5 The Windows “msi-essential-*" installers do not include: Instance Manager tool, Documentation, Developer Comp

Windows (x86, 32-bit), MSI Installer 5.1.47 39.1M
Essentials - Recommended

(mysgl-essential-5.1.47-win3z2.msi) MDS: 3eh3 6a5153e2205490ad901910337937
windows (%86, 64-bit), MSI Installer 5.1.47 31 7M
Essentials - Recommended

{rysgl-essential-5.1.47-winxéd.msi) MDS: aSd23c04£690d4783d4998651ee7e8hies
windows (%86, 32-bit), MSI Installer 5.1.47 105.4M
{rysql-5.1.47-win3z.msi) MDS: 3682 7eh9f9e4af61e9fE5de48965604E
Windows (x86, 64-bit), MSI Installer 5.1.47 98.3M
(rysgl-5.1 4 7-winxéd .msi) MDS: ab3561lac5274f97fcd51ae3idE2f16bEa
Windows (x86, 32-bit), ZIP Archive 5.1.47 27.3M Download
{mysgl-5.1.47.zip} MDS5: £347fd0a%cdeb94cZcidanddibbefazl
Windows (x86, 32-bit), ZIP Archive 5.1.47 115.3M

3. Click on the ‘No thanks, just take me to the downloads!’. This will take you to the ‘Mirrors in’
section. Select the HTTP that is closest to your location.

4. Save the .msi file either to your desktop or a familiar and easily accessed file downloads
location.

5. After having finished downloading the file, double click on the icon to start the installation and
choose ‘Run’ when prompted with an “Open File” window.

6. When the Setup Wizard starts, click ‘Next’.
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7. The next screen will have Setup Type options. Choose ‘Typical’ (first option).

i'él‘ MySQL Server 5.1 - Setup Wizard

Setup Type

“hoose the setup bype that best suits vour needs,

Please select a setup bvpe,

#ﬁ Typical

4 Comman program Features will be installed. Reconmmended For

" general use,

" Complete

== ¢ [¥] all program features will be installed, (Requires the most disk
=R

Le ": SPACE. )

" Custom

— Choose which program Features wou want installed and where they
L will be installed, Recommended for advanced users,

L5,

< Back MNext = Cancel |

8. Click ‘Install’ on the next screen. (After clicking, you may have to click ‘Continue’ if a User
Account Control box pops up).

9. On the MySQL Enterprise screen that will pop up next, click ‘Next’, and then ‘Next’ again on the
following screen.

10. Select only the ‘Configure the MySQL Server now’ option and click ‘Finish’.

i'él‘ MySQL Server 5.1 - Setup Wizard

Wizard Completed

Setup has finished installing My3QL Server 5.1, Click Finish bo
exit the wizard,

¥ Configure the MySQL Server now
Use this option ko generate an optimized MySQL config
file, sebup a Windows service running on a dedicated port
and to set the password For the rook account,

r Register the MySQL Server now
Use this option ko register this MySQL server with
SunConneck service, bo receive automatic update
* notifications on Fukure releases and other free offerings.
A broveser windov will open briefly to allow you to
complete the registration,

= Back Finish Cancel
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11. Click ‘Continue’ on the “User Account Control” window that may pop up.

User Account Control E3

@ A program needs your permission to continue

If wou started this pragram, conkinue,

@ MySOLInskanceConfig, exe
! MySOL AB

jDetaiIs Continue | Cancel I

User Account Conkrol helps stop unauthorized changes ko wour computer,

12. Click ‘Next’ on the “MySQL Server Instance Configuration Wizard” window.

MySQL Server Instance Configuration Wizard x| I

Welcome to the MySQL Server Instance
Configuration Wizard 1.0.16.0

The Canfiguration Wizard will allow you to configure
the MySQL Server 5.1 server instance, To Continue,
click Mext,

Cancel I

13. Select ‘Standard Configuration’ on the next screen with Configuration Type options. Click
‘Next'.

MySQL Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MySQL Server 5.1 server instance,

Please select a configuration type.

(" Detailed Configuration

*@ Standard Configuration

Use this only on machines that do not already hawe a MySQL
server installation, This will use a general purpose configuration
for the senver that can be tuned manually,

< Back Mext = Cancel
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14. Check both ‘Install as Windows Service’ (this will allow the database to launch and start
automatically) and ‘Include Bin Directory in Windows PATH’ (this will help with ease of
populating the database). Leave the Service Name as MySQL and ensure that the ‘Launch the
MySQL Server automatically’ box is checked. Click ‘Next’.

MyaQL Server Instance Configuration Wizard x|
MySQL Server Instance Configuration

Configure the MySQL Server 5.1 server instance,

Please setthe Windows options,

# v Install As Windows Service

This is the recommended way to run the MySOL
(r:! server on Yindows,

Service Mame:

[¥ Launch the MySQL Server automatically

# [+ Include Bin Directory in Windows PATH

Check thiz aption ta include the directary containing
the server / client executables in the Windows PATH
wariable so they can be called from the command line.

< Back | Mext = Cancel |

15. Select the ‘Modify Security Settings’ and enter a root password. Optionally, check the box
‘Enable root access from remote machines’. These credentials will be referred to as your
‘MySQL Admin Password’ in this installation guide. Click ‘Next’. MAKE SURE YOU REMEMBER
THESE CREDENTIALS AS THEY WILL BE NEEDED LATER.

MyaQL Server Instance Configuration Wizard E3
MySQL Server Instance Configuration

Configure the MySQL Server 5.1 server instance,

Please setthe security options,

‘W Modify Security Settings
Mew root password: I Enter the root password,
Lrogt | Canfirm: I Retype the password.

‘F Enable root access from remote machines

[~ Create An Snonymous Sccount

This option will create an anonymows account on this sencer,
Please note that this can lead ta an insecure system.

< Back Iext = Cancel
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16. Click ‘Execute’ to start the configuration of the database.

MyaQL Server Instance Configuration Wizard

MySQL Server Instance Configuration

Configure the MySQL Server 5.1 server instance,

Ready to execute ...

O Prepare configuration
() Wirite configuration file
() Start service

O Apply security settings

Please press [Execute] to start the configuration.

< Back | Execute Cancel |

17. Select ‘Finish’ to close the Wizard once the configuration is complete.

MySQL Server Instance Configuration Wizard x|

My3SQL Server Instance Configuration

Configure the MySQL Server 5.1 server instance,

Processing canfiguration ...

@ Prepare canfiguration
() Wirite configuration file (C:Program FilesPaySQUMySQL Senver 5. iy ini)
() Start service

@ Apply security settings

Configuration file created.
Windows service My50QL installed.
Service started successfully.
Security settings applied.

Press [Finish] to close the Wizard.

= Back Finish Cancel
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V. Setting Up the MySQL Databases

1. Open Windows Command Prompt via: Start->Run->typing ‘cmd’->Click ‘Ok’.
2. Next, create an origins database by:
a. Typing (with exact syntax—> only 3 spaces total: one space after mysqgl, u, and root):

mysqgl —u rgt‘ —p(Your /MySQL Admin Password) [enter]

2zurmysgql —u root —pasamplepassword

e HySQL monitor. Commands end with ; or “g.
Your MyEQL connection id is 3
Server version: 5.1.47-community MyE8QL Community Server (GFPL>

Copuyright <c)> 2008, 2018, Oracle andror its affiliates. All rights reserved.

This software comes with ABEOLUTELY HNO WARRANIY. This is free software,.
and you are welcome to modify and redistribute it under the GPL v2 license

Type 'help;’ or *sh’ for help. Type *“c’ to clear the current input statement.

**Sample password here was ‘asamplepassword’

b. Create a database called ‘origins’ by typing:

create database origins; [enter]

mysgl> create database origins;
Query 0K, 1 row affected (A.8A8 zec)

C. Create a database called ‘origins_rod’ (rod = Repository Of Data) by typing:
create database origins_rod; [enter]

Imysqg create database origins_wrod;

d. Exit out of the mysql command by typing ‘exit [enter]’.

mysgly exit
Bye

e. Next, insert the JLEIE Installation CD provided to you (there are two .sql files: origins.sql
and origins_rod.sql to be loaded into MySQL).
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f.  Next, load these two .sql files into MySQL. To do this, type:

i. mysgl —u root —p(Your MySQL Admin Password) < (the
location of the origins.sql file)

ii. mysql —u root —p(Your MySQL Admin Password) < (the
location of the origins_rod.sql file)

Bl C\Windows\system32\cmd.exe

c:\>mysql -u root -psample < d:\origins.sql

c:\>mysql -u root -psample < d:\origins_rod.sql

**sample password here was ‘sample’

**The location of the .sq|, if directly accessing them off of the CD should be
d:\config\db\mysgl\origins.sql and d:\ config\db\mysql\origins_rod.sql . If the files are
in another location, type the full directory of where they are located (You can right click
on the file in the place it is stored, go to properties and it will give you the location.

Follow this address by origins.sql or origins_rod.sql). If there is a space in the pathname,
you will need to surround the pathname with double-quotes.

VI. Creating a Domain Windows Service and Enabling Automatic Restart Upon
Reboot

A. Creating a domain Windows Service

1. Open up Windows command prompt as an administrator by: Start->Accessories->right

click on Command Prompt->Run as Administrator.

2. Type (make sure EXACT syntax; note that when ‘=’ is used, there should only be one
space after the ‘=’):

c:\windows\system32\sc.exe create domain2 binPath=
’c:\origins\Sun\SDK\ Il ib\appservService.exe
\”’c:\origins\Sun\SDK\bin\asadmin.bat start-domain
domain2\” \”c:\origins\Sun\SDK\bin\asadmin.bat stop-
domain domain2\”” start= auto DisplayName= “jlele Service”

[z Administrator: Command Prompt (O] x|

Microsoft Windows [Uersion 6.0.6802]

Copuright <c? 2006 Microsoft Corporation. All rights reserved.

C:sWindowsssystem32>c i swindowsssystemnd2ssc.exe create domain2 hinPath= "c:iworigi)
nz*~Sun~5DK~1lib%apps

swlervice.exe “'ocioriginssSunsEDKvbin“azadmin.bat star

ain domainZ*" ““c:iworiginz*Sun~SDK\hin“azadmin.bhat stop-domain domain2-'"
aute DiszplayMame= “jleie Service"
[SC] CreateService SUCCEES

C:sWindowsssystem32>

**|f you do not get the output of ‘SUCCESS’, then you must retype the above phrase again as it
did not create the service.
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**|f you need to delete the Windows service you created and then create it again, see
Troubleshooting Tips

3. Check to see that the Windows Service is running under Start->Administrative Tools->
Services. “jleie Service” should appear in the list with an ‘Automatic’ startup type.
Note that the domainl Windows service is named: “SunJavaSystemAppserver9PE”.

B. Enabling Automatic Restart Upon Reboot

1. Go under Start=>Administrative Tools—>Services. Find the ‘jleie Service’ Windows
service that was created in part A and click to highlight it. Click ‘start’ to start the
Windows Service.

[Qservees e

File  Action View Help

e B c=H=r wn»

. Bervices (Local) £, Services (Local)

jleie Service Marme  * | Description | Status | Skarkup Type | Log On As | ;I
S Group Policy Client The servic...  Started Automatic Local System

Start the service ChHealth Key and Cer... Provides X.... Marual Local System
GhHuman Interface D...  Enables ge...  Started Automatic Local System
GHIKE and AuthIP IPs... The IKEEX...  Started Automatic Local System
ChInteractive Service.,.  Enables us... Marnual Local System
ShInternet Connectio.,,  Provides n., Disabled Local System

S TR Helper Providesa...  Started Aukomatic Local System
Gk IPsec Policy Agent Intetnet Pr...  Started Aukomatic Metwork S...

] Automatic
S KtmRm for Distribut,.. Coordinate..,  Started Automatic (D...  Mebwork S...
sLink-Layer Topolog,., Createsa .. Manual Local Service
sLivelpdate LiveUpdate. .. Manual Local Systemn
sMicrosoft \NET Fra... Microsoft ... Manual Local System
:Microsoft \NET Fra...  Microsoft ... Manual Local System
:Microsoft Fibre Cha... Registerst... Manual Local Service
i Microsoft iSCSIIniti,.. Manages I... Manual Local System

lei

sMicrosaft Software ... Manages s... Manual Local Systemn
sMultimedia Class Sc...  Enables rel... Manual Local Systemn
Semese e - IS—— [PRTE—

2. Now check to make sure that the Windows Service is working correctly. To do this:
a. Reboot the server (Start->Shutdown->Reboot).
b. Log backin.

c. Open command prompt (via Start->run-> type ‘cmd’) and change directory
down to where the asadmin command is by typing cd
c:\origins\Sun\SDK [enter]; asadmin [enter]; list-domains
[enter]. If working properly, domainl and domain2 should be shown as
running.

C:\Users\®

c:wrcd origins
c:worigins»cd sun
c:woriginssSun?cd sdk

c:woriginssSunsSDK>asadmin

Uze "exit'" to exit and "help" for online help.
asadmin?» list-domains

domainl running

domain2 running

Command list—domains executed su sfully.
asadmin> _
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VII. Editing the jleie.properties File

1. Create a ‘config’ directory under the origins directory on the C drive. Download the
jleie.properties from the JLEIE Installation CD provided to you, to this newly created
‘config’ directory.

B origins [_ (O] %]
L€ 1S9 - origins = v &8 [ 2]
Organize = ||| views = 17}
Favorite Lirks Mame =~ | <] Date modified | -| Type | =] size |-
I} Documents logs 6/2/2010 10:16 AM  File Folder
_FL Pictures L Sun 5/24/2010 11:57... File Folder
B Music View »
5 Recently Changed Sort By L7
D Group By ¥
ﬂ_ Searches Stack By »
Puble Refresh
Customize This Folder...
Falders ~ Horteut E _‘l
) 1 Undomove Cukz
4 ibems =] .
J AT T
. Properties
. origins !ij
P\ )7 | - argns - v @[ )
Organize >  |1jViews ~ [s7Cpen 33 Share L
Favorke Links Name = | =| Date modiied | -] Type =
. config 632010 9:43 AM  Fie Folder
I oocuments logs E12/2010 10:16 AM  Fe Folder
B Pictures Sun Si24/2010 11:57...  File Folder
m Music
4 Recenthy Changed
_ﬂ:—‘ Searches
Publc
Folders ol | ll
upioad
File Folder
(Dabe modfied: 622010 10:20 AM

** |f you are installing the system somewhere else, you can define a system property
“origins.config.file” by going to http://localhost:4949, logging in as admin, clicking
Configuration then System Properties—=>Add Property—>origins.config.file (with the value being
the full pathname to jleie.properties) **
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2. The file needs to be edited with {password} being your MySQL Admin Password. This
can be done via:

a. Open the .properties file in notepad. Edit the two {password} blocks under both
origins_rod and origins.

il jleie - Notepad M=l 3
Fil= Edt Format VYiew Help

# Or131ns configuration feither JLEIE or replicator, or both) o~
# By default, put this in <: \0r1g1ns\conf1g§or1g1ns properties I~

#How often To re]oad th1s configuration file, in milliseconds
reload. interval = 100

G
# JLEIE Configuration #
G

#aximum number of results to return for a guery
max.results = 1500

# Directory to watch for incoming data

lpr.watch.directory = ci3woriginsyiupload

# Interval to check the watch directory for new data, in seconds
Tpr.watch. interval = §

# Log level. walid options are: off, fatal, error, warn, info (recommended), debug, trace
jleie. log. Tevel = info

Jleie.log.file = c: \\Dr1g1ns\\10gs\\31e1e Tog

#jleie.og.pattern=%d %5p %c{2} -

# Module Configuration

audit. config. properties = origins

cad. config.properties = origins_rod

qms.config.properties = origins_rod
pr.config. properties = origins_rod

# where LPRReplicatorservice should storessavessend incoming data.
lpr.replicator.outputs = origins_rod

# origins_rod database

origins_rod.type = hibernate

origins_rod. hibernate. connection.driver_class = com.mysql. jdbc. Driver
origins_rod. hibernate. connection.url = jdbcimysgl:\"y127.0.0. 1N origins_rod

origins_rod. hibernate. connection.username = root
rod. hibernate. connection. password = {password}
origins_rod.hibernate.dialect = org.hibernate.dialect.mysdLDialact

origins

0r1?1ns rod.hibernate. current_session_comtext_class = thread
ternatively, define a datasource.

#0r1g1ns rod. h1bernate connection. datasources= =java:compSenv,jdbc/originsrodDs

# and for debugg1ng

#origins_rod. hi ernate show_sqgl=true —

#origins_rod. hibernate. format_sql=true

# origins database
origins. hibernate. connection.driver_class = com.mysgl. jdbc. briver
origins. hibernate. connection.url = jdbcimysgl A\ 127,000, 1N origins

origins. hibernate. connection.username = root
origins. hibernate. connection. password = {password} .
origins.hibernate.dialect = org.hibernate.dialect.my=0LDTalect

<] H 4

b. Replace {password} text (including the brackets) with your MySQL Admin
Password.

# origins_Rod database

origins_rod.type = hibernate

origins_rod.hibernate. connection.driver_class = com.mysql. jdbc. Driver
origins_rod. hibernate. connection.url = jdbcimysqgl NN 127. 00001 origins_rod
origins_rod.hibernate. connection.username = root
origins_rod. hibernate. connection. password = asamplepassword

origins_rod. hibernate.dialect = org.hibernate.dialect. MﬁSQLD1a1ect
origins_rod.hibernate. current_session_context_class = read

# Alternatively, define a datasource...
#Drigins_rud.h1bernate.cunnectiun.datasuurce=java:cumpfenvfjdbcforiginsRDdDS
# and for debu g1ng...

#origins_rod. hibernate. show_sgl=true

#origins_rod. hibernate. format_sql=true

# origins datahase

origins. hihernate. connectjon.driver_class = com.mysqgl. jdbc. Driver
origins.hibernate. connection.url = jdbcimysqgl 327,00 0.1 origins
origins.hibernate. connection. username = root

origins. hibernate. connection. password = asamplepasswor dF.
origins.hibernate.dialect = org.hibernate.dialect.mysoLDialect

<

**sample password here was ‘asamplepassword’

c. Save and close the file.
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VIII. Deploy JLEIE

A. Deploy .war files on domain2 and Test the Database

1. To deploy the .war files, open your web browser and go to http://localhost:4949/. Enter
your ‘GlassFish Admin Password for domain2’.

/2 Lagin - Windows Internet Explorer [ [=] B3
5\:3 » [ tip:1192.168.75.97:4349) g, =F =l \EHEHZ\ [ &% Live Search |2|-|

i Favortes | 93 @ sungested Sites + @] Web Slice Gallary =

(€ 5un Java System Application. ., | & Login %5 - E) - [0 e - Page- Safety - Tooks - @@

Sun GlassFish™Enterprise Server v2.1.1
Administration Console

e L p—
Password:

[T T 1 [ [ | kemet | Protected Mode: an [7a - [Ri0e% = 4

2. Go to Web Applications on the next screen, in the left hand menu.

n GlassFish Entery Server ¥2.1.1 Admin Console - Windows Internet Explorer

5——; v |g, hittp: /192, 168.75.597:4949] =l |E”E| |E| I‘? Live Search |EE‘

. Favorites ‘ 9% @8 suggested Sites ~ @ | Web Slice Gallery =

€ 5un Java System Application. .. (€ 5un GlassFish Enkerprise ... X & - Ll @ + Page - Safety - Tools - @v

Server: 1

Sun GlassFish™Enterprise Server v2.1.1

Ee Task =
e Taee Common Tasks
_‘ Reugistration

El Lpplication Server
v Applications

i
[}
| Erterprise Applications Registraticn and Support Other Tasks
1
; Weh Applications _ Renistration Search Log Files
: EJB Maclilzs Subscriptions Create Mew JDOBC Connection Pool
Connector Modules ) )
Wiew Weh Services
Litecycle Madules Update Center
[ spplcation Clert Mocties Getting Started Guide Menitering
.Q Weh Services ) h o —
20 Mew Companentis) Available wigw Monitoring Data
v 3 &
Service Assemlies Deployment Documentation
Componernts
Deploy Enterprise Application (.ear) Quick Start Guide
Shared Libraries
CusmmMEleans Deploy Web Application (war) Administration Guide
» [ Resources Deploy Custorn MBean Developer's Guide =
¥ || Cenfigurstion View the webinar to learn about -]
Java EE 6 features
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3. Next, click ‘Deploy’.

Web Applications

Azl application module consists of a collection of Web resources such as JavaServer Pages (JSPs), serviets, and HTWML pages t
packaged in 2 WAR DWeb Application Archive) file or directory.

Deployed Web Applications (0)

Deploy... nehle | | Dizakle

| | Hame | Enabled | Context Root | Action
Mo tems found.

4. Next, ‘Browse’ for the jleie-services-1.7.2.war file that is on your JLEIE Installation CD,
change the Context Root to ‘jleie’ and click ‘Ok’. Do not forget to change the context

root to ‘jleie’ by removing the —services-x.x suffix, or replicators will be unable to
connect.

ARPICELU = S WVER SRIIGEUU

Deploy Enterprise Applications/Modules

Specify the location of an application to deploy . Applications can be in packaged files such swar, ear, jar, and rar.

Type: Wigh Spplication (war) LI

Location: (& Packaged file to be uploaded to the server

Chjleie-zervices-1.4 war Browse... _

{~ Local packaged file or directory that is accessible from the Application Server

Browese Files... B o

General

Application Hame: H jleie-services-1.4

Context Root:

Path relative to zerver's base URL

Virtual Servers: |

SErVEN

Aszocistes an internet domain name with a physical server

Status: [+ Enabled
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5. Go to the c:\ drive and open the origins directory. Create a new directory called

‘upload’.
. origins !E[ E
- . \ P
Qg\ Al | .= origins = = [‘i]] ISearch Fel
Organize v 5 Views w (7]
Favarite Links hame =+ I'I Date modified I'I Type I"I Size I"
. config 6/3/20109:49 AM  File Folder
[/ Documents . logs 6212010 10:16 AM  File Falder
FE Pictures . Sun S5/24/2010 11:57... File Folder
[l music View r
4 Recently Changed Sart By b
L€ E »
FE]’ Searches MBI
) Stack By »
. Public Refresh
Cuskomize This Folder. ..
Paste
Falders -~ Paste Shorkcub | i
) Undo Move Chrl+2
4 items
: Properties |

l origins !EI E

| . = origins - - [‘i]] ISearch .2
Organize ¥ =3 Views ¥ (W Open 23 Share .@.
Favarite Links hame = | -| Date modified | | Type | =] size |-
. config 6/3/2010 9:49 A File Folder
[F/ pocuments | logs 6/2/2010 10:16 AM  File Falder
FE Pictures . 3un 5/24/2010 11:57... File Folder
FB‘ PMusic . U] Al File Folder
4 Recently Changed
FE]’ Searches
. Public
Folders ~ 4 | ﬂ
Lpload
File: Falder

Date modified: 6/2/2010 10020 AM

6. Inyour web browser, go to http://localhost:9090/jleie/LPRHandlerService?tester

a. Put any value into the two boxes and click the button that says
‘getlLast50Reads’.

-
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b. Ifit worked correctly, the screen should look something like the following:

(& Method invocation trace | | & - + [ pe v Page-

getl.astS0Reads Method invocation

Method parameter(s)

| Type | Value
|java.lang. String |Charle ston
|java.lang. String |Columbia

Method returned

javalang String " "

S0AFP Request

<?¥ml wversion="1.0" encoding="UTF-5"2>
<S:Envelope xmlns:3="http://schemas.xmlsoap.orgssoap/ envelopes ">
<8:Header/>
<3:Body>
<nsz:getlast50Reads xmlns:nsZ="http://ws.lpr.jleie.origins.infosharing.ilp.nij.usdoj.gov/ ™
<usernsme>Char leston</ username>
<orixColumbia</ori>
</ nsz :getlast50Reads>
</ 5 :Body>
</3:Envelopes

SOAP Response

<?uml wersion="1.0" encoding="UTF-8"2>
<5:Envelope xmlns:3="http://schemas.xmlsoap.oryssoap/ envelopes ">

B. Monitoring

Monitor the c:\origins\logs\jleie.log file which keeps track of problems in a notepad file. Open to
see if it is giving error messages.

IX. Copy router.properties

The router.properties file is on the Installation CD. Copy this into c:\origins\config. Normally it does
not require any changes.

config

=l
Q(::p | . = Computer ~ Local Disk (C:) ~ origins » config = - l‘i’] ISearch @J
Organize v = views v &4 Burn (7]
Favarite Links hame - IvI Date modified IvI Type I"I Size I"I Tags I'I
_— ) | router 7l6/2010 12:20PM  PROPERTIES File 1 KB I
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X. Deploy JRA-Router

1. Deploy jra-router-1.7.2.war on domain1

Go to http://localhost:4848. Enter your username and ‘GlassFish password for domain1’.

G v e e imeston s

Pl=
L Pavorktes | 33 ) ke Exphorer camiot ... @8 Suyymind Stes v | Wil Shin Gery @

Bioon | I Kiv B - 0 omm e Pagee safety s Took s e
o

Sun GlassFish™Enterprise Server v2.1.1
Administration Console

userName: [

2. Go to ‘Web Applications’ and click ‘Deploy’.
un GlassFish Enterprise Server ¥2.1.1 Admin Console - Windows Internet Explorer

% L J |g, hitkp: flocalhast: 4545]

i} Favarites | {;‘; # | Internet Explorer cannaot dis, .. @ Suggested Sites v @ | Web Slice Gallery +

- - | e - Page - Safety - Tools - @-
@ Protected mode is currently turned off for the Local intranet zone, Click here o apen security settings

(2]
[x]
m
2
5

? Sun GlassFish Enterprise Server w2.1.1 Admin Console

b4
Homne n

Domain: domain! |~ Server:

ozt

Sun GlassFish™Enterprise Server v2.1.1

Comman Tasks Applications = Weh Applications

[ § Registration Web Applications
Application Server A Wieh application module consists of a collection of YWeb resources such as JavaServer Pages (J3Ps), servigts, and HTML paoes that are
applicati packaged in & WAR (Web Spgstion Archive) file or directory .

v pplications

[0] Enterprise Applications
o
> ‘Weh Applications

Deployed Web Applic * /15 (1)

@@| Dreploy L lnceploy | | Enshble | Disakle

ui-gwet-1.5.0
= @ | | Hame | Enabled Context Root Action
[] EJB Modules
- r ui-gpavt-1.5.0 true i-gnt Launch Redeploy
Connector Modules
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3. Browse for the router-jra-1.7.2.war file, change the context root to router-jra, and click ‘Ok’.

Deploy Enterprise Applications/Modules ] ok |

Specify the location of an application to deploy . Applications can be in packaged files such war, ear, jar, and rar,

Type: Wyieh Application {war) :I
Location: & Packaged file to be uploaded to the server
Brs router-ira-1.5 dwouter-ra-1 5.4 wear) | Browse... g

i~ Local packaged file or directory that is accessible from the Application Server

Browze Files... Browze Folders...

General

Application Hame: * router-ira-1.5.4

Context Root: router-ira D e )

Path relative to server's baze URL

Virtual Servers: -

SEFvEr

4. After deploying the router-jra-1.7.2.war file, a router.xml.enc.keystore key file will be created in
c:\origins\keys. This file needs to distributed to all replicators using secure replication.

E keys

g(_)v | . = Computer = Local Disk (C:) = origins = keys - l‘i’] ISearch

Organize * 15 views ¥ Open €54 Burn

Favarite Links Mame = ~| Date modified | =] T = +| Tags .

Fr Documents
FE PFictures

FB‘ Music

Mare
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LPRD UI-JSF2 Client Installation Guide

**LPRD Server Installation is a prerequisite for completing this installation.

I.  Upgrade Glassfish JSF (Mojarra) version

1. Go to: https://javaserverfaces.dev.java.net/

2. Download the Mojarra 2.0.0 binary bundle.
Download »
@now1.2_14

© oW 2.0.2+—
et |

B & javasenerfaces (0)
= 2.0 Mightly (81
= nigftly (43
7 release 0
- Bl sandbox ()

i stanle 18y

Size  Reservations Description

202
Filter gfis list | FiIterI
Hame Status Modified by
Z] mojarra-2.0.2- " Stable fdubke on Thursday, 5.54
FCS-hinary.zip December 10, 2009 at me
S:34 40 PM
2l mojarra-2.0.2-  Stable dubke on Thursday, 2.71
FCS-source.zip Decermber 10, 2009 at me

313557 PM

Stable rlubke on Thursday,
Decernber 10, 2009 at
S:32:20 PM

Z| Mojarra 2.0.2
Eelease Motes

3. Save the file on your desktop or a familiar download location.
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4. Next, extract the zipped folder by right clicking on the downloaded directory and selecting ‘Extract
All’ from the dropdown menu. Continue the extracting process by selecting ‘Extract’ when the
Extraction Wizard appears (the default destination will put an unzipped file in the same place where
your zipped folder is).

Explore

| Edit with Motepad++
Open WWith. ..

Share..,
Resktore presvious versions

Send To

Cuk
Copy

Create Shortout
Delete
Rename

Froperties

li Extract Compressed (Zipped) Folders

k ) 1, Extract Compressed {Zipped) Folders

Select a Destination and Extract Files

Files will be extracted to this folder:

Browse... |

[~ Show extracted files when complete

e |
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5. Rename the jsf-impl.jar found in [GlassFish installed Directory]\lib (i.e., c:\origins\Sun\SDK\Ilib) to jsf-
impl.jar.bkp.

=] B3
(& | - Computer - Local Disk {C:) = origins = Sun ~ SDK - lib - | ISearch
Crganize = Views | L|Open ¥ f{- Eurn
Favarite Links Mame = |v| Date modified |v| Type |v| Size |v| Tags |v|
|| content-types 6/28/2010 10:20... PROPERTIES File & KE
Tl Documents 4 dbschema 6/25/2010 10:40... Executable Jar File 247 KB
‘E Pictures |14 deploy 6/28/2010 10:20...  Executable Jar File 3,136 KB
‘ﬂh Music | Flavormap 6/28/2010 10:20... PROPERTIES File 4 KB
5 Recently Changed |_|Fonkconfig. 98 bfc 6/28/2010 10:20...  BFC File IKE
gE‘, searches || fontconfig, 28 prope,.,  6/28/2010 10:20.,, SRCFile SKE
|| Fonteanfig, bfe 6/23/2010 10:20... BFC File 4 KB
Public | |Fontconfig.propertie...  £{28/2010 10:20... SRC File 10KE
] j2ee 6/28/2010 10:40,.. Executable Jar File 1 KB
4] j2ee-sve 6/28/2010 10:40...  Executable Jar File FEKE
] javaes 6/28/2010 10:40...  Executable Jar File 1,129 KB
] jarvans 6/28/2010 10;20,,. Executable Jar File 00 KB
2] jee 6/23/2010 10:20... Executabls Jar File 37 KB
1] jdrnkrt 6/23/2010 10:40...  Executable Jar File 1,135 KB
%] jesmF-plugin 6/28/2010 10:40,.. Executable Jar File 167 KB
|4 jhall 6/28/2010 10:40...  Executable Jar File 545 KB
4] jmac-api 6/28/2010 10:40...  Executable Jar File
%] jrremoke_optional 6/28/2010 10:40 Executable Jar File
| 6/28(2010 10:40,,, | _
I T AN =TT Z1 D

Siz4§201011:558,.. Executable Jar File

. ukable Jar File

Faolders ~ 5/24/2010 11:58.., Application Exte. .,

Siz4§201011:558,.. Executable Jar File 1,734 KB

jsf-irnpl
Executable Jar Fils Size: 11 KB
Date created: 6/28/2010 10:40 AM

6. Copy and paste the new jsf-api and jsf-impl .jar files (found in the recently unzipped file's lib
directory) to [installation directory of GlassFish]/lib (i.e., c:\origins\Sun\SDK\lib).

b —|Of =

( )v | = Computer = Local Disk {C:) = origins = Sun + SDK = lib = - l‘al ISearch

drganize * iews ¥ | Open
Favorite Links Mame = |v| Diate modified |v| Type |v| Size |v| Tags |v|
|| jmac-api 5/24/2010 11:58... Executabls Jar File Z1KE
T Documents & jmxremote_optional 5/24/2010 11:58 Executable Jar File S13KE
’E Pictures
TJ" TMusic l :
¥ Recently Changed %] jsF-impl.jar. bkp 5/24/2010 11:58... Executable Jar File G612 KB
VEIJ searches (| jwminfoutil,di 5/24/2010 11:58... Application Exte. .. 23KE
) %] jxka 5/24/2010 11:58... Executable Jar File 1,734 KB
Public i killsery S{24/2010 11:58... Windows Batch File 1 KB
| launcher 5/24/2010 11:58... PROPERTIES File 4 kB
2] launcher Sl24/2010 11:58,.. ¥ML Document TEKE
| |LauncherBootstrap.c... 5/24/2010 11:58.., CLASS File SKE
1] mail 5/24/2010 11:58... Executabls Jar File 401 KB
| package-appclient 5/24/2010 11:58.,. %ML Document 9KE
ph12util 5/24/2010 11:59.., Windows Batch File 1KE
5 pld 2util 5{24/2010 11:59.,. Application 5 KE
|| PLBootstrap.class 5/24/2010 11:58... CLASS File 4 KE
|| processLauncher 5/24/2010 11:55... PROPERTIES File 3EKE
|2 processLauncher 5/24/2010 11:58.,. %ML Document 15KE
shoal-gms 5J24/2010 11:58... Executable Jar File 286 KB
start-appsery 5/24/2010 11:59.., Windows Batch File 1KE
%] sur-appsery-ant 5/24/2010 11:59,,, Executable Jar File S0KE
%] toplink-essentials S/24/2010 11:55... Executable Jar File 2,409 KB
% toplink-gssentials-ag... 5/24/2010 11:58... Executable Jar File 10KE
Folders o~ = webservices-rt 5/24/201011:59... Executable Jar File 11,442 KB ZI
iishearicas-Fnnls Siz4 (7NN 1150 Fvaribahle Tar Fils = G54 KR

2 items selected Date modified: 7/1/2010 9:09 &M
| &) Size: 2,31 MB
ST Date created: 7/1/2010 2:18 &M

18467



18468



7. Find the domain.xml file found in:
[installation directory of GlassFish]/domains/[domain-name]/config/domain.xml
a. Open this file in WordPad or some other text editor program.

b. Add 'classpath-prefix="${com.sun.aas.installRoot}/lib/jsf-api.jar" to the java-config element
(do a Find search for ‘java-config’. The first ‘java-config’ that it comes to is the java-config
element spoken of).

HE domain - WordPad

File Edit Wiew Insert Format Help
D3| S 8] #|E|@ o B

<property name="debug"™ valus="false"/ >
</ provider-config>
<provider-config class-
name="com. Sun. xml. vss.provider . ServerfecuritvAuthModule™ provider-
id="ZerverProvider" provider-type="server">
<regquest-policy auth-source="content" />
<response-policy suth-source="content"/ >
<property name="encryption.kev.alias"™ valuse="zlaz", >
<property name="signature.kev.alias"™ value="slas"/>
<property name="debug"™ valus="false"/ >
<property name="security.config"
value="g{com.sun. aas. instanceRoot} /feonfig/ wss-server-config-1.0.xml"/ >
</ provider-config>
</message-security-config>
</ 3ecurity-services>
<transaction-service automatic-recovery="false™ heuristic-
decision="rollback" keypoint-interval="65536" retry-timeout-in-—
seconds="600" timeocut-in-seconds="0" tx-log-
dir="#{com.sun.aas.instanceRoot}/ logs"/>
<monitoring-servicex
<module-monitoring-levels connector-connection-pool="0OFF"
connector-service="0FF" ejb-container="0OFF" http-service="0OFF" jdbc-
connection-pool="0FF" jms-service="OFF" Jjvm="OFF" orkb="OFF" thread-
pool="0FF" transaction-service="OFF" web-container="oFF"/ >
</monitoring-services
<diagnostic-service capture-app-dd="true" capture-hadb-
info="true®™ capture-install-log="true" capture-system—info="trues"
compute-checksur="true” max-log-entries="500" min-log-level="INFO"
wverify-config="true"/>
<Java-config

; ir allBRoot}/liby/ jsf-api. jar™ =REEEEEE
suffix="" debug-enabled="false" debug-options="-Zdebug -
Zrunjdwp:transport=dt_socket,server=y, suspend=n, address=2003" env-
classpath-ignored="true”™ java-home="§{com.sun.aas.javaRoot} " Jjavac-

options="-g" rmic-options="-iiop -poa -alwaysgenerate -keepgenerated -
g" system-classpath="">
<!—— warious regquired jvm-options —-->

<jvm-optionsr-XE:MaxPerm3izce=192m</ jvin—opt ionas
<jvm-options>-—client</jvm—options>
<jJvin—options>-Dijava.endorsed.dirs=

8. Repeat step 7 for every domain in [installation directory of GlassFish]/domains . Domain2 also
needs the above procedure.

9. Restart your Glassfish domains (using Windows Services or by rebooting the server).
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Deploy ui-jsf2.war on Domain1

1. Go to http://localhost:4848/

2. Login with your GlassFish Admin Password for Domainl.

3. Goto ‘Web Applications’ and ‘Deploy’.

{7 Sun GlassFish Enterprise Server v2.1.1 Admin Console - Windows Internet Explarer
= . y o [ g | o | [ 2o =
6:: = [&] hitp:flocalhost:4e45] =l Ef[ 4| [ R ve search |2~

< Favortes | 13 {8 suggested Sites ~ @ | Wb Sice Gallery -

{8 5un GlassFish Enterprise Server v2.1.1 Admin Console - - [ pm = Page v Safety~ Tooks - @@~

Logout . [ Help

Sun GlassFish™Enterprise Server v2.1.1

Comimon Tasks Applications > Web Applications
[ Fegistration YWeb Applications
[ Anpication Server & Wieh application module consists of & collection of Wk resources such as JavaServer Pages (JSPs), serviets, and HTML pages that are packaged
inaVWAR (web Application Archive) file or directory.

v Applications

Erterprise Mpplications Deployed Web Applications (0}
Wb Applications Deploy Enable | | Disshle

=
EJB Moduies || Hame Enabled Context Root Action
Connectar Modules

Lifecycle Modules
Application Cliert Madules
@ web Services
]
Service Assemblies
> Components
» [ sthared Libreries
Custom MBsans
> [ Resources
» g4 Configuration

Mo ttems found.

4. Browse for the ui-jsf2.war file located on your Installation Disk, change the context root to ‘ui-jsf2’,
and click ‘Ok’. Log out and close your browser.

Deploy Enterprise Applications/Modules

Specify the location of an application to deploy. Applications can be in packaged files such .war, .ear, jar, and .rar.

Type: Web Application (.war) [=]

Location: 5, Packaged file to be uploaded to the server

Choose File | yijsf2-1.1.war —'

(&) Local packaged file or directory that is accessible from the Application Server

Browse Files... Browse Folders...
General
Application Name: ui-jsf2-1.1 l
Context Root: uisf2 |
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III. Check That The Server Is Running

Go to http://localhost:8080/ui-jsf2. You should see the following screen. However, you will not be able
to log in until completing the next sections installing LDAP:

[ - = |5

/ [ LpRD Origins | welcome * \ &

C i | @ localhost:8080/ui-jsf2/welcomejs| w g A

LPRD Origins

License Plate Reader Data

I Welcome to the License Plate Reader Project
Documentation
The LPRD projects is sponsored by the National Institute of Justice.
Project Information X
Security Policy The National Institute of Justice (NIJ) funded SPAWAR Systems Center Atlantic (SPAWAR SSC-A)
User Guide under the Information Led Policing Program for the development of a data sharing solution that
TRA efficiently and effectively aligns with LEA functional requirements. In response, SPAWAR SSC-A
developed the License Plate Recognition Data Sharing (LPR) solution, which utilized the
W Department of Justice’s (DOJ) Justice Reference Architecture model as a basis for production of a
data-sharing system that ensured seamless and efficient system functionality in support of
Criminal Justice (CJ) community needs.

This implementation of the LPR solution includes:

= A capturing process for proprietary LPR data from individual agency locations
Formatting/standardization procedures for the captured datasets using NIEM XML
standards

Data handling processes for uploading the standardized data into the centralized
repository

Data sharing regulations for the centralized repository including user permissions and
W incorporating required security measures

= Querying and capabilities against a centralized repository

Contact SPAWAR Atlantic for more information
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IV. Installation of LDAP

A. Install Apache Directory Server

1. Go to: http://directory.apache.org/.

2. Click on the green Directory Server.

3. Click on the ApacheDS 1.5.7 in the Downloads menu on the left sidebar.

=

W
Apache Directory

ApacheDS 1.5
Home
Features

Downloads
ApacheDS 1.5.7 [0
Older versions

Documentation
Basic User's Guitde
Advanced User's Guide

Deweloper's Guide

Generated Reports (e.g.

JavaDocs)

ApacheDS 1.0 (old)
Home

Ahout Apache

ApacheDS v1.5

The nextversion after 1.0is named 1.4, because we not anly added some net

Please be informed that although the 1.5 branch will produce official release
introduce new features. Although the quality ofthe releases will be sighificant
primarily for testing new features

These features will be stabilized in the 2.0 branch. The rule of thumb ta folloe
with hug fixes only and X5 versions are feature introduction releases

Important new features

Dynamic Schema (1.5.0+)

LDAP Stored Procedures and LDAP Trigoers (1.5.0+)
SASLIStalTLS (1.5.1+)

Multi-Master Replication (1.5.7)

Dynamic configuration (1.5.7)

4. Select ‘Download Windows Installer’.

5. Click on the .exe file in the light green box.

N o

Download for Windows

Wiie suggest the following mirror site foryaur download:

http:iimirror.cloudera.comfapachel[.. Jlapacheds-1.5.7-setup.exe

Save the application on your desktop or an easily accessible download directory.

Click ‘Next” when the Setup Wizard appears.

Choose ‘I Agree’, if you do.

-

Double click on the icon where the file was stored to start the installation process.

10. Select ‘Full’ installation from the dropdown menu and leave ‘Apache Directory Server’ checked.

11. Use the default directory for the installation location. Click ‘Next’.

Click ‘Next’.
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12. Use the default directory for the Server Instances Home Directory. Click ‘Next’.
13. Use the default directory for the JDK home Directory. Click ‘Install’.
14. After installation is complete, click ‘Next’.

15. Choose ‘Finish’ and ‘Yes’ to the ‘Do you want to start the default directory instance?’ question.

B. Install Apache Directory Studio

1. Go to: http://directory.apache.org/

2. Click on the blue Directory Studio.
3. Click on the ‘Download Apache Directory Studio 1.5.3".

(‘_'Apathe Directory Studio - The Eclipse based LDAP browser and directory client - Windows Internet Explorer

= : i ==
Gﬂ:j: - |g, http fidirectory. apache, arg)studiof J |g|

i} Favorites | {.5 @ Suggested Sites + @ | Web Slice Gallery ~

g Apache Directory Studio - The Eclipse based LDAF bro,,, | |

Apache Directory

L S Apache Directory Studio
Home
Features The Eclipse based LDAP Browser
Screenshots and Directory client

Downloads Apache Directory Studio is a complete directory
version 153 [0 tooling platform intended to be used any
HNighthy Builds LDAP server however it is particularly designed for
Older Versions use with the Apache Directory Server.

Documentation f
REEE — Download Apache
Developer's Guide Directory Studio 1.5.3
Generated reports (e.g. Free for Mac OS X, Linux & Windows
JavaDocs)

4. Choose ‘Download for Windows'.
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5. Click on the .exe file in the light green box.
Download for Windows

e suggest the fallowing mirror site for your download: /

http :Jhwanw.bizdirusa.comimirrorsfapachel[.. JiApacheDirectoryStudio-win32-
1.5.3.¥20100330.exe

6. Save the file on the desktop or an easily accessible download directory.
7. Once download is complete, close out of the download window.

8. Double click on the icon where the file was stored to start the installation process.

9. Click ‘Next’” when the Setup Wizard appears.

10. Choose ‘I Agree’, if you do.

11. Use the default destination folder preselected and click ‘Install’.
12. Once installation is complete, click ‘Next’.

13. Click ‘Finish’ to close out the Studio Setup Wizard.
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Create a New Root

1.

Next, find the LDAP installation directory. If you followed the steps above, it should be in

c:\Program Files(x86).
Next, find the .xml file that is under the file extension:

{ldap install directory}\instances\default\conf\server.xml
(i.e., c:\\Program Files(x86)\instances\default\conf\server.xml).
Open the .xml file in Notepad.

onf

+ Apache Direckory Server = instances = default + conf

ISear-:h

S

Organize v 1= Views + @ 0Open ¥ (7]
Eavorits Links Mame = |v| Dake maodified |v| Type |v| Size Ivl Tags |v|
| apacheds 5/24f2010 1:19 PM  COMNF File ZKE
[l pocuments 5/24/2010 1:19PM  PROPERTIES File

| ]log4i

d & Internet Explorer

> 3 WordPad

Choose Defaulk Program

FE Pictures 010 1:19PM  ¥ML Document
TJ' Music Edit
Jy Recently Changed # Edit with Notepad-++
'E,’ Searches
Public Restore previous versions
Send To
Cuk
Copy
Create Shartout
Delete
Rename
Properties

the </partitions>): <jdbmPartition id="origins" suffix="dc=origins,dc=com" />

il server - Notepad
File Edit Format VYiew Help

=] B3

</jdbmPartitions>
</systemPartition>
<partitions>

«!—— NOTE: when specifying new partitions you need not include those ——>
<!—— attributes below with 0ID's which are the system indices, if left —-—»
<!-— out they will be automatically configured for you with defaults. —

<jdbmpartition fd="example" cachesize="100"
syncorwrite="true"s
<indexedartributess

<jdbmindex attributeId="1.3.6.1.4.1.18060.0.4.1.2.1" cachasiza="100"/>
<jdbmindex attributeld="1.3.6.1.4.1.18060.0.4.1.2.2" cachasiza="100"/>
<1dbm1ndex attributerd="1.3.6.1.4.1.18060.0.4.1.2.3" cachesize="100"/>
<1dbm1ndex attributerd="1.3.6.1.4.1.18060.0.4.1.2.4" cachesize="100"/>
<]jdbmIndex attributel 1.3.6.1.4.1.18060.0.4.1.2.5" cachesize="10"/>
<]jdbmIndex attributel 1.2.6.1.4.1.18060.0.4.1.2.6" cachesize="10"/>
<]jdbmIndex attributeId="1.3.6.1.4.1.18060.0.4.1.2.7" cacheSize="10"/>
<]jdbmIndex attributeld="dc" cachesize="100"

<jdbmIndex attributel ou" cachesize="100"/>

! s
<jdbmIndex attributel krbsprincipalMame” cachesize="100"/>
<jdbmIndex attributeld="uid" cachesize="100'/»
<jdbmIndex attributeld="objectClass" cachesize="100"/>
</indexedattributes>
</ JdbmPartition>
<jdbmPartition id="origins" suffix="dc=origins,dc=com" /»
</partitions:

<interceptorss
<normalizationInterceptor/ >
<authenticationInterceptor/>
<referralInterceptor/>
<aciauthorizationInterceptor />
<defaultauthorizationinterceptor/>
<exceptionInter ceptaor />
<operationalattributeInterceptor />

<! —— uncomment to enable the password policy interceptor
<Easswor‘dpo'\icyInter‘ceptor‘/:»
<keyDerivationInterceptor,>

-

<schemalnterceptor/>

=

>
suffix="dc=example,dc=com” optimizerenabled="trus"

4. Scroll down to the <partitions> section. Add the following line to the end of the section (but before

5. Save and close the file.
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6. Next, restart the server. Go under Start->Administrative Tools->Services. Find the ‘Apache
Directory Server’ and right click on it. Choose ‘Restart’ under the dropdown menu.

Qseraces T i

File  Action Wiew Help

€2 mEcE HEl» = n

Services {Local) q Services (Local)

Apache Directory Server - default -

Stap the service ‘& Application Experie. ., Fart Local System

Bestart the service £} application Informa. . Stop Lacal System
£} Application Layer G Pause Lacal Service

Description: ‘Ehapplication Manage. .. Resunz Local System —

#Apache Directory Server - default {£kBackground Intellig. . automatic (0., Local System
“£}1Base Filtering Engine All Tasks b pred Aukornatic Local Service
Gk Certificate Propaga...|————fted  Manual Local System
LG Key Isolation il Manual Local System
L COM+ Evenl System Properties ted Automatic Local Service
LhCOM+ System pppl. | ————————— IManual Lacal System
{ChComputer Browser Help Disabled Local System
{EhCryptographic Serv... Provides fo... Started Autamatic Metwark 5.
{ELDCOM Server Proc...  Providesla.. Started Automatic Local System
‘EhDesktop Windaw M., ProvidesD...  Started Automatic Local System
{ELDHCP Client Registers a...  Started Automatic Local Service
&} Diagnostic Policy Se.., The Diagno..,  Started Aukomatic Local Service
‘& Diagnostic Service ... The Diagno.., Manual Local Service
\C)Diagnostic System ... The Diagno... Started IManual Lacal System
(£} Distribuked Link Tra... Maintains ...  Started Automatic Local System
EhDistributed Transac... Coordinate... Started Automatic (D...  Metwork 5.,
ELDNS Clisnt The DNS L., Started Automatic Metwork 5.
‘£LD5M SA Connection... Providesa...  Started Automatic Local System
‘ELDSM 54 Data Mana... Providesa... Started Automatic Local System
£LDSM SA Event Man..,  Provides 0.,  Started Automatic Local System LI

Extended 4 Standard /'

Stop and Start service Apache Directory Server - default on Local Computer [ [
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VI. Change LDAP Admin Password

1. Open Apache Directory Studio by going under Start->All Programs->Apache Directory Studio->
Apache Directory Studio.

2. Click the ‘Go to the Workbench’ circle when the program loads.

' LDAP - Apache Directory Studio [_ ]
- File Edt Mavigsts LDAP Window Help

Workbench
Go to the workbench

3. Next, create a new connection to localhost:10389. Go under the top menu bar ‘LDAP’->'New
Connection...”

R

®F LDAP - Apache Directory Studio

File Edit Mavigate EReli=M Wwindow Help

- L@New Connection...
[jNew Entry...

= Mew Atkribute, .,
e value
< Mews Search,.,

[ Mew Bookmark. .

¥ Mew Batch Operation...

= Nevs LDIF File

Zipen EncoderDecoder

Dpen Schema Browser
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4. Set a ‘Connection Name’, ‘Hostname’, and ‘Port’. Choose ‘No encryption’ for the Encryption
Method. Click ‘Next’.

* Mew LDAP Connection !E E
MNetwork Parameter

Flease enter connection name and network parameters,

Connection name: I 12?.D.D.l| =

Netwark Parameter

Hostrame: | 127.0.0.1 j
Port: | 103as =]
Encrypkion method: IND enctyption j

Check Network Parameter |

2) < Back Mext = Finish | Cancel |

Set the Bind DN or user to ‘uid=admin,ou=system’. If required the default Bind password is ‘secret’.
Click ‘Finish’.

| ¥ New LDAP Connection =]
Authentication
Please enter a bind password,
F LDAP
 ——
Authentication Method
Simple Authentication ﬂ
r—Authentication Parameter
Bind DM or user: I uid=admin, ou=system j
Bind password: | |
v save password zheck Authenticatian |

» SASL Settings

» Kerberos Settings

(7) = Back Mexk = Fimish Cancel
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Expand the ‘ou=system’ tab and click on the uid=admin. Double-click on the ‘userPassword’ attribute in
the attributes list that is displayed.

File Edit MNavigate LDAP Window Help

faimiar HL e = 1R

Eng LDAP Browser = O || & vid=admin,ou=system 532 = 0| 5= outline =0
@[ P | Elg || DN: wid=admin,ou=system = = | % %| 5| =l Z- 1} uid=admin,ou=system
. — publickey (1)
lﬁ lﬂ m &I _I Attribute Description | value | ud (1)
objectiiass met@raPerson (structurall
F_I--Ea oIT objecttiass organizationalPerson [structurall privatekeyFormat (1)
=H2) Root DSE (3) objecttiass person (structurai} sn {1}
- Sa ou=scherna (19) ebjecttiass HskeyInto (aunifiary} privatekey (1)
‘ & ou=system (5) ebjecttiass top (abstract} (1)
- {} Lid=admin n system administrator userPassword (1)
& ou=configuration keyAlgorithm RSA userCertificate (1)
£ ou=groups privateKey Binary Data (345 Bytes) ohjectClass (5)
£, prefiodsName=sysPrefr privateKeyFormat PKCS#6 publickeyFormat (1)
Bl & ou=users publicKey Binary Data (94 Bytes) displayhlame (1)
5§ Searches publicKeyFormat ®.509 = kevalgorithm (1)
. D:II Bookmarks sn administrator
displayhlame Directory Superuser
uid admin
I userertificate #5091 CN=ApacheDs,OU=Directory, 0=A5F, =3
4] | >
Lea# Connections JServers} = 0| & Modiication Logs 5! search LUQS} %R | i & | 5 Y T8 @ Progress =08
5| %| @ 0 =l %~
""" e 127.0,0,1 Mo operations ko display at khis kin

ol

6. Go to the ‘New Password’ tab in the box that appears. This will be referred to in this guide as your
‘LDAP Password’. Click ‘Ok’ to save the password and exit the window.
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Right click on the server connection in the bottom left corner. Go to ‘Properties’ in the dropdown
menu. Go to the ‘Authentication’ tab in the box that appears. Type your LDAP Password in the bind
password box. Click ‘Ok’ to exit the window and save your changes.

” LDAP - uid=admin,ou=system - 127.0.0.1 - Apache Directory
File Edt Mavigate LDAP ‘Window Help

W B | A5

E"g LDAP Browser =0 || uid=admin, ou=syste
@B ’g 7 || Dh: uid=admin, ou=syst

m m m _I _l Attribute Description

objectliass
= T; DIT objectiiass
= Root DSE (3) objectiass
&4 ou=schema objecttfass
& ou=system objectifass
' Searches cn

R U:u Bookmarks keyaAlgorithm
privateKey

privateKeyFormi
publicKey
publicKeyFormat
sn

displayname

uid

userCertificate
userPassword

L Connections J Servers] = 5| & modfication Logs

h ?ﬁl = dn: uid=admin,c
jchangetype:

55
Loaf

= oiNew Connection. . erP:
[~ New Connection Folder.., d::

ﬁaCIose Connection

@ 0pen Schema Browser

= |Copy Connection Chrl+C
Paste Chrl Y
3 Delete Connection Delete

Rename Connection. ..

Impark
Expart

Alt-+Erker

* Propetties for "127.0.0.1" JHI=] E3

|type Filter texk Connection - T

Metwork Parameter  Authentication | Browser Options | Edit Options I

Authentication Method
’7|Simple Authentication j

Authentication Parameter

Bind DM or user: I uid=admin, ou=system j

Bind password: |

¥ save password Check Authentication |

b SASL Settings

» Kerberos Settings

|
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VIL.

Add NIS Schema

In Apache Directory Studio, expand the ‘ou=schema’ tab->double-click on the ‘cn=nis’ tab. In the
attribute list that appears, click on the ‘m-disabled’ attribute and change the value from TRUE to ‘FALSE’
(by double-clicking TRUE and typing FALSE).

1

* LDAP - cn=nis,ou=schema - 127.0.0.1 - Apache Directory Studio
File Edit Mavigate LDAP ‘Window Help

]

o= |

F | Bk Loap

m G| A e
F E": LDAP Browser =0 |E| cn=nis,ou=schema &3 =0
(53 | o | = ’g || DMN: er=niis, ou=schema = = | ® e | o | = | -

| =l)- =l

S o]

Attribute Description

| alue

5% outline =0
E@ cn=nis,ou=schema

+ on (1)

objectClass (2)

------ e 127.0,0.1

# ' COMMNECTION ldap://127.0.0.1:10389
#'DATE 2010-06-16T05:40:37.064

dn: cn=nis,ou=schema
changetype:
replace: m-disabled

wl
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objecttiass metaschema (structurall X
#-[S| cn=apachemeta 4] objecttiass top (abstract] m-disabled (1)
(8] en=autcfs cn nis m-dependencies (3}
I:I"-@ cn=collective m-dependencies core
E]---@ cn=corba m-dependencies cosing
[]---@ h=rore m-dependencies system
& [8] en=cosine | medisabled . JFalse || g
I:I"-@ cn=dhcp
E]---@ cn=inetorgperson
E]---@ n=java
-S| en=krbSkdc
E]---@ cn=mozilla
E]---@ cn=nis {11}
E]---@ cn=other
@ cn=samba
+ cn=schematodification
@ cn=syskem
- 55 ou=system
----- 5§ Searches
----- D;u Bookmarks L
« | B
Liar Connections JServersw = 8| & Modfication Logs & Search Logq 15 | i & | = S @& Progress =0
| % | o ||[# 1 rESULT 0K a| % T

Mo operations to display at Ehis tin




VIII. Populate LDAP

1. In Apache Directory Studio, right click on the connection in the ‘Connections’ tab in the bottom left
hand corner.

-
4| | E

Lor Connections . il Servers} = 5| £ Modffication Lags ™./ Search LDQSW

1
W | = ||[f ' RESULT OK
# ! COMNECTICH ldap://127.0.0.1:1

LISENBW EErT e, . -06-16T0OG5:40:37.064

[ New Connection Folder. .. ou=schema

Fae
Lpak

?@GDSE Cannection disahled

@ Open Schema Browser

= Copy Connection Chrl+C
Baste Zhrl Y
3 Delete Connection Delete

Rename Connection. .. F2

Impork ¥ | B.LDIF Impoet. ..
Export 1=, DSML Impart...

Properties Alt+Enter

|71, Import Connections. ..

2. Choose Import->LDIF import from the dropdown menu. Browse for the origins.init.Idif file on your
Installation CD. Uncheck the ‘Enable Logging’ option. Click ‘Finish’.

¥ LDIF Import M=] B3
LDIF Import
LDIF
1 d

LDIF File: | di\bwigins.init.|if =] M
Imnpork inta: |12?.D.D.1 Browse, .. |

Logging
' Enable logaing
' Use default logfile

" Use custam logfile

I d:arigins.init. Idif. log j Browse, .., |

[ Cwerwrite existing logfile

—Options
r Update existing entries

[™ Continue on errar

(7) Fimish Cancel
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IX.

1

Set the LPR system Admin Password

In Apache Directory Studio, expand the ‘dc=origins,dc=com’ tab. Expand the ‘ou=users’ tab and click
on ‘uid=admin’. Right click on the Attributes list and select ‘New Attribute’.

ﬁ LDAP - uid=admin,ou=users,dc —origins,dc=com - 127.0.0.1 - Apache Directory Studio

|

7 | feu Loap

File Edit Mavigate LDAP ‘Window Help
i .‘;J;JJQ:IvJ<::Iv -
E": LDAP Browser = O || || uid=admin, ou=users, de=origins,de=com 53 =0
@ | Qéh | = <§> ™ || DM: uid=admin,ou=users, de=arigins,dc=com = = | x & | Q§'° | = | }:b =
I j |= j I j 2 Attribute Description | ‘alue |
) | |
objecttiass inetrgPerson {structural}
E‘E‘\ DIT objecttiass organizationalPerson (structurall
E|-- Root DSE {(4) objecttiass person (structurall
- @ de=origins,dc=com {2} ohjecttiass top fabstract}
S OU=groups o System Admin
Bl & ou=users (1) sn System Admin
rj Lid=admin uid admin
- & ou=schema (19)

- f ou=system
-7 Searches
I:I---D:ﬂ Baokmarks

5= outline

Eﬁ uid=admin, ou=users,dc=c
uid (1)

sn (1)

cn (1)

objectClass {4)

=0

Tdew Walue Chrl++-
" New Search. .. Ctrl+H
Tew Batch Operation...
inELacate DRin DIT F3
Open Schema Browser »
Shaw In 3
Copy (o
Paste Chrl Y,
M Delete Delete
Select Al Chrlea | o
Loar Connections J Servers} = 5| & Madfication Logs [ Search LUQST Advanced U =8
2 | h i?a | = # 'RESTLT OE Edit: attribute Description F& 3& =
v
— # | COMNECTICN ldap://127.0.0.1:10389 Edit: alue 7 —_—
""" vosr [127.0.0:1 #!DATE 2010-06-16T09:14:20.951 Edit Yalue iwith b pns to display at this tin
dn: ou=user ,ou=groups,dc=origins,dc=com |==|Edit Entry... F&
changetype: add
onae PReload Attributes F5
objectClass: groupOflNames ) ’
LI Fetch Operational Attributes
J =4 J rread Children Properties Alt+Enter
. M ) . e L)
2. Change the Attribute type to be ‘userPassword’. Click ‘Finish’.
. = 7= gy
I M new Attribute =] E3 o= Cutline
! _ -+, = i
| Attribute Type E | 2 = ﬁ uid

Please enter or select the attribute bvpe,

Attribute bype:’ | user|

I usercCertificate

[ userClass
userPKCS12
userPassword
userSMIME Certificate
userid

userPassword é

Preview: l

Cancel

ext = | Finish I

< Back |
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3. Enter a password in the Password Editor box that will pop up. Click ‘Ok’. This will be your password
for the ‘admin’ user when using the ui-jsf2 client.

Password Editor

M Password |

Enker Mew Password: | |

Select Hash Meathod: ISHA J

Password Preview: | -

Passward (Hex): -

Iews Salk | Salk (Hex): -

[ show new password details

o Zancel

X. TestLogin

1. Visit http://localhost:8080/ui-jsf2/ and click the Login link:

J ¥ Lrro Qrigins | Welcome L

[« WI@] 0calhost:8080/ui-jsf2/IEsINENE w B A

LPRD Origins

License Plate Reader Data

Welcome to the License Plate Reader Project
Documentation

The LPRD projects is sponsored by the National Institute of Justice.

® Project Information . .
® Security Pelicy The National Institute of Justice (NI7) funded SPAWAR Systems Center Atlantic (SPAWAR SSC-A)
® User Guide under the Information Led Palicing Program for the development of a data sharing solution that
. RA efficiently and effectively aligns with LEA functional requirements. In response, SPAWAR SSC-A

developed the License Plate Recognition Data Sharing (LPR) selution, which utilized the
Department of Justice’s (DOI) Justice Reference Architecture model as a basis for production of a
data-sharing system that ensured seamless and efficient system functionality in support of
Criminal Justice (CJ) community needs.

This implementation of the LPR solution includes:

A capturing process for proprietary LPR data from individual agency locations
Formatting/standardization procedures for the captured datasets using NIEM XML
standards

Data handling processes for uploading the standardized data into the centralized
repository

Data sharing regulations for the centralized repository including user permissions and
IHECITDCIVEUFIQ requlred security measures

Querying and capabilities against a centralized repository

Contact SPAWAR Atlantic for more information

Copyright 2009 Scientific Research Corporation
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2. Login by leaving ORI blank, user “admin”, and the password which you set in section I1X.3. Click the
Submit button:

[# LPRD Origins | Login \ &
« C' A ® localhost:8080/ui-jsf2/login sf

LPRD Origins

License Plate Reader Data

Legin

Documentation
. . LPRD is a Restricted Information System, for Official Law
[ . :rujec: Ir;,fu‘rmatmn ORIL: Enforcement Use Only.
® Security Policy U .
& User Guide sername: | admin Access is controlled and restricted to authorized users.
® JRA Password: Violators/Hackers are subject to prosecution under
= applicable State and/or Federal Statutes.
e '

Copyright Scientific Research Corporation

3. You should now see the System Administrator’s menu on the left. For futher information on using
the client, refer to the LPRD Agency User & Administrator Manual, later in this handbook:

r—’ el — il - - ™ E@g

o
/ [# LrrD Origins | welcome \ )
/ igins |

<« C' A& | © localhost:8080/ui-jsf2/welcome jsf % A

Logout

Origins
e Plate Reader Data

Welcome to the License Plate Reader Project

System Administration

- The LPRD projects is sponsored by the National Institute of Justice.

ist Users

Add User The National Institute of Justice (NIJ) funded SPAWAR Systems Center Atlantic (SPAWAR SSC-A)
under the Information Led Palicing Program for the development of a data sharing solution that
efficiently and effectively aligns with LEA functional requirements. In response, SPAWAR S55C-A
developed the License Plate Recognition Data Sharing (LPR) solution, which utilized the
Department of Justice’s (DOJ) Justice Reference Architecture model as a basis for production of a
data-sharing system that ensured seamless and efficient system functionality in support of
Criminal Justice (CJ) community needs.

.
.

® List Organizations
® Add Organization

Documentation This implementation of the LPR solution includes:
® Project Information = A capturing process for proprietary LPR data from individual agency locations
® Security Policy = Formatting/standardization procedures for the captured datasets using NIEM XML b
® User Guide standards . .
* RA = Data handling processes for uploading the standardized data into the centralized
repository

Data sharing regulations for the centralized repository including user permissions and
incorporating required security measures
Querying and capabilities against a centralized repository

Contact SPAWAR Atlantic for more information
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LPRD Replicator Installation Guide

Prerequisites

e You will need this information:
- Your LPR Database name, username and password

- Your agency’s unique ORI

e Connectivity to the regional LPRD server. This will be provided to you by the regional LPRD server
administrator.

e An account with Administrator access.

Installing the Replicator
Browse to the installer file which is provided on your JLEIE Replicator Installation CD and double-click it:

|prd-replicat

or_1.7.2.exe

Wait a moment as the installer prepares itself:

LPRD Replicator is preparing the install4j Wizard
which will guide you through the rest of the setup
process.

Cancel

If a User Account Control window pops up, click “Yes”:

Do you want to allow the following program from an
unknown publisher to make changes to this computer?

Program name:  Iprd-replicator_1.7.2.exe
Publisher: Unknown
File origin: Hard drive on this computer

(6] Show details

Change when these notifications appear
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Click “Next” on the Welcome screen:

-
& setup - LPRD Replicator 1.7.2

e (5] [ |
i 8 e

Welcome to the LPRD Replicator Setup
Wizard

This will install LPRD Replicator on your computer.
The wizard will lead you step by step through the
installation.

Click Next to continue, or Cancel to exit Setup.

Cancel

Click “Next” to accept the default installation folder:

- 5
& setup - LPRD Replicator 1.7.2 E‘M

Select Destination Directory W
Where should LPRD Replicator be installed?
Select the folder where you would like LPRD Replicator to be installed, then
click Next.

Destination directory

C:\Program Files (x86)\LPRD Replicatol
Required disk space: 94.4 MB
Free disk space: 240,614 MB

| 7~

install4j
I [ <Eacmxt> ] [ Cancel II

Click “Next” to accept the default Start Menu folder:

- ~
= Setup - LPRD Replicator 1.7.2 li@g

Select Start Menu Folder W
Where should Setup place the program's shortcuts? Sy
ety

Select the Start Menu folder in which you would like Setup to create the
program's shortcuts, then click Mext.

Create a Start Menu folder

LPRD Replicator|

f - H
Accessories s
Administrative Tools =
Adobe

Apache Directory Studio
Apache Directory Suite

ASUS i
P

ASUS Utility

Create shortcuts for all users /
install4]
I [ < Eacmext = ] [ Cancel ] I

18487



Wait a moment as the replicator is installed:

5
= Setup - LPRD Replicator 1.7.2 = | D] |-
Installing -:w
Please wait while Setup installs LPRD Replicator on your computer. =
g
Extracting files...
install4j

I o |

If you have an older installation and the replicator suggests migrating your existing configuration, click “Yes”:

Confirmation Dialog lﬁ

In the configuration window that pops up, fill in the required information. The IP:Port is provided to you by the
LPRD administrator. Please be careful that you enter the correct ORI. The description is simply some text that
describes your organization/agency. Then click Next:

-

@ configuration J { = |E| \&r

IP:Port of regional server: [192.168.10.102:9090

Connection verified!
Your organization's ORI: |SC0000000

Your Organization's Description |My City PD

Mext

Note that if the installer cannot connect to the regional server, you will not be able to proceed. Expert users, if
you insist on installing anyway, you can click Next 5 times to force the installer to proceed, but the replicator will
not work if it cannot connect to the regional server.

18488



Now, enter the IP:Port of your local LPR database; the default, 127.0.0.1:1433, is generally correct. Also enter
the database name where your LPR data is stored, a username with write access to that database, and a
password, then click Next. There may be a brief pause after clicking Next while the configuration tool connects
to your database to check connectivity and determine your LPR vendor:

@ configuration { = |E| Li:hr

-

IP:Port of local database: |127.0.0.1:1433
Database Name: boss3
Username: |sa

Password: (essssse

’ Back l| Next

The replicator needs to create a table named Iprd_log to keep track of which reads have been replicated. Click
Yes to allow this:

Confirmation Dialog ﬁ

In order to keep track of which records have been replicated,

we need to create a table in your database named lprd_log. Ok to proceed?

[

For some databases, the replicator needs to add an additional column to your LPR table. Click Yes to allow this:

Confirmation Dialog ﬁ

In order to keep track of which records have been replicated,

we need to add an identity column named lprd_replicator_id to your Event table. Ok to proceed?
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Select the maximum age of reads in order to be considered for replication. If you are upgrading a previous
installation, you also have the ability to Clear Replication History. Do not clear the history unless you have
reason to believe it is necessary. In most cases, simply click Next on this screen:

F ™
@ configuration S —— E@g

Maximum age of records to replicate: 365 days

’ Clear Replication History l

’ Back

On the Configuration’s finish screen, simply click Finish:

Configuration Eh

Congratulations, you have completed configuration for replicating your
pipsboss3 LPR database.
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Click “Finish” to complete installation:

& setup - LPRD Replicator 1.7.2 g X
m—

Completing the LPRD Replicator Setup
Wizard

Setup has finished installing LPRD Replicator on your
computer. The application may be launched by
selecting the installed icons.

Click Finish to exit Setup.

L

Congratulations, that’s it! The LPRD Configuration tool, Uninstaller, and Log are now available in your Start
Menu:

| . LPRD Replicator
?‘I LPRD Replicator Uninstaller
@ Replicator Configuration

|| Replicator Log |

It is wise to click the Replicator Log option to ensure that everything looks good. Note that the log is
now stored in %ProgramData%/LPRD Replicator/logs; the link will open that log in your default editor.
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L.

IL.

General Information

Introduction

Welcome to the License Plate Recognition Data (LPRD) User Manual. This manual provides
users and administrators with a working knowledge of the License Plate Search and
administrative functions. This allows users to operate the LPRD system in a daily working
environment. This Manual is organized to give users and administrators a high-level
understanding of each application and the steps necessary to operate the application to its
fullest extent.

Basic System Overview

LPRD uses open-source software developed by SPAWAR to allow information to be shared
across jurisdictional boundaries regardless of the structure of the underlying data sources.
Using the various search functions, authorized agency users can search on set fields and view
returned matching results in a pre-set format. The central database allows users to search for
and view records of all of the contributing agencies. Users must have a valid user account and
password to use the LPRD system.

In addition to performing queries, agency administrators will have a variety of responsibilities in
LPRD operation. Agency administrators will generate agency user accounts and supply initial
passwords for the LPRD system. They will be responsible for all of their agency’s users and the
particular role each user has within LPRD. Agency administrators can add, edit, and delete
agency user accounts as needed to keep information current. Agency administrators will be the
first people to handle any agency user issues. If an issue cannot be resolved, the agency
administrator will be responsible for contacting the LPRD System Administrator for assistance.

Getting Started

Obtaining a User Account

To log in and use the LPRD system, users must have a valid user account and password. User
accounts are obtained from the local agency Administrator. Contact the local agency
Administrator for a valid username and password.
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Launching the LPRD System
1. Open the web browser (e.g. Internet Explorer).

2. Type in the appropriate URL to open the Home screen (see Figure 1-1).

/ [# LerD Origins | Welcome \-\ o

€« C A | @ localhost:8080/ui-jsf2/welcome,jsf wE A

Login

LPRD Origins

License Plate Reader Data

. Welcome to the License Plate Reader Prnject
| Documentation
The LPRD projects is sponsored by the National Institute of Justice.
® Project Information X i X X
® Security Policy The National Institute of Justice (N1J) funded SPAWAR Systems Center Atlantic (SPAWAR S5C-A)
® User Guide under the Information Led Policing Program for the development of a data sharing solution that
o JRA efficiently and effectively aligns with LEA functional requirements. In response, SPAWAR SSC-A
developed the License Plate Recognition Data Sharing (LPR) solution, which utilized the
L Department of Justice’s (DOJ) Justice Reference Architecture model as a basis for production of a

data-sharing system that ensured seamless and efficient system functionality in support of
Criminal Justice (CJ) community needs.

This implementation of the LPR solution includes:

= A capturing process for proprietary LPR data from individual agency locations
Formatting/standardization procedures for the captured datasets using NIEM XML N
standards

Data handling processes for uploading the standardized data into the centralized
repository

Data sharing regulations for the centralized repasitory including user permissions and
incorporating required security measures

Querying and capabilities against a centralized repositary

Contact SPAWAR Atlantic for more information

Copyright 2009 Sdentific Research Cor

Figure 1-1. LPRD Home Screen
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Logging In

1. Click the Login link in upper right corner of the Home Screen to bring up the Login Screen
(see Figure 1-2), begin typing your ORI and select the correct one. Then, enter the username
and password previously assigned by the local Agency Administrator.

Note: Passwords are case sensitive. Usernames are not case sensitive.

[ y = |[=] ﬂ
’-'J @ LPRD Origins | Login \._‘T}-‘" . .
€« C A | @ localhost:8080/ui-jsf2/login st w g A

0Origins: License Plate Reader Data

’ LPRD Origins
License Plate Reader Data

. Login

Documentation
LPRD is a Restricted Information System, for Official Law
# Project Information ORL: Enforcement Use Only.
® Security Policy Username: : M
& User Guide Access is controlled and restricted to authorized users.
. IRA Password: Violators/Hackers are subject to prosecution under
Submi applicable State and/or Federal Statutes.
i

Copyright 2009 Scientific Research Corporation

Figure 1-2. LPRD Login Screen

2. Click SUBMIT to log into the LPRD system. The username and password will then be
validated against the authentication mechanism.

Contact the local Agency Administrator if you have any problems logging in.

3. After logging in, the LPRD welcome screen appears, and you will see a new menu on the left
(see Figure 1-3).
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/ [ LPrD Qrigins | Welcome \4}-‘_

—rg

€« C @ localhost:8080/ui-jsf2/welcome

Origins:

w g A

Logout

LPRD Origins

License Plate Reader Qfata

License Plate Reader

® Last Fifty Hits
@ Plate Search

Documentation

& Project Information
® Security Policy

® User Guide

L

Welcome to the License Plate Reader Project

The LPRD projects is sponsored by the National Institute of Justice.

The National Institute of Justice (NIJ) funded SPAWAR Systems Center Atlantic (SPAWAR S5C-A)
under the Information Led Paolicing Program for the development of a data sharing solution that
efficiently and effectively aligns with LEA functional requirements. In response, SPAWAR S5C-A .
developed the License Plate Recognition Data Sharing (LPR) solution, which utilized the
Department of Justice’s (D0OJ) Justice Reference Architecture model as a basis for production of a
data-sharing system that ensured seamless and efficient system functionality in support of
Criminal Justice (CI) community needs.

This implementation of the LPR solution includes:

A capturing process for proprietary LPR data from individual agency locations
Formatting/standardization procedures for the captured datasets using NIEM XML
standards

Data handling processes for uploading the standardized data into the centralized
repaository

Data sharing regulations for the centralized repository including user permissions and
incorporating required security measures

Querying and capabilities against a centralized repository

Contact SPAWAR Atlantic for more information

yright 2003 Scientific Research C

Figure 1-3. LPRD Welcome screen
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I11.

LPRD Searches

Last Fifty Hits

1. By clicking on the Last Fifty Hits link in the left menu, users can view the last 50 license
plates that were loaded into the system using the Platescan XML file with pictures and the
proper longitude and latitude coordinates (see Figure 2-1).

By default the page size is set to 10 license plates per page, and the user has the option of
changing the results per page to either 25 or 50.

/ [ LeRD Origins | Last Fift.. * '\ @

<« C A | @ localhost8080/ui-jsf2/Ipr/lastfiftyjsf?refresh wE X

Origins: License Plate Reader Data Home Logout

’ LPRD Origins
License Plate Reader Data
: Last Fifty Plate Read: back
License Plate Reader SR SERE
4 o Lact Fifty Hits Showing 1 to 10 of 50 Page SiZE!.EE
Plate Search i
2 Rl # Tag Agency Ove] rvglgw PPIa‘E. e' Date =
09-12-10
1 BOSS3TEST 10:34.000-
Documentation 0
- . 09-12-10
[ ® Project Information 2 BOSS3TEST -I10‘35 0oo-
® Security Policy 7 - b b0
& User Guide 4
® JRA m09-12-10
k- DSS3TEST B = 10:36.000-
500
I 0S-12-10
4 BSSITEST 10:36.000- |
00
2-12-10 f
5 BOSS3TEST £0:38.000-
0-12-10
6 BOSS3TEST 10:39.000-
00
D09-12-10
z BOSS3TEST 5:10:40.000- -
00

Figure 2-1. LPRD Last Fifty Hits screen

18497



2. Users can click on any plate link in the results window to bring up that particular plate’s
activity data page (see Figure 2-2). The Latitude and Longitude coordinates populate a
marker on a map powered by OpenStreetMaps located to the right of or below the activity
data. If more than one Activity Date exists than each activity will have its own location
marker on the map. You can click on the marker on the list to the left to center the map on
that location.

[ 1pro Crigins | License -+ S e o — ._ ‘M =

€« C # | @ localhostB0B0/ui-jst2/iprtagdetails jsFtag=BMDASE . T A

angins: Li late Reader Data

| ’ LPRD Origins
License Plate Reader Data |

(St Licenge Plate Details: e
T wing 110 2 of 2

= Last Fifty Hits

= Flatn Search seconda

®  marker Longitude | Latitude "I'IL";‘::" rimaneif

- — 10
? 42,3866 348535 Waan - ooo- (SRR
Dacumentaton
- — . e—
RS Q -832.3866 34.8535 SSITRST
.

%
“.

ip

Figure 2-2. LPRD License Plate Details screen
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Plate Search

Users may perform a Plate Search against the LPRD central database. The system queries these
data sources using the information entered on the Search screen and then returns matching
records on the Search Results screen (see Figure 3-1).

[# LpRD Origins | Plate Se...

< C A O localhost:8080/ui-jsf2/Ipr/platesearch.jsf

Home Logout

Origins: License Plate der Data
’ LPRD Origins
License Plate Reader Data
b Plate Search 53 %
License Plate Reader ate seard << bad
O Less [y s Search For License Plate
# Plate Search Tag:
ag:
Start Date: i
End Date: ]
Documentation Agency:
Camera:
® Project Information
® Security Policy New Search Search
#® User Guide
* IRA

Figure 3-1. LPRD Plate Search screen
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Clicking inside the After this Date and Before this Date text boxes will bring up a calendar that
allows the user to select dates to search from, until, and during when activities might have taken
place for a particular license plate (see Figure 3-2).

gips

al @ univ. =5 [P
) about:blank
October |¥| <2010z
October 2010 se Plate
il
il
Mew Search Search

Figure 3-2. LPRD Plate Search screen with calendar drop down
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Using Wildcards

Wildcards may be used in multiple ways to find valuable information stored in the LPRD system.
Agency users can use the standard wildcard symbol, the percent sign (%). The percent sign
represents zero or more characters that are unknown at the time of the query. For example,
the query for 307% (see Figure 3-3) will return results like 307AAA, 307ABC, 307CCC, etc.

b= (5 [
<« C A  © localhost:8080/ui-jsf2/Ipr/platesearch.jsf PRSIy

Origins: License Plate Reader Data Home  Logout

’ LPRD Origins
License Plate Reader Data

Plate Search << back

License Plate Reader
O == iy 5 Search For License Plate
# Plate Search Tag: 207%

Start Date: i

End Date: ]
Documentation Agency:

Camera:
® Project Information
® Security Policy New Search Search
#* User Guide
* IRA

Copyright 2009 Scientific Research Corporation

Figure 3-3. LPRD Plate Search screen using %o sign

When your search returns multiple results, the user has the option to view a License Pate Details
page by clicking a Tag link and following the same methods as discussed in the Last Fifty Hits
section above.
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IV. Agency Administration Functions

In addition to performing queries, an agency administrator can list, add, edit, and/or delete user
accounts that are within their agency only. They can also perform user audits on users that are
within their agency only.

Logging In

1. Click the Login link in upper right corner of the Home Screen to bring up the Login Screen
(see Figure 5-1), begin typing your Agency ORI, along with your Agency Administrator
username and password.

Note: When logging in as an agency administrator, the agency ORI is entered.
Note: Passwords are case sensitive. Usernames are not case sensitive.

Origins: License e Reader Data Home Login
, LPRD  Origins

License Plate Reader Data

Login << back

Documentation

* Project Information ORIL: l:l LPRD is a Restricted Information system, for Official Law Enforcement Use Only.

® Security Policy .

# User Guide Username: Access is controlled and restricted to authorized users. Violators/Hackers are subject to

* JRA Password: ’7 prosecution under applicable State and/or Federal Statutes.

» Login Options

Copyright 2009 Scientific Research Corporation

Figure 5-1. LPRD Login Screen
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2. Click SUBMIT to log into the LPRD system. The username and password will then be
validated against the authentication mechanism.

3. After logging in, the LPRD welcome Agency Administrator screen appears (see Figure 5-2).

/ [ LPRD Origins | Welcome (4}\ — e - - ey n - —

€« C' & © localhost:8080/ui-jsf2/welcome jsf wE X

LPRD Origins

License Plate Reader Data

Welcome to the License Plate Reader Project |

License Plate Reader
The LPRD projects is sponsored by the National Institute of Justice.

& Last Fifty Hits

® Plate Search The Mational Institute of Justice (N1J) funded SPAWAR Systems Center Atlantic (SPAWAR SSC-A) under the

Information Led Policing Program for the development of a data sharing solution that efficiently and effectively

aligns with LEA functional requirements. In response, SPAWAR S5C-A developed the License Plate Recognition

Data Sharing (LPR) solution, which utilized the Department of Justice’s (DO1) Justice Reference Architecture

model as a basis for production of a data-sharing system that ensured seamless and efficient system

Agency Administration functionality in support of Criminal Justice (CJ) community needs.

This implementation of the LPR solution includes: I
® List Users
® Add User = A capturing process for proprietary LPR data from individual agency locations
& Audit Search Formatting/standardization procedures for the captured datasets using NIEM XML standards
Data handling processes for uploading the standardized data into the centralized repository
Data sharing regulations for the centralized repository including user permissions and incorporating
required security measures
Querying and capabilities against a centralized repository

Documentation
Contact SPAWAR Atlantic for more information
Project Information
Security Policy
User Guide

.
.
L]
* JRA

yright 2009 Scientific Research Corporation

Figure 5-2. LPRD Admin Welcome Screen
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List Users

To view a list of your agency users, click the List Users link on the left side of the screen under
Agency Administration menu box to access the List Users page (see Figure 5-3).

r

. = - =
',-"’ [ LrrD Qrigins | List Users A )

.

T T o=

&« C A | @ localhost:8080/ui-jsf2/admin/userlist,jsf

QOrigins: L

’ LPRD  Origins
License Plate Reader Data

System Administration =B B2

ORI: SRCTESTOO

® List Users
® Add User Temmsoe
® List Organizations
® Add Organization user
srcadmin

Documentation

Project Information
Security Palicy
User Guide

IRA

Copyright 200

Full Name

User
SRC Admin

W E A

Home

Logout

<< back
Email
s Edit Delete
o= Edit Delete

Scientific Research Corpo

Figure 5-3. LPRD List Users Screen
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Add User

1. To add a user to your agency, click the Add User link on the left side of the page under
Agency Administration menu box to access the Add User page (see Figure 6-1).

LPRD Origins | Add User
<« C' A O localhost:8080/ui-jsf2/admin/adduser.jsf

Origins: License Plate Reader Data Home  Logout

’ LPRD Origins
License Plate Reader Data

Add User << back

License Plate Reader

#® Last Fifty Hits User Details

O REEEmEE ORI: SRCTESTO0 I
Username:

Password:
Verify Password:
Full Name:

® List Users Short Name:
* Add User
#® Audit Search

Agency Administration

Email:
User Type: Agency User E

User Roles
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Figure 6-1. Add User Page

2. Complete the below fields on the Add User page. Table 6-1 outlines these fields.

Table 6-1. Add User Page Fields

FIELD DESCRIPTION/OPTIONS

ORI ORIl is auto-assigned.

Username Enter the username for the new user. Usernames may not contain a space at the
beginning or end of the string, a special character (i.e. # % &), or any of the
following characters: ,; ‘“ +\ <>

Password Assign a password for the username. Passwords must contain at least eight

characters, including an upper and lower case alphabetical character, a number,
and a special character (i.e. @ # * ). Passwords are case sensitive.
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Table 6-1. Add User Page Fields

FIELD DESCRIPTION/OPTIONS
Confirm Retype the password entered in the Password field. Remember, passwords are
Password case sensitive.
Full Name Enter the user’s first, middle, and last name.
Short Name Enter the user’s short name.
Email Enter the user’s email address.
User Type e Select the appropriate user type by clicking on the drop down box.
e Agency User — This user has query and limited administration privileges (change
password). This value is selected by default.
e Agency Administrator —
e System Administrator —

3. Click SUBMIT to save the new user account.

Note: Users accounts can only be created for the agency of the agency administrator. Agency
administrators cannot add user accounts for other agencies.

Edit User

1. Click the List Users link to bring up your agency users, and click Edit link to the right of the
user’s information to display the Edit User screen (see Figure 6-2).

-

0origins: License Plate Reader Data

Origins

, LPRD
License Plate Reader Data

License Plate Reader

® Last Fifty Hits
® Plate Search

Agency Administration

® List Users
® Add User
® Audit Search

Documentation

Project Information
Security Palicy
User Guide

.
.
.
® JRA

Edit User

User Details
ORI:

Username:
Password:
Verify Password:
Full Name:

Short Name:
Email:

User Type:

User Roles

SRCTESTOO
user

User
user

Agency User

License Plate Read

Copyright 200"

SRR — P &= e =X
! [# LprD Origins | Edit User 4}’
« C & | @ localhost:8080/ui-jsf2/admin/userlistjsf wE N

[=]

cientific Research Corporation

Home Logout

<< back

Figure 6-2. LPRD Edit Users Screen
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2. The agency administrator can edit a user’s Password, Full Name, Short Name, Email, or User
Type. The administrator can also assign or unassign access to any of the available modules
by clicking the check box to the right of the module name.

3. Click Submit to save changes.

Delete User

1. Click the List Users link to bring up your agency users, and click the Delete link to the right of
the user’s information to delete a user.

User Audits

The Agency Administrator can perform an Audit Search of all Users in their agency to see what
each User has searched (see Figure 7-1).

[# LPRD Origins | Audit 5...

€« C' & © localhost:8080/ui-jsf2/admin/auditsearch.jsf

Home Logout

’ LPRD Origins
License Plate Reader Data

Audit Search << back
License Plate Reader
# Last Fifty Hits Search Parameters
® Flate Search
Username
Start Date: i
End Date: ]
Agency Administration
Search Terms: P
® List Users
o Add User

® Audit Search

Documentation

Project Information
Security Policy
User Guide

.
.
L]
* JRA

Copyright 2009 Scientific Research Corp

Figure 7-1. LPRD Audit Search Screen
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1. Enter an Agency User’s User Name in the User Name text box.

2. Click SUBMIT, and this will return all searches performed by this User since they were
added to the system (see Figure 7-2).

[# LPRD Crigins | Audit R...

« C | @ localhost:8080/ui-jsf2/admin/auditsearch,jsf

origins: License Plate Reader Data Home Logout

’ LPRD Origins
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n
- Audit Results for: Username: user << back
® Last Fifty Hits Showing 1 to 10 of 561 Page size: 10 EI
® Plate Search - ':J::'L ORI 5?:;:“ ?:ar:ﬂ' Timestamp
D ool EE 20
Agency Administration 2 user SRCTESTUUSEEEHS == %glfglfsogs
® List Users [T SRCTESTUDgzgaHs Tagl ggl]?élstjéoos
: ﬁ::\tU;Eerarch 4 user SRCTESTnngzgails ITaG: 381]?8-1506008
5ouwer  smresoSel, TR 20101000
_ o e oo, [ 20100
S 7 user  SRCTESTOODGr, limes  1523:08.0
" Sy by 8 user  SRCTESTOORC,j, mtimme  10.58:55.0
M o user  sRCTESTOOSSL % Ipiniey
10 user  SRCTESTOORC. i 10:56:48.0
Next Page »> Go to|Page 1 [*]|

Figure 7-2. LPRD Audit Search Results Screen

The Agency Administrator has the ability to narrow the search spectrum by date/s by using the
After and Before this date text boxes (see Plate Search section above).

They can also narrow the search by searching for a single or many specific search items by
entering them in the Search Terms text boxes.

For example, if the user searched for tag 123ABC, but not all of this information was known, the
administrator could enter '12,C’ in the Search Terms text box and click SUBMIT. This would
return all searches performed by the user for tags containing 12 and C.
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V.

System Administration Functions

In addition to performing queries, a system administrator can create and manage agency user
and organization accounts. They can add, edit, and delete user and organization accounts. Plus
they can list users.

Logging In

1. Click the Login link in upper right corner of the Home Screen to bring up the Login Screen
(see Figure 8-1), begin typing your Administrator username and password.

Note: When logging in as a system administrator, the ORI field is left blank.
Note: Passwords are case sensitive. Usernames are not case sensitive.

\ta

[ LprD Origins | Login
<« C A  © localhost:8080/ui-jsf2/login.jsf wE A

’ LPRD Origins
License Plate Reader Data
J Login

Documentation

LPRD is a Restricted Information System, for

® Project II'IfDI_rI'I'IEtiOH ORI: Official Law Enforcement Use Only.
® Security Policy Username: i .
® User Guide admin Access is controlled and restricted to
s A Password: authorized users. Violators/Hackers are
b subject to prosecution under applicable State
Submit] and/or Federal Statutes.

Copyright 2009 Scientific Research Corporation

Figure 8-1. LPRD Login Screen

2. Click SUBMIT to log into the LPRD system. The username and password will then be
validated against the authentication mechanism.

3. After logging in, the LPRD welcome Administrator screen appears (see Figure 8-2).
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Documentation

Project Information
Security Policy
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Welcome to the License Plate Reader Project
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efficiently and effectively aligns with LEA functional requirements. In response, SPAWAR S5C-A

de

Department of Justice’s (DOJ) Justice Reference Architecture model as a basis for production of
a data-sharing system that ensured seamless and efficient system functionality in support of
Criminal Justice (CJ) community needs.

Th

Contact SPAWAR Atlantic for more information

€« C A | @ localhost:8080/ui-jsf2/welcome jsf WwE A

Hom Logout

e LPRD projects is sponsored by the National Institute of Justice. I

e National Institute of Justice (NIJ) funded SPAWAR Systems Center Atlantic (SPAWAR S5C-A)
der the Information Led Policing Program for the development of a data sharing solution that

veloped the License Plate Recognition Data Sharing (LPR) selution, which utilized the

is implementation of the LPR solution includes:

A capturing process for proprietary LPR data from individual agency locations
Formatting/standardization procedures for the captured datasets using NIEM XML
standards

Data handling processes for uploading the standardized data into the centralized
repository

Data sharing regulations for the centralized repository including user permissions and
incorporating required security measures

Querying and capabilities against a centralized repository

Copyright 2009 Scientific Research Corporation

Figure 8-2. LPRD Admin Welcome Screen
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List Users

To view a list of an organization’s users, click the List Users link on the left side of the screen
under System Administration menu box to access the List Users page (see Figure 8-3).

[ . — =)
__.-‘" @ LPRD Origins | List Users N
€« C' & | © localhost:3080/ui-jsf2/sysadmin/userlistjsf W E A

QOrigins: Lice der Data Home Logout [E==

’ LPRD Origins
License Plate Reader Data

I System Administration

® List Users ORL: [
® Add User

® List Organizations
® Add Organization

List Users << back

Username Full Name Email

Documentation

®  Project Information
® Security Policy

® User Guide

e JRA

Figure 8-3. LPRD List Users Screen
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Type the ORI of the organization whose users you would like to view in the ORI text box, and the
users will display (see Figure 8-4).

-
. ==l
/ [# tprD Origins | List Users =

[ C A | © localhost:8080/ui-jsf2/sysadmin/userlistjsf wE XA

Origins: ate Home  Logout

LPRD Origins

License Plate Reader Data

System Administration AR << back
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® Add User -

# List Organizations Username Full Name Email

® Add Organization user User = e
srcadmin SRC Admin = Edit Delete

Documentation

® Project Information
® Security Policy

® User Guide
& JRA

Figure 8-4. LPRD List Users Screen
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Add User

1. To add a user, click the Add User link on the left side of the page under System
Administration menu box to access the Add User page (see Figure 9-1).

® == ﬂ
/ [# LprD Origins | Add User \\4}-‘_
<« C' A | @ localhost:8080/ui-jsf2/sysadmin/adduser jsf w g A

Origins: License Plate Reader Data Home  Logout
’ LPRD o©Origins
‘ License Plate Reader Data

- ; Add User << back
System Administration
® List Users User Details
® Add User ORI:
® List Organizations
® Add Organization Username:
Password:

verify Password:

Full Name:
Documentation Short Name:
S . Email:
roje: nrormation
& Security Policy User Type: Agency User
® User Guide Submit]
L]

JRA
User Roles

License Plate Read

Figure 9-1. Add User Page

2. Complete the below fields on the Add User page. Table 9-1 outlines these fields.

Table 9-1. Add User Page Fields

FIELD DESCRIPTION/OPTIONS

ORI Enter the ORI where the new user will be assigned.

Username Enter the username for the new user. Usernames may not contain a space at the
beginning or end of the string, a special character (i.e. # % &), or any of the
following characters: ,; ‘“ +\ <>

Password Assign a password for the username. Passwords must contain at least eight

and a special character (i.e. @ # * ). Passwords are case sensitive.
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Table 9-1. Add User Page Fields

FIELD DESCRIPTION/OPTIONS

Confirm Retype the password entered in the Password field. Remember, passwords are
Password case sensitive.

Full Name Enter the user’s first, middle, and last name.

Short Name Enter the user’s short name.

Email Enter the user’s email address.

User Type e Select the appropriate user type by clicking on the drop down box.

e Agency User — This user has query and limited administration privileges (change
password). This value is selected by default.

e Agency Administrator —

e System Administrator —

3. Click SUBMIT to save the new user account.

Edit User

1. Click List Users then click the Edit link to the right of the user’s information to display the
Edit User screen (see Figure 9-2).
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j'; [ LprD Origins | Edit User \_\4}_,
[ C A | © localhost:8080/ui-jsf2/sysadmin/userlistjsf wE XA

Origins: License Plate er Datz Home  Logout

, LPRD Origins
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® Add User .
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Verify Password:
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Figure 9-2. LPRD Edit Users Screen

2. The administrator can edit a user’s Password, Full Name, Short Name, Email, or User Type.
The administrator can also assign or unassign access to any of the available modules by
clicking the check box to the right of the module name.

3. Click Submit to change user information as indicated.

Delete User

1. Click the Delete link to the right of the user’s information to delete a user.
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List Organizations

To view a list of LPRD’s organizational users, click the List Organizations link in the System
Administration menu box. This will bring up the Organization page (see Figure 10-1).

[ 2 = 5] -

/ [ Lero origins | List Org... \\?L'
€« C A | @ localhost:8080/ui-jsf2/sysadmin/organizationlistjsf w B A

Home Logout

LPRD Origins

License Plate Reader Data

; . List Organizations << back
L System Administration <
® List Users ORI Name Email
® Add User — . .
O s @erts SRCTESTOO  Scientific Research Corporation Edit Delete
® Add Organization

Documentation

Project Information
Security Policy
User Guide

.
.
.
* JRA

09 Scientific Research Corporation

Figure 10-1. LPRD List Organizations Screen

Organizations will be listed on separate lines listing their ORI, Organization Name, and Email
Address.
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Add Organizations

1. To add an organization, click the Add Organization link on the left side of the page under the
System Administration menu box. This will bring up the Add Organization screen (see Figure
11-1).

" [# LPRD Origins | Add Or...
<« C' A | @ localhost:8080/ui-jsf2/sysadmin/addorganization.jsf w g A

Origins: License Plate Reader Data Home  Logout

’ LPRD o©Origins
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Agency Administration

Available Modules
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® Add User

® Audit Search
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Figure 11-1. LPRD Add Organization Screen

2. Complete the below fields on the Add Organization page. Table 11-1 outlines these fields.

Table 11-1. Add Organization Page Fields

FIELD DESCRIPTION/OPTIONS

ORI Enter the ORI for the new organization. ORI’s may not contain a space at the

beginning or end of the string, a special character (i.e. # % &), or any of the

following characters:, ; ‘ “ +\ <>.
Organization e Enter the Organization Name for the new organization. Organization Name’s
Name may not contain a space at the beginning or end of the string, a special

{u

+\<>.

character (i.e. # % &), or any of the following characters:, ;
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Table 11-1. Add Organization Page Fields

FIELD

DESCRIPTION/OPTIONS

Organization
Email

Enter the Email Address for the new organization.

Available
Modules

Click in each radio box that the new organization will have access to.

3. Click SUBMIT to add the organization.

Edit Organization

1. To edit an organization account, click List Organizations then click on the EDIT link in the far
right column. The Edit link will direct users to the Edit Organization screen (see Figure 11-2).

2. The administrator can edit an Organization Name or Organization Email. The administrator
also can assign access to any of the available modules by clicking the check box to the right
of the module name.

/' [# LprD Origins | Edit OF...
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' License Plate Read
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e
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Security Policy

Copyright 2009 Scientific Research Corparation

Logout
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Figure 11-2. LPRD Edit Organization Scteen

3. Click SUBMIT to save changes.

Delete Organization

1. Click the DELETE link to the right of the organization’s information to delete an organization
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Appendix A - LPRD MOU Template
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MEMORANDUM OF UNDERSTANDING

Between
(HOST AGENCY)
And
[PROPOSED AGENCY]

Background

[Name of Host Agency Project] [License Plate Recognition Data sharing (LPRD)] is an
initiative of the [Host Agency] to create an information sharing system designed to replicate,
maintain, and share law enforcement license plate reader systems from all participating state
and local public safety agencies within the [State of Name or region of Name].

Concept

The goal of this project is to share license plate recognition data among all contributing
agencies that have established this MOU with [Host Agency System]. Participating agencies will
share license plate reader (LPR) information for replication to the data warehouse or as part of a
central querying system hosted by [Hosting Agency System] and will have the capability to query
all LPR based information from around the [State or Region] which is stored within the
warehouse.

Purpose
This Memorandum of Understanding (MOU) sets forth an agreement between and

defines the roles and responsibilities of [Host Agency] and the [Proposed Agency], in
implementing connectivity to [Host Agency System].

Responsibilities
[HOST AGENCY]
The roles and responsibilities of [Host Agency] in this MOU are as follows:
e Host Agency will establish the [Name of the Host Agency System] as a shared
information system to the benefit of all public safety agencies in the [State or region of

XXXX].

e The [Host Agency] will appoint a project manager to oversee [Name of Host Agency
project] and implement the terms and conditions of this MOU.
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e [Hosting Agency] will direct the management of all obligations, responsibilities, and
assets of [Name of Host Agency System], including but not limited to:

0 Any and all contractual obligations for development, implementation,
expansion, maintenance, and management of [Name of Host Agency System],

0 Ownership of any and all equipment in the inventory of [Name of Host Agency
System], including but not limited to servers, workstations, communications
devices, routers, firewalls or other hardware, and all software in use or under
development in compliance with the requirements of [Name of Host Agency
System].

0 Security and control of any data resident in [Name of Host Agency System] data
warehouse, to exclusive Law Enforcement use as defined by [Name of Host
Agency System] Security Policies and Procedures.

e [Host Agency] will design and implement a governance structure appropriate to the
proper operational maintenance of [Host Agency], and providing appropriate levels of
input to all participating agencies.

o Host Agency will adopt Security Policies and Procedures as may be consistent with
appropriate security and maintenance of the system for all participating agencies. This
document shall become the governing MOU for participation in [Host Agency System]
upon ratification of the participating agencies.

e [Host Agency] will ensure that appropriate personnel are made available as reasonably
necessary to assist with development, implementation, and testing of any hardware /
software solutions, as well as for any training required, for the purposes of this project.

e Host Agency will assist in obtaining the cooperation of any third party contractor or
vendor approved by them to provide license plate reader systems in [Name of State or
Region] and / or internal or external technology providers (e.g. [State/Region] CIO /
Other [State/County/City] Agencies / [Host Agency] information technology staff) as
may be reasonably necessary for the purposes of this project.

e [Host Agency] will assist in creation of the lessons learned and final reporting and

documentation of the project. The input provided by the host agency will be utilized for
future distributions and use of the system at other hosting agencies.

[PROPOSED AGENCY]
The roles and responsibilities of the [Proposed Agency] in this MOU are as follows:
e The [Proposed Agency] maintains sole authority and responsibility for determining the
actions, if any, that are appropriate for the department’s information technology

environment, and for implementing any changes deemed to be appropriate to the
purposes of this project.
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o The Chief Executive Officer of the [Proposed Agency], or an appropriate designee, will
be available, as reasonably required, to give guidance and approval to technical and
non-technical requirements of this assistance project.

e The Chief Executive Officer of the [Proposed Agency] will adopt [Name of Host Agency
System] Security Policies and Procedures document, which is the governing MOU for
participation in [Name of Host Agency System], and agrees to remain in compliance with
the requirements, policies, and practices as outlined therein for the duration of the
[Proposed Agency]’s participation in [Name of Host Agency System].

e The Chief Executive Officer of the [Proposed Agency] will appoint a representative as
the agency’s (Name of Host Agency System) Project Manager who will be responsible
for the overall coordination of the project on behalf of the department.

e The [Proposed Agency] will make reasonable accommodations for access by [Host
Agency] staff to their facilities and license plate reader system as may be required in
furtherance of this project.

e The [Proposed Agency] will ensure that appropriate personnel are made available as
reasonably necessary to assist with development, implementation, and testing of any
hardware / software solutions, as well as for any training required, for the purposes of
this project.

e The [Proposed Agency] will assist in obtaining the assistance of any third party
contractor or vendor associated with their license plate reader system and / or internal
or external technology providers (e.g. county / municipal information technology staff)
as may be reasonably necessary for the purposes of this project.

e [Proposed Agency] will assist in creation of the lessons learned and final report of the
project.

[ALL AGENCIES]
The roles and responsibilities of all agencies in this MOU are as follows:

e All contributing agencies shall develop and maintain an LPR data usage policy that
addresses privacy concerns. Such usage policy may be derived from the International
Association of Chiefs of Police publications pertaining to license plate readers.

e The ownership of the data that is contributed in this system shall remain with the
contributing agency. Therefore, all ownership rights are to the sole authority and
responsibility of the contributing agency. The data in this system is shared by the
contributing agency, for the communal use by other law enforcement and government
agencies that have this signed agreement with [Host Agency], but shall adhere to the
contributing agency’s usage policy when using the contributing agency’s data. All data
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use and handling shall comply with the current laws and statutes with respect to the
data.

e The [Host Agency] shall develop and maintain an LPR data retention policy that can
addresses privacy concerns in accordance with current federal and state legislation and
statutes, and may be limited by system capability. All contributing agencies shall adhere
to the data retention policy until such time that The [Proposed Agency] has developed
their own policy. At that time, the [Proposed Agency] may submit a memorandum to
this MOU to address the retention of the data owned by The [Proposed Agency]. Such
data retention policy may be derived from the International Association of Chiefs of
Police publications pertaining to license plate readers.

Funding

Any costs associated with maintenance, upgrade, or changes required directly
to the contributing agency’s LPR system or existing computer network in order to accommodate
implementation of [Name of Host Agency System] interfaces and replication, or costs incurred
on behalf of [Name of Host Agency System] as a result of changes to the agency system(s) which
adversely affect [Name of Host Agency System] replication, may be the responsibility of the
[Proposed Agency].

Acknowledgement
[Host Agency] anticipates the duration of this implementation to be twelve (12)
calendar months, but may be extended at the discretion of the Director of [Host Agency] if

requested by the [Proposed Agency]. Such extension must be documented through appropriate
addendum to this MOU agreeable to both parties.

This Memorandum of Understanding will be effective upon signature of all parties.

Date:

Name (Print and Signature)
Title

[Proposed Agency]
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«City», State

Date:
Name (Print and Signature)
Title
[Host Agency]
City, State
Date: Date:
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