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July 30, 2012

Debra Heck
65 Central Avenne
Hackensack, NJ 07601

Dear Ms. Heck:

This letter requests government records pursuant to the Open Public Records Act, N.J.S.A.
47:1A-1 et seq. (“OPRA”), and the common law right of access to public documents, S. Jersey
Publ’g Co. v. New Jersey Exp’way Auth., 124 N.J. 478, 487-89 (1991). It satisfies all statutory
requirements for a written OPRA request, as I am not required to fill out an official form. Renna

v. Cty. of Union, 407 N.J. Super. 230 (App. Div. 2009).

My request secks records pertaining to all forms of Automatic License Plate Recognition
(ALPR) technology, which also may be referred to as Automatic License Plate Readers, or as
Automatic Vehicle Identification, Number Platc Recognition, or Car Plate Reco goition software,

hardware, cquipment, units, or Systems.

Please provide electronic capies of the following records made, maintained, kept on file, or
received by your agency from January 1, 2006, to the present:

es for procuring and using ALPR

"y d other gencral guidelin
1. All policies, procedures, a0 5 g ata scanned with ATPR technology;

techpology, and for storing, accessing and sharing d

it va ¢ of ALPR technology, al: . N

2. W e Izii:t;i;;;mfge sources of Sands that bave been or will be exp E:inded f:;ts&.lls

> Recordj includiﬁg tut not limited o grant award letters and budget documents;
UTPOSE, ; : :

?13305,063 for purchases completed oF mlprocegz;

Ofﬁoial goverpment approvals of pure hases 0O

d. Tact sheets and ofher materials describing

prospactive suppliers;

rechnol
- espect 10 use of ALPR tec
3, With 152?5 types Of data scanned, 16007 o o o P
% The number of license plates scanned pex day;

average DUmbers for each period;
o. The pumber of units or systems &c

pleted or in Process;

the products of vendors, SUpP

liers and

ogy, records detailing:

ded, or otberwise S2PTEY n;h and year, and the

quired;
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ALPR Records Request
July 30, 2012
Page 3 of 66

approval and seud me an invoice with the records, Otherwise, please advise me of the cost
before filling the request so that we can discuss atrangements,

Thank you for your prompt attention to this matter, Please furnish all responsive documents to
the undersigned at the address listed above. If you have any questions, you may contact me at
973-854-1713 or tmacleod@aclu-nj.org,

Sincerely,

Tl}omas W. MacLeo J/\

Open Governance Atforney
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MEMORANDUM OF UNDERSTANDING
by and between
THE OFFICE OF THE BERGEN COUNTY PROSECUTOR
and the
CITY OF HACKENSA CK

WHEREAS, Pursuant to the Crimminal Justice Act of 1970, N.J.S.A. 52:17B-98 et seq,
the Bergen County Prosecutor is the chief law enforcement official in and for the
County of Bergen whose responsibility it is inter alia, to provide for, maintain and ensure
the orderly administration of the law enforcement function of each of the municipal law
enforcement agencies within the jurisdiction of the County of Bergen, and to ensure that
each such agency complies with all policies and directives promulgated by the Office of
the Attorney General of the State of New Jersey and the Office of the Bergen County

Prosecutor, and

WHEREAS, the City of Hackensack is a municipal corporation of the State of New
Jersey, orgamized as a body politic under the Faulkner Act (City Manager-Council)
whose responsibility it is inter alia, to provide for the health, safety and welfare of its
cifizens by providing for the orderly administration of justice and law enforcement
operations as implemented by the City of Hackensack Police Department, and

‘'WHEREAS, it has come to pass that as a result of circumstances occurring within the
current administration of the Hackensack Police Department, divisiveness and discourse
has ocenrred that has eroded or may, if not resolved, continue to efode the faith and
confidence that has existed for many years between the City of Hackensack and its
citizens. To restore an effective chain of leadership and command, to restore order
amongst the ranks and to cnsure the faithful and diligent service of police services within,
the City, the Office of the Bergen. County Prosecutor deems it necessary to provide
temporary oversight, through a Monitor, of all major policy decisions and further
oversight over the implementation of daily police operations as shall be administerad by
a City appointed Acting Officer in Charge; and ,

WHEREAS, in an effort to accomplish same, the Bergen County Prosecutor intends to
establish within the Hackensack Police Department, the position of “Monitor”, whose
responsibility it will be to ensure for the orderly administration of the law enforcement
function of the City of Hackensack Police Department and to epsurc that said agericy -
complies with and administers itsclf in conformance with all policies and directives
issued by the Office of the Attomey Gencral and the Office of the Bergen Coumty
Prosecutor: and

WHEREAS, the City of Hackensack, through its City Manager, believes that it is in the
City’s best inferest to establish a period whereby the Police Department may stabilize

-1-
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in this Memorandum of Understanding shall rest solely and exclusively with the Office
of the Bergen County Prosecutor.

4. S OF OIC During the afore deseribed period of monitoring, the

Acting Officer in Charge shall be required to communicate with the appointed monitor
on & daily basis. At that time, the Acting Officer in Charge shall fully brief said monitor
on. both the daily and long term law enforcement activity of the agency, along with any
and all matters relating to policy , personnel and administration of the agency,

The determination as to whether the Acting Officer in charge has fully carried out his/her
responsibilities pursuant to this Memorandum, is left to the sole and unfettered discretion

of the Office of the Bergen County Prosccutor.

5. RT. ROHIBITIONS AGAT CTIONS At no time during the
pendency of this Memorandum of Understanding shall the City, including the City
Manager, Appointing Authority or its agents, or Acting Officer in Charge make, attempt
to make, implement or impose upon the personnel of the Hackensack Police Department,
civilian. or otherwise, transfers of assignments, promotions, demotions or any other
change in assignment or remuneration without the prior express written approval of the
Office of the Bergen County Prosecutor, Further, the initiation of of resolution of any
disciplinary proceedings and matters (pending or otherwise) shall not be done without

written Prosecutor’s Office approval.

6. POLITICAL CO ONS PRO D_ During the pendency of this
Memorandum of Understanding, no sworn law enforcement officer employed by the City
of IHackensack Police Department shall make or cause to he made in their name or the
name of any other immediate family member (spouse and dependent children), a
contribution in cash or in kind on behalf of any candidate running for political office in
the City of Hackensack, or to any political party or political action commitice that
provides support, in cash or in kind, to.a political candidate for office within the City of
Hackensack. This prohibition shall be without regard to the manner in which auch is to be
reported as a contribution under the rules of the New Jersey Election Law Enforcement
Commission. This provision shall, during the peadency of this Memorandum, be
considered as a rule and regulation of the Hackensack Police Department and shall be

- enforceable as such.,

6a. CERTAIN POLITICAL ACTIVITIES PROBIBITED During the pendency of
this Memorandum of Understanding, no police officer  employed by the City of
Hackensack may engage in political activity within any building, land or area owned or
controlled by the City of Hackensack and at any bour, regardless of the Officer’s hours of
service. Further, they shall not utilize any property or resources of the City of
hackensack; shall not rely on his or her status as an employee of the City or its Police
department, nor display a partisan political message of any sort on any property of the

3w

18626



CTY CLERK HACKENSACK PAGE B6/20

098/21/20812 1@:42 2814571466

10. ACCESS TO BOOKS AND RECORDS Upon rcquest of the Acting Officer in
Charge, the monitor (or his designee) shall have complete and immediate access to any
book, record, document, item or personnel which in the opinion of the monitor, has
relevance to his oversight function. Jn no way, shape or form shall access to any of the
within be limited by the Acting Officer in Charge or his /her subordinates.

11. COSTS ASSOCIATED WITH MONITORING In exchange for full cooperation
and adherence to the terms and conditions set forth herein, the County of Bergen shall not
bill, nor shall the City of Hackensack incur auy costs associated with the assignment of 2
Monitor to its police department, regardless of the duration of the Memorandum of

Understanding,.

12. ADHERE TO AGREEMENT UTHORITY OF THE AQIC Should,
in the sole and unfettered discretion of the Bergen County Prosecutor, full cooperation
and adherence to the terms and conditions set forth inm this Memorandum of
Understanding not be met, or the spixit of the agreement not be accorded due doference,
the Office of the Bergen County Prosecutor reseryes its right pursuant to the Criminal
Justice Act of 1970, to supercede the then cxisting Chain of Command of the department
(including the Acting Officer in Charge) and utilize members of the Bergen - County
Prosecutors office staff to administer the daily operations of the Hackensack Police
Department, Howevet, for so long as continued and anticipated cooperation shall
continue, no policy shall be changed or added nor action undertaken by the Monitor
without first discussing same with the AOIC, whose input shall be deemed as a valuable
part of the monitoring process. During the term herein, the AOIC shall be considered as
the Chief Law Enforcement Officer for the City of HACKEN SACK Palice Department,
and shall assume such roles and responsibilities as provided under law and statutes.

13. EXPIRATIO coO ATION The terms of this Memorandum shall
continue for a period of NOT LESS THAN six months from the Jast date upon which this
MOU shall be signed when, at that time, and after conswitation with the AOIC and City
Manager, the Prosecutor’s Office shall determine whether (1) this MOU should continue
and (2) if so, under what new terms, if any, In the event that this Agreement shall
terminate it may do so ONLY upon written instrument signed by the Prosecutor’s Office

.

and, upon that event, all provisions contained herein ghal] expire, including any
prohibitions against inside employmeént agreements and political campaign contributions,

-5~
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HACKENSACK POLICE DEPARTMEN{_“ L

‘VOLUME g j CHAPTER PR #OFPAGES'1

-------

L *rbmmc LICENSE PLATE RI‘:‘ADERS

'TEFFECTIVE DATE ST T ACCREDITATION” e REVISION DATE f'*PA‘fGE ¥
June 1, 2011 U | STANDARDS: o )

"BY THE ORDER OF- x
-V“Captam Tcmas J: P \oIc. |
SUPERSEDES ORDER #.

PURPOSE The purpose of this directive is to establish a uniform policy and procedure for the use of
automatic license plate readers (ALPR).

POLICY It is the policy of the Hackensack Police Department to utilize ALPR technology to the
extent possible in accordance with New Jersey Aftorney General’s Directive 2010-5

PROCEDURES
HACKENSACK POLICE DEPARTMENT - AMBEDE icense Plate Readers — Page 1 of 14
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Definitions

A

Automated License Plate Reader (ALPR) - means a system consisting of a
camera(s) and related equipment that:

1. Automatically and without direct human control locates, focuses on, and
photographs license plates and vehicles that come into range of the device;

2. Automatically converts digital photographic images of scanned license
plates into electronic text documents;

3. Is capable of comparing scanned license plate text data with data files for
vehicles on a BOLO list programmed into the device’s electronic memory;
and

4, Notifies officers, whether by an audible alert or by other means, when a
scanned license plate matches the license plate on the programmed BOLO
list.

5. The term includes both devices that are placed at a stationary location
(whether permanently mounted or portable devices positioned at a
stationary location) and mobile devices affixed to a police vehicle and
capable of operating while the vehicle is in motion.

Authorized user - means a sworn or civilian employee of a law enforcement
agency who has been authorized by the chief of the agency, or by the Attorney
General or a county prosecutor or designee, to operate an ALPR or to access and
use ALPR stored data, and who has successfully completed training provided by
the agency on this directive and on AG Directive 2010-5.

BOLO (Be on the Lookout) or BOLO situation - refers to a determination by a
law enforcement agency that there is a legitimate and specific law enforcement
reason to identify or locate a particular vehicle, or, in the case of a post-scan
BOLO, there is a legitimate and specific reason to ascertain the past location(s) of
a particular vehicle.

BOLO list - (also known as a hot list) is a compilation of one or more license
plates, or partial license plates, of a vehicle or vehicles for which a BOLO situation
exists that is programmed into an ALPR so that the device will alert if it captures
the image of a license plate that matches a license plate included on the BOLO
list. The term also includes a compilation of one or more license plates, or partial
license plates that is compared against stored license plate data that had
previously been scanned and collected by an ALPR, including scanned license
plate data that is stored in a separate data storage device or system,

1. Initial BOLO list - refers to the BOLO list that was programmed into an
ALPR at the time that the device was being used to scan license plates in
the field.

2. Post-Scan BOLO list - refers to a BOLO list that is compared against

stored data collected by an ALPR, including scanned license plate data
that has been transmitted to another device or data storage system.

HACKENSACK POLICE DEPARTMENT - Wgﬁﬁ_lcense Plate Readers ~ Page 2 of 14
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Chief - shall mean the Chief of Police or the highest ranking sworn officer or acting
Officer in Charge of a law enforcement agency.

Crime_scene query - refers to the process of accessing and reviewing stored
ALPR data that had been originally scanned at or about the time, and in the
vicinity, of a reported criminal event for the purpose of identifying vehicles or
persons that might be associated with that specific criminal event as suspects,
witnesses, or victims.

Criminal event - means a specific incident, or series of related specific incidents,
that would constitute an indictable crime under the laws of the State of New
Jersey, whether or not the incident(s) has (have) occurred or will occur within the
State of New Jersey, The term includes an attempt or conspiracy to commit a
crime, or actions taken in preparation for the commission of the crime, such as
conducting a surveillance of the location to identify and evade or thwart security
measures, or conducting a rehearsal of a planned crime. The term includes two or
more separate criminal acts or episodes that are linked by common participants, or
that are reasonably believed to have been undertaken by a criminal organization
or as part of an ongoing conspiracy,

Crime trend analysis - refers to the analytical process by which stored ALPR data
is used, whether alone or in conjunction with other sources of information, to
detect crime pattems by studying and linking common elements of recurring
crimes; to predict when and where future crimes may occur; and to link specific
vehicles to potential criminal or terrorist activity. The term includes an automated
process in which a computer program analyzes stored data to identify potentially
suspicious activity or other anomalies involving one or more scanned vehicles and
where such automated analysis is done without disclosing personal identifying
information about any individual to an authorized user or any other person except
as may be authorized pursuant to <Section 10.2.3> of this directive.

Designated supervisor(s) - means one or more superior officers assigned by the
Chief of Police to oversee and administer or to assist in overseeing and
administering the agency’s use of ALPRs and stored ALPR data.

Personal identifying information - means information that identifies one or more
specific individuals, including, but not limited to: an individual’'s name, address,
social security number, vehicle operator's license number, or biometric records.
The term includes personal identifying information that is included within the data
comprising a BOLO list, as well as personal identifying information that is leamed
by checking a license plate scanned by an ALPR against the Motor Vehicle
Commission database or any other data system that contains personal identifying
information.

Post-Scan BOLO query - refers to the process of comparing a post-scan BOLO
list against stored ALPR data.

Scan - refers to the process by which an ALPR automatically focuses on,
photographs, and converts to digital text the license plate of a vehicle that comes
within range of the ALPR.

Stored data - refers to all information captured by an ALPR and stored in the
device’s memory or in a separate data storage device or system. The term
includes the recorded image of a scanned license plate and optical character
recognition data, a contextual photo (e.g. a photo of the scanned vehicle and/or

HACKENSACK POLICE DEPARTMENT—AJ'%icense Plate Readers — Page 3 of 14
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occupants), global positioning system (GPS) data (when the ALPR is equipped
with a GPS receiver) or other location information, and the date and time of the
scan. The term applies to both alert data and non-alert data that has been
captured and stored by an ALPR or in a separate data storage device or system.

1. Alert data - means information captured by an ALPR relating to a license
plate that matches the license plate on an initial BOLO list or a post-scan
BOLO list.

2. Immediate alert - refers to an alert that occurs when a scanned license

plate matches the license plate on an initial BOLO list and that is reported
to the officer operating the ALPR, by means of an audible alarm or by any
other means, at or about the time that the subject vehicle was encountered
by the ALPR and its license plate was scanned by the ALPR.

3. Non-encounter alert - refers to an immediate alert where the officer
operating the ALPR is instructed to notify the agency that put out the BOLO
without initiating an investigative detention of the subject vehicle, or
otherwise revealing to the occupant(s) of that vehicle that its location has
been detected or that it is the subject of law enforcement attention (e.g. a
Violent Gang or Terrorist Organization File (VGTOF) alert).

General

A.

ALPR, and the data that are collected by these devices stored for future use, shall
only be used in accordance with Attomey General Directive 2010-5, the
manufacturer's use manual, and this directive. ALPRs and ALPR-generated data
shall only be used for bona fide public safety purposes.

These procedures apply to any ALPR data that is collected by another law
enforcement agency and provided to this agency, or collected by this agency and
provided to another law enforcement agency.

An ALPR, and data generated by an ALPR, shall only be used for official and
legitimate law enforcement business and should be interpreted and applied to
achieve the following objectives:

1. To ensure that the BOLO lists programmed into the internal memory of an
ALPR, or compared against stored ALPR data, are comprised only of
license plates that are associated with specific vehicles or persons for
which or whom there is a legitimate and documented law enforcement
reason to identify and locate or for which there is a legitimate and
documented law enforcement reason to determine the subject vehicle’s
past location(s) through the analysis of stored ALPR data:

2. To ensure that the data captured by an ALPR can only be accessed by
appropriate law enforcement personnel, and can only be used for
legitimate, specified, and documented law enforcement purposes;

3. To permit a thorough analysis of stored ALPR data to detect crime and
protect the homeland from terrorist attack, while safeguarding the personal
privacy rights of motorists, by ensuring that the analysis of stored ALPR
data is not used as a means to disclose personal identifying information
about an individual, uniess there is a legitimate and documented law

HACKENSACK POLICE DEPARTMENT — Auma‘skicense Plate Readers - Page 4 of 14
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enforcement reason for disclosing such personal information to a law
enforcement officer or civilian crime analyst; and

4. To ensure that stored ALPR data are purged after a reasonable period of
time so as to minimize the potential for misuse or accidental disclosure.

An ALPR shall be used in a consistent manner to assist department personnel in
accomplishing its mission in homeland security, suspect interdiction, stolen
property recovery, detection of crime, enforcement of State law and local
ordinances, identification of stolen vehicles, stolen license plates, wanted and
missing persons, AMBER Alert assistance, crime prevention and other traffic
related matters.

Information obtained through an ALPR use shall only be released or disseminated
in accordance with NJCJIS User Agreement protocols, applicable State Statutes,
and applicable Court Rules. Unauthorized release of any information obtained
through an ALPR is subject to criminal, civil, and administrative sanctions.

An ALPR is more than an enforcement tool. An ALPR should be deployed to
capture the license plates of vehicles in the area of a major crime or an area of
repeated minor offenses. Captured data can be analyzed and utilized in criminal
investigations or in the assignment of staffing based on empirical data.

Designated supervisors shall:

1. Provide or oversee the training of all officers and civilian employees who
are authorized to operate an ALPR or to access or use ALPR stored data;

2. Review and approve requests to access and use stored ALPR data to
conduct crime trend analyses and/or to access personal identifying
information based upon crime trend analyses; and

3. Ensure compliance with this directive and AG Directive 2010-5.

The Chief of Police shall designate all authorized users, No officer or civilian
employee will be authorized to operate an ALPR, or access or use ALPR stored
data, unless the officer or civilian employee has recejved training by the agency on
the proper operation of these devices, and on the provisions of this directive and
AG Directive 2010-5.

Any swom officer or civilian employee of the agency who knowingly violates this
directive or AG Directive 2010-5 shall be subject to discipline.

All significant violations of this directive or AG Directive 2010-5, including but not
limited to all instances involving the unauthorized access or use of ALPR stored
data, must be reported to the County Prosecutor upon discovery of the violation.
Unless the County Prosecutor elects to conduct or oversee the investigation of the
violation, such notification of the violation shall be followed up with a report,
approved by the Chief of Police, explaining to the County Prosecutor the
circumstances of the violation, and the steps that are being taken to prevent future
similar violations. Investigations into violations of this directive shall be conducted
in accordance with the intemal affairs process.

HACKENSACK POLICE DEPARTMENT — Ai%icense Plate Readers — Page 5 of 14
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The Chief of Police shall provide a copy of this directive to the County Prosecutor,
at or before the time of promulgation, and shall provide to the County Prosecutor
copies of any amendments or revisions to this directive at or before the time that
such amendments take effect.

Deployment of ALPR

A

An ALPR shall only be used to scan license plates of vehicles that are exposed to
public view (e.g., vehicles on a public road or street or that are on private property,
but whose license plate(s) are visible from a public road, street, or a place to which
members of the public have access, such as the parking lot of a shopping mall or
other business establishment).

An ALPR shall not be deployed in the field unless the deployment has been
authorized by the Chief or a designated supervisor, or by the Attomey General or
designee, or a county prosecutor or designee. Such authorization may be given
for repeated or continuous deployment of an ALPR (e.g., mounting the device on a
particular police vehicle, or positioning the ALPR at a specific stationary location),
in which event the deployment authorization shall remain in force and effect unless
and until rescinded or modified by the Chief or designated supervisor, or the
Attorney General or county prosecutor or designee(s).

Swom officers or civilian employees of the agency may operate an ALPR or
access or use ALPR stored data only if the person has been designated as an
authorized user by the Chief, or by the Attorney General or designee, or a county
prosecutor or designee, and has received training from the agency on the proper
use and operation of ALPRs, the requirements of Attomey General Law
Enforcement Directive 2010-5, and this directive.

Personnel must ensure that the lenses are free from obstructions before
operations. If safe to do so, personnel may remove obstructions such as snow,
mud, paper, etc. Under no circumstances are the camera lenses to be wiped with
anything other than a clean, soft cloth,

Any damage to the ALPR systems, or any problems with the operation of an ALPR
system, should be immediately reported to a supervisor verbally and then
documented on an Old Activity Report and forwarded through the chain of
command to the Designated Supervisor.

Personnel authorized to use ALPR shall ensure that the system is operating
properly every time the vehicle is used for patrol. Officers shall sign on to the
system as instructed during their training.

Maintenance of Records

A.

The Designated Supervisor shall maintain a written or electronic record that
documents the following information:

1. Date and time when the ALPR was deployed;

2. Whether the ALPR was mobile, or was stationed at a fixed specified
location;

3. The identity of the operator(s);

HACKENSACK POLICE DEPARTMENT ——malgLicense Plate Readers — Page 6 of 14
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4. Whether ALPR data was transferred to any other database or data storage
device or system.

The Designated Supervisor shall maintain a record of all access to stored ALPR
data. The agency’s ALPR data record keeping system, which may be automated,
shall document the following information:

1. The date and time of access, and in the case of access to stored non-alert
data, the type of access authorized (e.g., post-scan BOLO query, crime
scene query, or crime trend analysis);

2. The authorized user who accessed the stored data;
3. Whether an automated software program was used to analyze stored data,;

4, The designated supervisor who reviewed and approved any disclosure of
personal identifying information based upon crime trend analysis, when
such approval is required;

5. The designated supervisar who approved any use of an automated crime
trend analysis computer program that would automatically alert and
disclose personal identifying information;

6. Any other information required to be documented.

All written or electronic records of ALPR activity and access to ALPR data shall be
maintained by the agency for a period of five years and shall be kept in a manner
that makes such records readily accessible to any person authorized by this
directive to audit the agency’s use of ALPRs and ALPR-generated data. If an
automated system is used to record any information that is required to be
documented pursuant to this directive, it shall not be necessary to maintain
duplicate records of any events or transactions that are documented by the
automated record-keeping system.

All stored data and required documentation and decisions shall be kept in a place,
and in a manner, as to facilitate a review and audit of the agency’s ALPR program
by the County Prosecutor or by the Attomey General or designee(s).

V. Content and Approval of BOLO Lists

A.

A license plate number or partial license plate number shall not be included in an
ALPR Initial BOLO list unless there is a legitimate and specific law enforcement
reason to identify or locate that particular vehicle or any person or persons who
are reasonably believed to be associated with that vehicle,

A license plate or partial license plate number shall not be included in a Post-Scan
BOLO list unless there is a legitimate and specific law enforcement reason to
ascertain the past locations(s) of that particular vehicle or of any person or persons
who are reasonably believed to be assaciated with that vehicle.

Examples of legitimate and specific reasons include, but are not limited to:

1. Persons who are subject to an outstanding amest warrant;

2. Missing persons;

HACKENSACK POLICE DEPARTMENT — Afgwﬁ_icense Plate Readers ~ Page 7 of 14
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3. Amber or Silver Alerts;
4, Stolen vehicles;

5. Vehicles that are reasonably believed to be involved in the commission of a
crime or disorderly persons offense;

6. Vehicles that are registered to or are reasonably believed to be operated
by persons who do not have a valid operator's license or who are on the
revoked or suspended list,

7. Vehicles with expired registrations or other Title 39 violations;

8. Persons who are subject to a restraining order or curfew issued by a court
or by the Parole Board, or who are subject to any other duly issued order
restricting their movements;

9. Persons wanted by a law enforcement agency who are of interest in a
specific investigation, whether or not such persons are themselves
suspected of criminal activity; and

10. Persons who are on any watch list issued by a State or federal agency
responsible for homeland security.

BOLO list information may be downloaded in batch form from other databases,
including, but not limited to: the National Crime Information Center (NCIC),
National Insurance Crime Bureau, United States Department of Homeland
Security, and Motor Vehicle Commission database.

An initial BOLO list may be revised at any time. [n the event that an initial BOLO
list is constructed, in whole or in par, with sets of data downloaded from another
database, $o as to account for any changes that may have been made in the data
maintained in those other databases, updates to the initial BOLO list shall, in the
case of a mobile unit attached to a police vehicle, be made at the start of each
shift. In the case of an ALPR positioned at a stationary location, updates shall be
made as frequently as is practicable, and on not less than a daily basis.
Information conceming any license plate that is referenced in an Amber or Silver
Alert activated by the New Jersey State Police shall be added to the initial BOLO
list as expeditiously as possible, and shall remain in the initial BOLO list until the
Amber or Silver Alert expires or is withdrawn.

When practicable, the reason for placing a vehicle on a BOLO list shall be included
with the BOLO and shall be disclosed to the officer who will react to an immediate
alert. If, for any reason, an officer reacting to an immediate alert should not initiate
an investigative detention, to the extent feasible, the information attached to the
license plate on the BOLO list shall be entered in such a way as to cause the
ALPR to clearly designate an immediate alert as a non-encounter alert, and shall
provide specific instructions to the officer as to who to notify of the alert. The alert
shall provide specific instructions as to who the officer should notify in such a case.

An example of when this should occur would be where the license plate was
included in the BOLO list because the department, or any ather agency, wanted to
be notified of the location of the subject vehicle without alerting the
driver/occupants that they are the subject of law enforcement attention, such as in
the case of Violent Gang or Terrorist Organization File (VGTOF) alert.
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Actions in Response to an Immediate Alert

A.

When an officer operating a vehicle equipped with an ALPR receives an
immediate alert, the officer shall take such action in response to the alert as is
appropriate in the circumstances. Officer(s) alerted to the fact that an observed
motor vehicle’s license plate is on the BOLO list may be required to make a
reasonable effort to confirm that a wanted person is actually in the vehicle before
the officer would have a lawful basis to stop the vehicle. (State v. Parks, 288 N.J.
Super. 407 App. Div. 1996). Police do not have reasonable suspicion to justify a
stop based on a computer check that shows that the vehicle’s registered owner
has a suspended license, unless the driver generally matches the owner's physical
description (e.g., age and gender).

An officer reacting to an immediate alert shall consult the database to determine
the reason why the vehicle had been placed on the BOLO list and whether the
alert has been designated as a non-encounter alert. In the event of a non-
encounter alert, the officer shall follow any instructions included in the alert for
notifying the law enforcement or homeland security agency that put out the BOLO.

Security of Stored ALPR Data

A

All ALPR stored data shall be kept in a secure data storage system with access
restricted to authorized persons, Access to this stored data shall be limited to the
purposes described in Section IX.

Stored ALPR data shall be maintained electronically in such a manner as to
distinguish alert data from non-alert data. This will ensure that access to, and use
of, non-alert data, and any disclosure of personal identifying information resulting
from the analysis of non-alert data, occurs only as authorized pursuant to Section
IX. Positive alert data may, as appropriate, be transferred to the appropriate active
investigation file and, if appropriate, be placed into evidence in accordance with
the agency’s evidence or records management procedures,

Retention Period and Purging of Stored Data

A.

ALPR stored data shall be retained for a perjod of five years, after which, the data
shall be purged from the agency’s data storage device or system.

ALPR data may be purged before the expiration of the five-year retention period
only if the data has been transferred to the State Police Regional Operations
Intelligence Center (R.0.1.C.) or any other system that aggregates and stores data
collected by two or more law enforcement agencies in accordance with the
provisions of AG Directive 2010-5 § 11 and this directive.

Any ALPR data transferred to another agency shall indicate the date on which the
data was collected by the ALPR so that the receiving agency may comply with the
five-year retention and purging schedule established in § 9 of AG Directjve 2010-5.

Limitations on Access to and Use of Stored ALPR Data

A.

Authorize_d users may access and use stored ALPR Alert Data as part of an active
investigation or for any other legitimate law enforcement purpose including, but not
limited to, a post-scan BOLO query, a crime scene query, or crime trend analysis.
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1. A record shall be made of all access to ALPR data. This may be an
automated record that documents the date of access and the identity of the
authorized user.

2. An authorized user does not need to obtain approval from the chief or
designated supervisor for each accasion on which he or she accesses and
uses stored ALPR data, Once positive alert data has been accessed and
transferred to an investigation file, it shall not be necessary thereafter to
document further access or use of that data pursuant to this directive.

Access to and use of stored Non-Alert ALPR Data is limited to the following three
purposes:

1. A post-scan BOLO query;
2. A crime-scene query; and
3. Crime trend analysis.

An authorized user does not need to obtain approval from the chief or a
designated supervisor for each occasion on which he or she accesses and uses
stored non-alert data pursuant to this directive,

Post-Scan BOLO Query

1. Authorized users are authorized to compare a post-scan BOLO list against
stored ALPR data where the results of the query might reasonably lead to
the discovery of evidence or information relevant to any active investigation
or ongoing Jaw enforcement operation, or where the subject vehicle might
be placed on an active initial BOLO list.

2. Example: an authorized user may review stored non-alert data to
determine whether a specific vehicle was present at the time and place
where the ALPR data was initially scanned for the purpose of confirming or
dispelling an alibi defense, or to develop lead information for the purpose of
locating a specified vehicle or person. Authorized users may also check
stored data to determine whether a vehicle that was only recently added to

_an initial BOLO list had been previously observed in the jurisdiction before
being placed on the initial BOLO list,

Crime Scene Query

1. Authorized users are permitted to access and use stored non-alert data
where such access might reasonably lead to the discovery of evidence or
information relevant to the investigation of a specific criminal event,

a. If an investigator has reason to believe that a specific person or
vehicle was at or near the location of a specific crime at the time of
its commissjon, non-alert stored data might also be examined as
part of a post-scan BOLO query.

2. A crime scene query may not be conducted to review stored non-alert data

based on general crime pattems (e.g. to identify persons traveling in or
around a high crime area), but rather is limited to situations involving
specific criminal events.
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3, The crime scene query of non-alert stored data shall be limited in scope to
stored non-alert data that is reasonably related to the specified cnmmal
event, considering the date, time, location, and nature of the specified
criminal event. Examples:

a. A crime that reasonably involves extensive planning apq possible
rehearsals, such as a terrorist attack, would justify examining stored
non-alert data that had been scanned and collected days or even
weeks or months before the criminal event, and that may havg been
scanned at a substantial distance from the site of the‘ crime or
intended crime (e.g., at any point along a highway leading to the
intended crime site).

b. A spontaneous crime, in contrast, might reasonably justify
examination of stored non-alert data that was scannf‘ed. and
collected on or about the time of, and in closer physical proximity to,
the criminal event.

4, The authorized user shall document the specific crime or related crimes
constituting the criminal event and the date(s) and location(s) of the
specific crime(s).

F. Crime Trend Analysis

1. An authorized user may access and use stored non-alert data for purposes
of conducting crime trend analyses when such access and analyses are
approved by a designated supervisor and where such analyses are
undertaken to produce analytical results that are intended to assist the
agency in the performance of its duties.

a. A designated supervisor may authorize one or more authorized
users to conduct a crime trend analysis on a repeated or continuous
basis. Such authorization shall remain in force and effect unless
and until modified or rescinded by the supervisor.

b. A designated supervisor may also approve the use of an automated
software program to apalyze stored data to look for potentially
suspicious activity or other anomalies that might be consistent with
criminal or terrorist activity.

2. Crime trend analyses of stored non-alert data, whether automated or done

manually, shall not result in the disclosure of personal identifying
information to an authorized user or any other person unless:

a. The agency can point to specific and articulable facts that warrant
further investigation of possible criminal or terrorist activity by the
driver or occupants of a specific vehicle (e.g. unusual behavior
consistent with the modus operandj of terrorists or other criminals),
and access to the personal identifying information based on those
specific and articulable facts has been approved by a designated
supervisor,  Such approval may be given by a designated
supervisor, in advance, when the crime trend analysis reveals the
existence of specified suspicious circumstances that would warrant
further investigation and that would justify disclosure of personal
identifying information to the authorized user conducting the
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analysis under the specific and articulable facts that warrant further
investigation standard of proof, The supervisor shall document any
and all specified suspicious circumstances for which disclosgr_e of
personal identifying information is pre-approved if those suspicious
circumstances are revealed by authorized crime trend analysu;
When an automated crime trend analysis computer program is
used, specified suspicious circumstances that would warrant fqrﬂ_\er
investigation and that would justify disclosure of personal identifying
information to an authorized user may also be pre-approved by a
designated supervisor and built into the computer program so that if
the program identifies the existence of the pre-determined
suspicious circumstances. It will automatically alert the authorized
user of the suspicious activity and provide to him/her the relevant
personal identifying information in accordance with the specific and
articulable facts that warrant further investigation standard of proof;

or
b. Disclosure of personal identifying information conceming any
vehicle plate scanned by the ALPR is authorized by a grand jury
subpoena.
3. Nothing in this section shall be construed to prohibit a computer program

from accessing and comparing personal identifying information of one or
more individuals who are associated with a scanned vehicle as part of the
process of analyzing stored non-alert data, provided that such personal
identifying information is not disclosed to a person unless the specific and
articulable facts that warrant further investigation standard is satisfied. The
specific and articulable facts that warrant further investigation standard
applies only to the crime trend analysis of non-alert data. Nothing in this
Section shall be construed to limit disclosure of personal identifying
information of a person who is the registered owner of a vehicle that is on
an initial or post-scan BOLO list.

4, For the purposes of this section, the specific and articulable facts that
warrant further investigation standard required for the disclosure of
personal identifying information based upon crime trend analysis of stored
non-alert data is intended to be comparable to the specific and articulable
facts that warrant heightened caution standard developed by the New
Jersey Supreme Court in State v. Smith, 134 N.J. 599, 616-19 (1994)
(establishing the level of individualized suspicion required before an officer
may order a passenger to exit a motor vehicle stopped for a traffic

violation).
5. The authorized user accessing stored non-alert ALPR data for purposes of
conducting crime trend analysis shall document:
a. The nature and pumose of the erime trend analysis;
b. The persons who accessed stored non-alert ALPR data for use in
conducting that analysis; and
c. the designated supervisor who approved atcess to ALPR non-alert
ata.
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6. In any instance where personal identifying information is disclos_ed based
upon crime trend analysis of stored non-alert data, the authorized user
shall document the specific and articulable facts that warrant_fur‘(her
investigation. He/she must also document the name of the designated
supervisor who reviewed those facts and approved the d_isclosure of
personal identifying information, or who pre-approved disclosure of
personal identifying information based upon specified circumstances
identified by an automated crime trend analysis computer program. Where
applicable, the fact that access to personal identifying information was
authorized by a grand jury subpoena should also be documented.

X. Shared Law Enforcement Access to Stored ALPR Data

A

ALPR data obtained in conformance with this directive can be accessed and used
by this agency and may be shared with and provided to any other law enforcement
agencies.

Stored ALPR data may be combined with ALPR data collected by two or more law
enforcement agencies (e.g., collection of stored data by the State Police Regional
Operations Intelligence Center); provided that such aggregated data shall only be
retained, accessed, and used in accordance with the provisions of AG Directive
2010-5 and this directive.

When ALPR data is made accessible to or otherwise shared with or transferred to
another law enforcement agency, the BClI Commander or designee shall
document the identity of the other agency and the specific officer(s) or civilian
employee(s) of that agency who were provided the information.

When the transfer of stored ALPR data is performed periodically as part of a
system for aggregating data collected by two or more law enforcement agencies
(e.g., the scheduled and routine transmittal of data to the State Police Regional
Operations Intelligence Center), each agency contributing data to the combined
database shall maintain a record of the data transfer, which may be an automated
record, and shall have and keep on file a memorandum of understanding or
agreement or other memorialization of the arrangement for maintaining and
populating a database comprised of stored ALPR data collected by multiple law
enforcement agencies. Any agency provided with access to or use of the ALPR
data collected by the Hackensack Police Department shall comply with all
applicable provisions of AG Directive 2010-5 concerning stored ALPR data and
disclosure of personal identifying information.

Xl Release of ALPR Data to Non-Law Enforcement Persons or Agencies

A.

Stored ALPR data shall be considered criminal investigatory records as defined in
N.J.S.A. 47:1A-1 et seq., and shall not be shared with or provided to any person,
entity, or government agency, other than a law enforcement agency, unless such
disclosure is authorized by a subpoena or court order, or unless such disclosure is
required by the Rules of Court governing discovery in criminal matters. Any
agency receiving a subpoena or court order for the disclosure of ALPR data shall,

before complying with the subpoena or court order, provide notice to the County
Prosecutor.
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X Program Accountability

A. All ALPR records documenting the use of an ‘ALPR or access to or use of ALPR
stored data, whether kept manually or by means of an automated record-keepingd
system, shall be subject to review and audit by the County Prosecutor, or by the

Attorney General or designee.

B. Any complaints about a department’s ALPR program made by any citizen or entity
shall be forwarded to the County Prosecutor for appropriate review and handling.
The County Prosecutor may conduct an investigation, or may direct the agency

that is the subject of the complaint to conduct an investigation and to report back

to the County Prosecutor. Investigations into violations of this directive shall he

conducted in accordance with the internal affairs process.
X, sanctions for Non-Compliance

A. If the Attorney General or designee has reason to pelieve that a law enforcement
agency or officer or civilian employee is not complying with or adequately
enforcing the provisions of AG Directive 2010-5, the Attorney General may
temporarily or permanently suspend or revoke the authority of the department, or
any officer or civilian employee, to operate an ALPR, or to gain access to or use
ALPR stored data. The Attormey General or designee may initiate disciplinary
proceedings and may take such other actions as the Attorney General in his or her

sole discretion deems appropriate to ensure compliance with these Guidelines.

XIV. Authority of Attorney General to Grant Exemptions or Special Use Authorizations

A, ALPRs and all ALPR stored data shall only be used and accessed for the
purposes and in the manner authorized by AG Directive 2010-5. In recognition of
the need to be able to address issues or circumstances that are not contemplated
by AG Directive 2010-5, the Attorney General or designee may grant an exemption
from any provision of AG Directive 2010-5 and may authorize the specific use of
an ALPR, or the data collected by or derived from an ALPR, that is not expressly
authorized by AG Directive 2010-5. Any request by a department to use an ALPR
or ALPR-generated data for a purpose or in a manner not authorized by AG
Directive 2010-5 shall be made to the Attorney General or designee through the
Director of the Division of Criminal Justice or designee, who shall make
recommendations on whether to grant the agency's specific request for an
exemption or special authorization. Such requests shall be made in writing unless
the circumstances are exigent, in which event the request by the agency and
approval or denial by the Attorney General or designee may be given orally, in
which event the circumstances of the request.and the approval or denial shall be
memorialized in writing as soon thereafter as is practicable.
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