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Chris Conley

American Civil Liberties Union of Northern California
39 Drumm Street

San Francisco, CA 94111

Dear Chris Conley:

This is in response to your records request for numerous categories
and sub-categories of records relating to automatic license plate readers
(ALPRs) dated July 30, 2012 and received on July 31, 2012. The
department’s responses are set forth below in the same numerical-alphabet
order as your requests are set forth in your letter.

Request Category #1

The department is granting this request as it understands the
description provided and enclosing copies of all records in its possession that
it has identified as being responsive to this request.

Request Category #2

a) The department is granting this request as it understands the description
provided and enclosing copies of all records in its possession that it has
identified as being responsive to this request.

b) The department is granting this request as it understands the description
provided and enclosing copies of all records in its possession that it has
identified as being responsive to this request.

¢) The department is granting this request as it understands the description
provided and enclosing copies of all records in its possession that it has
identified as being responsive to this request.

d) The department is granting this request as it understands the description
provided and enclosing copies of all records in its possession that it has
identified as being responsive to this request.

e) The department is granting this request as it understands the description
provided and enclosing copies of all records in its possession that it has
identified as being responsive to this request.

f) The department is granting this request as it understands the description

provided and enclosing copies of all records in its possession that it has
identified as being responsive to this request.
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Request Category #3

a) The department is granting this request as it understands the description
provided and enclosing copies of all records in its possession that it has
identified as being responsive to this request.

b) The department is unable to comply with this request. The department does
not possess a stationary deployment ALPR device.

¢) The department is granting this request as it understands the description
provided and enclosing copies of all records in its possession that it has
identified as being responsive to this request.

d) The department is granting this request as it understands the description
provided and enclosing copies of all records in its possession that it has
identified as being responsive to this request.

e) The department is granting this request as it understands the description
provided and enclosing copies of all records in its possession that it has
identified as being responsive to this request.

f) The department is granting this request as it understands the description
provided and enclosing copies of all records in its possession that it has
identified as being responsive to this request.

Request Category #4

a) The department is granting this request as it understands the description
provided and enclosing copies of all records in its possession that it has
identified as being responsive to this request.

b) The department is granting this request as it understands the description
provided and enclosing copies of all records in its possession that it has
identified as being responsive to this request.

¢) The department is granting this request as it understands the description
provided and enclosing copies of all records in its possession that it has
identified as being responsive to this request.

d) The department is granting this request as it understands the description
provided and enclosing copies of all records in its possession that it has
identified as being responsive to this request.

e) The department is granting this request as it understands the description
provided and enclosing copies of all records in its possession that it has

identified as being responsive to this request with this response.

Request Category #5
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a) The department is granting this request as it understands the description
provided and enclosing copies of all records in its possession that it has
identified as being responsive to this request.

b) The department is granting this request as it understands the description
provided and enclosing copies of all records in its possession that it has
identified as being responsive to this request.

¢) The department is granting this request as it understands the description
provided and enclosing copies of all records in its possession that it has
identified as being responsive to this request.

d) The department is granting this request as it understands the description
provided and enclosing copies of all records in its possession that it has
identified as being responsive to this request.

e) The department is unable to comply with this request. The department has
no records that it has reasonably identified as being responsive to this request.
To the extent that you are requesting the department identify whether or not
such system does exist, the department denies your request on the following
basis: The department is not obligated to create records in response to a public
records request. Haynie v. Superior Court (2001) 26 Cal.4™ 61. Government -
Code Section 6253(b) requires that a request be made for “an identifiable
record.” Accordingly, a public records request may only be made for records
that exist at the time of the request.

Request Category #6

a) The department is granting this request as it understands the description
provided and enclosing copies of all records in its possession that it has
identified as being responsive to this request.

b) The department is granting this request as it understands the description
provided and enclosing copies of all records in its possession that it has
identified as being responsive to this request.

¢) The department is granting this request as it understands the description
provided and enclosing copies of all records in its possession that it has
identified as being responsive to this request.

d) The department is unable to comply with this request. The department does
not have an agreement in writing with any other agency for data sharing even
though the department does have a verbal agreement with another agency for
sharing ALPR data.

Request Category #7
The department is unable to comply with this request. The department
has no records that it has identified as being responsive to this request. To the
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extent that you are requesting the department provide information not
contained within its records which indicate any other agency’s databases the
department may access, the department denies your request on the following
basis: The department is not obligated to create records in response to a public
records request. Haynie v. Superior Court (2001) 26 Cal.4™ 61. Government
Code Section 6253(b) requires that a request be made for “an identifiable
record.” Accordingly, a public records request may only be made for records
that exist at the time of the request.

Request Category #8

The department is granting this request as it understands the
description provided and enclosing copies of all existing records in its
possession that are responsive to this request with this response.

As a courtesy, the department is enclosing all of the records identified
above with this response free of charge to you.

Sincerely, m/

ifer Welch
Acting Lieutenant in Command of Services Division
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STAFF REPORT A T
THE CITY OF

F-4 NOVATO

MEETING CALIFORNIA
DATE: Septcmber 13, 2011 75 Rowland Way #200
: Nova(to, CA 94945-3232
‘ . : ; 415) 899-8900
TO: City Council FAX (415) 899-8213
. . www.ci.novato.ca.us
FROM: Joseph Kreins, Chief of Police

PRESENTER: James Berg, Captain, Operations Division

SUBJECT: STATE COPS GRANT

REQUEST

Consider adopting resolution to authorize the City Manager to accept the State COPS grant for
FY 2011/12 and approve the department’s proposed spending plan.

RECOMMENDATION
Adopt Resolution.

DISCUSSION

Over the past several years, monies have been available through the State of California to local
entities in the form of Citizens Option for Public Safety (COPS) grant. This year the City of
Novato Police Department will receive approximately $100,000. The State Government Code
restricts the money to front line law enforcement purposes and may not be used to supplant any
existing law enforcement services provided by the City.

On behalf of the State, the County of Marin manages the programy at the local level. The County
SLEO Committee will issue the grant funds once they receive a resolution adopted by the City
Council listing the planned distribution of funds.

The department proposes to use the State COPS funds for:

Automatic vehicle location program enhancements
Remote Desktop Access and Equipment

Mobile Data Computer Upgrades

Night Vision Cameras (2)

Matching money to leverage future grants
Front-line leadership and development

® & o & & »

Novato City Council
Agenda Staff Report
Date:

File No.

ce11_170; 9/9/2011
- 22248
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FISCAL IMPACT

~ The grant funds will be distributed among the items listed above. There is no fiscal impact to the
City, with the exception of some staff time to administer the grant; this staff time is considered
part of their normal duties.

ATTACHMENTS

1. Resolution

2
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CITY COUNCIL OF THE CITY OF NOVATO
RESOLUTION NO.
RESOLUTION TO ACCEPT A STATE COPS GRANT

FROM THE STATE OF CALIFORNIA AND APPROVE
USE OF THE FUNDS FOR: AUTOMATIC VEHICL

e ding the State COPS
program, which includes approximately $1000 ity of Novato Police

WHEREAS, the Legislature 7 spent for front line law
enforcement purposes and may no ‘ edd < sy existing law enforcement

Wwhight vision cameras (2), front-line leadership and
ey to leverage future grants. -

RE, BE IT RESOLVED that the City Council of the City of
¢ spending plan for the State COPS grant.

res4430; 9/9/2011
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I HEREBY CERTIFY that the foregoing resolution was duly and regularly adopted by
the City Council of the City of Novato, Marin County, California, at a meeting thereof,

held on the day of , by the following vote, to wit:
AYES: Councilmembers
NOES: Councilmembers

ABSTAIN: Councilmembers
ABSENT; Councilmembers

Sheri Hartz, City Clerk

Approved as to form:

City Attorney of the City of Novato

res4430; 9/9/2011
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THE CITY OF

STAFF REPORT
F-3 NOVATO
CALIFORNIA
MEETING 75 Rowland Way #200
DATE: November 9, 2010 N5 2058900,
FAX (415) 899-8213
TO: City Council WWW,CL.novato.ca. us
FROM: Joseph Kreins, Chief of Police

PRESENTER: James Berg, Captain, Operation Division

SUBJECT: STATE COPS GRANT

'REQUEST

Consider adopting resolution to authorize the City Manager to accept the State Citizens Option
for Public Safety (COPS) grant for FY 2010/11 and approve the department’s proposed spending
plan.

RECOMMENDATION
Adopt resolution.
DISCUSSION

Over the past several years, monies have been available through the State of California to local
entities in the form of COPS grants. This year, the City of Novato Police Department will
receive approximately $100,000. The State Government Code restricts the money to front line
law enforcement uses and it may not be used to supplant any existing law enforcement services
provided by the City.

On behalf of the State, the County of Marin manages the program at the local level. The County
Supplemental Law Enforcement Oversight (SLEO) Committee will issue the grant funds once
they receive a resolution adopted by the City Council listing the planned distribution of funds.

Novato City Council
Agenda Staff Report
Date:

File No.

cc10_197; 11/4/2010
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The department proposes to use the State COPS funds for:

Automatic vehicle locator

Automatic license plate readers (2)

Media storage software and maintenance
Building security cameras

Next generation in-car video camera systems
Front-line leadership and development

e Matching money to leverage future grants

FISCAL IMPACT

The grant funds will be distributed among the items listed above. There is no fiscal impact to the

City, with the exception of some staff time to administer the grant; this time is considered part of
staff’s normal duties. ‘

ATTACHMENTS

1. Resolution
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CITY COUNCIL OF THE CITY OF NOVATO

RESOLUTION NO.

RESOLUTION TO ACCEPT A STATE COPS GRANT
FROM THE STATE OF CALIFORNIA AND
APPROVE USE OF THE FUNDS FOR: AUTOMATIC
VEHICLE LOCATOR, AUTOMATIC LICENSE
PLATE READERS, MEDIA STORAGE SOETWARE
AND MAINTENANCE, BUILDING SECURITY
CAMERAS, LEVERAGE FUTURE GRANTS, NEXT
GENERATION IN-CAR VIDEO CAMERA SYSTEMS
AND FRONT-LINE LEADERSHIP ' AND
DEVELOPMENT

WHEREAS, the FY 2010/11 State Budget includes funding for the State
COPS program, which includes approx1mate]y $100; 000 to the City of Novato Police
Department for Fiscal Year 2010/11} and

WHEREAS the Legislature mandates this money be spent for front line law
enforcement purposes and it may not be. used: _supplant any existing law
enforcement services provided by the Clty, and

i County s Supplemental Law Enforcement Oversight
i r final approval of grant funds; and

mamtenance bmldmg ‘ curity cameras, next generation m—car video camera systems,
front-line’ adership and development and to leverage future grants;

NOW, THEREFORE, BE IT RESOLVED that the City Council of the City of
Novato hereby apptoves the spending plan for the State COPS grant.

Backup of res4315; 11/4/2010
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I HEREBY CERTIFY that the foregoing resolution was duly and regularly adopted
by the City Council of the City of Novato, Marin County, California, at a meeting

thereof, held on the day of , by the following vote, to
wit:

AYES: Councilmembers

NOES: Councilmembers

ABSTAIN: Councilmembers
ABSENT: Councilmembers

Sheri Hartz, City Clerk

Approved as to form:

City Attorney of the City of Novato:

Backup of res4315; 11/4/2010
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STAFF REPORT THE CITY OF
' NOVATO
. CALIFORNIA
MEETING ' 75 Rowland Way #200
DATE: ~ June 29, 2010 Novato, CA 94945-3232

(415) 899-8900

. . FAX (415) 899-8213
TO: City Council www. ci.novato.ca.us

FROM: Joseph Kreins, Chief of Police
Jennifer Tejada, Services Captain

PRESENTER: Jennifer Tejada, Services Captain

SUBJECT: COPS HIRING COMPETITIVE GRANT AND EDWARD BYRNE
MEMORIAL JUSTICE ASSISTANCE GRANT

REQUEST

Consider authorizing the Police Department to continue the Department of Justice grant
application process for two grants: COPS Hiring Competitive Grant and Edward Byme
Memorial Justice Assistance Grant.

RECOMMENDATION

Adopt resolution.
DISCUSSION
COPS Hiring

The Recovery and Reinvestment Act of 2009 (Recovery Act) provides the US Department of
Justice (DOJ) with grant funds to assist state and local law enforcement agencies to create and
preserve jobs and increase their community policing capacity.,

The department's COPS application includes the request to hire three sworn officers for three
years, for a total grant request of approximately $1,125,000. At the conclusion of the three-year
grant program, the City must retain all sworn officer positions awarded under the COPS grant for
one additional year. There is no local match required, but the grant only funds a sworn officer
position at the City's current entry-level salary and benefit rate.

The department submitted a COPS Hiring application in 2009, but did not receive funding.

The COPS office has invited us to renew our application for funding under the 2010 COPS

Hiring program. As part of the application review process, the COPS office is requesting that

we provide an updated application so our request can be evaluated based on current information,
. Novato City Council

Agenda Staff Report

Date:

File No.

cc10_125.docx; 6/24/2010
: 22256




Last year we requested four positions, this year DOJ has limited our request to three positions.
The DOJ will fund 500 applications and has invited 6,000 agencies to re-submit their 2009
applications.

If we are successful in receiving any/all of the requested positions, this will not impact our Year
Two Budget Reductions, In fact, this particular grant is rather unique, in that it allows us to hire
new officers or replace officers who have been laid off or are scheduled to be laid off on a future
date due to local budget cuts (in other words, we could replace some of the positions that we
eliminated in the Year Two Budget Reductions).

Edward Byrme Memorial Justice Assistance Grant

This grant assists states and local law enforcement agencies to prevent or reduce crime and
violence. The JAG funds are to be used in areas that improve or enhance:

Law Enforcement programs

Prosecution and court programs

Prevention and education programs.

Corrections and community corrections programs,

Drug treatment and enforcement programs.

Planning, evaluation, and technology improvement programs.
Crime victim and witness programs (other than compensation).

The grant allocation is calculated by the Department of Justice for direct allocations based on the
local agency's share of total violent crimes reported within the state. Based on this calculation,
the City of Novato is eligible to receive $15,068. Once awarded, the grant funds may be
expended during the following three years, for a total of four grant period years. There is no
local match required for this grant.

The Police Department proposes to use the $15,068 grant to enhance our community outreach
efforts in juvenile prevention and education programs. The funds will be used to support
program management of youth activities, such as drop-in basketball which is currently facing a
reduction due to the budget deficit. This grant will also provide instructor development training
to department staff to develop effective and professional delivery of our community outreach
programs. These outreach programs include: Teen Driver, Top the COPS, Youth Police
Academy, and Youth Access to Alcohol.

FISCAL IMPACT

At the conclusion of the COPS three-year grant, the City must retain all sworn officer positions
awarded under the COPS grant for one additional year. Retaining three officers for one year
could cost approximately $375,000; however, it is likely the department will mitigate these costs
through vacancies and movement of personnel.

ATTACHMENTS

1. Resolution
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CITY OF NOVATO CITY COUNCIL
RESOLUTION NO.

AUTHORIZATION FOR THE POLICE
DEPARTMENT TO CONTINUE THE DEPARTMENT
OF JUSTICE GRANT APPLICATION PROCESS FOR
TWO GRANTS: COPS HIRING COMPETITIVE
GRANT AND EDWARD BYRNE MEMORIAE
JUSTICE GRANT

law enforcement agencies to create and preserv:
policing capacity; and

pre\g:egtlon and educatlon program. The funds will be used to support program
ma@emem of you&ﬁ activities, such as mdoor soccer whlch is currently facing a

WHEREAS, there is no local match required for these grants; and

NOW THEREFORE, BE IT RESOLVED that the City Council of the City of
Novato does hereby authorize the Police Department to continue the Department of
Justice grant application process for two grants: COPS Hiring Competitive grant and
Edward Byrne Memorial Justice Assistance grant.

res4277.docx; 6/16/2010
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* * * * * *

I HEREBY CERTIFY that the foregoing resolution was duly and regularly adopted
by the City Council of the City of Novato, Marin County, California, at a meeting

thereof, held on the day of , by the following vote, to
wit:

AYES: Councilmembers

NOES: Councilmembers

ABSTAIN: Councilmembers
ABSENT: Councilmembers

City Clerk of the City of Novato

Approved as to form:

City Attorney of the City of N

res4277.docx; 6/16/2010
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STAFF REPORT F: “ THE CITY OF

"NOVATO

CALIFORNIA

MEETING 75 Rowland Way #200
DATE: October 27, 2009 Novato, CA 94945-3232

(415) 899-8900
. . . FAX (415) 899-8213
TO: City Council WWW. ci. novato. ca.us

FROM: Joseph Kreins, Chief of Police

SUBJECT: STATE COPS GRANT

REQUEST

Consider adopting resolution to authorize the City Manager to accept the State COPS grant for
FY 2009/10 and approve the Department’s proposed spending plan.

RECOMMENDATION
Adopt resolution.

DISCUSSION

Over the past several years, monies have been available through the State of California to local
entities in the form of Citizens Option for Public Safety (COPS) grant. This year the City of
Novato Police Department will receive approximately $100,000. The State Government Code
restricts the money to front line law enforcement purposes and may not be used to supplant any
existing law enforcement services provided by the City.

On behalf of the State, the County of Marin manages the program at the local level. The County
SLEO Committee will issue the grant funds once they receive a resolution adopted by the City
Council listing the planned distribution of funds.

The department proposes to use the State COPS funds for:

Automatic vehicle locator

[ ]

e Automatic license plate readers (2)

e Veripic media storage software

¢ Building security cameras

e Matching money to leverage future grants
Novato City Council
Agenda Staff Report
Date: '
File No.

1
Cc09_236.doc 22260
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CITY COUNCIL OF THE CITY OF NOVATO
RESOLUTION NO.

RESOLUTION TO ACCEPT A STATE COPS GRANT
FROM THE STATE OF CALIFORNIA AND
APPROVE USE OF THE FUNDS FOR AUTOMATIC
VEHICLE LOCATOR, AUTOMATIC LICENSE,
PLATE READERS, VERIPIC MEDIA STORAGE'
SOFTWARE, BUILDING SECURITY CAMERAS
AND TO LEVERAGE FUTURE GRANTS

zwr

services provided by the city; and

WHEREAS, the Marin Count S ental

Committee requires a spending pl? for ﬁn approgg Ji'f)f grant ﬁmds and
&

WHEREAS the Novafo Pollcea_@epartn'ient wxshes to spend the grant for

that the foregoing resolution was duly and regularly adopted
bysithe City Council of the City of Novato, Marin County, California, at a meeting
thereof, held on ;%hé@*" day of | , by the following vote, to

AYiE : ) Councilmembers

- NOES: Councilmembers

ABSTAIN: Councilmembers
ABSENT: Councilmembers

City Clerk of the City of Novato

resd204.docx; 10/13/2009
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Jennifer Welch

From: Daniel Jenner

Sent: Tuesday, August 07, 2012 4:14 PM
To: Jennifer Welch

Cc: Christopher Jacob

Subject: ALPR

Jen, looks like 30,643 plates logged since the start of this program. | don’t have the exact date of when we started
scanning. Note that this would likely include duplicate plates, signs, etc.

!
|

?
CWONA R
A on Q

ol

Detective Daniel Jenner
Investigations Bureau
Novato Palice Department
415-899-7033 - Desk
415-899-7085 - Fax
dienner@novato.org
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Novato Police Department
462

Policy Manual

Automated License Plate Readers
(ALPRs)

462.1 PURPOSE AND SCOPE

Automated License Plate Reader (ALPR) technology, also known as License Plate
Recognition, provides automated detection of license plates. ALPRs are used by the
Novato Police Department to convert data associated with vehicle license plates for official
law enforcement purposes, including identifying stolen or wanted vehicles, stolen license
plates and missing persons. ALPRs may also be used to gather information related to
active warrants, homeland security, electronic surveillance, suspect interdiction and stolen
property recovery.

462.2 ADMINISTRATION OF ALPR DATA

All installation and maintenance of ALPR equipment, as well as ALPR data retention and
access shall be managed by the Operations Division Captain. The Operations Division
Captain will assign personnel under his/lher command to administer the day-to-day
operation of the ALPR equipment and data.

462.3 ALPR OPERATION

Use of an ALPR is restricted to the purposes outlined below. Department personnel shall
not use, or allow others to use the equipment or database records for any unauthorized
purpose.

(a) An ALPR shall only be used for official and legitimate law enforcement business.

(b) An ALPR may be used in conjunction with any routine patrol operation or criminal
investigation. Reasonable suspicion or probable cause is not required before using
an ALPR.

(c) While an ALPR may be used to canvass license plates around any crime scene,
particular consideration should be given to using ALPR-equipped cars to canvass
areas around homicides, shootings and other major incidents. Partial license plates
reported during major crimes should be entered into the ALPR system in an attempt
to identify suspect vehicles.

(d) No member of this department shall operate ALPR equipment or access ALPR data
without first completing department-approved training.

(e) No ALPR operator may access California Law Enforcement Telecommunications
System (CLETS) data unless otherwise authorized to do so.

()  If practicable, the officer should verify an ALPR response through CLETS before
taking enforcement action that is based solely on an ALPR alert.

462.4 ALPR DATA COLLECTION AND RETENTION

All data and images gathered by an ALPR are for the official use of the Novato Police
Department and because such data may contain confidential CLETS information, it is not
open to public review. ALPR information gathered and retained by this department may be
used and shared with prosecutors or others only as permitted by law.

Automated License Plate Readers (ALPRs) - 337
Adopted: 2012/02/08 © 1995-2012 Lexipol, LLC 22263



Novato Police Department
Policy Manual

Automated License Plate Readers (ALPRs)

The Operations Captain is responsible to ensure proper collection and retention of ALPR
data, and for transferring ALPR data stored in department vehicles to the department server
on a regular basis, not to exceed 30 days between transfers.

All ALPR data downloaded to the server should be stored for a minimum of one year
(Government Code § 34090.6), and thereafter may be purged unless it has become, or it
is reasonable to believe it will become, evidence in a criminal or civil action or is subject to
a lawful action to produce records. In those circumstances the applicable data should be
downloaded from the server onto portable media and booked into evidence.

462.5 ACCOUNTABILITY AND SAFEGUARDS

All saved data will be closely safeguarded and protected by both procedural and
technological means. The Novato Police Department will observe the following safeguards
regarding access to and use of stored data:

(a) All non-law enforcement requests for access to stored ALPR data shall be referred to
the Records Supervisor and processed in accordance with applicable law.

(b) All ALPR data downloaded to the mobile workstation and server shall be accessible
only through a login/password-protected system capable of documenting all access
of information by name, date and time.

(c) Persons approved to access ALPR data under these guidelines are permitted to
access the data for legitimaté law enforcement purposes only, such as when the data
relate to a specific criminal investigation or department-related civil or administrative
action.

(d) Such ALPR data may be released to other authorized and verified law enforcement
officials and agencies at any time for legitimate law enforcement purposes.

(e) ALPR system audits should be conducted on a regular basis.

Automated License Plate Readers (ALPRs) - 338
Adopted: 2012/02/08 © 1995-2012 Lexipol, LLC 22264
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Exploring the Main GUI
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Search Utility - Detections ooy

Record Detail }

Search Options

License Plate #

i

Record Type Detecticn Plate Number 5YAD559

Match Type

Detected

Partial Plate

e e e e [

Record Volume Last 50 Records Latitude 34 146796 06-13-2010

A LGS TE e Nongitude -118.388354 03:40:07 PN PST /

Search Return (32 Records) Comments Comments / Message / Log

. Add Comments 'J ——

Plate Number Date Record
_AMGW512 | 09-13-2010 | Detection

AWRMO987 | 09-13-2010 Detection

5YAD559 09-13-2010

ATML512 | 09-13-2010 |

Subject

i
|
|

SR S
{
!

New Comment

e Ne2arest Address

License Plate #: 4TML512 \

Scan Date: 09-13-2010
Scan Time: 03:03:41 PM PST

Nearest Address: 4249 Colfax Ave Los Angeles /
CA 91604 ——— S —

Nearest Intersection: Colfax Ave Valley Spring Ln F I n d L O Catl O n
Disclaimer: The address listed above is ONLY an estimate. ( N ea rest Ad d re SS)

Select a Record to View
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Interactive Status Indicators - GPS (e

— o _— -

Cam-1 Cam-2 Cam-3 Cam-4

~

LEARN

[ e (I

GPS Receiver Status

Driver Installation

P ———
A —————

Receiver Connection

Location Coordinates (Live)

Longitude /-118.388906 N~

Latitude \. 34.146744 /

D, 5.2 i

GPs System

Nearest Address

License Plate #; 4TML512
Scan Date: 09-13-2010
Scan Time: 03:03:41 PM PST

Nearest Address: 4249 Colfax Ave Los Angeles
CA 21604

Nearest Intersection: Colfax Ave Valley Spring Ln

Disclaimer: The address listed above is ONLY an estimate.

GPS Location — Location button (Search) Yields Nearest Address)
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ET

Setup — Cameras/DSP’s N ==l

I CarDetect X
Camera =

‘ Va“date DSP ConﬂeCtIOn | Connected Successfully, |

|
Gamera | {Audio TDetectlonT Alen T A/t/lean LEAR lnterfaca '\\ |

R |

i I - iﬁ i * i e ML ] t &
\

1

Condor: 197 158 1 245 Hl :
Setup Cameras | |

| | Active Camera View I\hme

CarDetector

- Activate ¢ | 1 |LEFTFRONT

2 |LEFTREAR

L P NN (

+ Label } = 3 IRIGHTFRONT |

DSP not Found.

4 RIGHT REAR

# ) Dlsplayﬁg +/ Display Video

. _,zi* N .

LSave Settings J DSP Configuration




Setup — DSP Configuration

J Camacra erudio TDetoctionT Alert T Clean TLEARN Ilnterlacoi

w’»

Change &

! . Review
LEFT FRONT Condor’s IP

LEFT REAR "

, | Add
'RIGHT FRONT | ress
RIGHTREAR

+ Display Video

R

DSP Conflguratlon |

Host name IP Address 192.168.72.1
P Address ) _ _ : Subnet mask P55 255 2550
Default gateway 173.116.89.56

Subnet mask
' DNS Server 0.0.0:.0

Default gateway P
Domain Name

DNS Server S Engine Version 1.1.080210.1400
Domain Name Video Output ’

consl_|




e Sl ) e —

Setup — Audio Settings R

- Configure Audio Alerts

CameraJ Audio [DetactionT Alert T Clean TLEARN [InterfaceJ (

e /{ Assign specific sound

Alert On Detection -\ J to detection types

L N G G O N

SN

View Name Sound Alert

Exact match

One-0Off match

Alert Level : High

Alert Level : Medium : Look i [ 3 Sound -] « & ek E-
R | Loffmatch
‘ | BARK
My Recent  |[a]ding
Documents % doorbel
@ | Exactmatch
1| Exclamation

Desktop

Alert Level : Low

g

o
My Documents
d [.ﬂ_]recewe

|—£] ringout
@ siren

My Computer

File name:

My Nelwork  Files of type: Sound Files (*.wav) I

Places [~ Open as read-only
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8/6/2012

ALPR Program tiomated License Plite Reader
\Ill)l{ NMobile

NP vl be deplaying a Autonated L 1 (ALPR)

ultina arleed patial vehicle . QU ALPR progiom ho

) mobile oy t 4 thiough the in-vehicl nobils
gALPR quprs=nt hthe Lo Enforcecient

Il 0 opecation via o shots Arcii g (LEARI)
souneed to know The ntormation coll
and managed ALPR ¢
San Ratael PO in borative ALPR
af Comnes O be joiruag th

Ereting Tran o . i . | Oui LPR progran iz cousrad uade on HED ALPR Polivy 462,

membe o A,

The ALPR System —What is it? ALPR Capabilities —What can it do?

!1Qualityima

Alight, oncoming he sl

22299



8/6/2012

System Limitations Officer Responsibilities

2 plate that b fvon to AL =muse, thiz traiing

must be completed
Lin the

vally verify the licen RENTHITNIN
Lot The celiicle data hile
1eal-tme. Thiv

vl contain this

nileatly ol bo iy e g e e e
T prlabi tecognitien oy e Doy sy o
plate ol e vechiche o gquentionand senlied Thyongdie Sl
wldvehi

LPR related urreste and e

SYSTEM STATUS

RED = MO CONNECTTON

SKWAR01

22300



8/6/2012

SYSTEM STATUS

GREEN S CONNECTED

LEARN STATUS

VIDLEO

SKWABDY

22301



8/6/2012

MANUAL CAPTURLE,

LPR HI'T AIMING GUIDI

(RN SRR ST

5KV/ASD1

22302



8/6/2012

AIMING GUIDIL. SEARCH

e

SEARCH RLESULTS ADD PLATL

SKWABDY

22303



8/6/2012

Policy 462 — ALPRs — Key Points You
ADD PLATL Need to Know

e et szl

LE ve only
e stigation O
zetioug inident
g completed

LETS o apless athervine

[icense Plate Reader LPR

Mobile System Training

linter,
, Ofticer Conrad, (Ey pport hom the
ctVigilsnt Vi

22304



p— * ITNVOICE
‘ LEHR AUTO 4707 Northgate Bivd. REPRINT
y Sacramento, CA. 95834 Inv # 01 072661
tric-& E E ¢ Parts Dept. 916-646-6626
Eleciric & Emergency qulpmen ] Service Dept 916-646-6636 P /o # 20372
. Fax 016-646-6656
* * CHARGE * * WILL CALL
NET 30/10TH PROX
NOVATO POLICE ﬁEPT s NOVATQO POLICE DEPT
909 MACHIN AVE H 909 MACHIN AVE
NOVATO CA 94945 | NOVATQ CA 94945

Page 1
Ord# 89669

Br Accnt
00 54572

SA PU
7/20/2012

15:48:02

PAY THIS
AMOUNT

WyW . LEHRAUTO . COM SALES @LEHRAUTO.COM




Lehr Auto Electric

4707 Northgate Bivd. LEHR Au 'l'o
——= Sacramento, California 95834 :
’ Eftectric & Emergency Equipmant
(P) 916-646-6626 (F) 916-646-6656 ° . y —auipme
Attention: Novato Police Date 12/15/2011
Project Name: Novato/Marin County Quote Number: J-S-0006-07

PROJECT QUOTATION

We at Leimr Auto Electric are pleased to quote the following systems for the above referenced project:

Qty Model #

Description

M Mobile LPR SYS-1
' CDMC4PA2233

CarDetector - DSP Based Mobile LPR 4-Camera System

Software Includes:
* Includes CarDetector software application, MDC Viewer application & OCR engines
* Includes Camera control package, Hot-List Management & reporting capabilities
* CarDetector Mobile LPR Software Version 5.0

Hardware Includes:
* Includes solid state 4-channel DSP Unit (No Moving Parts)
* System Shall have Single Point Power Connection w/ SAE certified Wiring Harness
* Permanent SAE rated wiring hamess (Direct To battery)
* Field Installed Garmin GPS Receiver
* Includes Qty=2 Combination IR / Color LPR Camera - 25mm Lens Package
* Includes Qty=2 Combination IR / Color LPR Camera - 35mm Lens Package

(Iy | TRNG-CDMS

Vigilant Video's End User Staff Training for CarDetector Mobile System & LEARN
* Vigilant Video certified technician to visit site for up to 4 hours
* Training to include set up, configuration and demonstration of all product features

¢y DSP Kit " | Dsp Kit with min-star kit
) Install LAbor Install ALPR 4 camera System
) m tax TAX @ 8.75

)] 3 Year Warranty

3 year hardware warranty

(2) |Mounting bracket
TBD

Mounting bracket for light bar TBD

NOTES:

1. All prices are quoted in USD and will remain firm and in effect for 60 day-s.

2. Central compute resource hardware sold separately unless explicitly stated above.

3. Complete system to be delivered within 30 days of AOR (After Receipt of Order).

4, Orders requiring immediate shipment may be subject to a 15% QuickShip fee.

5. No permits, start-up, installation, and or service included in this proposal unless explicitly stated above,

6. Start Up and Training services are exclusive of travel.costs - Cost 1o be borne BY OTHERS.

7. Two (2) year warranty on all hardware components / Ninety (90) days warranty on all software components.
8. Compatibility with Vigilant Video hardware/software to be confirmed prior to sale.

9. Compliance to local codes neither guaranteed nor implied.

10. Software is manufactured under strict Vigilant Video standard.

11. All orders subject to credit acceptance by Vigilant Video management.

12. This Quote is provided per our conversation & details given by you - not in accordance to any written specification.
13. This Quote does not include anything outside the above stated bill of materials.

Quoted by: Jim Stommel Phone: 916-646-6626 Email: jim@lehrauto.com
Total Price (Excluding sales tax): $24,788.21
+ | Accepted By: Date: 'P.O. #
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Law Enforcement Product
Software Site License Agreement

This Vigilant Video Software Site License Agreement (the “Agreement”) is made and entered into as
this / Day of Jup & 2012 (the “Effective Date”) by and between Vigilant Video Inc., a Delaware
corporation, having its principal place of business at 2021 Las Positas Court Suite # 101, Livermore, CA 94551

(“Vigilant Video”) and Neovares O OQQT‘ , a law enforcement agency or other
governmental agency, having its principal place of business at
C)Oq MaACH A/ /40@4 g(/oum—rt) - é (“Licensee™)

WHEREAS, Vigilant Video designs, develops and licenses advanced video analytics software
technologies for the security and law enforcement markets;

WHEREAS, Licensee desires to license from Vigilant Video the Software Product(s) (as defined below)
for itself and Affiliates (as defined below);

THEREFORE, In consideration of the mutual covenants contained herein this Agreement, Licensee and
Vigilant Video hereby agree as follows:

Definitions:

0
“Affiliate(s)” means any employee, contractor, or volunteer who is affiliated with Licensee or is authorized by
Licensee or is controlled by or under control of Licensee and who may also utilize the Software Product(s) (as

defined below).

“Effective Date” means the day this Agreement has been fully executed by duly authorized representatives of
both parties, or Vigilant Video has supplied Licensee with six (6) Camera License Keys (CLKs), whichever is

later.

“Software Product(s)” means Vigilant Video’s Law Enforcement & Security family of software product(s)
including CarDetector Mobile LPR Edition, CarDetector Fixed LPR Edition, Law Enforcement Archival &
Reporting Network (LEARN) server, Smartphone Mobile Companion and other software applications
considered by Vigilant Video to be applicable for the benefit of law enforcement agencies.

“Site License” means a non-exclusive, non-transferable, limited term license to install and operate Software
Product(s) on to any applicable media without quantity limitation within the Licensee’s facility for an initial

period of one (1) year.

“Subscription” means an annual renewal of the Site License held by any Licensee who is in compliance with
the terms and conditions of this Agreement.

22309
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Warranty and Disclaimer:

Vigilant Video warrants that Software Product(s) manufactured by Vigilant Video will be free from “significant”
defects during Site License and/or Subscription period then in effect (“Warranty Period”). Significant defects are
those which impede function of the main delivery modules of Software Product(s). This warranty does not
include products not manufactured by Vigilant Video. Vigilant Video’s obligation to repair or replace any
defective Software Product(s) during the Warranty Period shall be Licensee’s exclusive remedy. Vigilant Video
shall not be responsible for labor charges for removal or reinstallation of defective software, charges for
transportation, shipping or handling loss, unless such charges are due to Vigilant Video's negligence or
intentional misconduct. Vigilant Video disclaims all warranties, expressed or implied, including but not limited
to implied warranties of merchantability and fitness for a particular purpose, except those set forth in Exhibit A
and Vigilant’s project quotation. In no event shall Vigilant Video be liable for any damages whatsoever arising
out of the use of, or inability to use, the Software Product(s).

Under certain circumstances, it may be dangerous to operate a moving vehicle while attempting to operate a
touch screen or laptop screen and any of their applications. It is agreed by the Licensee that Licensee’s users are
instructed to only utilize the interface to the licensed software at times when it is safe to do so. Vigilant Video is
not liable for any accident caused by a result of distraction using this touch screen while operating a moving

vehicle.

Products and Services:

Upon receipt of payment or purchase order of Site License, Vigilant Video will deliver or make available to the
Licensee the Software Product(s). Updates, patches and bug fixes of the Software Product(s) will be made
available to the Licensee at no additional charge, although charges may be assessed if the Software Product is
requested to be delivered on physical media. Vigilant Video will make available throughout the active license
period e-mail and fax support to an administrator and support contacts designated by the Licensee, known as
Licensee “Technical Support Agents.” Under the Site License or Subscription agreement, Affiliates of the
Licensee must channel all questions related to the Software Product(s) through the Technical Support Agent(s),
the latter of which must make a good-faith effort to answer such questions before submitting a support ticket at
http://www.vigilantvideo.com or sending an email to support@vigilantvideo.com.

Software Support, Warranty and Maintenance:

Use of the software by the Licensee constitutes acceptance of Vigilant Video's Software Sﬁpport, Warranty, and
Maintenance Terms and Conditions, attached hereto as Exhibit A.

Contract Term and Structure:

A fully executed and valid Site License will entitle the Licensee to use of the Software Product(s) any time
throughout the active period of this ongoing Site License Agreement, in which to set up and install the software
product(s) on an unlimited number of media centers within the Licensee’s agency. As the Licensee installs

22310
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Each Site License has a Subscription fee due approximately thirty (30) days prior to the expiration of the Site
License. The annual Subscription fee: 1) enables the Software Product(s) to remain operational for a successive
twelve (12) month period; 2) is considered active participation of this Site License Agreement; 3) entitles the
Licensee to replacement CLK’s; and 4) ensures users have access to the latest software versions and associated
equipment driver software to allow the Software Product(s) installations to remain current and enable the best
possible performance. It is noted that an entity once licensed by the Site License agreement can only utilize
active software licensing via the annual subscription license offering.

Subscription Fee:

The annual Subscription fee is based on the number of current Vigilant Video issued CLK’s at the time of
subscription fee invoicing, and considered by Vigilant Video as being “in use” during the annual period by the
entity in question. A schedule of annual Subscription Fees is shown below:

Law Enforcement Product Family Annual Subscription Fee Schedule

[] Tier 1 $2,500 Base Fee + $500 X ( # of CLK’s Issued || Subscription Fee Maximum | License Maximum
© above and beyond the first 5 CLK’s) $15,750 60 CLK’s

Tier 2 $2,500 Base Fee + $500 X (# of CLK’s Issued || Subscription Fee Maximum )} License Maximum
above and beyond the first 5 CLK’s) $45,000 180 CLK’s

r Tier 3 $2,500 Base Fee + $500 X (# of CLK’s Issued || Subscription Fee Maximum | License Maximum
“above and beyond the first 5 CLK’s) $87,750 300 CLK’s

Jumbo $2,500 Base Fee + $300 X (# of CLK’s Issued || Subscription Fee Maximum | License Maximum
| | u above and beyond the first 5 CLK’s) $210,000 700 CLK’s

Please Note: Each Tier’s Base Fee includes initial 5 CLK’s,

Approximately Ninety (90) days prior to the annual license renewal date, Vigilant Video will provide the
Licensee an invoice for the next year's Subscription fee. Payment of the Subscription fee is due thirty (30) days
prior to the renewal date. All Fee(s) are exclusive of any sales, use, value-added or other federal, state or local
taxes (excluding taxes based on Vigilant Video’s net income) and Licensee agrees to pay any such tax.

Advanced Subscription Fee Payments:

Vigilant Video will accept advanced subscription fee payments on a case by case basis. In such event where
advanced subscription fees are made to Vigilant Video, the licensee shall designate at time of payment if
advanced payment(s) are: 1) to be considered a general credit toward future fees or 2) to be applied toward fees
applicable to specific camera unit ‘Systems' operated by the Licensee.

General credit advanced payments to Vigilant Video shall be applied in full to each subsequent Subscription Fee

invoice until the balance of the credits are reduced to a zero balance. System based advanced credits shall be
applied to subsequent Subscription Fees in the amount that entitles the Licensee continued operation of the

22311 — /
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Neither party may not assign this Agreement without prior written consent of the other party. Any attempted
assignment without consent shall be void.

Amendment, Choice of Law:

No amendment or modification of this Agreement shall be effective unless in writing and signed by authorized
representatives of the parties. This Agreement shall be governed by the laws of the state of California, , without
regard to its conflicts of law.

Complete Agreement:

This Agreement constitutes the final and complete agreement between the parties with respect to the subject
matter hereof, and supersedes any prior or contemporaneous agreements, written or oral, with respect to such
subject matter. The provisions of any Licensee's purchase order and terms of Vigilant Video's project
quotation(s) are also included in this agreement as if copied in full. In the event of conflict the terms of this

Agreement shall control.

Relationship:

The relationship created hereby is that of Vigilant Video and Licensee. Nothing herein shall be construed to
create a partnership, joint venture, or agency relationship between the parties hereto. Neither party shall have any
authority to enter into agreements of any kind on behalf of the other and shall have no power or authority to bind
or obligate the other in any manner to any third party. The employees or agents of one party shall not be deemed
or construed to be the employees or agents of the other party for any purpose whatsoever. Each party hereto
represents that it is acting on its own behalf and is not acting as an agent for or on behalf of any third party.

No Rights in Third Parties:

This agreement is entered into for the sole benefit of Vigilant Video and the Licensee and, where permitted
above, their permitted successors, executors, representatives, administrators and assigns. Nothing in this
Agreement shall be construed as giving any benefits, rights, remedies or claims to any other person, firm,
corporation or other entity, including, without limitation, the general public or any member thereof, or to
authorize anyone not a party to this Agreement to maintain a suit for personal injuries, property damage, or any
other relief in law or equity in connection with this Agreement.

Construction:

The headings used in this Agreement are for convenience and ease of reference only, and do not define, limit,
augment, or describe the scope, content or intent of this Agreement. Any term referencing time, days or period
for performance shall be deemed calendar days and not business days, unless otherwise expressly provided

herein.

Severability:

22312 TV Initals
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IN WITNESS WHEREOF, the parties have executed the Agreement as of the Effective Date.

Manufacturer: Vigilant Video, Inc.

Authorized A gent: Joseph L. Harzewski I1]

Title: VP, Sales and Marketing
Date:
Signature:
Signature:
Title:
Enforcement Agency: /L/ﬂ oAro Poucas Herr
Authorized Agent: —%SEDH M . ///K’ E /495
Title: 7._0[,/0(-3' e
Date: 6//4/ /Z
Signature: j—%——‘—?
| ;) =
Exhibit A: Vigilant Video Software Support Warranty & Maintenance Terms and Conditions
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EXHIBIT A

VigiantVideo

Software

Warranty

SOFTWARE SUPPORT, WARRANTY AND MAINTENANCE - TERMS AND CONDITIONS Page 1 of 4
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2. Standard Support and Maintenance

Standard installation support and maintenance in most cases will be included free of additional charge for 3
months (post initial start up)? with the purchase of new licenses of Vigilant Video products. All Vigilant Video
Site License holders will continue to enjoy this support and maintenance program throughout the active life of
the Vigilant Video site license agreement. Non-Site License Vigilant Video clients may acquire Software and
support maintenance by a licensee purchasing an extended software maintenance warranty on an annual

basis.

2.1. Level 1 support consists of:
2.1.1.Access to the Vigilant Video website for software downloads including patches and bug fixes

that will be maintained throughout the useful life of the Vigilant Video products and associated
utilities. This website will provide:
2.1.1.1. Instructions on how to select, download, and install patches and fixes.
2.1.1.2. Alist, by date of issuance, of upgrades, patches and fixes.
2.1.2.Customers providing email addresses on their orders will be automatically added to Vigilant
Video's notification service.

2.2. Level 2 support is usually provided by the Customer's system administrators, applicable Vigilant
Video authorized resellers or representatives having more in-depth knowledge of the system and
capable of troubleshooting and making appropriate system changes to an extent beyond simple
downloading and installation of new software elements. An on-line interface (external network
connection to the internet) is required in order to facilitate Level 2 support staff to escalate
requests to Level 3. Prior to contacting Vigilant Video for support, Licensee will use commercially
reasonable efforts to conduct a due diligence investigation of the problem in an attempt to confirm
that the licensee use of the software is not responsible for such problem.

2.3. Level 3 support will be provided by the Vigilant Video Engineering team. As Level 2 support exists
and is established for a particular licensee, requests must escalate via a Level 2 support team
member if Level 3 support is to be later requested. In order to receive Level 3 support an external
internet connection must be made available such that support tools such as gotomeeting.corn can
be utilized by Vigilant Video support personnel. The Level 3 support team will review and
coordinate successful resolution of all support requests and communicate findings and solutions
directly to the Customer as is deemed proper and necessary by Vigilant Video.

2.4. Level 3 support is available 0900 to 1700 pacific time, (USA) Monday through Friday.
i Availability of Vigilant Video's support service will correspond with Vigilant Video's United

States holiday schedule.

2.5. In addition to the above, Licensees covered under a Vigilant Video, this support and maintenance
agreement (e.g., initial warranty, extended warranty or site license agreement) will receive:;

2.5.1. Vigilant Video's good-faith efforts to correct errors in program codes and procedural
documents supplied with the Software where such errors are brought to Vigilant Video's
attention during the term of coverage;

2.5.2. Vigilant Video designated standard Software functionality enhancements and improvements
and new releases of the Software;

2.5.3. Appropriate documentation and/or Updates with each Software release enhancements and
improvements and new versions of the Software, if such documentation and/or Updates

and media have been prepared by Vigilant Video with respect to Software release
enhancements or improvements or new versions;

SOFTWARE SUPPORT, WARRANTY AND MAINTENANCE - TERMS AND CONDITIONS Page 3 of 4
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4.4, This Maintenance and Warranty Agreement shall automatically terminate upon termination of
the license(s) or rights to use the Software under any such Agreement.

5. Maintenance Charges and Fees

5.1 The Customer shall pay to Vigilant Video the license fees and Maintenance Support Fees in the
amounts as stated in the Vigilant Video's proposal which has been executed by the licensee or
otherwise validated by a licensee purchase order or written promise to provide payment._?

6. Miscellaneous Terms

6.1. IN NO EVENT WILL VIGILANT VIDEO BY LIABLE FOR ANY LOST PROFITS, LOST SAVINGS,
LOST REVENUES, LOSS OF USE OR DOWNTIME, OR FOR ANY SPECIAL, INDIRECT,
INCIDENTAL OR CONSEQUENTIAL DAMAGES WHETHER BASED ON CONTRACT, TORT
(INCLUDING NEGLIGENCE), STRICT LIABILITY OR ANY OTHER THEORY OR FORM OF
ACTION, EVEN IF VIGILANT VIDEO HAS BEEN ADVISED OF THE POSSIBILITY THEREOF,
ARISING OUT OF OR IN CONNECTION WITH THIS AGREEMENT. Vigilant Video and Customer
agree that the limitations specified above and otherwise in this agreement will survive and
apply even if any limited remedy provided in this agreement is found to have failed of its

essential purpose.

6.2. Vigilant Video shall not be liable for any loss, penalty, damages or be held for breach or failure to
perform any aspect of this Agreement when the failure to perform is due in whole or in part to
causes outside of Vigilant Video's reasonable control, including, but not limited to, acts of nature,
acts or omissions of Customer, judicial action, acts of civil or military authority, war, terrorist
activity, sabotage, civil unrest, shortages of energy, raw materials, labor, or equipment, delays in
transportation, or acts of God.

SOFTWARE SUPPORT, WARRANTY AND MAINTENANCE - TERMS AND CONDITIONS Page 5 of 4
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LEARN-NVLS
National LPR Database

Security Document

Managed / Hosted Solution

For Law Enforcement Use Only

L EARN - NVLS

Law Enforcement Archival Reporting Network National Vehicle Location Service
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Preface:

Vigilant Video is a technology company that specializes in providing advanced video content analysis
algorithms and data distribution networks. As the use of License Plate Recognition (LPR) technology has
grown within the United States, this technology has proven itseif to be an invaluable asset to law
enforcement. Due to the rapid proliferation of this technology, a strong and growing need exists to share
LPR scan data between law enforcement agenc'ies. Specifically for this reason, Vigilant Video has developed
an answer to that need — LEARN-NVLS.

The LEARN-NVLS database server is the key component that makes LPR data sharing possible for the typical
Law Enforcement Agency (LEA). LEARN-NVLS allows for LEA access to the United States’ largest LPR
database wherein as of August 2010 over 260,000,000 vehicle location data records reside with a continued
addition of over 20,000,000 new LPR data records each month. This server remains protected from the
public and requires a bona fide LEA and/or valid ORI code for access.

Vigilant Video offers a hosted and managed LPR data center solution to all of its LEA LPR technology
customers via the LEARN-NVLS LPR database server. This includes access and use to its Law Enforcement
Archival Reporting Network (LEARN) LPR server application. The LEARN-NVLS server has quickly established
a national footprint of top tier LEA users. The public safety impact of LEARN-NVLS uniting LEAs across the
country within a common LPR data sharing framework should not be underestimated.

Within the context of maintaining a centrally managed server to house valuable law enforcement data in
conjunction with protecting the public from those that choose to do harm unto others, it is imperative the
highest measures of security and reliability are implemented. This document outlines the measures taken
and infrastructure established to ensure that LEA customers have a highly secure and reliable data hosting
option for their LPR system management and storage. Through the trusted guarantees of the hosting
provider, Verio, and the trend setting standards of Cisco Systems Inc., the integrity and security of the
LEARN-NVLS National LPR Database server system are assured.

The aim of this document is to describe various aspects of the Vigilant Video National LEARN-NVLS LPR

database server in the hopes that your understanding and involvement will accelerate the value of this
endeavor to the LEA community.

LEARN-NVLS National LPR Database Security Doc@2231 8 Pagelofé6



About our Hosting Partner:

Verio has been chosen to host the LEARN-NVLS server for many reasons, not least of which it is chosen by
many unnamed Federal and Fortune 500 companies. Their commitment to reliability is exceptional and
their facilities are state-of-the-art, providing the perfect environment to house the LEARN-NVLS server

system.

Verio is the recognized industry leader in delivering online business solutions to SMBs worldwide.
Distributed through its network of OEM channel partners, Verio’s solutions provide web hosting, application
hosting and Saa$ applications that enable SMBs to drive online success.

Incorporated in 1996, the company launched a successful public offering in 1998. This IPO set the stage for a
series of acquisitions of rapidly growing hosting and Internet companies which resulted in Verio emerging as
the preeminent provider of web hosting services worldwide. In 2000, the company became a wholly owned
subsidiary of NTT Communications, one of the largest companies in the world and supports its operations
through NTTs highly reliable and scalable Global IP Network. Through this netwark, customers and partners
can extend their global reach with access to business solutions around the globe and in more than 200
countries.

Today, Verio leverages its financial strength and stability to support its growing customer base, extend its
product leadership and expand its global footprint for partners worldwide.

World Class Support Staff:

The LEARN-NVLS onsite professional technical, support, and engineering team maintain numerous
certifications to ensure up to date compliance and familiarity with the latest standards in computer
technology. These certifications include:

Certified Information System Security Professional (CISSP) Sun Certified System Administrator (SCSA)
Cisco Certified Network Associate (CCNA)
Cisco Certified Internetwork Expert {CCIE)
Cisco Certified Design Professional (CCDP)
Cisco Certified Network Professional (CCNP)
Cisco Certified Design Associate (CCDA)

CompTIA A+, CompTIA i-Net+, CompTIA Security+

Alteon Certified Administrator

Solaris 8 System Administrator

Microsoft Certified Systems Engineer {(MCSE)
Red Hat Certified Engineer (RHCE)

Microsoft Certified Professional (MCP)

VVVYVVVY
VVVVVVY

Data Facility Accreditations:

There are numerous accreditations that qualify the LEARN-NVLS data server facility and demonstrate
Vigilant Video’s commitment to providing a top-tier hosting facility. Verio is a Microsoft Gold Certified
Partner, providing a high level of quality assurance with all hosted Microsoft products. Verio is certified ISO
9001:2008, the internationally recognized standard for Quality Management Systems, and has been
independently audited and verified for compliance under the Statement of Auditing Standards Number 70
[SAS70] Type II.

LEARN-NVLS National LPR Database Security Docu@2B819 Page 2 of 6
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To maintain leadership and renown in the industry, the data center hosting company remains affiliated with
and participates in the IEC [International Engineering Consortium}, ASNP [Association of Storage Networking
Professionals], CSI [Computer Security Institute], IEEE [Institute of Electrical and Electronics Engineers, Inc.],
CompTIA [The Computing Technology Industry Association], IETF [Internet Engineering Task Force], and the
ASTD [American Society for Training and Development].

Data Facility Features:

The premier LEARN-NVLS data centers features:

Physical Escort for Onsite Visitors

Multiple Diesel Fuel Generators

Active Fire Prevention & Suppression

24 X 7 Monitoring and Operational Support
Onsite System Administrators/Engineers

Redundant Power Sources
Redundant Fiber Connectivity
0C12 & 0C48 Connectivity
HVAC Environmental Monitoring
Secure Physical Access Control

vV VYV VY
VVV VY

The LEARN-NVLS datacenter facility physically residing in the state of Virginia is strategically located within
immediate response of Verio's top facilities support staff headquartered in Washington DC, one of the most
security-conscious regions of the country. Vigilant Video selected this location to further enhance its
commitment of providing peace of mind and stability to end user LEA customers, making Verio the perfect
fit for hosting the LEARN-NVLS server system.

Data Center:

With years of experience in managing thousands of LPR cameras connected to a single data server, Vigilant
Video has taken great care to develop a data distribution architecture required for centralized data
repository success. The data being stored and the interfaces offered via LEARN-NVLS prove great value to
LEAs nationwide. To date the LEARN-NVLS design (and commercially available use) has proven unmatched
to overcoming the challenges inherent to advanced LPR technology. This is largely due to the system'’s
versatility and ease of user integration.

The layout of the LEARN-NVLS data center is unique in that it embraces the strengths of application
distribution and load decentralization to allow for the work of LEARN-NVLS to be split across multiple
servers. The software is designed to be extensible between many coordinating servers making LEARN-NVLS
scalable to accommodate an infinite number of users. The server hardware architecture and components
have been selected to ensure redundancy. Each of these attributes are woven to form a safe, secure, and
reliable LPR data center with minimal hardware failure, system downtime, and data storage risk.

Scalability

The LEARN-NVLS system was created with scalability as a top priority. With performance measures and
rigorous testing, the LEARN-NVLS software is capable of scaling in excess of 100,000 LPR cameras with
50,000 simultaneous user connections. Using stateless web sessions, dedicated services for intra-system
disk tasks, Microsoft Message Queue [MSMQ] for intra-system communication, and the powerful MS SQL
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Server database for records management, the LEARN-NVLS LPR data server is engineered to efficiently meet
the expectations of a rapidly expanding user base with minimal production changes. Currently, the LEARN-
NVLS system is distributed across 4 servers:

» Web Server » Applications Server
» Database Server » NAS Archive Server

The system architecture is as follows:

Cisco 1812 Router/
Firewall

NAS / Archive Server Database Server Applications / Services Server

With the web server managing the end user interfaces, the database server managing the data, the
applications server managing the communication between the file systems and message queues, and the
archive server managing the redundant backups, the system functions smoothly and efficiently for the
current user base.

As the LEARN-NVLS enterprise system grows, servers may readily be added to support an increasing number
of users and LPR peripherals. Adding web server(s) with round-robin load-balancing routers provides
additional resources allocated to manage countless concurrent connections. Additional application servers
may be dedicated to resource-intensive tasks therefore maintaining user expected performance. The
flexibility of SQL Server allows a myriad of solutions addressing improved system performance - including
dedicated SAN’s, RAM drives for high traffic tables, and database clustering for load distribution.

With such distributable architecture, Vigilant Video’s LPR clients are guaranteed LEARN-NVLS enterpriSe
system use to remain scalable and flexible as the market demands of LPR technology grows. These services
are offered to all Vigilant Video LEA clients that elect to utilize the LEARN-NVLS managed / hosted solution.

Security:

Due to the growing concerns within the public safety sector surrounding aggregated LPR data, strict access
to the LEARN-NVLS data servers is not only required but commanded. To address this challenge,
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implementation of sophisticated hardware/software based intrusion protection has been deployed within
the LEARN-NVLS data center under the strict guidelines set forth by the National Security Association (NSA).

While Verio provides the physical security, Vigilant Video has installed and configured a solid network
intrusion prevention appliance provided by Cisco Systems Inc., as well as ensured that the configuration of
the Microsoft systems meet the strict guidelines requisite of a top tier law enforcement system. The net
result is reduced risk (on all levels) of malicious intrusion and misuse. ‘

The network is secured by a Cisco 1812/K9 router that provides professional grade protection to the
peripherals on the network. Amongst others, the Cisco |0S firewall firmware is compliant with PCl, HIPAA,
and SOX IT governance requirements. The Cisco 10S firmware is also configured with Intrusion Protection
Services that offers deep packet inspection on all incoming traffic. For more information, resources can be
found at: www.cisco.com '

The Windows environment has been built to adhere to the Windows Server 2003 Security Guide developed
in conjunction with the NSA to establish best practices. The NSA website states:

The Special Security - Limited Functionality (SSLF) settings in Microsoft's Windows Server 2003 Security Guide
track closely with the security level historically represented in the NSA guidelines. It is our belief that this guide
establishes the latest best practices for securing the product and recommend that traditional customers of our
security recommendations use the Microsoft guide when securing Windows Server 2003.

htip://www.nsa.qov/ia/quidance/security confiquration guides/operating systems/microsoft windows.shtml!

With security and safety at the forefront of Vigilant Video’s concerns in establishing and supporting a
National LPR Initiative, leading edge systems and industry tested configurations have been employed to
create an environment fit to support state-of-the-art License Plate Recognition Enterprise Server, LEARN,
dedicated to the exclusive use of law enforcement.

Additionally, an auditing system has been implemented to trace at every level of data interaction. Should
the event of misue occur within the system, LEAs are assured all activity can be traced to a time, place, and

source location.
Reliability:

Vigilant Video places imperative priority on supporting and maintaining data center integrity. Employing
Verio’s hosting standards for redundancy and wide failover safeguards ensure minimum system downtime.
Using redundant disk arrays, there is a virtual guarantee that any hard disk failure will not result in the
corruption or loss of the valuable LPR data that is essential to the LEARN-NVLS system and clients. Coupled
with redundant power supplies and 24x7 emergency support by Vigilant Video, the LEARN-NVLS LPR
database server system guarantees no less than 99% uptime of the LEARN and NVLS website applications.

Disclaimer: Verio, via Verio and the Verio logo are registered trademarks and/or service marks of Verio Inc. in the United States and
other countries. All other names are trademarks or registered marks of their respective owners. References provided by
http://www.veric.com.
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Summary of Points Covered

The LEARN-NVLS National LPR Data Repository is a safe and secure solution for hosting Law Enforcement
Agency LPR data for many reasons. Some of the following points below highlight the credibility and security
measures taken by Vigilant Video to ensure the success of the LEARN-NVLS LPR data hosting program for
Law Enforcement Agencies only:

e The LEARN-NVLS data center is located in the state of Virginia

e Verio is the elected hosting company

¢ The data center is certified SAS70 Type |l and ISO9001:2008

e Data server access is limited to Verio, Vigilant Video, and qualifying ORI coded LEA customers

o Verified compliance under the Statement of Auditing Standards Number 70 [SAS70] Type li

e LEARN-NVLS LPR database server system guarantees no less than 99% uptime

e The network is secured by a Cisco 1812/K9 router

e LEARN-NVLS was designed for an excess of 100,000 LPR.cameras / 50,000 simultaneous connections
¢ The LEARN-NVLS database stores over 260,000,000 records with 20,000,000 records added monthly
¢ The server offers redundant power supplies and 24x7 emergency support

¢ Redundant disk arrays offer a virtual guarantee against data loss or corruption

e Onsite System Administrators and Engineers - 24 X 7 Monitoring and Operational Support

¢ The Cisco 10S is configured with Intrusion Protection that offers deep packet inspection on all traffic

e Server configuration follows strict guidelines set forth by the National Security Association {NSA)

Please feel free to share this information with the other team members including any of the LEAs within
your area. It is our hope that this paper has provided a quick and concise understanding of the system
offered to law enforcement agencies across the United States, the Nation’s 1¥ LPR database repository.
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To: Captain Berg
From: Valerie Pistole, Assistant City Attorney

Date:

Re:

(4
3
)
"o 4
5.
6.
7.
8.

January 30, 2012
Comments to Vigilant Video Software Site License Agreement

Who will be using the software? The employees, contractors or volunteers who
will be using the software should be approved upfront by Vigilant Video since
Vigilant has ‘sole discretion’ to approve the users. [Pagel]

. Is the definition of “Software Products” a complete list of what you need for this

project? [Page 1]Yes

Which facility is the “designated facility” for the license? [Page 1] All LEARN
server applications and data is located in Virginia inside a level one FBI audited
Data Hosting facility. '
If the department’s exclusive remedy for problems with the software the repair or
replacement of the software, will that remedy be sufficient if the department has
problems? The remedy will not include the cost of labor for the removal or
reinstallation of the software under the paragraph on Warranty and Disclaimer.
Should a client make changes to their PC and MDC and new software must be
loaded on it than this cost is not covered by Vigilant Video and shall be addressed
by the client. Additionally, should the client add or make changes to their PC or
MDC that results in a corruption or loss of the VV software the cost associated to
reinstalling or correcting said problem is not the responsibility of Vigilant Video
and shall be addressed by the end user. [Page 3] All Software issue that arise on
the Hosted Server are managed by Vigilant Video

What are the charges that you will incur if you need a Software Product to be
delivered on physical media? [Page 3] None

What response time would you need to have if you have problems with the
software? None is specified. All your questions and problems must be channeled
through your Technical Support Agents who are the people you designate to be
the support contacts. [Page 3] Once Vigilant Video has received a support inquiry,
an email response will be sent out within minutes of the support request. There is
a general 2 hour response time but depending on the time of day and the day in
the week and response may take up to 24 hours. Our regular business hours are
Monday to Friday from 8:30am to 5:00pm, pacific standard time.

And don't forget to bookmark www.vigilantvideo.com for easy access to products
and services available through Vigilant Video.

My primary concern is that Vigilant is not giving you any warranty that the
software is fit for what you need it for. Unsure what this means, will require
additional insight and clarification in order to best address this concern. In other
words, they have not given you a Warranty of Fitness for your particular purpose.
Does the price reflect that you are taking the entire risk that this product will not
meet your needs? [Page 3]
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10.

11.

12.

13.

You are indicating that you are accepting Vigilant’s Maintenance Terms and
Conditions but I do not know what those terms and condifions are. [Page 3]To be
addressed by the department, ——> Cuuu-)(—u) Lo

What is a ‘media center within your agency’? How long will the agency take to
install the cameras? The license for the cameras [CLK] runs with the license for
the software so depending upon when the cameras are installed, the CLK may be
less than one year. [Pages 3 and 4] The clock starts from the date of completed
installation and acceptance by the end user and not from the date of purchase.
Should the client purchase additional system 6 months prior to the annual renual
fee than at the time of renewal all cameras will be counted and a fee will be assed
based upon the amount of camera licenses required.

The minimum price per year is $7,000.00: $4,500 for the license, which lasts one
year and $2,500. for the subscription which is also one year. While the
subscription has a cap on increases each year, the license does not. [Pages 4, 5 and
6] There is a onetime Site License Fee of 4500.00 that is due at time of initial
purchase! For every remaining year there is an annual cost schedule of $500.00
per camera per year. If the client has a total 5 cameras than the minimum
$2500.00 fee has been met and any additional camera shall be billed at the rate of
$500.00 per camera per year.

There is no express restriction on Vigiant’s ability to assign this contract to
another company, which may not be desirable from the department’s point of
view. [Page 6] Vigilant Video has no plans to hand off any portion of the
responsibilities to another company.

It is not clear when the license will actually begin. The License begins at the time
of installation completion and when the client has signed off and accepted the
complete running solution. The agreement provides that the department signs the
contract and at some point, Vigilant will contact the department, presumably to
begin the installation and before the department has a chance to work out any
problems with the software. There is a Software Startup and Commissioning
Sheet that is sent to the client prior to any VV technician visit to begin the
installation. Once the completed document is returned to VV a date is then agreed
upon to start the installation of the software. I would recommend starting the
license once the department ‘accepts’ the software. [Page 6]
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AMENDED IN SENATE MARCH 29, 2012

SENATE BILL No. 1330

Introduced by Senator Simitian

February 23, 2012

An act to add Sections 2413.5 and 2413.7 to the Vehicle Code,
relating to vehicles.

LEGISLATIVE COUNSEL’S DIGEST

SB 1330, as amended, Simitian. Vehicles: license plate recognition
technology: personal information. '

(1) Existing law authorizes the Department of the California Highway
Patrol to retain license plate data captured by license plate recognition
(LPR) technology for not more than 60 days unless the data is being
used as evidence or for the investigation of felonies. Existing law
prohibits the department from selling the data or from making the data
available to an agency that is not a law enforcement agency or an
individual that is not a law enforcement officer.

Existing law authorizes the department to use LPR data for the purpose
of locating vehicles or persons reasonably suspected of being involved
in the commission of a public offense and requires the department to
monitor the internal use of the data to prevent unauthorized use and to
submit to the Legislature, as a part of the annual automobile theft report,
information on the department’s LPR practices and usage.

This bill would apply similar requirements to state and local law
enforcement agencies other than the Department of the California
Highway Patrol and would require these agencies to comply with-alt
statutory-and-eonstitutional requirements-and the requirements of these
provisions, thereby imposing a state-mandated program by requiring
local agencies to perform new duties.

98
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SB 1330 —2—

This bill would also apply similar requirements to persons, as defined,
who use LPR technology and would additionally require, among other
things, disclosure to a law enforcement agency, only pursuant to a search
warrant, except as specified. The bill would require a law enforcement
agency that obtains data pursuant to the search warrant to notify the
person whose information is disclosed that his or her records have been
obtained. The bill would authorize a person whose information is sold
or disclosed in violation of these provisions to bring a civil action and
would entitle the person to recover any and all consequential and
incidental damages, including all costs and attorney’s fees.

Because the failure to comply with these provisions would constitute
an infraction under the Vehicle Code, the bill would also impose a
state-mandated local program, by creating a new crime.

(2) The California Constitution requires the state to reimburse local
agencies and school districts for certain costs mandated by the state.
Statutory provisions establish procedures for making that reimbursement.

This bill would provide that with regard to certain mandates no
reimbursement is required by this act for a specified reason.

With regard to any other mandates, this bill would provide that, if the
Commission on State Mandates determines that the bill contains costs
so mandated by the state, reimbursement for those costs shall be made
pursuant to the statutory provisions noted above.

Vote: majority. Appropriation: no. Fiscal committee: yes.
State-mandated local program: yes.

The people of the State of California do enact as follows:

1 SECTION 1. Section 2413.5 is added to the Vehicle Code, to
2 read:
3 2413.5. (a) (1) The Legislature finds and declares that state
4 and local law enforcement agencies, in addition to the Department
5 of the California Highway Patrol, have established vehicle theft
6 prevention, investigation, and apprehension programs. State and
7 local law enforcement agencies assist that department and federal
8 law enforcement agencies by participating in multijurisdictional
9 wvehicle theft investigations and by establishing programs to
10 improve the ability of law enforcement to combat vehicle theft..
11 (2) Except as provided in subdivision (c), a state or local law
12 enforcement agency may only use license plate recognition (LPR)

13 technology when its use complies with—aH—statutory—and

98
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eonstituttonal-requirements-and the requirements of subdivision
(b). ‘

(b) A state or local law enforcement agency that uses LP
technology shall comply with all of the following:

(1) Itshall retain license plate data captured by LPR technology
for not more than 60 days, except in circumstances when the data
is being used as evidence or for all felonies being investigated,
including, but not limited to, auto theft, homicides, kidnaping,
burglaries, elder and juvenile abductions, Amber Alerts, and Blue
Alerts.

(2) It shall not sell LPR data for any purpose and it shall not
make the data available to an agency or person that is not a law
enforcement agency or an individual who is not a law enforcement
officer. The data may be used by a law enforcement agency only
for purposes of locating vehicles or persons when either-are is
reasonably suspected of being involved in the commission of a
public offense.

(3) It shall monitor the internal use of LPR data to prevent its
unauthorized use.

(4) 1t shall adopt a privacy policy to ensure that personally
identifiable information is not unlawfully disclosed.

(5) It shall conspicuously post the privacy policy on the agency’s
Internet Web site.

(6) Itshall report annually its LPR practices and usage, including
the number of LPR data disclosures, a record of the agencies to
which data was disclosed and for what purpose, and any changes
in policy that affect privacy concerns to the state or local agency
that governs the law enforcement agency.

(c) This section applies to all state and local law enforcement
agencies, other than the Department of the California Highway
Patrol, which is subject to Section 2413. ‘

SEC. 2. Section 2413.7 is added to the Vehicle Code, to read:

2413.7. (a) A person, other than a state and local law
enforcement agency, shall comply with

fatt t subdivision (b) when using license
plate recognition (LPR) technology. As used in this section, a
“person” has the same meaning as defined in Section 470.

(b) A person who uses LPR technology shall comply with all

of the following:

98
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1
2
3
4
5
6
7
8

9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40

(1) The person shall retain license plate data captured by LPR
technology for not more than 60 days.

(2) The person shall not sell LPR data for any purpose and shall
not make the data available to an agency or person that is not a
law enforcement agency or an individual who is not a law
enforcement officer.

(3) Fhe-Except as provided in subparagraph (4), the person
shall make data available to a law enforcement agency only
pursuant to a search warrant. Absent a provision in the search
warrant to the contrary, the law enforcement agency shall
immediately, but in any event within-netdess no more than five
days, notify the person whose information has been disclosed that
his or her records have been obtained and shall provide that person
with a copy of the search warrant and the identity of the law
enforcement agency or law enforcement officer to whom the
records were provided.

(4) The person shall allow a peace officer, as defined in Section
830.1 or 830.2 of the Penal Code, when conducting a criminal or
traffic collision investigation, to obtain personally identifiable
information of a person if the officer has good cause to believe
that a delay in obtaining this information by secking a search
warrant would cause an adverse result as defined in paragraph (2)
of subdivision (a) of Section 1524.2 of the Penal Code.

(5) The person shall monitor the internal use of LPR data to
prevent its unauthorized use.

(6) The person shall adopt a privacy policy to ensure that
personally identifiable information is not unlawfully disclosed.

(7) The person shall conspicuously post the privacy policy on
its Internet Web site. -

(8) The person shall report annually its LPR practices and usage,
including the number of LPR data disclosures, a record of the law
enforcement agencies or peace officers to which data was disclosed
and for what purpose, and any changes in policy that affect privacy
concerns to the Department of Justice.

(c) A person whose information is sold or disclosed in violation
of this section may bring a civil action and shall be entitled to
recover any and all consequential and incidental damages,
including all costs and attorney’s fees.

SEC. 3. No reimbursement is required by this act pursuant to
Section 6 of Article XIIIB of the California Constitution for certain

98
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costs that may be incurred by a local agency or school district
because, in that regard, this act creates a new crime or infraction,
eliminates a crime or infraction, or changes the penalty for a crime
or infraction, within the meaning of Section 17556 of the
Government Code, or changes the definition of a crime within the
meaning of Section 6 of Article XIIIB of the California
Constitution.

Howeyver, if the Commission on State Mandates determines that
this act contains other costs mandated by the state, reimbursement
to local agencies and school districts for those costs shall be made
pursuant to Part 7 (commencing with Section 17500) of Division
4 of Title 2 of the Government Code.

98
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MEMORANDUM

DATE: December 29, 2011 Novato Police Department
’ 909 Machin Avenue

. . . / ‘ Novato, CA 94945
TO: Joseph M. Kreins, Chief of Policé / (415) 897-436]

, FAX (415) 898-5344
www,ci.novato.ca.us

FROM: James Berg, Captain, Operations Divisj

Joseph M.Kreins
Chief of Police

SUBJECT: Recommendations for Purchase of Vigilant Video ALPR

On November 9, 2010, the Novato City Council passed Resolution No. 81-10, accepting a State
Cops Grant of approximately $100,000. As part of the Resolution, the police department identified a
number of items to be purchased from those funds. This included Automatic License Plate Reader
(ALPR) systems.

The department put together a committee to research and test potential ALPR systems. The
committee members included Sgt. Jay Demksi, Sgt. Sasha D’ Amico, Sgt. Sophie Winter, Officer
Chris Jacob and Officer Nick Conrad. The potential vendors identified by the committee included:

PIPS (Federal Signal)
Vigilant Video
ELSAG

Genetec

PlateScan

Motorola

In March 2011, the police department issued an RFQ to the above listed vendors. All vendors, with
the exception of Motorola, submitted proposals. The committee members reviewed the proposals and
based on a variety of reasons narrowed the potential vendors to PIPS and Vigilant Video. Please see
Sgt. Demski’s memorandums for details of their review. Additionally, I personally had lengthy
conversations with the representatives of the various vendors at both the COPS West and the
FBINAA conferences. Based on the information learned during these meetings, I am also supportive
of the committee’s recommendation to narrow the potential vendors to PIPS and Vigilant Video.

During the months of September and October 2011, the department was provided with “test” units
from the two vendors. At the conclusion of each testing period Sgt. Demski provided an overview
memorandum of each product. The “pros/cons” of each product were detailed in the memorandums.

(See attached).

On November 10,2011, Sergeant Demski submitted a memorandum indicating that the committee’s
final recommendation is the Vigilant Video system. In addition to the superior functionality of the
Vigilant Video system, another contributing reason for the committee’s recommendation is the fact
that the Marin County Sheriff’s office already has an active Vigilant Video ALPR unit on the vehicle
assigned to the County Auto Theft Investigator, Detective Jerrod Kansanback. The County has
offered to allow Novato PD to utilize their existing ALPR server. This will provide significant
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hardware savings to Novato PD that would not be realized with other vendors. In addition, it will
provide for a more robust database that will be the basis of a common ALPR system in the County.
That value cannot be underestimated. The ability for officers and detectives to data mine ALPR
databases has solved numerous serious crimes across the nation. It is believed that a common ALPR
database used throughout Marin County will aid in local investigations.

During our review and testing of the various ALPR systems we were informed that Detective Jerrod
Kansanback had submitted a request to purchase three ALPR systems as part of the most recent State
Homeland Security Grant Program. The request was to provide an ALPR system to San Rafael
Police, Novato Police and an additional unit to Marin County SO. The ALPR vendor identified in
Det. Kansanback’s proposal was Vigilant Video. On September 23, 2011, the funding committee
approved the ALPR proposal. The grant provided a 4-camera system for each agency. The caveat to
the grant was that the ALPR system had to be Vigilant Video as the County’s server is already
designed for that vendor. It would be too cost prohibitive to incorporate another vendor within the
existing server.

On December 1, 2011, I received notification from Detective Kansanback that the State had
approved the funding of the three ALPR systems. On December 15, 2011, representatives of Marin
County SO, San Rafael PD, Novato PD and Vigilant Video met to discuss the ALPR systems. A
variety of topics were discussed, including the fact that the grant funded systems cannot be purchased
until mid January, 2012. It was agreed that further discussions will take place regarding Marin
County SO hosting the server and all the data, or allowing Vigilant Video to host the server and
database information at no additional cost to any of the agencies.

When the State Cops Grant Resolution was presented to City Council in November, 2010, the intent
of staff was to purchase two 4-camera systems. All of the proposals from the various vendors were
for two 4-camera systems. With the approval of the State Homeland Security Grant it is only
necessary to purchase one 4-camera system, thus saving State COPS monies for other projects.
Further discussions with the representatives of Vigilant Video led to the following recommendation:
Purchase one 4-camera Vigilant Video system, but include a second digital signal processor. This
will allow the department to split the 4-camera system into two 2-camera systems. The State
Homeland Security Grant will provide for another 4-camera system. That will be installed as a 4-
camera system, thus complying with the State Homeland Security Grant. With this recommendation
Novato PD will have a total of three patrol vehicles with ALPR systems, one 4-camera system and
two 2-camera systems.

Attached you will find a quote for the purchase of the State Cops grant funded Vigilant Video
system. This quote includes the second processor and the installation costs. Because this is funded
through Novato PD’s State Cops grant it is not necessary to wait until mid-January, 2012.
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Lehr Auto Electric

4707 Northgate Blvd. LEHR AUTO

Sacramento, California 95834

Electric & Emergency Equi) t
(P) 916-646-6626 (F) 916-646-6656 halihadite ¥ sguipmer
Attention: Novato Police Date 12/15/2011
Project Name: Novato/Marin County : Quote Number: J-S-0006-07

PROJECT QUOTATION

We at Lehr Auto Electric are pleased to quote the following systems for the above referenced project:

Model # Description

(lt;l Mobile LPR SYS-1 CarDetector - DSP Based Mobile LPR 4-Camera System

CDMC4PA2233 Software Includes:

* Includes CarDetector software application, MDC Viewer application & OCR engines
® Includes Camera control package, Hot-List Management & reporting capabilities

* CarDetector Mobile LPR Software Version 5.0

Hardware Includes:
* Includes solid state 4-channel DSP, Unit (No Moving Parts)
* System Shall have Single Point Power Connection w/ SAE certified Wiring Harness
® Permanent SAE rated wiring harness (Direct To battery)
¢ Field Installed Garmin GPS Receiver
¢ Includes Qty=2 Combination IR / Color LPR Camera - 25mm Lens Package
* Includes Qty=2 Combination IR / Color LPR Camera - 35mm Lens Package

n TRNG-CDMS | Vigilant Video's End User Staff Training for CarDetector Mobile System & LEARN
* Vigilant Video certified technician to visit site for up to 4 hours
* Training to include set up, configuration and demonstration of all product features

) DSP Kit Dsp Kit with min-star kit
) Install LAbor Install ALPR 4 camera System
¢)) tax TAX @ 8.75
9)) 3 Year Warranty |3 year hardware warranty
(2) |Mounting bracket |Mounting bracket for light bar TBD
TBD
NOTES:

1. All prices are quoted in USD and will remain firm and in effect for 60 days.

2. Central compute resource hardware sold separately unless explicitly stated above.

3. Complete system to be delivered within 30 days of AOR (After Receipt of Order).

4. Orders requiring immediate shipment may be subject to a 15% QuickShip fee.

5. No permits, start-up, installation, and or service included in this proposal unless explicitly stated above.

6. Start Up and Training services are exclusive of travel costs - Cost to be borne BY OTHERS.

7. Two (2) year warranty on all hardware components / Ninety (90) days warranty on all software components.
8. Compatibility with Vigilant Video hardware/software to be confirmed prior to sale.

9. Compliance to local codes neither guaranteed nor implied.

10. Software is manufactured under strict Vigilant Video standard.

11. All orders subject to credit acceptance by Vigilant Video management,

12. This Quote is provided per our conversation & details given by you - not in accordance to any written specification.
13. This Quote does not include anything outside the above stated bill of materials.

Quoted by: Jim Stommel Phone: 916-646-6626 Email: jim@lehrauto.com
Total Price {Excluding sales tax): $24,788.21
Accepted By: Date: | P.O.#
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Lehr Auto Electric

4707 Northgate Blvd. LEHR AU"'o

Sacramento, California 95834

Electric & rgenc
(P) 916-646-6626 (F) 916-646-6656 tric § Eme y Equipment
Attention: Novato Police Date 12/15/2011
Project Name: Novato/Marin County Quote Number: J-8-0006-07

PROJECT QUOTATION

We at Lehr Auto Electric are pleased to quote the following systems for the above referenced project:

Qty Model # Description

0y Mobile LPR Sys.1 | CarDetector - DSP Based Mobile LPR 4-Camera System

CDMC4PA2233 Software Includes:
* Includes CarDetector software application, MDC Viewer application & OCR engines

* Includes Camera control package, Hot-List Management & reporting capabilities
® CarDetector Mobile LPR Software Version 5.0

Hardware Includes:
* Includes solid state 4-channel DSP Unit (No Moving Parts)
* System Shall have Single Point Power Connection w/ SAE certified Wiring Harness
* Permanent SAE rated wiring hamess (Direct To battery)
¢ Field Instalied Garmin GPS Receiver
¢ Includes Qty=2 Combination IR / Color LPR Camera - 25mm Lens Package
¢ Includes Qty=2 Combination IR / Color LPR Camera - 35mm Lens Package

) TRNG-CDMS ' |Vigilant Video's End User Staff Training for CarDetector Mobile System & LEARN
* Vigilant Video certified technician to visit site for up to 4 hours
* Training to include set up, configuration and demonstration of all product features

¢)) DSP Kit Dsp Kit with min-star kit
2) Install LAbor Install ALPR 4 camera System
) tax TAX @ 8.75
) 3 Year Warranty |3 year hardware warranty
(2) |Mounting bracket |Mounting bracket for light bar TBD
TBD
NOTES:

1. All prices are quoted in USD and will remain firm and in effect for 60 days.

2. Central compute resource hardware sold separately unless explicitly stated above.

3. Complete system to be delivered within 30 days of AOR (After Receipt of Order).

4, Orders requiring immediate shipment may be subject to a 15% QuickShip fee.

5. No permits, start-up, installation, and or service included in this proposal unless explicitly stated above.

6. Start Up and Training services are exclusive of travel costs - Cost to be borne BY OTHERS.

7. Two (2) year warranty on all hardware components / Ninety (90) days warranty on all software components.
8. Compatibility with Vigilant Video hardware/software to be confirmed prior to sale.

9. Compliance to local codes neither guaranteed nor implied.

10. Software is manufactured under strict Vigilant Video standard.

11. All orders subject to credit acceptance by Vigilant Video management.

12. This Quote is provided per our conversation & details given by you - not in accordance to any written specification.
13. This Quote does not include anything outside the above stated bill of materials.

Quoted by: Jim Stommel Phone: 916-646-6626 Email: jim@lehrauto.com
Total Price (Excluding sales tax): $24,788.21
Accepted By: Date: ' P.O. #
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MEMORANDUM

DATE: March 7", 2012
Novato Police Department
TO: J. McCarthy, Lieutenant, Patrol Bureau 909 Machin Avenue
Novato, CA 94945
_ . (415) 897-4361
FROM: J. Demski, Sergeant, Patrol Bureau, Squad C FAX (415) 898-5344
www,ci.novato.ca.us
SUBJECT:  ALPR Training Plan for Patrol Joseph M. Kreins
. Chief of Police

Prior to system use by patrol officers, ALPR training will be completed. This will occur at patrol
shift briefings and will be conducted by members of the ALPR Team. The ALPR training plan

for patrol consists of the following:

1. NPD ALPR Powerpoint presentation — system overview, key points, operational
knowledge, report writing considerations

2. Hands-on demonstration of equipment following the above presentation

3. Opportunity to ask presenter questions

Additionally, Patrol Officers will be instructed to contact an ALPR Team member directly should
they have any future questions or concerns. Subsequent to briefing trainings, additional
necessary ongoing training (new hires, etc.) will be conducted one-on-one with one of the ALPR
Team members.
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James Berg

From: Steve Adair [steve@LEHRAUTO.com]
Sent: Tuesday, February 21, 2012 2:03 PM
To: James Berg
Subject: RE: Comments to Vigilant Video License
Capt Berg,

| am sitting next to Randy right now. He said “ he will waive the 4500 user site license fee” because thisisa Marin
county purchase {(grant).

The only ongoing cost for the department will be 500 per camera per year after the first year from start up and
commissioning .

Thank you,

Steve Adair

Lehr Auto Electric & Emergency Equipment
Pursuit North

Fleet Sales Manager
4707 Northgate Blvd
Sacramento, CA 95834

Toll free 800.982.8468 ext 17
\Tell 916.267.5547

fax: 916.646.6656
steve@lehrauto.com
www.lehrauto.com

"Delivered as Promised"

From: James Berg [mailto:jberg@novato.org]
Sent: Tuesday, February 21, 2012 1:54 PM

To: Steve Adair

Subject: RE: Comments to Vigilant Video License

hank you Steve.

an you confirm under #11 that we ar being charged the ite license fee. It was my understanding that it was waived as
it of the agreement that the County of Marin had with Vigilant Video on the Homeland Security grant that they were
rarded (that is not this purchase). I beleive that Randy said he would honor the waiver of the sitre license fee on this
‘chase, which is not funded by the Homeland Security Grant.

1: Steve Adair [steve@LEHRAUTO.com]

1 Tuesday, February 21, 2012 11:21 AM
imes Berg

«ct: RE: Comments to Vigilant Video License
1 Berg,

» the answers to the gquestions the department had.

22338



"Delivered as Promised"

From: James Berg [mailto:jberg@novato.org]

Sent: Wednesday, February 15, 2012 12:26 PM

To: steve@LEHRAUTO.com; randy@vigilantvideo.com
Subject: RE: Comments to Vigilant Vidio License

Hello Steve and Randy,
I wanted to confirm that you got my email from the 7th.

Capt. Berg

From: James Berg
Sent: Tuesday, February 07, 2012 1:48 PM

To: steve@LEHRAUTO.com; randy@vigilantvideo.com
Subject: FW: Comments to Vigilant Vidio License

Hello Steve and Randy,

I apologize for not getting back to your sooner. I had knee surgery and I am still at home recurperating.
I will be out for another 4 weeks or so. Attached to this email you will see the comments from our City
Attorney regarding the license agreement. As opposed to me trying to "rephrase" her questions I am just
going to forward to you directly the questions. Would you be so kind as to provide me with reponses to
the questions. Some of the answers may be obvious, but whatever you can do to provide a response

would be greatly appreciated.
Capt. Jim Berg

From: Valerie Pistole [vpistole@walterpistole.com]
Sent: Monday, January 30, 2012 4:52 PM

To: James Berg
Subject: Comments to Vigilant Vidio License

Dear Captain Berg:

Attached please find my comments to the License Agreement. Please feel free to call
me with any questions that you have.

Valerie Pistole

Walter and Pistole
Attorneys at Law

670 W. Napa St., Suite F
Sonoma, CA 95476

(707) 996-9690

(707) 996-9603 (fax)
vpistole@walterpistole.com

Information from ESET NOD32 Antivirus, version of virus signature database 6841
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From: Jay Demski <jdemski@novato.org>

To: Steve Adair <steve@LEHRAUTO.com>
Sent: Wed, Feb 22, 2012 01:11:36 GMT+00:00
§ubject: NPD ALPR

Howdy...what's the latest with the equipment we ordered (purchase order # 20372). | heard it might have been
delivered already? Thx
D

Sergeant J. Demski
Novato Police Department
jdemski@novato.org

909 Machin Ave
Novato CA 94945

415.897.4361 (main)
415.898.5344 (fax)

NOTICE: The information contained in this email and any document atlached hereto is intended only for the named recipieni(s). If you are not the inlended
recipient, nor the employee or agent responsible for delivering this message in confidence to the intended recipient(s). you are hereby notified that you have
received this fransmittal in error. and any review, dissemination. distribution or copying of this transmittal or its attachments is strictly prohibited. If you have
received this transmitlal and/or attachments in error, please notify me immediately by reply e-mail and then delete this message, including any attachments.
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