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BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

The County of Albemarle Police Department

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _County of Albemarle
Police Department , hereinafter referred to as the “parties”, is to memorialize the
parties’ understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing muitiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The _County of Albemarle Police Department has instituted state-of-the-art license
plate screening technology from mobile and fixed sites. The vendors provide software
and screening devices that have the capability of scanning license plates and searching
a local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the _ County of Albemarle Police Department under the authority provided by an MOU
executed between the FBl and Department of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/VCIN

system of records.
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the _ County of Albemarle Police Department .

A. The Department of State Police will:

1. Provide the __County of Albemarle Police Department with extracts from
the NCIC/VCIN Vehicle File, License Plate File, and vehicle information in
the Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _County of Albemarle Police
Department _;

4. Provide the _ County of Albemarle Police Department with the name and
telephone number of a technical and an administrative point of contact.

B. The County of Albemarle Police Department will:

1.  Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from ali local databases;

3.  Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4, Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _ County of Ailbemarle Police Department will be subject
to the FBI and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which allow each to perform this service under current

funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settiement.

8. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.
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. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

. For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work
shifts.

. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

. NCIC/N/CIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader

machines.

. Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the

above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be
unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the

parties’ authorized representatives.

C. Either party may terminate this MOU upon 30-day written notification to the other

party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3.  All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10.  This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the __County of Albemarle Police Department .

For the Commonwealth of Virginia, Department of State Police:

C 7 /::’} . /(/;/'/:V/?”/ AUEEOSEV &,
Captain Thomas W. Turner Date

Division Commander
Criminal Justice Information Services Division
Virginia Department of State Police

For The County of Albemarle Police Department

Date
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REVISED
MEMORANDUM OF UNDERSTANDING

BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARMENT OF STATE POLICE

AND

THE CITY OF ALEXANDRIA, VIRGINIA
POLICE DEPARTMENT

GENERAL PROVISIONS

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the City of Alexandria Virginia Police
Department; hereinafter referred to as the "parties," is to memorialize the parties understanding
regarding the transmitting, receiving, and storage of information contained in the National Crime
Information Center (NCIC) system of records.

2. BACKGROUND:. The FBI maintains the NCIC system of records containing multiple files.
Two of the files, the Vehicle File and License Plate File, contain information relating to stolen
vehicles, vehicles wanted in conjunction with felonies, and vehicles subject to seizure based on
federal court orders. Additionally, information relating to vehicles in association with wanted
persons is contained in the Wanted Person File. The Department of State Police, Criminal
Justice information Services (CJIS) Division serves as the Criminal Justice Information Services
System Agency (CSA) for the FBI and as such is responsible for the retention and transfer of
information for the Virginia Criminal Information Network databases and those sent to the FBI
CJIS Division. The Department of State Police as the CSA is responsible for the compliance
with all FBI policies related to the aforementioned files in National Criminal Information Center
(NCIC) and VCIN.

The Alexandria Police Department has instituted state-of-the-art license plate screening
technology from mobile and fixed sites. The vendors provide software and screening devices
that have the capability of scanning license plates and searching a local database loaded into a
patrol vehicle computer or other location controlled by the agency. Data is provided only to the
law enforcement agency, not the vendor. Consequently, your law enforcement agency has
requested that the Commonwealth of Virginia, Department of State Police obtain relatively
current information from the NCIC files in order to compare scanned numbers against stolen
license plates.

3. AUTHORITY: The Depariment of State Police has authority to enter into this MOU with the
Alexandria Police Department under the authority provided by an MOU executed between the
FBI and Department of State Police dated December 12, 2005. This authority is to transfer,
receive and store records contained in NCIC/VCIN system of records.

4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC Vehicle
File, License Plate File and Wanted Person File to the Department of State Police and made
available under acceptable protocols established by the Depariment of State Police to the
Alexandria Police Department.
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A. The Department of State Police will:

1.

Provide the Alexandria Police Department with extracts from the NCIC//CIN Vehicle
File, License Plate File and vehicle information in the Wanted Person File;

Provide updated extract information on a mutually agreed to frequency,
Respond to specific inquiries from the Alexandria Police Department; and

Provide the Alexandria Police Department with the name and telephone number of a
techriical and an administrative point of contact.

B. The Alexandria Virginia Police Department will:

1.

2.

Use the NCIC extracts for law enforcement purposes only;

Update its local database as FBI and Department of State Police updates become
available ensuring that those numbers deleted from the NCIC//CIN system are also
deleted from all local databases;

Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable opportunity in
accordance with current hit confirmation policy; and

Provide the Department of State Police with the name and telephone number of a
technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support. Each
party will fund its own activities unless otherwise agreed in writing. Expenditures to provide this
service to the Alexandria Police Department will be subject to the FBI and State Police
budgetary processes and availability of funds pursuant to applicable laws and regulations which
allow each to perform this service under current funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be limited to
extracts from the NCIC/VCIN Vehicle File, License Plate File and vehicle information in the
Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or relating
to this MOU will be resolved only by consultation between the parties to include the FBI and will
not be referred to any other person or entity for settlement.

8. SECURITY:

A.

It is the intent of the parties that the transfer of information described under this MOU will be

conducted in accordance with NCIC/VCIN Operating and Security Policies to include end to
end encryption for CJIS data transport, and appropriate use of two factor access
authentication.

Dissemination of this information is authorized only in accordance with existing law and
NCIC/VCIN Operating and Security Policies.
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C. All extract information transferred for the purposes of this project will be maintained in
secure locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate reader project; a locked law
enforcement vehicle is considered a secure location during normally assigned work shifts.

E. An office environment is orly considered a secure environment if the area is within a secure
law enforcement facility, such as a police agency building or precinct office. A secure facility
is further defined as having security measures such as locks and alarms employed at the
facility to prevent unauthorized access and unauthorized entry.

F. NCICNCIN File extracts may be stored on portable electronic media such as USB “Thumb”
Drives, Flash Drives, Compact Disks, Digital Video Disks, Jump Drives for the sole purpose
of transferring file extract information to the license plate reader machines.

G. Upon transfer of NCIC/VCIN extract information to the license plate reader machine, all
NCIC/NCIN file extract information and or non-reusable media will be destroyed. Any
NCIC/NCIN file extract information transferred to reusable electronic media will be
destroyed, deleted or erased from the electronic media to prevent any unauthonzed access
to that information due to theft, loss or any similar event. : A

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the above-
described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security provisions
relating to the use of any NCIC/VCIN file extract information; suspension or termination
of access to file extract information will occur immediately and continue until the issue is
resolved or otherwise proved to be unfounded.

2. The suspension of access or termination will be determined upon the sole discretion of
the CJIS System Officer, identified as the CJIS Division Commander; or CJIS System
Agency, Information Security Officer, identified as the CJIS Division VCIN Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the parties’
authorized representatives.

C. Either party may terminate this MOU upon 30-days written notification to the other party.

D. This MOU may terminate as a result of action of the FBI; independent of any agreement
between the parties as a result of termination of the agreement between the Department of
State Police and the FBI since these file extracts are being provided by the FBI and is governed
by their continued approval. Such notice will be the subject of immediate consultation by the
parties to decide upon the appropriate course of action. In the event of such termination, the
following rules apply:

1. The parties will continue participation, financial or otherwise, up to the effective date of
termination.

2. Each party will pay the costs it incurs as a result of termination.
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3. All Project information, copies thereof, and rights therein received under the provisions of
this MOU prior to the termination will be destroyed within six months of the termination of

this MOU.

10. This MOU, which consists of ten Sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed, to
create any right or benefit, substantive or procedural, enforceable at law or otherwise by any
third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Commonwealth of Virginia,
Department of State Police and the City of Alexandria, Virginia Police Department.

For the Commonwealth of Virginia, Department of State Police:

(. \C.. /\DMQ?,[Q_ 3"3' o6
Captain W. Ken Paul, Jr. 4 Date

Division Commander
Criminal Justice Information Services Division
Virginia Department of State Police

For the City of Alexandria, Virginia Police Department:

Cofree ., 2285

Chief Charles E. Samarra ' Date
Alexandria Police Department
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

ARLINGTON COUNTY POLICE DEPARTMENT

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the Arlington County Police
Department, hereinafter referred to as the “parties”, is to memorialize the parties’
understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject {o seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves. as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center
(NCIC) and VCIN.

The Arlington County Police Department has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the Arlington County Police Department under the authority provided by an MOU
executed between the FBI and Department of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/VCIN
system of records.
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4. SCOPE: This MOU applies to the FBl's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the Arlington County Police Department.

A. The Department of State Police will:

1. Provide the Arlington County Police Department with extracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the
Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;
3. Respond to specific inquiries from the Arlington County Police Department;

4. Provide the Arlington County Police Department with the name and
telephone number of a technical and an administrative point of contact.

B. The Arlington County Police Department will:
1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FB! and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3.  Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the Arlington County Police Department will be subject to the
FBl and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which allow each to perform this service under current
funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/NCIN Vehicie File, License Plate File, and vehicle
information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

8. SECURITY:
A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to

include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.
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Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work
shifts.

An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facllity is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines. '

Upon transfer of NCIC//CIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file exfract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A

All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be

unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN
Lieutenant.

This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

Either party may terminate this MOU upon 30-day written notification to the other
party.

3
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be desfroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the Arlington County Police Department.

For the Commonwealth of Virginia, Department of State Police:

J——
‘7’2/ /e ome— z2-//-0F

Captain Thomas W. Turner Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For Arlington County Police Department

%50,;’ Z-5-0%

M. Douglas Scott Date
Chief of Police
Arlington County Police Department
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

The Augusta County Sheriff's Office

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _Augusta County
Sheriff's Office , hereinafter referred to as the “parties”, is to memorialize the parties’
understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The _Augusta County Sheriff's Office has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the _Augusta County Sheriffs Office under the authority provided by an MOU
executed between the FBI and Department of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/VCIN
system of records.
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the _Augusta County Sheriff's Office .

A. The Department of State Police will:

1. Provide the _Augusta County Sheriffs Office with extracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the
Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _Augusta County Sheriff's Office ;

4. Provide the _Augusta County Sheriff's Office  with the name and telephone
number of a technical and an administrative point of contact.

B. The _Auqusta County Sheriff's Office  will:

1.  Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3.  Confirm extract hits are still active in NCIC/VVCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _Augusta County Sheriff's Office  will be subject to the FBI
and State Police budgetary processes and availability of funds pursuant to applicable
laws and regulations which allow each to perform this service under current funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settiement.

8. SECURITY:
A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to

include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.
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B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

C. All extract information transferred for the purposes of this project will be maintained
in secure-locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.

E. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized
entry.

F. NCICN/CIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

G. Upon transfer of NCIC//CIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be
unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN
Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

C. Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3.  All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,

-employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the _Augusta County Sheriff’'s Office .

For the Commonwealth of Virginia, Department of State Palice:

C > LDC%“,;;Q £/ /0

Captain Thomas W. Turner te
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For _The Augusta County Sheriff's Office

Randall D. Fisher {Sheriff)
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

The Bedford County Sheriff's Office

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _Bedford County
Sheriff's Office , hereinafter referred to as the “parties”, Is to memorialize the parlies’
understanding regarding the transmilling, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing muitiple
files. Two of the files, the Vehicle File and License Plate Fils, contain information
relaling to stolen vehiclas, vehicles wanted in conjunction with felonies, and vehicles
subjsct to seizure based on federal court orders. Additionally. information relating to
vehicles in association with wanted persons is contained in the Wanted Person Flle.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, Is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FB| CJIS Division. The
Department of State Police, as the CSA, Is responsible for the compliance with all FB!
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The _Bedford County Sheriff's Office has instituted stale-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded Into a patrol vehlcle computer or other location controlied by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consgequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files In order to compare scanned numbers against stolen licenss plates.

AUTHORITY: The Department of State Police has suthority to enter into this MOU with
the _Bedford County Sherlff's Office under the authority provided by an MOU executed
between the FBI and Department of State Police dated December 12, 2005. This
authority is to transfer, receive, and store records contained in the NCIC/VCIN system

of records.
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC

5.

Vehicle File, Licensse Plats File, and Wanted Person File to the Department of State
Police and Is mede available under acceptable protocols established by the Department
of State Police to the Bedford County Sheriff's Office .

A, The Department of State Police will:

1. Provide the _Bedford County Sheriff's Qffice  with extracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the

Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _Bedford County Sherlff's Office ;

4,  Provide the Badford County Sheriffs Office  with the name and tslsphone
number of a technical and an administrative point of contact.

B. The Bedford County Sheriffs Office will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local databass as FBI and Dspartment of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3. Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opporiunlty in accordance with current hit confirmatlon pollcy;

4. Provide the Department of Stale Police with the name and telephone
number of a technical and an administrative point of contact.

FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _Bedford County Sheriff's Office  will be subjact to the FBI
and State Police budgetary processes and availability of funds pursuant to applicable
laws and regulations which allow sach to psrform this service under current funding.

DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracls from the NCIC/NCIN Vehicle Fila, Licanse Plate File, and vehicle

information in the Wanted Person Flle.

SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlament.

SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/A/CIN Operating and Security Policies to
Include end-to-end encryption for CJIS data transport and appropriate use of two-

factor access authentication,
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Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

All extract information transferred for the purposes of this project will be maintained
in secure locations as Is required for all NCINAVCIN terminals.

For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.

An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

antry.

NCIC/VCIN File extracts may be stored on portable electronic media such as USB
‘“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drlves
for the sole purpose of transferring file extract information to the license plate reader

machines.

Upon transfer of NCICA/CIN extract information to the license plate reader machins,
all NCICACIN file extract information and or non-reusable media will be destroyed.
Any NCICN/CIN file extract information transferred to reusable electronic media will
be destroyed, delsted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A.

B.

C.

All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating fo the use of any NCICNCIN file extract Information,
suspension or termination of access to file extract information will occur
immaediately and continue until the issue is resolved or otherwise proved to be

unfounded.

2. The suspension of access or termination will be determined upon the sols
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or C3A, Information Security Officer, identified as the CJIS Division VCIN

Lieutenant.

This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

Either party may terminate this MOU upon 30-day written notlfication to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the partles as a result of lermination of the agreement between
the Department of State Police and the FBI, since these file extracts are being

provided by the FB) and are governed by their continued approval. Such notice will
be the subject of immediate consuitation by the parties to decide upon the
appropriate course of action, In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the cosls it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination wlll be destroyed within six
months of the termination of this MOU,

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whethar amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwlse by
any third party against the parties, thelr parent agencies, the United Statss, or the officers,
employsss, agents, or other associated personnel thereof,

The foregoing represents the understandings raached between the Department of State Police
and the _Bedford County Sheriff's Office .

For the Commonwsalth of Virginia, Department of State Police

Captain Thomas W. Turner Dale
Division Commander
Crimina! Justice Information Services Division

Virginia Department of State Police

D
For The Badford County Shariff's Office

,ﬂ@ﬂnm j/aaff /o 14 - 1o
BW M/\J Sﬁt@,&f? Date
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

The Botetourt County Sheriff's Office

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Departiment of State Police and the _Botetourt County
Sheriff's Office , hereinafter referred to as the “parties”, is to memorialize the parties’
understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center
(NCIC) and VCIN.

The _Botetourt County Sheriff's Office  has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Departiment of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the _Botetourt County Sheriff's Office  under the authority provided by an MOU
executed between the FBI and Depariment of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/VCIN

system of records.

1
- 30292 -



4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the _Botetourt County Sheriff's Office .

A. The Department of State Police will:

1.  Provide the Botetourt County Sheriff's Oifice with extracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the
Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _Botetourt County Sheriff's Office_;

4. Provide the Botetourt County Sheriff's Office with the name and
telephone number of a technical and an administrative point of contact.

B. The Botetourt County Sheriff's Office  will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3. Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _Botetourt County Sheriff's Office  will be subject to the FBI
and State Police budgetary processes and availability of funds pursuant to applicable
laws and regulations which allow each to perform this service under current funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to exiracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

8. SECURITY:

A. It is the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VVCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.
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B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/AV/CIN terminals.

D. For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.

E. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facllity is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

F. NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

G. Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/NCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be
unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN
Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

C. Either party may terminate this MOU upon 30-day written notfification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the _Botetourt County Sheriff's Office .

For the Commonwealth of Virginia, Department of State Police:

C XD D Z > Py

Captain Thomas W. Turner Date
Division Commander

Criminal Justice information Services Division

Virginia Department of State Police

For _The Botetourt County Sheriff's Office

ﬂia«éﬁé’// M /ARG~ /9

Date
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MEMORANDUM OF UNDERSTANDING

Eureau of Criminal \
/ investigation

BETWEEN
JuL 18 201
THE COMMONWEALTH OF VIRGINIA i ]
DEPARTMENT OF STATE POLICE | Virginia State Police 7

\, Headquarters

AND

The Caroline County Sheriff's Office

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _Caroline County
Sheriff's Office , hereinafter referred to as the “parties”, is to memorialize the parties’
understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI! maintains the NCIC system of records containing muitiple
files. Two of the files, the Vehicle File and License Plate File, contain information
refating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FB! CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The _Caroline County Sheriffs Office  has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the _Caroline County Sheriff's Office under the authority provided by an MOU
executed between the FBI and Department of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/VCIN

system of records.
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the _Caroline County Sheriff's Office .

A. The Department of State Police will:

1. Provide the Caroline County Sheriff's Office with exiracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the

Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _Caroline County Sheriff's Office ;

4. Provide the _Caroline County Sheriff's Office  with the name and telephone
number of a technical and an administrative point of contact.

B. The Caroline County Sheriff's Office will;

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC//CIN system are also deleted from all local databases;

3. Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4.  Provide the Departrhent of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _Caroline County Sheriff's Office will be subject to the FBI
and State Police budgetary processes and availability of funds pursuant to applicable
laws and regulations which allow each to perform this service under current funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

8. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-

factor access authentication.
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B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.

E. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a palice agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

F. NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader

machines.

G. Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/NCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resclved or otherwise proved to be

unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

C. Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the _Caroline County Sheriff's Office .

For the Commonwealth of Virginia, Department of State Police:

A, %/ - ZE

Captain Thomas W. Turner 4 / Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For The Caroline County Sheriff's Office

%%MZ TSI
./ 7 V4 ﬂ

/ Date
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

The Carroll County Sheriff's Office

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _Carroll County Sheriff's
Office , hereinafter referred to as the “parties”, is to memorialize the parties’
understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The _Carroll County Sheriff's Office  has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the _Carroll County Sheriff's Office  under the authority provided by an MOU executed
between the FBI and Department of State Police dated December 12, 2005. This
authority is to transfer, receive, and store records contained in the NCIC/VCIN system

of records.
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4.

5.

SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the _Carroll County Sheriff's Office .

A. The Department of State Police will:

1. Provide the Carroll County Sheriff's Office with extracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the
Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _Carroll County Sheriff's Office ;

4. Provide the _Carroll County Sheriff's Office  with the name and telephone
number of a technical and an administrative point of contact.

B. The Carroll County Sheriff's Office  will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3.  Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _Carroll County Sheriff’'s Office  will be subject to the FBI
and State Police budgetary processes and availability of funds pursuant to applicable
laws and regulations which allow each to perform this service under current funding.

DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consuitation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.
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B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.

E. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

F. NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

G. Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCICN/CIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be
unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN
Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

C. Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2.  Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personne! thereof.

The foregoing represents the understandings reached between the Department of State Police
and the _Carroll County Sheriff's Office .

For the Cornmonwealth of Virginia, Department of State Police:

M Ty P-20/9

Captain Thomas W. Turner Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

D
For The Carroll County Sheriff's Office

Aol PTT 7 /vt ) 2000

H wWarren f‘f\ar\-\m\c
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

City of Charlotiesville Police Department

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _City of Charlottesville
Police Department , hereinafter referred to as the “parties”, is to memorialize the
parties’ understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The __City of Charloftesville Police Department has instituted state-of-the-art license
plate screening technology from mobile and fixed sites. The vendors provide software
and screening devices that have the capability of scanning license plates and searching
a local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the _City of Charlottesville Police Department under the authority provided by an MOU
executed between the FBI and Department of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/VCIN

system of records.
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the __City of Charlottesville Police Department

A. The Department of State Police will:

1. Provide the _City of Chariottesville Police Department with extracts from
the NCIC/VCIN Vehicle File, License Plate File, and vehicle information in

the Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _City of Charloftesville Police
Department ;

4. Provide the _City of Charlottesville Police Department with the name and
telephone number of a technical and an administrative point of contact.

B. The _City of Charlottesville Police Depariment will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3.  Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4.  Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _City of Charlottesville Police Department will be subject
to the FBI and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which allow each to perform this service under current

funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

8. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
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include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.

Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work
shifts.

An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

NCIC/VCIN File extracts may be stored on portable electronic media such as USB
*Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jumnp Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A

All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be
unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

Lieutenant.

This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personns! thereof.

The foregoing repraesents the understandings reached betwsen the Dapartment of State Police
g g
and the City of Charlotissville Police Department
for the Commonwealth of Virginia, Depariment of State Polics
<i;;f2;;>627222;;zgg 5-2-20/0
Captain Thomas W. Turner Date

Division Commander
Criminal Justice Information Services Division
Virginia Department of State Police

For _City of Charloftesville Police Department

\ﬂvw@/}ﬁ&——/- 7)24 1o

Dat
Chief of Police e
Charlottesville Police Department
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARMENT OF STATE POLICE

AND
CITY OF CHESAPEAKE POLICE DEPARTMENT

GENERAL PROVISIONS

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the City of Chesapeake, Virginia
Police Department, hereinafter referred to as the "parties,” is to memorialize the parties
understanding regarding the transmitting, receiving, and storage of information contained in the
National Crime Information Center (NCIC) system of records.

2. BACKGROUND: The FBI maintains the NCIC system of records containing muitiple files.
Two of the files, the Vehicle File and License Plate File, contain information relating to stolen
vehicles, vehicles wanted in conjunction with felonies, and vehicles subject to seizure based on
federal court orders. Additionally, information relating to vehicles in association with wanted
persons is contained in the Wanted Person File. The Department of State Police, Criminal
Justice Information Services (CJIS) Division serves as the Criminal Justice Information Services
System Agency (CSA) for the FBI and as such is responsible for the retention and transfer of
information for the Virginia Criminal Information Network databases and those sent to the FBI
CJIS Division. The Department of State Police as the CSA is responsible for the compliance
with all FBI policies related to the aforementioned files in National Criminal Information Center
(NCIC) and VCIN,

The City of Chesapeake Police Department has instituted state-of-the-art license plate
screening technology from mobile and fixed sites.. The vendors provide software and screening
devices that have the capability of scanning license plates and searching a local database
loaded into a patrol vehicle computer or other location controlied by the agency. Data is
provided only to the law enforcement agency, not the vendor. Consequently, your law
enforcement agency has requested that the Commonwealth of Virginia, Department of State
Palice obtain relatively current information from the NCIC files in order to compare scanned
numbers against stolen license plates.

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with the
City of Chesapeake Police Department under the authority provided by an MOU executed
between the FBI and Department of State Police dated December 12, 2005. This authority is 1o
transfer, receive and store records contained in NCIC/VCIN system of records. ,

4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC Vehicle
File, License Plate File and Wanted Person File to the Department of State Police and made
available under acceptable pratocols established by the Department of State Police to the City
of Chesapeake Police Department.
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A. The Department of State Police will:

1.

Provide the City of Chesapeake Police Department with extracts from the NCIC/VCIN
Vehicle File, License Plate File and vehicle information in the Wanted Person File;

Provide updated extract information on a mutually agreed to frequency,
Respond to specific inquiries from the City of Chesapeake Police Department;

Provide the City of Chesapeake Police Department with the name and telephone
number of a technical and an administrative point of contact.

B. The City of Chesapeake Police Department will:

1.

2.

Use the NCIC extracts for law enforcement purposes only;

Update its local database as FBI and Depariment of State Police updates become
available ensuring that those numbers deleted from the NCIC/VCIN system are also
deleted from all local databases;

Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable opportunity in
accordance with current hit confirmation policy;

Provide the Department of State Police with the name and telephone number of a
technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this leve! of support. Each
party will fund its own activities unless otherwise agreed in writing. Expenditures to provide this
service to the City of Chesapeake Police Department will be subject to the FBI and State Police
budgetary processes and availability of funds pursuant to applicable laws and regulations which
allow each to perform this service under current funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be limited to
extracts from the NCIC/NCIN Vehicle File, License Plate File and vehicle information in the
Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or relating
fo this MOU will be resolved only by consultation between the parties to include the FBI and will
not be referred to any other person or entity for settlement.

8. SECURITY:

A ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Secunty Policies to
include end to end encryption for CJIS data transport, and appropriate use of two factor
access authentication. '

B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

C. All extract information transferred for the purposes of this p}oject will be maintained
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in secure locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate reader project; a locked law
enforcement vehicle is considered a secure location during normally assigned work
shifts.

E. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office. A
secure facility is further defined as having security measures such as locks and alarms
employed at the facility to prevent unauthorized access and unauthorized entry.

F. NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, Jump Drives for the
sole purpose of transferring file extract informaticn to the license plate reader machines.

G. Upon transfer of NCICN/CIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed. Any
NCIC/VCIN file exiract information transferred to reusable elecironic media will be
destroyed, deleted or erased from the electronic media to prevent any unauthorized
access to that information due to theft, loss or any similar event.

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All aclivities of the parties under this MOU will be carried out in accordance to the
above described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information;
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be
unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division
Commander; or CSA, Information Security Officer, identified as the CJIS Division
VCIN Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

C. Either party may terminate this MOUA'L!poh 30 day;s written notification to the other
party.

D. This MOU may terminate as a resuit of action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between the
Department of State Police and the FBI since these file extracts are being provided by
the FBI and is governed by their continued approval. Such notice will be the subject of
immediate consultation by the parties to decide upon the appropriate course of action. In
the event of such termination, the following rules apply:

1. The parties will continue participation, financial or otherwise, up to the effective
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date of termination.
2. Each party will pay the costs it incurs as a result of termination.

3. All Project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six months
of the termination of this MOU.

10. This MOU, which consists of ten Sections, will enter into effect upon the signature of both
parties, will be reviewed annuzally to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and shouid not be construed, to
create any right or benefit, substantive or procedural, enforceable at law or otherwise by any
third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the City of Chesapeake, Virginia Police Department.

For the Commonwealth of Virginia, Department of State Police:

R . / A o,
Captain Thomas W. Tumer. / Daté
Division Commander
Criminal Justice information
Services Division

Virginia Department of State Police

For the City of Chesapeake, Mirginia Police Department:

Colonel Richard A. Uyistice, Chief te
City of Chesapeakd/Police Department
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

County of Chesterfield Police Department

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU)} between the
Commonwealth of Virginia, Department of State Police and the _County of Chesterfield
Police Department , hereinafter referred to as the “parties”, is to memorialize the
parties’ understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center
(NCIC) and VCIN.

The _County of Chesterfield Police Department has instituted state-of-the-art license
plate screening technology from mobile and fixed sites. The vendors provide software
and screening devices that have the capability of scanning license plates and searching
a local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Vlrglma Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the County of Chesterfield Police Department under the authority provided by an MOU
executed between the FBI and Department of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/VCIN

system of records.
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4. SCOPE. This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the County of Chesterfield Police Department.

A. The Department of State Police will:

1. Provide the County of Chesterfield Police Department with extracts from
the NCIC/VCIN Vehicle File, License Plate File, and vehicle information in
the Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the County of Chesterfield Police
Department;

4. Provide the County of Chesterfield Police Department with the name and
telephone number of a technical and an administrative point of contact.

B. The County of Chesterfield Police Department will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3. Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _County of Chesterfield Police Department will be subject
to the FBI and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which allow each to perform this service under current

funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.
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8. SECURITY:

A.

It is the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.

Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work
shifts.

An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A.

All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be
unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN
Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the

parties’ authorized representatives.
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C. Either party may terminate this MOU upon 30-day written notification to the other
party,

D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other asscciated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the County of Chesterfield Police Department.

For the Commonwealth of Virginia, Department of State Police:

@M@Z«D 7/ #-0F"

Captain Thomas W. Turner Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For County of Chesterfield Police Department

C@\/\ e

Date

Colonel Thierry G
County of Chesterfield Police Department
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MEMORANDUM OF UNDERSTANDING

BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

Colonial Heights Police Department

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the Colonial Heights Police
Department, hereinafter referred to as the “parties”, is to memorialize the parties’
understanding regarding the fransmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The Colonial Heights Police Department has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealith of
Virginia, Départment of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the Colonial Heights Police Department under the authority provided by an MOU
executed between the FBl and Depariment of State Police dated December 12, 2005,
This authority is to transfer, receive, and store records contained in the NCIC/VCIN

system of records.
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC

5.

Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the Colonial Heights Police Department.

A. The Department of State Police will:

1. Provide the Colonial Heights Police Department with extracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the

Wanted Person File;
2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the Colonial Heights Police
Department;

4. Provide the Colonial Heights Police Department with the name and
telephone number of a technical and an administrative point of contact.

B. The Colonial Heights Police Department will:
1.  Use the NCIC extracts for law enforcement purposes only;

2.  Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC//CIN system are also deleted from all local databases;

3. Confirm extract hits are still active in NCIC/VVCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4.  Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the Colonial Heights Police Department will be subject to the
FBI and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which allow each to perform this service under current

funding.

DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle

information in the Wanted Person File.

SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include

the FBI and will not be referred to any other person or entity for settlement.

SECURITY:

A. Itis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/V/CIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication. - 30317 -
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Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals. '

For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.

An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

NCIC//CIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader

machines.

Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/V/CIN file extract information and or non-reusable media will be destroyed.
Any NCIC/N/CIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A.

All activities of the parties under this MOU will be carried out in accordance to the

above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/NCIN file exiract information,

suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be

unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

Lieutenant.

This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

Either party may terminate this MOU upon 30-day written notification to the other
party. :
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of términation of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six

months of the termination of this MOL).

10. This MOU, which consists of ten sections, will enter into effect upon the signature
of both parties, will be reviewed annually to determine whether amendments are
needed, and will remain in effect until terminated. This MOU is not intended, and
should not be construed, to create any right or benefit, substantive or procedural,
enforceable at law or otherwise by any third party against the parties, their parent
agencies, the United States, or the officers, employees, agents, or other associated

personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the Colonial Heights Police Department.

For the Commonwealth of Virginia, Department of State Police:

@@ é)% [~ 2& —/ 2

Captain Thomas W. Turner, Division Commander Date
Criminal Justice Information Services Division
Virginia Department of State Police

For the Colonial Heights Police Department:

1 oM Loz

Colonel JefftéfyW. Faries " IDate
Chief of Police

1/18/12
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MEMORANDUM OF UNDERSTANDING

/Bureat 66 @ﬁmmai
BETWEEN investigatte™
pEC 8 2010
THE COMMONWEALTHOF VIRGINIA —~ § ™ "~
DEPARTMENT OF STATE POLICE \ virginia Sisle Police
Y, Héadquaners

AND

City of Danville Police Department

ENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _City of Danville Police
Department , hereinafter referred to as the “parties”, is to memorialize the parties’
understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The _ City of Danville Police Department has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the _City of Danville Police Department under the authority provided by an MQU
executed between the FBI and Department of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/VCIN

system of records.
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the _ City of Danville Police Department

A. The Department of State Police will:

1.  Provide the City of Danville Police Department with extracts from the
NCIC/CIN Vehicle File, License Plate File, and vehicle information in the
Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _City of Danville Police Department ;

4. Provide the _City of Danville Police Department with the name and
telephone number of a technical and an administrative point of contact.

B. The City of Danville Police Department  will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Departiment of State Police updates
become available ensuring that those numbers deleted from the
NCIC/N/CIN system are also deleted from all local databases;

3.  Confirm extract hits are still active in NCIC//CIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _City of Danville Police Department _ will be subject to the
FBlI and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which allow each to perform this service under current
funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/N/CIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resclved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settiement.

8. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.
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B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate reader project, a locked law
enforcement vehicie is considered a secure location during normally assigned work
shifts.

E. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

F. NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

G. Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A, All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCICNCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be
unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

C. Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the _City of Danville Police Department .

For the Commonwealth of Virginia, Department of State Police:

s ﬁéé%ég 4220 /O

Captain Thomas W. Turner Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For _City of Danville Police Department

/A /LK/@MZZ B /M /22 7-/2

Date
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

Town of Drakes Branch Police Department

GENERAL PROVISIONS

PURPOSE:. The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _Town of Drakes
Branch Police Department | hereinafter referred to as the “parties”, is to memorialize
the parties’ understanding regarding the transmitting, receiving, and storage of
information contained in the National Crime Information Center (NCIC) system of

records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal information Center
(NCIC) and VCIN.

The _Town of Drakes Branch Police Department has instituted state-of-the-art license
plate screening technology from mobile and fixed sites. The vendors provide software
and screening devices that have the capability of scanning license plates and searching
a local database loaded into a patro! vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the Town of Drakes Branch Police Depariment under the authority provided by an MOU
executed between the FBI and Department of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/NCIN

system of records.
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the Town of Drakes Branch Police Department.

A. The Department of State Police will:

1. Provide the Town of Drakes Branch Police Depariment with extracts from
the NCIC/VCIN Vehicle File, License Plate File, and vehicle information in
the Wanted Person File;

2.  Provide updated extract information on a mutuaily agreed to frequency;

3. Respond to specific inquiries from the Town of Drakes Branch Police
Department;

4. Provide the Town of Drakes Branch Police Department with the name and
telephone number of a technical and an administrative point of contact.

B. The Town of Drakes Branch Police Department will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all iocal databases;

3. Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4,  Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the Town of Drakes Branch Police Department will be subject
to the FBI and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which allow each to perform this service under current

funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited fo extracts from the NCIC/VCIN Venicle File, License Plate File, and vehicle
information in the Wanted Person Fite.

7. SETTLEMENT OF DISPUTES. Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

8. SECURITY:
A. ltis the intent of the parties that the transfer of information described under this MOU

will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
facior access authentication.
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B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN QOperating and Security Policies.

C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.

E. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

F. NCIC/NVCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

G. Upon transfer of NCIC/VCIN extract information to the license plate reader machine,

' all NCIC/VCIN file extract information and or non-reusable media will be destroyed.

Any NCIC/VCIN file extract information transferred to reusable electronic media will

be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, ioss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be
unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN
Lieutenant.

B. This MOlUJ may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

C. Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1.  The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10.  This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the Town of Drakes Branch Police Department.

For the Commonwealth of Virginia, Department of State Police:

DLW Dren 2-//-09

Captain Thomas W. Turner Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For Town of Drakes Branch Police Department

A Hhornn JLLH 2- -9

Date

Chief Ira Thomas Galbreath
Town of Drakes Branch Police Department
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

The City of Emporia Police Department

ENERAL PROVISIONS

w———

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _City of Emporia Police
Department , hereinafter referred to as the “parties”, is to memorialize the parties’
understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The _City of Emporia Police Department has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the _City of Emporia Police Department under the authority provided by an MOU
executed between the FBI and Department of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/VCIN

system of records.
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the _City of Emporia Police Department .

A. The Department of State Police will:

1.  Provide the City of Emporia Police Depariment with extracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the

Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _City of Emporia Police
Department ;

4. Provide the _City of Emporia Police Department with the name and
telephone number of a technical and an administrative point of contact.

B. The _City of Emporia Police Department will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC//CIN system are also deleted from all local databases;

3. Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _City of Emporia Police Department will be subject to the
FBlI and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which allow each to perform this service under current

funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/NCIN Vehicle File, License Plate File, and vehicle

information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

8. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VVCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.
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Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.

An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Fiash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A

All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be
unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN
Lieutenant.

This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2.  Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six

months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the _City of Emporia Police Department .

For the Commonwealth of Virginia, Department of State Police:

(2D D D 2200

Captain Thomas W. Tumner Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For _The City of Emporia Police Depariment

M&J @/)3/[0

Date
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

Essex County Sheriff's Office

GENERAL PROVISIONS

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the Essex Sheriff's Office,
hereinafter referred to as the “parties”, is to memorialize the parties’ understanding
regarding the transmitting, receiving, and storage of information contained in the
National Crime Information Center (NCIC) system of records.

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The Essex Sheriffs Office has instituted state-of-the-art license plate screening
technology from mobile and fixed sites. The vendors provide software and screening
devices that have the capability of scanning license plates and searching a local
database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with
the Essex Sheriff's Office under the authority provided by an MOU executed between
the FBI and Department of State Police dated December 12, 2005. This authority is to
transfer, receive, and store records contained in the NCIC/VCIN system of records.
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the Essex Sheriff's Office.

A. The Department of State Police will:

1. Provide the Essex Sheriff's Office with extracts from the NCIC/VCIN Vehicle
File, License Plate File, and vehicle information in the Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;
3. Respond to specific inquiries from the Essex Sheriff's Office;

4. Provide the Essex Sheriff's Office with the name and telephone number of a
technical and an administrative point of contact.

B. The Essex Sheriff's Office will:
1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBl and Depariment of State Police updates
become available ensuring that those numbers deleted from the
NCIC//CIN system are also deleted from all local databases;

3. Confirm extract hits are still active in NCIC/VVCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4.  Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the Essex Sheriff's Office will be subject to the FBI and State
Police budgetary processes and availability of funds pursuant to applicable laws and
regulations which allow each to perform this service under current funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resclved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

8. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.
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Dissemination of this information is authorized only in accordance with existing law
and NCIC/VVCIN Operating and Security Policies.

All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.

An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A

All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be
unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

Lieutenant.

This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the Essex Sheriff's Office.

For the Commonwealth of Virginia, Department of State Police:

T — oy

Captain Thomas W. Turner 7 Date/
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For Essex Sheriff's Office
N
77 4} y '
/«A{ , S A Ay
Stanley Clarke\Sheriff Date
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MEMORANDUM OF UNDERSTANDING

BETWEEN
THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE
AND

City of Fairfax Police Department

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _City of Fairfax Police
Department , hereinafter referred to as the “parties”, is to memorialize the parties’
understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center
(NCIC) and VCIN.

The City of Fairfax Police Department has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the City of Fairfax Police Department under the authority provided by an MOU executed
between the FBI and Department of State Police dated December 12, 2005. This
authority is to transfer, receive, and store records contained in the NCIC/VCIN system
of records.

. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the City of Fairfax Police Department.
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A. The Department of State Police will:

1.  Provide the City of Fairfax Police Department with extracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the
Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the City of Fairfax Police Department;

4. Provide the City of Fairfax Police Department with the name and telephone
number of a technical and an administrative point of contact.

B. The City of Fairfax Police Department will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBIl and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/NCIN system are also deleted from all local databases;

3. Confirm extract hits are still active in NCIC/VCIN at the earliest reasonabie
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the City of Fairfax Police Department will be subject to the FBI
and State Police budgetary processes and availability of funds pursuant to applicable
laws and regulations which allow each to perform this service under current funding.

DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.

B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.
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For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.

An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized
enfry.

NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A

B.

C.

All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be
unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN
Lieutenant.

This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

Either party may terminate this MOU upon 30-day written notification to the other
party.

This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:
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1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2.  Each party will pay the costs it incurs as a resuit of termination.

3.  All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the City of Fairfax Police Department.

For the Commonwealth of Virginia, Department of State Police:

Captain Thomas W. Turner Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For City of Fairfax Police Department

Date

Colonel Rick Rappoport
City of Fairfax Police Department
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARMENT OF STATE POLICE

AND
FAIRFAX COUNTY POLICE DEPARTMENT

GENERAL PROVISIONS

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the Fairfax County Police
Department, Virginia Police Department, hereinafter referred to as the "parties,” is to
memorialize the parties understanding regarding the transmitting, receiving, and storage of
information contained in the National Crime Information Center (NCIC) system of records.

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple files.
Two of the files, the Vehicle File and License Plate File, contain information relating to stolen
vehicles, vehicles wanted in conjunction with felonies, and vehicles subject to seizure based on
federal court orders. Additionally, information relating to vehicles in association with wanted
persons is contained in the Wanted Person File. The Department of State Police, Criminal
Justice Information Services (CJIS) Division serves as the Criminal Justice Information Services
System Agency (CSA) for the FBI and as such is responsible for the retention and transfer of
information for the Virginia Criminal Information Network databases and those sent to the FBI
CJIS Division. The Department of State Police as the CSA is responsible for the compliance
with all FB! policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The Fairfax County Police Department has instituted state-of-the-art license plate screening
technology from mobile and fixed sites. The vendors provide software and screening devices
that have the capability of scanning license plates and searching a local database loaded into a
patrol vehicle computer or other location controlled by the agency. Data is provided only to the
law enforcement agency, not the vendor. Consequently, your law enforcement agency has
requested that the Commonwealth of Virginia, Department of State Police obtain relatively
current information from the NCIC files in order to compare scanned numbers against stolen

license plates.

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with the
Fairfax County Police Department under the authority provided by an MOU executed between
the FBI and Department of State Police dated December 12, 2005. This authority is to transfer,
receive and store records contained in NCIC/VCIN system of records.

4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC Vehicle
File, License Plate File and Wanted Person File to the Department of State Police and made
available under acceptable protocols established by the Department of State Police to the
Fairfax County Police Department.
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A. The Depariment of State Police will:

1.

Provide the Fairfax County Police Department with extracts from the NCIC/VCIN
Vehicle File, License Plate File and vehicle information in the Wanted Person File;

Provide updated extract information on a mutually agreed to frequency;
Respond to specific inquiries from the Fairfax County Police Department;

Provide the Fairfax County Police Department with the name and telephone number of a
technical and an administrative point of contact.

B. The Fairfax County Police Department will:

1.

2.

Use the NCIC extracts for law enforcement purposes only;

Update its local database as FBI and Department of State Police updates become
available ensuring that those numbers deleted from the NCIC/VCIN system are also

deleted from all local databases;

Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable opportunity in
accordance with current hit confirmation policy;

Provide the Department of State Police with the name and telephone number of a
technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support. Each
party will fund its own activities unless otherwise agreed in writing. Expenditures to provide this
service to the Fairfax County Police Department will be subject to the FBI and State Police
budgetary processes and availability of funds pursuant to applicable laws and regulations which
allow each to perform this service under current funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be limited to
extracts from the NCIC/VCIN Vehicle File, License Plate File and vehicle information in the

Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or relating
to this MOU will be resolved only by consultation between the parties to include the FBI and wili
not be referred to any other person or entity for settlement.

8. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end to end encryption for CJIS data transport, and appropriate use of two factor

access authentication.

B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.
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C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate reader project; a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.
E. An office environment is only considered a secure environment if the area is within a

secure law enforcement facility, such as a police agency building or precinct office. A
secure facility is further defined as having security measures such as locks and alarms
employed at the facility to prevent unauthorized access and unauthorized entry.

F. NCIC/NCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, Jump Drives for the
sole purpose of transferring file extract information to the license plate reader machines.

G. Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/V/CIN file extract information and or non-reusable media will be destroyed. Any
NCIC/VCIN file extract information transferred to reusable electronic media will be
destroyed, deleted or erased from the electronic media to prevent any unauthorized
access to that information due to theft, loss or any similar event.

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the
above described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information;
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be
unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division
Commander; or CSA, Information Security Officer, identified as the CJIS Division
VCIN Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties' authorized representatives.

C. Either party may terminate this MOU upon 30 days written notification to the other
party.

D. This MOU may terminate as a result of action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between the
Department of State Police and the FBI since these file extracts are being provided by
the FBI and is governed by their continued approval. Such notice will be the subject of
immediate consultation by the parties to decide upon the appropriate course of action. In
the event of such termination, the following rules apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.
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2. Each party will pay the costs it incurs as a result of termination.

3. All Project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six months

of the termination of this MOU.

10. This MOU, which consists of ten Sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed, to
create any right or benefit, substantive or procedural, enforceable at law or otherwise by any
third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof. .

The foregoing represents the understandings reached between the Department of State Police
and the Fairfax County Police Department.

For the Commonwealth of Virginia, Department of State Police:

.\, P ) 3:24:06
Captain W. Ken Paul, Jr! Date
Division Commander

Criminal Justice Information

Services Division

Virginia Department of State Police

For Fairfax County Police Department:

[;}Lwln. (114!4——/ 3-12-0¢

Colonel David M. Rohrer Date
Fairfax County Police Department
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MEMORANDUM OF UNDERSTANDING

BETWEEN
THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE
AND

City of Falls Church Police Department

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _City of Falls Church
Police Department , hereinafter referred to as the “parties”, is to memorialize the
parties’ understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center
(NCIC) and VCIN.

The City of Falls Church Police Department has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the City of Falls Church Police Department under the authority provided by an MOU
executed between the FBI and Department of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/VCIN
system of records.

. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC

Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the City of Falls Church Police Department.
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A. The Department of State Police will:

1.  Provide the _Citv of Falls Church Police Department with exiracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the

Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the City of Falls Church Police
Department;

4. Provide the City of Falls Church Police Department with the name and
telephone number of a technical and an administrative point of contact.

B. The City of Falls Church Police Department will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBIl and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3. Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the City of Falls Church Police Department will be subject to the
FBI and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which allow each to perform this service under current
funding.

. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consuitation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.

B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.
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All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work
shifts.

An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A

B.

C.

All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be
unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN
Lieutenant.

This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

Either party may terminate this MOU upon 30-day written notification to the other
party.

This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:
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1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2.  Each party will pay the costs it incurs as a result of termination.

3. Al project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the City of Falls Church Police Department.

For the Commonwealth of Virginia, Department of State Police;

Captain Thomas W. Turner Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For _City of Falls Church Police Department

Date

Colonel Harry Reitze
City of Falls Church Police Department
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MEMORANDUM OF UNDERSTANDING

of Criminal

B ETWE E N gn\‘-esziga’dﬁn

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

The Fluvanna County Sheriff's Office

GENERAL PROVISIONS

PURPQOSE. The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _Fluvanna County
Sheriff's Office , hereinafter referred to as the “parties”, is to memorialize the parties’
understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The _Fluvanna County Sheriffs Office  has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the _Fluvanna County Sheriff's Office  under the authority provided by an MOU
executed between the FBI and Department of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/VCIN

system of records.
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the _Fluvanna County Sheriff's Office .

A. The Department of State Police will;

1. Provide the Fluvanna County Sheriff's Office with extracts from the
NCIC/N/CIN Vehicle File, License Plate File, and vehicle information in the
Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _Fluvanna County Sheriff's Office ;

4. Provide the _Fluvanna County Sheriffs Office  with the name and
telephone number of a technical and an administrative point of contact.

B. The _Fluvanna County Sheriff's Office  will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Palice updates
become available ensuring that those numbers deleted from the
NCIC/V/CIN system are also deleted from all local databases;

3. Confirm extract hits are still active in NCIC/N/CIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;,

4.  Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _Fluvanna County Sheriff's Office will be subject to the
FBl and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which allow each to perform this service under current
funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle

information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

8. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VVCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.
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Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work
shifts.

An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

eniry.

NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

Upon transfer of NCIC/A/CIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A.

All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be
unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

Lieutenant.

This MOU may be amended or terminated by the mutual written consent of the
pariies’ authorized representatives.

Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI;, independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBIl and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10.  This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the _Fluvanna County Sheriff's Office .

For the Commonwealth of Virginia, Department of State Police:

et ‘
Y — /@éz@///
Captain Thomas W. Turner 7 Date

Division Commander
Criminal Justice Information Services Division
Virginia Department of State Police

For The Fluvanna County Sheriff's Office

95/

" Date




MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

The Franklin County Sheriff's Department

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _Franklin County
Sheriffs Office , hereinafter referred to as the “parties”, is to memorialize the parties’
understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The _Franklin County Sheriffs Office  has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the _Franklin County Sheriffs Office under the authority provided by an MOU
executed between the FBI and Department of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/VCIN

system of records.
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4. SCOPE: This MOU applies to the FBI's fransmission of information from the NCIC

5.

Vehicle File, License Plate File, and Wanted Person File to the Depariment of State
Police and is made available under acceptable protocols established by the Depariment
of State Police to the _Franklin County Sheriff's Office .

A. The Department of State Police will:

1.  Provide the Franklin County Sheriffs Office with exiracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the

Wanted Person File;

2.  Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _Franklin County Sheriff's Office ;

4. Provide the _Franklin County Sheriff's Office with the name and telephone
number of a technical and an administrative point of contact.

B. The Franklin County Sheriff's Office  will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBl and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/N/CIN system are also deleted from all local databases;

3.  Confirm extract hits are still active in NCIC/V/CIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Depariment of State Police with the name and telephone
number of a technical and an administrative point of contact.

FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _Franklin County Sheriff's Office  will be subject to the FBI
and State Police budgetary processes and availability of funds pursuant to applicable
laws and regulations which allow each to perform this service under current funding.

DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VVCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.
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B. Dissemination of this information is authorized only in accordance with existing law
and-NCIC//CIN Operating and Security Policies.

C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally aSSlgned work

shifts.

E. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

F. NCIC/NCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

G. Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file exiract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/NCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be

unfounded.

2. The suspehsion of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

C. Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1.  The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof,

The foregoing represents the understandings reached between the Department of State Police
and the _Franklin County Sheriff's Office .

For the Commonwealth of Virginia, Department of State Police:

Cor o oD Pz 1D
Captain Thomas W. Turner Date
Division Commander

Criminal Justice Information Services Division
Virginia Department of State Police

For _The Franklin County Sheriff's Office

E o AL A5 R ot 3-33-20,6
Ewell Hunt, Sheriff Date

Franklin County, Virginia
70 East Court Street, Suite 101
Rocky Mount, VA 24151
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

The City of Fredericksburg Police Department

GENERAL PROVISIONS

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _City of Fredericksburg
Police Department , hereinafter referred to as the “parties”, is to memorialize the
parties’ understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

2. BACKGROUND: The FBI maintains the NCIC system of records containing muitiple
files. Two of the files, the Vehicle File and License Piate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center
(NCIC) and VCIN.

The _City of Fredericksburg Police Department has instituted state-of-the-art license
piate screening technology from mobile and fixed sites. The vendors provide software
and screening devices that have the capability of scanning license plates and searching
a local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealith of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

3. AUTHORITY. The Department of State Police has authority to enter into this MOU with
the _City of Fredericksburg Police Department under the authority provided by an
MOU executed between the FBI and Department of State Police dated December 12,
2005. This authority is to transfer, receive, and store records contained in the

NCICN/CIN system of records.
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4.

5.

SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the _City of Fredericksburg Police Department .

A. The Department of State Police will:

1.  Provide the City of Fredericksburg Police Depariment with extracts from
the NCIC/VCIN Vehicle File, License Plate File, and vehicle information in
the Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _City of Fredericksburg Police
Department ;

4. Provide the _City of Fredericksburg Police Department with the name and
telephone number of a technical and an administrative point of contact.

B. The _City of Fredericksburg Police Department  will:

1.  Use the NCIC extracts for law enfercement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3. Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures

to provide this service to the _City of Fredericksburg Police Department _ will be subject
to the FBI and State Police budgetary processes and availability of funds pursuant to

applicable laws and regulations which allow each to perform this service under current
funding.

DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle

information in the Wanted Person File.

SETTLEMENT OF DISPUTES: Disagreements bstween the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.

2
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Dissemination of this information is authorized only in accordance with existing law
and NCIC/V/CIN Operating and Security Policies.

All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.

An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb”™ Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A

All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/NVCIN file extract information,
suspension or termination of access to file exiract information will occur
immediately and continue until the issue is resolved or otherwise proved to be
unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN
Lieutenant.

This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

Either party may terminate this MOU upon 30-day written notification to the other
party.
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10.

D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are govermned by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2.  Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the _Citv of Fredericksburg Police Department .

For the Commonwealth of Virginia, Department of State Police:

(otad D Lo 9-2-20/0

Captain Thomas W. Turner Date’
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For _The City of Fredericksburg Police Department

19\’ - /( C Jar)s

. OQW‘J L /U‘]f’»

Date
Chvel ef Pl
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MEMORANDUM OF UNDERSTANDING

BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

The Gilaes County Sheriff's Office

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _Giles County Sheriff's
Office ., hereinafter referred to as the “parties”, is to memorialize the parties’
understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vshicles, vehicles wanted In conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles In association with wanted persons is contained in the Wanted Psrson File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of infarmation for tha Virginia
Criminal Information Network databases and those sent to the FBl CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Crimimal Information Center

(NCIC) and VCIN.

The _Giles County Sheriff's Office  has instituted state-of-the-art license plate screening
technology from moblle and fixed sites. The vendors provide software and screening
devices that have the capability of scanning license plates and searching a local
database foaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law anforcement agency has requested that the Commonwealth of
Virglnia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the _Giles County Sheriff's Office under the authority provided by an MOU executed
betwef:n the FBI and Department of State Police dated December 12, 2005. This
a?thontz is to transfer, receive, and store records contained in the NCICACIN system
of records.

1
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the _Giles County Sheriff's Office .

A. The Department of State Police wiil:

1. Provide the _Gileg County Sheriffs Office with exiracts from the
NCIC/VCIN Vshicle File, License Plate File, and vahicle information in the

Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequsncy;

3. Respond to specific inquiries from the _Giles County Sheriff's Office ;

4. Provide the _Giles County Sheriff's Office with the name and tslephone
number of a technical and an administrative point of contact.

B. The Giles County Sheriff's Office will;

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also delsted from all local databases;

3.  Confirm extract hits are still active in NCIC/VCIN at the sarliest reasonable
opportunity in accordance with current hit confirmation policy;

4.  Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agresed in writing. Expenditures
to provide this service to the _Giles County Sheriff's Office  will be subject to the FBI
and State Police budgstary processes and availability of funds pursuant to applicable
faws and regulations which allow each to perform this service under current funding.

6. DISCLOSURE AND USE OF INFORMATION. The exchange of information will be
limited to extracts from the NCIC/VCIN Vshicle File, License Plate File, and vehicle
information in the Wanted Pearson File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resoclved only by consuitation between the parties to inciude
the FBI and will not be referred to any other person or entity for settlement.

8. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-

factor access authentication,

2
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B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

C. All extract information transferrad for the purposes of this project will be maintained
in securs locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts,

E. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locke and
alarms employed at the facility to prevent unauthorized access and unauthorized

enfry.

F. NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader

machines,

G. Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, delsted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of sscurity
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be

unfounded.

2. The suspsension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, [dentified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

Lisutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized repressntatives.

C. Either party may terminate this MOU upon 30-day written notification tc the other
party.

3
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FB! and are governed by their continued approval. Such notice wil
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination,

3. Al project information, copies thereof, and rights thersin received under the
provigions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the Giles County Sheriff's Office .

For the Commonwealth of Virginia, Department of State Police:

Captain Thomas W. Turner Date

Division Commandsr
Criminal Justice Information Services Division

Virginia Department of State Police

For Giles County Sheriff's Office

\ y : éfé‘fé@//
" Date
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

The Grayson County Sheriff's Office

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _Grayson County
Sheriff's Office , hereinafter referred to as the “parties”, is to memorialize the parties'’
understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The _Grayson County Sheriff's Office has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded info a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the _Grayson County Sheriff's Office under the authority provided by an MOU
executed between the FBl and Department of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/VCIN

system of records.
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department

of State Police to the _Grayson Gounty Sheriff's Office _.
A. The Departrment of State Police will:

1, Provide the _Grayson County Sheriffe Office  with exiracts from the
NCIG/VCIN Vehicla File, License Plate File, and vehicle information in the

Wanted Person File!

2. Provide updated extract information on & mutually agreed to frequancy;

3. Respond to spacific inquiries from the _Grayson County Sheriff's Office ;

4.  Provide the _Graysgn County Sheriff's Office  with the name and telephoneg
number of a technical and an administrative point of contact.

B, The _Grayson County Sheriff's Office  will:

1.  Use the NCIC extracts for law enforcement purposes only;

2. Update its local databaze az FBI and Dapartment of State Police updates
becoma available ensuring that those numbers deleted from the
NCIC/VCIN system are also delated from all local databases;

3. Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in ascordance with current hit confirmation policy;

4. Provide the Department of State Folice with the name and telephone
number of a tachnical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwisa agreed in writing. Expenditures

to provide this service to the _Grayson County Sheriff's Office  will be subject to the FBI
and State Police budgstary processes and availability of funds pursuant to applicable

laws and regulations which allow each to perform this service under current funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
ralating to this MOU will be resolvad only by consultation between the parties to include
the FBI and will not be referred to any other persor or entity for settlement.

8. SBECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and approprigte use of two-
factor access authentication.
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B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assighed work

shifts.

E. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

F. NCIC/N/CIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

G. Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/V/CIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be
unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

C. Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1.  The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the _Grayson County Sheriff's Office .

For the Commonwealth of Virginia, Department of State Police;

CHD (YW FL2-80/0

Captain Thomas W. Turner Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For The Grayson County Sheriff's Office

/é/ww/ 4/4,} Sher, lF July, jo, d0:p

Date
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARMENT OF STATE POLICE

AND
CITY OF HAMPTON POLICE DIVISION
GENERAL PROVISIONS

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the City of Hampton Police Division,
Virginia Police Department, hereinafter referred to as the “parties," is to memorialize the parties
understanding regarding the transmitting, receiving, and storage of information contained in the
National Crime Information Center (NCIC) system of records.

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple files.
Two of the files, the Vehicle File and License Plate File, contain information relating to stolen
vehicles, vehicles wanted in conjunction with felonies, and vehicles subject to seizure based on
federal court orders. Additionally, information relating to vehicles in association with wanted
persons is contained in the Wanted Person File. The Department of State Police, Criminal
Justice Information Services (CJIS) Division serves as the Criminal Justice Information Services
System Agency (CSA) for the FBI and as such is responsible for the retention and transfer of
information for the Virginia Criminal Information Network databases and those sent to the FBI
CJIS Division. The Department of State Police as the CSA is responsible for the compliance
with all FBI policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The City of Hampton Police Division has instituted state-of-the-art license plate screening
technology from mobile and fixed sites. The vendors provide software and screening devices
that have the capability of scanning license plates and searching a local database loaded into a
patrol vehicle computer or other location controlled by the agency. Data is provided only to the
law enforcement agency, not the vendor. Consequently, your law enforcement agency has
requested that the Commonwealth of Virginia, Department of State Police obtain relatively
current information from the NCIC files in order to compare scanned numbers against stolen

license plates.

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with the
City of Hampton Police Division under the authority provided by an MOU executed between the
FBI and Department of State Police dated December 12, 2005. This authority is to transfer,
receive and store records contained in NCIC/VCIN system of records.

4. SCOPE: This MOU applies to the FBIl's transmission of information from the NCIC Vehicle
File, License Plate File and Wanted Person File to the Department of State Police and made
available under acceptable protocols established by the Depariment of State Police to the City
of Hampton Police Division.

- 30368 -
1



A. The Department of State Police will:

1. Provide the City of Hampton Police Division with extracts from the NCIC/VCIN
Vehicle File, License Plate File and vehicle information in the Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;
3. Respond to specific inquiries from the City of Hampton Police Division;

4. Provide the City of Hampton Police Division with the name and telephone number of a
technical and an administrative point of contact.

B. The City of Hampton Police Division will:
1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates become
available ensuring that those numbers deleted from the NCIC/VCIN system are also

deleted from all local databases:

3. Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable opportunity in
accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone number of a
technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support. Each
party will fund its own activities unless otherwise agreed in writing. Expenditures to provide this
service to the City of Hampton Police Division will be subject to the FBI and State Police
budgetary processes and availability of funds pursuant to applicable laws and regulations which
allow each to perform this service under current funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be limited to
extracts from the NCIC/VCIN Vehicle File, License Plate File and vehicle information in the

Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or relating
to this MOU will be resolved only by consultation between the parties to include the FBI and will
not be referred to any other person or entity for setttement.

8. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end to end encryption for CJIS data transport, and appropriate use of two factor
access authentication.

B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.
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C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate reader project; a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.
E. An office environment is only considered a secure environment if the area is within a

secure law enforcement facility, such as a police agency building or precinct office. A
secure facility is further defined as having security measures such as locks and alarms
employed at the facility to prevent unauthorized access and unauthorized entry.

F. NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, Jump Drives for the
sole purpose of transferring file extract information to the license plate reader machines.

G. Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed. Any
NCIC/VCIN file extract information transferred to reusable electronic media will be
destroyed, deleted or erased from the electronic media to prevent any unauthorized
access to that information due to theft, loss or any similar event.

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the
above described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information;
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be

unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division
Commander; or CSA, Information Security Officer, identified as the CJIS Division
VCIN Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties' authorized representatives.

C. Either party may terminate this MOU upon 30 days written notification to the other
party.

D. This MOU may terminate as a result of action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between the
Department of State Police and the FBI since these file extracts are being provided by
the FBI and is governed by their continued approval. Such notice will be the subject of
immediate consultation by the parties to decide upon the appropriate course of action. In
the event of such termination, the following rules apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.
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2. Each party will pay the costs it incurs as a result of termination.

3. All Project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six months
of the termination of this MOU.

10. This MOU, which consists of ten Sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed, to
create any right or benefit, substantive or procedural, enforceable at law or otherwise by any
third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the City of Hampton Police Division.

For the Commonwealth of Virginia, Depariment of State Police:

Division Commander

Criminal Justice Information
Services Division

Virginia Department of State Police

For City of Hampton Police Division:

P/é/&% 10 1206

Da’;e

City of Hampton Police Division

CITY OF HAMPTON
OFFICE OF THE CITY ATTORNEY

Approved as to legal form and sufficiency
Date:__L O~ 122006
/4(/\/\M A Aee D2 82

(" Atiorney
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

County of Henrico Police Department

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _County of Henrico
Police Department , hereinafter referred to as the "parties”, is to memorialize the
parties’ understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in-National Criminal Information Center

(NCIC) and VCIN.

The _County of Henrico Police Department has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the County of Henrico Police Department under the authority provided by an MOU
executed between the FBl and Department of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/VCIN

system of records.
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4. SCOPE: This MOU appilies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the County of Henrico Police Department.

A. The Department of State Police will:

1. Provide the County of Henrico Police Department with extracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the

Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _County of Henrico Police
Department;

4. Provide the County of Henrico Police Department with the name and
telephone number of a technical and an administrative point of contact.

B. The Countv of Henrico Police Department will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBl and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3. Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;,

4.  Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are nc reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _County of Henrico Police Department _ will be subject to
the FB! and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which allow each to perform this service under current

funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/NCIN Vehicle File, License Plate File, and vehicle

information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FB! and will not be referred to any other person or entity for settlement.

8. SECURITY:

A. It is the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCICA/CIN Operating and Security Policies to
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include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.
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Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

All extract information transferred for the purposes of this project wiil be maintained
in secure locations as is required for all NCIN/A/CIN terrninals.

For the purposes of this section and this license plate reader project, a locked law
enforcement venhicle is considered a secure location during normally assigned work

shifts.

An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

NCIC//CIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader

machines.

Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/V/CIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A

All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/NCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be

unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

Lieutenant.

This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI, independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10.  This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reéched between the Depar‘rment of State Police
and the County of Henrico Police Department.

For the Commonwealth of Virginia, Department of State Police:

Captain Thomas W. umer Date

Division Commander
Criminal Justice Information Services Division

Virginia Department of State Police

For County of Henrico Police Depariment

/A S |
TP J0=17-07

/ VIV Date

Colonel H. W. Stanley, Jr
County of Henrico Chief of Police
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

Town of Hendon Police Department

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _Town of Herndon
Police Department , hereinafter referred to as the “parties”, is to memorialize the
parties’ understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJdIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with ali FBI
policies related to the aforementioned files in National Criminal Information Center
(NCIC) and VCIN.

The _Town of Herndon Police Department has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the Town of Herndon Police Department under the authority provided by an MOU
executed between the FBI and Department of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/VCIN
system of records.
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the Town of Herndon Police Department.

A. The Department of State Police will:

1.  Provide the _Town of Herndon Police Department with extracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the
Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _Town of Herndon Police
Department;

4. Provide the Town of Herndon Police Department with the name and
telephone number of a technical and an administrative point of contact.

B. The Town of Herndon Police Department will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become availabie ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3. Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy; :

4.  Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _Town of Herndon Police Department will be subject to the
FBI and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which allow each to perform this service under current
funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File. ’

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or

relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

8. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
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include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.
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. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

. For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work
shifts. ’

. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized
entry.

. NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

. Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be

unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN
Lieutenant. ,

B. This MOU may be amended or terminated by the mutual written consent of the

parties’ authorized representatives.

C. Either party may terminate this MOU upon 30-day written notification to the other

party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a resuit of termination.

3.  All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the Town of Herndon Police Department.

For the Commonwealth of Virginia, Department of State Police:

) Aonas L. Do 1 e /e

Captain Thomas W. Turner Date’
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For _Town of Herndon Police Department

Am&%\ jo/19fo 7

/" Dete

Colonel Toussaint E. Summers, Jr.
Town of Herndon Police Department
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

The Isle of Wight Sheriff's Office

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _Isle of Wight County
Sheriff’'s Office , hereinafter referred to as the “parties”, is to memorialize the parties’
understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FB! maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The _lsle of Wight County Sheriff's Office has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the _lIsle of Wight County Sheriff's Office under the authority provided by an MOU
executed between the FBI and Department of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/VCIN

system of records.
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4. SCOPE: This MOU applies to the FBl's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Depariment of State
Police and is made available under acceptable protocols established by the Department
of State Police to the _lsle of Wight County Sheriff's Office .

A. The Department of State Police will;

1. Provide the _Isle of Wight County Sheriff's Office with extracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the

Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _lIsle of Wight County Sheriff's
Office ;

4.  Provide the _lIsle of Wight County Sheriff's Office with the name and
telephone number of a technical and an administrative point of contact.

B. The _Isle of Wight County Sheriff's Office  will:

1.  Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3.  Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4.  Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _Isle of Wight County Sheriff's Office  will be subject to the
FBI and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which allow each to perform this service under current

funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

8. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.
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Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.

An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

NCIC/VCIN File extracts may be stored on portable electronic media such as USB |
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader

machines.

Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A

All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be

unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

Lieutenant.

This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2.  Each party will pay the costs it incurs as a result of termination.

3. Al project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six

months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the _Isle County Sheriff's Office .

For the Commonwealth of Virginia, Department of State Police:

@W 928 -20/O

Captain Thomas W. Turner i Date
Division Commander :
Criminal Justice Information Services Division

Virginia Department of State Police

For THe Isle of Wight County Sheriif's Office

Dat
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MEMORANDUM OF UNDERSTANDING

BETWEEN
THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE
AND

James City County Police Department

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _James City County
Police Department , hereinafter referred to as the “parties”, is to memorialize the
parties’ understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retentton and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FB! CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center
(NCIC) and VCIN.

The James City County Police Department has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the James City County Police Department under the authority provided by an MOU
executed between the FBI and Department of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/VCIN
system of records.

. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the James City County Police Department.
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A. The Department of State Police will:

1. Provide the James Cityv County Police Department with extracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the

Wanted Person File:

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the James City County Police
Pepartment;

4. Provide the James City County Police Department with the name and
telephone number of a technical and an administrative point of contact.

B. The James City County Police Department will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3.  Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the James City County Police Department will be subject to the
FBl and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which allow each to perform this service under current
funding.

. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.

B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.
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All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work
shifts.

An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

Upon transfer of NCIC/AV/CIN extract information to the license plate reader machine,
all NCICA/CIN file extract information and or non-reusable media will be destroyed.
Any NCIC//CIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTC FORCE, AND DURATION:

A.

B.

C.

All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCICA/CIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be
unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer; identified as the CJIS Division Commander
or C8A, information Security Officer, identified as the CJIS Division VCIN
Lieutenant.

This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

Either party may terminate this MOU upon 30-day written notification to the other
party.

This MOU may terminate as a resuit of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:
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1.  The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2.  Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Pohce
and the James City County Police Department.

For the Commonwealth of Virginia, Department of State Police:

Captain Thomas W. Tumer Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For James City County Police Department

Date

Chief Emmett H. Harmon
James City County Police Department
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

Town of Leesburg Police Department

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _Town of Leesburg
Police Department , hereinafter referred to as the “parties”, is to memorialize the
parties’ understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency {CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The __Town of Leesburg Police Department has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the _Town of Leesburg Police Department under the authority provided by an MOU
executed between the FBI and Department of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/VCIN

system of records.
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC

5.

Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the __Town of Leesburg Police Department

A. The Department of State Police will;

1. Provide the Town of Leesburg Police Department with extracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the
Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;,

3. Respond to specific inquiries from the _Town of Leesburg Police
Department ;

4. Provide the _Town of Leesburg Police Depariment with the name and
telephone number of a technical and an administrative point of contact.

B. The Town of Leeshurg Police Department  will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCICN/CIN system are also deleted from all local databases;

3. Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4.  Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _Town of Leesburg Police Department will be subject to
the FBI and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which allow each to perform this service under current

funding.

DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.
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Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/V/CIN terminals.

For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.

An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A.

All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC//CIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be
unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN
Lieutenant.

This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU,

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the _Town of Leesburg Police Department .

For the Commonwealth of Virginia, Department of State Police:

L 7-2- 20 /2D
Captain Thomas W. Turner Date
Division Commander
Criminal Justice Information Services Division
Virginia Department of State Police

For _Town of Leesburg Police Department

s /EZMZW‘O

Date
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

Loudoun County Sheriff's Office

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _Loudoun County
Sheriff's Office, hereinafter referred to as the “parties”, is to memorialize the parties’
understanding regarding the transmitling, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center
(NCIC) and VCIN.

The Loudoun County Sheriff's Office has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively curmrent information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the Loudoun County Sheriff's Office under the authority provided by an MOU executed
between the FBI and Depariment of State Police dated December 12, 2005. This
authority is to transfer, receive, and store records contained in the NCIC/VCIN system
of records.
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC

5.

Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the Loudoun County Sheriff's Office.

A. The Department of State Police will:

1. Provide the Loudoun County Sheriffs Office with extracts from the
NCICN/CIN Vehicle File, License Plate File, and vehicle information in the
Wanted Person Filg;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific ingquiries from the Loudoun County Sheriff's Office

4. Provide the Loudoun County Sheriff's Office with the name and telephone
number of a technical and an administrative point of contact.

B. The Loudoun County Sheriff's Office will:

1.  Use the NCIC extracts for law enforcement purposes only;

2.  Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3.  Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the Loudoun County Sheriff's Office will be subject to the FBI
and State Police budgetary processes and availability of funds pursuant to applicable
laws and regulations which allow each to perform this service under current funding.

DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FB! and will not be referred to any other person or entity for settlement.

SECURITY:
A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to

include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.
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B.

Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work
shifts.

An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

NCIC/VCIN File extracts may be stored-on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A.

All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be

unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN
Lieutenant.

This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2.  Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police

and the Loudoun County of Sheriff's Office.

For the Commonwealth of Virginia, Department of State Police:

Captain Thomas W. Tumer Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For _Loudoun County Sheriff's Office

Date

Sheriff Stephen O. Simpson
Loudoun County Sheriff's Office
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

The Louisa County Sheriff's Office

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _Louisa County Sheriff's
QOffice , hereinafter referred to as the “parties”, is to memorialize the parties’
understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center
(NCIC) and VCIN.

The _lLouisa County Sheriffs Office  has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Conseguently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the _Louisa County Sheriff's Office  under the authority provided by an MOU executed
between the FBl and Depariment of State Police dated December 12, 2005. This
authority is to transfer, receive, and store records contained in the NCIC/VCIN system

of records.
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC

5.

Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the Louisa County Sheriff’'s Office .

A. The Department of State Police will:

1. Provide the Louisa County Sheriff's Office  with extracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the
Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific ingquiries from the _Louisa County Sheriff's Office ;

4. Provide the _Louisa County Sheriff's Office with the name and telephone
number of a technical and an administrative point of contact.

B. The Louisa County Sheriff's Office will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBIl and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3. Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _Louisa County Sheriff's Office  will be subject to the FBI
and State Police budgetary processes and availability of funds pursuant to applicable
laws and regulations which allow each to perform this service under current funding.

DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.
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Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work
shifts.

An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility o prevent unauthorized access and unauthorized

entry.

NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader

machines.

Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A

All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be

unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

Lieutenant.

This MOU may be amended or terminated by the mutual written consent of the
parties' authorized representatives.

Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination,

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the _Louisa County Sheriff's Office .

For the Commonwealth of Virginia, Department of State Police:

?;;///

Captain Thomas W. Turner ‘¢ Date

Division Commander
Criminal Justice Information Services Division
Virginia Department of State Police

For The Louisa County Sheriff's Office

5 { F— 4y

} 2 \
confl I feete
Date
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARMENT OF STATE POLICE

AND

LYNCHBURG POLICE DEPARTMENT

GENERAL PROVISIONS

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the Lynchburg Police Department,
Virginia Police Department, hereinafter referred to as the "parties,” is to memorialize the parties
understanding regarding the transmitting, receiving, and storage of information contained in the
National Crime Information Center (NCIC) system of records.

2. BACKGROUND: The FBI maintains the NCIC system of records containing muitiple files.
Two of the files, the Vehicle File and License Plate File, contain information relating to stolen
vehicles, vehicles wanted in conjunction with felonies, and vehicles subject to seizure based on
federal court orders. Additionally, information relating to vehicles in association with wanted
persons is contained in the Wanted Person File. The Department of State Police, Criminal
Justice Information Services (CJIS) Division serves as the Criminal Justice Information Services
System Agency (CSA) for the FBI and as such is responsible for the retention and transfer of
information for the Virginia Criminal Information Network databases and those sent to the FBI
CJIS Division. The Department of State Police as the CSA is responsible for the compliance
with all FBI policies related to the aforementioned files in National Criminal Information Center
(NCIC) and VCIN.

The Lynchburg Police Department has instituted state-of-the-art license plate screening
technology from mobile and fixed sites. The vendors provide software and screening devices
that have the capability of scanning license plates and searching a local database loaded into a
patrol vehicle computer or other location controlled by the agency. Data is provided only to the
law enforcement agency, not the vendor. Consequently, your law enforcement agency has
requested that the Commonwealth of Virginia, Department of State Police obtain relatively
current information from the NCIC files in order to compare scanned numbers against stolen
license plates.

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with the
Lynchburg Police Department under the authority provided by an MOU executed between the
FBI and Depariment of State Police dated December 12, 2005. This authority is to transfer,
receive and store records contained in NCIC/VCIN system of records.

4, SCOPE: This MOU applies to the FBI's transmission of information from the NCIC Vehicle
File, License Plate File and Wanted Person File to the Department of State Police and made
available under acceptable protocols established by the Department of State Police to the
Lynchburg Police Department.
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A. The Department of State Police will:

1.

Provide the Lynchburg Police Department with extracts from the NCIC/VCIN
Vehicle File, License Plate File and vehicle information in the Wanted Person File;

Provide updated extract information on a mutually agreed to frequency;
Respond to specific inquiries from the Lynchburg Police Department;

Provide the Lynchburg Police Department with the name and telephone number of a
technical and an administrative point of contact.

B. The Lynchburg Police Department will:

1.

2.

Use the NCIC extracts for law enforcement purposes only;

Update its local database as FBI and Department of State Police updates become
available ensuring that those numbers deleted from the NCIC/VCIN system are also
deleted from all local databases;

Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable opportunity in
accordance with current hit confirmation policy;

Provide the Department of State Police with the name and telephone number of a
technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support. Each
party will fund its own activities unless otherwise agreed in writing. Expenditures to provide this
service to the Lynchburg Police Department will be subject to the FBl and State Police
budgetary processes and availability of funds pursuant to applicable laws and regulations which
allow each to perform this service under current funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be limited to
extracts from the NCIC//CIN Vehicle File, License Plate File and vehicle information in the
Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or relating
to this MOU will be resolved only by consultation between the parties to include the FBI and will
not be referred to any other person or entity for settlement.

8. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end to end encryption for CJIS data transport, and appropriate use of two factor
access authentication.

B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.
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C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate reader project; a locked law
enforcement vehicle is considered a secure location during normally assigned work
shifts.

E. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office. A
secure facility is further defined as having security measures such as locks and alarms
employed at the facility to prevent unauthorized access and unauthorized entry.

F. NCICNCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, Jump Drives for the
sole purpose of transferring file extract information to the license plate reader machines.

G. Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCICA/CIN file extract information and or non-reusable media will be destroyed. Any
NCIC/NCIN file extract information transferred to reusable electronic media will be
destroyed, deleted or erased from the electronic media to prevent any unauthorized
access to that information due to theft, loss or any similar event.

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the
above described provisions.

1. Upon the discovery and/or report of alleged misuse .or breach of security
provisions relating to the use of any NCIC/N/CIN file extract information;
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be
unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division
Commander; or CSA, Information Security Officer, identified as the CJIS Division
VCIN Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties' authorized representatives.

C. Either party may terminate this MOU upon 30 days written notification to the other
party.

D. This MOU may terminate as a result of action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between the
Department of State Police and the FBI since these file extracts are being provided by -
the FBI and is governed by their continued approval. Such notice will be the subject of
immediate consultation by the parties to decide upon the appropriate course of action. In
the event of such termination, the following rules apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.
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2. Each party will pay the costs it incurs as a result of termination

3. All Project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six months
of the termination of this MOU. -

10. This MOU, which consists of ten Sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed, to
create any right or benefit, substantive or procedural, enforceable at law or otherwise by any
third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the Lynchburg Police Department.

For the Commonwealth of Virginia, Department of State Police:

— 1 Ol N-\-06
Captain W. Ken Paul, Jr. ' Date
Division Commander
Criminal Justice Information
Services Division
Virginia Department of State Police

For Lynchburg Pohce

@4&)% o |26[2006

/ Da{e

Lynchburg Police Department
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

City of Manassas Police Department

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _City of Manassas
Police Department , hereinafter referred to as the “parties”, is to memorialize the
parties’ understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center
(NCIC) and VCIN.

The __City of Manassas Police Department has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and

screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlied by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the _City of Manassas Police Department under the authority provided by an MOU
executed between the FBI and Department of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/V/CIN

system of records.
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Depariment

of State Police to the __City of Mapassas Police Department .
A. The Department of State Police will:

1. Provide the City of Manassas Police Department with extracts from the
NCIC/V/CIN Vehicle File, License Plate File, and vehicie information in the
Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _City of Manassas_ Police
Department ;

4. Provide the _City of Manassas Police Department with the name and
telephone number of a technical and an administrative point of contact.

B. The _City of Manassas Police Department  will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCICNCIN system are also deleted from all local databases:

3. Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _City of Manassas Police Department will be subject to
the FBI and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which allow each to perform this service under current
funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or

relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

8. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC//CIN Operating and Security Policies to
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include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.
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Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work
shifts.

An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

Upon transfer of NCIC/VVCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A

All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be
unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN
Lieutenant.

This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2.  Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior o the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the _City of Manassas Police Department .

For the Commonwealth of Virginia, Department of State Police:

Qm | P g — O

Captain Thomas W. Turner Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For the City of Manassas Police Department:

C"’@W ez /e

f TDate

John J Skinner, Chief of Police
Manassas City Police Department
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

City of Manassas Park Police Department

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _City of Manassas Park
Police Department , hereinafter referred to as the “parties”, is to memorialize the
parties’ understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminai Information Center

(NCIC) and VCIN.

The __City of Manassas Park Police Department has instituted state-of-the-art license
plate screening technology from mobile and fixed sites. The vendors provide software
and screening devices that have the capability of scanning license plates and searching
a local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the _City of Manassas Park Police Department under the authority provided by an
MOU executed between the FBI and Department of State Police dated December 12,
2005. This authority is to fransfer, receive, and store records contained in the

NCIC/VCIN system of records.
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the ___City of Manassas Park Police Department

A. The Department of State Police will:

1. Provide the _City of Manassas Park Police Depariment with extracts from
the NCIC/VCIN Vehicle File, License Plate File, and vehicle information in

the Wanted Person File;

2.  Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _City of Manassas Park Police
Department

4.  Provide the _City of Manassas Park Police Department with the name and
telephone number of a technical and an administrative point of contact.

B. The City of Manassas Park Police Department  will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/N/CIN system are also deleted from all local databases;

3. Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _City of Manassas Park Police Department will be subject
to the FBI and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which allow each to perform this service under current

funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle

information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

8. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VVCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.
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B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.

E. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

F. NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader

machines.

G. Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisicns relating to the use of any NCIC/N/CIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be

unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJiS Division VCIN

Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

C. Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2.  Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MQU prior to the termination will be destroyed within six
months of the termination of this MOU.

10.  This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect untit terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the _City of Manassas Park Police Department .

For the Commonwealth of Virginia, Department of State Police:

QW G -0

Captain Thomas W. Turner Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For Csiy of Manassas Park Police Department

\/ & S eV,

Coldhel John C. Evans 7" Date
Chiéf of Police
City of Manassas Park Police Department
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BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

The City of Martinsville Police Department

GENERAL PROVISIONS

PURPOSE. The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _City of Martinsville
Police Department , hereinafter referred to as the “parties’, is to memorialize the
parties’ understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehiclie File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The _City of Martinsville Police Department has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the _City of Martinsville Police Department under the authority provided by an MOU
executed between the FBI and Department of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/VCIN

system of records.
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the _City of Martinsville Police Department .

A. The Department of State Police will:

1. Provide the _City of Martinsville Police Depariment  with extracts from the
NCIC/NVCIN Vehicle File, License Plate File, and vehicle information in the
Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _City of Martinsville Police
Department

4. Provide the _City of Martinsville Police Department with the name and
telephone number of a technical and an administrative point of contact.

B. The City of Martinsville Police Department will;

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3.  Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4.  Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _City of Martinsville Police Department  will be subject to
the FB! and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which allow each to perform this service under current

funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

8. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.
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Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

All extract information fransferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

For the purposes of this section and this license plate reader project, a locked faw
enforcement vehicle is considered a secure location during normally assigned work

shifts.

An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry. :

NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/V/CIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A.

All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery andfor report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or ctherwise proved to be
unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN
Lieutenant.

This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

Either party may terminate this MOU upon 30-day written notification to the other
party.

- 30417 -



D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the _City of Martinsville Police Department .

For the Commonwealth of Virginia, Department of State Police:

CHED Zd) ;/7/%/7

Captain Thomas W. Turner

Division Commander :
Criminal Justice Information Services Division
Virginia Department of State Police

For _The City of Martinsville Police Department

EA7- 701/

Date

- 36418 -



COrY

MEMORANDUM OF UNDERSTANDING

e . s Qi «_;
£ Pursal O Oriminatl

investigation
FER 01 281

L
oo

BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

The County of Roanoke Police Department

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _County of Roanoke
Police Department , hereinafter referred to as the “parties’, is to memorialize the
parties’ understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBi
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CliS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center
(NCIC) and VCIN.

The _County of Roanoke Police Department has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY. The Department of State Police has authority to enter into this MOU with
the _ County of Roanoke Police Department under the authority provided by an MOU
executed between the FBI and Department of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/VCIN
system of records.
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC

5.

Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the _ County of Roangke Police Department .

A. The Department of State Police will:

1. Provide the County of Roanoke Police Department with extracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the
Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _County of Roanoke Police
Department ;

4, Provide the Countv_of Roanoke Police Department with the name and
telephone number of a technical and an administrative point of contact.

B. The County of Roanoke Police Department  will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3. Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _County of Roanoke Police Department will be subject to
the FBI and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which allow each to perform this service under current

funding.

DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC//CIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resclved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication. 35400 -



Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work
shifts.

An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

NCIC/NCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Comnpact Disks, Digital-Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A.

All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be

unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN
Lieutenant.

This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3. Al project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10.  This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the _County of Roancke Police Department .

For the Commonwealth of Virginia, Department of State Police:

C;,/ K(/QZZD L—s=//

Captain Thomas W. Turner Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For _The County of Roancke Police Department

O?%W ot/211

“Teaeerl L. I%L.@’Roofc Date
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

City of Roanoke Police Department

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _City of Roanoke Police
Department , hereinafter referred to as the “parties”, is to memorialize the parties’
understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center
(NCIC) and VCIN.

The _City of Roanoke Police Department has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the City of Roanoke Police Department under the authority provided by an MOU
executed between the FBI and Depariment of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/VCIN

- system of records.
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4. SCOPE: This MOU applies to the FBl's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the City of Roanoke Police Department.

A. The Department of State Police will;

1.  Provide the _City of Roanoke Police Depariment with extracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the

Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency,

3. Respond to specific inquiries from the _City of Roanoke Police Department;

4. Provide the City of Roancke Police Department with the name and
telephone number of a technical and an administrative point of contact.

B. The City of Roanoke Police Department will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC//CIN system are also deleted from all local databases;

3.  Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _City of Roangke Police Department will be subject to the
FBI and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which aliow each to perform this service under current

funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicie File, License Plate File, and vehicie
information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

8. SECURITY:

A. lItis the intent of the parties that the transfer of information described under this MOU ~ =

will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.
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Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.

An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A.

All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be

unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

Lieutenant.

This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the City of Roanoke Police Department.

For the Commonwealth of Virginia, Department of State Police:

LU Lerrer

Captain Thomas W. Turner Dat
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For _City of Roanoke Police Department

/&\/»O(M’}U.M ‘14 lod
<

Date

Chief A.L. Gaskins
City of Roanoke Police Department
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARMENT OF STATE POLICE

AND
CITY OF RICHMOND POLICE DEPARTMENT

GENERAL PROVISIONS

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the City of Richmond Police
Department, Virginia Police Department, hereinafter referred to as the “parties,” is to
memorialize the parties understanding regarding the transmitting, receiving, and storage of
information contained in the National Crime Information Center (NCIC) system of records.

2. BACKGROUND: The FBI maintains the NCIC system of records containing muitiple files.
Two of the files, the Vehicle File and License Plate File, contain information relating to stoten
vehicles, vehicles wanted in conjunction with felonies, and vehicles subject to seizure based on
federal court orders. Additionally, information relating to vehicles in association with wanted
persons is contained in the Wanted Person File. The Department of State Police, Criminal
Justice Information Services (CJiS) Division serves as the Criminal Justice Information Services
System Agency (CSA) for the FBI and as such is responsible for the retention and transfer of
information for the Virginia Criminal Information Network databases and those sent to the FBI
CJIS Division. The Department of State Police as the CSA is responsible for the compliance
with all FBI policies related to the aforementioned files in National Criminal Information Center
(NCIC) and VCIN.

The City of Richmond Police Department has instituted state-of-the-art license plate screening
technology from mobile and fixed sites. The vendors provide software and screening devices
that have the capability of scanning license plates and searching a local database loaded into a
patrol vehicle computer or other location controlled by the agency. Data is provided only to the
law enforcement agency, not the vendor. Consequently, your law enforcement agency has
requested that the Commonwealth of Virginia, Department of State Police obtain relatively
current information from the NCIC files in order to compare scanned numbers against stolen
license plates.

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with the
City of Richmond Police Department under the authority provided by an MOU executed
between the FBI and Department of State Police dated December 12, 2005. This authority is to
transfer, receive and store records contained in NCIC/VCIN system of records.

4, SCOPE: This MOU applies to the FBI's transmission of information from the NCIC Vehicle
File, License Plate File and Wanted Person File to the Department of State Police and made
available under acceptable protocols established by the Department of State Police to the City
of Richmond Police Department.
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A. The Department of State Police will:

1. Provide the City of Richmond Police Department with extracts from the NCIC/VCIN
Vehicle File, License Plate File and vehicle information in the Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;
3. Respond to specific inquiries from the City of Richmond Police Department;

4. Provide the City of Richmond Police Department with the name and telephone number
of a technical and an administrative point of contact.

B. The City of Richmond Police Department will:
1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates become
available ensuring that those numbers deleted from the NCIC/VCIN system are also
deleted from all local databases;

3. Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable opportunity in
accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone number of a
technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support. Each
party will fund its own activities unless otherwise agreed in writing. Expenditures to provide this
service to the City of Richmond Police Department will be subject to the FBI and State Police
budgetary processes and availability of funds pursuant to applicable laws and regulations which
allow each to perform this service under current funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be limited to
extracts from the NCIC/VCIN Vehicle File, License Plate File and vehicle information in the
Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or relating
to this MOU will be resolved only by consultation between the parties to include the FBI and will
not be referred to any other person or entity for settiement.

8. SECURITY:
A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to

include end to end encryption for CJIS data transport, and appropriate use of two factor
access authentication.

B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.
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C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate reader project; a locked law
enforcement vehicle is considered a secure location during normally assigned work
shifts.

E. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office. A
secure facility is further defined as having security measures such as locks and alarms
employed at the facility to prevent unauthorized access and unauthorized entry.

F. NCIC/NCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, Jump Drives for the
sole purpose of transferring file extract information to the license plate reader machines.

G. Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed. Any
NCIC/VCIN file extract information transferred to reusable electronic media will be
destroyed, deleted or erased from the electronic media to prevent any unauthorized
access to that information due to theft, loss or any similar event.

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the
above described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file exiract information;
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be
unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division
Commander; or CSA, Information Security Officer, identified as the CJIS Division
VCIN Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties' authorized representatives.

C. Either party may terminate this MOU upon 30 days written notification to the other
party.

D. This MOU may terminate as a result of action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between the
Department of State Police and the FBI since these file extracts are being provided by
the FBI and is governed by their continued approval. Such notice will be the subject of
immediate consultation by the parties to decide upon the appropriate course of action. In
the event of such termination, the following rules apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.
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2. Each party will pay the costs it incurs as a result of termination.

3. All Project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six months
of the termination of this MOU.

10. This MOU, which consists of ten Sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed, to
create any right or benefit, substantive or procedural, enforceable at law or otherwise by any
third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the City of Richmond Police Department.

For the Commonwealth of Virginia, Department of State Police:

i ol T 52000

Captain W. Ken Paul, Jr. ‘ Date
Division Commander

Criminal Justice Information

Services Division

Virginia Department of State Police

For City of Richmond Police Department:

4/ ¢ A @/[/K‘»/\z &)1/

Date

City of Richmond Police Department
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MEMORANDUM OF UNDERSTANDING
BETWEEN
THE COMMONWEALTH OF VIRGINIA

DEPARTMENT OF STATE POLICE
AND

Prince William County Police Department

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _Prince William County
Police Department , hereinafter referred to as the “parties”, is to memorialize the
parties’ understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen venhicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

" The“Prince William County PoliceDepartment has instituted state-of-the-art ticense plate.

screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of

“Virginia, Department of State Police obtain relatively current information from the NCIC

files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the Prince William_County Police Department under the authority provided by an MOU
executed between the FBI and Department of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/VCIN

system of records.

SCOPE: This MOU applies to the FBI's transmission of information from the NCIC

' Vehicle File, License Plate File, and Wanted Person File to the Department of State

Police and is made available under acceptable protocols established by the Department
of State Police to the Prince William County Police Department.
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A. The Department of State Police will:

1. Provide the Prince Willlam County Police Department with extracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the

Wanted Person File;

2. Provide upda_ted extract inforration on a mutually agreed to frequency;

3. Respond to specific inquiries from the Prince William County Police
Department;

4.  Provide the Prince William County Police Department with the name and
telephone number of a technical and an administrative point of contact.

B. The Prince William County Police Department will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3. Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4.  Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures

.- to_provide. this service to.the Prince William County Police Department will-be. subject to -
the FBI and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which allow each to perform this service under current

funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle

information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include

the FB! and will not be referred to any other person or entity for settlement.

8. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-

factor access authentication.

B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VVCIN Operating and Security Policies.
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C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normalily assigned work

shifts.
E. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.

A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.
F. NCIC/VCIN File extracts may be stored on portable electronic media such as USB

“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader

machines.

G. Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will

be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, ioss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security

provisions relating..to the .use of .any NCIC/NCIN -file-extract information,. . ...

suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be

unfounded.
2. The suspension of access or termination will be determined upon the sole

discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

C. Either party may terminate this MOU upon 30-day written notification to the other
party.

D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBIl and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:
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1.  The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six

months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the Prince Wiiliam County Police Department.

For the Commonwealth of Virginia, Department of State Police:

C@/})%&) - /7—09

Captain Thomas W. Turner Date

Division Commander
Criminal Justice Information Services Division

.. . Virginia Department of State Police , : e

For Prince William County Police Department

/M"‘?M 7/{%’7

Chief Charlie T. Deane
Prince William County Police Department
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MEMORANDUM OF UNDERSTANDING

BETWEEN |
I Virginia State €3oi~ice ;
THE COMMONWEALTH OF VIRGINIA g dquarters /

DEPARTMENT OF STATE POLICE H’ET e

AND

The County of Prince George Police Department

GENERAL PROVISIONS

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _County of Prince
George Police Department |, hereinafter referred to as the “parties’, is to memorialize
the parties’ understanding regarding the transmitting, receiving, and storage of
information contained in the National Crime Information Center (NCIC) system of

records.

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicie File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, ds the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The _County of Prince George Police Department  has instituted state-of-the-art license
plate screening technology from mobile and fixed sites. The vendors provide software
and screening devices that have the capability of scanning license plates and searching
a local database loaded into a patroi vehicle computer or other location controlied by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with
the _ County of Prince George Police Department under the authority provided by an
MOU executed between the FBI and Department of State Police dated December 12,
2005. This authority is to transfer, receive, and store records contained in the

NCIC/VCIN system of records.
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the _ County of Prince George Police Department .

A. The Department of State Police will:

1. Provide the _ County of Prince George Police Department with extracts
from the NCIC/NCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _County of Prince George Police
Department ;

4. Provide the __County of Prince George Police Department  with the name
and telephone number of a technical and an administrative point of contact.

B. The _ County of Prince George Police Department  will:

1. Use the NCIC extracts for law enforcement purposes only;

2.  Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/N/CIN system are also deleted from all local databases;

3. Confirm extract hits are still active in NCIC/V/CIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _ County of Prince George Police Department will be
subject to the FBI and State Police budgetary processes and availability of funds
pursuant to applicable laws and regulations which allow each to perform this service

under current funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

8. SECURITY:

A. It is the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.
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Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.

An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader

machines,

Upoen transfer of NCIC//CIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/V/CIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A

All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be
unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

Lieutenant.

This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1.  The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the __County of Prince George Police Department .

For the Commonwealth of Virginia, Department of State Police:

O/ZZ% P28 201D

Captain Thomas W. Turner Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For _The County of Prince George Police Department

<\% . ~\\\-su Q\'\CQO\Q

Date
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MEMORANDUM OF UNDERSTANDING

BETWEEN
THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE
AND

City of Portsmouth Police Depa»rtment

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _City of Portsmouth
Police Department , hereinafter referred to as the “parties”, is to memorialize the
parties’ understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicie File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FB!
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The City of Portsmouth Police Department has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the City of Portsmouth Police Department under the authority provided by an MOU
executed between the FBI and Depariment of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/VCIN

system of records.

. SCOPE:. This MOU applies to the FBI's transmission of information from the NCIC

Vehicle File, License Plate File, and Wanted Person File to the Department of State
-Paolice and is made available under acceptable protocols established by the Department
of State Police to the City of Portsmouth Police Department.
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A. The Department of State Police will:

1. Provide the _City of Portsmouth Police Department with extracts from the
NCIC//CIN Vehicle File, License Plate File, and vehicle information in the
Wanted Person File; :

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the City of Portsmouth Police
Department;

4. Provide the City of Portsmouth Police Department with the name and
telephone number of a technical and an administrative point of contact.

B. The City of Portsmouth Police Department will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the

NCIC/VCIN system are also deleted from all local databases;

3. Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the City of Portsmouth Police Department will be subject to the
FBlI and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which allow each to perform this service under current

funding.

DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle

information in the Wanted Person File.

. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include

the FBI and will not be referred to any other person or entity for settlement.

. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-

factor access authentication.

B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.
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Al extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normalily assigned work

shifts.

An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader

machines.

Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A.

B.

C.

All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be

unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

Lieutenant.

This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

Either party may terminate this MOU upon 30-day written nofification to the other
party.

This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:
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1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the City of Portsmouth Police Depariment.

For the Commonwealth of Virginia, Department of State Police:

C 7D CZM B —/2-09

Captain Thomas W. Turner Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For City of Portsmouth Police Department

@,Q f__w 3 Ap-09

Date

Chief Edward G. Hargis
City of Portsmouth Police Department
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1.

Lhpy
MEMORANDUM OF UNDERSTANDING -
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE |

AND

PE”E"—J Beaurg Burcam of FoLZzeE

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth  of Virginia, Department of State Police and the
ErsBuas busgad of Flzeehereinafter referred to as the ‘“parties”, is to
memorialize the parties’ understanding regarding the transmitting, receiving, and
storage of information contained in the National Crime Information Center (NCIC)

system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Piate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject {o seizure based on federal court orders.. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File,
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The 7S austs Bucenn of Fotzed has instituted state-of-the-art license
plate screening technology from mobiie and fixed sites. The vendors provide software
and screening devices that have the capability of scanning license plates and searching
a local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with

the e7rersS8unc Burenn F FPorze” under the authority provided by an
MOU executed between the FBI and Department of State Police dated December 12,
2005. This authority is to transfer, receive, and store records contained in the

NCIC/VCIN system of records.
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the PerersBenc BofeAru of Rzl

A. The Depariment of State Police will:

1. Provide the fecmnsduaa Bunesx of Rx*e¥ - ywith extracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the
Wanted Person File; :

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the Ferens punt Bupeaw of Pr7ed

4. Provide the f€7ens ganc Benean of FAnzed with the name and telephone
number of a technical and an administrative point of contact.

B. The %‘7'5"—55“/»( Lt Ern of ParTedf will

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/V/CIN system are also deleted from all local databases;

3. Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the FE®EAS gun-C Bua&au oF Fazee will be
subject to the FBI and State Police budgetary processes and availability of funds
pursuant to applicable laws and regulations which allow each to perform this service

under current funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited fo extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

8. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.
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B. Dissemination of this information is authorized only in accordance with existing faw
and NCIC/VCIN Operating and Security Policies.

C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate readér'project, a locked law
enforcement vehicle is considered a secure location during normally assigned work 7

shifts.

E. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

F. NCIC/VCIN File extracts may be stored on portable electronic media such as USB
‘“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader

machines.

G. Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

- 1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be

unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

C. Either party may terminate this MOU upon 30-day written notification to the other
party.

_-30445 -

L



D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof,

The fore%)mg represents the understandings reached between the Department of State Polic
and the +&7-$8nng Lutgaou of Fezee

For the Commonwealth of Virginia, Department of State Police:

WM | /{/g?é/ {e///

Captain Thomas W. Turner

Division Commander

Criminal Justice Information Services Division
Virginia Department of State Police

For ?wm%% ussEaw 0% ?m.::.c&,

//MM% =, /5]l

/ Déte
5/4?%’{/ . f%xxmw 'z‘:?;b
Clrit=aF STAFR

n -
[erERsswy (Bucsa ofF Hues
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

Old Dominion University Police Department

GENERAL PROVISIONS

1. PURPOSE: The purpose of this Memorandum of Understanding (MQU) between the
Commonwealth of Virginia, Department of State Police and the _Old Dominion
University Police Department , hereinafter referred to as the “parties’, is to memorialize
the parties’ understanding regarding the transmitting, receiving, and storage of
information contained in the National Crime Information Center (NCIC) system of

records.

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division, The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center
(NCIC) and VCIN.

The _Old Dominion University Police Department has instituted state-of-the-art license
plate screening technology from mobile and fixed sites. The vendors provide software
and screening devices that have the capability of scanning license plates and searching
a local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with
the _Old Dominion University Police Department under the authority provided by an
MOU executed between the FBI and Depariment of State Police dated December 12,
2005. This authority is to transfer, receive, and store records contained in the

NCIC/VCIN system of records.
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the _Old Dominion University Police Department .

A. The Department of State Police will:

1.  Provide the _Old_Dominion University Police Department with exiracts
from the NCIC/NCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File;

2. Provide updated exiract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _QOld _Dominion University Police
Department ;

4, Provide the _Old Dominion University Police Department with the name
and telephone number of a technical and an administrative point of contact.

B. The _Old Dominion University Police Department will:

1.  Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBl and Department of State Police updates
become available ensuring that those numbers deleted from the
NCICAN/CIN system are also deleted from all local databases;

3.  Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _Old Dominion University Police Department will be
subject to the FBl and State Police budgetary processes and availability of funds
pursuant to applicable laws and regulations which allow each to perform this service
under current funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VVCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

8. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
-will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.
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. Dissemination of this information is authorized only in accordance with existing law

and NCIC/VCIN Operating and Security Policies.

All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work
shifts.

An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

NCIC//CIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader

machines.

Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A

All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be
unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

lieutenant.

This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the foliowing rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Depariment of State Police
and the _Old Dominion University Police Department .

For the Commonwealth of Virginia, Department of State Police:

QZD % 4 =29/ O

Captain Thomas W. Turner Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For the Old Dominion University Police Department

g
(.../"/ / 7 4% ' &/ ,,? ~
A?QQ\\M\B& 5‘/ /0
i/

!/ Date

A
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

City of Norfolk Police Dgpartment

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _City of Norfolk Police
Department , hereinafter referred to as the “parties”, is to memorialize the parties’
understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center
(NCIC) and VCIN.

The _City of Norfolk Police Department has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the City of Norfolk Police Department under the authority provided by an MOU executed
between the FBI and Department of State Police dated December 12, 2005. This
authority is to transfer, receive, and store records contained in the NCIC/VCIN system

of records.
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the City of Norfolk Police Department.

A. The Department of State Police will:

1. Provide the City of Norfolk Police Department with extracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the
Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _City of Norfolk Police Department;

4. Provide the City of Norfolk Police Department with the name and telephone
number of a technical and an administrative point of contact.

B. The City of Norfolk Police Department will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBIl and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3.  Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4.  Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _City of Norfolk Police Department will be subject to the FBI
and State Police budgetary processes and availability of funds pursuant to applicable
laws and regulations which allow each to perform this service under current funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/NCIN Vehicle File, License Plate File, and vehicle

information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

8. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.
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Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work
shifts.

An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized
entry.

NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A.

All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be
unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN
Lieutenant.

This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file exiracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3.  All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the City of Norfolk Police Department.

For the Commonwealth of Virginia, Department of State Police:

Captain Thomas W. Turner Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For City of Norfolk Police Department

Wﬁ“ | WWien 10, g0

Date

Chief Bruce P. Marquis
City of Norfolk Police Department
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MEMORANDUM OF UNDERSTANDING

BETWEEN
THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE
AND

Metropolitan Washington Airports Authority Police Department (MWAA)

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _MWAA Police
Department , hereinafter referred to as the “parties”, is to memorialize the parties’
understanding regarding the f{ransmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The MWAA Police Department has instituted state-of-the-art license plate screening
technology from mobile and fixed sites. The vendors provide software and screening
devices that have the capability of scanning license plates and searching a local
database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the MWAA Police Department under the authority provided by an MOU executed
between the FBI and Department of State Police dated December 12, 2005. This
authority is to transfer, receive, and store records contained in the NCIC/VCIN system

of records.

. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC

Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the MWAA Police Department.
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A. The Department of State Police will:

1. Provide the MWAA Police Depariment with extracts from the NCIC/VCIN
Vehicle File, License Plate File, and vehicle information in the Wanted

Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the MWAA Police Department;

4. Provide the MWAA Police Department with the name and telephone
number of a technical and an administrative point of contact.

B. The MWAA Police Department will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3. Confirm extract hits are still active in NCIC/VVCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

. FUNDING: There are no reimbursable expenses associated with this level of support.

Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the MWAA Police Department will be subject to the FBI and
State Police budgetary processes and availability of funds pursuant to applicable laws
and regulations which allow each to perform this service under current funding.

DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle

information in the Wanted Person File.

. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include

the FBI and will not be referred to any other person or entity for settlement.

. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-

factor access authentication.

B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.
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For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.

An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader

machines.

Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A.

B.

C.

All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be

unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

Lieutenant. :

This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

Either party may terminate this MOU upon 30-day written notification to the other
party.

This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:
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1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2.  Each party will pay the costs it incurs as a result of termination.

3. Al project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10.  This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the MWAA Police Department.

For the Commonwealth of Virginia, Department of State Police:

Q@@m S=/P-20/0

Captain Thomas W. Turner Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For Metropolitan Washington Airports Police Department (MWAA)

ALY 1/é/20/0

Date

Chief Stephen L. Holl
Metropolitan Washington Airports Police Depariment (MWAA)
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARMENT OF STATE POLICE

AND
NEWPORT NEWS POLICE DEPARTMENT
GENERAL PROVISIONS

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the Newport News Police
Department, Virginia Police Department, hereinafter referred to as the “parties,” is to
memorialize the parties understanding regarding the transmitting, receiving, and storage of
information contained in the National Crime Information Center (NCIC) system of records.

2. BACKGROUND: The FBI maintains the NCIC system of records containing muitiple files.
Two of the files, the Vehicle File and License Plate File, contain information relating to stolen
vehicles, vehicles wanted in conjunction with felonies, and vehicles subject to seizure based on
federal court orders. Additionally, information relating to vehicles in association with wanted
persons is contained in the Wanted Person File. The Department of State Police, Criminal
Justice Information Services (CJIS) Division serves as the Criminal Justice Information Services
System Agency (CSA) for the FBI and as such is responsible for the retention and transfer of
information for the Virginia Criminal Information Network databases and those sent to the FBI
CJIS Division. The Department of State Police as the CSA is responsible for the compliance
with all FBI policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The Newport News Police Department has instituted state-of-the-art license plate screening
technology from mobile and fixed sites. The vendors provide software and screening devices
that have the capability of scanning license plates and searching a local database loaded into a
patrol vehicle computer or other location controlled by the agency. Data is provided only to the
law enforcement agency, not the vendor. Consequently, your law enforcement agency has
requested that the Commonwealth of Virginia, Department of State Police obtain relatively
current information from the NCIC files in order to compare scanned numbers against stolen

license plates.

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with the
Newport News Police Department under the authority provided by an MOU executed between
the FBI and Department of State Police dated December 12, 2005. This authority is to transfer,
receive and store records contained in NCIC/VCIN system of records.

4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC Vehicle
File, License Plate File and Wanted Person File to the Department of State Police and made
available under acceptabie protocols established by the Department of State Police to the

Newport News Paolice Department.
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A. The Department of State Police will:

1.

Provide the Newport News Police Department with extracts from the NCIC/VCIN
Vehicle File, License Plate File and vehicle information in the Wanted Person File;

Provide updated extract information on a mutually agreed to frequency;
Respond to specific inquiries from the Newport News Police Department;

Provide the Newport News Police Department with the name and telephone number of a
technical and an administrative point of contact.

B. The Newport News Police Department will:

1.

2.

4.

Use the NCIC extracts for law enforcement purposes only;

Update its local database as FBl and Department of State Police updates become
available ensuring that those numbers deleted from the NCIC/VCIN system are also

deleted from all local databases:

Confirm extract hits are still active in NCIC/VVCIN at the earliest reasonable opportunity in
accordance with current hit confirmation policy;

Provide the Department of State Police with the name and telephone number of a
technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support. Each
party will fund its own activities unless otherwise agreed in writing. Expenditures to provide this
service to the Newport News Police Department will be subject to the FBI and State Police
budgetary processes and availability of funds pursuant to applicable laws and regulations which
allow each to perform this service under current funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be limited to
extracts from the NCIC/V/CIN Vehicle File, License Plate File and vehicle information in the

Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or relating
to this MOU will be resolved only by consultation between the parties to include the FBI and will
not be referred to any other person or entity for settlement.

8. SECURITY:

A. It is the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VVCIN Operating and Security Policies to
include end to end encryption for CJIS data transport, and appropriate use of two factor

access authentication.

B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/V/CIN Operating and Security Policies.
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C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate reader project; a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.
E. An office environment is only considered a secure environment if the area is within a

secure law enforcement facility, such as a police agency building or precinct office. A
secure facility is further defined as having security measures such as locks and alarms
employed at the facility to prevent unauthorized access and unauthorized entry.

F. NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, Jump Drives for the
sole purpose of transferring file extract information to the license plate reader machines.

G. Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed. Any
NCIC/NVCIN file extract information transferred to reusable electronic media will be
destroyed, deleted or erased from the electronic media to prevent any unauthorized
access to that information due to theft, loss or any similar event.

8. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. Al activities of the parties under this MOU will be carried out in accordance to the
above described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCICNCIN file extract information;
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be

unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division
Commander; or CSA, Information Security Officer, identified as the CJIS Division

VCIN Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties' authorized representatives.

C. Either party may terminate this MOU upon 30 days written notification to the other
party.

D. This MOU may terminate as a result of action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between the
Department of State Police and the FBI since these file exiracts are being provided by
the FBI and is governed by their continued approval. Such notice will be the subject of
immediate consultation by the parties to decide upon the appropriate course of action. In
the event of such termination, the following rules apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.
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2. Each party will pay the costs it incurs as a result of termination.

3. All Project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six months

of the termination of this MOU.

10. This MOU, which consists of ten Sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed, to
create any right or benefit, substantive or procedural, enforceable at law or otherwise by any
third party against the parties, their parent agencies, the United States, or the officers,

employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the Newport News Police Department.

For the Commonwealth of Virginia, Department of State Police:

(W Yy M‘A 11-13-06
Captain W. Ken Paul, Jr. Date
Division Commander

Criminal Justice Information

Services Division

Virginia Department of State Police

For Newport News Police Department:

ML 11/09/06
g

Date

Newpgri News Police Department
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OCT 22 2018

MEMORANDUM OF UNDERSTANDING

BETWEEN

v Fiesdquarters
;7".‘ Hﬁi&T .

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

The New Kent County Sheriff's Office

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _New Kent County
Sheriff's Office , hereinafter referred to as the “parties”, is to memorialize the parties’
understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related o the aforementioned files in National Criminal Information Center
(NCIC) and VCIN.

The _New Kent County Sheriff's Office  has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonweaith of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the _New Kent County Sheriff's Office under the authority provided by an MOU
executed between the FBI and Department of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/VCIN
system of records.
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4, SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the _New Kent County Sheriff's Office .

A. The Department of State Police wil:

1. Provide the New Kent Count\LSHeriff’s Office with extracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the

Wanied Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _New Kent County Sheriff's Office ;

4. Provide the _New Kent County Sheriffs Office  with the name and
telephone number of a technical and an administrative point of contact.

B. The New Kent County Sheriff's Office  will:

1.  Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3.  Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _New Kent County Sheriff's Office  will be subject to the
FBl and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which allow each to perform this service under current

funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle

information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

8. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.
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B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.

E. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

F. NCIC/N/CIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader

machines.

G. Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/V/CIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be
unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN
Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

C. Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice wili
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1.  The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2.  Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the _New Kent County Sheriff's Office .

For the Commonwealth of Virginia, Department of State Police:

(D Z e D25/

Captain Thomas W. Turner Date
Division Commander

Criminal Justice information Services Division

Virginia Department of State Police

For _The New Kent County Sheriff's Office

SHELTEAE fwﬁ‘%m RK 2L, /0 /ém/a,/.;

4 Daté
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Copy

MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

The Nelson County Sheriff's Office

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _Nelson County
Sheriff's Office , hereinafter referred to as the "parties”, is to memorialize the parties’
understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The _Nelson County Sheriffs Office  has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealith of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the _Nelson County Sheriff's Office under the authority provided by an MOU executed
between the FBI and Department of State Police dated December 12, 2005. This
authority is to transfer, receive, and store records contained in the NCIC/VCIN system

of records.
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4.

5.

SCOPE: This MOU applies to the FBl's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the _Nelson County Sheriff's Office .

A. The Department of State Police will:

1. Provide the Nelson County Sheriff's Office with extracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the
Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _Nelson County Sheriff’s Office ;

4. Provide the _Nelson County Sheriff's Office  with the name and telephone
number of a technical and an administrative point of contact.

B. The Nelson County Sheriff's Office  will:

1. Use the NCIC extracts for law enforcement purposes only;

2.  Update its local database as FB! and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from ali local databases;

3. Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4.  Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _Nelson County Sheriff’s Office  will be subject to the FBI
and State Police budgetary processes and availability of funds pursuant to applicable
laws and regulations which allow each to perform this service under current funding.

DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/NCIN Vehicle File, License Plate File, and vehicle

information in the Wanted Person File.

SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

SECURITY:

A. Itis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-

factor access authentication.
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B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/V/CIN terminals.

D. For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.

E. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

F. NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader

machines.

G. Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCICNCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be
unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

C. Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the _Nelson County Sheriff's Office .

For the Commonwealth of Virginia, Department of State Police:

%7%,& /g/é%//

Captain Thomas W. Turner 4 Date

Division Commander
Criminal Justice information Services Division

Virginia Department of State Police

For The Nelson County Sheriff's Office

| *&é Aibﬂ»ﬂ SN67 '7/&; e/

Sgeved A~ Dadis Date
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

The Montgomery County Sheriff's Department

GENERAL PROVISIONS

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _Montgomery County
Sheriff's Department | hereinafter referred to as the “parties’, is to memorialize the
parties’ understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsibie for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The _Montgomery County Sheriff's Department has instituted state-of-the-art license
plate screening technology from mobile and fixed sites. The vendors provide software
and screening devices that have the capability of scanning license plates and searching
a local database loaded into a patrol vehicle computer or other location controlied by the
agency. Data is provided only to the law enforcement agency. not the vendor.
Consequently, your faw enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with
the Montgomery County Sheriffs Department  under the authority provided by an
MOU executed between the FBI and Department of State Police dated December 12,
2005. This authority is to transfer, receive, and store records contained in the

NCIC//CIN system of records.
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the Montgomery County Sheriff's Department .

A. The Department of State Police will:

1. Provide the Monigomery County Sheriff's Depariment  with extracts from
the NCIC/VCiN Vehicle File, License Plate File, and vehicle information in

the Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _Montgomery County Sheriff's
Department ;

4.  Provide the Montgomery County Sheriff's Department  with the name and
telephone number of a technical and an admiristrative point of contact.

B. The Montgomery County Sheriff’'s Department  will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBl and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3.  Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4.  Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _Montgomery County Sheriff's Department will be subject
to the FBIl and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which allow each to perform this service under current

funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for seftlement.

8. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-

factor access authentication.
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Dissemination of this information is authorized only in accordance with existing law
and NCIC/VVCIN Operating and Security Policies.

All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.

An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader

machines.

Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unautheorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A.

All activities of the parties under this MOU will be carried out in accordanée to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/N/CIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be

unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

Lieutenant.

This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

Either party may terminate this MOU upon 30-day written nolification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2.  Each party will pay the costs it incurs as a result of termination.

3.  All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six

months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the _Montgomery County Sheriff’'s Department .

For the Commonwealth of Virginia, Department of State Police:

CH> e £ 29—/

Captain Thomas W. Turner Date

Division Commander
Criminal Justice Information Services Division
Virginia Department of State Police

For The Montgomery County Sheriff's Department

Q Q] [,JZ — H)20)20/2
—

Date

Sheriff
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

The Flovd County Sheriff's Department

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _Floyd County Sheriff's
Department , hereinafter referred to as the “parties”, is to memorialize the parties’
understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center {NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compiiance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The _Floyd County Sheriff's Department_ has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlied by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the _Floyd County Sheriff's Department  under the authority provided by an MOU
executed between the FB! and Department of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/VCIN

system of records.
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4. SCOPE: This MOU applies to the FBIl's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the _Floyd County Sheriff's Department .

A. The Department of State Police will:

1. Provide the Floyd County Sheriff's Department with extracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the

Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _Floyd County Sheriff's Department ;

4. Provide the _Floyd County Sheriff's Department with the name and
telephone number of a technical and an administrative point of contact.

B. The Floyd County Sheriff's Department  will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3. Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _Floyd County Sheriff's Department will be subject to the
FBI and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which allow each to perform this service under current

funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle

information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

8. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VVCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-

factor access authentication.
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B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.

E. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

F. NCIC/NCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader

machines.

G. Upon transfer of NCIC//CIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/V/CIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/V/CIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be

unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

C. Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:
1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

All project information, copies therecf, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

w

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the _Floyd County Sheriff’'s Department .

For the Commonwealth of Virginia, Department of State Police:

% . % L 29— /O

Captain Thomas W. Turner Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For The Floyd County Sheriff's Department

Date

/@wmszw%% =11 =70

Sherrif
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

The Craig County Sheriff's Department

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _Craig County Sheriff's
Department , hereinafter referred to as the “parties”, is to memorialize the parties’
understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted perscns is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The _Craig County Sheriff's Department has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the _Craig County Sheriff's Department under the authority provided by an MOU
executed between the FBI and Department of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/VCIN

system of records.
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4, SCOPE: This MOU applies to the FBl's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Depariment of State
Police and is made available under acceptable protocols established by the Department
of State Police to the _Craig County Sheriff’'s Department .

A. The Department of State Police will:

1. Provide the Craig County Sheriff's Depariment with extracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the

Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _Craig County Sheriff's Department ;

4. Provide the _Craig County Sheriffs Department with the name and
telephone number of a technical and an administrative point of contact.

B. The Craig County Sheriff's Department  will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/V/CIN system are also deleted from all local databases;

3.  Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4,  Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _Craig County Sheriff's Department will be subject to the
FBI and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which allow each to perform this service under current

funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle

information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

8. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC//CIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.
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B. Dissemination of this information is authorized only in accordance with existing law
and NCIC//CIN Operating and Security Policies.

C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.

E. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

F. NCICN/CIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

G. Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/V/CIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be
unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

C. Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. in the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2.  Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the _Craig County Sheriff's Department .

For the Commonwealth of Virginia, Department of State Police:

92 % A -29 /0

Captain Thomas W. Turner Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For The Craig County Sheriff's Department

Y (/0 b/l

Date
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3.

MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

The Town of Christiansburg Police Department

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _Town of Christiansburg
Police_Department , hereinafter referred to as the “parties”, is to memorialize the
parties’ understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Divisicn. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The _Town of Christiansburg Police Depariment has instituted state-of-the-art license
plate screening technology from mobile and fixed sites. The vendors provide software
and screening devices that have the capability of scanning license plates and searching
a local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonweaith of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Pclice has authority to enter into this MOU with
the Town of Christiansburg Police Department under the authority provided by an
MOU executed between the FBI and Department of State Police dated December 12,
2005. This authority is to transfer, receive, and store records contained in the

NCIC/A/CIN system of records.
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4. SCOPE: This MOU applies to the FBI's trahsmission of information from the NCIC

5.

Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the _Town of Christiansburg Police Department .

A. The Department of State Police will:

1. Provide the Town of Christiansburg Police Department with extracts from
the NCIC/NCIN Vehicle File, License Plate File, and vehicla information in
the Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _Town of Christiansburg Police
Department ;

4. Provide the Town of Christiansburg Police Department with the name
and telephone number of a technical and an administrative point of contact.

B. The Town of Christiansburg Police Department  will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3. Confirm extract hits are still active in NCIC/V/CIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _Town of Blacksburg Police Department will be subject to
the FBI and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which allow each to perform this service under current

funding.

DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/N/CIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VVCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication. ] 38484 ]



B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.

E. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

F. NCIC//CIN File extracts may be stored on portable electronic media such as USB
‘“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader

machines.

G. Upon transfer of NCIC/VVCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC//CIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access fo file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be

unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

C. Either party may terminate this MOU upon 30-day written notification to the other
pary.
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D. This MOU may terminate as a resuit of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3.  All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the _ Town of Christiansburg Police Department .

For the Commonwealth of Virginia, Department of State Police:

CW =& /O

Captain Thomas W. Turner Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For The Town of Christiansburg Police Department

el e A,»f’f;;;;ii“'“-- 09 macH 2010

Date

Police Chief
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MEMORANDUM GF QNDERSTAND!NG
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

The Town of Blacksburg Police Department

- GENERAL PROVISIONS .

PURPQOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _Town of Blacksburg
Police Department , hereinafter referred to as the “parties”, is to memorialize the
parties’ understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is coniained in the YWanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of Siate Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The _Town of Blacksburg Police Department has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of -
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the _Town of Blacksburg Police Department under the authority provided by an MOU
executed between the FBI and Department of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/VCIN

system of records.
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4. SCOPE:. This MOU éppiies to the FBI's transmission of information from the NCIC

Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the __Town of Blacksburg Police Department .

A. The Debartment of State Police will:

1.  Provide the _ Town of Blacksburg Police Department with extracts from
the NCIC/VCIN Vehicle File, License Plate File, and vehicle information in
the Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the Town of Blacksburg .Police
Department ; o ‘

4.  Provide the Town of Blacksburg Police Department  with the name and
telephone number of a technical and an administrative point of contact.

B. The Town of Blacksburg Police Departmént' will:

1. Use the NCIC extracts for law enforcement purposes only;

Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

N

3.  Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Departmeht of State Police with the name and telephone
number of a technical and an administrative point of contact.

FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _ Town of Blacksburg Police Department  will be subject to
the FBI and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which allow each to perform this service under current

funding.

DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

SECURITY:

A. It is the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC//CIN Operating and Security Policies to
include end-to-end encryption for_gﬂﬁ%sd_ata transport and appropriate use of two-

factor access authentication.
2
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B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.

E. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

F. NCIC/N/CIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

G. Upon transfer of NCIC/VVCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed,
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the pames under this MOU will be carried out in accordance to the
above-described provisions..

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/NCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the lssue is resolved or otherwise proved to be

unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

C. Either party may term nate this MOU upon 30-day written notification to the other )
party.
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- D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination,

3. Al project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed w:thn six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the Town of Blacksburg Police Department .

For the Commonwealth of Virginia, Department of State Police:

Captain Thomas W. Turner Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For The Town of Blacksburg Police Department

Date

«ZM/Q{O\%JJ N/K‘ /hé’uwr\w; 3 /X /f‘@
] < ' ‘

Police Chief
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

Smithfield Police Department

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonweaith of Virginia, Department of State Police and the __Smithfield Police
Department , hereinafter referred to as the “parties”, is to memorialize the parties’
understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center
(NCIC) and VCIN.

The _ Smithfield Police Department has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the __ Smithfield Police Department _ under the authority provided by an MOU
executed between the FBI and Department of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/VCIN
system of records.
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the __Smithfield Police Department _.

A. The Department of State Police will:

1. Provide the __Smithfield Police Department _ with extracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the
Wanted Person File;

2.  Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the __Smithfield Police Department _;

4. Provide the __ Smithfield Police Department _ with the name and
telephone number of a technical and an administrative point of contact.

B. The _Smithfield Police Department _ will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3.  Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the __Smithfield Police Department _ will be subject to the
FBI and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which allow each to perform this service under current
funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

8. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.
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B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work
shifts.

E. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized
entry.

F. NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

G. Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery andfor report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be
unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN
Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

C. Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the pariies as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3.  All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the _ Smithfield Police Department _

For the Commonwealth of Virginia, Department of State Police:

AR Yaw P H-27-42

Captain Thomas W. Turner Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For _Smithfield Police Department

% A ﬁ«—/ 9/

/ C"l\‘c'g_ S'\'&U‘éﬁ C)— &5&_}1"«4‘{»\ Date
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COPY

MEMORANDUM OF UNDERSTANDING

BETWEEN

# Buraat of Gririnal
THE COMMONWEALTH OF VIRGINIA 7 investigatien )

DEPARTMENT OF STATE POLICE

AND

The Smyth County Sheriff's Office

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _Smyth County Sheriff's
Office , hereinafter referred to as the “parties”, is to memorialize the parties’
understanding regarding the ftransmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The _Smyth County Sheriff's Office has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY. The Department of State Police has authority to enter into this MOU with
the _Smyth County Sheriff's Office  under the authority provided by an MOU executed
between the FBl and Department of State Police dated December 12, 2005. This
authority is to transfer, receive, and store records contained in the NCIC/VCIN system

of records.
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4.

5.

SCOPE: This MOU applies to the FBI’s transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the _Smyth County Sheriff's Office .

A. The Department of State Palice will:

1.  Provide the _Smyth County Sheriffs Office  with extracts from the
NCIC/NVCIN Vehicle File, License Plate File, and vehicle information in the
Wanted Person File;

2.  Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _Smyth County Sheriff’s Office ;

4. Provide the _Smyth County Sheriff's Office_ with the name and telephone
number of a technical and an administrative point of contact.

B. The S8myth County Sheriff's Office  will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FB! and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3.  Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4.  Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities uniess otherwise agreed in writing. Expenditures
to provide this service to the _Smyth County Sheriff's Office _ will be subject to the FBI
and State Police budgetary processes and availability of funds pursuant to applicable
laws and regulations which allow each to perform this service under current funding.

DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBi and will not be referred to any other person or entity for settlement.

SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.
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B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.

E. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

F. NCIC//CIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader

machines.

G. Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be

unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN
Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

C. Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the _Smyth County Sheriff's Office .

For the Commonwealth of Virginia, Department of State Police;

C D D) ?// ;’{f//;ate

Captain Thomas W, Turner

Division Commander

Criminal Justice Information Services Division
Virginia Department of State Police

D
For The Smyth County Sheriff's Office

@QJ%J/;% 0F-5)-1/

Date
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

The Stafford County Sheriff's Office

GENERAL PROVISIONS

PURPQSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _Stafford County
Sheriff's Office , hereinafter referred to as the “parties”, is to memorialize the parties’
understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The _Stafford County Sheriffs Office has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the _Stafford County Sheriff's Office  under the authority provided by an MQOU executed
between the FBIl and Department of State Police dated December 12, 2005. This
authority is to transfer, receive, and store records contained in the NCIC/VCIN system

of records.

1
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department

of State Police to the _Stafford County Sheriff's Office .

A. The Department of State Police will:

1. Provide the Stafford County Sheriffs Office with extracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the

Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _Stafford County Sheriff's Office ;

4. Provide the _Stafford County Sheriff's Office with the name and telephone
number of a technical and an administrative point of contact.

B. The _Stafford County Sheriff's Office  will:

1. Use the NCIC extracts for law enforcement purposes only;

2.  Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3. Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures

to provide this service to the _Stafford County Sheriff's Office will be subject to the FBI
and State Police budgetary processes and availability of funds pursuant to applicable

laws and regulations which allow each to perform this service under current funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle

information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include

the FBI and will not be referred to any other person or entity for settlement.

8. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-

factor access authentication.
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B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.

E. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.
F. NCIC/VCIN File extracts may be stored on portable electronic media such as LISB

“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader

machines.

G. Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC//CIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be

unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

Lisutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

C. Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:
1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six

months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the _Stafford County Sheriff's Office .

For the Commonwealth of Virginia, Department of State Police:

Coo(20.D | O,

Captain Thomas W. Turner Date

Division Commander
Criminal Justice Information Services Divisicn

Virginia Department of State Police

For _The Stafford County Sheriff's Office

O,\—-—Q‘—\L\iﬁfﬁ”' “IrfDlt8~1c>
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

The City of Staunton Police Department

ENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _City of Staunton Police
Department , hereinafter referred to as the “parties”, is to memorialize the parties’
understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal information Center

(NCIC) and VCIN.

The _City of Staunton Police Department has instituted state-of-the-art license plate
* screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the _City of Staunton Police Depariment under the authority provided by an MOU
executed between the FBI and Department of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC//CIN

system of records.
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4, SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the _City of Staunton Police Department .

A. The Department of State Police will:

1. Provide the _City of Staunton Police Department with extracts from the
NCIC/N/CIN Vehicle File, License Plate File, and vehicle information in the
Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _City of Staunton Police
Department ;

4. Provide the _City of Staunton Police Department with the name and
telephone number of a technical and an administrative point of contact.

B. The _City of Staunton Police Department will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/V/CIN system are also deleted from all local databases;

3.  Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _City of Staunton Police Department  will be subject to the
FBl and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which allow each to perform this service under current

funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle

information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consuitation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

8. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC//CIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication. - 30504 -
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B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VVCIN terminals.

D. For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assighed work

shifts.

E. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

F. NCICN/CIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader

machines.

G. Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be

unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN
Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties' authorized representatives.

C. Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination. '

2.  Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10.  This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the _City of Staunton Police Department .

For the Commonwealth of Virginia, Department of State Police:

7-2 -200 /0
Captain Thomas W. Turner Date
Division Commander
Criminal Justice Information Services Division
Virginia Department of State Palice

For _The City of Staunton Police Department

@ ? M O6-252v, o

James/k. Williams, Chief of Police Date
Staunton, VA Police Department
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

The Suyffolk Police Department

GENERAL PROVISIONS

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU)
between the Commonwealth of Virginia, Department of State Police and the ,
Suffolk Police Department hereinafter referred to as the “parties”, is to
memorialize the parties’ understanding regarding the transmitting, receiving, and
storage of information contained in the National Crime Information Center
(NCIC) system of records.

2. BACKGROUND: The FBI maintains the NCIC system of records containing
multiple files. Two of the files, the Vehicle File and License Plate File, contain
information relating to stolen vehicles, vehicles wanted in conjunction with
felonies, and vehicles subject to .seizure based on federal court orders.
Additionally, information relating to vehicles in association with wanted persons
is contained in the Wanted Person File. The Department of State Police,
Criminal Justice Information Services (CJIS) Division, serves as the Criminal
Justice Information Services System Agency (CSA) for the FBI and, as such, is
responsible for the retention and transfer of information for the Virginia Criminal
Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with
all FBl policies related to the aforementioned files in National Criminal
Information Center (NCIC) and VCIN.

The Suffolk Police Department has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software
and screening devices that have the capability of scanning license plates and
searching a local database loaded into a patrol vehicle computer or other location
controlled by the agency. Data is provided only to the law enforcement agency,
not the vendor. Consequently, your law enforcement agency has requested that
the Commonwealth of Virginia, Department of State Police obtain relatively
current information from the NCIC files in order to compare scanned numbers
against stolen license plates.

3. AUTHORITY: The Department of State Police has authority to enter into this
MOU with the Suffolk Police Department under the authority provided by an
MOU executed between the FBI and Department of State Police dated
December 12, 2005. This authority is to transfer, receive, and store records
contained in the NCIC/VCIN system of records.
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between the parties to include the FBI and will not be referred to any other
person or entity for settlement.

SECURITY:

A.

it is the intent of the parties that the transfer of information
described under this MOU will be conducted in accordance with NCIC/VCIN
Operating and Security Policies to include end-to-end encryption for CJIS
data transport and appropriate use of two-factor access authentication.

Dissemination of this information is authorized only in
accordance with existing law and NCIC/VCIN Operating and Security
Policies.

All extract information transferred for the purposes of this
project will be maintained in secure locations as is required for all NCIN/VCIN
terminals.

For the purposes of this section and this license plate
reader project, a locked law enforcement vehicle is considered a secure
location during normally assigned work shifts.

An office environment is only considered a secure

“environment if the area is within a secure law enforcement facility, such as a

police agency building or precinct office. A secure facility is further defined as
having security measures such as locks and alarms employed at the facility
to prevent unauthorized access and unauthorized entry.

NCICNCIN File extracts may be stored on portable
electronic media such as USB “Thumb” Drives, Flash Drives, Compact Disks,
Digital Video Disks, and Jump Drives for the sole purpose of transferring file
extract information to the license plate reader machines.

Upon transfer of NCIC/VCIN extract information to the
license plate reader machine, all NCIC/VCIN file extract information and or
non-reusable media will be destroyed. Any NCIC/VCIN file extract
information transferred to reusable electronic media will be destroyed,
deleted, or erased from the electronic media to prevent any unauthorized
access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND

DURATION:

A.

All activities of the parties under this MOU will be carried
out in accordance to the above-described provisions.

1. Upon the discovery and/or report of alleged
misuse or breach of security provisions relating to the use of any
NCIC/VCIN file extract information, suspension or termination of access
to file extract information will occur immediately and continue until the
issue is resolved or otherwise proved to be unfounded.
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Criminal Justice Information Services Division
Virginia Department of State Pclice

For Suiffolk Police Department

Date
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Cory
MEMORANDUM OF UNDERSTANDING

BETWEEN

THE COMMONWEALTH OF VIRGINIA
- DEPARTMENT OF STATE POLICE

AND

City of Virginia Beach Department

GENERAL PROVISIONS

PURPOSE:. The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _City of Virginia Beach
Police Depariment , hereinafter referred to as the “parties”, is to memorialize the
parties’ understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The __City of Virginia Beach Police Departiment has instituted state-of-the-art license
plate screening technology from mobile and fixed sites. The vendors provide software
and screening devices that have the capability of scanning license plates and searching
a local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the _City of Virginia Beach Police Depariment under the authority provided by an MOU
executed between the FBI and Department of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/N/CIN

system of records.
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the __City of Virginia Beach Police Department

A. The Department of State Police will:

1. Provide the City of Virginia Beach Police Department with extracts from
the NCIC/A/CIN Vehicle File, License Plate File, and vehicle information in
the Wanted Person File;

2.  Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _City of Virginia Beach Police
Department;

4. Provide the _City of Virginia Beach Police Department with the name and
telephone number of a technical and an administrative point of contact.

B. The _City of Virginia Beach Police Department  will:

1.  Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/V/CIN system are also deleted from all local databases;

3.  Confirm extract hits are still active in NCIC/VV/CIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _City of Virginia Beach Police Department will be subject
to the FBI and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which allow each to perform this service under current

funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited fo extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

8. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
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include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.

B. Dissemination of this information is authorized only in accordance with existing law
and NCICN/CIN Operating and Security Policies.

C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.

E. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

F. NCICN/CIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader

machines.

G. Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/N/CIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be

unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

C. Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination. ‘

2.  Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the _City of Virginia Beach Police Department .

For the Commonwealth of Virginia, Department of State Police:

%0/ y AL epe )

Captain Thomas W. Turner Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For City of Virginia Beach Police Department

/ -‘ ~ .
TQ’?’?%*@ /( L (e S
A Date
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MEMORANDURM OF UNDERSTANDING

BETWEEN
THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE
AND

Town of Vienna Police Depariment

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _Town of Vienna Police
Depariment , hereinafter referred to as the “parties”, is to memorialize the parties’
understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicies, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FB! CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related fo the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The Town of Vienna Police Department has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with

the Town of Vienna Police Department under the authority provided by an MOU
executed between the FBI and Department of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/N/CIN

system of records.

. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the Town of Vienna Police Department.
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A. The Department of State Police will;

1.  Provide the Town of Vienna Police Department with extracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the

Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the Town of Vienna Police Department;

4. Provide the Town of Vienna Police Depariment with the name and
telephone number of a technical and an administrative point of contact.

B. The Town of Vienna Police Department will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBIl and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3.  Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

. FUNDING: There are no reimbursable expenses associated with this level of support.

Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the Town of Vienna Police Department will be subject to the
FBI and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which allow each to perform this service under current

funding.
DISCLOSURE AND USE OF INFORMATION: The exchange of information will be

limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.

B. Dissernination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

-30%15 -



C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.

E. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

F. NCIC/VCIN File extracts may be stored on portable electronic media such as USB
*Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader

machines.

G. Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be

unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

C. Either party may terminate this MOU upon 30-day written notification to the other
party.

D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:
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1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2.  Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the Town of Vienna Police Department.

For the Commonwealth of Virginia, Department of State Police:

Cro @/@ SO -hE-OF

Captain Thomas W. Turner Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For _Town of Vienna Police Department

‘)@/ﬂwf A. W 10 /67

Date

Colonel Robert A. Carlisle
Town of Vienna Police Department
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

The Virginia Tech Police Department

GENERAL PROVISIONS

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the Virginia Tech Police
Department, hereinafter referred to as the “parties”, is to memorialize the parties’
understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI.
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center
(NCIC) and VCIN.

The Virginia Tech Police Department has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with
the Virginia Tech Police Department under the authority provided by an MOU executed
between the FBI and Department of State Police dated December 12, 2005. This

. authority is to transfer, receive, and store records contained in the NCIC/VCIN system
of records.
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4. SCOPE:. This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the Virginia Tech Police Department.

A. The Department of State Police will:

1. Provide the Virginia Tech Police Department with extracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the

Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the Virginia Tech Police Department;

4.  Provide the Virginia Tech Police Department with the name and telephone
number of a technical and an administrative point of contact.

B. The Virginia Tech Police Department will;

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3. Confirm extract hits are still active in NCIC/VCIN at the earliest reasonabie
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the Virginia Tech Police Department will be subject to the FBI
and State Police budgetary processes and availability of funds pursuant to applicable
laws and regulations which allow each to perform this service under current funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VVCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

8. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.
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Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

All extract information transferred for the purposes of this project will be maintained
in secure [ocations as is required for all NCIN/VCIN terminals.

For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.

An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

NCIC//CIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

Upon transfer of NCIC/V/CIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/V/CIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A.

All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be

unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN
Lieutenant.

This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10.  This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the Virginia Tech Police Department.

For the Commonwealth of Virginia, Department of State Police:

2-2-/Z
Captain Thomas W. Turner Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For Virginia Tech Police Department

b2 ZLF -2 20
Chief Wendell R. Flinchum Date
Virginia Tech Police Department
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

Washington County Sheriff's Office

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _Washington County
Sheriff's Office, hereinafter referred to as the “parties”, is to memorialize the parties’
understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple

files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information refating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJiS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN,

The Washington County Sheriffs Office has instifuted state-of-the-art license plate
screening technology from mobile and fixed sifes. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the Washington County Sheriffs Office under the authority provided by an MQU
executed between the FBI and Department of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/VCIN

systemofrecords.... . . e

- 30522 -



4.

8.

SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the Washington County Sheriff’s Office.

A. The Department of State Police will:
1. Provide the Washington County Sheriff's Office with extracts from the

NCIC/VCIN Vehicle File, License Plate File, and vehicie information in the
Wanted Person File; .

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the Washington County Sheriff's Office

4. Provide the Washington County Sheriff's Office with the name and
telephone number of a technical and an administrative point of contact.

B. The Washington County Sheriff's Office will:

1. Use the NCIC extracts for law enforcement purposes only;

2. ~ Updatéits local database as FBI and Department of State Police updates

become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3.  Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the Washington County Sheriff's Office will be subject to the
FBI and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which allow each to perform this service under current

funding.

DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VVCIN Vehicle File, License Plate File, and vehicle

. information in the Wanted Person File.

SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or

~ relating to this MOU will be resolved only by consultation between the parties to include

the FBI and will not be referred to any other person or entity for settlement.

SECURITY:

“A. ltis the intent of the parties that the transfer of information described under this MOU

will be conducted in accordance with NCIC/\V/CIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-

factor access authentication.
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B. Dissemination of this information is authorized only in accordance with existing law
and NCIC//CIN Operating and Security Policies.

C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normaily assigned work
shifts.

E. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.

A secure facility -is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and uhauthorized

entry.

F. NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader

machines.

G. Upon transfer of NCIC/VCIN extract information to the licehse plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed,
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be desfroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,

suspension or ferminafion of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be

unfounded.
2. The suspension of access or termination will be determined upon the sole

discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

C. Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the -Department--of- State- -Police--and--the -FBl,—since -these -file -extracts -are-being-- -
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1.  The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2.  Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MQU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the Washington County of Sheriff's Office.

For the Commonwealth of Virginia, Department of State Police:

DI Thvres— o) 2) o5

Captain Thomas W. Turner Date 7
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For Washington County Sheriff's Office

SHer W Tlomo—— -5

Date

Sheriff Fred Newman
Washington County Sheriff's Office

- 3(21525 -



Copre

MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

The Warren County Sheriff's Office

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _Warren County
Sheriff's Office , hereinafter referred to as the “parties”, is to memorialize the parties’
understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.,
The _Warren County Sheriff's Office  has instituted state-of-the-art license plate

screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlied by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the _Warren County Sheriff’'s Office _ under the authority provided by an MOU executed
between the FBI and Department of State Police dated December 12, 2005. This
authority is to transfer, receive, and store records contained in the NCIC/VCIN system

of records.
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4. SCOPE: This MOU applies to the FBl's transmission of information from the NCIC

5.

Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the _Warren County Sheriff's Office .

A. The Department of State Police will:
1.  Provide the _Warren County Sheriff's Office  with extracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the
Wanted Person File;
2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _Warren County Sheriff's Office ;

4. Provide the _Warren County Sheriff's Office  with the name and telephone
number of a technical and an administrative point of contact.

B. The Warren County Sheriff's Office  will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3. Confirm extract hits are stili active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _Warren County Sheriff's Office  will be subject to the FBI
and State Police budgetary processes and availability of funds pursuant to applicable
laws and regulations which allow each to perform this service under current funding.

DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-

factor access authentication.
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B.

Dissemination of this information is authorized only in accordance with existing law
and NCIC/VVCIN Operating and Security Policies.

All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work
shifts.

An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

NCIC//CIN File extracts may be stored on portable electronic media such as USB
*Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of fransferring file extract information to the license plate reader

machines.

Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/NCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A.

B.

C.

All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/NCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be

unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

Lieutenant.

This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the _Warren County Sheriff's Office .

For the Commonwealth of Virginia, Department of State Police:

C D D220, 0 . o2 ) L

Captain Thomas W. Turner Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For The Warren County Sheriff's Office

~—

3 : ' January 18, 2011
Daniel T. McEathron, smmﬁ& Date
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

City of Waynesboro Police Department

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _City of Waynesboro
Police Department , hereinafter referred to as the “parties”, is to memorialize the
parties’ understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The __ City of Waynesboro Police Department has instituted state-of-the-art license
plate screening technology from mobile and fixed sites. The vendors provide software
and screening devices that have the capability of scanning license plates and searching
a local database loaded into a patrol vehicle computer or other location controlied by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the _City of Waynesboro Police Department under the authority provided by an MOU
executed between the FBI and Department of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/VCIN

system of records.
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the __City of Waynesboro Police Department

A. The Department of State Police will:

1. Provide the City of Wavynesboro Police Department with extracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the
Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _City of Waynesboro Police
Department_;

4.  Provide the _City of Waynesboro Police Department with the name and
telephone number of a technical and an administrative point of contact.

B. The City of Wavynesboro Police Department  will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3.  Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4.  Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own aclivities unless otherwise agreed in writing. Expenditures
to provide this service to the _City of Waynesboro Police Department will be subject to
the FBI and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which allow each to perform this service under current

funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/V/CIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

8. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.
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B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work
shifts.

E. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

F. NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

G. Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be
unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

C. Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FB! and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the _City of Waynesboro Police Department .

For the Commonwealth of Virginia, Department of State Police:

(D ibomand b6 P e 22— 25/0

Captain Thomas W. Turner Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For City of Waynesboro Police Department

b=/l ) D
Date
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

The City of Williamsburg Police Department

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _City of Williamsburg
Police Department , hereinafter referred to as the “parties”, is to memorialize the
parties’ understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The _City of Williamsburg Police Department has instituted state-of-the-art license
plate screening technology from mobile and fixed sites. The vendors provide software
and screening devices that have the capability of scanning license plates and searching
a local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the _City of Williamsburg Police Department under the authority provided by an MOU
executed between the FBI and Department of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/VCIN

system of records.
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the _City of Williamsburg Police Department .

A. The Department of State Police will:

1. Provide the City of Williamsburg Police Department with extracts from the
NCIC/N/CIN Vehicle File, License Plate File, and vehicle information in the

Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _City of Williamsburg Police
Department ;

4. Provide the _City of Williamsburg Police Department with the name and
telephone number of a technical and an administrative point of contact.

B. The City of Williamsburg Police Department  will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3. Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4.  Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _City of Williamsburg Police Department  will be subject to
the FBIl and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which ailow each to perform this service under current

funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/AN/CIN Vehicle File, License Plate File, and vehicle

information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

8. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication. ‘
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B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.

E. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

F. NCIC/CIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

G. Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
alt NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/V/CIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any

" unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be

unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN
Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

C. Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2.  Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the _City of Williamsburg Police Department .

For the Commonwealth of Virginia, Department of State Police:

C0CT Zf,:@ /2L 200D

Captain Thomas W. Turner Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For The City of Williamsburg Police Department

LS\&WL\D)&%\/\ 406G~ 2010

Date
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

City of Winchester Police Department

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _City of Winchester
Police Department , hereinafter referred to as the “parties”, is to memorialize the
parties’ understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The __City of Winchester Police Department  has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the _City of Winchester Police Department under the authority provided by an MOU
executed between the FBI and Department of State Police dated December 12, 2005.
This authority is to transfer, receive, and store records contained in the NCIC/VCIN

system of records.
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the ___City of Winchester Police Department

A. The Department of State Police will:

1. Provide the City of Winchester Police Department  with extracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the
Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _City of Winchester Police
Department ;

4. Provide the _City of Winchester Police Department with the name and
telephone number of a technical and an administrative point of contact.

B. The City of Winchester Police Department  will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/V/CIN system are also deleted from all local databases;

3. Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4.  Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _City of Winchester Police Depariment will be subject to
the FBI and State Police budgetary processes and availability of funds pursuant to
applicable laws and regulations which allow each to perform this service under current

funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicie File, License Plate File, and vehicle

information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

8. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VVCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.
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B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.

E. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

F. NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader

machines.

G. Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be
unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties' authorized representatives.

C. Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MQOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the _City of Winchester Police Department .

For the Commonwealth of Virginia, Department of State Police:

O/é;) 4D MM Z-R -2/

Captain Thomas W. Turner Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For City of Winchester Police Department

Date

Qﬁdﬁ\%i/}aﬁﬁ/ c|nifs
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

The Wise County Sheriff's Office

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the _Wise County Sheriff's
Office , hereinafter referred to as the ‘“parties”, is to memorialize the parties’
understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The _Wise County Sheriff's Office  has instituted state-of-the-art license plate screening
technology from mobile and fixed sites. The vendors provide software and screening
devices that have the capability of scanning license plates and searching a local
database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the _Wise County Sheriff's Office under the authority provided by an MOU executed
between the FBl and Department of State Police dated December 12, 2005. This
authority is to transfer, receive, and store records contained in the NCIC/VCIN system

of records.
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC

5.

Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the _Wise County Sheriff's Office .

A. The Department of State Police will:

1. Provide the Wise County Sheriff's Office with extracts from the
NCICNCIN Vehicle File, License Plate File, and vehicie information in the
Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _Wise County Sheriff's Office ;

4.  Provide the _Wise County Sheriff's Office  with the name and telephone
number of a technical and an administrative point of contact.

B, The Wise County Sheriff's Office will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3. Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _Wise County Sheriff's Office  will be subject to the FBI
and State Police budgetary processes and availability of funds pursuant to applicable
laws and regulations which allow each to perform this service under current funding.

DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to exiracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

SECURITY:

A. Itis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.
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B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work
shifts.

E. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

F. NCIC/NCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

G. Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VVCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/NCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be

unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN
Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

C. Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10.  This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the _Wise County Sheriff's Office .

For the Commonwealth of Virginia, Department of State Police:

C s o oyt

Captain Thomas W, Turner Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For The Wise County Sheriff's Office

;&M@_&w%—_ /21 /]
Date
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MEMORANDUM OF UNDERSTANDING

BETWEEN \
D D
WS

THE COMMONWEALTH OF VIRGINIA wetes S

DEPARTMENT OF STATE POLICE

AND

York Poquoson Sheriff’s Office

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the York Poquoson Sheriffs
Office, hereinafter referred to as the “parties”, is to memorialize the parties’
understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files, Two of the files, the Vehicle File and license Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The York Poguoson Sheriffs Office has instituted state-of-the-art license plate screening
technology from mobile and fixed sites. The vendors provide software and screening
devices that have the capability of scanning license plates and searching a local
database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the York Poquoson Sheriffs Office under the authority provided by an MOU executed
between the FBI and Department of State Police dated December 12, 2005. This
authority is to transfer, receive, and store records contained in the NCIC/VCIN system

of records,
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4., SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the York Pogquoson Sheriffs Office.

A. The Department of State Police will:

1. Provide the York Poquoson Sheriffs Office with extracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the
Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;
3. Respond to specific inquiries from the York Poquoson Sheriffs Office;

4. Provide the York Poquoson Sheriffs Office with the name and telephone
number of a technical and an administrative point of contact.

B. The York Poquoson Sheriffs Office will:
1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3. Confirm extract hits are still active in NCIC/V/CIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the York Poquoson Sheriffs Office will be subject to the FBI and
State Police budgetary processes and availability of funds pursuant to applicable laws
and regulations which allow each to perform this service under current funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consuitation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

8. SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of fwo-
factor access authentication.
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B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work
shifts.

E. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

F. NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

G. Upon transfer of NCIC/V/CIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC//CIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC//CIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resclved or otherwise proved to be
unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or C8A, Information Security Officer, identified as the CJIS Division VCIN
Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

C. Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the York Poguoson Sheriffs Office.

For the Commonwealth of Virginia, Department of State Police:

/2 oL

Captain Thomas W. Turner 7 Ddte
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Pclice

For York Poquoscon Sheriffs Office

) ) iy
o =3 H [

x’/\f‘d’\ } /
s Date
J.D. “Danny” Diggs
Sheriff
York-Poquoson Sheriffs Office

”“\X




5
3

of Criminal
MEMORANDUM OF UNDERSTANDING (nvestigation \

MAR 17 2011

BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

The Wythe County Sheriff's Office

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU)} between the
Commonwealth of Virginia, Department of State Police and the Wythe County Sheriff's
Office , hereinafter referred to as the “parties”, is to memorialize the parties’
understanding regarding the ftransmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center
(NCIC) and VCIN.

The _Wythe County Sheriff's Office  has instituted state-of-the-art license plate
screening technology from mobile and fixed sites. The vendors provide software and
screening devices that have the capability of scanning license plates and searching a
local database loaded into a patrol vehicle computer or other location controjled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the Wythe County Sheriff's Office  under the authority provided by an MOU executed
between the FBI and Department of State Police dated December 12, 2005. This
authority is to transfer, receive, and store records contained in the NCIC/VCIN system

of records.
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4. SCOPE: This MOU applies to the FBl's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the _Wythe County Sheriff's Office .

A. The Department of State Police will:

1. Provide the Wythe County Sheriff's Office  with extracts from the
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the
Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the _Wythe County Sheriff's Office ;

4.  Provide the _Wythe County Sheriff's Office  with the name and telephone
number of a technical and an administrative point of contact.

B. The Wythe County Sheriff's Office will:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3. Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4.  Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the _Wythe County Sheriff's Office will be subject to the FBI
and State Police budgetary processes and availability of funds pursuant to applicable
laws and regulations which allow each to perform this service under current funding.

8. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

8. SECURITY:
A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to

include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.
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B. Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

C. All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

D. For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work
shifts.

E. An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

F. NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

G. Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusabie electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A. All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be
unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN
Lieutenant.

B. This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

C. Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10.  This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the _Wythe County Sheriff's Office .

For the Commonwealth of Virginia, Department of State Police:

M F-25 -/

Captain Thomas W. Turner Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For The Wythe County Sheriff's Office

f S
sm&/w) X =Sl Ly
e —
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copy
MEMORANDUM OF UNDERSTANDING

BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

The Joint Base Myer-Henderson Hall Police Department

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the Joint Base Myer-
Henderson Hall Police Department, hereinafter referred to as the “parties”, is to
memorialize the parties’ understanding regarding the transmitting, receiving, and
storage of information contained in the National Crime Information Center (NCIC)
system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating o
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center
(NCIC) and VCIN.

The Joint Base Myer-Henderson Hall Police Department has instituted state-of-the-art
license plate screening technology from mobile and fixed sites. The vendors provide
software and screening devices that have the capability of scanning license plates and
searching a local database loaded into a patrol vehicle computer or other location
controlled by the agency. Data is provided only to the law enforcement agency, not the
vendor. Consequently, your law enforcement agency has requested that the
Commonwealth of Virginia, Department of State Police obtain relatively current
information from the NCIC files in order to compare scanned numbers against stolen

license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the Joint Base Myer-Henderson Hall Police Department under the authority provided by
an MOU executed between the FBI and Department of State Police dated December
12, 2005. This authority is to transfer, receive, and store records contained in the
NCIC/VCIN system of records.
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4. SCOPE:. This MOU applies to the FBl's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the Joint Base Myer-Henderson Hall Police Department.

A. The Department of State Police will:

1. Provide the Joint Base Mver-Henderson Hall Police Department with
extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle
information in the Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;,

3. Respond to specific inquiries from the Joint Base Myer-Henderson Hall
Police Department.

4. Provide the Joint Base Myer-Henderson Hall Police Department with the
name and telephone number of a technical and an administrative point of

contact.

B. The Joint Base Myer-Henderson Hall Police Department will;

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are also deleted from all local databases;

3.  Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Depariment of State Police with the name and telephone
number of a technical and an administrative point of contact.

5. FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the Joint Base Myer-Henderson Hall Police Department will be
subject to the FBI and State Police budgetary processes and availability of funds
pursuant to applicable faws and regulations which allow sach to perform this service
under current funding.

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle

information in the Wanted Person File.

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

2
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8. SECURITY:

A.

It is the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/V/CIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.

Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work
shifts.

An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

Upon transfer of NCIC/VCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A

B.

All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/VCIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be

unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

Lieutenant.

This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.
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C. Either party may terminate this MOU upon 30-day written notification to the other
party.

D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the Joint Base Myer-Henderson Hall Police Department.

For the Commonwealth of Virginia, Department of State Police:

C oD ey

Captain Thomas W. Turner Date
Division Commander

Criminal Justice Information Services Division

Virginia Department of State Police

For The Joint Base Myer-Henderson Hall Police Department

N\J Daté
Chief William R. JOHNSG

Chief of Police
Joint Base Myer-Henderson Hall Police Department
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MEMORANDUM OF UNDERSTANDING
BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

FORT LEE POLICE

GENERAL PROVISIONS

PURPOSE:. The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the Fort Lee Police,
hereinafter referred to as the “parties”, is to memorialize the parties’ understanding
regarding the transmitting, receiving, and storage of information contained in the
National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Depariment of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information. Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The Fort Lee Police has instituted state-of-the-art license plate screening technology
from mobile and fixed sites. The vendors provide software and screening devices that
have the capability of scanning license plates and searching a local database loaded
into a patrol vehicle computer or other location controlled by the agency. Data is
provided only to the law enforcement agency, not the vendor. Consequently, your law
enforcement agency has requested that the Commonwealth of Virginia, Department of
State Police obtain relatively current information from the NCIC files in order to compare

scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the Fort Lee Police under the authority provided by an MOU executed between the FBI
and Department of State Police dated December 12, 2005. This authority is to transfer,
receive, and store records contained in the NCIC/VCIN system of records.
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5.

SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department

of State Police to the U.S.
A. The Department of State Police will:

1. Provide the Fort Lee Police with extracts from the NCIC/VVCIN Vehicle File,
- License Plate File, and vehicle information in the Wanted Person File;

2. Provide updated extract information on a mutually agreed to frequency;

3. Respond to specific inquiries from the Fort Lee Police;

4. Provide the Fort Lee Police with the name and telephone number of a
technical and an administrative point of contact.

B. The Fort Lee Police wili:

1. Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VCIN system are alsc deleted from all local databases;

3.  Confirm extract hits are still active in NCIC/N/CIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the Fort Lee Police will be subject to the FBI and State Police
budgetary processes and availability of funds pursuant to applicable laws and
regulations which allow each to perform this service under current funding.

DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle

information in the Wanted Person File.

SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

SECURITY:

A. ltis the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-

factor access authentication.
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Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for afl NCIN/NVCIN terminals.

For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.

An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader

machines.

Upon transfer of NCIC/VVCIN extract information to the license plate reader machine,
all NCIC//CIN file extract information and or non-reusable media will be destroyed.
Any NCIC/VCIN file extract information transferred to reusable electronic media will
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A

All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/NCIN file extract information,
suspension or termination of access to file exiract information will occur
immediately and continue until the issue is resolved or otherwise proved to be

unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN

Lieutenant.

This MOU may be amended or terminated by the mutual written consent of the
parties'- authorized representatives.

Either party may terminate this MOU upon 30-day written nofification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consultation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply: -

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six
months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the Fort Lee Police.

For the Commonwealth of Virginia, Department of State Police:

. 2 = =/O
Captain Thomas W. Turner Date
Division Commander
Criminal Justice Information Services Division
Virginia Department of State Police

For the Fort Lee Police

.' ,.A\'Lg/omﬂc /?/// /ZJ/ A—r %Dg L/D

Joseph C| Metzger
Proyost Marshal
Fort Lee Police
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COPY
MEMORANDUM OF UNDERSTANDING

BETWEEN

THE COMMONWEALTH OF VIRGINIA
DEPARTMENT OF STATE POLICE

AND

THE UNITED STATES PARK POLICE

GENERAL PROVISIONS

PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the
Commonwealth of Virginia, Department of State Police and the United States Park
Police, hereinafter referred to as the “parties”, is to memorialize the parties’
understanding regarding the transmitting, receiving, and storage of information
contained in the National Crime Information Center (NCIC) system of records.

BACKGROUND: The FBI maintains the NCIC system of records containing multiple
files. Two of the files, the Vehicle File and License Plate File, contain information
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles
subject to seizure based on federal court orders. Additionally, information relating to
vehicles in association with wanted persons is contained in the Wanted Person File.
The Department of State Police, Criminal Justice Information Services (CJIS) Division,
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI
and, as such, is responsible for the retention and transfer of information for the Virginia
Criminal Information Network databases and those sent to the FBI CJIS Division. The
Department of State Police, as the CSA, is responsible for the compliance with all FBI
policies related to the aforementioned files in National Criminal Information Center

(NCIC) and VCIN.

The United States Park Police has instituted state-of-the-art license plate screening
technology from mobile and fixed sites. The vendors provide software and screening
devices that have the capability of scanning license plates and searching a local
database loaded into a patrol vehicle computer or other location controlled by the
agency. Data is provided only to the law enforcement agency, not the vendor.
Consequently, your law enforcement agency has requested that the Commonwealth of
Virginia, Department of State Police obtain relatively current information from the NCIC
files in order to compare scanned numbers against stolen license plates.

AUTHORITY: The Department of State Police has authority to enter into this MOU with
the United States Park Police under the authority provided by an MOU executed
between the FBI and Department of State Police dated December 12, 2005. This
authority is to transfer, receive, and store records contained in the NCIC/VCIN system

of records.
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5.

SCOPE: This MOU applies to the FBI's transmission of information from the NCIC
Vehicle File, License Plate File, and Wanted Person File to the Department of State
Police and is made available under acceptable protocols established by the Department
of State Police to the United States Park Police.

A. The Department of State Police will:

1. Provide the United States Park Police with extracts from the NCIC/VCIN
Vehicle File, License Plate File, and vehicle information in the Wanted

Person File;
2.  Provide updated extract information on a mutually agreed to frequency;
3. Respond to specific inquiries from the United States Park Police;

4. Provide the United States Park Police with the name and telephone number
of a technical and an administrative point of contact.

B. The United States Park Police will:
1.  Use the NCIC extracts for law enforcement purposes only;

2. Update its local database as FBI and Department of State Police updates
become available ensuring that those numbers deleted from the
NCIC/VVCIN system are also deleted from all local databases;

3.  Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable
opportunity in accordance with current hit confirmation policy;

4. Provide the Department of State Police with the name and telephone
number of a technical and an administrative point of contact.

FUNDING: There are no reimbursable expenses associated with this level of support.
Each party will fund its own activities unless otherwise agreed in writing. Expenditures
to provide this service to the United States Park Police will be subject to the FBI and
State Police budgetary processes and availability of funds pursuant to applicable laws
and regulations which allow each to perform this service under current funding.

DISCLOSURE AND USE OF INFORMATION: The exchange of information will be
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle

information in the Wanted Person File.

SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or
relating to this MOU will be resolved only by consultation between the parties to include
the FBI and will not be referred to any other person or entity for settlement.

SECURITY:

A. [t is the intent of the parties that the transfer of information described under this MOU
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication.
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Dissemination of this information is authorized only in accordance with existing law
and NCIC/VCIN Operating and Security Policies.

All extract information transferred for the purposes of this project will be maintained
in secure locations as is required for all NCIN/VCIN terminals.

For the purposes of this section and this license plate reader project, a locked law
enforcement vehicle is considered a secure location during normally assigned work

shifts.

An office environment is only considered a secure environment if the area is within a
secure law enforcement facility, such as a police agency building or precinct office.
A secure facility is further defined as having security measures such as locks and
alarms employed at the facility to prevent unauthorized access and unauthorized

entry.

NCIC/VCIN File extracts may be stored on portable electronic media such as USB
“Thumb” Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives
for the sole purpose of transferring file extract information to the license plate reader
machines.

Upon transfer of NCIC/VVCIN extract information to the license plate reader machine,
all NCIC/VCIN file extract information and or non-reusable media will be destroyed.
Any NCIC/NV/CIN file extract information transferred to reusable electronic media will -
be destroyed, deleted, or erased from the electronic media to prevent any
unauthorized access to that information due to theft, loss, or any similar event.

AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION:

A.

All activities of the parties under this MOU will be carried out in accordance to the
above-described provisions.

1. Upon the discovery and/or report of alleged misuse or breach of security
provisions relating to the use of any NCIC/V/CIN file extract information,
suspension or termination of access to file extract information will occur
immediately and continue until the issue is resolved or otherwise proved to be

unfounded.

2. The suspension of access or termination will be determined upon the sole
discretion of the CJIS System Officer, identified as the CJIS Division Commander
or CSA, Information Security Officer, identified as the CJIS Division VCIN
Lieutenant.

This MOU may be amended or terminated by the mutual written consent of the
parties’ authorized representatives.

Either party may terminate this MOU upon 30-day written notification to the other
party.
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D. This MOU may terminate as a result of the action of the FBI; independent of any
agreement between the parties as a result of termination of the agreement between
the Department of State Police and the FBI, since these file extracts are being
provided by the FBI and are governed by their continued approval. Such notice will
be the subject of immediate consuitation by the parties to decide upon the
appropriate course of action. In the event of such termination, the following rules

apply:

1. The parties will continue participation, financial or otherwise, up to the effective
date of termination.

2. Each party will pay the costs it incurs as a result of termination.

3. All project information, copies thereof, and rights therein received under the
provisions of this MOU prior to the termination will be destroyed within six

months of the termination of this MOU.

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both
parties, will be reviewed annually to determine whether amendments are needed, and will
remain in effect until terminated. This MOU is not intended, and should not be construed,
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by
any third party against the parties, their parent agencies, the United States, or the officers,
employees, agents, or other associated personnel thereof.

The foregoing represents the understandings reached between the Department of State Police
and the United States Park Police.

For the Commonwealth of Virginia, Department of State Police:

Se291D
Date

Captain Thomas W. Turner

Division Commander

Criminal Justice Information Services Division
Virginia Department of State Police

For the United States Park Police

% Ay S

Salvatore R. Lauro, Chief Date
United States Park Police
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