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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

The County of Albemarle Police Department 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the County of Albemarle 
Police Department , hereinafter referred to as the "parties", is to memorialize the 
parties' understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NC!C) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services {CJIS) Division, 
serves as the Criminal Justice Information ·services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
{NCIC) and VCIN. 

The County of Albemarle Police Department has instituted state-of-the-art license 
plate screening technology from mobile and fixed sites. The vendors provide software 
and screening devices that have the capability of scanning license plates and searching 
a local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the County of Albemarle Police Department under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the County of Albemarle Police Department . 

A The Department of State Police will: 

1. Provide the County of Albemarle Police Department with extracts from 
the NCICNCIN Vehicle File, License Plate File, and vehicle information in 
the Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the County of Albemarle Police 
Department ; 

4. Provide the County of Albemarle Police Department with the name and 
telephone number of a technical and an administrative point of contact. 

B. The County of Albemarle Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the County of Albemarle Police Department will be subject 
to the FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCII\JNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
'Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMEI\IDMENT, TERMINATIOI\J, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the County of Albemarle Police Department 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For The County of Albemarle Police Department 
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REVISED 
MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARMENT OF STATE POLICE 

AND 

THE CITY OF ALEXANDRIA, VIRGINIA 
POLICE DEPARTMENT 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the City of Alexandria Virginia Police 
Department, hereinafter referred to as the "parties," is to memorialize the parties understanding 
regarding the transmitting, receiving, and storage of information contained in the National Crime 
Information Center (NCIC) system of records. 

2. BACKGROUND:. The FBI maintains the NCIC system of records containing multiple files. 
Two of the files, the Vehicle File and License Plate File, contain information relating to stolen 
vehicles, vehicles wanted in conjunction with felonies, and vehicles subject to seizure based on 
federal court orders. Additionally, information relating to vehicles in association with wanted 
persons is contained in the Wanted Person File. The Department of State Police, Criminal 
Justice Information Services (CJIS) Division serves as the Criminal Justice Information Services 
System Agency (GSA) for the FBI and as such is responsible for the retention and transfer of 
information for the Virginia Criminal Information Network databases and those sent to the FBI 
CJIS Division. The Department of State Police as the GSA is responsible for the compliance 
with all FBI policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Alexandria Police Department has instituted state-of-the-art license plate screening 
technology from mobile and fixed sites. The vendors provide software and screening devices 
that have the capability of scanning license plates and searching a local database loaded into a 
patrol vehicle computer or other location controlled by the agency. Data is provided only to the 
law enforcement agency, not the vendor. Consequently, your law enforcement agency has 
requested that the Commonwealth of Virginia, Department of State Police obtain relatively 
current information from the NCIC files in order to compare scanned numbers against stolen 
license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with the 
Alexandria Police Department under the authority provided by an MOU executed between the 
FBI and Department of State Police dated December 12, 2005. This authority is to transfer, 
receive and store records contained in NCICNCIN system of records. 

4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC Vehicle 
File, License Plate File and Wanted Person File to the Department of State Police and made 
available under acceptable protocols established by the Department of State Police to the 
Alexandria Police Department. 
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A The Department of State Police will: 

1. Provide the Alexandria Police Department with extracts from the NCICNCIN Vehicle 
File, License Plate File and vehicle information in the Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Alexandria Police Department; and 

4. Provide the Alexandria Police Department with the name and telephone number of a 
technical and an administrative point of contact. 

B. The Alexandria Virginia Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates become 
available ensuring that those numbers deleted from the NCICNCIN system are also 
deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable opportunity in 
accordance with current hit confirmation policy; and 

4. Provide the Department of State Police with the name and telephone number of a 
technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. Each 
party will fund its own activities unless otherwise agreed in writing. Expenditures to provide this 
service to the Alexandria Police Department will be subject to the FBI and State Police 
budgetary processes and availability of funds pursuant to applicable laws and regulations which 
allow each to perform this service under current funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be limited to 
extracts from the NCICNCIN Vehicle File, License Plate File and vehicle information in the 
Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or relating 
to this MOU will be resolved only by consultation between the parties to include the FBI and will 
not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU will be 
conducted in accordance with NCICNCIN Operating and Security Policies to include end to 
end encryption for CJIS data transport, and appropriate use of two factor access 
authentication. 

B. Dissemination of this information is authorized only in accordance with existing law and 
NCICNCIN Operating and Security Policies. 
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C. All extract information transferred for the purposes of this project will be maintained in 
secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project; a locked law 
enforcement vehicle is considered a secure location during normally assigned work shifts. 

E. An office environment is only considered a secure environment if th·e area is within. a secure 
law enforcement facility, such as a police agency building or precinct office. A secure facility 
is further defined as having security measures such as locks and alarms employed at the 
facility to prevent unauthorized access and unauthorized entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB "Thumb" 
Drives, Flash Drives, Compact Disks, Digital Video Disks, Jump Drives for the sole purpose 
of transferring file extract information to the license plate reader machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, all 
NCICNCIN file extract information and or non-reusable media will be destroyed. Any 
NCICNCIN file extract information transferred to reusable electronic media will be 
destroyed, deleted or erased from the electronic media to prevent any unauthorized access 
to that information due to theft, loss or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the above­
described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security provisions 
relating to the use of any NCICNCIN file extract information; suspension or termination 
of access to file extract information will occur immediately and continue until the issue is 
resolved or otherwise proved to be unfounded. 

2. The. suspension of access or termination will be determined upon the sole discretion of 
the CJIS System Officer, identified as the CJIS Division Commander; or CJIS System 
Agency, Information Security Officer, identified as the CJIS Division VCIN Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the parties' 
authorized representatives. 

C. Either party may terminate this MOU upon 30-days written notification to the other party. 

D. This MOU may terminate as a result of action of the FBI; independent of any agreement 
between the parties as a result of termination of the agreement between the Department of 
State Police and the FBI since these file extracts are being provided by the FBI and is governed 
by their continued approval. Such notice will be the subject of immediate consultation by the 
parties to decide upon the appropriate course of action. In the event of such termination, the 
following rules apply: 

1. The parties will continue participation, financial or otherwise, up to the effective date of 
termination. 

2. Each party will pay the costs it incurs as a result of termination. 
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3. All Project information, copies thereof, and rights therein received under the provisions of 
this MOU prior to the termination will be destroyed within six months of the termination of 
this MOU. 

10. This MOU, which consists of ten Sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, to 
create any right or benefit, substantive or procedural, enforceable at law or otherwise by any 
third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Commonwealth of Virginia, 
Department of State Police and the City of Alexandria, Virginia Police Department. 

For the Commonwealth of Virginia, Department of State Police: 

~.\C... '?o .. ~;. 
Captain W. Ken Paul, Jr. 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For the City of Alexandria, Virginia Police Department: 

~~~ 
Chief Charles E. Samarra · 
Alexandria Police Department 

3· \'3· OG. 
Date 

Date 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

ARLINGTON COUNTY POLICE DEPARTMENT 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Arlington County Police 
Department, hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Arlington County Police Department has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Arlington County Police Department under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the Arlington County Police Department. 

A. The Department of State Police will: 

1. Provide the Arlington County Police Department with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Arlington County Police Department; 

4. Provide the Arlington County Police Department with the name and 
telephone number of a technical and an administrative point of contact. 

B. The Arlington County Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the Arlington County Police Department will be subject to the 
FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non~reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Arlington County Police Department. 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For Arlington County Police Department 

M. Doug as Scott 
Chief of Police 
Arlington County Police Department 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

The Augusta County Sheriff's Office 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Augusta County 
Sheriff's Office , hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (C ... IIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI C ... IIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Augusta County Sheriff's Office has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Augusta County Sheriff's Office under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the Augusta County Sheriff's Office 

A. The Department of State Police will: 

1. Provide the Augusta County Sheriff's Office with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Augusta County Sheriff's Office ; 

4. Provide the Augusta County Sheriff's Office with the name and telephone 
number of a technical and an administrative point of contact. 

B. The Augusta County Sheriff's Office will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the Augusta County Sheriff's Office will be subject to the FBI 
and State Police budgetary processes and availability of funds pursuant to applicable 
laws and regulations which allow each to perform this service under current funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure. locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Augusta County Sheriff's Office 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For The Augusta County Sheriff's Office 

Randall D. Fisher (Sheriff) 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

The Bedford County Sheriff's Office 

GENERAL PROVISIONS 

N:; 5993 P. ~ 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) betv.reen the 
Commonwealth of Virginia, Department of State Police and the Bedford County 
Sheriff's Office • hereinafter referred to as the "parties", Is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCJC system of records containing multlpre 
files. Two of the files, the Vehicle File and License Plate Ffle, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally. information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice lnformatlon Services System Agency (GSA) for the FBI 
and, as such, Is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI C . .IIS Division. The 
Department of State Police. as the CSA, Is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Bedford Col,mly Sheriff's Office has instituted state-of-the-art license plate 
screening technology from. mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded Into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current informatton from the NCIC 
files In order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Bedford County Sheriff's Office under the authority provided by an MOU executed 
between the FBI and Department of State Police dated December 12, 2005. This 
authority is to transfer, receive, and store records contained in the NCICNCIN system 
of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plata File, and Wanted Person File to the Department of State 
Police and Is made available under acceptable protocols established by the Department 
of State Police to the Bedford County Sheriff's Office 

A The Department of State Police will: 

1. Provide the Bedford County Sheriff's Office with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Bedford County Sheriff's Office ; 

4. Provide the Bedford County Sheriffs Office with the name and telephone 
number of a technical and an administrative point of contact. 

B. The Bedford County Sheriffs Office will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the Bedford County Sheriff's Office will be subject to the FBI 
and State Police budgetary processes and availability of funds pursuant to applicable 
laws and regulations which anew each to perform this service under current funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle Fila. License Plata File, and vehicle 
information in the Wanted Person Flle. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCJCNCIN Operating and Security Policies to 
Include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing Jaw 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as Is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
'Thumb'' Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drlves 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NClCNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNClN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A All activities of the parties under this MOU will be carried out in accordance to the 
above~descrlbed provisions. 

1, Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract Information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the C~IIS System Officer, identified as the CJJS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may tenninate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approvaL Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherv;ise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwlse by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Bedford County Sheriff's Office . 

For the Commonwealth of Virginia, Department of State Pollee: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Pollee 

Q 
For The Bedford County Sheriff's Office 

4 

Date 

\ 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

The Botetourt County Sheriff's Office 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Botetourt County 
Sheriff's Office , hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI C.JIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCJN. 

The Botetourt County Sheriff's Office has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Botetourt County Sheriff's Office under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records. 

1 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the Botetourt County Sheriff's Office 

A. The Department of State Police will: 

1. Provide the Botetourt County Sheriff's Office with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Botetourt County Sheriff's Office 

4. Provide the Botetourt County Sheriff's Office with the name and 
telephone number of a technical and an administrative point of contact. 

B. The Botetourt County Sheriff's Office will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the Botetourt County Sheriff's Office will be subject to the FBI 
and State Police budgetary processes and availability of funds pursuant to applicable 
laws and regulations which allow each to perform this service under current funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETILEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or GSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendment$ are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Botetourt County Sheriff's Office 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For The Botetourt County Sheriff's Office 

4 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

The Caroline County Sheriff's Office 

GENERAL PROVISIONS 

Bureau of Crimina! 
tnvestigation 

JUL 1 8 2011 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Caroline County 
Sheriff's Office , hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Caroline County Sheriff's Office has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Caroline County Sheriff's Office under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCI N 
system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the Caroline County Sheriff's Office 

A. The Department of State Police will: 

1. Provide the Caroline County Sheriff's Office with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Caroline County Sheriff's Office 

4. Provide the Caroline County Sheriff's Office with the name and telephone 
number of a technical and an administrative point of contact. 

B. The Caroline County Sheriff's Office will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the Caroline County Sheriff's Office will be subject to the FBI 
and State Police budgetary processes and availability of funds pursuant to applicable 
laws and regulations which allow each to perform this service under current funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved' only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURlTY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNClN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a pqlice agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCI N file extract information and or non-reusable media will be destroyed. 
Any NCICNCI N file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to thE? use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is re~olved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. in the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party wilt pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Caroline County Sheriff's Office 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For The Caroline County Sheriff's Office 

4 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

The Carroll County Sheriff's Office 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Carroll County Sheriff's 
Office , hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Carroll County Sheriff's Office has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Carroll County Sheriff's Office under the authority provided by an MOU executed 
between the FBI and Department of State Police dated December 12, 2005. This 
authority is to transfer, receive, and store records contained in the NCICNCIN system 
of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the Carroll County Sheriffs Office 

A. The Department of State Police will: 

1. Provide the Carroll County Sheriff's Office with extracts from the 
NCIC/VCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Carroll County Sheriff's Office ; 

4. Provide the Carroll County Sheriff's Office with the name and telephone 
number of a technical and an administrative point of contact. 

B. The Carroll County Sheriff's Office will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCIC/VCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the Carroll County Sheriff's Office will be subject to the FBI 
and State Police budgetary processes and availability of funds pursuant to applicable 
laws and regulations which allow each to perform this service under current funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCIC/VCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or GSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Carroll County Sheriff's Office 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

D 
For The Carroll County Sheriff's Office 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

City of Charlottesville Police Department 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the City of Charlottesville 
Police Department , hereinafter referred to as the "parties", is to memorialize the 
parties' understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime lnfonnation Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice lnfonnation Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal lnfonnation Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal lnfonnation Center 
(NCIC) and VCIN. 

The City of Charlottesville Police Department has instituted state-of-the-art license 
plate screening technology from mobile and fixed sites. The vendors provide software 
and screening devices that have the capability of scanning license plates and searching 
a local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the City of Charlottesville Police Department under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the City of Charlottesville Police Department 

A The Department of State Police will: 

1. Provide the City of Charlottesville Police Department with extracts from 
the NCICNCIN Vehicle File, License Plate File, and vehicle information in 
the Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the City of Charlottesville Police 
Department ; 

4. Provide the City of Charlottesville Police Department with the name and 
telephone number of a technical and an administrative point of contact. 

B. The City of Charlottesville Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the City of Charlottesville Police Department will be subject 
to the FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETILEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
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include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 

B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such· as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached betvveen the Department of State Police 
and the City of Charlottesville Police Deoartment . 

For the Commonvvea1th of Virginia, Department of State PoHce: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For City of Charlottesville Police Department 

Chief of Police 
Charlottesville Police Department 
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Mar 20 07 D2:07p Chesapeake Police Dept 7574360490 

MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARMENT OF STATE POLICE 

AND 

CITY OF CHESAPEAKE POLICE DEPARTMENT 

GENERAL PROVISIONS 

p.2 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the City of Chesapeake, Virginia 
Police Department, hereinafter referred to as the "parties," is to memorialize the parties 
understanding regarding the transmitting, receiving, and storage of information contained in the 
National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple files. 
Two of the files, the Vehicle File and License Plate File, contain information relating to stolen 
vehicles, vehicles wanted in conjunction with felonies, and vehicles subject to seizure based on 
federal court orders. Additionally, information relating to vehicles in association with wanted 
persons is contained in the Wanted Person File. The Department of State Police, Criminal 
Justice Information Services (CJJS) Division serves as the Criminal Justice Information Services 
System Agency (GSA) for the FBI and as such is responsible for the retention and transfer of 
information for the Virginia Criminal Information Network databases and those sent to the FBI 
CJIS Division. The Department of State Police as the GSA is responsible for the compliance 
with all FBI policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The City of Chesapeake Police Department has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and screening 
devices that have the capability of scanning license plates and searching a local database 
loaded into a patrol vehicle computer or ather location controlled by the agency. Data is 
provided only to the Jaw enforcement agency, not the vendor. Consequently, your law 
enforcement agency has requested that the Commonwealth of Virginia, Department of State 
Police obtain relatively current information from the NCIC files in order to compare scanned 
numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with the 
City of Chesapeake Police Department under the authority· provided by an MOU executed 
between the FBI and Department of State Police dated December 12, 2005. This authority is to 
transfer, receive and store records contained in NCICNCjN system of records. 

4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC Vehicle 
File, License Plate File and Wanted Person File to the Department of State Police and made 
available under acceptable protocols established by the Department of State Police to the City 
of Chesapeake Police Department. 
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A. The Department of State Police will: 

1. Provide the City of Chesapeake Police Department with extracts from the NCfCNCIN 
Vehicle File, License Plate File and vehicle information in the Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the City of Chesapeake Police Department; 

p.3 

4. Provide the City of Chesapeake Police Department with the name and telephone 
number of a technical and an administrative point of contact. 

B. The City of Chesapeake Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates become 
available ensuring that those numbers deleted from the NCICNCIN system are also 
deleted from all local databases: 

3. Confirm extract hits are still active in NCJCNCIN at the earliest reasonable opportunity in 
accordance with current hit confirmation policy; 

4. Provide the Department of State Police with. the name .and telephone number of a 
technical and an administrative point of contact. · 

5. FUNDING: There are no reimbursable expenses associated with this level of support. Each 
party will fund its own activities unless otherwjse agreed in writing. Expenditures to provide this 
service to the City of Chesapeake Police Department will be subject to the FBI and State Police 
budgetary processes and availability of funds pursuant to applicable laws and regulations which 
allow each to perform this service under current funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be limited to 
extracts from the NCICNCIN Vehicle File, License Plate File and vehicle information in the 
Wanted Person File. 

7. SETILEMENT OF DISPUTES: Disagreements between the parties arising under or relating 
to this MOU will be resolved only by consultation between the parties to include the FBI and will 
not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end to end encryption for CJJS data transport, and appropriate use of two factor 
access authentication. 

B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. · 

C. AI! extract information transferred for the purposes of this project will be maintained 
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in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project; a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. A 
secure facility is further defined as having security measures such as locks and alarms 
employed at the facility to prevent unauthorized access and unauthorized entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, Jump Drives for the 
sole purpose of transferring file extract information to the license plate reader machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. Any 
NCICNCIN file extract information transferred to reusable electronic media will be 
destroyed, deleted or erased from the electronic media to prevent any unauthorized 
access to that information due to theft, loss or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information; 
suspension or termination of access to fife extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination wit! be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division 
Commander; or CSA, Information Security Officer, identified as the CJIS Division 
VCI N Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30 days written notification to the other 
party. 

D. This MOU may terminate as a result of action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between the 
Department of State Police and the FBI since these file extracts are being provided by 
the FBI and is governed by their continued approval. Such notice will be the subject of 
immediate consultation by the parties to decide upon the appropriate course of action. In 
the event of such termination, the following rules apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
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date of termination. 

2. Each party wirl pay the costs it incurs as a result of termination. 

3. All Project information, copies thereof, and rights therein received under the 
provisions of this 1\/IOU prior to the termination will be destroyed within six months 
of the termination of this MOU. 

10. This MOU, which consists of ten Sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, to 
create any right or benefit, substantive or procedural, enforceable at law or otherwise by any 
third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the City of Chesapeake, Virginia Police Department. 

For the Commonwealth of Virginia, Department of State Police: 
.. ; :· ·0 
1 tv. 1 LA/\-'l-W-'t_. 

Captain Thomas W. Tumer. 
Division Commander 
Criminal Justice Information 
Services Division 
Virginia Department of State Police 

· ginia Police Department: 

Colonel Richard A. 
City of Chesapeak 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

County of Chesterfield Police Department 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the County of Chesterfield 
Police Department , hereinafter referred to as the "parties", is to memorialize the 
parties' understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The County of Chesterfield Police Department has instituted state-of-the-art license 
plate screening technology from mobile and fixed sites. The vendors provide software 
and screening devices that have the capability of scanning license plates and searching 
a local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the County of Chesterfield Police Department under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the County of Chesterfield Police Department. 

A. The Department of State Police will: 

1. Provide the County of Chesterfield Police Department with extracts from 
the NCICNCIN Vehicle File, License Plate File, and vehicle information in 
the Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the County of Chesterfield Police 
Department; 

4. Provide the County of Chesterfield Police Department with the name and 
telephone number of a technical and an administrative point of contact. 

B. The County of Chesterfield Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
1\JCICNCII\J system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the County of Chesterfield Police Department will be subject 
to the FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 
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8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNC!N Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 

B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCJCNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 
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C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 

D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the County of Chesterfield Police Department. 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For County of Chesterfield Police Department 

County of Chesterfield Police Department 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

Colonial Heights Police Department 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Colonial Heights Police 
Department, hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the I\ICIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services {CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Colonial Heights Police Department has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Colonial Heights Police Department under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Pofice and is made available under acceptable protocols established by the Department 
of State Police to the Colonial Heights Police Department. 

A. The Department of State Police will: 

1. Provide the Colonial Heights Police Department with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Colonial Heights Police 
Department; 

4. Provide the Colonial Heights Police Department with the name and 
telephone number of a technical and an administrative point of contact. 

B. The Colonial Heights Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NClCNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the Colonial Heights Police Department will be subject to the 
FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NC!CNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked Jaw 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

- F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature 
of both parties, will be reviewed annually to determine whether amendments are 
needed, and will remain in effect until terminated. This MOU is not intended, and 
should not be construed, to create any right or benefit, substantive or procedural, 
enforceable at law or otherwise by any third party against the parties, their parent 
agencies, the United States, or the officers, employees, agents, or other associated 
personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Colonial Heights Police Department. 

For the Commonwealth of Virginia, Department of State Police: 

c=:y~~ 
Captain Thomas W. Turner, Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For the Colonial Heights Police Department: 

Colonel JeJf'fe'¥}W. Faries 
Chief of Police 

1118112 
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COPY 
MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

City of Danville Police Department 

GENERAL PROVISIONS 

Soreau §l ~.m,tnat 
investtg~ren 

CE.C 0 t1 20"11} 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the City of Danville Police 
Department , hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (GSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the GSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The City of Danville Police Department has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the City of Danville Police Department under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the City of Danville Police Department 

A The Department of State Police will: 

1. Provide the City of Danville Police Department with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the City of Danville Police Department ; 

4. Provide the City of Danville Police Department with the name and 
telephone number of a technical and an administrative point of contact. 

B. The City of Danville Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the City of Danville Police Department wlll be subject to the 
FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJ IS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 

3 

- 30322 -



D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these flle extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the City of Danville Police Department 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For City of Danville Police Department 

!I 
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MEMORANDUM OF UNDERSTANDING 

BET\/VEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

Town of Drakes Branch Police Department 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Town of Drakes 
Branch Police Department , hereinafter referred to as the "parties", is to memorialize 
the parties' understanding regarding the transmitting, receiving, and storage of 
information contained in the National Crime Information Center (NCIC) system of 
records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Town of Drakes Branch Police Department has instituted state-of-the-art license 
plate screening technology from mobile and fixed sites. The vendors provide software 
and screening devices that have the capability of scanning license plates and searching 
a local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Town of Drakes Branch Police Department under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the Town of Drakes Branch Police Department. 

A. The Department of State Police will: 

1. Provide the Town of Drakes Branch Police Department with extracts from 
the NCICNClN Vehicle File, License Plate File, and vehicle information in 
the Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Town of Drakes Branch Police 
Department; 

4. Provide the Town of Drakes Branch Police Department with the name and 
telephone number of a technical and an administrative point of contact. 

B. The Town of Drakes Branch Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the Town of Drakes Branch Police Department will be subject 
to the FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCiCNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 
A. It is the intent of the parties that the transfer of information described under this MOU 

will be conducted in accordance with NCICNClN Operating and Security Policies to 
include end-to-end encryption foi CJIS data transport and appropriate use of two­
factpr access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NC!CNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Town of Drakes Branch Police Department. 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For Town of Drakes Branch Police Departm_!..!.e=n.:..::.t __ 

Chief Ira Thomas Galbreath 
Town of Drakes Branch Police Department 

.2-j;-oc:; 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

The City of Emporia Police Department 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the City of Emporia Police 
Department , hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (GSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the GSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The City of Emporia Police Department has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the City of Emporia Police Department under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the City of Emporia Police Department 

A. The Department of State Police will: 

1. Provide the City of Emporia Police Department with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the City of Emporia Police 
Department ; 

4. Provide the City of Emporia Police Department with the name and 
telephone number of a technical and an administrative point of contact. 

B. The City of Emporia Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of .support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the City of Emporia Police Department will be subject to the 
FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during nonnally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract infonnation, 
suspension or termination of access to file extract infonnation will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the City of Emporia Police Department . 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For The City of Emporia Police Department 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

Essex County_§heriff's Office 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Essex Sheriff's Office, 
hereinafter referred to as the "parties", is to memorialize the parties' understanding 
regarding the transmitting, receiving, and storage of information contained in the 
National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Di~ision. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Essex Sheriff's Office has instituted state-of-the-art license plate screening 
technology from mobile and fixed sites. The vendors provide software and screening 
devices that have the capability of scanning license plates and searching a local 
database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Essex Sheriff's Office under the authority provided by an MOU executed between 
the FBI and Department of State Police dated December 12, 2005. This authority is to 
transfer, receive, and store records contained in the NCICNCIN system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the Essex Sheriff's Office. 

A The Department of State Police will: 

1. Provide the Essex Sheriff's Office with extracts from the NCICNCIN Vehicle 
File, License Plate File, and vehicle information in the Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Essex Sheriff's Office; 

4. Provide the Essex Sheriff's Office with the name and telephone number of a 
technical and an administrative point of contact. 

B. The Essex Sheriff's Office will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the Essex Sheriff's Office will be subject to the FBI and State 
Police budgetary processes and availability of funds pursuant to applicable laws and 
regulations which allow each to perform this service under current funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 

2 
- 30333 -



B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the C .. ! IS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Essex Sheriff's Office. 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For Essex Sheriff's Office 

Stanley Clafke heriff 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 
THE COMMONWEALTH OF VIRGINIA 

DEPARTMENT OF STATE POLICE 
AND 

City of Fairfax Police Department 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the City of Fairfax Police 
Department , hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The City of Fairfax Police Department has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the City of Fairfax Police Department under the authority provided by an MOU executed 
between the FBI and Department of State Police dated December 12, 2005. This 
authority is to transfer, receive, and store records contained in the NCICNCIN system 
of records. 

4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the City of Fairfax Police Department. 
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A. The Department of State Police will: 

1. Provide the City of Fairfax Police Department with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the City of Fairfax Police Department; 

4. Provide the City of Fairfax Police Department with the name and telephone 
number of a technical and an administrative point of contact. 

B. The City of Fairfax Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the City of Fairfax Police Department will be subject to the FBI 
and State Police budgetary processes and availability of funds pursuant to applicable 
laws and regulations which allow each to perform this service under current funding. 

6. DISCLOSURE AND USE OF 11\IFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 

B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 
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D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be can·ied out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the C ... IIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 

D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 
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1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the City of Fairfax Police Department. 

For the Commonwealth of Virginia, Department of State. Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For City of Fairfax Police Department 

Colonel Rick Rappoport 
City of Fairfax Police Department 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARMENT OF STATE POLICE 

AND 

FAIRFAX COUNTY POLICE DEPARTMENT 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of ·state Police and the Fairfax County Police 
Department, Virginia Police Department, hereinafter referred to as the "parties," is to 
memorialize the parties understanding regarding the transmitting, receiving, and storage of 
information contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple files. 
Two of the files, the Vehicle File and License Plate File, contain information relating to stolen 
vehicles, vehicles wanted in conjunction with felonies, and vehicles subject to seizure based on 
federal court orders. Additionally, information relating to vehicles in association with wanted 
persons is contained in the Wanted Person File. The Department of State Police, Criminal 
Justice Information Services (C .. IIS) Division serves as the Criminal Justice Information Services 
System Agency (CSA) for the FBI and as such is responsible for the retention and transfer of 
information for the Virginia Criminal Information Network databases and those sent to the FBI 
CJIS Division. The Department of State Police as the CSA is responsible for the compliance 
with all FBI policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Fairfax County Police Department has instituted state-of-the-art license plate screening 
technology from mobile and fixed shes. The vendors provide software and screening devices 
that have the capability of scanning license plates and searching a local database loaded into a 
patrol vehicle computer or other location controlled by the agency. Data is provided only to the 
law enforcement agency, not the vendor. Consequently, your law enforcement agency has 
requested that the Commonwealth of Virginia, Department of State Police obtain relatively 
current information from the NCIC files in order to compare scanned numbers against stolen 
license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with the 
Fairfax County Police Department under the authority provided by an MOU executed between 
the FBI and Department of State Police dated December 12, 2005. This authority is to transfer, 
receive and store records contained in NCICNCIN system of records. 

4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC Vehicle 
File, License Plate File and Wanted Person File to the Department of State Police and made 
available under acceptable protocols established by the Department of State Police to the 
Fairfax County Police Department. 
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A. The Department of State Police will: 

1. Provide the Fairfax County Police Department with extracts from the NCICNCIN 
Vehicle File, License Plate File and vehicle information in the Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Fairfax County Police Department; 

4. Provide the Fairfax County Police Department with the name and telephone number of a 
technical and an administrative point of contact. 

B. The Fairfax County Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates become 
available ensuring that those numbers deleted from the NCICNCIN system are also 
deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable opportunity in 
accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone number of a 
technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. Each 
party will fund its own activities unless otherwise agreed in writing. Expenditures to provide this 
service to the Fairfax County Police Department will be subject to the FBI and State Police 
budgetary processes and availability of funds pursuant to applicable laws and regulations which 
allow each to perform this service under current funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be limited to 
extracts from the NCICNCIN Vehicle File, License Plate File and vehicle information in the 
Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or relating 
to this MOU will be resolved only by consultation between the parties to include the FBI and will 
not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end to end encryption for CJIS data transport, and appropriate use of two factor 
access authentication. 

B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 
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C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project; a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 
E. An office environment is only considered a secure environment if the area is within a 
secure Jaw enforcement facility, such as a police agency building or precinct office. A 
secure facility is further defined as having security measures such as locks and alarms 
employed at the facility to prevent unauthorized access and unauthorized entry. 
F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, Jump Drives for the 
sole purpose of transferring file extract information to the license plate reader machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. Any 
NCICNCIN file extract information transferred to reusable electronic media will be 
destroyed, deleted or erased from the electronic media to prevent any unauthorized 
access to that information due to theft, loss or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information; 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division 
Commander; or CSA, Information Security Officer, identified as the CJIS Division 
VCIN Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30 days written notification to the other 
party. 

D. This MOU may terminate as a result of action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between the 
Department of State Police and the FBI since these file extracts are being provided by 
the FBI and is governed by their continued approval. Such notice will be the subject of 
immediate consultation by the parties to decide upon the appropriate course of action. In 
the event of such termination, the following rules apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 
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2. Each party will pay the costs it incurs as a result of termination. 

3. All Project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six months 
of the termination of this MOU. 

10. This MOU, which consists of ten Sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, to 
create any right or benefit, substantive or procedural, enforceable at law or otherwise by any 
third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Fairfax County Police Department. 

For the Commonwealth of Virginia, Department of State Police: 

~.\C:... ?-. Q ~ 
Captain W. Ken Paul, J;. 
Division Commander 
Criminal Justice Information 
Services Division 
Virginia Department of State Police 

For Fairfax County Police Department: 

Colonel David M. Rohrer 
Fairfax County Police Department 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 
THE COMMONWEALTH OF VIRGINIA 

DEPARTMENT OF STATE POLICE 
AND 

City of Falls Church Police Department 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the City of Falls Church 
Police Department , hereinafter referred to as the "parties", is to memorialize the 
parties' understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (C .. IIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The City of Falls Church Police Department has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the City of Falls Church Police Department under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records. 

4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the City of Falls Church Police Department. 
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A. The Department of State Police will: 

1. Provide the City of Falls Church Police Department with extracts from the 
1\JCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the City of Falls Church Police 
Department; 

4. Provide the City of Falls Church Police Department with the name and 
telephone number of a technical and an administrative point of contact. 

B. The City of Falls Church Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the City of Falls Church Police Department will be subject to the 
FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this IVIOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 

B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 
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C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the C .. IIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 

D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 
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1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. · 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the City of Falls Church Police Department. 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For City of Falls Church Police Department 

Colonel Harry Reitze 
City of Falls Church Police Department 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

The Fluvanna County Sheriff's Office 

GENERAL PROVISIONS 

Bureau of Criminal 
~nvestigation 

OCT 0 3 2011 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Fluvanna County 
Sheriff's Office , hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (GSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the GSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Fluvanna County Sheriff's Office has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Fluvanna County Sheriff's Office under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the Fluvanna County Sheriff's Office 

A. The Department of State Police will: 

1. Provide the Fluvanna County Sheriff's Office with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Fluvanna County Sheriff's Office 

4. Provide the Fluvanna County Sheriff's Office with the name and 
telephone number of a technical and an administrative point of contact. 

B. The Fluvanna County Sheriff's Office will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the Fluvanna County Sheriff's Office will be subject to the 
FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties Under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed v;ithin six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Fluvanna County Sheriff's Office 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For The Fluvanna County Sheriff's Office 
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MEMORANDUM OF UNDERSTANDING 

BETVVEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

The Franklin County Sheriffs Department 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Franklin County 
Sheriff's Office , hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (GSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the GSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Franklin County Sheriff's Office has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Franklin County Sheriff's Office under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the Franklin County Sheriffs Office 

A The Department of State Police will: 

1. Provide the Franklin County Sheriff's Office with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Franklin County Sheriffs Office ; 

4. Provide the Franklin County Sheriffs Office with the name and telephone 
number of a technical and an administrative point of contact. 

B. The Franklin County Sheriffs Office will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the mime and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the Franklin County Sheriff's Office will be subject to the FBI 
and State Police budgetary processes and availability of funds pursuant to applicable 
laws and regulations which allow each to perform this service under current funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authenfication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and--NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure faCility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or GSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Franklin County Sheriff's Office 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For The Franklin County Sheriff's Office 

Ewell Hunt, Sheriff 
Franklin County, Virginia 
70 East Court Street, Suite 101 
Rocky Mount, VA 24151 
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MEMORANDUM OF UNDERSTANDING 

BE1WEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

The City of Fredericksburg Police Department 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the City of Fredericksburg 
Police Department , hereinafter referred to as the "parties", is to memorialize the 
parties' understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The City of Fredericksburg Police Department has instituted state-of-the-art license 
plate screening technology from mobile and 'fixed sites. The vendors provide software 
and screening devices that have the capability of scanning license plates and searching 
a local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the City of Fredericksburg Police Department under the authority provided by an 
MOU executed between the FBI and Department of State Police dated December 12, 
2005. This authority is to transfer, receive, and store records contained in the 
NCICNCIN system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the City of Fredericksburg Police Department 

A. The Department of State Police will: 

1. Provide the City of Fredericksburg Police Department with extracts from 
the NCICNCIN Vehicle File, License Plate File, and vehicle information in 
the Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the City of Fredericksburg Police 
Department ; 

4. Provide the City of Fredericksburg Police Department with the name and 
telephone number of a technical and an administrative point of contact. 

B. The City of Fredericksburg Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the City of Fredericksburg Police Department will be subject 
to the FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
wm be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. AI! extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

. 9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or GSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the City of Fredericksburg Police Department . 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For The City of Fredericksburg Police Department 

Oc.-: J ~.- jl/' e.. 
Ck: c (- c f- (J' I H (_ 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

The Giles County Sheriffs Office 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Pollee and the Giles County Sheriff's 
Office , hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of rec<11rds containing multiple 
files. Two of the files, the Vehicle File and License Plate Pile, contain information 
relating to stolen vehicles, vehicles wanted In conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles In association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the ctompliance with all FBI 
policies related to the aforementioned flies in National Crimlmal Information Center 
(NCIC) and VCIN. 

The Giles County Sheriffs Offjce has instituted state-of-the-art license plate screening 
technology from mobile and fixed sites. The vendors provide software and screening 
devices that have the capability of scanning license plates and searching a local 
database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Giles County Sheriff's Office under the authority provided by an MOU executed 
between the FBI and Department of State Police dated December 12 2005. This 
authority is to transfer, receive, and store records contained in the NCICNCIN system 
of records. 

----- -·- ·-·- o s s:rwJ : woC:!::l 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to ~he Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the Giles Countv Sheriff'§ Offic;e 

A. The Department of State Police will: 

1. Provide the Giles County Sheriff's Office with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Giles Count'{ Sheriff's Office ; 

4. Provide the Giles County Sheriff's Office with the name and telephone 
number of a technical and an adminl:;~trative point of contact. 

B. The Giles CQunty Sheriff's Office will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of oontact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the Giles County Sh~riff's Office will be subject to the FBI 
and State Police budgetary processes and availability of funds pursuant to applicable 
laws and regulations which allow each to perform this service under current funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT Of DISPUTES: Disagreements between the parities arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 

2 
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8. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

An office environment is only considered a secure environmemt if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to tine license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract Information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

'' 

A. Alf activities of the parties under this MOU wil! be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery andlor report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN fife extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, Identified as the CJIS· Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Pollee and the FBI. since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. · Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not Intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable· at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Giles County Sheriff's Office . 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For Giles County Sheriff§ Office 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

The Grayson County Sheriff's Office 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Grayson County 
Sheriff's Office , hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (GSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the GSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Grayson County Sheriff's Office has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Grayson County Sheriff's Office under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the Grayson County Sheriff's Office. 

A. The Department of State Police will: 

1. Provide the _Grayson County Sheriffs Office with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Grayson Countv §heriffs Office 

4. Provide the Grayson County Sheriff's Office with the name and telephone 
number of a technical and an administrative point of contact. 

B. The Grayson County Sheriff's 0~ will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the Grayson Qounty Sheriff's Office_ will be subject to the FBI 
and State Police budgetary processes and availability of funds pursuant to applicable 
laws and regulations which allow each to perform this service under current funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the C .. IIS Division Commander 
or GSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Grayson County Sheriff's Office 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For The Grayson County Sheriff's Office 

Date 

Jl.) ly i.1-, ~,. f t) 

Date 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARMENT OF STATE POLICE 

AND 

CITY OF HAMPTON POLICE DIVISION 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and th·e City of Hampton Police Division, 
Virginia Police Department, hereinafter referred to as the "parties," is to memorialize the parties 
understanding regarding the transmitting, receiving, and storage of information contained in the 
National Crime Information Center (NCIC) system of records .. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple files. 
Two of the files, the Vehicle File and License Plate File, contain information relating to stolen 
vehicles, vehicles wanted in conjunction with felonies, and vehicles subject to seizure based on 
federal court orders. Additionally, information relating to vehicles in association with wanted 
persons is contained in the Wanted Person File. The Department of State Police, Criminal 
Justice Information Services (CJIS) Division serves as the Criminal Justice Information Services 
System Agency (CSA) for the FBI and as such is responsible for the retention and transfer of 
information for the Virginia Criminal Information Network databases and those sent to the FBI 
CJIS Division. The Department of State Police as the CSA is responsible for the compliance 
with all FBI policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The City of Hampton Police Division has instituted state-of-the-art license plate screening 
technology from mobile and fixed sites. The vendors provide software and screening devices 
that have the capability of scanning license plates and searching a local database loaded into a 
patrol vehicle computer or other location controlled by the agency. Data is provided only to the 
law enforcement agency, not the vendor. Consequently, your law enforcement agency has 
requested that the Commonwealth of Virginia, Department of State Police obtain relatively 
current information from the NCIC files in order to compare scanned numbers against stolen 
license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with the 
City of Hampton Police Division under the authority provided by an MOU executed between the 
FBI and Department of State Police dated December 12, 2005. This authority is to transfer, 
receive and store records contained in NCICNCIN system of records. 

4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC Vehicle 
File, License Plate File and Wanted Person File to the Department of State Police and made 
available under acceptable protocols established by the Department of State Police to the City 
of Hampton Police Division. 

1 
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A. The Department of State Police will: 

1. Provide the City of Hampton Police Division with extracts from the NCIC/VCIN 
Vehicle File, License Plate File and vehicle information in the Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the City of Hampton Police Division; 

4. Provide the City of Hampton Police Division with the name and telephone number of a 
technical and an administrative point of contact. 

B. The City of Hampton Police Division will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates become 
available ensuring that those numbers deleted from the NCIC/VCIN system are also 
deleted from all local databases; 

3. Confirm extract hits are still active in NCIC/VCIN at the earliest reasonable opportunity in 
accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone number of a 
technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. Each 
party will fund its own activities unless otherwise agreed in writing. Expenditures to provide this 
service to the City of Hampton Police Division will be subject to the FBI and State Police 
budgetary processes and availability of funds pursuant to applicable laws and regulations which 
allow each to perform this service under current funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be limited to 
extracts from the NCICNCIN Vehicle File, License Plate File and vehicle information in the 
Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or relating 
to this MOU will be resolved only by consultation between the parties to include the FBI and will 
not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end to end encryption for CJIS data transport, and appropriate use of two factor 
access authentication. 

B. Dissemination of this information is authorized only in accordance with existing law 
and NCIC/VCIN Operating and Security Policies. 
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C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCIN/VCIN terminals. 

D. For the purposes of this section and this license plate reader project; a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 
E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. A 
secure facility is further defined as having security measures such as locks and alarms 
employed at the facility to prevent unauthorized access and unauthorized entry. 
F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, Jump Drives for the 
sole purpose of transferring file extract information to the license plate reader machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. Any 
NCICIVCIN file extract information transferred to reusable electronic media will be 
destroyed, deleted or erased from the electronic media to prevent any unauthorized 
access to that information due to theft, loss or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will qe carried out in accordance to the 
above described provisions. 

1 . Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information; 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. -

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division 
Commander; or GSA, Information Security Officer, identified as the CJIS Division 
VCIN Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30 days written notification to the other 
party. 

D. This MOU may terminate as a result of action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between the 
Department of State Police and the FBI since these file extracts are being provided by 
the FBI and is governed by their continued approval. Such notice will be the subject of 
immediate consultation by the parties to decide upon the appropriate course of action. In 
the event of such termination, the following rules apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 
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2. Each party will pay the costs it incurs as a result of termination. 

3. All Project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six months 
of the termination of this MOU. 

10. This MOU, which consists of ten Sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, to 
create any right or benefit, substantive or procedural, enforceable at law or otherwise by any 
third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the City of Hampton Police Division. 

For the Commonwealth of Virginia, Department of State Police: 

Captain W. Ken Paul, Jr. 
Division Commander 
Criminal Justice Information 
Services Division 
Virginia Department of State Police 

For City of Hampton Police Division: 

City of Hampton Police Division 

CITY OF HAMPTON 
OFFICE OF THE CITY ATTORNEY 

Approved as to legal form and sufficiency 

Date: /0-1''¢-'d,ooG 

A VV\.0\ M, k.e bat,) e U 
O'"'Attorney 
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MEMORANDUM OF UNDERSTANDING 

BETVVEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

County of Henrico Police Department 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the County of Henrico 
Police Department , hereinafter referred to as the "parties", is to memorialize the 
parties' understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NClC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJJS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned flies in National Criminal Information Center 
(NCIC) and VCIN. 

The County of Henrico Police Department has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the County of Henrico Police Department under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the County of Henrico Police Deoartment. 

A. The Department of State Police will: 

1. Provide the County of Henrico Police Department with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutuafly agreed to frequency; 

3. Respond to specific i_nquiries from the County of Henrico Police 
Department; 

4. Provide the County of Henrico Police Department with the name and 
telephone number of a technical and an administrative point of contact. 

B. The County of Henrico Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the County of Henrico Police Department will be subject to 
the FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security"Policies to 
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include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCI N file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the County of Henrico Police Deoartment 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For County of Henrico Police Department 

Colonel H. W. Stanley, Jr 
County of Henrico Chief of Police 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

Town of Hendon Police Department 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Town of Herndon 
Police Department , hereinafter referred to as the "parties", is to memorialize the 
parties' understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI C ... IIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Town of Herndon Police Department has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Town of Herndon Police Department under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records. 

1 

' ' < 

- 30377 -



4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the Town of Herndon Police Department. 

A. The Department of State Police will: 

1. Provide the Town of Herndon Police Department with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Town of Herndon Police 
Department; 

4. Provide the Town of Herndon Police Department with the name and 
telephone number of a technical and an administrative point of contact. 

B. The Town of Herndon Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
1\JCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the Town of Herndon Police Department will be subject to the 
FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
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include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or GSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Town of Herndon Police Department. 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For Town of Herndon Police Department 

Colonel Toussaint E. Summers, Jr. 
Town of Herndon Police Department 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

The Isle of Wight Sheriff's Office 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Isle of Wight County 
Sheriff's Office , hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (GSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the GSA, is responsible for the compliance with all FBI 
policies related to the aforementioned "files in National Criminal Information Center 
(NCIC) and VCIN. 

The Isle of Wight County Sheriff's Office has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Isle of Wight County Sheriff's Office under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the Isle of Wight County Sheriff's Office 

A. The Department of State Police will: 

1. Provide the Isle of Wight County Sheriff's Office with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Isle of Wight County Sheriff's 
Office ; 

4. Provide the Isle of Wight County Sheriff's Office with the name and 
telephone number of a technical and an administrative point of contact. 

B. The Isle of Wight County Sheriff's Office will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the Isle of Wight County Sheriff's Office will be subject to the 
FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. · 

D. For the purposes of this section and this license plate reader project a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN 'file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or GSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Isle County Sheriff's Office 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For The Isle of Wight County Sheriff's Office 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 
THE COMMONWEALTH OF VIRGINIA 

DEPARTMENT OF STATE POLICE 
AND 

James City County Police Department 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the James City County 
Police Department , hereinafter referred to as the "parties", is to memorialize the 
parties' understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The James City County Police Department has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the James City County Police Department under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records. 

4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the James City County Police Department. 
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A. The Department of State Police will: 

1. Provide the James City County Police Department with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the James City County Police 
Department; 

4. Provide the James City County Police Department with the name and 
telephone number of a technical and an administrative point of contact. 

B. The James City County Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in· NCICNCIN at the eartiest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the James City County Police Department will be subject to the 
FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 

B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 
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C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer; identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 

D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 
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1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached betvveen the Department of State Police 
and the James City County Police Department. 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For James Citv County Police Department 

Chief Emmett H. Harmon 
James City County Police Department 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

Town of Leesburg Police Department 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Town of Leesburg 
Police Department , hereinafter referred to as the "parties", is to memorialize the 
parties' understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Town of Leesburg Police Department has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Town of Leesburg Police Department under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the Town of Leesburg Police Department 

A. The Department of State Police will: 

1. Provide the Town of Leesburg Police Department with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Town of Leesburg Police 
Department 

4. Provide the Town of Leesburg Police Department with the name and 
telephone number of a technical and an administrative point of contact. 

B. The Town of Leesburg Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the Town of Leesburg Police Department will be subject to 
the FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1 Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or GSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

1 0. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Town of Leesburg Police Department . 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For Town of Leesburg Police Department 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

Loudoun County Sheriffs Office 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Loudoun County 
Sheriff's Office, hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice lnfom1ation Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Loudoun County Sheriff's Office has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Loudoun County Sheriff's Office under the authority provided by an MOU executed 
between the FBI and Department of State Police dated December 12, 2005. This 
authority is to transfer, receive, and store records contained in the NCICNCIN system 
of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the Loudoun County Sheriffs Office. 

A. The Department of State Police will: 

1. Provide the Loudoun County Sheriff's Office with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Loudoun County Sheriff's Office 

4. Provide the Loudoun County Sheriff's Office with the name and telephone 
number of a technical and an administrative point of contact. 

B. The Loudoun County Sheriff's Office will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the Loudoun County Sheriff's Office will be subject to the FBI 
and State Police budgetary processes and availability of funds pursuant to applicable 
laws and regulations which allow each to perform this service under current funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN termina.ls. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

1 0. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Loudoun County of Sheriff's Office. 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For Loudoun County Sheriff's Office 

Sheriff Stephen 0. Simpson 
Loudoun County Sheriffs Office 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

The Louisa County Sheriff's Office 

. GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Louisa County Sheriff's 
Office , hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Louisa County Sheriff's Office has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Louisa County Sheriff's Office under the authority provided by an MOU executed 
between the FBI and Department of State Police dated December 12, 2005. This 
authority is to transfer, receive, and store records contained in the NCIC/VCIN system 
of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the Louisa County Sheriff's Office 

A. The Department of State Police will: 

1. Provide the Louisa County Sheriff's Office with extracts from the 
NCIC!VCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Louisa County Sheriff's Office ; 

4. Provide the Louisa County Sheriff's Office with the name and telephone 
number of a technical and an administrative point of contact. 

B. The Louisa County Sheriff's Office will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICIVCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCIC!VCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the Louisa County Sheriff's Office will be subject to the I 
and State Police budgetary processes and availability of funds pursuant to applicable 
laws and regulations which allow each to perform this service under current funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICIVCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCIC/VCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICIVCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINIVCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICIVCIN extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICIVCIN extract information to the license plate reader machine, 
all NCICIVCIN file extract information and or non-reusable media will be destroyed. 
Any NCICIVCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICIVCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJ/S Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or othervvise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or othervvise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Louisa County Sheriff's Office 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For The Louisa County Sheriff's Office 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARMENT OF STATE POLICE 

AND 

LYNCHBURG POLICE DEPARTMENT 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Lynchburg Police Department, 
Virginia Police Department, hereinafter referred to as the "parties," is to memorialize the parties 
understanding regarding the transmitting, receiving, and storage of information contained in the 
National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple files. 
Two of the files, the Vehicle File and License Plate File, contain information relating to stolen 
vehicles, vehicles wanted in conjunction with felonies, and vehicles subject to seizure based on 
federal court orders. Additionally, information relating to vehicles in association with wanted 
persons is contained in the Wanted Person File. The Department of State Police, Criminal 
Justice Information Services (CJIS) Division serves as the Criminal Justice Information Services 
System Agency (CSA) for the FBI and as such is responsible for the retention and transfer of 
information for the Virginia Criminal Information Network databases and those sent to the FBI 
CJIS Division. The Department of State Police as the CSA is responsible for the compliance 
with all FBI policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Lynchburg Police Department has instituted state-of-the-art license plate screening 
technology from mobile and fixed sites. The vendors provide software and screening devices 
that have the capability of scanning license plates and searching a local database loaded into a 
patrol vehicle computer or other location controlled by the agency. Data is provided only to the 
law enforcement agency, not the vendor. Consequently, your law enforcement agency has 
requested that the Commonwealth of Virginia, Department of State Police obtain relatively 
current information from the NCIC files in order to compare scanned numbers against stolen 
license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with the 
Lynchburg Police Department under the authority provided by an MOU executed between the 
FBI and Department of State Police dated December 12, 2005. This authority is to transfer, 
receive and store records contained in NCICNCIN system of records. 

4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC Vehicle 
File, License Plate File and Wanted Person File to the Department of State Police and made 
available under acceptable protocols established by the Department of State Police to the 
Lynchburg Police Department. 
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A. The Department of State Police will: 

1. Provide the Lynchburg Police Department with extracts from the NCICNCIN 
Vehicle File, License Plate File and vehicle information in the Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Lynchburg Police Department; 

4. Provide the Lynchburg Police Department with the name and telephone number of a 
technical and an administrative point of contact. 

B. The Lynchburg Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates become 
available ensuring that those numbers deleted from the NCICNCIN system are also 
deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable opportunity in 
accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone number of a 
technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. Each 
party will fund its own activities unless otherwise agreed in writing. Expenditures to provide this 
service to the Lynchburg Police Department will be subject to the FBI and State Police 
budgetary processes and availability of funds pursuant to applicable laws and regulations which 
allow each to perform this service under current funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be limited to 
extracts from the NCICNCIN Vehicle File, License Plate File and vehicle information in the 
Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or relating 
to this MOU will be resolved only by consultation between the parties to include the FBI and will 
not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end to end encryption for CJIS data transport, and appropriate use of two factor 
access authentication. 

B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 
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C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project; a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 
E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. A 
secure facility is further defined as having security measures such as locks and alarms 
employed at the facility to prevent unauthorized access and unauthorized entry. 
F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, Jump Drives for the 
sole purpose of transferring file extract information to the license plate reader machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. Any 
NCICNCIN file extract information transferred to reusable electronic media will be 
destroyed, deleted or erased from the electronic media to prevent any unauthorized 
access to that information due to theft, loss or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A All activities of the parties under this MOU will be carried out in accordance to the 
above described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information; 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division 
Commander; or CSA, Information Security Officer, identified as the C~IIS Division 
VCIN Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30 days written notification to the other 
party. 

D. This MOU may terminate as a result of action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between the 
Department of State Police and the FBI since these file extracts are being provided by 
the FBI and is governed by their continued approval. Such notice will be the subject of 
immediate consultation by the parties to decide upon the appropriate course of action. In 
the event of such termination, the following rules apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 
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2. Each party will pay the costs it incurs as a result of termination. 

3. All Project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six months 
of the termination of this MOU. 

10. This MOU, which consists of ten Sections, will enter into effect upon the signature of both 
pa1iies, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, to 
create any right or benefit, substantive or procedural, enforceable at law or otherwise by any 
third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Lynchburg Police Department. 

For the Commonwealth of Virginia, Department of State Police: 

~. 1C.. \"\. . Q .~ 
Captain W. Ken Paul, Jr. 
Division Commander 
Criminal Justice Information 
Services Division 
Virginia Department of State Police 

For Lynchburg Police pe~ 

adMU~t 
Lynchburg Police Department 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

City of Manassas Police Department 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the City of Manassas 
Police Department , hereinafter referred to as the "parties", is to memorialize the 
parties' understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI C.JIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The City of Manassas Police Department has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the City of Manassas Police Department under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the City of Manassas Police Department 

A. The Department of State Police will: 

1. Provide the City of Manassas Police Department with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the City of Manassas Police 
Department ; 

4. Provide the City of Manassas Police Department with the name and 
telephone number of a technical and an administrative point of contact. 

B. The City of Manassas Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the City of Manassas Police Department will be subject to 
the FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle Fife, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
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include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the City of Manassas Police Department . 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For the City of Manassas Police Department: 

John J Skinner, Chief of Police 
Manassas City Police Department 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

City of Manassas Park Police Department 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the City of Manassas Park 
Police Department , hereinafter referred to as the "parties", is to memorialize the 
parties' understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The City of Manassas Park Police Department has instituted state-of-the-art license 
plate screening technology from mobile and fixed sites. The vendors provide software 
and screening devices that have the capability of scanning license plates and searching 
a local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the City of Manassas Park Police Department under the authority provided by an 
MOU executed between the FBI and Department of State Police dated December 12, 
2005. This authority is to transfer, receive, and store records contained in the 
NCICNCIN system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the City of Manassas Park Police Department 

A. The Department of State Police will: 

1. Provide the City of Manassas Park Police Department with extracts from 
the NCICNCIN Vehicle File, License Plate File, and vehicle information in 
the Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the City of Manassas Park Police 
Department ; 

4. Provide the City of Manassas Park Police Department with the name and 
telephone number of a technical and an administrative point of contact. 

B. The City of Manassas Park Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There .are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the City of Manassas Park Police Department will be subject 
to the FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEI\IlENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 

2 - 30412 -



B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to fife extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the City of Manassas Park Police Department . 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

Fo~CitY. of Manassas Park Police Department 

!/ ) 

~--~(7 ~ 
Col nel John C. Evans 
Chi f of Police 
City of Manassas Park Police Department 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

The City of Martinsville Police Department 

GENERAL PROVISIONS 
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SEP 0 8 2011 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the City of Martinsville 
Police Department , hereinafter referred to as the "parties", is to memorialize the 
parties' understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the GSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The City of Martinsville Police Department has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide soft\Nare and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the City of Martinsville Police Department under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records. 

1 - 30415 -



,. 

4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the City of Martinsville Police Department 

A. The Department of State Police will: 

1. Provide the City of Martinsville Police Department with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the City of Martinsville Police 
Department 

4. Provide the City of Martinsville Police Department with the name and 
telephone number of a technical and an administrative point of contact. 

B. The City of Martinsville Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the City of Martinsville Police Department will be subject to 
the FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEIVIENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or GSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the City of Martinsville Police Department . 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For The City of Martinsville Police Department 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

The County of Roanoke Police Department 

GENERAL PROVISIONS 
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1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the County of Roanoke 
Police Department , hereinafter referred to as the "parties", is to memorialize the 
parties' understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The County of Roanoke Police Department has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the County of Roanoke Police Department under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the County of Roanoke Police Department . 

A. The Department of State Police will: 

1. Provide the County of Roanoke Police Department with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the County of Roanoke Police 
Department ; 

4. Provide the Countv of Roanoke Police Department with the name and 
telephone number of a technical and an administrative point of contact. 

B. The County of Roanoke Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the County of Roanoke Police Department will be subject to 
the FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Corn pact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or GSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the County of Roanoke Police Department . 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For The County of Roanoke Police Department 

~{Ul~LL L. lfoU3KooiC. 
~~ ,'l'P,Nr C,hb?-
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MEMORANDUM OF UNDERSTAI\JDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

City of Roanoke Police Department 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the City of Roanoke Police 
Department , hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The City of Roanoke Police Department has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the City of Roanoke Police Department under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records, 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the City of Roanoke Police Department. 

A. The Department of State Police will: 

1. Provide the City of Roanoke Police Department with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the City of Roanoke Police Department; 

4. Provide the City of Roanoke Police Department with the name and 
telephone number of a technical and an administrative point of contact. 

B. The City of Roanoke Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the City of Roanoke Police Department will be subject to the 
FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SEITLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the -intent of the parties that the transfer of information descritiecfundertnis MOU­
will be conducted in accordance with 1\JCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring 'file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the City of Roanoke Police Department. 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For City of Roanoke Police Department 

Chief A.L. Gaskins 
City of Roanoke Police Department 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARMENT OF STATE POLICE 

AND 

CITY OF RICHMOND POLICE DEPARTMENT 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the City of Richmond Police 
Department, Virginia Police Department, hereinafter referred to as the "parties," is to 
memorialize the parties understanding regarding the transmitting, receiving, and storage of 
information contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple files. 
Two of the files, the Vehicle File and License Plate File, contain information relating to stolen 
vehicles, vehicles wanted in conjunction with felonies, and vehicles subject to seizure based on 
federal court orders. Additionally, information relating to vehicles in association with wanted 
persons is contained in the Wanted Person File. The Department of State Police, Criminal 
Justice Information Services (CJIS) Division serves as the Criminal Justice Information Services 
System Agency (CSA) for the FBI and as such is responsible for the retention and transfer of 
information for the Virginia Criminal Information Network databases and those sent to the FBI 
CJIS Division. The Department of State Police as the CSA is responsible for the compliance 
with all FBI policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The City of Richmond Police Department has instituted state-of-the-art license plate screening 
technology from mobile and fixed sites. The vendors provide software and screening devices 
that have the capability of scanning license plates and searching a local database loaded into a 
patrol vehicle computer or other location controlled by the agency. Data is provided only to the 
law enforcement agency, not the vendor. Consequently, your law enforcement agency has 
requested that the Commonwealth of Virginia, Department of State Police obtain relatively 
current information from the NCIC files in order to compare scanned numbers against stolen 
license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with the 
City of Richmond Police Department under the authority provided by an MOU executed 
between the FBI and Department of State Police dated December 12, 2005. This authority is to 
transfer, receive and store records contained in NCJCNCIN system of records. 

4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC Vehicle 
File, License Plate File and Wanted Person File to the Department of State Police and made 
available under acceptable protocols established by the Department of State Police to the City 
of Richmond Police Department 
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A. The Department of State Police will: 

1. Provide the City of Richmond Police Department with extracts from the NCICNCIN 
Vehicle File, License Plate File and vehicle information in the Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the City of Richmond Police Department; 

4. Provide the City of Richmond Police Department with the name and telephone number 
of a technical and an administrative point of contact. 

B. The City of Richmond Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates become 
available ensuring that those numbers deleted from the NCICNCIN system are also 
deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable opportunity in 
accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone number of a 
technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. Each 
party will fund its own activities unless otherwise agreed in writing. Expenditures to provide this 
service to the City of Richmond Police Department will be subject to the FBI and State Police 
budgetary processes and availability of funds pursuant to applicable laws and regulations which 
allow each to perform this service under current funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be limited to 
extracts from the NCICNCIN Vehicle File, License Plate File and vehicle information in the 
Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or relating 
to this MOU will be resolved only by consultation between the parties to include the FBI and will 
not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCJCNCIN Operating and Security Policies to 
include end to end encryption for CJIS data transport, and appropriate use of two factor 
access authentication. 

B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 
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C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project; a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 
E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. A 
secure facility is further defined as having security measures such as locks and alarms 
employed at the facility to prevent unauthorized access and unauthorized entry. 
F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, Jump Drives for the 
sole purpose of transferring file extract information to the license plate reader machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCJCNCIN file extract information and or non-reusable media will be destroyed. Any 
NCICNCIN file extract information transferred to reusable electronic media will be 
destroyed, deleted or erased from the electronic media to prevent any unauthorized 
access to that information due to theft, loss or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information: 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division 
Commander; or CSA, Information Security Officer, identified as the CJIS Division 
VCIN Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30 days written notification to the other 
party. 

D. This MOU may terminate as a result of action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between the 
Department of State Police and the FBI since these file extracts are being provided by 
the FBI and is governed by their continued approval. Such notice will be the subject of 
immediate consultation by the parties to decide upon the appropriate course of action. In 
the event of such termination, the following rules apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 
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2. Each party will pay the costs it incurs as a result of termination. 

3. All Project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six months 
of the termination of this MOU. 

10. This MOU, which consists of ten Sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, to 
create any right or benefit, substantive or procedural, enforceable at law or otherwise by any 
third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the City of Richmond Police Department. 

For the Commonwealth of Virginia, Department of State Police: 

,?U. /C. /Z.J.};;. ""' ~ :ZO· p~ 
Captain W. Ken Paul, Jr. 
Division Commander 
Criminal Justice Information 
Services Division 
Virginia Department of State Police 

For City of Richmond Police Department: 

&jc !'-:;_~ 
I 

City of Richmond Police Department 

Date 

Date 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 
THE COMMONWEALTH OF VIRGINIA 

DEPARTMENT OF STATE POLICE 
AND 

Prince William County Police Department 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Prince William County 
Police Department , hereinafter referred to as the "parties", is to memorialize the 
parties' understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
Ttie Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

· Tfie'Prince William County Police-oepanmentNfs instituted state-of-the-a·rnicertse plate_ 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 

·Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Prince William County Police Department under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records. 

4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the Prince William County Police Department. 
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A The Department of State Police will: 

1. Provide the Prince William County Police Department with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Prince William County Police 
Department; 

4. Provide the Prince William County Police Department with the name and 
telephone number of a technical and an administrative point of contact. 

B. The Prince William County Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 

, _____ to_provide .. this service toJhe Pr:inc.e William County Police Departmer:~Lwill~-be s-ubject to . 
the FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of ir:1formation will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 

B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

2 - 30432 -



.... 
t ~L > l 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNClN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions .relating_. to the use of . any NCJ.CNCIN .Jile- extract information, .. 
suspension or termination · of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 

D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 
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1. The parties will continue participation, financial or otherwise, up to the effective 

date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project. information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Prince William County Police Department. 

For the Commonwealth of Virginia, Department of State. Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 

. VIrginia Department of State P_olice 

For Prince William County Police Department 

Chief Charlie T. Deane 
Prince William County Police Department 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

The County of Prince George Police Department 

GENERAL PROVISIONS 

Bureau of Cr~minal 
~nvestigat1on 

SEP 2 0 2010 
Virginia State Police 

Headquarters 
HEAT 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the County of Prince 
George Police Department , hereinafter referred to as the "parties", is to memorialize 
the parties' understanding regarding the transmitting, receiving, and storage of 
information contained in the National Crime Information Center (NCIC) system of 
records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The County of Prince George Police Department has instituted state-of-the-art license 
plate screening technology from mobile and fixed sites. The vendors provide software 
and screening devices that have the capability of scanning license plates and searching 
a local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the County of Prince George Police Department under the authority provided by an 
MOU executed between the FBI and Department of State Police dated December 12, 
2005. This authority is to transfer, receive, and store records contained in the 
NCICNCIN system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the County of Prince George Police Department 

A The Department of State Police will: 

1. Provide the County of Prince George Police Department with extracts 
from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the County of Prince George Police 
Department ; 

4. Provide the County of Prince George Police Department with the name 
and telephone number of a technical and an administrative point of contact. 

B. The County of Prince George Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the County of Prince George Police Department will be 
subject to the FBI and State Police budgetary processes and availability of funds 
pursuant to applicable laws and regulations which allow each to perform this service 
under current funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the County of Prince George Police Department 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For The County of Prince George Police Department 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 
THE COMMONWEALTH OF VIRGINIA 

DEPARTMENT OF STATE POLICE 
AND 

City of Portsmouth Police Department 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the City of Portsmouth 
Police Department , hereinafter referred to as the "parties", is to memorialize the 
parties' unders.tanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center {NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (GSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the GSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The City of Portsmouth Police Department has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the City of Portsmouth Police Department under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records. 

4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 

· Police and is made available under acceptable protocols established by the Department 
of State Police to the City of Portsmouth Police Department. 
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A. The Department of State Police will: 

1. Provide the City of Portsmouth Police Department with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the City of Portsmouth Police 
Department; 

4. Provide the City of Portsmouth Police Department with the name and 
telephone number of a technical and an administrative point of contact. 

B. The City of Portsmouth Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the City of Portsmouth Police Department will be subject to the 
FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 

B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 
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C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. · 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any 1\JCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. · 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 

D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approvaL Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 
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1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the City of Portsmouth Police Department 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For City of Portsmouth Police Department 

Chief Edward G. Hargis 
City of Portsmouth Police Department 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the 
1t-w~~-.s g,.._ "-~ d:....t£.£"14 u of .1.t...:::r£hereinafter referred to as the "parties", is to 
memorialize the parties' understanding regarding the transmitting, receiving, and 
storage of information contained in the National Crime Information Center (NCIC) 
system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The .ff;£ ...... J &...a...b a ... Le:~ of f'DL-:Z c...r:f" has instituted state-of-the-art license 
plate screening technology from mobile and fixed sites. The vendors provide software 
and screening devices that have the capability of scanning license plates and searching 
a local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the f'FT£'"~4-C B<...~LG"AIA.. ,p. ,... .. ~..--zG-<.f"' under the authority provided by an 
MOU executed between the FBI and Department of State Police dated December 12, 
2005. This authority is to transfer, receive, and store records contained in the 
NCICNCI N system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the fe-rei'--SS."-~'-~ Btit~Le-;::r,.,._ oF f"&L:;:e..<£' 

A The Department of State Police will: 

1. Provide the P~""" e>t.c-12-G o. ... t'l-l!"Al-< e>r p~.._~ · with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the PeTe-...... .s ~ ........ '" &...12-rt:"'~"'- "';: p':"._:rc:.c:t' 

4. Provide the t"e-~as.. .... c 8<-n-e-<~ct. ~F l"rn.-:$-d with the name and telephone 
number of a technical and an administrative point of contact. 

will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the f'ey,.....s s-~~-c:: e, ... ~~..-..r ....... .,,.... r"'o<-:rc:.-C:!""' will be 
subject to the FBI and State Police budgetary processes and availability of funds 
pursuant to applicable laws and regulations which allow each to perform this service 
under current funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCJCNCIN Operating and Security Policies to 
include end-to-end encrypti9n for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNClN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged ·misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: · 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foreg.Qing represents the understandings reached between the Department of State Police 
and the VcrE~'-..Sli""'tL~ ~~~~>-'-(. oF ~ ... :::z;c...if . 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Tumer 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

Old Dominion University Police Department 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Old Dominion 
University Police Department , hereinafter referred to as the "parties", is to memorialize 
the parties' understanding regarding the transmitting, receiving, and storage of 
information contained in the National Crime Information Center (NCIC) system of 
records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Old Dominion University Police Department has instituted state-of-the-art license 
plate screening technology from mobile and fixed sites. The vendors provide software 
and screening devices that have the capability of scanning license plates and searching 
a local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Old Dominion University Police Department under the authority provided by an 
MOU executed between the FBI and Department of State Police dated December 12, 
2005. This authority is to transfer, receive, and store records contained in the 
NCICNCIN system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the Old Dominion University Police Department . 

A. The Department of State Police will: 

1. Provide the Old Dominion University Police Department with extracts 
from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Old Dominion University Police 
Department ; 

4. Provide the Old Dominion University Police Department with the name 
and telephone number of a technical and an administrative point of contact. 

B. The Old Dominion University Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the Old Dominion University Police Department will be 
subject to the FBI and State Police budgetary processes and availability of funds 
pursuant to applicable laws and regulations which allow each to perform this service 
under current funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
. will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Old Dominion University Police Department . 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For the Old Dominion University Police Department 

A 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AI\ID 

City of Norfolk Police Degartment 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the City of Norfolk Police 
Department , hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The City of Norfolk Police Department has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the taw enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the City of Norfolk Police Department under the authority provided by an MOU executed 
between the FBI and Department of State Police dated December 12, 2005. This 
authority is to transfer, receive, and store records contained in the NCICIVCIN system 
of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the City of Norfolk Police Department. 

A. The Department of State Police will: 

1. Provide the City of Norfolk Police Department with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the City of Norfolk Police Department; 

4. Provide the City of Norfolk Police Department with the name and telephone 
number of a technical and an administrative point of contact. 

B. The City of Norfolk Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the City of Norfolk Police Department will be subject to the FBI 
and State Police budgetary processes and availability of funds pursuant to applicable 
laws and regulations which allow each to perform this service under current funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 

2 
- 30452 -



B. Dissemination of this information is authorized only in accordance with existing law 
and NCIC/VCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCIN/VCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCIC/VCIN File extracts may be stored on portable electronic media such as USB 
'Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCIC/VCIN extract information to the license plate reader machine, 
all NCIC/VCIN file extract information and or non-reusable media will be destroyed. 
Any NCIC/VCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICIVCIN file extract information, 
suspension or termination of access to fife extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the City of Norfolk Police Department. 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

Chief Bruce P. Marquis 
City of Norfolk Police Department 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 
THE COMMONWEALTH OF VIRGINIA 

DEPARTMENT OF STATE POLICE 
AND 

Metropolitan Washington Airports Authority Police Department {MW AA) 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding {MOU) between the 
Commonwealth of Virginia, Department of State Police and the MWAA Police 
Department , hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency {CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The MWAA Police Department has instituted state-of-the-art license plate screening 
technology from mobile and fixed sites. The vendors provide software and screening 
devices that have the capability of scanning license plates and searching a local 
database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the MWAA Police Department under the authority provided by an MOU executed 
between the FBI and Department of State Police dated December 12, 2005. This 
authority is to transfer, receive, and store records contained in the NCICNCIN system 
of records. 

4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the MW AA Police Department. 
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A. The Department of State Police will: 

1. Provide the MWAA Police Department with extracts from the NCICNCIN 
Vehicle File, License Plate File, and vehicle information in the Wanted 
Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the MWAA Police Department; 

4. Provide the MWAA Police Department with the name and telephone 
number of a technical and an administrative point of contact. 

B. The MWAA Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the MWAA Police Department will be subject to the FBI and 
State Police budgetary processes and availability of funds pursuant to applicable laws 
and regulations which allow each to perform this service under current funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 

B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 
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D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 

D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 
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1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the MWAA Police Department. 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For Metropolitan Washington Airports Police Department (MW AA) 

Chief Stephen L. Holl 
Metropolitan Washington Airports Police Department (MWAA) 
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MEMORANDUM OF UNDERSTANDING 

BElWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARMENT OF STATE POLICE 

AND 

NEWPORT NEWS POLICE DEPARTMENT 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Newport News Police 
Department, Virginia Police Department, hereinafter referred to as the "parties," is to 
memorialize the parties understanding regarding the transmitting, receiving, and storage of 
information contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple files. 
Two of the files, the Vehicle File and license Plate File, contain information relating to stolen 
vehicles, vehicles wanted in conjunction with felonies, and vehicles subject to seizure based on 
federal court orders. Additionally, information relating to vehicles in association with wanted 
persons is contained in the Wanted Person File. The Department of State Police, Criminal 
Justice Information Services (CJIS) Division serves as the Criminal Justice Information Services 
System Agency (CSA) for the FBI and as such is responsible for the retention and transfer of 
information for the Virginia Criminal Information Network databases and those sent to the FBI 
CJIS Division. The Department of State· Police as the CSA is responsible for the compliance 
with all FBI policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Newport News Police Department has instituted state-of-the-art license plate screening 
technology from mobile and fixed sites. The vendors provide software and screening devices 
that have the capability of scanning license plates and searching a local database loaded into a 
patrol vehicle computer or other location controlled by the agency. Data is provided only to the 
law enforcement agency, not the vendor. Consequently, your law enforcement agency has 
requested that· the Commonwealth of Virginia, Department of State Police obtain relatively 
current information from the NCIC files in order to compare scanned numbers against stolen 
license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with the 
Newport News Police Department under the authority provided by an MOU executed between 
the FBI and Department of State Police dated December 12, 2005. This authority is to transfer, 
receive and store records contained in NCICNCIN system of records. 

4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC Vehicle 
File, license Plate File and Wanted Person File to the Department of State Police and made 
available under acceptable protocols established by the Department of State Police to the 
Newport News Police Department. 
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A. The Department of State Police will: 

1. Provide the Newport News Police Department with extracts from the NCICNCI N 
Vehicle File, License Plate File and vehicle information in the Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Newport News Police Department; 

4. Provide the Newport News Police Department with the name and telephone number of a 
technical and an administrative point of contact. 

B. The Newport News Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates become 
available ensuring that those numbers deleted from the NCICNCIN system are also 
deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable opportunity in 
accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone number of a 
technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. Each 
party will fund its own activities unless otherwise agreed in writing. Expenditures to provide this 
service to the Newport News Police Department will be subject to the FBI and State Police 
budgetary processes and availability of funds pursuant to applicable laws and regulations which 
allow each to perform this service under current funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be limited to 
extracts from the NCICNCIN Vehicle File, License Plate File and vehicle information in the 
Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or relating 
to this MOU will be resolved only by consultation between the parties to include the FBI and will 
not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end to end encryption for CJIS data transport, and appropriate use of two factor 
access authentication. 

B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 
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C. All extract infonnation transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project; a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 
E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. A 
secure facility is further defined as having security measures such as locks and alarms 
employed at the facility to prevent unauthorized access and unauthorized entry. 
F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, Jump Drives for the 
sole purpose of transferring file extract information to the license plate reader machines. 

G. Upon transfer of NCICNCIN extract infonnation to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. Any 
NCICNCIN file extract infonnation transferred to reusable electronic media will be 
destroyed, deleted or erased from the electronic media to prevent any unauthorized 
access to that information due to theft, loss or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract infonnation; 
suspension or termination of access to file extract infonnation will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be detennined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division 
Commander; or CSA, Information Security Officer, identified as the C ... IIS Division 
VCIN Lieutenant. 

B. This MOU may be amended or tenninated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30 days written notification to the other 
party. 

D. This MOU may terminate as a result of action of the FBI; independent of any 
agreement between the parties as a result of tennination of the agreement between the 
Department of State Police and the FBI since these file extracts are being provided by 
the FBI and is governed by their continued approval. Such notice will be the subject of 
immediate consultation by the parties to decide upon the appropriate course of action. In 
the event of such termination, the following rules apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of tennination. 
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2. Each party will pay the costs it incurs as a result of termination. 

3. All Project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six months 
of the termination of this MOU. 

10. This MOU, which consists of ten Sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, to 
create any right or benefit, substantive or procedural, enforceable at law or otherwise by any 
third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Newport News Police Department. 

For the Commonwealth of Virginia, Department of State Police: 

-....-s. ,c; ~ ·-~-~ 
Captain W. Ken Paul, Jr. 
Division Commander 
Criminal Justice Information 
Services Division 
Virginia Department of State Police 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

The New Kent County Sheriff's Office 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the New Kent County 
Sheriff's Office , hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the GSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The New Kent County Sheriff's Office has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the New Kent County Sheriffs Office under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records. 

1 

COPY 

- 30463 -



4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the New Kent County Sheriffs Office 

A The Department of State Police will: 

1. Provide the New Kent County Sheriffs Office with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the New Kent County Sheriff's Office 

4. Provide the New kent County Sheriffs Office with the name and 
telephone number of a technical and an administrative point of contact. 

B. The New Kent County Sheriffs Office will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the New Kent County Sheriff's Office will be subject to the 
FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the New Kent County Sheriff's Office 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For The New Kent County Sheriff's Office 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

The Nelson County Sheriff's Office 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Nelson County 
Sheriff's Office , hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (GSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI C .. IIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCJN. 

The Nelson County Sheriff's Office has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this l'v10U with 
the Nelson County Sheriff's Office under the authority provided by an MOU executed 
between the FBI and Department of State Police dated December 12, 2005. This 
authority is to transfer, receive, and store records contained in the NCICNCIN system 
of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the Nelson County Sheriff's Office 

A. The Department of State Police will: 

1. Provide the Nelson County Sheriff's Office with extracts from the 
NCICNCIN Vehicle File, License Plate Fi!e, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Nelson County Sheriff's Office ; 

4. Provide the Nelson County Sheriff's Office with the name and telephone 
number of a technical and an administrative point of contact. 

B. The Nelson County Sheriff's Office will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the Nelson County Sheriff's Office will be subject to the FBI 
and State Police budgetary processes and availability of funds pursuant to applicable 
laws and regulations which allow each to perform this service under current funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Nelson County Sheriff's Office 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For The Nelson County Sheriffs Office 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

The Montgomery County Sheriff's Department 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Montgomery County 
Sheriff's Department , hereinafter referred to as the "parties", is to memorialize the 
parties' understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJ!S Division. The 
Department of State Police, as the GSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Montgomery County Sheriffs Department has instituted state-of-the-art license 
plate screening technology from mobile and fixed sites. The vendors provide software 
and screening devices that have the capability of scanning license plates and searching 
a local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency. not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Montgomery County Sheriff's Department under the authority provided by an 
MOU executed between the FBI and Department of State Police dated December 12, 
2005. This authority is to transfer, receive, and store records contained in the 
NCICNCIN system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the Montgomery County Sheriff's Department 

A The Department of State Police will: 

1. Provide the Montgomery County Sheriff's Department with extracts from 
the NCICNCIN Vehicle File, License Plate File, and vehicle information in 
the Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Montgomery County Sheriff's 
Department 

4. Provide the Montgomery County Sheriff's Department with the name and 
telephone number of a technical and an administrative point of contact. 

B. The Montgomery County Sheriff's Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCJCNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the Montgomery County Sheriff's Department will be subject 
to the FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NC!CNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or othervvise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein. received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or othervvise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Montgomery County Sheriff's Department . 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For The Montgomery County Sheriff's Department 

Sheriff 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

The Floyd County Sheriff's Department 

GENERAL PROVISIONS 

1 PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Floyd County Sheriff's 
Department , hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with afl FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Floyd County Sheriff's Department has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol ver1icle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of Stat~ Police has authority to enter into this MOU with 
the Floyd County Sheriff's Department under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the Floyd County Sheriff's Department 

A. The Department of State Police will: 

1. Provide the Floyd County Sheriff's Department with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Floyd County Sheriff's Department 

4. Provide the Floyd County Sheriff's Department with the name and 
telephone number of a technical and an administrative point of contact 

B. The Floyd County Sheriff's Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the Floyd County Sheriff's Department will be subject to the 
FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNClN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
sl1ifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or othervyise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or GSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Floyd County Sheriff's Department 

For the Commonwealth of Virginia, Department of State Police: 

Captain homas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For The Floyd County Sheriffs Department 

~~ 
Sherrif 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

The Craig County Sheriff's Department 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Craig County Sheriff's 
Department , hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Craig County Sheriff's Department has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Craig County Sheriff's Department under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the Craig County Sheriff's Department 

A The Department of State Police will: 

1. Provide the Craig County Sheriff's Department with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Craig County Sheriff's Department ; 

4. Provide the Craig County Sheriff's Department with the name and 
telephone number of a technical and an administrative point of contact 

B. The Craig County Sheriff's Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the Craig County Sheriff's Department will be subject to the 
FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCII\1 Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the fo!lowing rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Craig County Sheriff's Department . 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For The Craig County Sheriff's Department 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

The Town of Christiansburg Police Department 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Town .of Christiansburg 
Police Department , hereinafter referred to as the "parties", is to memorialize the 
parties' understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (GSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the GSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Town of Christiansburg Police Department has instituted state-of-the-art license 
plate screening technology from mobile and fixed sites. The vendors provide software 
and screening devices that have the capability of scanning license plates and searching 
a local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Town of Christiansburg Police Department under the authority provided by an 
MOU executed between the FBI and Department of State Police dated December 12, 
2005. This authority is to transfer, receive, and store records contained in the 
NCICNCIN system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the Town of Christiansburg Police Department 

A. The Department of State Police will: 

1. Provide the Town of Christiansburg Police Department with extracts from 
tbe NCICNCIN Vehicle File, License Plate File, and vehicle information in 
the Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Town of Christiansburg Police 

4. Provide the Town of Christiansburg Police Department with the name 
and telephone number of a technical and an administrative point of contact. 

B. The Town of Christiansburg Police Deoartment will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the Town of Blacksburg Police Department will be subject to 
the FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the pa1iies to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Town of Christiansburg Police Department . 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For The Town of Christiansburg Police Department 

_2-
Police Chief 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

The Town of Blacksburg Police Degartrrren...L 

GENERAL PROVISIONS. 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Depa1iment of State Police and the Town of Blacksburg 
Police Department , hereinafter referred to as the "parties", is to memorialize the 
parties' understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of inlorrnation for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the GSA. is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Town of Blacksburg Police Department has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searcl)ing a 
local database loaded into a patrol vehicle computer or other location .controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of · 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Town of Blacksburg Police Department under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCIC/VCIN 
system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person. File to the Depa1iment of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the Town of Blacksburg Police DePartment 

A. The Department of State Police will: 

1. Provide the Town of Blacksburg Police Department with extracts from 
the NCICNCIN Vehicle File, License Plate File, and vehicle information in 
the Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Town of Blacksburg Police 
Department 

4. Provide the Town of Blacksburg Police Department with the name and 
telephone number of a technical and an administrative point of contact. 

B. The Town of Blacksburg Police Department will: · 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the Town of Blacksburg Police Department will be subject to 
the FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEIVIENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
w1ll be conducted in acpordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the- purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals: 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehiCle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures. such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions .. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to 'the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination.' 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Town of Blacksburg Police Department . 

For the Commonwealth of Virginia, Department of State Police: 

CY~~ 
Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For The Town of Blacksburg Police Department 

J. 
Police Chief 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

Smithfield Police Department 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Smithfield Police 
Department , hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Smithfield Police Department has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Smithfield Police Department _ under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the Smithfield Police Department_. 

A The Department of State Police will: 

1. Provide the Smithfield Police Department with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Smithfield Police Department_; 

4. Provide the Smithfield Police Department with the name and 
telephone number of a technical and an administrative point of contact. 

B. The Smithfield Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the Smithfield Police Department_ will be subject to the 
FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or GSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Smithfield Police Department_. 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For Smithfield Police Department 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

The Smyth County Sheriff's Office 

GENERAL PROVISIONS 

COPY 

SEP 0 6 2011 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Smyth County Sheriff's 
Office , hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the GSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Smyth County Sheriff's Office has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Smyth County Sheriff's Office under the authority provided by an MOU executed 
between the FBI and Department of State Police dated December 12, 2005. This 
authority is to transfer, receive, and store records contained in the NCICNCIN system 
of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NClC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the Smyth County Sheriff's Office 

A The Department of State Police will: 

1. Provide the Smyth County Sheriff's Office with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Smyth County Sheriff's Office ; 

4. Provide the Smyth County Sheriff's Office with the name and telephone 
number of a technical and an administrative point of contact. 

B. The Smyth County Sheriff's Office will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the Smyth County Sheriff's Office will be subject to the FBI 
and State Police budgetary processes and availability of funds pursuant to applicable 
laws and regulations which allow each to perform this service under current funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement 

8. SECURITY: 

A It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project wilf be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Smyth County Sheriff's Office . 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

D 
For The Smyth County Sheriff's Office 
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MEMORANDUM OF UNDERSTANDING 

BE1WEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

The Stafford County Sheriffs Office 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Stafford County 
Sheriff's Office , hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Stafford County Sheriffs Office has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Stafford County Sheriffs Office under the authority provided by an MOU executed 
between the FBI and Department of State Police dated December 12, 2005. This 
authority is to transfer, receive, and store records contained in the NCICNCIN system 
of records. 

1 
- 30499 -



4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the Stafford County Sheriff's Office 

A The Department of State Police will: 

1. Provide the Stafford County Sheriff's Office with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Stafford County Sheriff's Office ; 

4. Provide the Stafford County Sheriff's Office with the name and telephone 
number of a technical and an administrative point of contact. 

B. The Stafford County Sheriff's Office will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Con·firm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the Stafford County Sheriff's Office will be subject to the FBI 
and State Police budgetary processes and availability of funds pursuant to applicable 
laws and regulations which allow each to perform this service under current funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 

3 - 30501 -



D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Stafford Countv Sheriff's Office 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information SeiVices Division 
Virginia Department of State Police 

For The Stafford County Sheriff's Office 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

The City of Staunton Police Department 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the City of Staunton Police 
Department , hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (GSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the GSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information· Center 
(NCIC) and VCIN. 

The City of Staunton Police Department has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the City of Staunton Police Department under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the City of Staunton Police Department 

A. The Department of State Police will: 

1. Provide the City of Staunton Police Department with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the City of Staunton Police 
Department ; 

4. Provide the City of Staunton Police Department with the name and 
telephone number of a technical and an administrative point of contact. 

B. The City of Staunton Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the City of Staunton Police Department will be subject to the 
FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the C~IIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the C~IIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the City of Staunton Police Department . 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For The City of Staunton Police Department 

Ja e . Williams, Chief of Police 
Sta nton, VA Police Department 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

The Suffolk Police Department 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) 
between the Commonwealth of Virginia, Department of State Police and the , 
Suffolk Police Deoartment hereinafter referred to as the "parties", is to 
memorialize the parties' understanding regarding the transmitting, receiving, and 
storage of information contained in the National Crime Information Center 
(NCIC) system of records.' 

2. BACKGROUND: The FBI maintains the NCIC system of records containing 
multiple files. Two of the files, the Vehicle File and License Plate File, contain 
information relating to stolen vehicles, vehicles wanted in conjunction with 
felonies, and vehicles subject to . seizure based on federal court orders. 
Additionally, information relating to vehicles in association with wanted persons 
is contained in the Wanted Person File. The Department of State Police, 
Criminal Justice Information Services (CJIS) Division, serves as the Criminal 
Justice Information Services System Agency (CSA) for the FBI and, as such, is 
responsible for the retention and transfer of information for the Virginia Criminal 
Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with 
all FBI policies related to the aforementioned files in National Criminal 
Information Center (NCIC) and VCIN. 

The Suffolk Police Department has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software 
and screening devices that have the capability of scanning license plates and 
searching a local database loaded into a patrol vehicle computer or other location 
controlled by the agency. Data is provided only to the law enforcement agency, 
not the vendor. Consequently, your law enforcement agency has requested that 
the Commonwealth of Virginia, Department of State Police obtain relatively 
current information from the NCIC files in order to compare scanned numbers 
against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this 
MOU with the Suffolk Police Department under the authority provided by an 
MOU executed between the FBI and Department of State Police dated 
December 12, 2005. This authority is to transfer, receive, and store records 
contained in the NCICNCIN system of records. 
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between the parties to include the FBI and will not be referred to any other 
person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information 
described under this MOU will be conducted in accordance with NCICNCIN 
Operating and Security Policies to include end-to-end encryption for CJIS 
data transport and appropriate use of two-factor access authentication. 

B. Dissemination of this information is authorized only in 
accordance with existing law and NCICNCIN Operating and Security 
Policies. 

C. All extract information transferred for the purposes of this 
project will be maintained in secure locations as is required for all NCINNCIN 
terminals. 

D. For the purposes of this section and this license plate 
reader project, a locked law enforcement vehicle is considered a secure 
location during normally assigned work shifts. 

E. An office environment is only considered a secure 
environment if the area is within a secure law enforcement facility, such as a 
police agency building or precinct office. A secure facility is further defined as 
having security measures such as locks and alarms employed at the facility 
to prevent unauthorized access and unauthorized entry. 

F. NCICNCIN File extracts may be stored on portable 
electronic media such as USB "Thumb" Drives, Flash Drives, Compact Disks, 
Digital Video Disks, and Jump Drives for the sole purpose of transferring file 
extract information to the license plate reader machines. 

G. Upon transfer of NCICNCIN extract information to the 
license plate reader machine, all NCICNCIN file extract information and or 
non-reusable media will be destroyed. Any NCICNCIN file extract 
information transferred to reusable electronic media will be destroyed, 
deleted, or erased from the electronic media to prevent any unauthorized 
access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND 
DURATION: 

A. All activities of the parties under this MOU will be carried 
out in accordance to the above-described provisions. 

1. Upon the discovery and/or report of alleged 
misuse or breach of security provisions relating to the use of any 
NCICNCIN file extract information, suspension or termination of access 
to file extract information will occur immediately and continue until the 
issue is resolved or otherwise proved to be unfounded. 
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Criminal Justice Information SeNices Division 
Virginia Department of State Police 

For Suffolk Police Department 
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COPY 
MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

City of Virginia Beach Department 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the City of Virginia Beach 
Police Department , hereinafter referred to as the "parties", is to memorialize the 
parties' understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (C,JIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The City of Virginia Beach Police Department has instituted state-of-the-art license 
plate screening technology from mobile and fixed sites. The vendors provide software 
and screening devices that have the capability of scanning license plates and searching 
a local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the City of Virginia Beach Police Department under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the City of Virginia Beach Police Department 

A. The Department of State Police will: 

1. Provide the City of Virginia Beach Police Department with extracts from 
the NCICNCIN Vehicle File, License Plate File, and vehicle information in 
the Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the City of Virginia Beach Police 
Department; 

4. Provide the City of Virginia Beach Police Department with the name and 
telephone number of a technical and an administrative point of contact. 

B. The City of Virginia Beach Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the City of Virginia Beach Police Department will be subject 
to the FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
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include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 

B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. · 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or GSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the City of Virginia Beach Police Department . 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For City of Virginia Beach Police Department 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 
THE COMMONWEALTH OF VIRGINIA 

DEPARTMENT OF STATE POLICE 
AND 

Town of Vienna Police Department 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Town of Vienna Police 
Department , hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Town of Vienna Police Department has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Town of Vienna Police Department under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records. 

4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the Town of Vienna Police Department. 

1 
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A. The Department of State Police will: 

1. Provide the Town of Vienna Police Department with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Town of Vienna Police Department; 

4. Provide the Town of Vienna Police Department with the name and 
telephone number of a technical and an administrative point of contact. 

B. The Town of Vienna Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the Town of Vienna Police Department will be subject to the 
FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the 1\JCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 

B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 
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C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the C .. IIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 

D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 
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1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Town of Vienna Police Department. 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For Town of Vienna Police Department 

Colonel Robert A. Carlisle 
Town of Vienna Police Department 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

The Virginia Tech Police Deoartment 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Virginia Tech Police 
Department, hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federalcourt orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI. 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Virainia Tech Police Department has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Virginia Tech Police Department under the authority provided by an MOU executed 
between the FBI and Department of State Police dated December 12, 2005. This 
authority is to transfer, receive, and store records contained in the NCICNCIN system 
of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the Virginia Tech Police Department. 

A. The Department of State Police will: 

1. Provide the Virginia Tech Police Department with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Virginia Tech Police Department; 

4. Provide the Virginia Tech Police Department with the name and telephone 
number of a technical and an administrative point of contact. 

B. The Virginia Tech Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the Virainia Tech Police Department will be subject to the FBI 
and State Police budgetary processes and availability of funds pursuant to applicable 
laws and regulations which allow each to perform this service under current funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the C . ..IIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Virginia Tech Police Department. 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For Virginia Tech Police Department 

Chief Wendell R. Flinchum 
Virginia Tech Police Department 
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MEMORANDUM OF UNDERSTANDING 

BET\NEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

Washington County Sheriffs Office 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Washington County 
Sheriff's Office, hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate Fife, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Washington County Sheriff's Office has instituted state-of-the-art license plate 
screening technology from mobile and fiXed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location GQntrolfed by the 
agency. Data is provided only to the Jaw . enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
fifes in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Washington County Sheriff's Office under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCtN 
system-of-records~. -· --·-· --·-·-~----
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the Washington County Sheriff's Office. 

A The Department of State Police will: 

1. Provide the Washington County Sheriffs Office with extracts from the 
NCiC1VCiN Vehicle File, Ucense Plate Fiie, and vehicle lnfonnation in the 
Wanted Person File; . 

2. Provide updated extract 1nformation on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Washington County Sheriff's Office 

4. Provide the Washington County Sheriffs Office with the name and 
telephone number of a technical and an administrative point of contact. 

B. The Washington County Sheriff's Office will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Updatetits local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. EXpenditures 
to provide this service to the Washington County Sheriffs Office will be subject to the 
FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement 

8. SECURITY: 

- -A~Tt 1s the mrenronhe parties th~d ffie transfefof fnformatron-aescrilieaTinaeftn•s-1~.You---- ·-- · -
will be conducted in accordance with NCICNCJN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two-
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for a !I NCINNClN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicie is considered a secure iocation during normaily assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility -is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. · 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or nor'Heusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue rs resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the -Department of- State -Rolice and -the ~~Bt,-Since ~these -file extracts -are-being­
provided by the FBI and are governed by their continued approvaL Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Washington County of Sheriff's Office. 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For Washington County Sheriff's Office 

Sheriff Fred Newman 
Washington County Sheriffs Office 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

The Warren County Sheriffs Office 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Warren County 
Sheriff's Office , hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Warren County Sheriff's Office has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Warren County Sheriff's Office under the authority provided by an MOU executed 
between the FBI and Department of State Police dated December 12, 2005. This 
authority is to transfer, receive, and store records contained in the NCICNCIN system 
of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the Warren County Sheriff's Office 

A. The Department of State Police will: 

1. Provide the Warren County Sheriff's Office with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Warren County Sheriff's Office ; 

4. Provide the Warren County Sheriff's Office with the name and telephone 
number of a technical and an administrative point of contact. 

B. The Warren County Sheriff's Office will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the Warren County Sheriff's Office will be subject to the FBI 
and State Police budgetary processes and availability of funds pursuant to applicable 
laws and regulations which allow each to perform this service under current funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Warren County Sheriff's Office . 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For The Warren County Sheriff's Office 

Daniel T. McEathron, Sheri 
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MEMORANDUM OF UI\JDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

City of Waynesboro Police Department 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the City of Waynesboro 
Police Department , hereinafter referred to as the "parties", is to memorialize the 
parties' understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI C~IIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The City of Waynesboro Police Department has instituted state-of-the-art license 
plate screening technology from mobile and fixed sites. The vendors provide software 
and screening devices that have the capability of scanning license plates and searching 
a local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the City of Waynesboro Police Department under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the City of Waynesboro Police Department 

A. The Department of State Police will: 

1. Provide the City of Waynesboro Police Department with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the City of Waynesboro Police 
Department ; 

4. Provide the City of Waynesboro Police Department with the name and 
telephone number of a technical and an administrative point of contact. 

B. The City of Waynesboro Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the City of Waynesboro Police Department will be subject to 
the FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICIVCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINIVCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility ·to prevent unauthorized access and unauthorized 
entry. 

F. NCICIVCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICIVCIN extract information to the license plate reader machine, 
all NCICIVCIN file extract information and or non-reusable media will be destroyed. 
Any NCICIVCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCIC/VCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the City of Waynesboro Police Department 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For City of Waynesboro Police Department 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

The City of Williamsburg Police Department 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the City of Williamsburg 
Police Department , hereinafter referred to as the "parties", is to memorialize the 
parties' understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The City of Williamsburg Police Department has instituted state-of-the-art license 
plate screening technology from mobile and fixed sites. The vendors provide software 
and screening devices that have the capability of scanning license plates and searching 
a local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the City of Williamsburg Police Department under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the City of Williamsburg Police Department 

A. The Department of State Police will: 

1. Provide the City of Williamsburg Police Department with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the City of Williamsburg Police 
Department 

4. Provide the City of Williamsburg Police Department with the name and 
telephone number of a technical and an administrative point of contact. 

B. The City of Williamsburg Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the City of Williamsburg Police Department will be subject to 
the FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this I\IIOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCJN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCJN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the City of Williamsburg Police Department . 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For The City of Williamsburg Police Department 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

City of Winchester Police Department 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the City of Winchester 
Police Department , hereinafter referred to as the "parties", is to memorialize the 
parties' understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (C .. IIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The City of Winchester Police Department has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the City of Winchester Police Department under the authority provided by an MOU 
executed between the FBI and Department of State Police dated December 12, 2005. 
This authority is to transfer, receive, and store records contained in the NCICNCIN 
system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the City of Winchester Police Department 

A. The Department of State Police will: 

1. Provide the City of Winchester Police Department with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the City of Winchester Police 
Department ; 

4. Provide the City of Winchester Police Department with the name and 
telephone number of a technical and an administrative point of contact. 

B. The City of Winchester Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the City of Winchester Police Department will be subject to 
the FBI and State Police budgetary processes and availability of funds pursuant to 
applicable laws and regulations which allow each to perform this service under current 
funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, arid Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the City of Winchester Police Department . 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For City of Winchester Police Department 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

The Wise County Sheriffs Office 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Wise County Sheriff's 
Office , hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Wise County Sheriff's Office has instituted state-of-the-art license plate screening 
technology from mobile and fixed sites. The vendors provide software and screening 
devices that have the capability of scanning license plates and searching a local 
database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Wise County Sheriff's Office under the authority provided by an MOU executed 
between the FBI and Department of State Police dated December 12, 2005. This 
authority is to transfer, receive, and store records contained in the NCICNCIN system 
of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the Wise County Sheriff's Office 

A. The Department of State Police will: 

1. Provide the Wise County Sheriff's Office with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Wise County Sheriff's Office ; 

4. Provide the Wise County Sheriff's Office with the name and telephone 
number of a technical and an administrative point of contact. 

B. The Wise County Sheriff's Office will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCII\J system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the Wise County Sheriff's Office will be subject to the FBI 
and State Police budgetary processes and availability of funds pursuant to applicable 
laws and regulations which allow each to perform this service under current funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETILEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination Will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the. Wise County Sheriff's Office 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For The Wise County Sheriff's Office 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

York Poquoson Sheriff's Office 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the York Poquoson Sheriffs 
Office, hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The York Poquoson Sheriffs Office has instituted state-of-the-art license plate screening 
technology from mobile and fixed sites. The vendors provide software and screening 
devices that have the capability of scanning license plates and searching a local 
database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the York Poquoson Sheriffs Office under the authority provided by an MOU executed 
between the FBI and Department of State Police dated December 12, 2005. This 
authority is to transfer, receive, and store records contained in the NCICNCIN system 
of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the York Poquoson Sheriffs Office. 

A The Department of State Police will: 

1. Provide the York Poquoson Sheriffs Office with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the York Poquoson Sheriffs Office; 

4. Provide the York Poquoson Sheriffs Office with the name and telephone 
number of a technical and an administrative point of contact. 

B. The York Poquoson Sheriffs Office will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the York Poquoson Sheriffs Office will be subject to the FBI and 
State Police budgetary processes and availability of funds pursuant to applicable laws 
and regulations which allow each to perform this service under current funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF. DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCI N File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice Will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the· Department of State Police 
and the York Poquoson Sheriffs Office. 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For York Poquoson Sheriffs Office 

c.· Ul 
J.D. "Danny" Diggs 
Sheriff 
York-Poquoson Sheriffs Office 
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MEMORAf\IDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

The Wvthe County Sheriff's Office 

GENERAL PROVISIONS 

Bureau of Crimina\ 
investigation 

MAR 1 7 2011 
• .. ... '" ~ '!"":!;-!i"""o VirgirH3 ;.n.~~e r'i.,.i·z v ...... 

rleadquarte·rs 
HEt~T 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Wythe County Sheriffs 
Office , hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vellicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the I 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Wythe. County Sheriff's Office has instituted state-of-the-art license plate 
screening technology from mobile and fixed sites. The vendors provide software and 
screening devices that have the capability of scanning license plates and searching a 
local database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not tile vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Wythe County Sheriff's Office under the authority provided by an MOU executed 
between the FBI and Department of State Police dated December 12, 2005. This 
authority is to transfer, receive, and store records contained in the NCIC/VCIN system 
of records. 

1 

- 30550 -



4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Depa1·tment 
of Police to Wythe County Sheriff's Office 

A. The Department of State Police will: 

1. Provide the Wythe County Sheriff's Office with extracts from the 
NCICNCIN Vehicle File, License Plate File, and vehicle information in the 
Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Wythe County Sheriff's Office ; 

4. Provide the Wythe County Sheriff's Office with the name and telephone 
number of a technical and an administrative point of contact. 

B. The Wythe County Sheriff's Office will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as I and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCI N at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
party will fund its own activities unless otherwise agreed in writing. Expenditures 

to provide this service to the Wythe County Sheriff's Office w1ll be subject to the I 
and State Police budgetary processes and availability of funds pursuant to applicable 
laws and regulations which allow each to perform this service under current funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate , and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer o'f information described under Uris MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will 
in secure locations as is required for all NCINNCIN terminals. 

maintained 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCIC/VCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

I. The pmties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will destroyed within six 
months of the termination of this MOU. 

I 0. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Wvthe County Sheriff's Office . 

For the Commonwealth of Virginia, Department of State Police: 

Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For_ The Wythe County Sheriff's Office_ 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

The Joint Base Myer-Henderson Hall Police Department 

GENERAL PROVISIONS 

1. PURPOSE: The purpose of this Memorandum of Understanding {MOU) between the 
Commonwealth of Virginia, Department of State Police and the Joint Base Myer­
Henderson Hall Police Department, hereinafter referred to as the "parties", is to 
memorialize the parties' understanding regarding the transmitting, receiving, and 
storage of information contained in the National Crime Information Center {NCIC) 
system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (GSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the GSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Joint Base Myer-Henderson Hall Police Department has instituted state-of-the-art 
licen~e plate screening technology from mobile and fixed sites. The vendors provide 
software and screening devices that have the capability of scanning license plates and 
searching a local database loaded into a patrol vehicle computer or other location 
controlled by the agency. Data is provided only to the law enforcement agency, not the 
vendor. Consequently, your law enforcement agency has requested that the 
Commonwealth of Virginia, Department of State Police obtain relatively current 
information from the NCIC files in order to compare scanned numbers against stolen 
license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Joint Base Myer-Henderson Hall Police Department under the authority provided by 
an MOU executed between the FBI and Department of State Police dated December 
12, 2005. This authority is to transfer, receive, and store records contained in the 
NCICNCIN system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the Joint Base Myer-Henderson Hall Police Department. 

A. The Department of State Police will: 

1. Provide the Joint Base Myer-Henderson Hall Police Department with 
extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Joint Base Myer-Henderson Hall 
Police Department. 

4. Provide the Joint Base Myer-Henderson Hall Police Department with the 
name and telephone number of a technical and an administrative point of 
contact. 

B. The Joint Base Myer-Henderson Hall Police Department will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the Joint Base Myer-Henderson Hall Police Department will be 
subject to the FBI and State Police budgetary processes and availability of funds 
pursuant to applicable laws and regulations which allow each to perform this ser.tice 
under current funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 
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8. SECURITY: 

A It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 

B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN ffle extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 
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C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 

D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Joint Base Myer-Henderson Hall Police Department. 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

ForThe Joint Base Myer-Henderson Hall Police Department 

Chief William R. JOHN SO 
Chief of Police 
Joint Base Myer-Henderson Hall Police Department 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

FORT LEE POLICE 

GENERAL PROVISIONS 

· 1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the Fort Lee Police, 
hereinafter referred to as the "parties", is to memorialize the parties' understanding 
regarding the transmitting, receiving, and storage of information contained in the 
National Crime Information Center (NCIC) system of records. 

· 2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (CJIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The Fort Lee Police has instituted state-of-the-art license plate screening technology 
from mobile and fixed sites. The vendors provide software and screening devices that 
have the capability of scanning license plates and searching a local database loaded 
into a patrol vehicle computer or other location controlled by the agency. Data is 
provided only to the law enforcement agency, not the vendor. Consequently, your law 
enforcement agency has requested that the Commonwealth of Virginia, Department of 
State Police obtain relatively current information from the NCIC files in order to compare 
scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the Fort Lee Police under the authority provided by an MOU executed between the FBI 
and Department of State Police dated December 12, 2005. This authority is to transfer, 
receive, and store records contained in the NCICNCIN system of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the U.S. 

A. The Department of State Police will: 

1. Provide the Fort Lee Police with extracts from the NCICNCIN Vehicle File, 
License Plate File, and vehicle information in the Wanted Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the Fort Lee Police; 

4. Provide the Fort Lee Police with the name and telephone number of a 
technical and an administrative point of contact. 

B. The Fort Lee Police will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCIN at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the Fort Lee Police will be subject to the FBI and State Police 
budgetary processes and availability of funds pursuant to applicable laws and 
regulations which allow each to perform this service under current funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
limited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the C . ..! IS System Officer, identified as the CJIS Division Commander 
or GSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties'. authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate as a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

10. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the Fort Lee Police. 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For the Fort Lee Police 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE COMMONWEALTH OF VIRGINIA 
DEPARTMENT OF STATE POLICE 

AND 

THE UNITED STATES PARK POLICE 

GENERAL PROVISIONS 

COPY 

1. PURPOSE: The purpose of this Memorandum of Understanding (MOU) between the 
Commonwealth of Virginia, Department of State Police and the United States Park 
Police, hereinafter referred to as the "parties", is to memorialize the parties' 
understanding regarding the transmitting, receiving, and storage of information 
contained in the National Crime Information Center (NCIC) system of records. 

2. BACKGROUND: The FBI maintains the NCIC system of records containing multiple 
files. Two of the files, the Vehicle File and License Plate File, contain information 
relating to stolen vehicles, vehicles wanted in conjunction with felonies, and vehicles 
subject to seizure based on federal court orders. Additionally, information relating to 
vehicles in association with wanted persons is contained in the Wanted Person File. 
The Department of State Police, Criminal Justice Information Services (C~IIS) Division, 
serves as the Criminal Justice Information Services System Agency (CSA) for the FBI 
and, as such, is responsible for the retention and transfer of information for the Virginia 
Criminal Information Network databases and those sent to the FBI CJIS Division. The 
Department of State Police, as the CSA, is responsible for the compliance with all FBI 
policies related to the aforementioned files in National Criminal Information Center 
(NCIC) and VCIN. 

The United States Park Police has instituted state-of-the-art license plate screening 
technology from mobile and fixed sites. The vendors provide software and screening 
devices that have the capability of scanning license plates and searching a local 
database loaded into a patrol vehicle computer or other location controlled by the 
agency. Data is provided only to the law enforcement agency, not the vendor. 
Consequently, your law enforcement agency has requested that the Commonwealth of 
Virginia, Department of State Police obtain relatively current information from the NCIC 
files in order to compare scanned numbers against stolen license plates. 

3. AUTHORITY: The Department of State Police has authority to enter into this MOU with 
the United States Park Police under the authority provided by an MOU executed 
between the FBI and Department of State Police dated December 12, 2005. This 
authority is to transfer, receive, and store records contained in the NCICNCIN system 
of records. 
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4. SCOPE: This MOU applies to the FBI's transmission of information from the NCIC 
Vehicle File, License Plate File, and Wanted Person File to the Department of State 
Police and is made available under acceptable protocols established by the Department 
of State Police to the United States Park Police. 

A. The Department of State Police will: 

1. Provide the United States Park Police with extracts from the NCICNCIN 
Vehicle File, License Plate File, and vehicle information in the Wanted 
Person File; 

2. Provide updated extract information on a mutually agreed to frequency; 

3. Respond to specific inquiries from the United States Park Police; 

4. Provide the United States Park Police with the name and telephone number 
of a technical and an administrative point of contact. 

B. The United States Park Police will: 

1. Use the NCIC extracts for law enforcement purposes only; 

2. Update its local database as FBI and Department of State Police updates 
become available ensuring that those numbers deleted from the 
NCICNCIN system are also deleted from all local databases; 

3. Confirm extract hits are still active in NCICNCI N at the earliest reasonable 
opportunity in accordance with current hit confirmation policy; 

4. Provide the Department of State Police with the name and telephone 
number of a technical and an administrative point of contact. 

5. FUNDING: There are no reimbursable expenses associated with this level of support. 
Each party will fund its own activities unless otherwise agreed in writing. Expenditures 
to provide this service to the United States Park Pollee will be subject to the FBI and 
State Police budgetary processes and availability of funds pursuant to applicable laws 
and regulations which allow each to perform this service under current funding. 

6. DISCLOSURE AND USE OF INFORMATION: The exchange of information will be 
fimited to extracts from the NCICNCIN Vehicle File, License Plate File, and vehicle 
information in the Wanted Person File. 

7. SETTLEMENT OF DISPUTES: Disagreements between the parties arising under or 
relating to this MOU will be resolved only by consultation between the parties to include 
the FBI and will not be referred to any other person or entity for settlement. 

8. SECURITY: 

A. It is the intent of the parties that the transfer of information described under this MOU 
will be conducted in accordance with NCICNCIN Operating and Security Policies to 
include end-to-end encryption for CJIS data transport and appropriate use of two­
factor access authentication. 
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B. Dissemination of this information is authorized only in accordance with existing law 
and NCICNCIN Operating and Security Policies. 

C. All extract information transferred for the purposes of this project will be maintained 
in secure ·locations as is required for all NCINNCIN terminals. 

D. For the purposes of this section and this license plate reader project, a locked law 
enforcement vehicle is considered a secure location during normally assigned work 
shifts. 

E. An office environment is only considered a secure environment if the area is within a 
secure law enforcement facility, such as a police agency building or precinct office. 
A secure facility is further defined as having security measures such as locks and 
alarms employed at the facility to prevent unauthorized access and unauthorized 
entry. 

F. NCICNCIN File extracts may be stored on portable electronic media such as USB 
"Thumb" Drives, Flash Drives, Compact Disks, Digital Video Disks, and Jump Drives 
for the sole purpose of transferring file extract information to the license plate reader 
machines. 

G. Upon transfer of NCICNCIN extract information to the license plate reader machine, 
all NCICNCIN file extract information and or non-reusable media will be destroyed. 
Any NCICNCIN file extract information transferred to reusable electronic media will 
be destroyed, deleted, or erased from the electronic media to prevent any 
unauthorized access to that information due to theft, loss, or any similar event. 

9. AMENDMENT, TERMINATION, ENTRY INTO FORCE, AND DURATION: 

A. All activities of the parties under this MOU will be carried out in accordance to the 
above-described provisions. 

1. Upon the discovery and/or report of alleged misuse or breach of security 
provisions relating to the use of any NCICNCIN file extract information, 
suspension or termination of access to file extract information will occur 
immediately and continue until the issue is resolved or otherwise proved to be 
unfounded. 

2. The suspension of access or termination will be determined upon the sole 
discretion of the CJIS System Officer, identified as the CJIS Division Commander 
or CSA, Information Security Officer, identified as the CJIS Division VCIN 
Lieutenant. 

B. This MOU may be amended or terminated by the mutual written consent of the 
parties' authorized representatives. 

C. Either party may terminate this MOU upon 30-day written notification to the other 
party. 
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D. This MOU may terminate c;ts a result of the action of the FBI; independent of any 
agreement between the parties as a result of termination of the agreement between 
the Department of State Police and the FBI, since these file extracts are being 
provided by the FBI and are governed by their continued approval. Such notice will 
be the subject of immediate consultation by the parties to decide upon the 
appropriate course of action. In the event of such termination, the following rules 
apply: 

1. The parties will continue participation, financial or otherwise, up to the effective 
date of termination. 

2. Each party will pay the costs it incurs as a result of termination. 

3. All project information, copies thereof, and rights therein received under the 
provisions of this MOU prior to the termination will be destroyed within six 
months of the termination of this MOU. 

1 0. This MOU, which consists of ten sections, will enter into effect upon the signature of both 
parties, will be reviewed annually to determine whether amendments are needed, and will 
remain in effect until terminated. This MOU is not intended, and should not be construed, 
to create any right or benefit, substantive or procedural, enforceable at law or otherwise by 
any third party against the parties, their parent agencies, the United States, or the officers, 
employees, agents, or other associated personnel thereof. 

The foregoing represents the understandings reached between the Department of State Police 
and the United States Park Police. 

For the Commonwealth of Virginia, Department of State Police: 

Captain Thomas W. Turner 
Division Commander 
Criminal Justice Information Services Division 
Virginia Department of State Police 

For the United States Park Police 

Salvatore R. Lauro, Chief 
United States Park Police 
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