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concluded the hour-long conversation by 
generously o ering to speak at an SF Bay InfraGard meeting. The 
writer intends to follow up on this offer. 

For the benefit of the reader, the following 
information is provided as a supplement to 	comments: 

The National Infrastructure Security Co-ordination 
Centre can be found at www.niscc.aov.uk. The site is divided 
into three sections: information; products and advice; and 
'nformation sharing. Under the information sharing section is 
	 1: Information 
Exchanges. According to the website, Information Exchanges are 
based upon the personal trust of the representatives who share 
information in a confidential setting. Trust is built up slowly. 
Representatives are expected to attend all meetings which are 
held every two months. Each organization can have two 
representatives and cannot send substitutes. The NISCC has a 
specific Information Exchange for SCADA and Control Systems 
Information Exchange. Additional information is also available 
on ICS with documents describing best practices for Process 
Control and SCADA Security, Firewall Deployment for SCADA and 
Process Control Networks as well as bulletins on Hackers 
Targeting utilities control systems and warnings about 
terrorists' interest in water supply and SCADA systems. It 
should be noted that the NISCC has no regulatory, legislative or 
law enforcement role. 

b6 
b7C 
b7E 

Technology, 
the Census. 
systems are 
systems are 
sharing and 

not secure because there is inadequate information 
technology. While much attention has been paid to 

2 

ACLURM008645

To: 
Re: 

Cyber From:4Ilan Francisco 
3l4-SF-l2426l, 12/13/2005 

II concluded the hour-long conversation by 
generousl~ring to speak at an SF Bay InfraGard meeting. The 
writer intends to follow up on this offer. 

For the benefit of the reader, the following 
information is provided as a supplement tol I comments: 

The National Infrastructure Security Co-ordination 
Centre can be found at www.niscc.qov.uk. The site is divided 
into three sections: information; products and advice; and 
inf;rrnation Sharin:. llnderthe i~formation sharing secti~n is I ~ . _ _ I: Informat~on 
Exc anges. Accord~ng to the webs~te, Informat~on Exchanges. are 
based upon the personal trust of the representatives who share 
information in a confidential setting. Trust is built up slowly. 
Representatives are expected to attend all meetings which are 
held every two months. Each organization can have two 
representatives and cannot send substitutes. The NISCC has a 
specific Information Exchange for SCADA and Control Systems 
Information Exchange. Additional information is also available 
on ICS with documents describing best practices for Process 
Control and SCADA Security, Firewall Deployment for SCADA and 
Process Control Networks as well as bulletins on Hackers 
Targeting utilities control systems and warnings about 
terrorists' interest in water supply and SCADA systems. It 
should be noted that the NISCC has no regulatory, legislative or 
law enforcement role. 
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securing IT systems, virtually nothing has been done to secure 
ICS. Additional vulnerabilities include the following: 

There are a limited number of suppliers of process 
control systems in the world therefore the same systems 
are sold in virtually every country throughout the 
world. 
Control systems are designed to be efficient, not 
secure. 
Business and economic forces have pressured companies 
to interconnect their business network with their 
control systems which exposes the ICS to the multitude 
of threats from the Internet. 
Process control systems are not replaced with the 
rapidity of IT systems. Only when a ICS becomes 
obsolete does it get replaced hence adding security is 
a long term project. 

	concluded his testimony by stating that eCERT (a 
CERT designed to meet the needs of ICS) and the National SCADA 
Test Bed can help strengthen the security of the control systems. 
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There are a limited number of suppliers of process 
control systems in the world therefore the same systems 
are sold in virtually every country throughout the 
world. 
Control systems are designed to be efficient, not 
secure. 
Business and economic forces have pressured companies 
to interconnect their business network with their 
control systems which exposes the ICS to the multitude 
of threats from the Internet. 
Process control systems are not replaced with the 
rapidity of IT systems. Only when a ICS becomes 
obsolete does it get replaced hence adding security is 
a long term project. 

I I concluded his testimony by stating that eCERT (a 
des~gned to meet the needs of ICS) and the National SCADA 
Bed can help strengthen the security of the control systems. 
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