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RE: ACLU urges you to vote NO on H.R. 302 unless sections 1602 and 1919
are removed

Dear Representative,

On behalf of the American Civil Liberties Union (ACLU), we write to urge
you to press for removal of Section 1602 and Section 1919 in H.R. 302, the
FAA Reauthorization Act of 2018. The House is expected to consider H.R 302
under suspension of the rules on Wednesday, September 26, 2018. Should the
bill be considered as is, we urge you to vote NO on H.R. 302 given the threat
it poses to press freedom, the Fourth Amendment, and other civil liberties.
The ACLU will include your vote on H.R. 302 in our voting scorecard for the
115" Congress.

Section 1602 of H.R. 302 includes a modified version of the Preventing Emerging
Threats Act’, a bill that would give the Departments of Homeland Security (DHS)
and Justice (DOJ) broad authority to surveil, seize, monitor or even shoot down
drones — without a warrant or any judicial oversight whatsoever. In addition, the
provision could foreclose journalists from using drones in circumstances they
have been previously deployed to aid reporting, including transfer of children to
detention facilities?, protests®, and hurricane responses®. The Preventing Emerging
Threats Act has been opposed by the Reporters Committee for Freedom of the
Press® and the National Press Photographers Association, and has not been
previously considered by a House committee.

Section 1919 of H.R. 302 directs the Transportation Security Administration
(TSA) and the U.S. Customs and Border Protection (CBP) to consult on the
deployment of biometric technologies. While Section 1919 is markedly better
than language that was originally proposed as part of the TSA Modernization
Act®, it does not explicitly require TSA to obtain legislative authorization and
follow baseline privacy standards before collecting biometrics domestically or on
Americans.
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A. The Drone Provisions Threaten Freedom of the Press and Grant the
Government New Warrantless Surveillance Powers

The intent of Section 1602 is to purportedly arm DOJ and DHS with “the ability to act quickly
and effectively when a [drone] poses a security risk to large-scale events and government
facilities.”” This goal may be admirable, but the bill does not achieve it. Instead, it creates an
unnecessary surveillance backdoor, undermines freedom of the press, and raises additional
public safety risks. Section 1602 grants DOJ and DHS the power to surveil, seize, monitor or
even shoot down drones in any case where it determines a drone poses a “credible threat” to
broadly defined “covered facilit[ies] or asset[s].” This provision raises the following concerns:

e The bill empowers DOJ and DHS to declare large swathes of areas as “covered
facilit[es] or asset[s],” implicating areas where journalists have First Amendment
rights. The bill’s definition of “covered facility or asset” is broad and vague — including, for
example, areas related to an “active Federal law enforcement investigation, emergency
response, or security function.” As applied, this definition may implicate areas where there is
a strong public interest for drone use in reporting. For example, in the days following
Hurricane Florence, local outlets dispatched media drones to capture footage of the flooding
and wreckage.® Drones have also previously been used to report on protests in Ferguson® and
the transfer of immigrant children to detention facilities.'* However, under this bill, DOJ and
DHS would have the authority to limit journalists from flying in areas like these where there
IS a strong interest in providing information to the public.

¢ H.R. 302 grants new warrantless surveillance powers to DHS and DOJ. The bill exempts
DOJ and DHS from key provisions of Title 18, including the Wiretap Act and Pen Register
and Trap and Trace statute, in cases where it deems a drone poses a “credible threat.” As a
result, it allows the government to collect sensitive metadata and communications without a
warrant or court order. Such a loophole is unnecessary given that many provisions in Title 18
already include emergency exceptions that allow the government to collect information in
cases where safety is threatened with only after-the-fact approval from a judge. Moreover,
the bill explicitly permits this information to be retained and used for purposes unrelated to
the drone threat, including other investigations, criminal prosecutions, or supporting
“ongoing security operation[s].”

e The bill permits DOJ and DHS to take extreme measures, like seizing or using force to
take down a drone, without adequate due process. The bill would allow DOJ and DHS to
take severe actions against private property, including forfeiture of a drone, without any prior
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redress for an aggrieved party. Without such checks, the bill creates a clear pathway for
unbridled abuses of government power and raises serious concerns about the use, or possible
misuse, of authority by DOJ and DHS.

e The bill would authorize the government to take extreme actions that cause, rather than
prevent, harm to public safety. The Federal Aviation Administration recently warned civil
airports against testing or using counter drone technologies, noting that they could create
“hazards” and had a risk of “false positives.”™* Despite this, H.R. 302 empowers DOJ and
DHS to use counter drone technologies — including hacking a drone, jamming radio and
electronic signals (potentially impairing cellular signals in an entire region), or even using
force to take down a drone “if necessary” — in cases where there is a “credible threat.” DHS
and DOJ have yet to present any evidence to Congress that they can use counter drone
technologies safely and responsibly. Moreover, the bill fails to define exactly what a
“credible threat” is, leaving this to the discretion of the agencies in consultation with the
Department of Transportation. As such, the government could exert its power in cases where
there may not be a real-life or imminent threat, causing more harm than it prevents.

B. The Biometric Provision Fails to Ensure Individual’s Privacy Rights Are
Protected

TSA is currently testing deployment of biometric technologies in domestic airports on
Americans.*? TSA biometric deployments are alarming considering that Congress has never
explicitly authorized widespread collection of biometrics on Americans for domestic travel and
TSA has yet to undertake rulemaking clarifying how it intends to ensure such collection does not
violate Americans’ privacy rights. Notwithstanding these existing concerns, Section 1919
instructs TSA to consult with CBP when deploying biometric technology. This language is an
improvement over the original proposed language in the TSA Modernization Act™, which
instructed TSA to deploy biometric technologies in screening areas, boarding areas, and other
areas it deemed “appropriate” with no reporting or privacy protections whatsoever. However,
Section 1919 is still flawed as it fails to condition biometric deployments on explicit legislative
authorization from Congress and adherence to baseline privacy standards. As such, the provision
does not fully address key issues, including the collection of data, use of data across government
agencies, and the sharing of data with law enforcement for surveillance, immigration or other
unrelated purposes.

For these reasons, the ACLU urges you to vote NO on H.R. 302 unless sections 1602 and 1919
are removed. If you have any additional questions, please feel free to contact Neema Singh
Guliani, Senior Legislative Counsel at nguliani@aclu.org.
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