
Case Number: 15-00143-F 

U.S. Department of Justice 
Drug Enforcement Administration 
FOI/Records Management Section 
8701 Morrissette Drive 
Springfield, Virginia 22152 

JUN 2 3 2015 

Subject: Cell Site Simulators Deployed on Aircraft (January 1, 1997 to the present) 

Nathan Freed Wessler 
American Civil Liberties Union (ACLU) 
125 Broad Street 
18th Floor 
New York, NY 10004 

Dear Mr. Wessler: 

This letter responds to your Freedom of Information/Privacy Act (FOIIPA) request dated 
November 19, 2014, addressed to the Drug Enforcement Administration (DEA), Freedom of 
Infonnation/Privacy Act Unit (SARF), seeking access to information regarding the above subject. 

The processing of your request identified certain materials that will be released to you with 
this letter. Pm1ions not released are being withheld pursuant to the Freedom of Information Act, 5 
U.S.C. 552, and/or the Privacy Act, 5 U.S.C. 552a. Please refer to the list enclosed with this letter 
that identifies the authority for withholding the deleted material , which is indicated by a mark 
appearing in the hlock next to the exemption. An additional enclosure with this letter explains these 
exemptions in more detail. 

The information that you are requesting regarding, (#3) ''all applications submitted to state 
or federal courts .. for each sealed document ",· (#4) "records reflecting the docket numbers-or. !l 
available, other identifying information-of all criminal cases ... as part of the underlying 
investigation "; (#5) "records reflecting the number of investigations in which cell site simulators 
deployed on aircraft ... that have resulted in prosecutions", could be contained in any one of several 
DEA records systems, including the DEA Investigative Reporting and Filing System (IRFS), DEA 
Correspondence Files, and/or several field or headquarters offices throughout DEA. Many of these 
systems are Privacy Act (PA) Systems of Records and the information maintained relates to the 
activities and actions of individuals engaged in the illicit trafficking in controlled substances, the 
name, date ofbirth, and social security number are required to locate information, and a release 
authorization or other information as described in 28 C.F.R. § 16.3(a) is required. 

The rules and regulations of the Drug Enforcement Administration applicable to Freedom of 
Infmmation Act requests are contained in the Code of Federal Regulations, Title 28, Pm1 16, as 
amended. They are published in the Federal Register and are available for inspection by members 
of the public. 
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For your information, Congress excluded three discrete categories of law enforcement and 
national security records from the requirements of the FOIA. See 5 U.S.C. § 552(c) (2006 & Supp. 
IV 201 0). This response is limited to those records that are subject to the requirements of the 
FOIA. This is a standard notification that is given to all our requesters and should not be taken as 
an indication that excluded records do, or do not, exist. 

If you are not satisfied with my response to your request, you may administrative ly appeal 
by writing to the· Director, Office of Information Policy, United States Department of Justice, Suite 
11 050, 1425 New York Avenue, NW, Washington, DC 20530-0001, or you may submit an appeal 
through OIP's eFOIA portal at http: //\.vww.j usti<.:~ .um·foip/cfo ia-portnl.html. Your appeal must be 
postmarked or transmitted electronically within sixty days from the date of this letter. If you submit 
your appeal by mail , both the letter and the envelope should be clearly marked "Freedom of 
Information Act Appeal." 

If you have any questions regarding your request, you may contact Govemment Information 
Specialist Josh Delo on 202-307-7748. 

Enclosure(s) 

=/(:1:-/:uuuJ 1 rUG 
Katherine L. Myric:,Q; 
Freedom of Information/Privacy Act Unit 
FOI/Records Management Section 

Number of pages withheld: 2 

Number of pages released: 42 

APPLICABLE SECTIONS OF THE FREEDOM OF INFORMATION AND/OR PRIVACY ACT: 

Freedom of Information Act 
5 U.S.C. 552 

[ ](b)(l) 

[] (b)(2) 

[X] (b)(3) 

[X](b)(4) 

[ ] (b)( 5) [X] (b )(7)( C) 

[X] (b)( 6) [ ] (b )(7)(0) 

[ ] (b )(7)(A) [X] (b )(7)(E) 

[ ] (b )(7)(B) [ ] (b )(7)(F) 

Privacy Act 
5 U.S.C. 552a 

[] (d)(5) 

[] (j )(2) 

[ ](k)(1) 

[ ] (k)(2) 

[ ] (k)(5) 

[] (k)(6) 



FREEDOM OF IN FORMATION ACT 
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552 

(b)( l) Information which is currently and properly classified pursuant to Executive Order in the interest of the national 
defense or fore ign policy. 

(b )(2) Materials related sole ly to the internal rules and practices of DEA. 

(b)(3) Information specifically exempted from disclosure by another federal statute. 

(b)(4) Privi leged or confidentia l information obtained from a person, usual ly in volving commercia l or financial matters. 

(b)(5) Inter-agency or intra-agency documents which are subject to a privilege, such as documents the d isc losure of 
wh ich wou ld have an inhibiti ve effect upon the development of policy and admin istrative d irect ion, or which represent 
the work product of an attorney, or which refl ect confidential commun ications between a client and an attorney. 

(b )(6) Materials conta ined in sensitive records such as personnel or medical files, the disc losure of which wou ld 
constitute a c learly unwarranted invasion of personal privacy. 

(b)(7) Records or infonnation compiled for law enforcement purposes, but only to the extent that the production of 
such law enforcement records or information (A) could reasonably be expected to interfere with en forcement 
proceedings; (B) would deprive a person of a right to a fair trial or an impartial adjudication; (C) could reasonably be 
expected to constitute an unwarranted invasion of personal privacy; (D) could reasonably be expected to disclose the 
identity of a confidential source, including a State, local or foreign agency or authority or any private institution which 
furnished information on a confidential basis; and, in the case of a record or information compi led by a criminal law 
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful nationa l security 
inte ll igence in vestigation, information furn ished by a confident ial source; (E) would disclose techniques and procedures 
for law enforcement investigations or prosecutions or woul d d isclose guidelines for law enforcement investigations or 
prosecutions if such disclosure could reasonably be expected to risk c ircumvent ion of the law, or (F) could reasonably 
be expected to endanger the life or physical safety of any individua l. 

PRIVACY ACT 
SU BSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a 

(d)(5) Materials compiled in reasonable anticipation of a c iv il action or proceeding. 

U)(2) Material reporting investigative efforts pertaining to the enforcement of criminal law including effort s to prevent, 
contro l, or reduce crime or apprehend criminals. 

(k)( I) Information wh ich is currently and properly classified pursuant to Executive Order in the interest of the national 
defense or foreign policy. 

(k)(2) Materia l compiled during civil investigations for law enforcement purposes. 

(k)(5) Investigatory material compiled solely for the purpose of determin ing suitabi lity, e ligibility, or quali fications for 
Federal civilian employment or for access to c lassified infonnation, the disclosure of which would reveal the ident ity of 
the person who furnished information pursuant to an express promise that his identity would be held in confidence, or 
pursuant to an implied promise of confidentiality if such information was furn ished prior to September 27, 1975. 

(k)(6) The substance of tests used to determine individual qualifications for appointment or promotion in Federal 
Government Service. 


























































































