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(b) An individual has equipment, implements; or
substances that may be used to tamper with a drug test.

‘ (8) Donors will be allowed individual privacy when ' _
providing specimens unless collection personnel have reason to believe
that the donor may alter or substitute the urine specimen or otherwise
tamper with the drug test. .

"‘.*Efthe: 05/19/2000 MCRT# 972 [5iv: D3 Cav: SecCls;

. | 11-25.7.1 Collection Procedures, ACSAP

| . The following highlights the collection procedure. For

| complete details of the collection procedure, refer to Section X! of .

| the Drug Deterrence Program "Alcohol and Controlled Substance Abuse
| Policy and Procedure Manual. ' ( L

| . (1) Breath Alcohol Testing:

| . (é) Breath' Alcohol Testing will be conducted by a
| Certified Breath Alcohol Technician (BAT). . _

.. (b) Prior to testing, the BAT will request to see
_ | the donor's photo identification.

{c) Social Security numbers will.be used as employee‘
| identification numbers. : . .

... ——_. ._(d)A Breath Alcohol Testing form will bg uée_d to |

| record necessary information. e :

(e) The breath testing location will provide aural
| and visual privacy, sufficient to prevent unauthorized persons from
| seeing or hearing test results. - ' -

- . (2) Diug Testing:

N (a) Drug Collections will be conducted by
| established DDP Collection Officials (CO's). - .

: (b) Prior to testing, the CO will request to see the

- | donor's photo identification. - . -

(c) Social Security numbers will be used as specimen
| identifying numbers throughout the collection, shipping, and testing .
" | phases of the screening to protect the identity of the donor.

| (d) Chain of,Custody forms shall account for the - -
* | integrity of each urine specimen by tracking its handling from point
| of specimen collection to final disposition of the specimen:

.. (e) Each donor will be escorted by a CO to the
. | collection area.-Same sex collectors will be used in the instances
| where collection personnel have reason to believe that the donor may.
[ alter or substitute the urine specimen.|

**EffDte: 05/19/2000 MCRT#; 972 Div: D3 Cav: SecCls:
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| 1-25,8 Reporting|Procedures, DFWP[

“*EffDte: 05/19/2000 MCRT#: 972 Div: D3 Gav: SecCls:

| 1-25.8.1 Appiicantrrésﬁng, DFWP)

(1) All tests conf rmed posmve for drugs will be
reviewed by the FBI's medical review officer (MROQ) prior to the
initiation of any official action. If the MRO determines, after
contacting the donor, that there is no alternate medical explanation
for the positive test, the DDP Administrator will be notified. A
communication will be immediately prepared by the. DDP Administrator
identifying the donor and describing the.drugs identified upon
| testing. This communication will be forwarded to the|Administrative
| Services Division (ASD), Attention: Bureau Applicant Employment Unit
| (BAEU), |and will become a permanent-part of the applicant record.
Upon receiving a communication regarding a verified positive test, the.
| |BAEU|w1II immediately notify the. field office through which the o .
applicant is being processed to discontinue the processing of that ‘ . ) “
] applicant. The|BAEU|will, over the signature of the Personnel ’
* Officer, prepare an appropriate letter notifying the applicant that he
|-or she is no longer being considered for employment. [(See MIOG, Part
|.1:67-2.7.4 for additional notification instructions. ) -

. (2) Inquiries and appeals received from applicants being -
denied employment with the FBI due to positive drug tests will be
| handled by the Personnel Officer,|ASD)|. Cases.in which illegal
drugs such as maruuana cocaine, or-PCP, were detected will not be
| given further considerafion'for employment with the FBI, [(Also see
| MIOG, Part 1, 67-2.7.1, for guidelines for determining applicants'
| suitability based on their drug history.)] In the event
.that the drug detected was a legitimate prescription drug and the
apphcant had failed to inform the FBI that he or she was taking such
a drug prior to testing, the applicant may appeal to the Personnel
Officer, who will refer the appeal to the MRO for review prior-to a
final decision. Such appeals will be reviewed on an individual basis
- taking into consideration the verification. of the legitimacy of the
. *drug and possible lack of candor on the Jpart of the apphcant

- *EfiDte: 05/19/2000 MCRT#: 972 Div: D3 Cav: SecCls:

.] 1-25 8.2 Testlng On- Board]Employees DFWPI

( ) Random Selection and Probationary Testing

(a) Notification of employees to be tested by random . :
selection and probationary Special Agents within their first ftwo L
_years of employment will be made to field offices and FBIHQ divisions ) ' .
by the FBIHQ DDP. The field office will follow- the established Chee o
collection procedures and forward collected specnmens to the testing
laberatory.

(b) All examinations confirmed posmve for drugs
HWI|| be reviewed by the FBI's MRO prior to the initiation of any
official action. it is the responsibility of the MRO to review all
positive test results and medical information provided by the employee
for an alternate medlcal explanation for the positive test. The MRO
FBI024333CBT
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c (

may interview the employee, review medical history, consult with
laboratory personnel.and order retesting as determined necessary. If
no-alternate medical explanation can be determined, the test will be
designated a "verified positive" by the MRO.

(c) In the event of a "verified positive" test, the
MRO will notify the DDP Administrator who will prepare an appropriate
communication outlining the selection procedures and test results.
This communication will be forwarded through the Assistant Director, -
| JASD], to the Director, FBI, Attention: Assustant Director, Office of
Professional Responsibility (OPR), requestmg that the OPR initiate an
appropriate investigation.

(d) Investigations conducted by OPR w;ll be
conducted in accordance with the FBI regulations regarding
investigation of employee misconduct. The results of such
mvestigatlons will be forwarded to the Adjudication Unit, OPR, for

_ review. The degree of severity of administrative action will be
. determined on a case- by-case basis.

- (e) A copy of the communication prepared for a
"verified positive" test will be forwarded to an EAP counselor who
will immediately initiate contact with the employee and extend the
" assistance and rehabilitation services mandated by EO 12564. Aletter
will be gent by the DDP {0 the employee outlining the services
_available and providing names of EAP contacts. This letter will be
sent by registered mail, return receipt requested.

(2) Reasonable-Suspicion Testing .

T e T (a)lfan employee is auspected ofusingillegal . - -~ <., R
drugs, the first-line supervisor will gather information, specific ) ' |
~ facts, and circumstances leading to and supporting this susplcmn
“This information is then brought to the second-line supervisor who
then decides if there is enough documentation to substantiate
reasonable suspicion. This information is'then brought to the
atténtion of the SAC or division head who will then determine whether
" to recommend to OPR that an employee be tested. Whensucha -
recommendation is made, a written communlcatlon will be prepared to
include, at a minimum, the appropriate dates and times of reported
drug-related incidents, refiable/credible sources of information and
any other justification for a test. This communication is to be
forwarded to the OPR, FBIHQ. It is the responsnblhty of the .
_ Assistant Director, OPR, or his/her designee to review the facts in
‘each case and to authorize the institution of an lnvestlgatlon and the
collection of a urine specimen for testlng

. (b) All test results will be forwarded to OPR by the
DDP staff after the MRO has conducted the required review to ensure
that an alternate medical reason for the presence of a drug does not
‘exist. Where testing is conducted based on reasonable suspicion, the
urine specimen will be obtained by a collection official using set
collection procedures. Same-sex collectors will be used in the -
instances where collection personnel have reason to believe that the
donor may alter or substitute the urine specimen. A refusal to
provide a specimen will be considered refusal to participate in -
testing, and administrative action for insubordination may be
instituted. Following investigation by OPR, the investigative results
will be forwarded to the Adjudication Unit which will act upon each
case as outlined under random and probationary testing.

FBI024334CBT
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(
(3) Follow-up Testing

(a) Follow-up testmg, ‘on an unannounced basis, may
be required during or after EAP counseling or rehabilitation up toone
year after completion of rehabilitation.

_(b) In such cases, the DDP Administrator is
authorized, at his/her discretion to initiate the collection of a
urine specimen for testing. Thereafter, the: reportlng procedures wil!
be the same as those detailed for reasonable susprcron testing,
“including direct observatlon

(4 ) Voluntary Testmg

In order to demonstrate their commitment to the FBI
goal of a drug-free workplace, employees may volunteer for testing by -
contacting the DDP Administrator. The DDP Administrator, at his/her
discretion, is authorized to initiate the collection of a urine
specimen for testing. Thereafter, the reporting procedures will be
the same as those detailed for random selection testing. '

**EffDie: 05/t 9/2000 MCRT#: 972 Div: D3 Cav; Sec'Cts:

1-25.8.3 Reporting Procedures, ACSAP ‘

* (1) Alcohol Testing

: (a) Notifi catlon of drivers to be tested wrll be made to t' eld
offices and- ':BIHQ dlwsrons by FBIHQ.DDE, . -

(2) Conﬁrmed Posrtrve AIcohol Tests (Greater Than 0.02, Léss Than 0. 04)

(a) Commercial Drivers (CDs) having a breath alcohol content
greater than 0.02 - .039 will be placed on temporary restriction from performlng
safety- sensmve functions. .

(b) Management Officials (MOs) shall complete]an ‘
| FD-907 Temporary Restriction Form,]and fax the form to the DDP Admlnlstrator

K (3) Confirmed Positive Alcohol Test (0.04 or Greater)

(a) In the event the com" rmatron test reveals an
alcohol concentration of 0.04 or greater, the CD shall be placed on
" full restriction from performing safety-sensitive functions. MOs.
- | shall complete]an FD-908, Full Restriction Form,|and shall fax thts
Information to the DDP Administrator. .

(b) The DDP Administrator'will prepare an appropriate
communication to the Office of Professional Responsibility (OPRY),
requesting that the Internal Investigation Unit ([1U) initiate an |
appropriate investigation. - U

. (cYA copy of this communication will be forwarded to an
Employee Assistance Counselor who will immediately contact the
employee to extend asststance and provide rehabilitation services.

(d) Investigations conducted by OPR will be conducted in -

accordance with FBI regulations regarding investigations of employee
misconduct. The degree of severity of administrative action will be

OLGnRED . %A%&é%‘%nlgarﬂ /ma;).rm 1501 .hitm
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determined on a case-by-case basis, taking into consideration all
extenuating or mitigating factors.

(4) Drug Testing

(a) Notificatiori of CDs to be tested will be made to ﬁeld
offices and FBIHQ divisions by FBIHQ DDP.

(b) In the event of a "verified positive" test, the MRO will notify
the DDP Administrator who will prepare an appropriate communication of
- the confirmed positive test. Information regarding the positive test shall be
forwarded-through the Assistant Director-to OPR, requestlng that the IIU
initiate an appropriate mvestlgatlon T

(c) A copy of this communication will be forwarded toan .
Employee Assistance Counselor who will immediately contact the -
employee to extend assistance and provide rehabilitation servic_es.

) (d) Investigations conducted by OPR will be conducted in
accordance with FBI regulations regarding investigations of employse
misconduct. The degree of severity of administrative action will be
determined on a case-hy-case basis, taking into consideration all
extenuating or mitigating factors. - .

**EffDte; 11/19/2001 MCRT#: 1 162 Div: D3 Cav: SecCls:

|_1-25.9 Supervisory(Responéibilities, DFWPI

(1) Al superwsors will bé trained & recognizéand ~ ¢ 7
* address illegal drug use by employees and will be provided: information’
- regarding referral of employees to the EAP, procedures and
_ requirements for drug testing and behavioral patterns that glve rise .
to a reasonable 'suspicion that'an employee may be usmg illegal drugs.
Fxrst— and second-line_supervisors shall: .

‘(a) Be responsible for developing reasonable
. suspicion of illegal drug use by employees under their supervision
after first making appropriate factual observations, documentmg those |
observations and obtaining approval from the next higher supervxsor or
‘manager; .

- (b) Notify the SAC or dIVISIO.n head that reéébnable
susplcxon drug tests may be warranted for employees under their
_Supervision; and .

(c) Refer employees to the EAP for assistance in
_obtaining counseling and rehabilitation when there is a finding of
illegal drug use.

(2)ﬂfr‘1e SAQ - or division head shall:

(a) Be responsible for developing reasonable
suspicion of illegal drug use by a direct subordinate after making
factual observations and documentmg those facts;

(b) Determme whether a request to test for

. reasonable suspimon should be made to OPR for any employee under his
or her supervision; and .

- OIGnRER OQ@@A@Q@MO;ZT)ELM /maonn1s0l.htm E
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«

(c) Ensure that employees under his or her
supervision have been referred to the EAP for assistance in obtaining
counseling and rehabilitation when there is a finding of illeggl‘drug
use. ; . .

*EffDte: 05/19/2000 MCRT#£ 972 Div: D3 Cav: SecCls:

[11-25.9.1 Supervisory Responsibilities, ACSAP

| (1) Supervisors will be trainéd to recognize alcohol

| andfor drug use and impairment and will be provided information

| regarding referral of drivers fo the EAP, procedures and requnrements
| for alcohol and/or drug testing and behavioral patterns that give rise

| to a reasonable suspicion that an employee may be using controlled
| substances an/or misusing alcohol. . y

+ (2) Supervisors shall ensure that Commercial Drivers
| (CDs) do- not perform safety-sensmve functions while taking over-the-
| counter medlcatlons that may lmpalr judgment or metor skills.

| (3) Trained supervisors will be responsible for

| developing reasonable suspicion of illegal drug and/or alcohol misuse

| based on specific, contemporaneous articulable observations concermng
| the appearance behawor speech or body odors of the driver.

| -(4) Supervisors will be responsxble for placing drivers )
| on restriction as warranted and shall ensure that drivers under
| his/her supervision have been referred to the EAP for assstance in

" | counseling and rehabhtatlon] o - - ) ST T B

“EffDte: 05/19/2000 MCRT# 972 Div: D3 Cav: SecCIs

1-25:10 Records and|Reports, DFWP)|

© “EffDte: 05/19/2000 MCRT#: 972 Div: D3 Cav: SecCls:

| 1-25.10.1:Confidentiality of Test|Results, DFWP)

(1) Laboratory results will be forwarded to the MRO. Any
positive result which the MRO justifies by appropriate medical or
scientific documentation to account for the result as other than the
intentional ingestion of an illegal drug will be reported as a
negative test result and may not be released for purposes of
identifying illegal drug use. The MRO may maintain only-those records
necessary for compliance with this program and such records shall be
the records of the FBI. Records of the MRO may be released to any
supervisor or management official having authority to take adverse
personnel actions or for purposes of auditing the activities of the -
MRO. .

(2) In order to comply with the Privacy Act and Section
-503(e) of Public Law 100-71, the results of a drug test of an FBI
employee may not be dlsclosed without the prior written consent of
such employee, unless the disclosure would be to:

(a) The MRO; \
S FBI024337CBT
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( | | o

(b) Tl'le Employee Assistance Admlnlstrator)(EAA)'
when the employee is reCeiving counseling or treatment or is otherw:se .
participating;

(c) Any supervisory or management official within
~the FBI having authority to recommend or approve adverse personnel
action against such employee; or

(d) A court of competent jurisdiction, pursuant to
an order of the court, and. where required by the United States 4
government to defend against any challenge against any adverse - v
personnel action.

Test results with all identifying information removed shall also be
. _made availableto' FBI personnel for data collection and audltlng

" “EffDte: 05/19/2000 MCRT#: 972 Div: D3 Cav: SecCls:

| 1-25.10.2 Cohﬁdentiality ‘ef]R'ecords, DFWP| -

All drug-testing information specifically relating to
individuals is confidential and shall be treated as such by anyone
autharized to review or compile program records. Alf records and .
lnformation of the personnel actions taken on employees with “verified
positive" test results shall be maintained in accordance with
; previously established procedures in regard to the mamtenance of
records of alleged employee mlsconduct

" ™ EfiDte: 05_/19/2000 MCRT#: 972 Div: D3 Cav: SecCls:> "~ 77/t . Tk =

] 1-25.10.3 Mamtenance oflRecords DFWP]

{1) The FBl shall establish or aménd a recordkeeplng
system to maintain the records of the DDP consistent with the FBI's
Privacy Act System of Records and with all applicable federal laws
rules and regulatlons regarding confi dentlallty of records.

(2) If necessary, records may be malntamed as required
by subsequent admiristrative or judicial proceedings, or at the
- discretion of the Director of the FBI. The recordkeeping system
should capture sufficient documents to meet the operational and .
statistical.needs of legislation and regulations and include:

(a) Numbers of "verified positive" test results
referred by the MRQ;

(b) Written material Justlfymg reasonable suspicion
.. testing or evidence that an mdxvndual may have altered or tampered
with a specimen; .

L -
e i

(c),Arlonymous statistical reports; and

(d) Other docunlents the DDP Administrator, MRO, or
. EAA deems necessary for efficient compliance with this program and
. which satisfy the records and confidentiality requirements of law.

**EffDte: 05/19/2000 MCRT#: 972 Div: D3 Cav: SecCls:
. ' ' ; FBI024338CBT
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MAOP PART 1 SECTION;«ACTIVITIES AND STANDARDS OF (CONDUCT

| 1-25.10.4 Records Maintained by Government|Contractors, DFWP|

Any contractor hired to satisfy any part of this program
shall comply with the confidentiality requirements of this program,
. ‘and.with all applicable federal laws, rules, regulatrons and
guidelines.

**EffDte: 05/1 9/2000 MCRT#: 972 Div: D3 Cav: SecCls:

'] 1-25.10.5 Statlstical]lnformation, DFWP]

The DDP Administrator shall collect and comprle anonymous
statlstrcal data for reporting the number of:

(1) Random, reasonable susprmon follow—up,
probatlonary, voluntary and applrcant tests;

(2 ') “Verified positive" test results,
(3) Voluntary drug counseling referrals;
4 lnvoluntary drug counseling referrals‘ and

(5) Termmatlons or denial of employment offers resultmg
from refusal to submrt to testing. :

*EffDte: 05/1 9/2000 MGRT#: 972 Div: D3 Cav: SecCIs '

| 1-25 10 6 Valrdrty of Preemployment Drungests DFWP]

To ensure the rntegrlty of the DDP, it is essential that
- all applicant drug tests are done within one year of EOD.

;*Efthe: 05/19/2000 MCRT#: 972 Div: D3 Cav: SecCls:

| |1-25.10.7 Records and Reports ACSAP Conf dentlalrty of Records ‘

| - The FBl is reqmred to malntaln strict standards of
| confidentiality in carrying out its responsrbrlltles

| 1) Authorlzed disclosures - The results of drug .

| and alcohal tests shall not be disclosed without the prior written

| consent of the CD, unless the disclosure would be;

| . - - (a) To a Medical Review Officer. -

[~ "(b) To the Administrator of any EAP in which the.

| employee is receiving counselrng or treatment of is-6th&fwise

| participating.

| (c) To supervisory or management officials hayving
| authority to take adverse personnel action against such employee.

{d) Pursuant to an order of a court of competent
] Jurlsdrctlon where required o defend an adverse personnel action.

CIERRF. ‘P&X’Wéﬁiﬁ%}ﬁ%&%aﬁl/maoml s01.htm
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N

' (e) To the National Transportaﬂon Safety Board as '_ '
¥ part of an acmdent investigation.

| (2) Mamtenance of records

* (a)The ACSAP will maintain records in a manner '
| consistent with the Privacy Act and all other applicable laws, rules
| and regulations regarding confidentiality of records.

| . (b) Records maintained by government contractors -
| Any contractor hired to satisfy any part of this program shall comply
| with the confidentiality requirements of this program and with all.

| applicable federal laws, rules, regulations and guidelines. |

*EffDte: 05/19/2000 MCRT#: 972 Div: D3 Cav: SecCls:

] 1-25.11 DisciplinarylAction‘s, DFWP]

(1) Determination

An employee may be found to use illegal drugs on the
"basis of any appropriate evidence including, but not limited to:

~ (a) Direct observation,

(b) Evidence obtained from an arrest or criminal
- conviction; T ’

. 7 (c) A"verified positive" tesi result; or
(d) An employee's voluntary admission.
(2) Administratiye Actions

The FBI shall immediately refer an employee found to -
use illegal drugs to the EAP. The FBI shall initiate action to remove .
or suspend from service any employee the first time that employee is
- found'fo illegally use drugs. However, as part of an EAP
rehabilitation program, an employee may remain on duty or return to
duty if the employee's continued employment would not endanger pubhc
heaith and safety or national security. ’

(3 ) Range of Consequences

In determining the severlty of the dlscnpllnary :
action to be taken against an empioyee found to use illegal drugs, the
FBI may consider the nature of the position, the risk to the public of
‘the employee's illegal drug use, and the employee's personnel and/or
performance records. The FBI shall initiate disciplinary action
against any employee found to use illegal drugs, provided that such -

. action is not required for an employee who voluntarily admits to
xllegal drug use, obtains counseling or rehablhtatlon and thereafter

_refrains from using illegal drugs. .

Such disdiplinary action may include any ofthe following méasures,
but some disciplinary action must be initiated:

(a) Reprimand the employee in 'writin:q;

- OIG=REG.O02/L8LA5-PART 12 ... - + nes.
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MAOP PART 1 SECT_[ON(]. ACTIVITIES AND STANDARDS OF(QONDUCT " Page 92 of 114

(b} Place the employee in an enforced leave status; -
(c) éuspend the employee for 14 days or less;
(d) Suspend the employee for 15 days or more;

(e) Suspend the employee until he or she
successfully completes the EAP or until the FBI determines that actron
other than suspension is more appropriate; or

(f) Dismiss the employee from the FBI.
(4) Initiation of Mandatory Removal From Service

The FBI shall initiate action to dismiss an employee
- for:

. . (a) Refusing to obtain counseling or rehabilitation”
through the EAP as required by the EO 12564 after havrng been found to
use illegal drugs; or . .

(b) Having been found-not to have refrained from
illegal drug use after a first finding of illegal drug use.

(5) Refusal to Take Drug Test When Required -

‘ An employee who refuses to be tested when so required
wrll be considered insubordinate and subject to the full range of -
.- disciplinary action, up-to and including dismissal. Attempts to alter
. or substitute the specimen provided will be deemed a refusal to take
" the'drug test When tequired. No applicant who refuses to be 1ested
"+ shall be extended an offer of employment

(6) Voluntary Referral

(a) Pursuant to EO 12564, the FBI is requrred to
drscrplme any employee found to use illegal drugs in every
- circumstance except one: If an employee (1) voluntarily admits his or
her drug use; (2) completes counseling and rehabilitation through the
EAP; and (3 )thereafter refrains from drug use, such dlsmpllne is not
-required and may be waived.

() The decision whether to dlsclpllne avoluntary
referral will be made on a case-by-case basis depending upon the facts
and circumstances. Although an absolute bar to discipline cannot be
provrded because of the extreme sensitivity of all FBI positions, the
FBI, in determining whether to discipline, shall consider that the,
employee has come forward voluntanly

*EffDte: 05/19/2000 MCRT# 972 Div: D3 Cav: SecCls:

111-25.11.1 Disciplinary Actions; AGSAP

(1) Determination - A Commercial Dnver (CD) may be
| found to be engaging in prohibited alcoho! and/or drug
| activity on the basis of appropriate evrdence including, but not
| limited to: .

| . (a) Specific, contemporaneous, articulable
. . . FBI024341CBT
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- MAOP PART 1 SECTION 1 ACTIVITIES AND STANDARDS OF CONDUCT - Page 93 of 114 -

| observations concerning the appearance, behavior, speech or body odors
) [ofthe driver. . :

[ S (b) E\)idence obtained from an arrest or criminal ‘
| conviction. ' . .

| (c) A verified positive test result
l ' ’ (d) A driver's voluntary admxssmn

(2) Administrative action - A CD found to be engaged in

| prohibited alcohol or drug use shall immediately be referred to the -
.| EAP. The FBI shall initiate administrative action to remove or

[ suspend from service any CD the first time that CD is found to be . . ) B

| engaging in prohibited activity. If, however, the CD has sought out"

| EAP assistance voluntarily as part-of an EAP rehabilitation program, a

| CD may remain on duty if the CD's continued employment would not ..
- | endanger public health and safety or national security.

| - (3) Range of consequences - In determining the severlty
| of the disciplinary action regarding a CD found to be engaged in
| prohibited alcohol and/or drug use, the FBI will take into
| consideration all extenuating and mitigating factors, the nature of
| the position, the risk to the public, and the CD's personnel and/or .
| performance records. The FBI shall initiate disciplinary action
| against any CD found fo use illegal drugs, provided that such action
| is not required for a CD who voluntarily admits to prohibited alcohol
.| or drug use, obtains counsehng or rehabiiitation and thereafter
| refrains from prohxblted activity. :

(4) Injtiation of mandatory removal.from sefvice - The ;- -~ — e Co et
| FBI shall initiate actlon to dismiss a €D for: . T : : ) ’

| L (a) Refusing to obtain counsellng or rehabilitation
| through the EAP as required after being found to be- -engaging in
. | prohibited alcohol and/or drug activity.
| (b) Having been found not to have refrained from
| prohibited alcohol and/or drug activity after the first finding.

| " (5 ) Refusal to take alcohol and/or drug tests when
. | required - A CD who refuses to be tested when so required will be
| considered insubordinate and subject to the full range of disciplinary _
| action, up to and including dismissal. Attempts to alter or ’ : o oo
| substitute tests will be deemed a refusal. No &pplicant who refuses, ' ' '
| to be tested shall be extended an offer of employment. |

*EffDte: 05/1 9/2000 MCRT#: 972 Div: D3 Cav: SecCls:"

| 11-25.12 Prohibited Activity, ACSAP

| (1)ALCOHOL . _ o B

(@) Alcohol Concentratlon No Commercial Driver
- | (CD) shall report for duty or remain on duty requiring the performance
| of safety-sensitive functions while having an alcohol concentration of
| 0.04 or greater. No supervisor having actual knowledge that a CD has
| an alcohol concentration of 0.04 or greater shall permit the CD to
_ | perform or continue to perform safety-sensitive functions.

FB1024342CBT
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I {b) Alcohol Possession - No CD shall be on duty or

| operate a commercial motor vehicle while the CD possesses alcohol,

| unless the alcohol is manifested and transported as part of a

| shipment. No supervisor having actual knowledge that a CD possesses
| unmanifested alcohol may perimit the CD to drive or continue to dnve a
| commercial motor vehicle.

|- {c) On-duty Use - No CD shall use alcohol while
] performmg safety-sensmve functions. No supervisor having actual
| knowledge that a CD'is using alcohol while performing safety- -sensitive '
| functions shall permit the CD to perform or continue to perform
| safety~sensitive functions.

(d) Preduty Use - No CD shall perform safety-
| sensitive functions within four hours after using alcohol, No
| supervisor having actual knowledge that a CD has used alcohol within
- 1 four hours shall permit a CD to perform or contmue to perform
| safety-sensitive functions.

(e) Use Following an Accident - No CD required to
| take a post-accident alcohol test shall use alcohol for eight hours
| following an accident, or until he/she undergoes a post-acmdent
| alcohol test, whlchever occurs first. .

{f) Refusal to Submit to a Required Alcohol Test:-
| No CD shall refuse to submit to required alcoliol testing under this
| program. ‘A CD who refuses to be tested will be considered ,
| insubordinate and subject to disciplinary action, up to and mcluding
. | dismissal. See Part 1, 1-30.3 of the Manual of Administrative :
| Operations and Procedures (MAOP). Any attempt to alter or substltute v
| an alcohol test will be deemed a refusal to take the alcohol test when
] requlred :

[ (2) DRUGS

(a) Controlled Substance Use-No CD shall perform’
" | safety-sensitive functions when the CD uses any controlled substance, ’
| except when the use is pursuant o the instructions of a physician who
| hés advised the CD that the substance does not adversely affect the
| ability to safely operate a CMV. The CD must notify his/her™ -
| Management Official (MO) division head or SAC of any condition or
| drug use which may impair hls/her fi tness for full duty.

(b) Over-the-Counter Medxcatlons No CD shalt
.| perform safety-sen5|t|ve functions while taking over-the-counter
" | medications that may impair judgment or motor skills. The CD must
| notify his/her MO, SAC, or divisicn head of any condition or
| medication which may impair ‘his/her fi tness for full duty.

(c) Positive Drug Test - No CD who has tested
| positive for controlled substances shall be permitted to perform or’
| continue to perform safety-sensitive furictions pending completion of
| administrative action.

| (d) Refusal to Submit to a Required Drug Test-No |
| CD shall refuse to submit to a drug test under this program. A CD who
| refuses testing shall be considered insubordinate and subject to the

| full range of disciplinary action, up to and including dismissal. See

| Part 1. Section 13 of the MAOP. Attempts to alter or sUbstitute the

| specimen provided will be deemed a refusal to take the drug test when

.- OIGL-LEEQ) HO%L&AQ%.:'.P.%?E_ -:.1'.2.. —rt L ...-___ TN el
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| required.

(e) On-duty Use - No MO, SAC or division head having
| actual knowledge that a CD has used a controlled substance or an over-
| the-counter medication, as defined by above, shall.permit the CD to
- | perform or continue to perform a safety-sensitive function.| '

**Efthe: 05/19/2000 MCRT#: 972 Div: D3 -CaV' SecCls: -

| [1-26 POLICY AND GUIDELINES REGARDING EMPLOYEE PUBLIC SPEECH RIGHTS
AND OBLlGATlONS

**Efthe: 11/26/1993 MCRT#: 141 Div: PAD9 Cav: Sec;:lsi
1-26.1 General Statement

(1) This policy is intended to inform FBI employees of
their rights and obligations prior to engaging in public speech that
< is or may be perceived as related to the duties, responsibilities or
administration of the FBI. FBI employees enjoy rights protected by
the First Amendment, including freedom of expression. However, the
FBI has interests as an employer in regulating the speech of jts
employees that may affect its mission. '

(2) This pollcy seeks to balance the lnterests of FBI .
employees in commenting publicly upon matters of public concern, on
the one hand, and the interests of the FBI, as their employer ln : y
- promoting efF iciency and effectiveness i in the dlscharqe of its," :
responsmlhtles on the other ) "

(3) The policy and guidance provided herein is based on
an analysis of cases decided in the state and Federal courts under'the
* First Amendment. It is founded on generally accepted principles of .’
First Amendment faw which address the rights and obligations of publlc
employees who desire to engage in public comment '

4) Publxc comment or speech as referred-to in this
section includes, but is not limited to, interviews given members of
the media or others knowing that it is intended to be'used in .
magazines or other publications, letters to editors, and contacts with
Congress, lts committees and lnvestlgatlve arms.

(8) Any questions concerning the lmplementatlon or
| application of this policy should be directed to the|National Press
| Office,|Office of Pubhc and Congressional Affairs, FBIHQ

“*EffDte: 05/1 9/1994 MCRT#:231 Div. PAD9 Cav: SecCls:
1-26.2 Types of Employee Public Speech

- (1) Public Speech Regarding Matters Unrelated to FBI °
Employme»nt .

(a) FBI employees ordinarily may speak publlcly
about matters unrelated to their employment if they are expressing
_their personal views. However, when speaking publicly about such
matters, employees should make clear that they are stating their

FBI024344CBT
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personal opinion, not-the opinion of the FBI and nat their official

opinion-as an employee of the FBI. Particular care in this regard”

should be taken if the employee is somehow identified as an FBI

employee. For example, an employee may wish to publicly comment on
topical social issues, school board issues or other similar matters.

Such speech is deemed unrelated to FBI employment and protected under -
the First Amendment so long as the employee solely and clearly

expresses his/her opinions as an mdnvxdual .

(b ) Employees speech regarding matters unrelated to
thelr employment is subject to the general guidance contained in Title
* 28, Code of Federal Regulations, entitled "Standards of Conduct" and
in Departmental Order 960-81 (10/26/81), which provides that employees
shall conduct themselves in a manner that creates and maintains .
respect for the DOJ and the United -States Government.’ ) . R

(2) Public Speech Regarding Issues Closely Related to FBI - =~
Mission . ' . .

(a) Certain matters of significant publlc concern -
may be so closely related to the responsibilities and mission of the
FBI as to create a substantial likelinood that personal comments on
such matters by FB! employees would be perceived as reflecting their
‘official views as FBI employees or the views of the agency. Employee
comments regarding such matters as whether use of certain controlled
substances should be legalized, whether the Government should punish
-certain crimes by use of capital punishment or whether a certain
- criminal statute is constitutional and enforceable are examples of e
when such misperceptions might occur. When speaking about matters
_Closely related to the responsibilities and mission of the FBI, .
employees have dn obligation to make absolutely clear that they are
-expressing their personal opinions.. Further, certain employees may be
" precluded from stating publicly their personal opinions on a
particular matter. For example it may be lnappropnate for a senior )
FBI official to express publicly his/her personal view regardmg <
matters within the investigative jurisdiction of the FBI. This is
because, as a practical matter, others may Jperceive the personal views
of a senior management employee possessing substantial pollcy-maklng
authorlty as indistinguishable from his/her official position as a
senior FBI manager. The public expression of personal views in such
situations could undermine the ability of the FBI to enunciate
official policy or to remain neutral on some issues.

~ -, . - . e o ==

{b) Employees should be alert to situations in which
the public expression of their personal views on matters closely
- related to the responsibilities or mission of the FBI may be perceived -
as expressing the official views of FBI employees. When such
circumstances are identified, the employee should seek guidance from
hls/her lmmedlate supervisor or division head

(3) Public Speech Regarding FBI Enforcemient Operations or
Investigations . _
{a) Employee public speech regarding specific FBI

enforcement operations or investigations is subject to relatively

strict regulation. The FBI's policy and guidelines for contact with

the news media are contained in the Manual of Administrative

Operations and Procedures (MAOP), Part I, Section 5. That section

requires that all inquiries by representatives of the news media

concerning information under the control of the FBI be referred to .

| designated media representatives of the field office or the|National FBI024345CRT
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| Press Office lFBlHQ Additionally, disclosure of certain types of
information, such as classified information or information relating to
pendlng cnmlnal investigations, may be unlawful or regulated by
statute, rule or regulation. Therefore, FBI employees must not
publlcly comment on investigations or enforcement operatlons unless
authorized to do so. .

(4) Public Speech Regardlng FBl Admlnlstratlon Personnel
Practices or Disciplinary Matters

(@) Employee public speéch concerning the
administration of the FBI in matters such as investigative programs,
personnel practices and procedures, disciplinary matters, the conduct
or integrity of its managers and other matters has the potential to
undermine the discipline, éfficiency, and effectiveness of the agency.

* Such speech may also affect morale, weaken or destroy necessary
.working relationships and erode public confidence in.the agency.:
.Though public comment on matters such as corruption or racial

discrimination may have significant public value, such speech must
nonetheless be balanced against the concerns and interests of the
Bureau, such as those discussed above. If the public value of the
speech outweighs the interests of the FBI, the speech is protected
under the First Amendment and may not be thie basis for discipline
against an employee

(b) The FBl _may effectlvely address an employee's
work-related concerns only if the employee brings the matter to the
attention of appropriate supervisory personnel. Therefore, employees
* are required to express their work-related comments and criticisms to
their immediate supervisor, division head, or an appropriate ombudsman
" atledst seven days prior {5 comrnentmg publlory about such a matter.
* . This rule is not intended to require that an employee in each case
obtain the approval of his/her supervisor prior to commentmg publicly
‘on a matter he/she believes is of public concern. The rule is,
however, intended to accomplish several objectives. First, it will .
notlfy the employee s supervisor that the employee believes that a
grievance or an issue warrants his/her speaking out publicly. Second,
it will ‘assist in channeling the employée's comments and criticisms to i
.the appropriate supervisors, who can then lnvestlgate and seek to e e - .
resolve the matter. Third, it enables supervisors to alert the _
. . employee that his/her intended public statement may be inappropriate
or impermissible, based upon a balancing of the employee's First
Amendment right to comment upon matters of public concern and the
- FBI's legitimate interests in effectively managing 1 the agency.

(c) I after seven days, the employee still desires
to publicly comment on the matter, the employee must notify.histher
SAC or Assistant Director of the intent to do so. The SAC or
Assistant Director must, in turn, notify the Offi ice of Public and
. Congressnonal Affairs.

(5) Speech Protected Under the FBI "Whlstleblower'
Statute : : :

(a) Federal law expressly prevents the FBI from
engaging in adverse employment actions or reprisal against most
- employees who disclose to the Attorney General, the Department of
* Justice Office of Professional Responsibility, or the FBI Office of
Professional Responsibility, information which is reasonably believed
to evidence a violation of law, rule, or regulation; mismanagement;
gross waste of funds; abuse of authority; or a substantial and . FBI024346CBT
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specifi ic danger to public health or safety' See, Title 5, United’
States Code, Section 2303; Title 28, Code of Federal Regulatrons
Section 0.39(c); MAOP, Part |, Section 1-23.1.

{b) Employees who possess such information and brmg
it to the attention of the Department of Justice or the FBI under the
- . procedures set forth in paragraph(4), above, before making public
comment on-it will be considered to have complled with and be
protected under this statute. -

**EffDte: 05/19/1994 MCRT#: 231 Div: PADS Cav:‘SecCl/s:

]11-26.3 Factors Determining Appropriateness of Employee=Public Speech

| Applicable law regarding the necessary balancmg of

| an employee's First Amendment right to speak publicly regarding a

| matter of public concern and an agency's legitimate law enforcement

| interests is complex. It is not possible to list alf of the factors

| that would be considered in determining whether to counsel an employee
.that his/her proposed public statements may be inappropriate and, ‘
| therefore, possibly subject the employee to discipline, or whether to

| discipline an employee for making such comments. However, the

| following factors are among those that would be considered in

| determining whether disciplinary action would be appropriate:

| - (1) The speech violated a specific provision of FBI
| policy or DOJ regulation {e.g., it concerned a particular FBI
| in_vestig‘ation and was made by an unauthorized employee)
1 (2) The speech related only toa personal internal
| grievance of the employee or other matter that did not implicate a
| significant public concern. For example, an employee's concern about _ )
| his/her performance appraisal report, or failure to receive a R ‘ e
* | particular bonus or award is generally a personal matter which does : . _— ‘-
| not involve political, social or community concerns and would not,
| absent other significant factors, constitute protected speech;

_ ' (3) The speech compromised or contamed classified - ‘ -
- | or sensitive information relating to an investigation or C
| administrative matter.

| . (4) The public comment-was delivered in an
| intemperate, offensive, caustic or unprofessional manner. For
" | example, if the speech identifies a specific fellow employeeor -~
| supervisor by name or position-and characterizes that personinan
| intemperate manner as a racist, thief or bigot, the manner of such’
| speech may subject the employeg to discipline.

| . {5).The speech interfered with a pending civil,
| criminal, personnel or administrative proceeding. -

| (6) The level and responsibility of the employee and
| his/her concomitant obligation to support FBl management and its
| policies Generally, as employees gain hrgher positions in the FBl's
| supervisory and management ranks, there is a corresponding higher duty
" | of loyalty to publicly support FBI policies and executives. The
| failure to do so, particularly by one who hoids a supervisory or
| management position, can increase the degree of harm to the efficiency -
.| and effectiveness to FBI opérations and administration.
. P FBI024347CBT
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[ ’ (7) The employee criticized another employee or °
| supervisor in a way that undermined dlscxpllne or a close working
) relatlonshlp

| - (8) The employee made the comments knowing they were
| false or with reckless disregard for their truth or falsity. -

| (9) The employee failed without sufficient cause to -
| use the required seven-day notice of intended public comment.

] (10) The speech constituted a disclosure of

| information prohibited by law. For example, public disclosure of

| information governed by the Privacy Act, Title 5, United States Code, .

| Section 552a, or Rule 6(e), Federal Rules of Criminal Procedure, could:
- |lead to d|smphnary action as well as possibly subjecting the -

| employee to potential criminal, civil, or contempt of court sanctions.

“EffDte: 11/26/1993 MCRT# 141 Div: PADS Cav: SecCls:

| 1-26.4 Existing Procedures
| - - (1) Part! of the MAOP contains procedures for addressing
| certain-matters of interest and/or concern to FBI employees. Section
{14 establishes a grievance system for the orderly and effective
| resolution of employee grievances. Section 3 contains procedtres
| relating to Special Agent Career Development Matters, and-Section 4 .
| contains procedures relating to Equal Employment/Upward Mobility
--| matters. Employees are encouraged to use these- established mechamsms
| for the resolutlon of thelr t,oncems and grlevances

L (2) Employees are also remmded of their obligation under
.| FBl and Department of Justice policies and regulations.to submit any
| written product for which they seek pubhcatlon to the Office of
| Public and. Congressional Affairs for review prior to publication.
| See, MAOP, -Part |, Section 1-24; Title 28, Code of Federal
| Regulatlons Sectlon 17.144." .

**Efthe. 11/26/1993 MCRT#: 141 Div: PAD9 Cav: SecCls:

1-26.5 Guidelines on Religious Freedom in the Federal Workplace

The following Guidelines, addressing religious exercise
and religious expression, shall apply to all civilian executive
branch agencies, officials, and employees in the federal workplace.
These Guidelines pnnmpally address employees religious exercise .
and religious expression when the employees are acting in their
personal capacity within the federal workplace and the public does
not have regular exposure to the workplace. The Guidelines do not
comprehensively address whether and when the government and its
employees may engage in rehglous speech directed at the pUbIlC

(1) GUIDELINES FOR RELIGIOUS EXERCISE AND RELIGIOUS
EXPRESSION IN THE FEDERAL WORKPLACE

Executive departments and agencies shall permit personal
religious expression by federal employees to the greatest extent
| possible, consistent with|the Religious Freedom Restoration Act
| (Title 42, USC, Section 2000bb-1) and Title VI of the Civil Rights ) FBI024348CRT
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N

| Act of 1964 (Title 42, USC, Section 2000e et seq.), as amendedjand
interests in workplace efficiency as described in this set of
Guidelines. Agencies shall not discriminate against employees on the

. basis of religion, require religious participation or nonparticipation

" as a condition of employment, or permit religious harassment.
Agencies shall accommodate employees' exercise of their religion in
the circumstances specified in these Guidelines. Theseé requirements

| are but|an application|of the general principle that agencies shall
treat all employees with the same respect and consideration,
regardless of their religion (or lack thereof).

(a) Religious Expression. As a matter of law,
agencies shall not restrict personal religious expression by ‘
employees in the federal workplace except where the employees'
interest in the expression is outweighed by the government's interest
in the efficient provision of public services or where the expression
intrudes upon the legitimate rights of other employees or creates the
appearance, to a reasonable observer, of an official endorsement of

* religion.

As a general rule, agencies may not regulate
employees' personal religious expression on the basis of its content -
* . orviewpoint. In other words, agencies generally may not suppress -
employees' private religious speech in the workplace while leaving
unregulated other private employee speech that has a comparable
effect on the efficiency of the workplace, including ideological
| speech on politics and other]topics. Tojdo so would be to .
. engage in presumptively unlawful content or viewpoint discrimination.
-Agencies, however, may, in their discretion, reasonably regulate the .
time, place; and manner of all employee speech, provided such
 regulations do not discriminate on the basis of content or viewpaiiit.
. The federal government generally has the authority to regulate an
:employee's private speech, including religious speech, where the .
employee's interest in that speech is outweighed by the government's
interest in promoting the efficiency of the public services it .
performs. Agencies should exercise this authority evenhandedly and
| with restraint, and with regard for the fact thatjin some cultures -
| itis not appropriate to disagreejon controversial subjects, including
religious ones. Agencies are not required, however, to permit
employees to use work time to pursue religious or ideological-
agendas. Federal employees are paid to perform official work, not to -
engage in personal, religious, or-ideological campaigns during:. -
- working hours. ’

(2) EXPRESSION IN PRIVATE WORK AREAS

Employees should bé permitted to engage in private
religious expression in personal work areas not regularly open to the
public to the same extent that they may engage in nonreligious
private expression, subject to reasonable content- and viewpoint- - -

‘neutral standards and restrictions: such religious expression must be
permitted so long as it does not interfere with the agency's
| [performance ofjits official responsibilities. ' : ,

(a) Expression Among Fellow Employees. Employees
should be permitted to engage in religious expression with fellow
employees, to the same extent that they may engage in comparable
nonreligious private expression, subject to reasonable and content-

. neutral standards and|restrictions. Such|expression should not be o '
restricted so long as it does not interfere with-workplace - .

efficiency. Though agencies are entitled to regulate such employee FBI024349CRT
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speech based on reasonable predlotrons of disruption, they should not
restrict speech based on merely hypothetical concerns, having little
basis in fact, that the speech will have a deleterious effect on
workplace efficiency.

(3) EXPRESSION DIRECTED AT FELLOW EMPLOYEES

(a) Employees are permitted to engage in religious
expression directed at fellow employees, and may even attempt to
persuade fellow employees of the correctness of their religious - .
views, to the same extent as those employees may engage in comparable
speech not invalving religion. Some refigions encourage adherents to

“spread the faith at every opportunity, a duty that can encompass the
adherent's workplace. As a general matter, proselytizing is as

" entitled to constitutional protection as any other form of speech —
as long as a reasonable observer would not interpret the expression
as government endorsement of religion. Employees may urge.a .
colleague to participate or not to participate in religious

. activities to the same extent that, consistent with concerns of
workplace efficiency, they may urge their colleagues to engage in or
refrain from other personal endeavors. But employees must refrain
from such expression when a fellow employee asks that it stop or
otherwise demonstrates that it is unwelcome

" (b) Though personal religious expression is . L
protected in the same way, and to the same extent, as other o ;
constitutionally valued speech in the federal workplace, such
expression should not be permitted if it is part of a larger pattern
of verbal attacks on fellow employees (or a specific employee) not
sharlng the faith of the speaker, Such speech, by virtue of its i : i
excessive or harassing nature, may constitute religious harassment or~ et e : - Tt e >

.. create a hostile work envrronment and an agency should not tolerate ) C " :
- it .

(4) EXPRESSION IN Al?EAS ACCESSIBLE TO THEPUBLIC - .

(a) Where the public has access to the federal .
workplace, all federal employers must be sensitive to the .
. Establishment Clause's requirement that expression not create the
. reasonable impression that the government is sponsoring, endorsmg,
or inhibiting religion generally. or favoring or drsfavonng a
.. particular religion. This is particularly important in agencres with
adjudlcatory functions.:

(b) However even in workplaces open to the publrc
not all private employee religious expression is forbidden. For
example, federal employees may wear personal religious Jewelry absent
special circumstances (such as safety concerns) that-might require a
ban on all similar nonreligious jewelry. Employees may also display -
religious art and literature in their personal work areas to the same
extent that they may display other art'and literature; so long as the
viewing public would reasonably understand the religious expression
to be that of the employee acting in his/her personal capacity;and -~
not that of the government itself. Similarly, in their pnvate time ~
employees may discuss religion with willing-coworkers in public
spaces to the same extent as they may discuss other subjects, so long
as the public would reasonably. understand the religious expression to
be that of the-employees acting in their personal capacities.

(5) RELIGIOUS DISCRIMINATION
. FBI024350CBT
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Federal agencies may not discriminate against
employees on the basis of their religion, religious beliefs, or views . _
concerning religion. . ) '

. (a) Discrimination in Terms and Conditions. No
agency within the executive branch may promote, refuse to promote,
hire, refuse to hire, or otherwise favor or disfavor, an employee or
potentlal employee because of his or her religion, rehglous belief,
or views concerning rehglon

(b) Coercnon oﬂEmployees |Part101patlon or
Nonpartlmpatlon in Religious Activities. A person holding ‘
supervisery autharity over an employee may not, explicitly or
implicitly, insist that the employee participate in religious
activities as a condition of continued employment, promotion, salary
increases, preferred job as&gnments or any other incidents of
employment. Nor may a supervisor insist that an employee refrain
from pafticipating in religious activities outside the workplace
except pursuant to otherwise legal, neutral restrictions that apply
to employees' off-duty conduct and expression in general (e.g.,
restrictions on political activities prohibited by-the Hatch Act).

. 1. This prohibition leaves supervisors free {o-
‘engage in some kinds of speech about religion. Where a supervisor's
religious expression is not coercive and is understood as, his or her
personalview, that expression is protected in the federal workplace
in the same way and to the same extent as other constitutionally
valued.speech. For example, if surrounding circumstances indicate
- that the expression is merely the personal view of the superwsor and
- that employees are free to reject or ignore the supervisor's point of } ,
" Vview or invitation without any harm to their careers or professionat~ =~ = = sl cime LT
lives, such expressnon is so protected : -7 ' -

2. Because superwsors have the power to hlre ) ‘
fire, or promote, employees may reasonably percelve their . T ‘.
supervisor's religious expression as coercive, evén if it was not :

. intended as such. Therefore,’ supervisors should be careful to ensure
that their statements and actions are such that employees do not .
perceive any coercion of rehglous or nonreligious behavior (or

" respond as if such coercion is occurring), and should, where
necessary, take appropriate steps to dispel such misperceptions.

(c) Hostlle Work EnVIronment and Harassment. The
‘law against workplace discrimination protects federal employees from -
being subjected to a hostile environment, or rehglous harassment, in’
the-form of religiously discriminatory intimidation, or pervasxve or-
severe religious ridicule or insult, whether by supervisors or fellow
- workers. Whether particular conduct gives rise to a hostile
environment, -or constitutes impermissible religious harassment, will
‘usually depend upon jts frequency or repetitiveness; as well as its
severity. The use of derogatory language in an assaultive manner can
. constitute statutory religious harassment if.it is severe or invcked o )
Tepeatedly: A single incident, if sufficiently abusive, might also _ : L TN
* ..constitute statutory harassment. However, although employees should ) : Co ’
always be guided by general pnncnples of civility and workplace
efficiency, a hostile environment is not created by the bare
expression of speech with which some employees might disagree. ina
country where freedom of speech and religion are guaranteed, citizens
should expect to be exposed to ideas with which they disagree.

(6) ACCOMMODATI‘ON OF RELIGIOUS EXERCISE . FBI024351CBT
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(

(a) Federal law requnres an agency to accommodate

- employees' exercise of their religion unless such accommodation would
impose an undue hardship on the conduct of the agency's operations.
Though an agency need not make an accommodation that will result in
more than a de minimis cost to the agency, that cost or hardship

| nevertheless must be real rather than speculative orjhypothetical.

[ TheJaccommodation should be made unless it would cause an actual cost
to the agency or to other employees or-an actual dlsruptlon of work,
or'unless it is otherwise barred by law.

. (b) In addltxon rehglous accommodation cannot be
‘| disfavored|as compared with[other, nonreligious.accommodations.
Therefore, a religious accommodation cannot be denied if the agency
regularly permlts similar accommodations for nonreligious purposes.

(c) In those cases where an agency's work rule
* imposes a substantial burden on a particular employee's exercise of
| religion, the agency mriust golfurther. Anjagency should. grant the
employee an exemption from that rule, unless the agency has a
compelling interest in-denying the exempticn, ‘and there is no less
restrictive means of furthering that interest. :

(7) ESTABLISHMENT OF RELIGION -
. ! h)

Superwsors and employees must not engage in
activities or expression that a reasonable observer would interpret
" | as|eitherlgovernment endorsement or denigration of religion or a
particular rellglon Activities of employees need not be officially
sanctioned in order to violate this principle; if, in all the .
" - circimstances, the activities would leave ‘ateasonable obsérver with™ = - > . *v +» o
the impression that government was endorsing, sponsoring, or o
_ inhibiting religion generally or favoring or disfavoring a particular .
religion, they are not permis's‘ible. Diverse factors, such as the
context of the expression or whether official channels of
communicatioh are. used, are relevant to what a reasonable observer
would conclude. . .

(8) GUIDING LEGAL PR!NCIPLES

‘In applylng the guidance set forth.in thls order,
| executive branch departments and agencies shouldlbe adwsed oflthe
foIlowmg legal principles.

(a) Rellglous Expression. ltis well estabhshed
' that the Free Speech Clause of the First Amendment protects
‘government employees in the workplace. This right encompasses a
right to speak about religious subjects. The Free Speech Clause also
prohibits the government from singling out religious expression for
disfavored treatment: “¢P'r|vate religious speech, far from being a
First Amendment orphan, is as fully protected under the Free Speech
| Clause as secular private expression," Capltol|Square[Rev1ewlBoard[v .
Pinette, 115 S.Ct. 2448 (1995). Accordingly, in the” gov&nment- - ‘ -
workplace employee religious expression cannot be regulated because ’
. ofits religious character, and such religious speech typically
cannot be singled out for harsher treatment than other comparable
expression.

1. Many religions strongly‘encourage tﬁeir
adherents to spread the faith by persuasion and example at every .
opportunity, a duty that can extend to the adherent's workplace. As ) FBI024352CBT
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.

a general matter, proselytizing is entitled to the same

constitutional protection as any form of speech. Therefore, in the

governmental workplace, proselytizing should not be singled out .

pecause of its content for harsher treatment than nonrehglous . ' : .
‘expressron . ‘ )

2. However, it is also well- estabhshed that

the govefnment in its role as employer has broader discretion to

| regulate itslemployeses'|speech in the-workplace than it does fo.

| reguiate speech among the public at large. |[Employees' |expressron on

- | matters of public concern can be regulated if thelemployees'|”
interest in the speech is outwelghed by the interest of the
government as an employer, in promoting the efficiency of the publlc
services it performs through its employees Governmental employees
also possess substantial discretion to impose content-neutral and
viewpoint-neutral time, place, and manner rules regulating private-

employee expression in the workplace (though they may not structure .
or administer such rules to discriminate against particular
viewpoints). Furthermore, employee speech can be regulated or
discouraged if it impairs.discipline by superiors, has a detrimental = - o .
impact on close working relationships for which personal loyalty and
confidence are necessary, impedes the performance of the speaker's
duties or interferes with the regular operation of the enterprise, or

" demanstrates that the employee holds views that could lead his/her
employer orthe public reasonably to question whether he/she can

_ perform his/her duties adequately

_ 3. Con3|stent with its fully. protected
character, employee religious speech should be treated within the .. .
| federal workplace, like other expression on issues of publicjconcern.

| Inja particular case, an empioyer can discipline an emplcyee for --_-«" ke . see e Y

. engaging'in speech if the value of the speech'is outweighed by the -
employer's interest in promoting the efficiency of the public
services it performs through its employee. Typically, however, the

-Treligious speech cited as permissible in'the various examples

included in these guidelines will not unduly impede these interests
and should not be regulated. And rules regulating employee speech,
like other rules regulating speech, must be carefully drawn to avoid
any unnecessary limiting or "chilling" of protected speech.

" (b) Discrimination in Terms and Conditions. Title
Vll of the Civil Rights Act of 1964 makes it unlawful for employers,
both private and public, to "fail or refuse to hire or to discharge
any individual or otherwise to discriminate against any individual
with-respect to compensation, terms, conditions, or privileges of
employment because of such 1nd|v1dual' . Religion." 42 U.S.C. -
Section 2000e-2(a)(1). The federal government also is bound by the
equal protection component of the Due Process Clause of tha Fifth’
Amendment, which bars intentional discrimination on the basis of
religion. Moreover, the prohibition on religious discrimination in
employment applies with particular force to the federal government,
. for Article VI, Clause 3 of the Constitution bars the government from ) .
= - enforcing any religious test as a requirement for qualification to” ) S e
any office. In addition, if a government law, regylation or practice ’ - -
facially discriminates against employees' private exercise of
religion or is intended to infringe upon or restrict prlvate
religious exercise, then that law, regulation, or practice implicates . .
the Free Exercise Clause of the First Amendment. Last, under the . :
Religious Freedom Restoration Act, 42-U.S.C. Section 2000bb-1,
federal governmental action that substantially burdens a private

party's exercise of religion can be enforced only if it is justified
’ ’ FB1024353CBT
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by a compelling interest and is narrowly tailored to advance that
interest.

(c )Coermon of Employees' Partimpation or
Nonpartimpation in Religious Activities. The ban on religious
discrimination is broader than simply guaranteeing nondiscriminatory
treatment in formal employment decisions such as hiring and -
promotion. It applies to all terms and conditions of employment. it
follows that the federal government may riot require or coerce its

) employees to engage in religious activities or to refrain from
engaging in.religious activity. For example, a supervisar* may not
demand attendance at (or a refusal to attend) religious services as a
condition of continued employment or promotion, or as.a criterion
affecting assignment of job duties. Quid pro quo discrimination of
this sort is illegal. Indeed, wholly apart from the legal

. prohibitions against coercion, supervisors may not insist upon
employees' conformity to religious behavior in their private lives
any more than they can insist on conformity to any other private |
conduct unrelated to employees' ability to carry out their duties.

"’ (d) Hostile Work Environfhent and Harassment.
Emplayers violate Title Vil's ban on discrimination by creating or
tolerating a "hostile environment" in which an employee is subject to
discriminatory intimidation, ridicule, or insult sufficiently severe
of pervasive to alter the conditions of the victim's employment. |
This statutory standard can be triggered, at the very least, when an,
.employee because of her or his religion. or lack thereof, is exposed
-to intimidation, ridicule, and insult. The hostile conduct -~ which
- may take the form of speech - need not come from supervisors or from ’ ' . c 3
the employer. Fellow employees can create a hostile env1ronment g ' : :

-3 D T [N T et

thre ughtheirownwordsano’actlons ) TS S - ST

. 1. The existence of some offensive workplace
conduct does not necessarily constitute harassment under Title VII.
Occasional and isolated utterances of an epithet that engenders
offensive feelings in an employee typically would not affect
conditions of employment, and therefore would not in and of itself
constitute harassment. A hostile environment, for Title VI!
purpdses, is not created by the bare expression of speech with which
one disagrees. For religious harassment to be illegal under Title
VII, it must be sufficiently severe or pervasive to alter the
conditions of employment and create an abusive working environment.
Whether conduct can be the predicate for a finding of religious |
harassment under Title VIl depends on the totality of the
circumstances, such as the nature of the verbal or'physical conduct
at issue and the context in which the allegedincidents occurred. As
the Supreme Court has said in an analogous context:.

Whether an environment is "hostile” or "abusive” can be
determined only by. looking at all the circumstances. These may.
include the frequency of the discriminatory conduct; its severity;
whether it is physically threatening or humiliating, or'a mere
offensive utterance; and whether it unreasonatiyinterferes with an
employee's work performance. The effect on the employee's
psychological well-being is, of course, relevant to determining
whether the plaintiff actually-found the environment abusive. Harris
v. Forklift Systems, Inc,, 510 U.S. 17, 23 (1993).

2. The use of derogatory language directed at
an employee can rise to the level of religious harassment if it is

severe or invoked repeatedly. In patticular, repeated religious:
) . . FBI024354CBT
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slurs and negative religious stereotypes, or continued disparagement
of an employee's religion or ritual practices, or lack thereof, can
constitute harassment. [t is not necessary that the harassment be-
explicitly religious in character or that the slurs reference
[ Ireligion. It]is sufficient that the harassment is directed at an .

employee because of the employee's relrgron or lack thereof. That is
to say, Title VIl can be violated by employer tolerance of repeated
slurs, insults and/or abuse not explicitly religious in nature if .

. that conduct would not have occurred but for the targeted employee's -
relrglous belief or lack of religious belief. Flnally, although ‘
proselytization directed at fellow employees is generally permlssmle
(subject to the special considerations relating to supervisor
expression discussed elsewhere in these Guidelines,) such activity
must stop if the listener asks that it stop or otherwise demonstrates
thatitis unwelcome

. - (e) Accommodation of Religious Exercise. Title VI
requires employers “to reasonably accommodate..... an employee's or
prospective employee's religious observance or practice” unless such
accommodation would impose ari "undue hardship on the conduct of the
employer's business." 42 U.S.C. Section 20006(]) For.example, by -
statute, if an employee's religious beliefs require him/her to be

. absent from work, the federal government must grant that employee
compensation time for overtime work to be applied against the time
lost, unless to do so would harm the ability of the agency to carry
© "out its mission efficiently. 5 U.S.C. Section 5550a
1. Though an employer need not incur more than
de mrnrmls costs in"providing an accommodation, the employer hardship
nevertheless must be real rather than speculative or hypothetical. -
“Religious accommodation canriot be digfavored relative to other, "-.."
.nonreligious, accommodations. If an' employer regularly permits S
accommodation for nonreligious purposes, it cannot deny comparable
religious accommodation: “Such an arrangement would display a
discrimination against religious practices that is the antithesis of
" reasonableness." Ansonia Bd. of Educ. v. Philbrook, 479 U.S. 60, 71
©(1986).

2. In the federal government workplace, if

- neutral workplace rules - that is, rules that do not single out . -

. religious or religiously motivated conduct for disparate treatment -
impose a substantial burden on a particular employee s exercise of
religion, the Religious Freedom Restoration Act requires the employer
to grant the employee an exemption from that neutral rule, unless the
employer has a compelling interest in denying an exemption and there
is no less restrictive means of furthering that interest. 42 U.S.C.

Section 2000bb-1.

] Establlshment of Religion. The Establishment -
Clause of the First Amendment prohibits the government including its
employees from acting in a manner that would lead a reasonable
observer to conclude that the government is sponsoring, endorsing or -
inhibiting religion generally or favoring or disfavoring a particular
religion. For example, where the public has access to the federal .
workplace, employee religious exprassion should be prohibited where .
the public reasonably would perceive that the employee is acting in -
an official, rather than a private, capacity, or under circumstances
that would lead a reasonable observer to conclude that the government.
is endorsing or disparaging religion. The Establishment Clause alsc -
forbids federal employees from using government funds or resources
(cther than those facilities generally available to government ’

' Page 106 of 114
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employees) for private religious uses.
(9) GENERAL

. These Guidelines shall govern the internal management . -
" of the civilian executive branch. They are not intended to-create
. any new right, benefit, or trust responsibility, substantive or
procedural, enforceable at law or equity by a party against the
United States, its agencies, its officers, or any person. Questions
regarding interpretations of these Guldelmes should be brought to
the Office of the General Counsel. .

*“*EffDte: 11/18/1999 MCRT#: 935 Div: EE Cav: SecCls:

-] |1-27-SERVICE AS AN EXPERT WITNESS

(1) Restriction. An employee shall not serve, other than
| on behalf of the United States, as an expert witness, with or without
] compensatlon in any proceeding before a court or agency of the Unlted
| States in which the United States is a party or has a direct and
| substantial interest, unless the employee's participation is
| authorized by the agency under paragraph (3) of this section.

| . {2) Authorization to serve as an expert witness.

| Provided that the employee s testimony will not result in compensation

| for an appearance in violation of 5 CFR 2636.201 or violate any of

.| the principles or standards set forth in the Office of Government

| Ethics standards of conduct, authorization to provide expert to

| witness service otherwise prohibited by paragraph (1) of this section - ~
. | may b€ given by the Designated Agency Ethics Official of the agency in-

| which the employee serves when: -

(a) After consultatlon with the agency representmg
| the Government in the proceeding or, if the Government is not a party,
| with the Department of Justice and the agency with the most direct and
| substantial interest in the matter, the Destgnated Agency Ethics
| Official determines that the employee's service as an expert wntness
|'is in the interest of the Government; or

(b) The Desrgnated Agency Ethics Official determines
" | that if the subject matter of the testimony does or does not relate.to - . ) »
| the employee's official duties as defined in MAOP, Part |, Section . - . ' :
1 1-16.1. ) . - .

] ' (3) Nothing in this section proh|b|ts an employee from.
| serving as a fact witness when subpoenaed by an appropnate

]authonty (See Al
*EffDte: 07/12/1994 MCRT#: 271 Div: D9 Cav: SecCls:

= |1cr28 STANDARDS OF ETHICAL CONDUCT FOR EXECUT]VE BRANCH EMPLOYEES
ON DETAIL OUTSIDE THE FBI (See MAOP, Part |, 1-1 (6).) 4

. /
N |(1) DETAILS TO OTHER AGENCIES: Except as provided in
| paragraph (4) of this section, an employee on detail to another agency
| for a period in excess of 30 calendar days shall remain subject to the
| Office of Government Ethics (OGE) standards of conduct codified at 5,
| CFR, Part 2635, and shall be subject to any supplemental agency

FBl024356CBT
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e

| regulatione to the' OGE standards of conduct of the agency to which
| he/she is detailed rather than to any supplemental agency regulations
|.of his/her employing agency.

| (2) DETAILS TO THE LEGISLATIVE OR JUDICIAL BRANCH: An
| employee on detail to the legislative or judicial branch for a'period
[ in excess of 30 calendar days shall be subject to the ethical .
| standards of the branch or entity to which detailed. For the duration
| of any such detail or assignment, the employee shall not be subject to
| the OGE standards of conduct, except this section, or, except as
| provided in paragraph (4) of this section, to any supplemental agency
| regulations of histher employing agency, but shall remain subject to
| the conflict-of interest pl'OhlbltIOﬂS in Title 18 of the United States -
| Code.

| (3) DETAILS TO NON—FEDERAL ENTITIES: Except to the
| extent exempted in writing pursuant to this paragraph, an employee
- | detailed to a non-Federal entity remains subject to the OGE standards
| 'of conduct, the FBI standards of conduct and any supplemental agency -
| regulation of the FBI. When an employee is detailed pursuant to
| statutory authority to an international orgamzatlon or to a State or
| local government for a period in excess of six months, the Designated
| Agency Ethics Official may grant a written exemption from the
_| restrictions of 5, CFR, subsections 2635.201 - 2635.205, based on
| his/her determlnatlon that the entity has adopted written ethical - »
| standards covering solicitation and acceptance of gifts which will C
| apply to the employee during the detail ancl whxch will be appropriate
| given the purpose of the detail. .

(4) APPLICABILITY OF SPECIAL AGENCY STATUTES: N
* | Notwithstanding paragraphs {1y and (2) of this section, an émployee = = = =~ ==
| who is subject to an agency statute which restricts hlslher activities ) o
.| or financial holdings specifically because of his/her status as an
| employee of that agency shall continue to be subject to any provisions
" in the supplemental agency. regulations’of his/her employlng agency
| that implement that statute. ’

] (5) The Department of Justice has submitted and obtained

| preliminary approval of the followmg supplemental regulatlon to the
| OGE standards of conduct '

. | Any employee of the, Federal Bureau of Investigation or the'Drug

| Enforcement Administration who is subject to any supplemental

| regulations or standards of ethical conduct by reason of detail or

| assignment from his/her component to any other entity shall also

| remain subject to the supplemental regulations and/or standards of

| ethical conduct of the Department of Justice (including, without

| limitation, his/her component's internal standards and guidelines, if

| any); provided, however, that in case of confiict between applicable

| supplemental regulations and/or standards of ethical conduct the more.
} restrictive shall govern and control.|

- EffDte: 07/12/1894 MCRT#: 271 Div: DY Cav: ‘S‘écCIs Ll e ; e

] ]1-29 USE OF AN INDEFINITE SUSPENSION IN MATTERS INVOLVING REVOGATION
OF A SECURITY CLEARANCE

| (1) All posmons within the FBI are SpeciaI-Sensitive,.
| as defined in Department of Justice (DOJ) Order 2610.2A, and require a

FBI024357CBT
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| Top Secret (TS) security cleafance asa condition of employ‘ment. The
. | FBI's Security. Programs Manager (SPM) has been delegated authority -
| from the DOJ's Security Officer to grant security clearances. - -

] (2) Executive Order (EQ) 12356, "National Security
| Information," requires an affirmative determination, of frustworthiness
| as a prerequisite for a security clearance. EO 10450, "Security

| Requirements for Government Employment," authorizes the head of the
| agency or designee, the SPM in. the FBI, to conduct investigations to
| determine whether an individual's access to classified information is
| clearly consistent with national security interests. if the SPM
| develops information that establishes that an individual's contlnued
| employment with the FBI is not clearly consistént with the interests
| of national security, the SPM may either suspend access to classified
| information or revoke the employee's TS clearance.

| (3) Suspension of an-employee's agcess to classified
- | information necessarily results in his/her loss of access to any FBI
| controlled space. During this period of suspension of access, the
| employee will be placed on administrative leave with pay. Upon
| reaching a determination to revoke an employee's TS clearance, the SPM
| will notify the employee and will propose to the FBI's Pérsonnel
| Officer that the employee be placed on indefinite suspension. |
| Indefinite suspension is defined in MAOP, Part |, 13-11(1). The
| indefinite suspension will continue for the duration of any appellate
| proceedings. The SPM's written notlf cation to an employee will
| inciude:

"

| _— (2) the specific basis for the security clearance
| revocation and _ ; - ' .

| (b) notice concerning an employee's opportunity to .

I_appeal the revocation action to the DOJ Security Officer. (See (5).)

| - (4) Executive Order 10450 -sets forth criteria that will

| be considered when assessing an employee's trustworthiness for
| employment or retention in employment consistent with the interests of. .
| national security. These criteria include, but are not hmlted to,

| the following:

.(a) Depending on the relatlon of the government
] employment to the national security;

1. Any behavior, aCtIVItIES or associations
. | which tend to show that the lndlvndual is notreliable or trustworthy.

2 Any deliberate mlsrepresentatlons
| falsifications, or omlsswns of matenal facts.

| 3. Any criminal, infamous, dishonest, immoral,

| or notoriously disgraceful conduct, habitual use of intoxicants to
| eXcess, drug addiction, and/or sexual perversion

} 4. Any |llness including any mental condltlon

| of a nature which, in the opinion of a competent medical authority,

| may cause a significant defect in the judgment or reliability of the

| employee, with due regard to the transient or continuing effect of the
. |illness and the medical fi fndlngs in such case.

‘5. Any facts which furnish reason to believe

| that the individual may be subjected to coercion, influence, or
FBI024358CBT

OTG~RBG 102 AARS0B=PART_12 .1/ 1-h1 e ‘ © . PRINO00AED~nnc




MAOP PART 1 SECTION(]-ACTIVITIES AND STANDARDS OF(,CONDUC_T Page 110 of 114

| pressure whrch may cause him/her to act contrary to the best interests -
| of the national security. i v

| (b) Commission of any act of sabotage, espionage,
| treason, or sedition, or attempts thereat or preparation therefor, or
| conspiring with, or ardlng or abettrng, another to commit or attempt
| to commit any act of sabotage, espionage, treason, or sedition:

| (c) Establishing or continuing a sympathetic

| association with a saboteur, spy, traitor, seditionist, anarchist, or

| revolutionist, or with an espionage or other secret agent or .

| representative of a foreign nation or any representative of a foreign

| nation whose interests may be inimical to the interests of the United

| States or with any person who advocates the use of force or violence -

| to overthrow the government of the United States or the alteration of

| the form of government of the Unlted States by unconstrtutronal means. -

{d) Advocacy of the use of force or violence to
| overthrow the government of the United States or of the alteration of
| the form of government of the United States by unconstitutional means.-

(e) Knowm'g membership with the specific intent of
| furthering the aims of, or adherence to and active participation in,
| any foreign or domestic organization, association, movement, group, or
| combination of persons (hereinafter referred to as organrzatlons)
[.which unlawfully advocates or practices the cormmission of acts of -
| force or violence to prevent others from exercising their rights under
| the Constitution or faws of the United States or of any State, or
| which-seeks to overthrow the government of the United States or any
| State or subdivision thereof by unlawful means B o
| (f) Intentional, unauthorrzed dlsclosure to any
| person of security lnformatlon or of ather information, disclosure of
.| which is prohibited by law, or willful violation or disregard of
| security regulations. -

. - (9) Performmg or attemptmg tor perform hrs/her
| dutles or otherwise acting, so as to serve the interasts of another
| government in preference to the interests of the United States.

(h) Refusal by the mdrvrdual upon the ground of :
| constitutional privilege against self-incrimination, to testify before : T
| a congressional committee regardmg charges of his/her alleged :
| d|sloyalty or other misconduct. : ‘

. (5)A suspensron pursuant to Trtle 5, United States Code *
| (USC), Section 7532 is available to an agency as an alternative to the
| indefinite suspension described in (3), above. Section 7532 provides.
| that "the head of an agency may suspend without pay an employee of
| hisfher agency when hefshe considers that action necessary in the
| interests of national security." An employee suspended pursuant to
. | this section may be entitled to certain procedural rights (e.g., a

| written ‘statémiént 8f the charges against him/her), but will not be o ‘ . s

| entitled to the rights afforded to preference eligible employees
| pursuant to Title 5, USC, Sectlon 7513 (See MAOP, Part |, 13-10 and
| 13- 11)

l (6) See MAOP, Part |, 13-11 for further information
| concerning the use of an indefinite suspension in personnel matters, |

**EffDte: 12/01/1994 MCRT#: 353 Div: D5OP Cav: SecCls:
] ) ) ‘ FBl024359CBT
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| [1-30 ALCOHOL POLICY (SEE MAOP, PART [, 1-2,)

*'EffDte: 03/16/1995 MCRT#: 387 biv: OP Cav: SecCls:

| 1:30.1 Backgfound and 'Pu_rpo.se (See MAOP, Part I, 1-2 and 15-3.3.)

| in, September, 1994,.the Director personally reviewed -
| incidents involving employees having been criminally charged with
" | Driving Under the Influence (DUI) of alcohol to determine the FBI's
| response to the problem posed by alcohol abuse within the FBI. He was
| convinced that it was necessary to firmly promulgate the FBI's policy
+ . | regarding alcohol-related misconduct and, in particular, to establish
| harsh consequences for anyone who operates a'motor vehicle while under
| the influence of alcohol. He addressed the problem both from a |
| preventive and disciplinary standpoint. The policy set forth below,
| in 1-30.2 through 1-30.4, should in no way be construed to indicate
| any lack of sensitivity to problems faced by FBI employees or any
] Iessenmg in his strong endorsement of our Employee Assistance Program
| (EAP).

*EffDte: 03/1 6/‘1995 MCRT#: 387 Div: OP Cav: SecCls:

| 1-30.2 Statement of'PoIicy (See MAOP, Part |, 1-2, 1-30.1 and 15-3.3.)

[ (1) It has long been the policy .of the FBl to forbid -

| employees to consume alcohol-while "on-duty." This prohibition is .
closely tied to the role of FBI Specia! Agents ag law enforcement
officers and the perception of the American public that our

| organization should serve as a role model for law enforcement. Wth

| limited éxceptions necessary for Special Agents in certain undercover
or surveillance assignments, the requirement for all employees to
abstain from alcohol during duty hours is reaffirmed.

| . " (2) Special Agents are expected to be avallable for duty
on a 24-hour-basis. Consequently, they must take affirmative steps to
remain fit for duty at all tlmes

~

| (3) Every employee is strongly recommended to take steps ~
| to avoid operating a motor vehicle after consumption ‘of any alcoholic
‘| beverages. Steps such as making prior arrangements for a desxgnated
_ | driver at social events are-not only a prudent but reasonable course
.| of action which should be taken by all employees despite the minor
| ingonvenience which may be involved.

o (4) All employees must redouble their efforts - as . N n
| coworkers, as "brick agents" and as supervisors and managers — to
| intervene directly to assist those who need EAP help. We must ensure *
| that employees plagued by substance abuse do not endanger themselves, o
. | their families, fellow employees, or the public we have all sworn fo - . S
| protect. We must not tolerate or seek to hide problems such as - ‘
| alcoholism which so gravely threaten members of our Bureau orthe
| publlcs safety. .

*EffDte: 03/16/1995 MCRT#: 387 Div: OP Cav: SecCls:

| 1-30.3 Alcohol-Related Mlsconduct (See MAOP, Part1, 12, 1-3.1,1-30.1,8-1.12.2,[12-1.5, 13-13
and 15-3.3.) ,
FBI024360CBT
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" In the interest of public safety and the Bureau's

integrity, the FBI is obligated to take severe administrative action’

for alcohol-related misconduct. Employees must be held accountable -

for their on- and off-duty alcohol-related misconduct, WHETHER OR NOT

they are specifically charged with an alcohol-related offense by a -

local law enforcement agency.

(1) Upon an employee's FIRST offense of driving under the .
influence or while intoxicated, whether established by a conviction in
court or as the result of an administrative inquiry, he/she will be
suspended from duty, without pay, for a period of not less than 30
days. If aggravating circumstances are present, he/she may be
terminated from employment. A SECOND offense will resultin . -
termination, absent compelling mitigating circumstances.

, (2) Immediately following an employee's arrest for -
driving while under the influence (DUI) or while intoxicated (DWI), an
employee will be prohibited by his/her division/office head from
operating a government motor vehicle for an indefinite period of time
This indefinite suspension of an employee's privilege to operate a
~ govefnment motor vehicle will continue until an administrative
determination has been reached regarding the employee's guilt or
innacence of the alleged misconduct. In such matters, renewal of an
employee's privilege to operate a government motor vehicle will be
resolved by an administrative determination ofthe Bureau made in
association with adjudication of employee's alleged misconduct. While .
the result of a judicial review of the employee's actions, his/her’
plea bargaining, or entry into a diversion or substance abuse program
- as a result of his/her arrest will be considered in reaching this - ’
administrative determination, such factor(s) will NOT, in and of * .
" themsetves, determine the appropriateness-of the Bureau's renewal of - e
. an employee's privilege to operate a government motor vehicle. That
decision will be made on the merits of each case and the government's
responsibility to ensure the public's safety through proper licensing
of the operator of official motor vehicles., , ’ ’

. (3) An employee's arrest for driving while under the

- influence or while intoxicated MUST be reported to the Office of |
Professional Responsibility (OPR) as an issue of serious misconduct.

- An administrative inquiry will be conducted by the division/cffice

head under the direction of OPR regarding the employee's alleged

- misconduct. Sufficient information/evidence must be obtained in this
inquiry to facilitate an administrative determination of the . .
employee's guilt or innocence of the noted charge. Such information
should include, but not be limited to, the result of the adjudication
of the employee's arrest by the judicial system in which charges were -
filed against the employee. - : . ' -

{4) In those instances-in which an employee is found
guilty in an administrative inquiry of alcohol-related misconduct
while operating a motor vehicle, his/her privilege to operate a
government motor vehicle will continue to be suspended following such |
determination of guilt. This susperision will occur REGARDLESS whether
the nature of the employee’s motor vehicle offense has been reduced as
a result of judicial review, plea bargaining, or the employee's entry’ _
into a diversion or substance abuse program. A presumption will exist
that there is a necessity to suspend the employee's privilege to
operate a government motor vehicle for a period of not less than ONE
YEAR following his/her offense. During the period of a Special *
Agent's suspension of his/her privilege to operate a government motor

vehicle, and following a determination of his/her alcohol-related
) o FBI024361CBT
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- MAOP PART 1 SECTION - ACTIVITIES AND STANDARDS OF ~ONDUCT

(

misconduct by the Bureau, he/she will NOT be considered eligible to
earn premium compensation, such as Sunday pay, holiday pay, night
differential, and Availability Pay. Prior to discontinuing .
eligibility for Availability Pay, the employee will be afforded

appropriate adverse actlon proceedings. (See MAOP, Part |, 1-3.1 and
[8-1.12.2.)|

(8) As the suspension of a SpeCIal Agent's entltlement to.
earn Availability Pay compensation is an adverse personnel action, it -
is dependent upon completion of adverse action procedures set forth
in, MAOP, Part I, 13-14. These procedures are designed to afford
employees due process as well as procedural entitiements which arise’
from an employee's personnel status. For example, a preference-
eligible veteran has specific procedural entitlements which are set
forth in MAQP, Part I, 13-10.

(6) When suspension of an employee's privilege to operate

a government motor vehicle is continued as a result of an adverse

personnel action, it will be the responsibility of a division/office

head to determine the extent to which the employee's privilege to

operate a government motor vehicle will be suspended. In reaching
that determination in alcohol misconduct cases involving the use of a -

motor vehicle, a presumption will exist that there is a necessity to
suspend the employee's privilege to operate a government motor vehicle
for a PERIOD OF NOT LESS THAN ONE YEAR following the occurrence of the
offense. Any reduction of that period must be fully justified by the L.
-division/office head on the merits of the case involved. Such a

determination must be documented in the employees official personnel

file. Any continuation of the period of suspension of a Special .
... .Agent's privilege to operate a government i motor vehicle beyond one

year from date of the offense, which has predlcated suspension of

his/her entitlement to Avallablllty Pay, will require the initiation

of a SEPARATE adverse personnel action. Such an action may be

requisite in situations in which a Special Agent fails to comply with
- a program of rehabilitation determined necessary by. his/her fi tness

-for duty ‘examination, or other appropnate cause.

(7) When an FBI employee is mvolved in. alcohol related

- .misconduct, REGARDLESS WHETHER THAT MISCONDUCT IS ASSOCIATED WITH’

OPERATION OF A MOTOR VEHICLE, his/her division head, in addition to
notifying OPR, will conduct an inquiry specifically focused on whether -
the employee suffers from alcohol-related problems. The result of

that inquiry will be’ documented in the employee s offi cial personnel

file.

. (a) If the inquiry determines that the employee is
experiencing an alcohol-related problem, the division/office head will
instruct the employee to seek counseling and/or asastance through the
EAP or some outside source.

(b) Employees subject to a medical standard for
fitness for duty - such'as Special Agents - who are suspected to-have
an alcohol abuse problem, will be referred for a fitnéss for duty™
exam. This examination will confirm whether the problem exists, and,
if appropriate, will enable management to refer the employee through
EAP for professional treatment and assistance. In addition, it will

* facilitate the Bureau's issuance of a notice to employees with alcohol

~ abuse problems to avoid misconduct/performance deficiencies arising -
from alcohol abuse which are contrary to the efficiency of the:

Bureau's operations. Such a "firm choice" notice may be required for
the Bureau to finalize adverse personnel action against the employee

3
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(

if he/she falls to correct his/her mlsconduct/performance which arises
from alcohol abuse. .

(c) In all such matters, it will be the
responsibility of the division/office head to determine whether there ’
is a necessity to suspend the employee's privilege to operate a motor
vehicle. Such a determination will consider the merits of each case
and the government's responsibility to ensure the public's safety
through proper licensing of the operator.of official motor vehicles.

*EffDte; 04/02/1 996 MCRT#: 525 Div:.OP Cav: SecCls:, . .

| 1-30.4 Manager and Supewisor Responsibilities (See MAQP, Part |, 1-2, 1-30.1, and 15:3.3.)

Since sensitivity to employee problems and support of the
| EAP are integral to good leadership, FBI managers are expected to -
| facilitate employee assistance and outreach efforts. To underscore

" | the importance of these efforts, all management and supervisory
| personnel will be held directly accountable for any inaction on their
| part under circumstances which reasonably require their intervention.
| Such intervention would include:

) - (1) Encouraging any employee who experiences problems
. | with substance abuse to seek professional assistance on an immediate
| basis. . . :
| (2) Assertively reaching out to co-workers in need of EAP
" | services and take steps to ensure those in need are promptly afforded
:l:.whatever counseling, treatment or assnstance may be necessary. -
| Managers, in particular, are to facmtate employee aSSIstance and -
| outreach efforts. | o

**Efthe '03/16/1995 MCRT#: 387 DIV OP Cav SeCCIs
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GUIDELINES FOR CONDUCTING OFFICE OF PROFESSIONAL RESPONSIBILITY
(OPR) INVESTIGATIONS: Delegated Investigation/ Adjudication Cases (DIAs),
Delegated Investigations (DIs), and Non-delegated Cases (NDs)

An EC has been sent to your dzvzszon to investigate an
. OPR matter. This enclosure contains OPR procedural,
investigative, and documentation guidelines and should
be reviewed prior to commencing the investigation, and
- adhered to during the mvestzgatzon

~ BACKGROUND
The Director, by OPR EC to All Divisions dated 07/1 8/2002 entitled Delegaz‘lon of
Disciplinary Action Authorities to EADs, ADICs, SACs, and FBIHQ Division Heads,

_ established new disciplinary authorities and policy for the conduct of OPR investigations
:associated with allegations of employee misconduct. There are now three methods for
the conduct of these investigations. First, in certain articulated violation codes; OPR
investigations will be delegated to Division Heads for both.investigation and adjudlca’uon
(DlAs). (Investlgatlve information specific to DIAsis set forth under that heading in

. these guidelines below.) Second, although some OPR lnvestlgatlons will be delegated

_to Division Heads, they are.required to be adjudicated at OPR because of the
complexity or seriousness of the matter. These cases are delegated for investigation
only (DIs). Third, some’ mves’aga’uons are conducted and adjualcated solely by OPR
personnel these are non-delegated matters (NDs) ,

" Division Heads receiving OPR cases delegated for investigation only (Dls) as
- well as non-delegated investigations conducted by OPR, are not affected by the new
policy guidelines set forth in OPR EC to All Divisions dated 07/18/2002. These matters
will continue to be investigated in accordance with MIOG, Part I, Section 263, and the .
Director's airtels to all ADICs, et al., entitled "Delegations of Disciplinary Action oL
- Authorities to ADICs and FBIHQ Division Heads," dated 2/23/94 and 4/30/95. Division
Héads are reminded of guidance set forth in these airtels in which it is noted that no
administrative action. may be taken with respect to. employees under your supervision in
OPR investigations unless expressly authorized by OPR, upon OPR's receipt and
review of the mvestlgatlve results of the i 1nqu1ry

OPR Notification Form - Once an allegatlon of misconduct is brought fo the attention
of FBI OPR, the allegation is reviewed by the Department of Justice-Office of Inspector
General (DOJ/OIG) and a determination is made regarding mvestlga’uve responsibility
_forthe alleged misconduct. if the DOJ/OIG defers the matter to FBI OPRfor .~
investigation, and the matter is suitablé for delegation, OPR wili forward to the Division,
Head two copies of an OPR Notification Form containing information-for the employee.
The OPR case supervisor will'be identified at the bottom of the Notification Form. The
+ Division Head or his representative should present thg employee with the OPR’
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Notification Form, and enclosed information, upon receipt. The division representative

* presenting the employee with the OPR Notification Form should sign and date both
forms, have the employee sign and date both forms, read the allegation of misconduct
to the employee, provide the employee with the enclosed OPR forms, “The FBI's
D:smpl/naly Process,” “OPR Disciplinary Process: Disclosure of Information to

- Attorneys,” and “Non-Disclosure Agreement;” review the information on the Notification
Form with the employee and emphasize two points 1) the availability of counseling to
the employee fromthe Employee Assistance Program (EAP) and 2) the employee has
the opportunity, prior to being interviewed, to voluntarily provide documentation,
information, or explanation, to OPR that may assist in the resolution of the-investigation.

One of the signed, original Notification Forms will be returned to OPR along with
the original executed disclosure forms if the employee has chosen to be represented -
by a privately retained attorney. The other original Notification Form will be givento
the employee. The Division Head should make copies of these forms for the office file
and for the assistance of the. Agent assigned to conduct the investigation. Prior to
commencing the investigation, the Agent assigned to conduct the investigation should
-confirm that the Notification Form has been, presented to the employee and if the
employee is represented by an attorney. [f the employee to be interviewed has retained

- an attorney, the Agent assigned to conduct the OPR investigation should review those
. sections of the OPR form entitled “The FBI's Disciplinary Process,” perfaining to -
. attorney representation prlor to interviewing the employee. ;

The’ Notl’r” cation Form tltle will be styled to mclude identification of the empiuyee o
who is the subject of the investigation as well as OPR’s determination thatthe = -~
" investigative case is a DIA, DI, or ND matter. The Notification Form for DIAs will- advise
“the subject employee that the matter has been delegated to the Division Head for both
investigation and adjudication; otherwise, adjudication responsibility will be retained by
OPR. Upon receipt of the Notification Form, the Division Head should not
conduct any investigation of the alleged misconduct untif advised by OPR.. OPR .
- will delegate the investigative matter to a Division Head by an EC that may contain -
specific FBl policy and/for investigative matters to bé addressed in the mvestlgatlon

After presentation of the nofification form to the subJect(s) the employee should
be given a sufficient amount of time to refresh their memory before information is
requested from them. A reasonable amount of time, not to exceed (10) ten days, is
suggested between the subject employee’s receipt of the Notification Form and the

~ employee’s interview. The employee may opt to waive this time period and agree to be
interviewed immediately or otherwise within the suggested waiting period. This time ~
period will permit the employee time to decide if they want Iegal representatlon to retain
an attorney, and/or -

to collect whatever documents or information ihey; Want to voluntarily provide to OPR, or
to prepare a statement for OPR concerning their alleged misconduct.
Revised 9/10/2002 A -2-
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CONDUCTING THE INVESTIGATION -
The following information applies to all OPR investigative matters:

The term “investigation,” for the purpose of these guxdelmes is inclusive of both
the mvestigatlon and adjudication of the DIA OPR matter.. ~

" The Division Head will not begin the lnvestigation of the delegated OPR ma’rter
(DIA and Dl) until advised by EC from OPR.’

Investigative EC Upon recelpt of the OPR EC lnitlatlng the- mvestlgation and
review of any referenced policy matters set forth in the EC, the investigation should
specifically address each allegation of misconduct and the elements that constitute the
policy/procedure that has allegedly been violated. All logical areas of inquiry should be
pursued. Interview areas of inquiry should be developed from review of information
collected during the investigation. Derivative, logical follow-up questions should be
asked during interviews to fully address the alleged misconduct of the subject
employee(s). Persons interviewed should be reminded to be forthcoming with
information and, in furtherance of candid disclosure, not limit their response specifically
to the strictest meaning of a word or phrase Withln a question but rather to focus upon
the mtent of the question. oo

- lnvestigative Quality Controi - It is the Division Head's responsibility, or the
~ responsibility. of other members of the division's executive management staff to whom
. this OPR matter has been delegated, to review the mvestlgatlon conductedandto .’
ensure the investigation is complete, that all logical investigation has been conducted,

and that the signed, sworn statements (SSSs) and unsworn statements conform toboth - -

FBI policy and OPR procedures, that reporting Bureau Deadlines (BUDEDS) are met,
-and reports are completed in accordance with procedures and instructions contained in
OPR EC to All Divisions dated 07/18/2002, prior to submnssnon of the completed
investigation to OPR

Investigative Personnel Assignment - The investigation is to be conducted in
accordance with MIOG, Part I, Section 263, except where.superseded by OPR EC to All

. Divisions dated 07/18/2002. The investigation of this matter, except as noted below, will .

be assigned to senior, mature, Supervisory Special Agents (paygrade GS-14 or higher)
having no direct investigative or performance responsibility with regard to the subject
employee or with witnesses in this inquiry. In exceptional ¢ircumstance, to be decided
- by the. Division Head, a senior paygrade GS-13 Special Agent may be assigned to
conduct the investigation with the approval of the OPR case supervisor. The Division
EC to OPR forwarding the investigative results of the OPR matter should set forth the
exceptional circumstance for the investigation being conducted by.a senior paygrade .
GS-13 employee and the name and date of the OPR case supervisor approving the
.request. FBIHQ Divisions, in the 'absence of an SSA at the paygrade GS-14, may
assign paygrade GS-13 and higher Agent or Support Employee Pro_gram'Managers to
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conduct the OPR mvestlgatlon Employees who are under OPR investigation, or have
been the.subject of disciplinary ‘action within the last three years, are not to be assigned
to conduct OPR investigations. -Questions regarding the investigation of this case
should be referred to the OPR case supervisor listed on either the employeg’s OPR
Notn" cation Form or the OPR EC to which thls document is an enclosure

Bureau Deadline (BUDED) - This lnvestlgatlon should be completed by the
BUDED. Extensions to the BUDED may be granted, under extenuating circumstances,
by contacting the OPR case supervisor for approval. This investigative matter must be -
completed in a timely manner to conform with the terms of civil litigation to which the
FBI is a party, (Johnson. et al. v. Reng, Civ. No. 93-0206 TFH (BADGE)). Failure to
comply with the BUDED will require OPR to submit a report to the AD, OPR, and to
advise the Inspection Division of delayed reporting practices by the division for further
review during the next division inspection. Delayed investigation evidenced by failure to
. meet the BUDED  will be reported to the Director as a performance issue for
consrderatron in the Division Head’s annual performance report. -

Record Documentation - All record reviews, with - posrtlve or negative resuits,
and.analysis conducted, should be documented by form FD-302. All documents and-
other material objects collected pertinent to the OPR investigation will be recorded on a
form FD-302 to show the date and place of acquisition and to fully describe the
" decument, or material object; retained. :

" Employee Admissions (non-criminal misconduct) - If in the course of *~

" conducting the OPR investigation, the subject employee makes voluntary admissions to--

additional non-criminal misconduct outside of the issued Notification Form, the Division
“Head should notify the OPR case supervisor. The employee will subsequently receive a
new Notification Form from the AD, OPR, delineating the new allegations. The new
notlt' cation may result in further investigation and interviews. If the employee's
admissions occur during the employee’s interview, the interview can continue, provided
the employee stipulates to their awarenéss that they will receive a new Notification
Form delineating the new allegations of misconduct. This advisory statement and the
employee’s affirmative response acknowledging the statement and their desire to
continue.the interview will be included in the employee’s SSS. The employee’s SSS wrll
thereafter contain information provided by the employee.concerming his/her.self-
admitted misconduct. If the employee will not stipulate, the advisory statement and the
- employee’s negative response acknowledging the statement and their desire not to be
interviewed on the new self-admitted allegations of mlsconduct wrll be included in the
employee’s SSS, and the - -

interview will continue wrthm the scope of the alleged mlsconduct in the employee’s.
Notification Form. :

-

Employee Criminal Activity or Mieconduct - If the investigation determines
- that the subject employee has participated in, or is making admissions of, criminal
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actrvrty or misconduct, then the investigation and/or mtervrew of the- employee regarding
the alleged-criminal activity or misconduct cannot be pursued until so authorized by AD,
OPR: The scope of the investigation and/or interview.may proceed in accordance with
the notification or the guidance contained in the previous paragraph. The interviewers
are to immediately contact the OPR case supervisor, followed by an EC with the known
information, and are to conduct no additional investigation. In turn, OPR will consult
with the Department of Justice (DOJ), Office of Professional Responsibility (DOJ/OPR),
or other DOJ entity as appropriate, for a prosecutive opinion. Based upon these
consultations, OPR will forward the appropriate notification and guidance to the
concerned division. This guidance is to ensure compliance with the parameters and-

* spirit of the Director's March 1997 "Brightline" communicaﬁon

Automated Case Support. (ACS) System Documents and/or reports prepared
during the course of this investigation must not be uploaded into the ACS System until
advised to the contrary by OPR. Should the division find it necessary to set forth leads
to other divisions, in furtherarce of this OPR investigation, those divisions should be
advised of this restnctlon in the Administrative Section of the transmlﬁed EC.

INVESTIGATIVE ISSUES

Electronic Survelllance AD, OPR, authorlzatlon must be obtained prior to the
_initiation of physical or electronic survelllance (to include consensual body/telephone
-+ monijtoring, closed circuit TV. coverage, pen registers) targetlng an FBI employee
- " Some of these techmques may afso requrre DOJ duthority. -~ - . S

Polygraphs Ifa D|v1310n Head belleves a polygraph examination is necessary
to resolve an issue in the OPR investigation, AD, OPR, authorization pursuant to MIOG,
- Part;l, Section 263-6 is required, for subject and witness employees, in both voluntary
examination requests and compelled polygraph examinations conducted ona
Substantial Objective Basis (SOB), as set forth in the MIOG, Part Il; Section 13:22.13.1.
. A polygraphiis an investigative tool only. As an !nvestlgatlve tool, the results of & -
polygraph examination must be considered. with other evidence and should not be -
considered alone. Disciplinary action will not be predicated solely upon the results of a
" polygraph examination or upon the refusal to submit to a polygraph examination. If an
employee refuses to take an SOB polygraph under an OPR inquiry, OPR or the Division
Head can only make an adverse inference during the, adjudication process.- The
request for authorization to conduct these examinations, accompanied by sufficient
justification to support the request, should be submitted to OPR by EC.’
' Drug Testing - The authority fo grant a request for an employee 'to take a
reasonable suspicion drug test rests with the AD, OPR.. The request must be
" communicated in writing with a factual summary substantiating the basis for the
employee’s suspected illegal drug use. Once the AD, OPR, has approved the
reasonable suspicion drug test, the OPR case supervisor will contact the Drug
Deterrence Program (DDP) to request a drug test for the employee. The DDP
representative will contact the requesting division and make the necessary
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arrangements for the drug test. The DDP will notify OPR of the results of the drug ‘test,”
and then OPR will notify the division.

Alcohol Policy - Division Heads are reminded of the requirement set forth in the
MAOQP, Part |, Section 1-30.3(7), that in the matter of alleged alcohol-related employee
misconduct, the Division Head, "... in addition to notifying OPR will conduct an inquiry
specifically focused on whether the employee suffers from alcohol-related problems. _
The results of that inquiry will be documented in the employee's official personnel file." -.
Division Heads will report the results of the employee alcohol-related misconduct inquiry
(MAOP Part |, Section 1-30.3(7)) as a pért of the Division's response to Douglas Factor
quest|on #7, "Mitrgating circumstances..." in their mvestigative summary EC to OPR.

Administrative Leave - A Division Head may request to place an employee on
Administrative Leave for disciplinary reasons. In this instance, the Division Head must
submit justification in writing to the AD, OPR. After the AD, OPR, approves the request
a response will be promptly returned to the lelSlon ,

Personal Relationships Policy Division Heads should be cognizant of the _
Director's PERSONAL RELATIONSHIPS POLICY as set forth in his Memorandum to All
Employees dated 03/27/2002 (Memo 5-2001) and the polioy s relationship to OPR
investlgations . . ) . L

. First the pnvate lives of FBI employees and their relationships W|th others, are
"™ stibject to inquiry by OPR only when the coriduct may: (1) negatively jmpact-upon the=

. ability of the Bureau to perform its responsibilities; (2) violate the law; or'(3) violate an

_ internal regulation. The investigative approach will be-iri accordance with the MAOP,
Part |, Section 1-12.2. “Whenever feasiblé, OPR inquiries will be structured to avoid
exploring romantic or intimate relationships if other factual issues will resolve the inquiry
or if a general acknowledgment of the relationship sufficiently establishes the offense. '
Although OPR investigators need not negetiate with a witness or subject over the
information to be provided, they should explain the relevancy of the information being
sought. OPR's ability to compel responses, even when the questions may be personal
or embarrassing, carries with it an obligation to ensure that the questioning and the »
documentation of the employee's statement are respectful, discreet, and dignified asis .
consistent with establishing all the relevant facts impacting upon FBI operations and the
performance of the FBI's mission." Contact OPR for additional guidelines for
conducting investigations assaciated with personal relationships.

Second, Division Heads should consider the policy’s five defined areas of -
relationships and the policy’s discussion of the “appearance of impropriety” and their
_ application to persons assigned to investigate and adjudicate OPR matters as well as
the Division-Head’s personal relationship with subordinate personnel. If necessary,
OPR should be advised a5 soon as possible of a Division Head's recusal from an OPR

matter.
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Outside Agency Liaison - If investigation requires the interview of employees of
anothér law enforcement agency, the investigator conducting the investigation should
make the Division Head aware of the need for that contact and thereafter a liaison
contact with an officer of appropriate rank should be made to request permission to -
interview the officer/Agent. If allegations of misconduct are developed against officers

“of local/state law enforcement departments/agencies associated with the investigation .
~ of the FBI OPR investigation, the Division Head should be advised and the information
transmitted to the appropriate officer of the local/state law enforcement '
department/agency If information involving misconduct by a Federal Law Enforcement .
. Officer is developed during the course ‘of an FBI OPR investigation, the OPR case
supervisor should be notified and the information provided to OPR by EC OPR w111
transmit the information to the Federal Agency involved. Lo

Douglas Factors - Upon completion’ of the investigative portion of the OPR
investigation, Douglas Factor information concerning the subject employee must be
collected by the employee conducting the investigation. In DIAs, this data collection will

* be conducted by the person assigned by the Divisicn Head t6 conduct the adjudication
phase of the investigation. The requested information is required pursuant to a legal
decision by the Merit Systems Protection Board in the matter of Curtis Douglas v.

. Veterans Administration, et al.; 5 MSPB 313 and 5 MSPR 280. The Douglas Factor

- information is set forth below and should be presented in a question and answer format

“in the summary EC submitted to OPR. The Douglas Factor information, should be '

provided to OPR in all circumstances, to include the circumstance of a Division Head

S ‘recommendlng that there bé no dismpiinary action ‘and/or that a matter be closed. - =

It is requested that the followmg be addressed in your response (Dougla
Factors) :

1. The relationship of the alleged offense to the employee’s. duties
‘and position and its impact on management's confi dence in the
employee’s ability to perform; :

2. ‘The employee's past disciplinary record;

3. The employee’s recent performance record and reputation w1th|n
the workplace; ~ :

. 4, The notoriety of the offense within and outsrde the FBI or its impact

upon the reputation of the FBI

5. The clarity with which'the employee was on notice of any-rules that
were violated or had been warned-about the conduct in question;

8. The potential for the employee's rehabilitation;

Revised 9/10/2002 o ME

FBI024373CBT

- OIG-REQ 02/18/05-PART 12 - FBI0000167




7 Mitigating circumstances surroundlng the offense, such as unusual job’
tensions, personality problems, mental impairment, harassment or
bad faith, malice or provocatlon on the part of others lnvoived in the

. matter. .

WHISTLEBLOWER PROTECTIONS FOR EMPLOYEES

The Director has estabhshed pollcy concerning his firm comm:tment to the
protection of employees who report organizational wrongdoing. . This Memorandum to
All Employees dated 11/07/2001, number 12-2001, entitled WHISTLEBLOWER - . .
PROTECTIONS FOR FEDERAL BUREAU OF INVESTIGATION EMPLOYEES should

. be reviewed for further information concerning the Director’s policy statement This .

policy statement is avallable on the ASD Intranet Website.
CONDUCT!NG_ THE lNTERVlEW

The following information applies to all OPR inve:stigative matters, unless
otherwise noted or specifically set forth elsewhere in these guidelines:

" ‘Non-FBI employees - Interviews must be reported utilizing a_form FD-302.

tntervnews may be. conducted tetephonloally by .one person.

" FBI employees Intervnews must be reported in the form of a typed double

) ' spaced signed, sworn Statément (SSS). The-SSS should be prepared in compliance™ * e

with the standard FBI format for Statements Taken Under Oath as set forth in the Legal
Handbook for Special- Agents (LHBSA), Section 7-12-15, and include the several,

_declarations required by OPR that are set forth below. A formatted SSS for
. administrative investigations using the ACKNOWLEDGMENT OF EMPLOYEE

REQUIRED TO PROVIDE INFORMATION form (ACKNOWLEDGMENT form) |
(ATTACHMENT A) and 1ncorporat|ng all the requisite language in standard FBI format -
is attached to this document for use by recipients. (ATTACHMENT B) (NOTE: The

~ Acknowledgment form is an interim replacement form pending. revisions to the
“ form FD-645. The revised form FD- 645 when issued, wnll replace the

Acknowledgment form.)

SSS Interview-Protocol - All employee interviews w1|| be conducted and
witnessed by two personnel in person with the subject employee or witness,
unless instructed otherwise by the OPR case supervisor. An interview log will be
maintained during the interview, noting persons present for the interview, logging the

‘time the interview is initiated and completed, the time the ACKNOWLEDGMENT form is

signed, the time the employee is administered the oath; etc. The log should also note
when any breaks were offered the interviewee. At least one investigator conducting the
interview will maintain notes of the interview. In preparing a draft of the employee’s
statement, both investigators must agree on the content of the statement, e.g. what the
employee said during the interview, prior to presenting the statement to the employee

Revised 5/10/2002 -8-

FBI024374CBT

--0IG-REQ 02/18/05-PART 12 - _ S FRI0000168




for sngnature Disagreement concermng the content of the employee s statement wnll be
resolved by re-interviewing the employee regarding the salient point(s). Inre-
interviewing an employee under the same ACKNOWLEDGMENT form allegation of
misconduct, it is not necessary to re-present-the form for employee signature.and
acknowledgment. The employee should be advised of the purpose of the interview and
reminded that he/she is still under oath. The information obtained in this re-interview -,
may be incorporated into the initial statement, noting the date and circumstance it was ‘
obtained, and thereaﬁer presented to the employee for signature.

Unless authonzed by OPR, neither the subject employee nor employee .
. Witnesses will be shown. or read the content of any OPR communication. The SSS wnll
be prepared by the investigator based upon oral statements made by the employee’
during the interview. Under no circumstance is the employee to write his/her own

statement from the interview. The employee is to be given'the opportunity to review for .-

accuracy the information contained in his/her statement and to make corrections to the .
Statement. The employee will review the statement in the presence of the’ investigator. -
Under no circumstance will the employee be. permitted to make corrections to the:
statement outside the presence of the investigator, take their statement home overnight,
transmit (facsimile) the statement to an attorney or other third party, or to permit another
person to make corrections to the statement. An attorney retained by the employee
" may advise the employee regarding language in the statement but the attorney cannot

write or edit the statement for the employee. After the employee has signeda
statement in an administrative i inquiry, the employee.should be provided a copy of the
.unsigned statement’and advisedthat it is a Bureéat document and must ‘be.afford"

" appropriate security. ‘A SSS ina crlmlnal matter. should not-be provnded to the -
employee.

_ 88Ss Employee lntemew wnth Admmlstratxve Warnlng (ACKNOWLEDGMENT
" form)
_ Before conductmg the interview and placmg the employee under oath the
employee must be advised of the following information. by the Agent conducting the
interview and this lnformatlon wnll be set forth in the SSS :

1) Present the employee thh the ACKNOWLEDGMENT form, and obtain the
employee s signature acknowledging understandlng of their rights and responsibilities in
this OPR investigation. (NOTE: Prior to presenting the ACKNOWLEDGMENT form to
the employee being interviewed, the Agent conducting the investigation will complete
the ACKNOWLEDGMENTform by writing or typing the purpose of the inquiry onto the
form. The purpose of thé inquiry is the allegation of misconduct that appears on the
subject employee’s OPR Notification Form, and should be set forth specifically in the .
AC}’NOWLEDGMENT form space allotted for “This inquiry pertains to....”).

2) The employee must be advxsed of the Director’s “Brlgh‘l_me Pollcy, "hat if
they lie during an inquiry, they can expect to be dismissed from the rolls of the FBI.
ThlS mformatlon is lncorporated inrthe language set forth in the Acknowledgment form,
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.but not expressly stated-as the Director’s policy;

The information contained in paragraphs one and two will be set forth in the °
employee’s SSS by including the following sentence toward the outset of the statement:
“lunderstand from my review of the Acknowledgment form that should I refuse to
answer or fail to reply fully and truthfully during this intefview, which |- further -
understand would place me in violation of the Director's 'Bright Line’ pollcy, | can
expect fo he dlsm|ssed from the FBL" -

Placmg Employee under Oath - Prior to conducting the interview, the employee -
must be sworn-in by the investigator conducting the interview. The employee will raise .
. his/her right hand and the Agent will administer the oath by stating "Do you swear or -
‘afflrm that the information you are about to provide is true, accurate, and
complete, to the best of your knowledge." The employee must respond in the
affirmative before proceeding with the interview. If the employee does not, end the
interview and notify the OPR case superwsor

If the employee refuses to S|gn the ACKNOWLEDGMENT form, or refuses to-
. swear or affirm to the oath, or once placed under oath the employee refuses to
_ participate in-the interview, the interview will be terminated. The investigator conducting
the interview will prepare a report of the matter on a form FD-302 to specifically
' describe the employee’s receipt and review of the ACKNOWLEDGMENT form and any
.. .reason given by the employee for refusmg to sign the ACKNOWLEDGMENT form,
. swear the oath, or parhc;pate in the lntervxew It should be specifically-nofed in the
- report that the employee was aware, as sg¢t forth on the ACKNOWLEDGMENT form,
that the employee had a duty to reply to questions and refusal to answer or failure to
reply fully and truthfully could result in agency disciplinary action, including dismissal.
The form FD-302 should be initialed by the two FBI personnel witnessing the interview.
The OPR case supervisor should be contacted immediately and advised of the matter.

A s

In concluding the mtervre\l\r with the employee stiil u'nder oath, the
- employee wrll be advised of the followmg and it will be documented in the employee s
SSS: )

1) As a matter of FBI policy, employees will be-asked to take a voluntary -
polygraph examination regarding the information reported'in their SSS. This request
and response will be recorded in the SSS as "I'(will/will not) take a voluntary |
polygraph examination concerning the truthfulness of the information contalned
in this signed, sworn statement.” . g

© 2) The employee should be told that should any additional information come to
their. attentlon or.if they.wish to provide information which the interviewers consider

inappropriate for inclusion in the SSS, they may voluntarily provide that information to
OPR in writing. This will be documented in the SSS as "I have no other pertinent
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information regarding the aforementioned allegation. | have been advised that !l
may and should submit any additional information of which | may become aware,
regarding this inquiry, to the Ofﬁce of Profess:onal Responsibility."”

3) The employee should be advised that they are restricted in discussing the
OPR investigation and the contents of the interview. The following adVIsory statement
‘will be set forth in the concluding paragraph of the employee’s'SSS: “l have been
instructed not to discuss this matter with anyone other than the person(s)
conducting this interview, representatives from the OPR, FBIHQ, an FBI
Employee Assistance Program (EAP) Counselor, my attorney (providing | have
stibmitted the appropriate forms), and a representative of the Ombudsman’s
office. | have been told that should 1 decide to discuss this mattér with anyone -
else, | must first obtain authorization from the interviewer(s).” :

‘ The final sentence in the SSS, prior to the employee’s signature, should read, "1
have read this statement, consisting of this and X other pages; and it is.true and
correct to the best of my knowledge.” (The total amount of pages of the SSS, other
than the signatory page, should be substltuted for the X.) |

Slgnmg the Statement Protocol - Before the employee signs the statement, the
_Agent will again swear-in the employee. The employee will raise his/her right hand and
the Agent will administer the oath by stating "Do you swear or affirm that the .
-+ -~ information you have provided in the.statement before you js'true, accurate, and__

- .complete, to the best of your knowledge " The employee must respond inthe
affirmative before proceeding with the employee signing the statement. If the employee
does not, end the meeting and notify the OPR case supervisor. The mvestlgators will
document the employee’s refusal to swear or affirm the oath prior to signing their ‘
statement and any reason provided by the employee for not swearing or affirming the
oath in a form FD-302 and attach a copy of the unsigned sworn statement attesting that

" . the information provided in the statement was obtained under oath by the mvestlgators
conducting the mterwew

After signing the statement, the employee should. lnmal the beginning and- the
end of the text on each page of the SSS. This process will be witnessed by two
investigators and attested to by their signatures at the end of the SSS. When the -,
completed statement is presented to the employee for signature, the personnel
presenting the statement for the employee'’s signature, administering the oath to the |
employee swearing or affirming to the truth of the statement, and witnessing the
employee initialing each page, do not necessarily have to be the same two persons who
eonducted the employee interview and placed the employee under oath. These
‘employees are only administering an oath.to the employee..and.attesting by their
signatures that the employee swore or affirmed the oath, signed the statement, and
initialed the pages of the statement in their presence. .
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. {

Recanted Employee Statements While taking a SSS, an employee is placed
under oath at the initiation of the interview; therefore, they are required to tell the truth.
If an employee originally recalls something incorrectly but arrives at the truth before
signing the statement, the initial misstatement is considered to have been recanted, or

“corrected. Even a deliberate lie may be so corrected, although the. statement itself or a _
separate FD-302 will reflect that a factual assertion or denial was made and then
* changed, as that change of recollection is relevant to credibility. So long.as the .
* employee corrects a false assertion prior to signing the SSS, the original falsehood by
 itself will not be punished with dismissal for lying under oath. Should a lack of candor .
issue arise at any time during the mvestxgatlon or a non-delegated matter be
evrdenced notify the OPR case supeyvisor for further direction.

All copies of an employee s statement. presented to the employee, upon which .
the employee makes changes prior to swearing/affirming to and signing their statement;
‘are to be fetained by the Agent, marked sequentially as *DRAFT #1,” etc., and retained
in a 1A envelope (FD-340) for submission to OPR in the Division’s summary EC.. If the
employee makes substantive material changes in his/her statement between the time ‘of
the interview and the obtaining of the employee's SSS, the interviewing Agent will
prepare a FD-302 documenting those changes in a comparative method and forward
that report to OPR in the Division’s summary EC. As set forth in the preceding
paragraph, the employee’s “change of recollection” is relevant to the employee’s
credibility and will be included in deliberations for dlSClplmary actlon during- the
© adjudication phase of this mvestlga’uon ) N ) ) L e
SS8S Document Referrals - All documents presented to the empioyee dunng the
‘interview for comment or provided by the employee and commented upon during the
interview, will be made a part of the SSS by either reference or incorporation as desrred
by the employee. If the document is included by reference, the document will be
specifically identified in the SSS and the document included in the Division’s summary
EC to OPR. (The source of the document, e.g. how and when it was acquired, will be
recorded on a FD-302.) If the document is included by incorporation into the SSS, the
document will be specifically identified in the SSS and thereatter attached to the end of
the employee’s SSS. The employee, after swearing or affirming the oath as to the
truthfulness of his/her statement and signing the statement, will initial and date each
’ page of any document attached to the SSS.

SSS Admmlstratlon The orrglnal SSS and two copies of the SSS will be
forwarded to OPR in the Division’s summary EC. All original interview notes for each
employee interviewed as well as the associated interview log, the original
ACKNOWLEDGMENT form executed by the employee, and all draft copies of the
employee's statement, will be retalned in a 1A envelope (FD- 340) for transmittal to OPR
by the summary EC. - - . , . .

\ .

SSS Employee Interview with Criminal Warning (FD-644)
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If an OPR investigative matter requ:res that an FBl employee be mtervxewed
under Criminal Advice of Rights, a form FD-644 entitted WARNING AND ASSURANCE
TO EMPLOYEE REQUESTED TO PROVIDE INFORMATION ON A VOLUNTARY
BASIS will be used, and OPR will-provide the Division Head with appropriate guidance:
in OPR’s investigative EC delegating this matter to the Division Head. OPR will .

" investigate most allegations of an FBI employee’s criminal activity.

SSS, UNSWORN SIGNED STATEMENTS‘(USS) AND FD-302 INTERVIEWS |

Privacy Act -- Prior to conducting any OPR-related interview, the person being .
interviewed will be advised that this OPR investigation is governed by provisions of the
" Privacy Act (Title 5, U.S. Code, Section 552a (k)(5)). ‘ The interviewee should be
cautioned that his/her identity and the information provided may, pursuant to certain
administrative inquiries or judicial proceedings, be made available to the subject of the -
inquiry if the information is used, in whole or in part, to support an adverse personnel -
action, (an action resulting in a minimum disciplinary action suspending an employee
from work for more than. 14 days, up to"and including dismissal from the roles of the
FBI). No promise of confi identiality should be made'to FBI management officials or
Agent or non-Agent supervisory personnel who are asked to*furnish information
" concerning an employee under their supervision. If an employee requests
confidentiality, this must be noted immediately after the interviewee’s name, i.e. John
- Doe (Protect Identity). The SSS, USS, or form FD-302 interview must contain the
-~ following statement: “l am requesting confidentiality under the Freedom of -
‘Information and Prlvacy Acts. Thave been cautioned that if adverse™ " .."7 = ™
administrative action is taken against the subject of the investigation based on °
my mformatlon -my identity will most likely be disclosed, as requnred by law "

Conversely, if the interviewee, upon being made aware of their pnvacy nghts
declines to protect their identity, the following statement should be included. in their -

. SSS, USS, or form FD-302 interview: “I have been advised of my confidentiality .
rights under the Freedom of Information and Privacy Acts and the application of -

those rights in this OPR investigation. 1 do not want my identity protected ?

DELEGATED INVESTlGATIONIADJUDlCATlON CASES (DIAS)

The Director, by OPR EC to All Divisions dated 07/1 8/2002 _entitled Delegatlon of
Disciplinary Action Authorities to EABs; ADICs, SACs; and FBIHQ Division Heads, =
*, established new disciplinary authorities and policy for the conduct of OPR lnvestlgatlons
associated with allegations of employee misconduct.” Set forth below is investigative
information pertinent to OPR investigations delegated to DlVISlon Heads for both
~  investigation and adjudication (DIAs) -

The- SCHEDULE OF DELEGATED DISCIPLINARYACTIONS an enclosure to
the OPR EC to All Divisions dated 07/18/2002, creates four disciplinary levels
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contalmng artloulated offenses and set dlsmpllnary actions. Level One (ORAL
REPRIMAND) and Level Two (LETTER OF CENSURE) DIAs do not require SSSs from
the subject employee and wutness employees if the subject employee has submitted a
communication (EC,
~e-mail or informal memorandum) providing sufficient factual details to. persuasively

. resolve all pertinent issues and acknowledging responsibility for the disciplinary
offense(s). Alternatively, a SSS is required of the subject employee and employee

“witness(es) for these two levels if the employee fails to provide sufficient background
-detaills, if the details provided by the employee are subject to question, or if the subject
-employee does not acknowledge responsibility for the disciplinary offense. The
Division Head is responsible for determining. if the subject employee’s voluntary -
statement is sufficient to not warrant the taking of SSSs.

Level Three (Three to Seven Days Suspension).and Level Four (Ten to
Fourteen Days Suspension) DIAs require SSSs of subject employee(s) and all
-employee witness(es).

As stated more sub_stantlvely in the Background Section of these Guidelines,
after receipt, OIG review, and OPR evaluation of the alleged misconduct complaint,
OPR will create a case file and provide the Division Head with a Notification Form to be
- provided to the employee. The Notification Form for DIAs will advise the subject
employee that the matter.has been delegated to the Division Head for both investigation
and adjudication. The case will be delegated for investigation and adjudication by the L
Division Head (DIAs) by an'EC from OPR. The BUDED for DiA matters wiii' be 60 R
. days. The OPR EC will forward the Notification Form to the Division and will contain, : s
. information designating the violation code offense level as defined by the SCHEDULE
OF DELEGATED DISCIPLINARY ACTIONS (an enclosure to OPR EC to All Divisions
dated 07/18/2002). This desugnatlon is based upon OPR’s preliminary review of the
information présented initiating the investigation and may be changed by the Division
Head based upon investigative results. The OPR EC may contain policy and/or
investigative matters to be addressed durlng the mvestlgatlon

If SSSs are to be taken, information prevnously set forth in these guidelines for
the taking of SSSs should be followed :

If the subject employee and witness employeés are to provide unsworn signed
statemen’cs (USS), rather than a SSS, the attached format for an USS should be
followed. (ATTACHMENT C) All FBI employees must be advised beforé the interview
that if they lie during an inquiry, they can expect to be dismissed from the rolls of the
FBI. Prior to being interviewed or providing a written statement, -all FBI employees must
execute the ACKNOWLEDGMENT form which contains, among other things, the .
alleged misconduct being investigated and language that advises the ‘employee that
he/she can expect to be dlsmlssed from the rolls of the FBI if they lie durlng the i lnqu1ry .

If an employee refuses to sign the ACKNOWLEDGMENT form or is otherwnse
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not participating in this compelled mtervrew the lnvestlgator should document the
. matter as set forth in the SSS Sectlon of these guidelines and lmmedlately notlfy the
OPR case supervrsor .

The employee s USS will contain all of the OPR required statements for SSSs
except of course, the administering of the oath, .

ADJUDlCATlON.

. OPR will adjudlcate all cases delegated to DlV|5|on Heads for mvestlgatlon
only (DI} and all non-delegated (ND) cases investigated by OPR. Information
required for the adjudication of these matters will be transmitted by EC tor
Division Heads by OPR. In.non-delegated cases (ND) investigated by OPR, Division
Heads will receive an EC forwarding the entire investigation to their attention for review
and submission of Douglas Factor information pertaining to the subject employse. In
cases delegated to Division. Heads for investigation only (DI); OPR will request by EC,
submission of Douglas Factor lnformatlon pertaining to the subJect employee

' . The information set forth below applies-only to OPR cases delegated to
‘Division Heads for lnvestlgatlon and adjudication (DIAs): '

Once the lnvestlga‘uve portlon is completed the case should be assngned for
. adjudlcatlon to a senior, mature individual not connected with the mvestlgatlve portlon
.and having o performance responsibilities over the: ubJect employee or with wrtnesses
_in the inquiry. Adjudlcators must maintain impartiality, and no personal anlmus should
be reflected. : : .

The adjudlcator after rewewmg the investigation, will determine if each
allegation is supported by a preponderance of the evidence and, if so, what discipline.is.
warranted. In making a recommendation for discipline, the adjudicator should take into .
account the Douglas Factors relating to the employee's past disciplinary record, work
. performance, the notoriety of the offense inside and outside the'FBI, and mitigating and .-
" aggravating factors. Each of these factors is to be addressed mdxvrdually and reported
- to OPR. .

No Disciplinary Action Recommend’ed

If no discipline is warranted you'are to provrde an EC which contalns a synopsrs
of the case to OPR. If that recommendation is approved by OPR, the employee should
- be furnished with a No Action Letter (ATTACHMENT D). A copy of this letter should-be
filed in the 263 file but not in the employee S off cial personnel file or Squad/ Unit drop ’
files.

ot

Level One - Oral Reprimand
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The penalty for a Level One infraction is an OraI.Repnmand You are to provide
- an EC which contains a synopsis of the case (ATTACHMENT E). If approved by OPR,
. a copy of this EC is to be designated to the subject employee's.official personnel file.

‘Level Two - Letter of Censdre' ‘

Letters of Censure must contain the allegation and a finding that the allegation is
substantiated. The letter will state the facts and an analysns of the facts, and the policy
which the employee violated. The letter also contains a paragraph which advises the
employee that a copy is being forwarded to the' Security Division (ATTACHMENT F).

* Ifapproved by OPR, a copy of this Letter of Censure is to be desxgnated to the subject
employee s official personnel fi file and the 263 file. . .

Levels_,Three and Four - Suspensnons

Level Three and Level Four cases should have a case summary to include the -
employee subject's personnel history, summary of facts, analysis of the facts for each
allegation, a review of Bureau policy, a conclusion and recommendation. Policy can be
located in MAOP, MIOG, the Employee Handbook, various Memoranda to Division
Heads, etc. The letter also advises the subject employee of his/her appeal rights and,

. as with oral reprimands and Letters of Censure, contains the paragraph that advises the .
employee thata copy of the letter is being forwarded to the Securlty Division .
" (ATTACHMENT G). If approved by OPR,"a copy:of this letter is 6 be designated to the’
sub;ect employee's ofﬁcxal personnel file and the 263 file. )

Once approved by OPR suspensnons are held in abeyance if the employee
appeals If the employee signs a waiver of his/her appeal rights, the.suspension can be
imposed immediately, and it can be imposed if the employee does not timely exercise
his/her right to appeal (ten days after receipt of the letter i xmposmg dlSClplme)

FORWARDING THE COMPLETED CASE:

The following information applies to cases delegated to D|V|S|on Heads for
investigation only (Dl), and all non-delegated (ND) cases investigated by OPR:
The OFR EC forwarding this matter to your division for investigation will contain
reporting requirements. Absent specific reporting requirements, the resuits of the

" . investigation should be reported-to OPR in the form of a summary EC (original and

three copies), in accordance with OPR’s EC to All Field Offices and FBIHQ Divisions,
dated 1/22/98, and forwarded to OPR, to the attention of the case supervisor on the -
enclosed EC. An original and two copies of each SSS or FD-302 should be forwarded

.as enclosures to the summary EC (ATTACHMENT H). The original notes, interview
log, and draft copies of the employee’s statement, supporting each SSS or FD-302,
should be placed in a 1A Envelope (FD-340) along with the corresponding

. ACKNOWLEDGMENT form. Any other original documentation should be forwarded to
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OPR as an enclosure to the summary EC.

~ The information set forth belbw applies only to OPR cases delegated td
-Division Heads for investigation and adjudication (DIAs):

After the Division Head determines an appropriate penalty, an EC and one copy
is to be submitted to OPR summarizing the results of the investigation. Enclosed with
the EC will be the proposed sanction in the format applicable to the offense level (see
‘Attachments D, E, F or.G). The EC will contain the names of the division’s
investigator and adjudicator as well as all original case file documents and 1A

" exhibits, original SSSs, USSs, and FD-302s with two copies, the disposition of any -
physical evidence acquired during the inquiry, and a copy-of the communication
intended to be used to communicate the discipline to the employee,-including the
memorialization of an oral reprimand. An additional copy of the EC and each - :
disciplinary letter is to be designated for dissemination by OPR to the Security Division,
FBIHQ, where applicable. This hard copy EC with its enclosures should be mailed to -
OPR, Attention Adjudication Unit-1 or Adjudication Unit-2, as applicable.

, A copy of the summary EC should be e-mailed to "OPR Delegation Reports AU- -
1 or AU-2", with the understanding that OPR has seven working days from date of
“receipt of the EC/e-mail to alter the penalty. o i ‘

| OTHER GUIDANCE: _ e

Employee Assistance Program (EAP) - Division management should be
cognizant of the significant stress often placed on‘an employee who becomes the
subject of an OPR inquiry and be sensitive to the mental/emotional state of that _
employee. Upon presentation of the OPR Notification Form, the subject of the inquiry
should be provided with an Employee Assistance Program (EAP) informational brochure
with the name(s) and contact number(s) of their division’s EAP Représentative(s) listed. -
If the facts of a specific case reasonably indicate that such measures are prudent, A
appropriate steps should be taken to afford counseling for the employee under the
provisions of the EAP, or other means, to ensure that the employee’s concerns are

- appropriately. handled. In especially sensitive or obviously stressful situations,
consideration should be given to having an EAP counseler present immediately
following employee notification, interview and/or receipt of disciplinary action.

Fitness For Duty (FFD) Evaluation - A Division Head may request a Fitness For
Duty (FFD) evaluation regarding an employee, subject to Title 5 CFR Part 339.3001.
The criteria which must be met to warrant such an examination are the employee's
* conduct or behavior adversely impacts his/her ability to suitably perform the essential
functions of the job, or his/her trustworthiness is.questioned, and therefore; his/her
security clearance could be withdrawn. “The Division Head should contact the
Administrative Services Division for additional information regarding this matter. -
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Security Division Referrals - Contemporaneous to refemng an employee’s
disciplinary matter.to OPR, a Division Head can refer the same information to the
Security Division for an assessment of the employee’s ability to maintain a security .
clearance. The Security Division’s independent determination of the employee’s ability
to maintain a security clearance may-resuilt in the suspension of the employee’s security
clearance and the employee’s removal from FBI space on pald admmxstrative leave
‘pending resolutlon of the security issue(s). :

Ombudsman Program - The FBI's Ombudsman provides a mechanism by
which employees can obtain answers to questions involving work-related issues. As a
neutral party, the Ombudsman also provides informal and impartial assistance to
- employees and managers while attempting to resolve work—related concerns.

NOTE
OPR is in the process of developlng a Website that-will contain the lnformatlon ‘

. contained in these guidelines, as well as down-loadable forms that are referenced i in
these gundehnes u

ACKNOWLEDGMENT FORM

' ACKNOWLEDGMENT OF EMPLOYEE REOUIRED TO PROVIDE INFORMATION -

This is an official adrmmstratwe inquiry regardmg possible. rmsconduct or the 1mproper performance of
official duties. In accordance with the Privacy Act of 1974, you are advised that the authority to conduct this
interview is contained in Title 28, Code of Federal Regulations, Sectlon 0.85(c).

This inquiry spec1ﬁcally pertains to

+ (State the general nature of the mqmry)

For purposes of this i mquu‘y, you may be interviewed, asked to provide a ‘written statement, or both and the _
information you provide will assist in determining whether administrative action is warranted. You have a duty to
participate in an interview or to provide written statements, and"you can expect to be dismissed from the rolls of the
FBIif you refuse to do so, or if you fail to respond fully and truthfully in any answers or written account you

. provide. L. ) . .
. Neither your statements nor any information or evidence gained by reason of your statements can be used
against you in any criminal proceeding, except that if you knowingly and wilfully provide false statements or
information, you may be subject to criminal prosecution for that action. Pursuant to the Privacy Act, this

-18-
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information is being sought for the purposes of an agency disciplinary proceeding. The information itself and any
information or evidence resulting therefrom may be used i in the course of this proceeding, which could result in
disciplinary action, including dismissal. Information may be disclosed to other federal agencies for a law
.enforcement purpose; to employees of the Department of Justice in the performance of official duties; tc the
Judicial Branch of the Federal Government in response to a specific request or otherwise where disclosure appears
relevant to the authorized function of the recipient judicial office or court system; and to an adjudicative body, such
as the Equal Employment Opportunity Commission and the Merit Systems.Protection Board when the United )
States, the FBI, or its employees, in an official capacity, are parties to or have an interest in the litigation, and such
records are determined by the FBI to be relevant to the litigation. Disclosure may also be rnade in accordance. w1th
all other routine uses of the FBI's Central Records System -

ACKNOWLEDGMENT

I have read and understand my rights and obligations as set forth abqve

Signature of Official Conducting Inquiry ' . Employee's Signature

Witness, . Date

ATTACHMENT A

i
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SIGNED, SWORN STATEMENT (SSS) FORMAT W/ACKNOWLEDGMENT FORM )
Prior to conducting the interview, the employee must-be sworn in by the investigator. The employee will -
raise his/her right hand and the investigator will administer the oath by stating "do your swear or affirm that the
" information you are about to provide is true, accurate, and complete to the best of your knowledge? "
The SSS pages should be numbered as set forth below (SSS should use Times New Roman typeface with 12 point
fond) (This example is in 10 point foni) . .

«  Month, Da.y; Year (such as July 9, 2002)
City, State (DATE AND PLACE WHERE
INTERVIEW WAS CONDUCTED)

1, NAME INTERVTEWETE), haying been duly sworn by Supervisory Special Agent (SSA) NAME,
hereby make the following statement to SSA NAME and SSA NAME, whom I know to be SSAs of the Federal
Bureau of investigation (FBI), assigned to the NAME Division.

dF INTERVIEVT/EE IS AN AGENT WITH PRIOR SERVICE AS A SUPPORT EMPLOYEE, .

‘ ADJUST STATEMENT TO RECORD SUPPORT EOIS AND AGENT EbD) (ADJUST STATEMENT IF ‘
INTERVIEWEEIS A SUPPORT EMPLOYEE) I entered on duty (EOD_) on DATE, as a S;pecial Agen; (8A).
Upon cempletien OT my training at the FBI Aeademy, Quantico, Virginia, I was assigned to'the NAME Division

;from DATE to DATE (MONTH and/or YEA.'R) I was transferred to the NAME D1v151on and served in that g
division unti] transferred to NAME Dwxsmn Iam currently ass1gned to the NAME D1v151on and (superv1se) the
ALFA-NUMBER squad with program responsibilit'y forthe . Programs or work on squad ALFA- .

. NUMBER with program responsibility. My collateral duties are, '

1 1;ncllerstand this is an administfative inquiry regar‘ding an allegation that (NAME OF ‘EMPLOYEE)
COPY ALLEGATION FﬁOM SUBJECT’S“‘OPR NOTIFICATION FORM,” SHOULD BE IDEI\TTICAL

. WITH ACKNOWLEDGMENT FORM ALLEGATION. I have ﬁlrth’er been advised of my rights and
responsibilities m connection with this inquiry as set forth on the form entifled “Acknowledgment of Employee

' Rez-;uired to Provide Information”(Acknowledgment for_m)L which I have read and signed. I understand from my
review of the Acknowledgraent form that should I “refuse to answer or fai} to reply fully and truthfully” during this
inter\./iew which I further understand would place me in violation of the Direc.tor’s “Bright Line” pronouncement, T

can expect to be dlSJILlSSed from the rolls of the FBI.

ATTACHMENT B

(TEXT OF STATEMENT)
i
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I have no other pertinent information rc?garair;g the afore.méntioned.aliegation. 1 have been advised that 1
may and ShO;.lld submit any additional information of which I'may becgmé aware, regarding this iriquiry, to the
FBI’s Office of Professional Responsibility (OPR). '

1 will (will not) take a(voluntary polygraph exzimiqation concerning the tn‘lthﬁllness of the information
contained in this si,gned' sworn st'atement

T have been mstructed not to discuss this matter with anyone other than the person(s) condu.ct.mg this
interview, FBIHQ representatxves from the OPR, the Ombudsman s office, and/or an FBI Employee Asslstance
Program (EAP) Counselor, or my attomey I have been told that should 1 demde to discuss thls matter with anyor;e
:eISe, 1 must first obtain authorization from the interviewer(s), ‘ ’

I have read this statement, consisting of this and NUMBER SPELLED OUT (NUMBER)'(sucix as

FOUR (4)) other pages, and it is true and correct tothe best of my knovvvledge.

(Interviewee NAME)

Sworn to and subscnbed before me on the_ DATE day of MONTH YEAR (such as 11th day of.
- JULY, 2002) in the city of CITY, STATE. (DATE AND PLACE WHEN. EMPLOYEE SIGNS STATEMENT
: NOT NECESSARILY THEINTERVIEW DATE)y -~ .-

(NAME)

Supervisory Special Agent -

(NOT NECESSARILY. THE PERSON WHO
) CONDUCTED THE INTERVIEW) .

. W_itness:

(NAME)
Supervisory Special Agent
.(NOT NECESSARILY THE PERSON WHO CONDUCTED THE IN’I‘ERVIEW)

The signed, sworn stafement (SSS) format is a typed, double spaced document. Prior to the interviewee signing -
the. SSS, the interviewee will be placed under oath (swom-in). After signing the SSS, the interviewee should
initial the beginning and the end of the text of the SSS, on each page. This process will be witnessed by the two
persons present when the 1nterv;ewee swears the oath prior to initialing and signing the statement.

UNSWORN, SIGNED, STATEMENT (SSS) FORMAT W/ACKN OWLEDGMENT FORM
(5SS should usé Times New Roman typeface with 12 point font) (This example is in 10 point  font)

ifi-
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(Month; Day, Year)

L .‘ : hereby make the followmg statement:

1 understand this is an administrative inquiry regardmg the allegatxon that

I have further been advised of my rights and responsibilities in connection with this inquiry as set forth on
. the Acknowledgment of Employee Required to Provide Information, which I'have'read and signed. Iunderstand
from my review of the Acknowledgment that should my followmg statement not be complete and truthful, I can
expect to be dismissed from the rolls of the FBIL

(Statement follows)

"I have no other pertment 1nfonnat1on regardmg the aforementtoned allegatxon(s) I have been advised that
I may and should submit any additional information of which I may become aware, regarding this inquiry, to the
mvestlgator :

1 have been instructed not to discuss this matter with anyone other than the person conducting this
investigation, representatives from the Office of Professional Responsibility (OPR), FBIHQ, FBI Employee
Assistance Program (EAP) Counselors, my attorney (provided I have submitted the appropriate forms), or
representatives of the ‘Ombudsman’ office. I have been told that should I decide-to dlSCUSS this matter with anyone
else I must first obtain authorxzatlon from the investigator.

1 will/will not take a voluntary polygraph examination concemmg the IIuthﬁﬂness of the mfonnatton -,
“provided in.this statement. "

I-have read this statement, cofsisting of this and X other pageé, and it is true, complete, and correct.

Employee's Signature/Date -

Typed or Printed Name of Witness

Signature of Witness to Employee's Signature/Date

ATTACHMENT C

NO ACTION LETTER

-1v-
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~ Date-.

v PERSONAL '
M xxxxxx: L
Federal Bureau of Invest1gatlon
XXXXXXXX

Dear Mr. xxxxx

*¥* (see below for variation to-second paragraph) . :
1 have reviewed the results of that inquiry and determined that it developed no facts warrantmg
any administrative actlon pertammg to you. Accordmgly, this inquiry is con31dered closed

As you are aware, administrative inquiries are conducted to determme whether the actions of FBI
personnel were proper and in accordance with the duties and responsibilities applicable to all FBI employees. In
that respect, an objective and equitable admmlstratlve 1nqu1ry process beneﬁts all FBI employees by safeguarding
‘the Bureau’s integrity and hlgh standards.

-, 1appreciate your patlenc_:e,anc_Lcoopération i this matter.
Sincerely yours,
SAC N ame

Specxal Agent.In Charge T . -~
Division " . :

,263—ﬁlenumbar E . - oo

-1« OPR/MIU-I or II [whichever applies] .
1 - OPR/AU-I or Il [whichever applies]
1 - OPR-Administrative Unit ’

*#*] have reviewed the results of tl'lat inquiril and determined that the preponderance of the evidence does
not establish that you committed the alleged misconduct. Accordingly, this inquiry is congidered closed.

»

ATTACHMENT D
ORAL REPRIMAND EC

* Precedence: ROUTINE , " . Date: 10/26/2001

-v- .
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( ’ ALL INFORMATION CONTAIMNED
HEEEIN I35 THCLAZ3IFIED

DATE 12-0%9-200% BY 65179 DME/mis

OFFICE of INSPECTOR GENERAL’S
REVIEW of
DETAINEE ISSUES

FBI RESPONSE MATERIAL
DOJ’S OIG REQUEST of FEBRUARY 18, 2005

ALL DOCUMENTS RELATED TO ANY COMMUNICATION BETWEEN ANY FBI
EMPLOYEE AND THE DEPARTMENT OF JUSTICE, THE DEPARTMENT OF
DEFENSE, OR ANY OTHER U. S. GOVERNMENT ENTITY REGARDING CONCERNS
BY EMPLOYEES ABOUT THE TREATMENT OF DETAINEES, OR THE
INTERROGATION METHODS BEING USED, AT ANY OVERSEAS VENUE
CONTROLLED BY THE U. S. MILITARY SINCE SEPTEMBER 12, 2001, INCLUDING
ISSUES RELATED TO THE EFFICACY OR LEGALITY OF SUCH METHODS,
PROBLEMS PURSUING CASES USING INFORMATION OBTAINED BY SUCH
METHODS, OBSERVATIONS BY FBI EMPLOYEES OF POSSIBLE DETAINEE
MISTREATMENT, OR OTHER CONCERNS, INCLUDING COMMUNICATIONS
INVOLVING OGC, CTD OR THE OFFICE OF THE DIRECTOR.

FBI TRACKING # OIG-REQ 02-18-05 -PART 13

[PACKET #3- FBI BATE STAMP 0000094-0000212]
: {MATERIAL from GC V. CAPRONT} ’

"DESIGNATED SENSITIVE MATERIAL"

DOJ ’S OFFICE OF INSPECTOR GENERAL’S

! | COPY




ELLY THFCRAETION CONTAINED
HEREIN I THCLASSIFIED
DATE L2-08-200% BY 85179 It/ ujs

OIG’S REVIEW of FBI DETAINEE ISSUES PROJECT

~ DOJ’S 0IG REQUEST of FEBRUARY 18, 2005

SUBJECT: ALL DOCUMENTS RELATED-TO ANY COMMUNICATION BETWEEN ANY FBI EMPLOYEE AND THE DEPARTMENT
OF JUSTICE, THE DEPARTMENT OF DEFENSE, OR ANY OTHER U. §. GOVERNMENT ENTITY REGARDING CONCERNS BY
EMPLOYEES ABOUT THE TREATMENT OF DETAINEES, OR THE INTERROGATION METHODS BEING USED, AT ANY OVERSEAS
VENUE CONTROLLED BY THE U. §. MILITARY SINCE SEPTEMBER 12, 2001, INCLUDING ISSUES RELATED TO THE EFFICACY
OR LEGALITY OF SUCH METHODS, PROBLEMS PURSUING CASES USING INFORMATION OBTAINED BY SUCH METHODS,
L OBSERVATIONS BY FBI EMPLOYERS OF POSSIBLE DETAINEE MISTREATMENT, OR OTHER CONCERNS, INCLUDING
" COMMUNICATIONS INVOLVING OGC. CTD OR THE OFFICE OF THE DIRECTOR.

- FBI TRACKING #: 0IG -REQ 02/18/05 -PART 13

o PACKET: #3 . '
* {MATERIAL from GC V. CAPRONI} -
~ {JUNE 6, 2005} i
DATE TYPE - SUBJECT - TOTAL | BATE
of PAGES | STAMP#s
- DOCUMENT = L '
NODATE DOA MEMO " | POSITIVE BEHAVIOR REWARD PROGRAM AND DETAINEE 5 094-096
| | CLASSIFICATION STANDARD OPERATING PROCEDURE .
* NODATE RESPONSES RESPONSE to A THROUGH G |3 155:101
11602 | MBOWMANS MAL - RE GITMO ' S RV
11/19/02 o FMAL " GTMOINTERVIEWS ,, 1 103
017104 REPORT 2 104-105
FW; URGENT RERORT ON GITMO .
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DATE TYPE . SUBJECT TOTAL | BATE
of . PAGES | STAMP#s
~ DOCUMENT . |
09104 PXELLEY oV, CPRONIEMALL | TRIMIDOCUMENTS: DOVEXECSECIO4DOSTST: RECD FROM 2 106-107
oDAQ_______ |WITH ASSIGNMENT INSTRUCTIONS) MEMO
REGARDING THE TRANSFER OF GUANTANAMO DETAINEES WITH
HABEAS CORPUS EROCEEDINGS PENDING, (BW)
0810204 P.KELLEY t EMAL TRIM DOCUMENTS: DOJEKECSEC/I4/DO/T3T: (RECD FROM 2 10109
. oDAQ______ |WITH ASSIGNMENT INSTRUCTIONS) MEMO
s REGARDING THE TRANSEER OF GUANTANAMO DETAINEES WITH
| HABEAS CORPUS PROCEEDINGS PENDING. (BW)
owi70s | V.CAPRONI[_____ FMAL RE;FY1 GTMO 12 | o
01704 | V.CAPRONIW[____ JBMMALL RE: FYIGTMO 1 112
O8/17/04 V.CAPRONI__ JBMAL RE: COMBATANT STATUS REVIEW TRIBUNAL 2| B
0811704 V. CAPRONI E-MAL RE: FYI GTMO 1 18
O8/17/04 Tl VAL FW: COMBATANT STATUS REVIEW TRIBUNAL ) 116117
WS04 | V.CAPRONIn|___BMALL * RE; COMBATANT STATUS REVIEW TRIBUNAL S 118122
O8/18104 fo V. CAPRONIEFMALL RE; COMBATANT STATUS REVEEWTRBUNAL - 5 (3127
0318 J_pan RE; COMBATANT STATUS REVIEW TRIBUNAL 4 18131
£
—oanens | [ JoV.CAPRONIEMAL NCISINVESTIGATION . 1 13
033104 | V.CAPRONItoT. HARRINGTON E-MALL DETAINEES S 133
09004 | V.CAPRONItoT. BARRINGTON BMAL RE: DETAINEES . 2 134135
090104 | V.CAPRONIY EMAL RE: DETAINEES - 2 136137
090104 | T.HARRINGTONtoV, CAPRONI E-MAL RE: DETAINEES T
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© DATE " TYRE SUBJECT T rome [ mam
, o PAGES | STAMP#s
DOCOMENT _ _
W04 | T.HARRINGTONto V, CAPRON E-MAIL RE: DETAINEES 1 139
90U || oV.CAPRONIBAAL FW: DETAINEES 7 | e
0910214 oV, CAPRONIEMAL GITMO - 1 1)
g | [ JoV.CAPRONIBMAL RE:NCIS 1 143
om0 | [ V. CAPRONIBMAL FW: PRISONER ABUSE ¢
L0404 V. CAPRONI 4 EMAL | RE:REVIEWOF QFRRESIONSEr: TREATVENTOFDETANEES | 2 | 14169
101064 V.OARONI{  BMAL | REREVEWOFQIRRERONETREATVENTORDETANEES | 3 | 1SM%
10/0814 V.CAPRONIC___BMAL | REREVIEWOFQIRRESPONSEr: TREATVENTOFDETANEES | 6 | 153158
06 | V.CARONW[  BMAL | REREVEWOFQRIGRONEw REATENTOFDEIANES | 5 | 1516
10/06/04 V.CAPRONIt]___JEMAL RE REPATRIATION ISSUES 2| 1666
100604 V.CAPRONIt]____|BMAL RE: REPATRIATION ISSUES §o| 166169
00604 | [__JoV.CAPRONIEMAL RE: REPATRIATION ISSUES ¢ man
1007104 V.CAPROMI__ BMAL | RE:REVEEWOF QFRRESPONSEr:TREATMENTOFDETAINEES | & | 17édsl
; '10/18/04 V. CAPRONI {d E-MAILL RE: REVIEW OF QFR RESPONSE re: TREATMENT OF DETAINEES 13 182-194
" o V. CAPRONIt MAL RE: REPORT re: TREATMENT OF GTMO DETAINEES 2| 1959
s | oV, CAPRONIBMAL RE:HARRINGTONLETTER - * 2| giss
122004 LHM ' DISSEMINATION TO CITERFA295-M ! 199
| |isN__G-00006610p '
OU0G05 | V.CAPRONI MAL RE: DOD GTMO INVESTIGATION V)
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VAN

TYPE
of
DOCUMENT

SUBJECT

TOTAL | - BATE
PAGES | STAMPs

010605 |

veamonid JBMAL

RE: DOD GTMO INVESTIGATION

] 203

010605

I —

V. CAPRONI to| E-MALL

RE: DOD GTMO INVESTIGATION

2 204-205

01106105 -

fo V. CAPRONI E-MAIL

RE: DOD GTMO INVESTIGATION

3 206-208

. 01/06/05

fo V. CAPRONI EMALL

RE: DOD GTMO INVESTIGATION

3 209-211

N 0gls

. DOD GTMO INVESTIGATION

I 202

_M|10| |E-MAIL

. W, e 0y o
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ALL INFORMATION CONTATHED biC
t . . HEREIN I8 UNCLASSIFIED
From: ~ _MARION Bowman o DATE 12-10-200%3 BY 65179 [MH/mis
To: ) ' I - '
Date: .. Sat, Nov. 16, 2002 1. 15 PM
Subject:  Re:GITMO -~

E-mail went down before ] could reply My best guess is that we'd like to have a professronal assessment
prepared. | don t think that would be a waste of your time.

' Il be back in touch Monday, ! hope:

Spike Bovyman~

>>) |11/15/02 04:08PM >>> R : " - e

Spike, ’ ' ' . .

" Thanks for movmg ahead on this. It's my understandmg that the Judge Advacate assrgned to the CITF
‘has already documented and forwarded these’issues. up his DOD chain.l have not seen the documents,
but our people on the ground say that he hasn't received any written respanse to his.concerns,

You're right that from a behavioral perspectlve it is our professional opinion that the DHS interrogtion
tactics we discussed have been, and will likely continue to be, counterproductive. We have nat at our
level documented this to DOD; but have raised these issues with GTMO management. We could include
our opinion in an FBIHQ document to DOD if that is how this will be addressed. | fully agree that this issue
raises larger palicy issues that go beyond the behavroral assessment support function that our SSA‘s here
-provide at GTMO o v . . s
: ' - e e : PN
>>> MARION Bowman 11/15 3:02 PM->>> : :
‘I've talked wtih Ken Wainstein about the issue you pose. | thlnk we need to rarse thrs up a. brt as there
are significant polrcy concerns here, including the ability to obain information.” It'sFriday.afternoon and
everyone is getting the end- of-the-week stuff dumped on them sg | prabably won't be able to getto
Mefford until late and proably not DAmuro at all today but will as soon as possrble - l'kely Monday

Meanwhrle Iet me posera questlon to you. You guys are invited to be there for a purpose ; and the purpose
is to help determine how best to get information from the individual detainee. You're telling me, and |
agree, that the tactics being employed by DHS (is is only DHS or other military as well?) are dysfunctronal .

. Might it be useful if yéu were to pen a. professional opinion'to that effect and provide it to-an appropriate
military manager? ‘It could be ta a.GITMO manager or-at any level up the'food chain (I have ots of mrlrtary _
contacts including- |nto JCS) depending on what our guys thrnk is most useful

Time-wise, I'm ooncerned because | know there are Jots of vrsrtors to the site, including media, And if
memory serves, Red Cross has a permanent apartment there. All it would take would be a short press
article about the jack-booted intérragators — of which FBI is a part - to irritate our European partners and -
launch Congressional hearings. My concern is not.for individual actions, at least as you 've described

. them to me, but for cumulatjve ones that demonstrate systemic behavior.

- I'd be interested in learning, if anyone hears, of the judge  advdcate's success ar lack theraf in, his attempts *.
to dissuade this behavior. ’

Spike Bowman

ccer - | BATTLE, FRANK: [ o prc
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. Date: Tue, Nov 19, 2002 1:05 PM

P ¥ . ‘-

-GTMOI:;*"' Cos . {
M . DATE: 0Ll-12-2010 ) 'E}:;Ct;
) T CLASSIFIED BY 65179 DMH/mis
From: . , FEAZON: 1.4 (c) '

rom: ST DECLASSIFY ON: 01-12-2035

‘To:

© ALL INFORMATION EUI*IT&II'EDI
HEREIN I3 UNCLASSIFIEL EXCEPT

;SUbJ' ect: . GTMO Interviews

bl WHEFE SHOWH OTIERVIIE

| spake with| knis morning and they advised that the. interview strategy of #63 schédulecf :

to-begin late last week was p he concerns raised by the JAG officer

and NCIS psychologis

- - -0f DHS advised the SAC CITF and the FBI SSA that # 63 was being returned to law enforcement. As g

. Tesult, the SAC CITF and the FBI SSA directed]

Ito develop interview stratégies for use
against #63. They are formulating these strategies with input from investigators who have interviey

-#63, intelligenceé information, and the military psychologists working with the DHS, who are part of
group. |will send their recommendations to us for review and approval before they are

have prevailed. Apparently as off 6:00am this morning| |

_ submitted officially. ‘We are having a conference call at 4:00PM today to further explore the development -
of the interview plan. ' - ' - - ' L

“On a couple of other matters: A ‘ : B

After,checkiﬁg out the bonafides of vho fiad contacted ?BIHQ. with an offer.to help us in -
GTMO with.interviews, he does not come recommended through a variety of sources. | can go into details

- ifyou. desire.

At your request, | contacte&:[Nho advised that Senate Staffer| |who -

- - Works for Sen. Gregg is interested in gaining background infa in preparation for a briefing fromus. He

OIG-REQ 02/18/05-PART 13

is inferested i a summary paper detailing the scope cfwhat we doand the cagabilities of our ;.

_staff] askeq.that I email or fax her the summary in a couple of weeks, .
. . . bc -
GG - FRANKBATTLE| |
, FBI024408CBT
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( ‘ s ' (.EALL INFORMATION CONTATNED
o : HEREIN I3 UHCLASSIFIED .
. DATE 12-10-2009 BY 65179 DMH/mjs

" URGENT REPORT
‘Date:  02/17/2004
TO: . AD,Chris Swecker -
CC: g DADJ'arnesH..Burrus,Jr.' - : g S
: - SC WK Williams e b6
As( | - _ : . bc
General Counsel Valerie Caproni EE S
FROM: -Indian Country/Spec1aI Jurisdiction Unit - (ICSIU)
Umt Chlef|
PREPARER OF URGENT REPORT:
: - 884

SUBJECT:  SPECIAL JURISDICTION MATTERS;
"+ GUANTANAMO BAY, CUBA

: (’)ESCRIPTION F MATTER: -

- On Febritary 2 2005, the Criminal Investlganve Dmswn (CID) recewed from the -
Washmwton Field Office (WFO);, via'secure fax, a letter dated July 14, 2004, from Deputy
. Assistant Director (DAD) T.1. Harnngton of the Counterterrorism Division (CTD) to Major .
* General Donald J Ryder, Department of the Army, Cnmmal Invest1gat1ve Command.

" The letter adv1sed of three s1tuat10ns in whlch Federal Bureau of Investlga’aon

(FBI) Special Agents had observed highly aggressive interrogation techniques being used against:
detainees in Guantanamo (GITMO). One of the situations involved only U.S. military personriel
in the treatment of a detainee. Another situation involved a canine being used in an aggressive
manner to mtumdate a detainee and that same detainee being subjected to isolation for over three
months. A third situation involved a civilian contractor. This civilian contractor showed an FBI
agent a detainee who had been gagged with duct tape that covered much of his head. The

_ contractor indicated to the agent that the detainee had been chanting the Koran and would not
stop. When the agent asked the civilian contractor how the duct tape would.be removed the
contractor did not answer.

CID has reviewed the letter and is directing WFO to open an 1nvest1gat16n into the - -
-+ -actions of the civilian contractor. WFO will investigate the matter and present the facts gathered
to the United States Attorney's Office, Eastern District of Virginia. .

CID will cdordinate with WFO to notify the Department of Defense .(DOD} of the o

FBI024409CBT
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FBI's investigation in accordance with the, "Memorandum of Understanding between the
. Department of Justice and DOD Relating to the Investigation and Prosecution of Certain
Crimes," as found in the Manual of Investigative Operations and Guidelines, Part 2, 18-2.

FBI024410CBT
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% DATE: 0L-12-2010

- CLASSIFIED BY 65179 DMH/mis ' .

Message : ) . REASON: 1.4 (c) Page 1 of 2
= ‘ DECLASSIFY ON: 01-12-203%

ALL INFORMATICH . CONTAINED

T . ' . , HEREIN I8 UNCLASSIFIED EXCEPRT
Caproni, Valerie E. (OGC) (FBI) - . IEERE SHOUN OTEERMISE :

From: Caproni, Vaieri.e E. (OGC) (FlBI)
Sent: - Tuesday, August 17, 2004 5:12 PM

_ Tor | (0GC) (Fai] koce) (B ‘ bl
i . . . . } -
5o L | - -
: Subject: RE: Combatant Status Review Tribunal
l am not sure what they are asking for. | don't know that it reqmres a "hlgh fevel" person ta work through .
logistics W|th them. What kind of issues does the admiral expect will need "high level” resolution. ‘
(nthe mean time |:| keep up the good workl
----- QOriginal Message——-—— S -
. From|] [OGC) (FBI) be -
Sent: Tuesday, August 17, 2004 4:20 PM p7C
' ) To | (OGC) (FBI)
(8] e G Faproni, Valerie E. (OGC) (F8I)
: Subject FW Combatant Status Review Trlbunal
- Suggestions? - . ‘,w_
Assistant General Counsel e
 Conterterrorism Law Unit 1 - o ‘b7cC
FBI-GTMO . o '
*_Guantanamo Bay, Cuba .
~---Orjginal Message----- : ’
_From [(cTD) (FBI)
Sent: Tuesday, August 17, 2004 10:46 AM ) . be
To YaGC) (FRI)] J(CTD) (FBI) . pac
Cc; |(cTD) (FBI);] |(CTD) (FBI) e

Subject: Combatant Status Review Tribunal

M
NON E OR

[ ljust called with a request-from RADM James McGarrah The

Admiral wanted to know the personnel structure the FBI had in place handling the

CSRT procedures-and who would be the logical person to represent FBl's
interests during meetmgs between the Secretary of the Navy and the Sohcttor
General's office. -

| confirmed his understanding that:

SEERET - ' ‘ ’ FBI024418CBT
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Message . 4 Page20f2 7

1)|:|was our Legal representative at GTMO regardlng this and many other
issues, bc
2) | was handling all repatriation matters and the CSRT / ARB matters, and -
3]:|Nas still handling CITF and the OMC Tribunals.

CAsto the Admiral wanting to know who would be in a posrtron to know. our
* established procedures regarding the CSRT / ARB and also at a high.enough
level to make decisions while representing the FBI during meetings between the
SecNav and the Solicitor General's office, | told him | would check wrth:bnd
or suggestions. |.do not think there is going to be a regularly scheduled

meeting, however they do anticipate meetings to dlscuss issues as they arise.
Althougl:lstated the FBI's response was tremendous, | got the impression
that one would be soon to discuss how the CSRT process can be sped up.
.added that there has been a total of 73 Unclass Summaries completed, of which
48 have contained FBI information and were provided tf ___ [for review. Per’

out of the 48, 40 have been completed (forwhat it's worth....Great Job

|and |l eam" i)

C_Jwas going to forward an email from the Admiral regarding this issue. |
believe he was going to send it to our Unclass email. | will not.be able to get mine.

untll | get home tonight. -

Any sugges’uons on who would best represent our lnterests at the meetrngs (that
is if anyone goes at all)?

v —

: seAI |

Counterterrorism Division . ‘ : .
Military Liaison and Detainee Unit - . b6
1X-1 Ranm 33908 S - S T pae

SEEREL
FBI024419CBT
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SEERE] DATE: 01-12-2010
Message : : L-la-anld

. 0L

o 2
) ) CLASBIFIED BY 65179 DMH/uwi= Pab? L of2
) © REAZON: 1.4 {c)
CECLABETFY ON: 01-12-2035
. Caproni, Valerie E. (OGC) (FBI) i EE ) ALL INFORMALTION CONTAINED

HEREIH I3 UNCLASZTFIEDL ERCEPT

‘ - WHERE SHOWH OTHERWIS
From: | 10GC) (F8l) ; SHOWH OTHERWISE
Sent:  Tuesday, August 17, 2004 4:20 PM . b1
To: | koccy(FBly - - S L b6

. : . b7C
cee | oo | caproni, Valerie E. (OGC) (FB) ‘
Subje'ct:'FW: Combatant Status Review Tribunal B '

- Suggestions?

Assistant General Counsel . , b2

ConterterrorismLaw Unit 1 , \ o be

FBL.GTMO o - o

Guantanamo Bay, Cuba s : ' '

:~---Original Message----- '

From; [CTD) (FBI)

Sent: Tuesday, August 17, 2004 10:46 AM - "~ - . be .

To (OGC) (FBI);] \CTD) (FBI) . Lbic

Ce: |(CTD) (FBI)]] |(CTD).(FBI) -

] quject: Combatant Status Review Tyibunal ]

NON-RECORD _

iust called with a request from RADM James McGarrah. The Admiral
wanted to know the personnel structure the FBI had in place handling the CSRT
procedures and who would be the logical person to represent FBI's interests during
** meetings between the Secretary of the Navy'and the Solicitor General's office.

-1 confirmed his understanding that: -

1 was our Legal representative at GTMO regarding this and many other issues,
~ 2YTwas handling all repatriation matters and the CSRT / ARB matters, and -
3 as still handling CITF and the OMC Tribunals. ‘

- As to the Admiral wantiné to know who would be in a position to know our established
procedures regarding the CSRT/ ARB and also at a high enough level to make
decisions.while representing the FBIduring meetings between the SecNav and the

~ Bolicitor General's office, | tald him | would check with [for suggestions. |

do not think there is going to be a regularly scheduled meeting, however they do
anticipate meetings to discuss issues as they arise. Although| ktated the FBI's:
response was tremendous, | got the ':miression that one would be soon to discuss how

the CSRT process can be sped up. added that there has been a total of 73
Unclass Summaries completed, of which 48 have contained FBI'information and were
" provided t or review. Pe lout of the 48, 40 have been completed. (for

what it's worth. .. reatJob| and| |Team" 1))

o - — : ‘ L FBI024421CBT
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SESRET

-Messa‘ge \ : } DU : ) . Page2of2
—_ ‘ ' )
'Fwas going to forward an email from the Admiral regarding this issue. | fgﬁ
Jelieve he was going to send it to our Unclass email. | will not be able to get mine.until =~ -
| get home tonight. : .

Any suggestlons on wha would best represent our mterests at the meetings (‘chat is if
' anyone goes at all)?

584 | e * ~

- Counterterrorism Division b2
. Military Liaison and Detainee Unit ©be
- LX-1 Room 38208 . o . . bic .

FBI024422CBT
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i ~ CLASSIFIED EBY &5l70 DHH/mis
FEAZON: 1.4 (o)
"‘&”)' DECLAZSIFY ON: 0l-12-2035

— o
e M DATE: 0l-lz2-2010 e 1 oL )

Caproni, Valerie E(OGC) (FBY) ' ALL INFORMATION CONTAINED

———— .

From:. éaprgni,‘VaIerie E. (OGC) (FBI) ¢ WHERE SHOWN OTHERWISE
Sent:  Wednesday, August 18, 2004 10:19 AM .

To [cTD) (Fé) A S . e
Subject: RE: Combatant Status Review Tribunal ‘

Is Tom Harrington SES?

----- Orjgi moeen . .
From kCTD) (FBI) ) T . ‘
‘Sent: Wednesday, August 18, 2004 10:08 AM : - bl

ToI OGC) (FBI); Caproni, Valerie E. (OGC) (FBI)-j kCTD) i; -
* (FBI . » o ’
e — ,(cq,,) foGe) (FBD)] ’ | |

‘ (CTD) (FBI); BATTLE, FRANKIE (CTD) (FBT) . B ' ,
‘Subject: RE: Combatant Status Review Tribunal ’ ’

NON-RECORD

- FBl needs to have a SES representative for this.

| am open for sugg,estions'..."

From| foce) (FaI) _ C : I

Sent: Wednesday, August 18, 2004°10:02 AM . . bl
Valeri lccroy (B RN

e S I I - RIC

(CTD) (FBI) (CTD) (FBI); BATTLE, FRANKIE (CTD) (FBI)

Subject: FW: Combatant Status Review Tribunal - . . : . :

| spoke to the Admiral's assistant and he is in the process of clarifying the request. He did
indicate that the high level person would be-an operational person. | expect MLDU. will pass -
this up their chain for the most appropriate person. | will be happy to brief whomever on
what information | have on the pertinent issues. - Admiral McGarrah and the Solicitor
General will be here tomorrow. »

" Thanks

SESRET . __— __ FBI024423CBT
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Maessage - - - BEBRET

3 N

B s e

Assistant General Counsel
Contertérrorism Law Unit 1
Office of General Counsel

. PBI—G;fMO

Guantar}amb Bay, Cuba

----- Original Message-----
From: Caproni, Valerie E. (OGC) (FBI)

S Sent: Tuesday, August 17, 2004 3:12 PM . I
g T (0GC) (FaI);| koGC) (FBI) o bl
: e | - : o

' Subject RE: Combatant Status Review Trlbunal : ’ ke

“NCEASSIEED
NON-RECORD

l am not sure what they are asklng for. 1 don't know that it requnres a “hlgh level" person to
wark through logistics with them. What: kind of issues does the admiral expect will need
"high level" resolution. .

In the mean time,|:| keep up the good wark! -

§ - Original Message----

Fromi [(OGC) (FBI) \ b1
Sent: Tuesday, August 17, 2004 4:20 PM . S
) : To I(OGC) (FBI) - bre
(81 . Cc Caproni, Valerie E. (0GC) (FBI) -

. Subject: FW: Combatant Status Review Tribunal

Suggestions?

[
-1 3

FBI024424CBT
- ®RT0000113
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. ) ‘ v

Assistant Géneral Counsel
Conterterrorism Law Unit 1
FBI-GTMO.

vGuantan'amo Bay, Cuba

b2

----- Original Message----—- :
From] [CTD) (FBI) L
Sent: Tuesday, August 17, 2004 10:46 AM R be
To| koae) (F1)] tcro) (FBD) . . bC
cail | (CTD) (FBI)] [CTD) (FBI)
Subject: Combatant Status Review Tribunal ) - .
NON-RECORD. _

. ’ : ) ; . bé

| liust called with a request from RADM James ~ . p7c

McGarrah. The Admiral wanted to know the personnel structure the
FBI had in place handling the CSRT procedures and who would be the
logical person to represent FBI's interests during meetings between

- the Secretary of the Navy and the Solicitor General's office. -

I confirmed his understanding that:

1| lwas our Legal- representatlve at GTMO regardmg this and
many other 1ssues

2) | was handling all repatriation matters and the CSRT / ARB matters, "°_

and

3] |was still handling CITF and the OMC Tribunals.

. As to the Admiral wanting to know who would be in a position to know
our established procedures regarding the CSRT / ARB and also at a
high enough level to make decisions while representing the FBI during
meetings between the SecNav and the Solicitor General's office, | told

s ~ . FBI024425CBT
016 24HP%2/18/05-paRT 13 SOREL , . .- FBI0000120




) , ) s
him | would check with| for suggestions. | do not think
there is going to be a regularly scheduled meeting, however {
anticipate meetings to discuss issues as they arise. Although i
stated the FBI's response was tremendous, | got the impression that .
one.would be soon to discuss how the CSRT process can be sped up.
added that there has been a total of 73 Unclass Summaries
completed, of which 48 have confained FBI information and were
- provided thor review. Pe out of the 48, 40 have héen
completed. (for what it's worth Great Job| and
. Team" i) . .

&
<
-

/

C

|:|;Na‘s going to farward an email from the Admiral regerdlng b6
this issue.. | believe he was going to send it to our Unclass emall fwill P7¢
not be able to get mine until |. get home tonight.

Any suggestlons on who would best represent our. interests at the
meetings (that is if anyone goesat all)?

" . "SSAI.

Counterterrorism Division

bz
" be
bic

- Military Liaison and Detainee Unit

LX-1; Room 35208

FBI024426CBT
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Message : : _ DATE: Ol-12-2010 Page | of 5
~ : CLASSIFIED BY 65178 DMH/mis  ©

l ’.\,,,,,) W ﬁﬂéﬁﬂﬂ L4 (o)

DECLASSIFY OM: 0l-1z2-2035

Caproni, Valeri¢ E. (OGC) (FBI) _ | AL LNURINTION CONTALWED
; o N A A '
WHEFE ZHOWH OTHERWISE

From: | [CTD) (FBI)

Sent:  Wednesday, August 18,2004 10:25 AM
To: Caproni, Valene E. (OGC) (F8I)
.Subject RE: CombatantStatus Review Tribunal

=3

oo

~--Original-Message-----

From: Caproni, Valerie E. (OGC) (FBI) Co : -

Sent: Wednesday, August 18, 2004 10:19 AM R he
To [cTD) (FBI) ’ . : L7C
-Subject: RE: Combatant Status Review Tribunal ' A -

Is Tom Harrington.SES‘?

---=-0r] inal Message®---- o
.Fromj (CTD) (FBI) .
Sent: Wednesday, August 18, 2004 10: 08 AM - T T
.To{ [0GE) (FBI), Capronl, Valerie E. (OGC) (FBI)]

; BATTLE, FRANKIE (CTO) (FBIT : . pe
Subject: RE: Combatant Status Rewew Tribunal S ‘

. FBI needs to have a SES representaﬁve for this.
[ am open for suggestions...

----- Ongmal Message—--—-
From| j(oGC) (FBI) c o
Sent: Wednesday, August 18, 2004 10:02 AM ‘ ) b1

, :  To: Caproni, Valefie E. (QGC) (FBI)] [CTD) (FBI) b6

i . Cci lkocey FED | b7e
| [(cTo) (FBI)| [CTD) (FB1); BATTLE, FRANKIE

(CTD) (FBI) .
SubJect FW: Combatant Status Review Trlbunal

| spoke to the Admiral's assistant and he is in the process of clarifying the request.

" He did indicate that the high level person would be an operational person. | expect
MLDU will pass this up their chain for the most appropriate person. | will be happy to
brief whomever on what information | have on the pertinent issues. Admiral
McGarrah and the Solicitor General will be here fomorrow

)

N o : S - FBl024428CBT
Z:I].A!?_OO.S-- I—'-\ A~ n-'nm 19 M ' . FBIOOOOlzs




Message oo - Lage 4 us o

\
S
.

Thanks

" b7C

~Assistant General Counsel
Contertérrorism Law Unitll
Office of Genefal Cou.nsel o
. L - FBI-GTMO.

Guantanamo Bay, Cuba

- -=---Qriginal Message----- .
From: Caproni, Valerie E. (OGC) (FBI)

N o Sent: Tuesday, August 17, 2004 3i12 PM .. . o ‘ ‘bli.
(2 _ To: koco) (FeD)L_ JOGC) (FBI) LE

Cc; ,
Subject: RE: Combatant Status Review Tribunal

I

| am not sure what they are asking for. 1don't know that it requiresa “high level!
person to wark through logistics with them. What kind of issues does the admiral
expect will need "high level" resolution. - :

in the mean time:l keep up the goad work!
----- O.\mnaLMﬁsaQ.e_l ‘ ,
_From (OGC) (FBI)

" OIG-REQ. 02/18/05-PART 13 SPRERET
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tracouteg \ ‘ , rage o o1 o

Sent: Tuesday, August 17, 2004 4:20 PM

To |(oGo) (FBT) . bl
T Cef | Caproni, Valerie E. (OGC) (FBI) E?c ,
(3 - ’ : Sub]ect FW Combatant Status Review Tnbunal
Suggestions?

Assistant General Counsel.

Contérterrorism Law Unit 1 ‘ - . o
FBI-GTMO . . : p7e

"Guantanamo Bay, Cuba

.

“From{_ (CiD) (F8I) ] _' " b6

e Sent: Tuesday, August 17, 2004 10:46 AM : ) S opic
) . To3 (OGC) (FBI); 1(CTD) (FBIY C
S ' Cc I(CTD) (FBI)I kcTD)
‘ (FBI) . ' :

,SubJect Combatant Status Review 'l'rlbunal

“NON-RECORD -

| liust called with a tequest from RADM James O
McGarrah. The Admiral wanted to know the personnel structure ™~
the FBI had in place handling the CSRT procedures and who
would be the logical person to represent FBI's interests during
meetings between the Seoretary of the Navy and the Sohcntor
General's offce )

- | confirmed his understanding /t_hat:_

1:|was our Legal representatlve at GTMO regardmg this 3§
and-many other issues, . -

» ‘ . ‘ : o FBI024430CBT
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LyiCadagw- . Lage TuL v

- SESRET . | —
2) | was handling all repatrratron matters and the CSRT/ARB
matters, and - .
‘ b6
3 vas still handling CITF arid the OMC Tribunals. 17

As to the Admiral wanting to Know who would be in a posrtlon to
know our established procedures regarding the CSRT / ARB and
also at a-high enough level to make decisions while representing
the FBI during meetings between the SecNav and the Solicitor

General's office, | told him | would check with or -
suggestions. | do not think there is going to be aregularly - pe™
scheduled meeting, however they do anticipate meetings to, b7C
discuss issues as they arise. Although stated the FBl's

response was tremendous, | got the impression that one would
. be soon to discuss how the CSRT process can be sped up.
added that there has been a total of 73 Unclass Summaries
completed, of which 48 have contained FBl'information and were
provided tmor review. Pe |out of the 48, 40 have
been completed. (for what it's worth....Great Joh and
Team" Il ’ ‘

'|:|was going to fo varu an email from the Admiral 1:6
“regarding this issue. Ibelieve he was going to send ittoour 7
Unclass email. | will not be able to get mine until | gethome

tonight.

\

- Any suggestions on who would best represent our rnterests at
the meetlngs (that is if anyone goes at all)?

SSA

Counterterrorism Division

Military Liaison and Detainee Unit };2
’ b7cC

LX-1, Room 35208

\ : : FBI024431CBT
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I\/[essage . ) i . DATE: 0Ol-12-2010 Pace 1 of 4

. CLASSIFIED BY 65179 DMH/mijs - © —
) SEERET REAZON: 1.4 (c)
T . DECLASSTFY ON: 0l-12-2035
“Caproni, Valerie E. (OGC) (FBI), : . ALL Im;nmm'rmm CONTAINED
— . HEFEIN I3 UNCLASSIFIED EXCEPT
From: (CTD) (FBI) - WHERE 3HOUN OTHERWISE .
' bl
Sent:  Wednesday, August 18, 2004 10:08 AM i . . beé
To: | |(OGC) (FBI); Caproni, Valerie E. (OGC) (FBI);l kCTD) ~bIC
(FBI) . : -
. Cec- | lLiacey.eand I |
I: S:I hadd \U\JU} \I—Ul}l

D) (FBI); BATILE, FRANKIE (CTD) (FBI)
Subject: RE: Combatant Status Review Tribunal |

. FBI needs to have a SES representative for this.
 am open for suggestions...

____:_O,‘ ] Macenman .. . . . R . - .
From I(OGC) (FBI) . ’ _ . ) ' "l

Sent: Wednesday, August 18, 2004 10:02 AM

© | To: Caprom Valerle E (OGC) (FBIL)| [CTD) (FBI) : ' ifc
E Ay cro)
' (FBI); ) (FBD) :

Subject: FW; Combatant Status Review Trlbunal

1 spoke to the Admiral’s assnstant and he is in the process of clarlﬁ/lng the request. He did lndlcate
that the high level person would be an operatianal person. I 'expect MLDU will pass this up their
chain for thé most appropriate person. | will be happy to brief whomever on what information |
have on the pertinent issues. Admiral McGarrah and the Solicitor General will be here tomorrow.

Thanks .

bé
. Cb7C
Assistant General Counsel
Conterterrorism Law Unit 1
Office of General Counsel
FBI024433CBT

SESRET .

OIG-REQ)(@2/18/05-PART 13 . FBI0000128




Message : ‘ : - o rage £
- ﬂ) ’ M . ' ) | ) , UL “ | .
FBL-GTMO |

Guantanamo Bay, Cuba

" b2

-----Qriginal Message----- .

. ] From: Caproni, Valerie E. (OGC) (FBI) . ’ .
S SerJ\.t_‘ELEdaLAug.stU 2004 5:12 BPM : S b1
gy o T9 0GC) (FBIL) (OGC) (FBL) Cve

,,,,,, . CI . - b6
[ I ——— R . BIC

| am not sure what they are asklng for. | don't know that it requires a "high level" person to work
through logistics with them. What kind of issues does the admiral expect will need "hlgh level"
resolution. :

!

- In the mean tlme keep up‘the_gcod work!-

----- Original Message—-——— o ; ' , bl
From; [(OGC) (FBI) o : b
; ; ©* Sent: Tuesday, August 17, 2004.4:20 PM . © pIC
gy To (0GC) (FBI) - ' ' '-
: Cel |Caprom Valerie E (OGC) (FBI)
Subject: FW: Combatanl: Status Review Tribunal

Suggestions? .

_Assistant General Counse_;l a B . .
Conterterrorisr;:t Law Unit1 S  bE
CFBL-GTMO

Guantanamo Bay, Cuba’

FBi024434CBT
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‘Message SEERET ( ' o : ‘ ' - Page 3 of 4

o A
----- Orjginal Message-——-"

" .Fromj kcTo) (FBI) " b
Sent: Tuesday, August 17, 2004 10:46 AM N b7
To Loce) (rer) _ lccroy (PR , o
o |(CTD) (FET)| l(cTD) (FBI) :

. Subject: Combatant Status Review Tribunal

a Jjust called with a request from RADM James McGarrah. The |-
Admiral wanted to know the personnél structure the FBI had in place -
handling the CSRT procedures and who would be the logical person to

" represent FBI's interests during meetings between the Secretary of the Navy

and thé SoI|C|tor General S ofF ice.

" . I confirmed his 'unlderstanding that:

1 was our Legal representa’uve at GTMO regardlng this and many

other issues, o i . . . bé
~ . : : SR b7C

2) | was handling all repatriation matters and the CSRT / ARB matters, and '

3) was still handling CITF and the OMC Tribunals.

As to the Admiral' wanting to know who would be in a position to know our
established procedures regarding the CSRT / ARB and also at a high -
enough level to make decisions while representing the FB! during meetings
between the SecNav and the Solicitor General's office, | told him | would
check with for suggestions.” | do not think there is going to be
a regularly scheduled _meeting, however they do anticipate meetings to  *  be
discuss issues as they arise, Although stated the FBl's response was  P7¢
- tremendous, | got the impression that one would be soon to discuss how the
- "CSRT process can be sped up. Iadded that there has been a total of 73
. Unclass Summaries camnleted, of which 4 s contained FBI information
and were provided to for review. Per out of the.48. .40 have been
completed. (for what Ifs worth....Great Jod |and Feam™ My

_ _ FBl024435CBT
:Iwas gaing to forward an email from the Admiral regarding this . ©¢
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Message \ b m o _ ‘Page 4 of 4 _,_,_J

-

" issue. | believe he was going to send 1t to our Unclass email. | Wl” not be
able to get mine untll | get home tonight. o

Any. suggestlons on who would best represent our interests at the meetings
(thati is if anyone goes at all)

S8 |
Counterterrorism Division - o » 12
Milifary Liaison _é.l’ld Detainee Unit

1X-1, Room 3S208

o _

) FBI024436CBT
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Message .- f : .- Page 1 of 1
ST - BLL INFORMATION CONTAINED
HERETN I3 UNCLASSIFIED

. . \ DATE 12-10-2009 BY 65179 DMH/mjs -
Caproni, Valerie E. (OGC) (FBI) : '

From: | kcTo) (FBI) _ |
Sent: - Thursday, August 26, 2004 1:23 PM - S oo
To:  Caproni, Valerie E. (0GC) (FBN)] |(4OGC) (FBI| |(0GC)

. (FB| |(CTO FED
ce: | kcm (FBI)

Subject NCIS mvestlgatlon

FYI: | received a call from NCIS Supervisor] } regarding NCIS investigations into

allegéd detainee abuse re: GTMO detainees.- According to Sec Def, NCIS has the lead on the detainee abuse
. cases. | referred him to FBI OGC for all requests since he had gone though OGC-and OIG for dther agencies.

Once the requests come in; if there is anything MLDU can help with in facilitating appropriatée responses, please

forward requssts to Ug) | Thanks
, SSA| | : : o V . b6

CTD/ORS/MLDU * S o oo

LX-1, Room 35-200

FBI024437CBT
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Message ; o ' ~ K Page l of I'  +ome
T . ALL INFORMATION CONTAINED
, . : , HEREIN I5 UNCLASSIFIED
- : DATE 12-15-2003 BY 65179 DMH/mjs
Caproni, Valerie E. (OGC) (FBI)

From: | lioae) (Fen- bic
Sent: Thursday, September 02, 2004 4:06' PM -

To: Caprani, Valerie E. (OGC) (FB!)

Ce:  KELLEY, PATRICK W. (OGC) (FBI)

Subject: Gitmo( «, '

SENSITIVE. BQI _U_.-_ LAS S__l_ ED
NON-RECO_RQ

Well, | don't think | embarrased you as your personal representative in the Secretary of the Navy entourage: |
.heard the briefing for the Secretary on the status of the Combat Status Review Tribunal pracess in which the
DOD is trying hard.to get all affected agencies to review and concur on the unclassified summaries provided to
- the detainees and used to justify their designation as enemy combatants ‘before the military tribunals (not to be
confused with the military commissicns which are trying them for criminal activity). Time crunch on the tribunals
(by the end of October) all 530 of which have to be done before the habeas hearings before the federal judiciary b
kick-off this fall. Secretary was very unhappy with scme agencies | | for holding up the process bE
and the admiral in charge of the operation praised the FBI as the model of cooperalion. FBI senior agentwasin 1,
* the room (I know him well from his HQ time); he said that FBI on-scene presence and dedicated assets--primarily
hum and Iil«vere the reasons FB! was able to turn them around quickly. ‘

{\

\] [4)

Got a tour of Delta like you and, desplte the ﬁne ocean view, agree that itis not the place to vacatlon Saw about
one haif of a tribunal hearing and was dlsappomted when the Taliban combatant was docue and cooperatlve--l
- was hoping for some actlon

got back 7:30 last night—-12 hour evoltuioﬁ., Thanks for Ietting me gd..

b2
. bé
Office of the General Counsel b7cC
| . .
SENSITIVE BUT UNCLASSIFIED
EBI024447CBT
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" DATE: 01-12-2010
. A * CLASSIFIED EY 65179 DMH/mjs « __
. Message ) REASON: 1.4 (c) Page 1 of 1
: P e . DECLASSIFY ON: 0l-12-2035
ALL INFORMATION CONTAINED
’ L ‘ HEFEIN I35 UNCLASSIFIED EXCERT
Caproni, Valerie E. (OGC) (FBI) ‘ : © ' WHERE SHOWN OTHEEWISE

From: | fose) (FB1)
Sent:  Thursday, September 16,2004 4:53 PM ' _ o
To; * Caproni, Valerie E. (OGC) (FBI) - . T , : hoiriel
5 e | : ; § '
Subject: RE: NCIS ' . o ,
TUNCEASSIEED
NON-RECORD -

| just talked ito:hrorn NCIS, | now have the corrected dates and the request has been further
narrowed. NCIS has a broken chain of custody on the twa detainees as they passed from location to location and
they are looking for 4 two month blocks to fill in the blanks.. The Military Liason & Detainee Unit is already pulling
all the documents regardmg the first detainee and will begin on the second in the near future because both are
going to have hearings in Gitmo and the documents are needed for dlscovery They expect to have all the ' be
" documents catalogued and in hard copy on the first detainee in the next month or so. (Their estimate is that they = 5
have thousands of pages which refer to the first detainee as he was ‘the subject & source for ongoing )
JInvestigations) | am going to start by checking the list of documents generated by Records Management to
determine what we have and.whether any of it refers to the dates that NCIS has requested or the information they
have requested (allegations of abuse). |now has my pager number and telephone number in VA -
and should be calling me dlrectly [ will keep everyone updated on my progress.

| I ’ . N ‘ ) ) 4 i R bZ ‘
X7 4 - o a L .. b6
. pageq o S ' . , L7C

----- Original Message-----
. From: Caproni, Valerie E. (OGC) (FBI)

Sent: Thursday, September 16, 2004 4:05 PM . . _—

" Tof foce) (FB1) . bl

) O — | S : ' ' ' b6
> SubjecENCTS ' N Lo b7C

.Importance: High

| have a call from NCIS that | haven't returned Before | do, where are we on gettmg hlm the docs he
needs? ) . :

FBI024448CBT

OIG-REQ 02/18/05-PART 13 ' ] j *FB'I000014.3




FELEERAL BUREAT OF INVESTIGATIOR
FOIPA
LELETED PAGE INFORMATION SHEET

Mo Duplication Fees are charged for Deleted Page Information Sheet{s).

Total Deleted Page(s) — 22

Page 141 — Duplicate Parts8/Sect. 2/iPg. 1
Page 142 — Duplicate Partd/Sect. 2/Pg. 2
Page 143 — Duplicate Part3/Sect. 2/Pg 3
Page 144 — Duplicate Part&/Sect. 2/Pg 4

Page 155 — Duplicate Partdt/Sect. 1/Pg. 152
Page 158 — Duplicate Part4/Sect. 1/Pg. 153

Page 157 — Duplicate PartdiSect. 1ipg. 154
Page 162 — Referral/Consult
Page 164 — Referral/Consult
Page 165 — EeferralfConsult
Page 166 — EeferralfConsult
Page 168 — EeferralfConsult
Page 171 — EeferraliConsult
Page 129 — ReferralfConsult
Page 190 — EeferralfConsult
Page 191 — EeferralfConsult
Page 192 — ReferralfConsult
Page 1953 — ReferraliConsult
Page 194 — ReferraliConsult
Page 195 — ReferraliConsult
Page 198 — ReferraliConsult
Page 197 — Referral/Consult
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