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. ROUTING SLIP
TO: Valerie Caproni

DATE:  November 17, 2004 -
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'SUBJECT: GUIDANCE ON EXTRATERRITORIAL MIRANDA WARNINGS
Attached i:»leasc find the guidance _whicb‘I have found:
1. The latest guidance I l.lave, found is a document prepared by the Counterterrorism Section of

 the Criminal Division eutitled Fundamental Principles Governing Extraterritorial Prosecutions--
Jurisdiction, Veuue arid Procedural Rights (-Mai:ch 2004)(See pages 15-17).

. An undated Advice of Rights Form, which was in my files and which [ may have sent to” - -
'acents abroad in the past in stressed environments with the blessing of the. General Counsel and
DOIJ. Itis my recollechon that the issue of e*{tratemtonal Miranda warnmvs on.ly arose in, '

K Tanzama

3.A sxmed Miranda warning which we used n Kenva after the bombmo of the American . . bé
‘Embassy in Nairgbi,_This warning was approved and used by the Criminal Division and the FB] b7c.
General Counsel ' : ' : S .

4.AJanuary 27,2004 EC. fomOGC 1o CTD. " .. .
. 5. A Vemorandum dated Jaﬁdary 27,2004 fromi:__—lto Valerie Caprqni regaraing )
Attorney Client Privi-leaed 1\/1'Aterial S '

I have also checked W1th 1LU but they have Lnformed me that they don't have any’chmg in their .
files. )
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Rapport based interviewing is the process of ,
communication- between individuals in which a bond, a degree
of trust and/or mutual understandlng is- developed

During law enforcement and - lntelllgence related
interviews, a. rapport-based approach has been found to be
most’ successful in obtaining incriminating information,
corroborating existing information and developing new leads.
Rapport-building allows an interviewer the opportunity to-
develop a detailed understandlng of a subject, determine
his/her. motivations- and identify Spec1f1c areas of :

. vulnerablllty o

A- rapport-based approach.is considered to be more
effective and reliable than an aggre551ve approach.
Although rapport-based approach is considered by some to- be
soft and overly polite, -this .is not mnecessarily the case.
For example, there may be times during interviews in which
" there is pronounced tension, suspicion, hostility and
intense disagreement. Depending on circumstances, these
reactions may not be negative and, 1if exploited correctly,
they may actually serve to enhance the. building of

rapport/trust between the interviewer.and subject.’ ﬁ.:.i}} L

Developing rapport' takes time.. Some agents are more -
patient. than others, and some are more able. The best '
‘interviewers are ones with experience, sen51t1v1ty and _
‘insight. Proscriptive approaches are not the answer and -
should be avoided. To- the extent possible, ‘agents should
be encouraged to develop as much backgronnd ‘information as ..
‘possible on a case and subject and on the cultural milieu :
in which it occurred before beginning an intérview. JIf
detalled 1nformatlon is unavallable, agents should use the
- initial stages of an interview as an opportunity to obtain.
additional information which can then be used to create a
specific interview plan.
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FBI RESPONSE MATERIAL
DOJ’S OIG REQUEST of FEBRUARY 18, 2005

ALL DOCUMENTS RELATED TO ANY REGULATION, POLICY, PROCEDURE,

MANUAL, GUIDELINE. MEMORANDUM, DECISION, ADVICE, OR SIMILAR ITEM ;i o

REGARDING CONDUCT OF OPERATIONS BY FBI EMPLOYEES IN OVERSEAS
VENUES SINCE SEPTEMBER 12, 2001, INCLUDING: A DEPARTMENT OF JUSTICE
DRAFT OF SUCH A DOCUMENT, WHICH MAY HAVE AUTHORIZED FBI AGENTS TO

MAKE ARRESTS IN SUCH VENUES AND WHICH FBI ATTORNEY|
l __|MAY HAVE BEEN AWARE OF; A DOCUMENT FBI[ MAY
HAVE BEEN INVOLVED IN PREPARING; AND ALL DRAFTS OF SUCH DOCUMENTS,
COMMENTS RELATED TO SUCH DRAFTS, OR RELATED DOCUMENTS.
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Full Text Hlthlghted Hit Results Page

‘ Query mterwew on document /miog/miog’ intro sectionl.htm

You can navigate between the hits using the "<<" and "">>"" tags around a hit.
Clicking "'<<" takes you to the previous hit, clicking ">>"' takes you to the next hit.

Click to go to the ﬁrst hit in the document.

New Query

MIOG INTRODUCTION SECTION 1. INVESTIGATIVE AUTHORITY AND RESPONSIBILITY -

© MIOG INTRODUCTION SECTION 1.INV ESTIGATIVE AUTHORITY AND RESPONSIBILITY

SENSITIVE

#*+EffDte: MCRT#: 0 Div: D9D6 Cav: SecCls:
1-1 AUTHORITY OF A SPECIAL AGENT
' (1) Investigate violations of the laws, including the . -
criminal drug laws, of the United States (Title 21, USC, Section
" 871; Title 28, USC,; Sections 533, 534 and 535 Title 28, CFR,.
Section 0. 85) : o

(@ CoIléc_t evidence in cases m which the United

States i3 or may be a party in interest (28, CFR, Section 0.85 (a) REPE coe e S e

as redelegated through exercise of the authority contamed in28, ..
] CFR, Section|0. 138|to direct personnel in the FBI). :

(3) Make arrests (Title 18, USC Secnons 3052 and
3062). ‘

(4) Serve and execute arrest warrants; serve and execute
- search warrants and seize property under warrant; issue and/or serve
administrative subpoenas; serve subpoenas issued by other proper
authority; and make civil investigative demands (Title 18, USC, '
Sections 3052, 3107; Title 21, USC, Secnon 876; Title 15, USC;
Section 1312).

(5) Carry firearms (Title 18, Usc, Section3052).

6) Adrmmster oatlis to w1tnesses attendlng to testify -
or depose in the course of i investigations of frauds on or attempts
to defraud the United States or irregularities or misconduct of

employees or agents of the United States (Title 5, USC, Secnon
303)

(7) Seize property subject to seizure u.ﬁder the :
criminal and civil forfeiture laws of the Umted States (e g., Title -
18, USC Sections 981 and 982)

FBI023931CBT
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(8) Perform other duties unposed by law.

Page2ot3] - __

**Efthe 05/13/2003 MCRT#: 1272 Div: D9D6 Cav SecCls

1-2 INVESTIGATIVE RESPONSIBILITY

(1) The FBI is charged with the duty of investigating
violations of the laws of the United States and collectmg evidence
in cases in which the United States is or may be a party in interest,
except in cases in which such responsibility is by statute or
otherwise specifically assigned to another investigative agency
(Title 28, CFR, Section 0.85 (a))

(2)In addition fo the FBI dlscha.rgmg those
' responsibilities with which it is charged by ‘statutes, the FBI'
expeditiously carries out directives of the President and the
" Attorney General, - :

*(3) Unless otherwise prohibited by law, the FBI may
initiate a general criminal investigation whenever facts and
_ circumstances reasonably indicate that a federal crime has been or is
being committed. When the factual predicate does not justify a full
general crimes 1nvest1gat10n, but does indicate criminal activity ‘ ,
that warrants further i mqmry a preliminary inquiry may be opened to . o
deterniine whether there is a sufficient factual basis to supporta - : .
full investigation. Apart from the authority to open a general
ctimes investigation; the FBI may initiate & criminal inteiligence
investigation of enterprises whose members seek either to obtain
.| monetary or commercial gains through racketeering|or terrorist|
activities or to further political or social goals through violent
activities. The conduct of general crimes and criminal mtelhgence
investigations will be in strict compliance with, and conformity to,
- the United States Constitution, the [aws of the United States and
| their implementing regulations, and|the Attorney General's Guidelines
| on General Crimes, Racketeering Enterprise and Terrorism Enterprise
| Invest1gat10ns (effective May 30, 2002). (See MIOG, Introduction,
| 1-3.).| Results of investigations are furnished to United States -
Attorneys and/or the Department of Justice.

(4) Requests for FBI investigations in selected civil
matters in which the United States is or may be a party in interest
* may be received from the United States Attorneys and/or the
Department of Justice. These are handled in strict conformity W1th
- guidelines furnished by the Department of Justice, as are also
- -investigations of violations of the civil rights, antmot, election ] - — e e
laws, and antitrust laws.

‘ (5) Under no circumstances may a Special Agent of the
FBI acting within the scope of his/her employment seek to obtain the
commitment of any individual for psychiatric evaluation or otherwise
become involved in commitment proceedings. Special Agents subpoenaed
“to give testimony at commitmient proceedings must first comply with
' ' : FBI023932CBT
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the provisions of Part 2, Section 6 6f this manual. Questions should
be referred to Office of the General Counsel, FBIHQ.

++EffDte: 05/13/2003 MCRT#: 1272 Div: D9D6 Cav: SecCls:

| 1-3 THE ATTORNEY GENERAL'S GUIDELINES ON GENERAL CRIMES, RACKETEERING
ENTERPRISE AND|TERRORISM ENTERPRISEI INVESTIGATIONS (See MIOG, Part 1, Section
92,100-1.1, and 266-1 .) :

| '|PREAMBLE| ‘

"As the primary criminal investigative agency in the

| federal government, the|Federal Bureau of Investigation (FBI)| |

has the authority and responsibility to investigate all criminal
| violations of federal lawithat are|not exclusively assigned to .
| another federal agency. The FBI thus plays a central role in|the
| enforcement of federal lawsjand in'the proper administration of
| justice in the United States. [In discharging this function, the -
| highest priority is to protect the security of the nation and the
| safety of the American people against the depredations of terrorists
| and foreign aggressors.|

"Investigations by the FBI are premised upon the . - . '
| [fundamental|duty of government to protect the public against general
. crimes, against organized criminal activity and against those who o )
~ |'wouldfthreaten the fabric of our society through tefrorism or mass -~ - - . e
| destruction. That/duty must be performed with care to protect ' o
individual rights and to insure that investigations are confined to
matters of legltunate law enforcement interest. The purpose.of these
- Guidelines, therefore, is to establish a consistent policy in such
| matters. The Guidelines|will enable|Agents of the FBI to
perform their duties with greater certainty, confidence and -
| |effectiveness, and will prov1de the American people ‘with|a firm
* assurance that the FBI is acting properly under the law

| "These Guidelines provide gmdance forl general crimes and

| criminal intelligence investigations by the FBL| The standards and
requirements set forth herein govern the circumstances under which

| Isuch investigations|may be begun, and the permissible scope,

| duration, subject matters, and objectives of]these investigations. -

. | They do not limit activities carried out under other Attorney General -
| guidelines addressing such matters as investigations and information -
| collection relating to international terrorism, foreign
| counterintelligence, or fore1gn intelligence.|

| |"The Introduction that follows explains the background of
 -| the reissuance of these Guidelines, their general approach and
| structure, and their specific apphcat1on in furtherance of the FBI's
| central mission to protect the United States and its people from acts
| of terrorism.| Part I sets forth general principles that apply to all

investigations.conducted under these.Guidelines. Part II governs
FBI023933CRT
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| investigations undertaken to|prevent, solve orjprosecute specific

| violations of federal law. |Subpart A offPart|III governs|criminal
intelligence investigations undertaken to obtain information
concerning enterprises which are engaged in racketeering activities.

| |Subpart B of Part III governs|criminal intelligence investigations
undertaken to obtain information concerning enterprises which seek to

A [further[pohtlcal or sociallgoals through violence or which otherwise

| aim to engage in terrorism or the commission of terrorism-related .

| crimes. Parts IV through VII discuss authorized investigative

| techniques, dissemination and maintenance of information,

| counterterrorism activities and other authorized law enforcement

| activities, and miscellaneous matters.| '

" . "These Guidelines are issued under the authority of the
| Attorney General, as provided infsections 509, 510, 533, and 534 of ~ -
| title 28, United States Code.| - -

| |"TABLE OF|CONTENTS

| '|"INTRODUCTION
"A. CHECKING OF LEADS AND PRELIMINARY INQUIRIES
B. FULL INVESTIGATIONS

C. AUTHORIZED INVESTIGATIVE TECHNIQUES
D OTHER AUTHORIZED ACTIVITIES[

H

", GENERAL PRINCIPLES
L GENERAL CRIMES INVESTIGATIONS

"A DEFINITIONS
B. PRELIMINARY INQUIRIES
C.INVESTIGATIONS -

"I1. CRIMINAL INTELLIGENCE INVESTIGATIONS
"A. RACKETEERING ENTERPRISE INVESTIGATIONS

"1. |Definition|

2. General Authority

3. Purpose

4. Scope

5. Authorization and Renewal

"B. [TERRORISM ENTERPRISE[INVESTIGATIONS
"1. General Authority
2. Purpose
3. Scope’
4. Authorization and Renewal

FBI023934CBT

o-Efl Do oo lan lor — el L3 : - . prap W W W W W .




interview in /miog/miog_intro_section].htm

. ”VII RESERVATION

"IV. INVESTIGATIVE TECHNIQUES

"V. DISSEMINATION]AND MAINTENAN CE|OF INFORMATION

4‘."VI. ICOUNTERTERRORISM ACTIVITIES AND-OTHER AUTHORIZATIONS

"A. COUNTERTERRORISM ACTIVITIES

"1. Information Systems
2. Visiting Public Places and Events

"B. OTHER AUTHORIZATIONS '

" 1. General Topical Research
2. Use of Online Resources Generally
3. Reports and Assessments -
4, Cooperatxon with Secret Serv1ce

"C. PROTECTION OF PRIVACY AND OTHER LIMITATIONS
"1. General Limitations

2. Maintenance of Records Under the anacy Act
3. Constructlon of Part|

|" INTRODUCTION a

"Following the September 11, 2001, terrorist attack onthe .

| United States, the Department of Justice carried out a general review
| of existing guidelines and procedures relating to national security

| and criminal matters. The. relssuance of these Guldelmes reflects

1 the result of that review. '

"These Guidelines follow previous guldelmes in their

~ | classification of levels of i mvestlgatlve act1v1ty, in their

| classification of types of investigations, in their standards for. .

| initiating investigative activity, and in their 1dent1ﬁcat10n of
| permitted investigative techniques. There are, however, a number of
| changes designed to enhance the general effectiveness of criminal

.| investigation, to bring the Guidelines into conformity with recent
| changes in the law, and to facilitate the FBI's. central mission of
| preventing the commission of terrorist acts against the Umted States )
| and its people

"In their general structure, these Guidelines prov1de

[ graduated levels of i mvestlgatlve activity, allowing the FBI the

| necessary flexibility to act well in advance of the commission of
| planned terrorist acts or other federal crimes. The three levels of
| investigative activity are: (1) the prompt and extremely limited

| checking of initial leads, (2) preliminary inquiries, and (3) full

FBI023935CBT
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| investigations. Subject to these Guidelines and other guidelines and .

~ | policies noted in Part TV below, any lawful investigative technique -
| may be used in full investigations, and with some exceptions, in
| preliminary inquiries. :

.

|  "A.CHECKING OF LEADS AND PRELIMINARY INQUIRIES

| "The lowest level of investigative activity is the 'prompt
| and extremely limited checking out of initial leads,’ which should be
| undertaken whenever information is received of such a nature that .
. | some follow-up as to the possibility of criminal activity is
" | warranted. This limited activity should be conducted with an eye
| toward promptly determining whether further investigation (either.a
| preliminary i mqmry or a full mvestlgatlon) should be conducted.

| "The next lével of investigative activity, a preliminary
| mqmry should be undertaken when there is information or an
"| allegation which indicates the p0551b111ty of criminal activity and
| whose responsible handling requires some further scrutiny beyond
| checking initial leads. Th15 authority allows FBI agents to respond
| to information that is ambiguous or incomplete. Even where the
| available information meets only this threshold, the range of
|-available investigative techniques is broad. These Guidelines :
| categorically prohibit only mail opening and nonconsensual electronic
| sarveillance at this stage. Other methods, including the development
| of sources and informants axid undercover activities and operations;
| are permitted in preliminary inquiries. The tools available to- .
| develop information sufficient for'the commencement of a ﬁJll :
| investigation, or determining that one is'not.merited - the purpose
| of a preliminary inquiry - should be fully employed, consistent with
| these Gu1de1mes with a view toward preventmg terronst activities.

| : ."Whether it is appr0pr1ate to open a prehmmary mqmry
| immediately, or instead to engage first in a limited checking out of -
| leads, depends on the circumstances presented. If, for example, an - -
| agent receives an allegatlon that an individual or group has . ‘
| advocated the commission of criminal violence, and no other facts are
| available, an appropriate ﬁrst.step would be checking out of leads
| to determine whether the individual, group, or members of the
| audience have the apparent ability or intent to carry out the
| advocated crime. A similar response would be appropriate on the
. |'basis of non-verbal conduct of an ambiguous character - for example,
| where a report is réceived that an individual has accumulated
~ | explosives that could be used either in a legitimate business or to
| comumit a terrorist act. Where the limited checking out of leads
| discloses a possibility or reasonable indication of criminal
| activity, a preliminary inquiry or full investigation may then be
| initiated. However, if the available information shows at the outset
| that the. threshold standard for a preliminary inquiry or full
| investigation is satisfied, then the appropriate investigative
| activity may be initiated immediately, without progressing through

Page 6 of 31
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- | | o

| more limited investigative stages.

I’ ) "The application of these Guidelines' standards for

| inquiries merifs special attention in cases that involve efforts by

| individuals or groups to obtain, for no apparent reason, biological,

| chemical, radiological, or nuclear materials whose use or-possession

* | is constrained by such statutes as 18 U.S.C. 175, 229, or 831. For

| example, FBI agents are not required to possess information relating .
| to an individual's int‘ended criminal use of dangerous biological

ey o

| contrary, if an individual or group has attempted to obtam such .

- | materials, or has indicated a desire to acquire them, and the reason

| is not apparent, investigative action, such as conducting a checking
.| out of leads or initiating a prehmmary inquiry, may be appropriate
.| to determine whether there is a legitimate purpose for the possession
| of the materials by the individual or group. Likewise, where
| individuals or groups engage in efforts to acquire or show an -
| interest in acquiring, without apparent reason, toxic chemicals or
| their precursors or radiological or nuclear materials, investigative
| action to determme whether there is a legitimate purpose may- ‘be
| justified. .

. "B. FULL INVESTIGATIONS

| _ "These Guidelines prov1de for two types of full

" | investigations: general crimes investigations (Part II"below) and " . - T W T

*| criminal intelligence investigations (Part III below). The choice of
| the type of investigation depends on the information and the
| investigative focus. A general crimes investigation may. be initiated
| where facts or circumstances reasonably indicate that a federal crime
| has been, is being, or will be committed. Preventing future criminal
| activity, as well as solving and prosecuting crimes that have already
| occurred, is an explicitly authorized objective of general crimes
| investigations. The 'reasonablé indication' threshold for
| undertaking such an investigation is substantially lower than
| probable cause. In addition, preparation to commit a ¢riminal act
| can itself be a current criminal violation under the consplracy or

- | attempt provisions of federal criminal law or other provisions : ' o

- | facts or circumstances reasonably indicate that such a crime will

OI

| acts. The immediate purpose of such an mvest1gat1on is to obtam

| deﬁmng preparatory crimes, such as 18 U.S.C. 373 (sohc1tat10n ofa

| crime of v101ence) or 18 U.S.C. 2339A (including provision of ‘ o oy
| material support in preparatlon for a terrorist crime). Under these ' ‘

| Guidelines, a general crimes investigation is warranted where there

| is not yet a current substantive or preparatory crime, but where ' L .

| occur in the future.

- "The second type of full investigation authorized under

| these Guidelines is the criminal intelligence investigation. The .
| focus of criminal intelligence investigations is the group or
| enterprise, rather than just individual participants and Spe01ﬁc

FBI023937CBT
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( |

| information concerriing the nature and structure of the enterprise - -
| including information relating to the group's membership, finances,

| oeographlcal dimensions, past and future activities, and goals - with
| a view toward detecting, preventing, and prosécuting the enterprise's.
| criminal activities. Criminal ihtelligence investigations, usually

" | of a long-term nature, may provide vital mtelhgence to help prevent

| terrorist acts.

| "Authonzed criminal intelligence investigations are of two
| types: racketeering enterprise investigations (Part [II. A) and
| terrorism enterprise investigations (Part II1. B). A racketeering
| enterprise investigation may be initidted when facts, or circumstances
| reasonably indicate that two or more persons are engaged in a pattérn
| of racketeering activity as defined in the Racketeer Influenced and -
| Corrupt Organizations Act (RICO). However, the. USA PATRIOT ACT
| (Pubhc Law 107-56) expanded the predicate acts for RICO to include
| the crimes most likely to be committed by terroristsand their -
| supporters, as described in 18 U.S.C. 2332b(g)(5)(B). To maintain
| uniformity in the standards and procedures for criminal intelligence
| investigations relating to terrorism, investigations premised on
| racketeering activity involving offenses described in 18 U.S.C.
| 2332b(g)(5)(B) are subject to the provisions for terrorism enterprise
| investigations rather than those for racketeenno enterprise -

N mveshgatlons

R CTA ten‘onsm enterpnse mvesflgatlon may be initiated when o

| facts or circumstances reasonably indicate that two or more persons.

. | are engaged in an enterprise for the purpose of: (1) furthering

| political or social goals wholly or in part through activities that -

| involve force or violence and a federal crime, (2) engaging in

| terrorism as defined in 18 U.S.C. 2331(1) or (5) that involves a

| federal crime, or (3) committing any offense described in'18 U.S.C..

| 2332b(g)(5)(B). As noted above, criminal 1ntelhgence investigations
| premised on a pattern of racketeering activity involving an 18 U.S.C.

. 1 2332b(g)(5)(B) effense are also treated as terronsm enterpnse

| investigations.

[ - "As with the other types of full mveshganons authonzed
| by these Guidelines, any lawful investigative technique may be used -

| in terrorism enterprise investigations, including the development of .
|.sources and informants and undercover activities and operations. The

| 'reasonable indication' standard for commencing a terrorism

| enterprise mvestlgatlon is the same as that for general crimes and

| racketeering enterprise investigations. As noted above, itis ... ..

| substantially lower than probable cause. ‘

| ' "In practical termns, the 'reasonable mdlcatlon standard
| for opening a criminal intelligence investigation of an enterpnse in

| the terrorism context could be satisfied in a number of ways. In

| some cases satisfaction of the standard will be apparent on the basis

{ of direct evidence of an enterprise's involvement in or planning for

Page 8 of 31
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( ' - (

| the commission of a federal offense involving the use of force or

| violence to further political or social goals, terrorism as defined
|in 18 U.S.C. 2331(1) or (5), or a crime described in 18 U.S.C.

| 2332b(g)(5)(B): For example, direct information may be available
'| about statements made in furtherance of an enterprise s objectives

| which show a purpose of commlttmg such crimes or securing their

[ commission by others. :

| ' "In other cases, the nature of the conduct engaged in by an
| enterprise will justify an inference that the standard is satisfied, -
| even if there are no known statements by participants that advocate
| or indicate planning for violence or other prohibited acts. For
| example, such activities as attempting to obtain dangerous biological

| agents, toxic chemicals; or nuclear materials, or stockpiling
| explosives or weapons, with no discernible lawful purpose, may be
| sufficient to reasonably 1nd1cate that an enterpnse aims to engage °

| in terrorism.

| "Moreover, a group' s activities and the statements of its
| members may properly be considered in conjunction with each other. A
| combination of statements and activities may justify a determination
| that the threshold standard for a terrorism enterprise investigation
| is satisfied, even if the statements alone or the activities alone

. -| would not warrant such a determination.

.o " "Wthile no particular faictor Or eombmatlon of fac,uorsr is
" requ1red considerations that will generally be relevant to the

| determination whether the threshold standard for a terrorism -

| enterprise investigation is satisfied include, as noted, a group'’s . -

| statements, its activities, and the nature of potential federal

| criminal law violations suggested by its statements or activities. -

| Thus, where there are grounds for inquiry concerning a group, it may

| be helpful to gather information about these matters, and thento

| consider whether these factors, either. 1nd1v1dua11y orin o

| combination, reasonably indicate that the group is pursuing terrorist R

| activities or objectives as defined in theé threshold standard. : '
. F indings that would weigh in favor of such a conclusion include, for

| example, the followlng

| "(1).THREATS OR ADVOCACY OF VIOLENCE OR OTHER COVERED '
| CRIMINAL ACTS: e

| ‘ Statements are made in relatlon toorin furtherance of an
- . | -enterprise's political or social objeétives that threaten or
| advocate the use of force or violence, or statements are
| made in furtherance of an enterprise that otherwise threaten
.| or advocate criminal conduct within the scope of 18 U.S.C.
| 2331(1) or (5) or 2332b(g)(5)(B) Wthh may concern such
| matters as (e.g.):

'| ', s "(i) engaging in attacks involving or threatening massive loss of .
: ' ' FBI023939CBT
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| life or injury, mass destructlon, or endangerment of the
| national security;

N | "(11) killing or injuring federal personnel destroymo federal
| fac111t1es or defymg lawful federal authority; :

| "(iii) killing, injuring or intimidating md1v1duals because of
.| their status as United States nationals or persons, or :
| because of their national ongm, race, color, rel1g1on or
" | sex; or _

A [ "(iv) depriving individuals of any nghts secured by the
| Const1tut10n or laws of the United States

| "(2) APPARENT ABILITY OR INTENT TO CARRY OUT VIOLENCE OR
| OTHER COVERED ACTIVITIES: :

| The enterpnse mamfests an apparent ab1hty or intent to
| carry out violence or other activities within the scope of ’
| 18 U S.C. 2331(1) or (5) or 2332b(g)(5)(B), e.g.

| - "(i) by acquiring, or takmo steps towaxds acqumng, b1010g1ca1
| agents or toxins, toxic chemicals or then' Precursors, .
| radiological or nuclear materials, explosives, or other
| destructwe or danoerous materials (or plans Or. formulas for
| reason of the quantlty or character of the items, the lawful
] purpose of the acquisition is not apparent;

[ - "(ii) by the creation, mamtenance or support of an armed"
| paramilitary orgamzat1on ‘ : . :

| | - "(iif) by para:mhtary training; or

| . "(iv) by other conduct demonstrating an apparent ab1hty orintent
.| to injure or intimidate individuals, or to interfere with

/| the exercise of their constitutional or statutory

_| rights.

] k “(3) P_OTENTIAL FEDERAL CRIME:

] "~ The group's statements or activities suggest potential
" | federal criminal violations that may be relevant in applying

|. the standard for. initlating a terrorism enterpnse L et

| investigation - such as crimes under the provisions of the

| U.S. Code that set forth specially defined terrorism or

| support-of-terrorism offenses, or that relate to such

| matters as aircraft hijacking or destruction, attacks on

| transportation, communications, or energy facilities or -
.| systems, biological or chemical weapons, nuclear or

| radiological materials, civil rights violations, '

FBI02394QCBT
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| assassinations or other violence against federal officials

| or facilities, or explosives (e.g., the offenses listed in

| 18 U.S.C. 2332b(g)(5)(B) or appearing in such provisions as
| 18 U.S.C. 111, 115, 231, 241, 245 or 247).

| "C. AUTHORIZED INV ESTIGATIVE TECHNIQUES

|- "All lawful investigative techniques may be used in general
| crimes, racketeermg enterpnse and terrorism enterprise”
| investigations. In preliminary inquiries, these Guidelines bar the
" | use of mail openings and nonconsensual electronic surve_illa_mce :
| (including all techniques covered by chapter 119 of title 18, United
| States Code), but do not categorically prohibit the use of any other
| lawful investigative technique at that stage. As set forth in Part
| IV below, authorized methods in investigations include, among others,
[ use of confidential informants, undercover activities and operations,
- | nonconsensual electronic surveillance, pen registers and trap and
| trace devices, accessing stored wire and electronic communications
| and transactional records, consensual electronic monitoring; and
| searches and seizures. All requirements for the use of such methods:
| under the Constitution, applicable statutes, and Department
- | regulations or policies must, of course, be observed.

| "D. OTHER AUTHORIZED ACTIVITIES

| * = "Curtent counterterroristn priorities and tlee.advent of the
| Internet have raised a number of issues which did not existin'any |
| comiparable form when the last general revision of these Guidelines -
| was carried out in 1989 - a time long preceding the September 11
| attack’s disclosure of the full magnitu’de of the terrorist threat to ,
| the United States, and a time in which the Internet was not available -
| in any developed form as a source of information for counterterronsm
| and other anti-crime purposes. Part VI of these Guidelines is "
- | designed to provide clear authorizations and statements of governing
| principles-for a number of important activities that affect these
| areas. Among other things, Part VI makes it clear that the '
| authorized law enforcement activities of the FBI include: 6]
| operating and participating in counterterrorism information systems,
| such as the Foreign Terrorist Tracking Task Force (V1. A(1)); (ii)
" | visiting places and events which are open to the public for the
.| purpose or detecting or preventing terrorist activities (VI. A(2);
|-(iii) carrying out general topical research, such as searching online
| under terms like 'anthrax' or 'smallpox'’ to obtain publicly available
. - |information about agents that may be used in bioterrorism attacks
| (VL. B(1)); (iv) surfing the Internet as any member of the public
| might do to 1dent1fy e.g.; public websites, bulletin boards, and
| chat rooms in which bomb making instructions, child pornography, or*
| stolen credit card information is openly traded or disseminated, and
| observing information open to public view in such forums to detect
| terrorist activities and other criminal activities (VL. B(2)); (v)
| preparing general reports and assessments relating to terrorism or

rage 11 ot 31
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| other criminal activities in support of strategic planning and _
| investigative operations (V1. B(3)) and (vi) providing investigative
| assistance to the Secret Service in support of its protectlve

| responsibilities (V1. B (4)).

"1. GENERAL PRINCIPLES (See MIOG, Part 1, 100-123 )

"Preliminary inquiries and investigations governed by
these Guidelines are conducted for the purpose of preventing,
| detecting, or prosecuting violations of federal law. |The FBI shall
| fully utilize the methods authorized by these Guidelines to maxumze
| the reahzanon of these objectives.|

' |"The conduct of p’rehmma.ry inquiries and * »
| investigations may present choices between the use of investigative
| methods which are more or less intrusive, considering such factors
| as the effect on the privacy of individuals and potent1a1 damage
| to reputation. Inquiries and mvestlgatmns shall be conducted with
| as little intrusion as the needs of the situation permit. It is
| recogmzed however, that the choice of techniques is a matter of
| judgment. The FBI shall not hesitate to use any lawful techniques
| consistent with these Guidelines, even if i 1ntrus1ve where the
| intrusiveness is warranted in light of the seriousness of a crime
.| or the strength of the mformatlon mdlca’nng its commission or
| potential future commission. This point is to be partlcularly .
| observed'in the investigation of terrorist crimes and in the ~~r-.0 r o T
_ | investigation of enterprises that engage in terrorism.| All S
preliminary inquiries shall be conducted pursuant to the General
| Crimes Guidelines |(i.e., Part II of these Guidelines).| There is no
| separate provision for|pre11rnmary inquiriesjunder the Criminal .
| Intelligence Gu1de1mes|(1 e., Part IIT of these ‘Guidelines) because
| preliminary inquiries under Pan 1l may be carried out not only to -
| determine whether the grounds exist to commence a general crimes
| investigation under Part I1, but alternatively or in addition to
| determine whether the grounds exist to commence a racketeering
‘| enterprise investigation or terrorism enterprise investigation under
| Part ITT.| A preliminary inquiry shall be promptly terminated when it
becomes apparent that a full investigation is not warranted. If, on
 the basis of information discovered in the course of a preliminary
- Inquiry, an investigation is warranted, it may be conducted as a
general crimes investigation, or a criminal intelligence
investigation, or both. All such investigations, however, shall be
" based on a reasonable factual predicate and shall have a valid law
enforcement purpose.. T e el

"In its efforts to anticipate or prevent crime, the FBI
must at times initiate investigations in advance of criminal conduct.
1t is important that such investigations not be based solely on : -
activities protected by the First Amendment or onr the lawful exercise
of any other rights secured by the Constitution or laws of the United
" States. When, however, statements advocate criminal activity or
; : FBI023942CBT
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indicate an apparent intent to engage in crime, particularly crimes of
violence, an investigation under these Guidelines may be warranted

unless it is apparent, from the circumstances or the context in which
the statements are made, that there is no prospect of harm.

"General crimes mvest10at10ns and criminal mtelhoence
investigations shall be terminated when all logical leads have been
exhausted and no legmrnate law enforcement interest justifies their
continuance. :

I "Nothing in these Guidelines|prohibitsithe FBI from
| |ascertaining the general scope and nature of criminal activity in
. | a particular location or sectorof the economy, or{from collecting and

_maintaining pubhcly available mformatlon consistent with the Prrvacy
Act. . . .

"IL GENERAL CRIMES TNVESTIGATIONS
"A. DEFINITIONS

"(1) 'Exigent circumstances' are circumstances
requiring action before authorization otherwise necessary under these =~
guidelines can reasonably be obtained, in order to protect life or
substantial property interests; to apprehend or identify a fleeing
offender; to prevent the hldmg, destruction or alteration of , ,
evidence; or to avoid othér sefious rmpan'ment or findrance 6fan T ..
investigation.

. "(2) 'Sensitive criminal matter' is any aJleged
criminal conduct involving corrupt action by a public official or
political candidate, the activities of a foreign government, the
activities of a religious organization or a primarily political
“organization or the related activities of any individual prominent in
such an organization, or the activities of the néws media; and any .
_othér matter which in the judgment of a Special Agent in Charge (SAC)-
| should be brought to the attention of the United| States[Attomey or
other appropriate official in the Department of Justice, as well as
FBI Headquarters (FBIHQ). ‘

"B, PRELIWARY INQUIRIES

"(1) On some occasions the FBI may receive information or an
allegation not warranting a full investigation -- because there is not . P
~yet a‘reasonable indication' of criminal activities -- but whose o - S
- responsible handling requires some further scrutiny beéyond the prompt -
and extremely limited checking out of initial leads. In such
circumstances, though the factual predlcate for an investigation has
| not been met, the FBI may initiate an|'inquiry' injresponse to the
allegation or mformatron mdlcatlng the p0551b111ty of criminal
“activity.

FBl023943CBT
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"This authonty to conduct inquiries short of a full

investigation allows the government to respond in a measured way to

| ambiguous or mcompletelmformatlon with|as little intrusion as the .

~ needs of the situation perrmt This-is especially 1mportant in such:

- areas as white-collar crime where no complainant is involved or when
an allegation or information is received from a source of unknown

| reliability. |Such inquiries are subject to the limitations on

| duration under paragraph (3) below and are carried out to obtainjthe
information necessary 10 make an informed judgement as to whether a
full investigation is warranted.

"A preliminary inquiry is not a required step when facts or * *
circumstances reasonably indicating criminal activity are already
available; in such cases, a full 1nvest1gat10n can be 1mmed1ately
opened.

-"(2) The FBI supervisor authonzmg an mqu1ry shall -
. assure that the allegation or other information which warranted the
inquiry has been recorded in writing. In sensitive criminal matters
. the United States Attorney or an appropnate Department of Justice
offi¢ial shall be notified of the basis for an inquiry as soon as
practicable after the opening of the inquiry, and the fact of
notification shall be recorded in wntmor

[ . "(3) Inquiries shall be completed w1thm|180|days after . C
mtahon of the first investigative step. The-date of the R T ’
first 1nvest1gat1ve step is not necessarily the same date on which the ,
first i mcommg information or allegation was received. An extension

| of time in an inquiry for succeedmg]90 daylpenods may belgranted.

| A%nf SAC may grant up to two extensions based on a statement of the -

| reasons why further investigative steps are. warranted when there is

| no 'reasonable indication’ of criminal activity. All extensions

| following the second extension may only be granted by FBI Headquarters

| upon recelpt of a written request and such a statement of reasons.|

| S ) ]The choice of investigative techniques in an inquiry is a
.| matter of judgment, which should take account of: (i) the objectives
| of the inquiry and available investigative resources, (ii) the
| intrusiveness of a technique, considering such factors as the effect
". | on the privacy of individuals and potential damage to reputation,
- | (iit) the seriousness of the possible crime, and (iv) the strength of
| the information indicating its existence of future commission. Where
[ the conduct of an inquiry presents a choice between the use of more or
|less intrusive methods, the FBLshould consider whether the :
| information could be obtained in a timely and effective way by the
| less intrusive means. The FBI should not hesitate to use any lawful
| techniques consistent with these Guidelines in an inquiry, even if
| intrusive, where the intrusiveness is warranted in light of the
| seriousness of the possible crime or the strength of the information
| indicating its existence or future commission. This-point is to be
| particularly observed in,inquiries relating to possible terrorist
S FBI023944CBT .-

‘rf'l EC V.V WA N.- WY B TE N W W\ kv el HaTANATATLS N ] EA




interview in /miog/miog’ intro_sectionl.htm -~ ° n Page 15 ot'31

| activities.|

] "(5) |All lawful mvestrcatrve techmques may be used in an
| inquiry except: | .

| ' . |"(é)| Mail opem'ngs;landl

| o I"(o)} Nonconsensual electronic surveillance.or any
| other investigative technique covered by|chapter 119 of title 18
| United States Code (18 U S.C. 2510-2522),. -

"(6) The following investigative fech'rn’ques may be.
used in an inquiry without any prior authorization from a supervisory ..
agent: '

"(a) Examination 6f FBI indices and files;

‘ "(b) Examination of records avallable to the pubhc
and other pubhc sources of information;,

"(c) Examination of avarlable federal state and
local oovernment records

"(d) << Interview>> ofthe complalnant prevrously
'| estabhshed mforrnants andlother sources of mformatron |

"(e) << Intervzew>>' of the potentlal subject' o

‘ "(f) << Iterview>> of persons who should readily be able '
to corroborate or deny the truth of the allegation, except this does .
not include pretext interviews or interviews of a potential subject’s

emplGyer or coworkers unless the mterv1ewee was the complamant
{ |and]

"(g) Physical or photographic surveillance ofany
person. ~ -

"The use of any other lawful mvestlgatlve techmque
that is permitted in an inquiry shall meet the requirements and -
| limitations of Part I'V and, except in exigent circumstances lrequlresl
| prior approval by a supervisory agent

"(7) Where a preliminary inquiry fails to disclose :
— - sufficient information to justify an investigation; the FBI shall - STl

terminate the inquiry and make a record of the closing. Ina ",
sensitive criminal matter, the FBI shall notify the United States -

- Attorney of the closing and record the fact of notification in
writing. Information on an inquiry which has been closed shall be

| available on request to a United States Attorney orfhis or her|
designee or an appropriate Department of Justice official.

FBI023945CBT
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(8) All requirements regarding inquiries shall
apply to reopened inquiries. In sensitive criminal matters, the
United States Attorney or the appropriate Department of Justice
official shall be notified as soon as practicable after the reopenmg

of an inquiry.
"C, INVESTIGATIONS

"(1) A general crimes mvesncatJon may-be initiated
by the FBI when facts or circumstances reasonably indicate that a
federal crimé has been, is being, or will be committed. The
-|{ investigation may be conducted to prevent, solvejor} prosecute such
cnmmal act1v1ty X

"The standard of 'reasonable indication' is substantially lower

than probable cause. In determining whether there is reasonable

indication of a federal criminal violation, a Special Agent may take

‘into account any facts or circumstances that a prudent investigator

would consider. However, the standard does require specific facts or -

| circumstances indicating a past, current or|future| violation. There
must be an objective, factual basis for initiating the mvestrgatron,

" amere hunch is insufficient. -

"(2) Where a criminal act may-be committed in the

| future, preparation for that act|can bela current criminal vielation
“{under the consprracy or attempt provisions of federal criminal|law. - -

| or other provisions defining preparatory crimes, such as 18 U.S.C. 373 .

| (sohcrtatlon of a crime of vrolence) or 18 U.S.C. 2339A (including

‘| provision of material support in preparatlon for a terrorist crime).

| The standard for opening an-investigation is satisfied where there is

| not yet & current substantive or preparatory crime, but facts or

[ circumstances reasonably indicate that such a crime will occur inthe

| future ] ~

: "(3) The FBI supervisor‘ authorizing an inyestigaﬁon
shall assure that the facts.or circumstances meeting the standard of
reasonable indication have been recorded n wntmcr

"In sensrtlve criminal matters, as deﬁned in paragraph AQ2), the
Umted States Attorney or an appropriate Department of
| Justicelofficial, as well as FBIHQ,|shall be notified in writing of
the basis for an investigation as soon as practicable aﬂer
commencement of the 1nvest1gat10n
(4) The Specral Agent conducmng an investigation
_ shall maintain periodic written or oral contact with the appropriate
federal prosecutor, as circumstances require and as requested by the
* prosecutor. :

"When, during an investigation, a matter éppears to

| arguably|to|warrant prosecution, the Special Agent shall present the
. 4 4 , FBI023946CBT
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relevant facts to the appropriate federal prosecutor. In every
. sensitive criminal matter, the FBI shall notify the appropriate
federal prosecutor of the termination of an invéstigation within 30
days of such termination. Information on investigations which have
been closed shall be available on request to a United States Attorney
| orjhis or.her|designee or an appropnate Department of Justice
official. :

" "(5) When a serious matter mves’ugated by the FBI
is referred to state or local authorities for ‘prosecution, the FBI,
insofar as resources permit, shall promptly advise the federal
prosecutor in writing if the state or local authorities decline

. prosecution or'fail to commence prosecutive action within 120 days.
. Where an FBI field office cannot provide this follow—up, the SAC shall

so advise the-federal prosecutor.

: (6) When credible lnformatlon is received concerning serious
cnmmal activity not within the FBI investigative jurisdiction, the
FBI field office shall promptly transmit the information or refer the
complainant to the law enforcement agencies having jurisdiction, .
except where disclosure would jeopardize an ongoing investigation,
-endanger the safety of an individual, disclose the identity of an

.. informant, interferé with an informant's cooperation, or reveal
legally privileged information. If full disclosure is not made for

the reasons indicated, then whenever feasible the FBI field office ,
shall make at least limited disclostire 0" the law enforcemerit- -agency -
having jurisdiction, and full disclosure shall bé made as soon as the
need for restricting dissemination is no longer present. Where full
'd1sclosure is not made to the appropriate law enforcement agencies
within 180 days, the FBI field office shall promptly notify FBI
Headquarters in writing of the facts and circumstances concerning the
criminal activity. The FBI shall make a-periodic report to the Deputy
Attorney General on such nondisclosure and incomplete disclosures, 1n
|'a form sultable to protect the identity of|informants. l

"Whenever mformauon is recelved concerning unauthonzed

.| criminal activity by|a confidential informant,|it shall be handled o '

| injaccordance with ﬂleIAttorney General's Guldehneisegardm0 the use
| of Confidential Informants.| -

"(7) All requirements regarding investigations shall
apply to reopened investigations. In sensitive criminal matters, the
United States Attorney or the appropriate Department of Justice

reopening of an investigation.
. "IIL CRIMINAL INTELLIGENCE INV ESTIGATIONS,
"This section authoriées the FBI to conduct cnmmal

| intelligence investigations of certain|enterprises.| These

investigations differ from general crimes investigations, authorized ,
' FBI023947CBT
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by Section 11, in-several important respects. As a general rule, an
investigation of a completed criminal act is normally confined to
determining who committed that act and with securing evidence to
establish the elements of the particular offense. It is, in this . .
respect, self-defining. An intelligence investigation of an ongoing -
criminal enterprise must determine the size and composition of the

~ group involved, its geographic dimensions; its past acts and intended
criminal goals, and its capacity for harm. While a standard criminal
investigation terminates with the decision to prosecute or not to

- prosecute,-the investigation of a criminal enterprise does not :
necessarily end, even though one or more of the participants may have
been prosecuted. : '

"In addition, the organization provides a life and

-continuity of operation that are not normally found in a regular

criminal activity. As a consequence, these investigations may
| continue for several years. |Furthermore the|focus of such

investigations 'may be less prec1se than that directed against more

conventional types of crime.' United States v. United States District

Court, 407 U.S. 297, 322 (1972). Unlike the usual criminal case, !

there may be no completed offense to provide a framework for the:

mvestlgatwn It often requires the fitting together of bits and .

pieces of information, many meaningless by themselves, to determine.

whether a pattern of criminal activity exists. For this reason, the

investigation is broaderand less discriminate than usual, mvolvmg B s
: "the mteuelauon of various sou:ces and types of information.' Id . o g e

"Members of groups or orgamzaﬁons actmg in concert to
. violate the law present a grave threat to society. An investigation .
of organizational activity, however, may present special problems,
. part1cularly where it deals with politically. motivated acts. There
is 'often ... a.convergence of First and Fourth Amendment values, in
| such matters that is 'not|present]in cases of* ordinary' crime.' |Id.
| at 313.| Thus, special care must be exercised in sorting out protected
.activities from those which may.lead to violence or serious disruption
i of society. Asa consequence, the guidelines establish safeguards for
group investigations of special sensitivity, 1nclud1ng t1ghter
management controls and higher levels of review. :

: " A . RACKETEERING ENTERPRISE INVESTIGATIONS (See MIOG, Part 1, 92-8,
194.3.7 )

"This section-focuses on investigations of organized
‘| crime. It is concerned withithe]investigation of entire enterprises,
| rather thanljust|individual participants|and|specific criminal acts,
and authorizes investigations to determine the structure and scope of
| the enterprise, as well as the relat1onsh1p of thejmembers.|

"1. Definition

Racketeering activity is any offense, including .
' ‘ FBI023948CBT
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| |a|violation of state law, encompassed by the Racketeer Influenced
| and Corrupt Organizations Act|(RICO),|18 U.S.C. 1961(1).
"2. General Authority

| : . "a.|A racketeering enterprise investigation .

- | may be initiated when facts or circumstances reasonably indicate that

| two or more persons are engaged in a pattern of racketeering activity
| as defined in the RICO statute, 18 US.C. 1961(5) However, if the

| pattern of racketeering activity involves an offense or offenses

| described in 18 U.S.C.2332b(g)(5)(B), the investigation shall be

| deemed a terrorism enterprise investigation and shall be subject to

| the standards and procedures of Subpart B of this Part in lieu of

| those set forth in this Subpart. The standard of 'reasonable

| indication’ is identical to that governing the initiation of a general -

| crimes investigation under Part I1.|

1 "b. lAuthonty to conduct racketeering

| enterprise 1nvest1gat10ns is in addition to general crimes

| investigative authority under Part II, terrorism enterprise

| investigative authority under Subpart B of this Part, and activities

| under other Attorney General guidelines addressing such matters as
| investigations and information collection relating to international

| terrorism, foreign counterintelligence, or foreign intelligence.

| Information warranting initiation.of a racketeering enterprise

" | investigation may be obtained dhiring the ourse 6T a-géneéral crimes

| inquiry or investigation, a terrorism enterprise investigation, or an

| investigation under other Attorney General guidelines. Conversely, 2

[ racketeermg enterpnse investigation may yield information warranting
| a general crimes inquiry or investigation, a terrorism enterprise

.| investigation, or an 1nvest1gat10n under. other Attomey General

[ gu1dehnes |
3. Purpose‘

The 1mmed1ate purpose ofa racketeenng
enterprise mvest1gat10n is to obtain information concerning the
" nature and structure of the enterprise, as specifically delineated in
| paragraphl4.|below, with a view to the longer range objective of

detection, prevention, and prosecution of the criminal activities of
| the enterpnse

"4. Scope

"a. A racketeering enterprise investigation
properly initiated under these guidelines may collect such information
as: :

"(i) the members of the enterprise and
other persons likely to be knowingly acting-in the furtherance of
R FBI023949CBT
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racketeering activity, prov1ded that the mforma‘aon concems such
persons’' act1v1t1es on behalf of or in furtherance of the enterprise;

"(11) the ﬁnances of the enterpnse;

. "(iii) the geographical dimensions of the
enterprise; and '

: "(iv) the past and future activities and
goals of the enterprise. . .

"b. In obtaining the foregomg information, any .
lawful investigative technique may be used, in accordance with the . : -
requlrements of Part V. : .

5. Authorlzation and Renewal

_ "a. A racketeermg enterpnse investigation may
| be authorized by thelSpec1a1 Agent in Charge, with notification to
| FBIHQ,vipon a written recommendation setting forth the facts and
" | circumstances reasonably md1catu1g|that the standard of’ paragraph
| 2.a.1s satlsﬁed]

N I"b. The FBI shall notify the Organized Cnme

| and Racketeering Section of the Criminal Division and any affected
| United States Attorney's office of the opening of a racketeerinig
| enterprise investigation.’ On receipt of such notice, the Organized
| Crime and Racketeering Section shall immediately notify the Attormey
| General and the Deputy Attorney General. In all racketeering
| enterprise investigations, the, Chief of the Organized Crime and
| Racketeering Section may, as he or she deems necessary, request the

- | FBI to provide a report on the status of the investication.l

Ea. - . . © g e

| "c.| A racketeering enterprise mvest1gat10n

| may be 1mt1a11y authorized for a penod ofuptojayear| An
investigation may be continued upon renewed authorization for

| additional periods each not to exceed|a year.| Renewal authorization

| shall be obtained from the]SAC with notification to FBIHQ. The FBI

| shall notify the Organized Crime and Racketeering Section of any

| renewal, and the Organized Crime and Racketeering Section shall

| immediately notify the Attorney General and the Deputy Attomey

| General. |

| ©ndl Invest;gatlons shall be rev1ewed by the
|. |SAC|on or before the expiration of the period for which the
investigation and each renewal thereof is authorized.

l ‘ |"e.| An investigation which has been terminated
may be reopened upon a showing of the same standard and pursuant to
the same procedures as required for initiation of an investigation.

FBI023950CBT
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| ~°|"f. In addition to the authority.of Special
| Agents in Charge under this paragraph the Director of the FBI, and
| any Assistant Director or senior Headquarters official designated
| by the Director, may “authorize, renew, review, and reopen racketeering
| enterprise investigations in conformity with the standards of this
[ paragraph -

l . "B. (TERRORISM ENTERPRISEIINVESTIGATIONS (See I\/HOG Part1,100-1.2 )

| "This sectlon focuses on investigations oﬂenterpnses that seek
| to further political or social ooals[through activities that involve
| force orjviolence, or that otherwise aim to engage in terrorism or
| terrorism-related crimes. Like the section addressmglracketeermg
enterprlse investigations, it is concerned with the investigation of
| entire enterprises, rather thanfjustfindividual participants and
specific criminal acts, and authorizes investigations to determine the
- structure and scope of the enterprise as well as the relationship of
the members.

"1. General Authority (See MIOG, Part 1,100-1.2.2 .)°

| " . "a Alterrorism eriterprise|investigation
| may be initiated|when facts|or circumstances reasonably indicate
- that two or more persons are engaged in an enterpnse for the purpose
| of: |(i)|furthering political or social goals ‘wholly orin part = - '
" | through activities that involve force or violeiice afid a violation|of
| federal criminal law, (ii) engaging in terrorism as defined in 18
| U.S.C. 2331(1) or (5) that involves a violation of federal criminal
| law, or (iii) committing any offense described in'18 U.S.C.
12332b(g)(5)(B). A terrorism enterprise mvest1gat10n may also be
| initiated when facts or circumstances reasonably indicate that two or
. | more persons are engaged in a pattern of racketeenng activity as
| defined in the RICO statute, 18 U.S.C 1961(5), that involvesan’
| offense or offenses described in 18 U.S.C. 2332b(g)(5)(B).| The -
standard of 'reasonable indication' is identical to that governing
the initiation of a géneral crimes investigation under Part II. In -
" determining whether an investigation should be conducted, the FBI
| shall consider all of the circumstances including: |(i)|the magnitude-
| of the threatened harm;|(ii)|the likelihood it will occur;|(iii)|the -
" | immediacy of the threat; and|(iv) any|danger to pnvacy[orlfree
expression posed by an mvest1gat10n

- "b. Authonty to conductiterrorism enterprise|
| investigations|is injaddition to general crimes investigative - et
| authority under Part II, racketeering enterprise|investigative ‘
| authority under Subpart.A of this Part and activities under other
| Attorney General guidelines addressing such matters as investigations
| and information collection relating to international terrorism,
| foreign counterintelligence,.or foreign intelligence.| Information
| warranting initiation of]a terrorism enterprlse mvest1gat10n|may be

obtained|during|the course of a general e
| |during| general crimes inquiry or FBI023951CBT
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|. investigation, a racketeering enterprise mvest1gat1on or an
| investigationjunder other Attorney General guidelines.| Conversely, a
| lterrorlsm enterpr1se|1nvest1gat1on may yield information warranting a
general crimes inquiry or investigation, a racketeering enterprise
| investigation, or an investigationjunder other Attomey General
| guideliries.|

] “c. lMere speculation|that force or violence
mlght occur during the course of an otherwise peaceable demonstration
is not sufficient grounds for initiation of an investigation under

| this|Subpart, but where facts or circumstarces reasonably indicate -

| that & group or enterprise has engaged or aims to engage in

| activities mvolvmg force or violence or other criminal conduct

| described in paragraph ].a. in a demonstration, an investigation

| may be initiated in conformity with the standards of that paragraph.|
For alternative authorities see Part II relating to General Crimes
Investigations and the Attorney General's Guidelines on 'Reporting on
Civil Disorders and Demonstrations Involving a Federal Interest.'

| This does not|limitjthe collection of information about public

demonstrations by enterprises that are under active mvestwa’uon

l pursuant to paragraph|1.a.Jabove.

", Purpose (See MIOG, PaItl 100 2.1)

.| "The 1mmedlate purpose of alterrorism enterpnsel o
=" ~investigation is to obtain information concerning the - S
nature and structure of the enterprlse as specifically delineated -
in paragraph 3. below, with a view to the longer range objectives of
detection, prevention, and prosecution of the criminal activities of
the enterpnse

"3. Scope (See MIOG Part 1, 100 2.2 )

| "a. A[terronsm enterpnselmvestlaanon
initiated under these guidelines may collect such information as:

"(i) the members of the enterprise and
other persons likely to be knowingly acting in furtherance of its
criminal objectives, provided that the information concerns such .

_ | persons’ activities on behalflofjor in furtherance of the enterprise;

"(ii) the finances of the enterprise;

S ~(iii) the geogréphical dimensions of the ente_rprise;.

, "(iv) past and future activities and goals of the
. enterprise.

"b. In obtaining the foregoing information, any
| lawful investigative technique may be used in accordance withjthe]

Orn bahe P U T WL W WS W NI .\
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requirements of Part I'V.
"4. Autﬁoﬁzation and Renewal (See MIOG, Part 1, 1100—2.3‘ )

b "a. Alterrorism enterpriselinvestigation

| may be authorized by the|Special Agent in Charge, with notification

| to FBIHQ,[upon a written recommendation setting forth the facts or

~ circumnstances reasonably indicating the existence of an enterprise, as

| described injparagraph 1.a.| The FBI shall notify the Terrorism ‘

| and Violent Crime Section|of the|Criminal Division,|the Office of the

| Intelligence Policy and Review, and affected United States Attorney's

| Office|of the opening offa terrorism enterprise investigation. On '

| receipt of such notice, the Terrorism and Violent Crime Section shall

{ immediately notify the Attorney General and the Deputy Attorney

| General. In all such investigations, the Chief of the Terrorism

[ and Violent Crime Sectionjmay, as he|or she|deems necessary, request
the FBI to provide a report on the status of the investigation..

|  "b. Alterrorism enterprise|investigation

| may be initially authorized for a-period of up to|a year.| An

_ investigation may be.continued upon renewed authorization for

| additional periods each not to exceed|a year.| Renewal authorization .

| shall be obtained from the|SAC with notification to FBIHQ. The FBI -
| shall notify the Terrorismm and Violent Crime Section and the Office

| of Intelligence Policy and Review of any renewal, and the Terroi'ism

" [ and Violent Crirtie Section shall immediztely notify the Attomey" Ten T

| General and the Deputy Attomey General |

aE A "c. Investloanons shall be rev1ewed by the|SAC]on or
| before the expiration|of thelpenod for which the investigation and
each renewal thereof is authorized. -

| ~ |In some cases, the enterpnse may meet the.
| threshold standard but be- temporarily inactive in the sense that it -
| has not engaged in recent acts of violence or other criminal '
| activities as described in paragraph 1.a., nor is there any
. | immediate threat of harm - yet the composition, goals and prior
| history of the group suggest the need for continuing federal interest.
| The investigation may be continued in such cases with whatever scope |
| is warranted in light of these considerations.l

| J"d| An mvest1gat10n which has been terminated
may be reopened upon a showing of the same standard and pursuant to
the same procedures as required for initiation of an investigation.

I ]"e In addition to the authority of Specml

| Agents in Charge under this pa.racraph the Director of the FBI, and
| any Assistant Director or senior Headquarters official designated by
| the Director, may authorize; renew, review, and reopen terrorism

| enterprise investigations in confomnty w1th the standards of this

| paragraph.|
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] "f. The FBI shall report|to the Terrorism and
| Violent Crime Section of the Criminal Division and the Office of
| Intelligence Policy and Review the progress of a terrorism enterprise
. | investigation|not later than 180 days after]its initiation,jand
the results at the end of each year the investigation continues. The
| Terrorism and Violent|Crime|Section shalllimmediately transmit copies
.| of these reports to the’ Attomey General and the Deputy Attomey
| General l

"IV. INVESTIGATIVE TECHNIQUES (See MIOG, Part 1, 100-2.2.)

" "A. When conducting investigations under these guidelines
| the FBI may use any lawful investigative technique. |The choice of -
| investigative techniques is a matter of judgment, which should take
| account of? (i) the objectives of the investigation and available
| investigative resources, (ii) the. intrusivéness of a technique,
| considering such factors as the effect on the privacy of individuals
| and potential damage to reputation, (iii) the seriousness of the'
| crime, and (iv) the strength of the information indicating its
| existence or future commission. Where the conduct of an mvesnganon
_ | presents a choice between the use of more or less intrusive methods,|
the FBI'should consider whether the information could be obtained in
| a timely and effective way by]the|less intrusive means. [The FBI
| should not hesitate to use any lawful techniques consistent with these S
'['Guidelines in an investigation, even ifintrusive, where the: —. = = - ST e e
| intrusiveness is warranted in light of the seriousness of the crime or
[ the strength of the information indicating its'existence or future
. | commission. This point is to be particularly observed i in.
| investigations relating to terronst activities. |

: "B, All requirements _for use of a technique set by -
statute, Department regulations and policies, and Attorney General .
Guidelines must be complied with. The investigative techmques listed ' B
below are subject to the noted restnc‘nons

e . "1. |Confidential mfonnantslmust be used in comphance with the
| Attorney General's Gu1de11nes|re0ard1ng|the Use of] Con.ﬁdentlal
| Informants;| .

| "2. Undercoverlactlvmes andIOperanons must be
coriducted in compliance with the Attorney General's Guidelines on FBI
Undercover Operations; ..

| "3. IIn 51tuatxons mvolvmg]undlsclosed part101pat10n in the
activities of an organization by an undercover employee or cooperating
| private individuallany potential constitutional concerns relating to
| activities of the organization protected by the First Amendment must
| be addressed through full compliance with all applicable provisions of
| the Attorney General's Guidelines on FBI Undercover Operations and the
| Attomey General’s Guidelines Regardmcr the Use of Confidential

FBI023954CBT
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| Informants;]

"4, Nonconseflsual electronic surveillance must be
conducted pursuant to the warrant procedures and requirements of
| |chapter 119 of title 18, United States Code (18 U.S.C. 2510, 2522);|

"5. Pen registers and trep and trace devices must.be
installed and used pursuant to the procedures and requirements of
"I |chapter 206 of title 18, United States Code (18 U. S. C 3121 3127) |

"6. Access to stored wire-and electromc communications and
! transactional records must be obtained pursuant to the procedures and
| requirements of|chapter 121 of title 18, United States Code (18 UsS.C.
]2701 2712) | '

) "7. Consensual electronic monitoring must be authorized
pursuant to Departmeit policy. For consensual monitoring of -
conversations other than telephone conversations, advance .
authorization must be obtained in accordance with established
guidelines. This applies both to devices carried by the cooperating
participant and to devices installed on premises under the control of

| the participant. SeejU.S. Attorneys' Manual 9-7.301 and 9-7.302.]

For consensual monitoring of telephone conversations, advance
. | authorization must be obtained from the SAC|or Assistant Special

| Agent in Charge|and the appropriate|U.S. Attorney, Assistant Attorney

| Generdl; or Deputy Assistant Attorn€y- Genieral,|except it exigent’

| |circumstances. An Assistant Attorney General or Deputy Assistant

| Attorney General who provides such authonzahon shall noufy the

1 appropnate U.S. Attorney;| . .

"8. Searches and seizures must be conducted under
the authority of a valid warrant unless the search or seizure comes
within a judlclally recognized exception to the warrant requrrement

. See also, Attorney General's Guidelines on Methods of Obtaining
| Documentary Materials Held by ThlrdIPartles, 28 CFR Part 59;"| (See
MIOG, Part 2, Section 28 .)

| ' oo, }Classiﬁed investigative technelogies must be
| used in compliance with the Procedures for the Use of Classified
[ Investigative Technologies in Criminal Cases; and|

| . : |"10 | Whenever an individual is known to be represented by counsel
-in a particular matter, the FBI shall follow applicable law and
Department procedure concerning contact with represented individuals
in the absence of prior notice to their counsel. The SAC or his |
designee and the United States Attorney shall consult penodrcally on

| apphcable law and Department procedure. |Where issues arise -

| concerning the consistency of contacts with represented persons with’

.| applicable attorney conduct rules, the United States Attorney should
| consult with the Professmnal Responsrbrhty Advrsory Office.|

FBI023955CBT
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| " V. DISSEMINATIONJAND MAINTENANCE|OF INFORMATION -

| "A. The FBI Inay disseminate information during|the
| checking of leads, preliminary inquiries, and investigations conducted

- | pursuant to these Guidelines to United States Attorneys, the Criminal

| Division, and other components, officials, and officers of the
| Department of Justice. The FBI may disseminate information durmg
| the checking of leads, preliminary inquiries, and|investigations -
conducted pursuant to these Guidelines to another Federal agency, or
to a State or local criminal justice agency when such information: -

- : |"1 falls within the investigative or'prdte'gtive
| jurisdiction or|mitigativejresponsibility of the agency;

|- |"2| may assist in preventing a crime or the use of
violence or any other conduct dangerous to human life;

| ' ["3.] is required to be.fui'nished to another Federal
| agency by Executive Order 10450, as amended, dated Ap1jiI 27, 1953,}or|

| |"4.| is required to be disseminated by statute,
interagency agreement approved by the Attorney General, or

| Presidential Directive; and to other persons and agencies as|required

| by 5U. S C.552oras other\mse perrmtted by 5 US.C. 552a |

V,'l S I"B. The TBI shall mamtamadatabase that 1dent1ﬁes all T

| preliminary inquiries and investigations conducted pursuant to these’
‘| Guidelines and that permits the prompt retrieval of information

| concemmg the status (open or closed) and subJects of all such

| L mqumes and mvestlgatlons |

. "VIL |COUNTERTERRORISM ACTIVITIES AND OTHER AUTHORIZATIONS -

.| "In order to carry out its central mission of preventing

* - | the commission of terrorist acts against the United States and its

| people, the FBI must proactively draw on available sourcés of
| information to identify terrorist threats and activities. It cannot
| be content to wait for leads to come in through the actions of others,
| but rather must be vigilant in detecting terrorist activities to the
| full extent permitted by law, with an eye towards early intervention
| and prevention of acts of terrorism before they occur. This Part -
- | accordingly identifies a number of authorized activities which further
| this end, and which can be carried out even in the absence of a o
| checking-of feads, preliminary inquiry, or full investigation as e e VU
| described in Parts I-III of these Guidelines. The authorizations : S '
| include both activities that are specifically focused on terrorism . .
| (Subpart A) and activities that are useful for law enforcement
| purposes in both terrorism and non-terrorism contexts (Subpart B).

| "A. COUNTERTERRORISM ACTIVITIES
‘ FBI023956CBT
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| "1. Information Systerﬁs

| . ' "The FBI is authorized to operate and participate in

" | identification, tracking, and information systems for the purpose of

| identifying and locating terrorists, excluding or removing from the

| United States alien terrorists and alien supporters of terrorist

" |activity as authorized by law, assessing and responding to terrorist

| risks and threats, or otherwise detecting, prosecuting, or preventing

| terrorist activities. Systems within the scope of this paragraph may-

. | draw on and retain pertinent information from any source permitted by
" | law, including information derived from past or ongoing investigative
- | activities; other information collected or provided by governmental

| entities, such as foreign intelligence information and lookout list

| information; publicly available information, whether obtained directly
| or through services or resources (whether nonprofit or-commercial)

| that compile or analyze such information; and information voluntarily
| provided by private entities. Any such system operated by the FBI

| shall be reviewed periodically for compliance with all applicable

| statutory provisions, Department regulations and policies, and

| Attorney General Guidelines.

1 "2. Visiting Public Places and Events

| © . "For the purpose of detecting or preventing .

[ terronst activities, the FBI is authorized to visit any place and

“| attend éniy event that is opén tothe public, on the same terms and -
| conditions as members.of the public generally. No information

| obtained from such visits shall be retained unless it relates to

N potentlal cnmmal or terronst acuv1ty : -

P "B, OTHER AUTHORIZATIONS

- | - "In add1t10n to the checking of leads, prehmma.ry

| inquiries, and investigations as described in Parts I-III of these

| Guidelines, and counterterrorism activities as described in Part A

| above, the authorized law enforcement activities of the FBI include
| carrying out and retaining information resultlng from the following -
| activities:

| ' 1. General Topical Research -

( l "The FBI is authorized to carry out creneral topical

| research including conducting online searches and accessing online

| sites and forums as part of such research on the same. terms and

| conditions as members of the public generally. 'General topical

| research’ under this paragraph means research concerning subject areas
| that are relevant for the purpose of facilitating or supporting the

| discharge of investigative responsibilities. It does not include

| online searches for information by individuals' names or other

* [ individual identifiers, except where such searches are incidental to .

| topical research, such as searching to locate writings on a topic .

rage 2/ oI 31 -

FBI0O23957CBT

OI(iEPED Q212 /05 .DRaRT 10

—
——




AULCIYICW 1L IHLlUgIllllUg_lIlu'U_bCULlUlll.I_ll.m . ’ ragc Z0 Ol 21
( : (

| by searching under the names of authors who write on the topic, or
| searching by the name of a party to a case in conducting legal
| research.

| | ~ 2. Use of Online Resources Genefally

| ' "For the purpose of detecting or preventing terrorism
. | or other criminal activities, the FBI is authorized to conduct online

| search activity and to access online sites and forums-on the same

| terms dnd.conditions as memberts of the public-generally..

| “3. Reports and Assessments

| : : "The FBI is authonzed to prepare general reports and -
-| assessments concerning terrorism or other criminal activities for
| purposes of strategic planning or in support of mvesnaatlve
" act1v1t1es '

] "4. Cooperation with Secret Service

| “The FBI is authorized to provide investigative
|-assistance in support of the protective respons1b1ht1es of the Secret . .
| Service, prov1ded that all preliminary i mqulnes or investigations are

| conducted in accordance with the provisions of these Guidelines. .

" | .. "C.PROTECTION OF PRIVACY AN} OTHER LIMITATIONS - -
1 " "1, General Limitations

l "The law enforcement activities authonzed by this
| Part do not include maintaining files on individuals solely for the
| purpose of monitoring activities protected by the First Amendment or
| the-lawful exercise of any other rights secured by the Constitution or -
| laws of the United States. Rather, all such law enforcement
| activities must have a valid law enforcement purpose as described in
| this Part, and must be carried out in conformity with all applicable .
| statutes, Department regulations and policies, and Attorney General
[ Guidelines. In particular, the provisions of this Part do not -
i supersede any otherwise applicable provision or requuement of the
| Attorney General's Guidelines on FBI Undercover Operations or the
| Attorney General's Guidelines Regarding the Use of Confidential
| Informants. - .

-l_l.. RO "2. Maintenance of Records Under the Privacy Act. . ' i

. ' . "Under the Privacy Act, the permissibility of maintaining - '
| records relating to certain activities of individuals depends in part
| on whether the collection of such information is 'pertinent to and
-| within the scope of an authorized law enforcement activity.' 5 U.S.C.
| 552a(e)(7). By its terms, the limitation of 5 U.S.C. 552a(e)(7) is
[ inapplicable to activities that do not involve the ‘'maintain?ing|' of
' ) FBI023958CBT
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| a'record' within the meaning of the Privacy Act, or that occur

| pertinent to and within the scope of an authorized law enforcement

| activity. 'Authorized law enforcement activit?ies|' for purposes of

| the Privacy Act include carrying out and retaining information

| resulting from the checking of leads, preliminary inquiries, or

| investigations as described in Parts I-III of these Guidelines, or

| from activities described in Subpart A or B of this Part. As noted -

| in paragraph 3. below, however, this is not an exhaustive enumeration
| of 'authorized law.enforcement activit?ies|. Questions about the

| application of the Privacy Act to other activities should be addressed
| to the FBI Office of the General Counselor the Office of Informanon
| and Privacy.

| ' "3, Construction of Part

[ ’ - "This Part does not limit any activities authorized
| by or.carried out under other Parts of these Guidelines. The,

| specification of authorized law enforcement activities under this

| Part is not exhaustive, and does not limit other authorized law

| enforcement activities, such as those relating to foreign

| counterintelligence or foreign intelligence.|

" VIL RESERVATION

"A. Nothing in these. Guidelines shall limit the general
‘teviews or audits’of papers files, contracts or otherrécords’in the _
:government's possession, or the performance of similar services at the T
. spec1ﬁc request of a Department or agency of the United States. Such ‘
reviews, audits or similar services must be for the-purpose of -
detecting or preventing violations of federal law which are Wlthm the
investigative respons1b1hty of the FBI

"B. Nothing in 1 these Gmdelmes is intended to limit the . ‘
" FBI's responsibilities to investigate certain apphcants and employees
under the federal personnel security program.

. "C. These Guidelines are set forth solely for the purpose
of internal Department of Justice guidance. They are not intended to,
do not, and may not be relied upon to create any rights, substantive
or procedural, enforceable at law by any party in any manner, civil or
criminal, nor do they place any limitation on otherwise lawful - :
l investigative andlnuhgaﬂve]prerogatwes of the Department of.
Justice.
KN |"Effective: 5/30/02 John Ashcroft
T Attorney General"|

N

**Efﬂ)te' 07/23/2007 MCRT#"1216 Div: D6CT Cav: SecCls:

| 1-4 IINVESTIGATIVE AUTHORITY AND THE FIRST AMENDMENT|
[ (1) |The First Amendment to the United States
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| Constitution guarantees the rights of free speech and peacefil

| assembly. Because of the importance of these rights in American

| society, acts by law enforcement agencies that could possibly chill

| the exercise of these rights have historically been reviewed by the

| legislative and judicial branches of government with careful

| scrutiny. Experience has shown that investigations by law

| enforcement into individuals, or the members of assembled groups, who
| advocate political or social goals through violent means, as well as

| investigations into the causes of civil or social disorder, have the

| greatest potential of exposure to such scrutiny. Therefore, it is

| important that these investigations be conducted according to strict

| guidelines and in a manner that respects the First Amendment nghts
| of all persons, including those under 1nvest1gat10n |

| (2) |In particular, investigations that have this
| potential may only be initiated in strict compliance with the
| - Attorney General's Guidelines and other applicable Department and .
| FBIHQ directives. Information from pnvate or pubhc sources of
| possible violations of federal laws, which give rise to such
| investigations, must be carefully documented and particularized as to
| those persons suspected of such violations. Furthermore, the scope
| of each investigation must be carefully tailored to fit the
| circumstances giving rise to the invéstigation; although
| expansion in the scope of an investigation may be undertaken if. -
| justified by a change in these circumstances: Finally, the duration .
.| of the investigation must not be permitted to extend beyond the. goint = - el T s,
| at which its underlymg justification no longer exists.| ' '

| 3 ]Generally, an FBI investigation may employ any

| authorized investigative technique. In the case of those _

| investigations with the- potent1a1 to mﬁmge upon First Amendinent

| rights, consideration must be given to using those techmques that

| are less intrusive and less likely to adversely affect the exercise

| of those rights. For example, infiltrating private meetings of '
| targeted groups should only be undertaken if attendance at public

| meetings is hkely to produce critical mvestlgatlve information.

| HF urthermore the collection of mformatlon :

| concerning groups and individuals must be justified as reasonable and

| necessary for investigative purposes. Information concerning the -

| exercise of First Amendment rights should be made a matter of record

| .only if it is pertinent to and within the scope of the authorized law

| enforcement activity. When public-source printed material concerning
.| the exercise of First Amendment rights is obtained and a decision.

| made to retain such material, a notation must be placed on the

| material describing the reason(s) it was collected and retained. The

| notation must clearly indicate the specific mvest1gat1ve interest(s)

| which led to the decision to retain the item.

| - (5) Finally, if an individual, group, or activity has

| been characterized in a certain manner by the originators of .
: e FBI023960CBT
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| | o (

| information collected in the course of an-investigation, FBI records,

| including transmitting documentation, should reflect that the

| .characterization was made by another party, not the FBI. However, if

| the characterization tomports in whole or in part with the results of

| independent FBI investigation, the transmitting communication may so
| state.] - ‘ ' -
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. - AaLL INFORMATION | CONTAINED
SENSITIVE ’{EPEIN I3 UNCLAZSIFIED -
DATE 12-03- f.uu-J BY 651750MH/u]j=

’

**EffDte; MCRT# 0 DIV D60P Cav SecCls:

162-1 MISCONDUCT INVESTIGATIONS OFIFBI EMPLOYEES IOFFICERS AND
EMPLOYEES OF THE DEPARTMENT OF JUSTICE AND FEDERAL JUDICIARY

- »EffDte: 05/08/1980 MCRT#: 0 Div: QPDG Cav: SecCls:

62-1. 1 Pollcy

(1) Allegations conceming misconduct on the part of
officers or employees of the Department of Justice or ¢f the Federal
judiciary which do not involve viclations of any statute Within the
" Bureau's investigative jurisdiction should be forwarded to FBIHQ
immediately by letterhead memorandum (LHM) or by more expeditious .
means if the circumstances warrant. (if teletype or telephone is
used, follow with LHM.) .

(2) No investigation is to be conducted without FBIHQ :
" authority. ' : . !

(3) When authority is granted, the office to Wthh the
. matter is referred by FBIHQ will be the office of origin and, upon
completion of- mvestlgatlon that ofﬁce should submlt a closnng .-
report. L o e T _ . LT

(4) Reports are not toAbe furnished to USAs unIess FBIHQ .
so directs. : ) ' _

‘ (5) Invéstiéations are to-be handled in an expeditioué
_manner. , ) .

| ' |(B) Allegatlons concerning mlsconduct on the part of an
| FBI emponee will be handled as set forth in the MAQP Part |
| Section 1 , entitled "Dlsmphnary Matters."] .

| =EffDte: 05/08/1980 MCRT#: 0 Div: OPD6 Cav: SecCls:

62-1.2 Other Investigations of Government Employees

. *_‘*Efthe:' 05/08/1980 MCRT#: 0 Div: D6 Cav: SecCls:
62-1.2.1 Policy

(1) Administrative investigations involving Government -
officials or employees shall not be conducted without prior FBIHQ
authority. .

(2) Prior FBIHQ authorization is not necessary in the
investigation of alleged criminal violations by Government officials
or employees when the alleged activities are unrelated to their
officiat duties, except when such offi cxals or employees are highly
placed.
FBI023962CBT
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~ (3) FBIHQ authorization is not necessary in
investigations of criminal violations within our primary jurisdiction
by any official or employee of the Department of Justice even though
the activities are related to their official duties.

(4] In any event FBIHQ should be immediately advised by
LHM transmitted by airtel, or by teletype, as the exigencies of the
- case dictate, of the full facts of the compiaint and the action being
taken. (If teletype is used, also submit LHM by airtel immediately.)

(5) Investlgatron of violations of statutes within the -

Bureau's mvestrgatwe jurisdiction by Treasury Départment employees
and other persons in matters within the administrative control of the
Treasury Department are conducted by the Bureau under a Justice |
Department agreement with that Department dated 2-5-55. This
agreement supplements Public Law 725, 83rd Congress (approved
8-31-54), which confers upon the Attorney General and FBI the

. authority to investigate viclations of Title 18, USC, on the part of

" Government employees unless such authority is otherwrse assxgned by,
another provrsron of law. .

(6) Because of certain provisions of the Internai Revenue
- Code relative to corruption violations involving employees of the

. Treasury Department, an agreement was necessary to. bestow exclusive
jurisdiction.upon the FBI in these matters. Prior to this agreement,
the Bureau was stopped from conducting investigations of allegations
of bribery and fraudulent practices on the part of employees of the
Treasury Department by the provisions’ of Public Law 79, 82nd Congress,

" approved by the President on 7-16-51. The Bureau is to be informed . AP .

* immediately of the receipt of complaints of violations-withinthe . -~~~ .- -wro = -0 0 o T T T
Bureau's jurisdiction on the part of the Treasury Department personnel ' L C

" orin Treasury Department miatters. A brief statement of the facts of
the complaint and the action being taken is to be forwarded to FBIHQ

- by Air Mail Special Delivery letters, airtel, teletype, or telephone
“depending upon the urgency of the CIrcumstances (If teletype or-
telephone is used, follow with LHM.) In a complaint involving a

_ Treasury Department employee, the initial communication to the Bureau
should identify the employee, his/her pasition, and the Treasury
branch where he/she is employed Any instances of delay on the part
of the Treasury Department in referring complaints, encroachment by - ’
the Treasury Department of the Bureau's investigative jurisdiction, or
lack of cooperation by Treasury Department officials or employees
should be immediately referred to FBIHQ. Submit four copies of an LHM -
in all cases in which investigation is instituted. Dissemination of

. the LHM will be made in Washington, D.C., and no cepies of LHMs are to

. be furnished ona local level other than to USAs.

'“Efthe 02/22/1988 MCRT# 0 Div: DG Cav: SecCls
62-1.3 Misconduct lnve‘stlgatlons of FBI Employees
*EffDte: 02/22/1‘9,88 MCRT#: 0 I5iv: OP Cav: SecCls:

62-1.3.1 Policy

- v

(1) Allegations of criminality or serlous mlsconduct on
the part of FBI employees.

FBI023963CBT
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(2) Inquiries will be conducted and reported as described -
in MAOP, Part |, Section 13, entitled "DlsC|pllnary Matters."

| (3) Inquiries will be placed in a separate|263|

| classification file, both in the field division and FBIHQ, and stored
in the SAC's safe in the field and in the secure personnel file
sectron at FBIHQ. '

*EffDte: 02/22/1988 MCRT#: 0 Div: OP Cav SecCls

62-1.4 Privacy Act Requirements

(1) When interviewing anyone in the above classr’r‘ catlon
in order to solicit information about himself/herself or-his/her own
activities, the interviewing Agent must follow the procedures
described in Part IR 190-5 subparaqraphs (2) and (3), of this manual.

(2) When mterwewrng an individual to solicit
information concerning someone other than the interviewee (thereby
classifying that individual as a source of information), the ,
interviewing Agent must follow the procedure relating to promises of
confidentiality as described in Part 1, 180-7, of this manual.

_**Efthe: 02/22/1988 MCRT#: 0 Div: PA Cav: SecCls:
[ 62-1.5 Character - Administrative In'quiries )

The character "Admlnlstratrve lnqurry," whlch is .
.- aprlicable to investigations. ofpersnnnel of the Departmente Justies .. -
and the Federal judiciary only, should be used until such time as
FBIHQ instructs that it be changed to some substantive violation. in
. the event the allegation is against an FBI employee, the character -
. l will be|"Office of Professional Responsibility Matter (OPRM)" and .
_ | should be dealt with in accordance with Part 1, Section 263, of thrs
| manual.| .

“EffDte: 02/22/1988 MCRT#: 0°Div: OPDE Cav: Seccr's;
62-2 STATUTES

Title 13, USC, Sectlons 211-214 221-224, 304 305

(1) Section 211 - Recelvmg or securing compensatlon for.
appointment of employees.

(2) Section 212 - Refusal or neglect of employees to
perform duties.

(3) Section 213 False statements certificates, and
lnformatron

( )Sectlon 214 Wrongful disclosure of mformatlon

(5) Section 221 Refusal or neglect to answer questions;
false answers.

' (6 ) Section 222 - Giving suggestions or information with
intent to cause inaccurate enumeration of population.

-'Oﬁi:zﬂo;.oz_uuommﬁn' -
, 1
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Query inquiry on document /niog/miog partl/mio,qplleO.htm HEFEIN I3 UNCLASSIFIED, N
DATE 12-03-2002 EY §5179DMH/wis -

You can navigate between the hits using the "<<" and "">>" tags around a hit.
Clzckmo "<<" takes you to the prevzous hit, clicking "">>"" takes you to the next hit.

- Click to go to the first hit in the document.‘ .

[iBW Quegjy

MIOG PART'1 SECTION 100 MIOG PART 1 SECTION 100. TERRORISM ENTERPRISE
INVESTIGATIONS '

SENSITIVE -

| (ALSO SEE MIOG, PART 1, 137-4|AND 270-4(8) .)

‘ **EﬂDte 02/02/2004 MCRT#: 1308 Div: CT Cav: SecCls:
100-1 GENERAL PROVISIONS | ‘ o ' | |

- **EﬂDte 12/10/1991 MCRT#: 0 Divi CT" Cav SecCls L _‘"'."_' S T o _
100-1.1 Investigative Junsdactlon |

. Invesﬁgatlons by the FBI under this sectxon are based on
. the Attorney General's Guidelines on General Crimes, Racketeering

| Enterprise, and| Terrorism Enterprise|Investigations (AGG).

| These Guidelines, which became effective|May 30, 2002 |rescmd all

| previous versions ofjthe General Crimes Guidelines.| The full text of

| [the|Guidelines is set forth in the Introduction, 1-3 , of this manual.
Some séctions of the Guidelines, such as the "General Pnnmples "

[ |"Preliminary Inquiries,"|the rules governing the "Investigative

| Techniques," and "Dissemination|and Maintenance|of Information" have
general applicability to all investigations and should be consulted

| when appropriate. Section 111, Part B, governing|Terrorism

| Enterpnse]mvestlgatlons together with a commentary on key

provisions relating to them, is set forth below in 100-1.2 and
100-1.2.1 : S A

**EffD_te: 04/04/2003 MCRT#; 1281 Div: CT Cav: SecCls:
100-1.2 Terrorism Enterprise Investi‘gations' (See MIOG, Iritrodu_ction, 1-3 ,and Part 1, 100-1.1 .)
"This section focuses on 1nvest1gat10hs of enterprises

that seek to further political or social goals through activities that

Jnvolve force or violence, or that otherwise aim to engage in .
. FBI023965CBT
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" | |[domesticlterrorism|(as defined in Title 18, USC, Section 2331 (5))|
| or|domesticjterrorism-related crimes. Like the section addressing .
racketeering enterprise investigations, it is concerned with the .
investigation of entire enterprises, rather than‘just individual
participants and specific criminal acts, and authorizes investigations
to determine the structure and scope of the enterprise, as well as the
. relationship of the members." (AGG III:B.)

{ |Commentary: However, all mternational terrorism investigations--to

| include investigations of groups and organizations--shall be conducted -
| pursuant to the Attorney General's Guidelines for FBI National \

| Security Investigations and Foreign Intelligence Collection (NSIG),

| effective October 31, 2003, and within the 315 classification. See .

| Section 19 of the National Foreign Intelligence Program Manual

| (NFIPM).|
**EffDte: 04/30/2004 MCRT#: 1338 Div: CT Cav: SecCls:
100-1.2.1 Commentary (See MIOG, Part 1, 100-1.1 ).

(1) These Guidelines provide guidance for general crimes

and criminal mtelhgence investigations. The standards and
requirements set forth herein.govern the circumstances under Wh.lCh

- such investigations may beginand the permissible scope, duration, | -

© subject matters, and objectives of these investigations. They do not

" | limit activities camed out underithe| Attorney. Géneral Guidelines

| [for FBI National Security Investigations-and Foreign Intelligence

| Collection (NSIG), effective October 31, 2003; which address|such -
matters as investigations and information céllection ' -
relating to international terronsm foreign countenntelhgence or
foreign mtelhgence

(2) The rules governing Terrorism Enterpnse '
investigations allow the FBI to cross organizational lines without
regard to what a particular group or element of an organization might -
call itself: Thus, persons who provide safehouses, money, weapons, or

- otherwise knowingly support the criminal activities of the terrorist
enterprise can be investigated as part of the same enterprise.

3) Prehmmary inquiries and 1nvest1gations ‘governed by
the Guidelines applicable to all criminal violations are conducted for
the purpose of preventing, detecting, or prosecuting violations of °
federal law. The FBI shall fully utilize the methods authorized by
these Guidelines to maxumze the realization of these objectives.

(a) The conduct of preliminary inquiries and
investigations may present choices between the use of investigative
methods which are more or less intrusive, considering such factors as
the effect on the privacy of individuals and potential damage to
reputation. Inquiries and investigations shall be conducted with. as

httle intrusion as the needs
eds of the situation permit Itis FBI023966CBT
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recognized, however, that the choice of techniques is a matter of
judgment. The FBI shall not hesitate to use any lawful techniques
consistent with the Guidelines, even if intrusive, where the
intrusiveness is warranted in light of the seriousness of a crime or
the strength of the information indicating its commission or potential
future commission. This point is to be particularly observed in the
investigation of terrorist crimes and in the investigation of
‘enterprises that engage in terrorism. All preliminary inquiries shall
be conducted pursuant to the General Crimes Guidelines. There is no
separate provision for preliminary inquiries under the Criminal
Intelligence Guidelines because preliminary inquiries may be carned

. out not only to determine whether the grounds exist to commence a

. general crimes investigation, but alternatively or in addition to

- determine whether the grounds.exist to commence terrorism enterprise
investigation. A preliminary << inquiry>> shall be promptly terminated '
when it becomes apparent that a full investigation is not warranted.
If, on the basis of information discovered in the course of a
prellmmary << mquzry>> an 1nvest1gatlon is warranted it may be

" conducted as a general crimes investigation, or a criminal
intelligence investigation, or both. All such investigations,
however, shall be based on a reasonable factual predlcate and shall
have a valid law enforcement purpose. '

‘ (®). In its efforts to ant1c1pate or prevent crime,
. the FBI must at times initiate investigations in-advance of cnmmal
" conduct. It is important that such’ 1nvest1gatrons not be based solely
on activities protected by the First Amendment or on the lawful
exercise of any other rights secured by the Constitution or laws of
the United States. When, however, statements advocate criminal
- activity or mdlcate an apparent intent to engage in crime,
partlcularly crimes of violence, an investigation may be warranted
unless it is apparent, from the circumstances or the context in 'which
the statements are made, that there isno prOSpect of-harm. -

(c) Nothing prohibits thé FBI from ascertammg the
general scope and nature of criminal activity in a particular location
or sector of the economy, or from collecting and maintaining publicly N
available information consistent with the Privacy Act. Criminal
intelligence investigations shall be terminated when all logical leads
have been exhausted and no legitimate law enforcernent mterest
justifies continuance.

- **EffDte: 04/30/2004 MCRT# 1338 D1v CT Cav: SecCls:
100-1.:2. 2 General Authonty (See MIOG, Introductlon 1-3) -

+ "a. A terrorism enterprise investigation may be
initiated when the facts or circumnstances reasonably indicate that two
or more persons are engaged in an enterprise for the purpose of:”
(i) furthering political or social goals, wholly or in part, through
activities that involve force or violence and a violation of

leage 3o0f17
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federal criminal law, (ii) engaging in terrorism as defined in
18 U.S.C. 2331(1) or (5) that involves a violation of

federal criminal law, or (iii) committing any. offense described in-
18 U.S.C. 2332b(g)(5)(B). A terrorism enterprise investigation may
also be initiated when facts or circumstances reasonably indicate that
two or more persons are engaged in a pattern of racketeering activity
as defined in the RICO statute, 18 U.S.C. 1961(5), that involves an
offense or offenses described in 18 U.S.C. 2332b(g)(5)(B). The:
‘standard of 'reasonable indication' is identical to that governing the
initiation of a general crimes investigation under Part II. In
determining whether an investigation should be conducted, the FBI
shall-consider all of the circumstances including: (i) the magnitude

+ of the threatened harm, (ii) the likelihood it will occur, (iii) the '
nnmedlacy of the threat, and (iv) any danger to privacy or free =~
expression posed by an investigation." (AGG IIL.B.1. a) (See MIOG,
Part 1, 100-2.3 )

"b. Authonty to conduct terrorist enterpnse '
investigations is in addition to general crimes 1nvest1gat1ve
authority under Part I1, racketeering enterprise investigative :
authority under Subpart A of the AGG Guidelines on General Crimes,
Racketeering Enterprise and Terrorism Enterprise Investigations, and
activities under other Attorney General guidelines addressing such
matters as investigations and information collection relating to
international terrorism, foreign counterintelligence, or forelgn
iritelligence. Information warranting initiation of a terrorism .
enterprise investigation may be obtained during the course of a .
general crimes << inquiry>> or investigation, a racketeermg enterpnse
: mvestlgatlon or an investigation urider other Attorney General
guidelines. Conversely, 4 terrorism enterpnse investigation may-
yield information warranting a general crimes << inquiry>> or
investigation, a racketeering enterprise investigation, or an
investigation under other Attomey General guidelines." (AGG
IILB.1.b)

| ]Comnientary: However, all international terrorism investigations--
| to include investigations of groups and organizations--shall be

| conducted pursuant to the Attorney General's Guidelines for FBI

| National Security Investigations and Foreign Intelligence Collection .

| NSIQ), effective October 31, 2003, and within the 315 classification.

| See Section 19 of the National Foreign Intelligence Program Manual

| (NFIPM).| -

"c. Mere Speculatmn that.force or violence
mrght occur during the course of an otherwise peaceable demonstratlon
is not sufficient grounds for initiation of an investigation under .
the terrorism enterprise investigation subpart of the AG Guidelines,
but where facts or circumstances reasonably indicate that a group or
enterprise has engaged or aims to engage in activities involving force
or violence or other criminal conduct described in paragraph a. above

~ in a demonstration, an investigation may be initiated in conformity
; FBI023968CBT
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with the standards of that paragraph. For alternative authorities see

Part II of the AG Guidelines on General Crimes, Racketeering
Enterprise and Terrorism Enterprise Investigations relating to General *
Crimes Investigations and the Attorney General's Guidelines on
'Reporting on Civil Disorders and Demonstrations Involving a Fedéral
Interest.' This does not limit the collection of information about

public demonstrations by enterprises that are under active -

‘ 1nvest10at10n pursuant to paragraph a. above.".(AGG IILB.1. c)

**Efthe. 04/30/2004 MCRT#: 133’8 Div: CT Cav: SecCls:
| 100-1.2.3 |Checking of Leads and Preliminary Inquiries = (See MIOG, Introduction, 1-3 2)

| . [(1) The lowest level of investigative activity is the

| "prompt and extremely limited checking out of initial leads," which

| should be undertaken whenever information is received of such a nature
| that some follow-up as to the possibility of criminal activity is.

. | warranted. This limited activity should be conducted with an eye

| toward promptly determining whethet further investigation (either a

| preliminary << inquiry>> or a full investigation) should be conducted.|

(2) Preliminary Inquiries

(a) All preliminary inquiries will be conducted .
pursuant to the General Crimes Guidelines. There isno separate
** provision fora preliminary <<<inqiiiry>> in the Racketeering Enterprise or
| lTerronsm Enterprise|Sections of the Guidelines|because preliminary
| inquiries under Part II may be carried out not only to determine
| whether grounds exist to-commencé.a general crimes 1nvest1gat1on under
| Part II'of the General Crimes Guidelines, but alternatively or in
 addition to determine whether the grounds exist to commence a
| racketeering enterprise investigation or terrorism enterprise o
| investigation under Part III of the General Crimes Guidelines.]
You must rely on the authority in the General Crimes Preliminary
Inquiries Section to follow up on information or allegations that do
| not warrant alfull Terrorism Enterprise investigation. A preliminary
| << inquiry>> shall be promptly terminated when it becomes apparent that a
| full investigation is not warranted. If, on the basis of information
| discovered in the course of a preliminary << mquzry>> , an investigation is -
| warranted, it may be conducted as a general crimes investigation, or a
| criminal intelligence investigation, or both. All such
- | investigations, however, shall be based on a réasonable factual
| predicate and shall have a valid law enforcement purpose. (See AGG
| Introduction, Part A; and AGG, Part H B contained in MIOG
| Introductlon 1-3 )

| ® A prelim'ma:y << inquiry>> should be undertaken when
| there is information or an allegation which indicates the p0351b1hty

+ | of criminal activity and whose responsible handling requires some

| further scrutiny beyond checking initial leads. ThJS authority allows

| FBI Agents to respond to mformatmn that is ambiguous or incomplete.
] FBIO23969CBT
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. | Even where the available information meets only this threshold, the
| range of available investigative techniques is broad. Only mail
| openings and nonconsensual electronic surveillance are prohibited at
| the preliminary << inquiry>> stage. Other methods, including the
- | development of sources and informants and undercover activities and-
| operations, are permitted. The tools lawfully available to develop -
| information sufficient for the commencement of a full investigation,
|.or determining that one is not merited--the purpose of a preliminary
| << inquiry>> --should be fully employed in preliminary investigations w1th a
| view towards preventmg terrorist activities,| ~

l
**EffDte: 04/04/2003 MCRT#: 1281 Div: CT Cav: SecCls:
"| 100-2 [FULL-FIELD TERRORISM ENTERPRISE|INVESTIGATIONS

l [Per Title 18, USC, Section 2331 ‘Domestic Terrorism means
| activities occurring primarily within the territorial jurisdiction of
| the United States that involve acts dangerous to human life thatarea .
| violation of the criminal laws of the United States or any state and
| appear to be intended to intimidate.or coerce a civilian populaition,
| influence the policy of a government by intimidation or coercion, or-
| affect the conduct of a govemment by mass destructlon assassmatlon
| or kldnappm0 |

kI*Ifthe 04/04/2003 MCRT#: 1281 Div: CT Cav SecCls: -~~~ - B T L
' 100 2.1 Purpose (See MIOG, Introductlon, 1-3 )

| "The immediate purpose of alterronsm enterpnsel B
investigation is to obtain information concerning the nature and
structure of the enterpnse as specifically delineated in paragraph

| [b.]below, with a view to the longer range objectives of detection,’
prevention, and prosecution of the criminal activities of the
enterprise.” (AGG I11.B.2) (Also see 100-2.2 )

**Efﬂ)te; 04/04/2003 MCRT#: 1281 Div: CT Cav: SecCls:
100-2.2 Scope (See MIOG, Part 1, 100-2.1.)

"a. A terrorism enterprise 1nvest1gat10n may collect such ’
information as:

: "(i) the members of the enterpnse and other persomns. ..
likely to be knowingly-acting in furtherance of its criminal
objectives provided that the information concerns such persons' .
activities on behalf or in furtherance of the enterprise; -

"(ii) the finances of the enterprise;

" (il the. eographical dimensions of the enterprise; and
(iif) the geograp \ % FBI023970CBT
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"(iv) past and future ectiviﬁes and ‘goal's of the
enterprise. .

"b. In obtaining the foregoing information, any lawful
investigative techmque may be used in accordance with requirements of
Part IV." (AGG III B.3)

[~ |(1) Factors.that may support the initiation of a
| terrorism enterprise investigation (TEI), include:

| 3 (é) Direct Evidence of an enterprise's involvement
| in or planning for the commission of a federal offense involving the
N use of force or violence to fux’ther political or social goals;

(b) Terrorism as deﬂned in T1tle 18, USC Section
12331 (1) or (5); or c :

(c) A crime descnbed in Title 18, USC, Sectlon
[ 2332b(g)(5)(B).

i : .Such as direct information about statements made in furtherance of the =
! enterprise s objectives which show a purpose of committing such crimes
[ or secunng their corm:mssmn by others -

N - (d) The fature ofthe conduct engaged’mbyan I T
| enterpnse will justify an inference that the standard is satisfied, = o Ce
| even if there are no known statements by participants that advocate or

".| indicate planmng for v101ence or other prohibited acts.

B Such activities as attemptmc to obtain dangerous blologmal agents
| toxic chemicals, or nuclear materials, or stockpiling explosives or
'|'weapons, with no discernible lawful purpose, may be sufficient to
| reasonably indicate that an enterprise aims to engage in terrorism.

I (e) A group's activities and the statements of its
[ members may properly be considered in conjunction with each other. A
| combination of statements and activities may justify a determination -
- | that the threshold standard for a TEI is satisfied, even if the
| statements alone or the activities alone would not warrant such a
| determination.|

**Efthe 07/09/2003 MCRT# 1286 Div: CT Cav: SecCls ‘ ' . - '
100-2 3 Authonzatlon and Renewal (See MIOG, Introductlon 1 3 )

(1) Under the revisions approved by the Attorney General
terrorism enterprise investigations may be authorized by an SAC, with
notification to FBIHQ, and a written recommendation setting forth the
facts and circumstances reasonably indicating the exzstence of an

enterpnse
FBI023971CBT
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| |However, all international terrorism investigations--to include
| investigations of groups and organizations--shall be conducted

| pursuant to the Attorney General's Guidelines for FBI National

| Security Investigations and Foreign Intelligence Collection (NSIG),
| effective October 31, 2003, and W1th1n the 315 classification. See

| Section 19 of the Na’uonal Foreign Intelligence Program Manual

| (NFIPM) |

] (2) [With regard|to terrorism enterprise investigation
preliminary inquiries (PI), it is hereby the policy of the’ .
.Counterterrorism Division (CTD) that, consistent with the revised AGG, -
a terrorism enterprise investigation preliminary << inquiry>> may be
authorized by an SAC for a period not to.exceed 180 days, with the
ablhty to renew or extend the term of the terrorism enterprise
investigation preliminary << inquiry>> an additienal 180 days, for a total
of 360 days. If the field division intends to operate the terrorism .
enterprise investigation preliminary << inquiry>> longer than 360 days
without converting the preliminary << inquiry>> to a full-field

_ investigation, the SAC must articulate to CTD the justification for

continued operation of the investigation as a preliminary << inquiry>> .

* Ultimately, FBIHQ will approve or disapprove the continued operation
of the terrorism enterprise investigation preliminary << inquiry>> .

o (3) [With regardjto full“field terrorism enterpnse .

vaestlgatlonslof domestic” terronsm,ht is hereby the.policy of the -

| CTD that, consistent with|the AGG on General Crimes, Racketeering

'} Enterprise and Terrorism Enterprise Investioations' JJa full-field ,
terrorism enterprise investigation may be authorized by an SAC only -

| with concurrence oflthe Section Chief of the Domestic Terrorism

- | Operations Section in CTD, FBIHQ.| FBIHQ concurrence shall be obtained
by routing a preapproved copy of the LHM and opering electronic

| communication (EC) to FBIHQ. The EC will contain the name ofjthe

| Section Chief of the Domestic Terronsm Operatlons Sectlon CTD,in
the approval field. .

(4) All written submissions to FBIHQ providing notice of -,
the initiation of a terrorism enterprise. investigation preliminary
<< inquiry>> or notice and request for concurrence for the initiation of a
: full-field terrorism enterprise mvestlgatlon shall be
submitted by an LHM 14 days prior to conducting any 51gmﬁcant )
investigation and include a written recommendation setting forth the

facts and circumstances reasonably md1cat1ng the existence of an -
enterprise. - e .

(5) Full-field terrorism enterprise investigations shall be
| concurrently authorized by the SAC and|the Section Chief of the
| Domestic Terrorism Operations Section, CTD,|at FBIHQ for a period of -
up to one year, with renewal periods each not to exceed one year.
There are no restrictions on the number of renewals for full-field
terrorism enterprise investigations. In addition to the SAC, the
. ‘ , FBI023972CBT
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Director, and any Assistant Director or senior headquarters official -
designated by the Director, may authorize, TENEW, rev1ew and reopen.
terrorism enterprise investigations.

(6) Once the terrorism enterprise investigation has been

initiated and notice provided to FBIHQ, then FBIHQ shall notify the-

. Office of Counterterrorism of the Criminal Division, Department of
Justice (DOJ), and the Office of Intelligence, Policy and Review and
any affected United States Attorney's Office. Further notice to be
immediately provided by TVCS to the AG and Deputy AG.

. (7) To facilitate coordination of terrorism enterprise
investigations, CTD réquests field division cooperation by first
coordinating the initiation of any terrorism enterprise investigation .

preliminary << inquiry>> or full-field investigation with the apprOpnéte

- CTD personnel. Further, field divisions should provide notlﬁcatlon
of the initiation of all full-field terrorism enterprise

investigations via LHM/EC within 14 days of conducting any 51gn1ﬁcant

investigation so that the DOJ can be promptly notified. Field A
~ divisions are requested to conduct logical queries of ACS to ensure
that a full-field terrorism enterprise investigation has not already-
been initiated on the enterprise of interest. If a full-field
terrorism enterprise investigation does alreéady exist, the field
division should contribute intelligence information to the existing
terrorism enterprise investigation's universal file. CTD will not
- provide concurrence for the initiation of miultiple full-field ~~.. 77
* terrorism enterprise investigations on the same group.unless the °
supporting field division can distinguish the proposed full-field
terrorism enterprise investigation from : an ex1$t1ng full- ﬁeld
terrorism enterpnse mveshganon

. **Efthe: 04/3_0/2004 MCRT#: 1338 Div: CT Cav: SecCls:
100-2.3.1 Commentary-

| © There has been a tendency in the past to|close

| investigations|and terminate informant coverage when the .

| violent activity of the group has been dormant for a period of]time. -

| The]AGGI(Part II1.B.4.c)|permits the FBI to monitor organizations that
may be temporarily inactive, but whose prior record or stated
objectives indicate a need for contmmng federal interest, so long as -
the threshold standard for investigation is satisfied. Under those
circumstances, the investigation may remain in a pending status,
and informant coverage can be maintained to the extent necessary to

_determine whether there is any change in the criminal objectives of
the enterprise. The ability to continue an investigation, despite
temporary inactivity of acts of violence or lack of immediate threat,
is often referred to as the "dormancy provision” of the AGG and is a

| significant advantage thatlTerrorlsm Enterprise|(100) mvestxgatlons
afford over AOT (266) cases.
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**Efthe' 04/04/2003 MCRT#: 1281 DIV' CT Cav: SecCls:
100-3 RESULTS OF INVESTIGATION o
**Efthe 12/10/1991 MCRT#: 0 Dw CT Cav: SecCls:
100-3.1 Reporting

(1) The contents of communications which report the

| results offTerrorism Enterpriseinvestigations should be-
limited to information about the criminal enterprise under \
investigation. Recommendations, opinions, and conclusions of the FBI
should be included in the administrative portlon of the communication,.
or in the case of letterhead memoranda (LHM), in the cover electronic

| communication|(EC).| In preparing LHMSs which are disseminated to the

| Terrorism and Violent{Crime|Section,|Office.of Intelligence Policy

| and Review,|Department of Justice, and to other agencies on a
need-to-know basis, emphasis should be placed on factual accuracy. -

E | (2) In all communications submitted under a| Terrorism

| Enterprise|caption, a statement indicating the authorized
penod of investigation should be set forth. This statement should be
placed after the case caption and after referencing previous

. communications. For example:

"XYZ ORGANIZATION; - . o s
| ITERRORISM ENTERPRISE; IR S
00: NEW YORK" e S : '

| - "Reference New York!ECltc.)-Direé’tor [DATE,]

l ["Terronsm Enterpnselmvestlgatxon authonzedlDATElto

- | expire]DATE. "[

*+EffDte: 04/04/2003 MCRT# 1281 Div: CT Cav: SecCls
100-3.1. lDeadlmes (See MAOP Part 2 10 9(23) )

| (1) [Wheh a terronsm enterprise investigation

| prelumnary << inquiry>> and/or a full-field terrorism enterprise

| investigation is completed or nearing expiration, the results of the

| investigation are to be furnished to FBIHQ in.an LHM with a cover EC
| recommending an extension or closing of the matter. This report is

. | due no later than 180 days after the initiatien of a preliminary -
| =< inquiry>> and 365 days for a full-field investigation.| These reports

should be presented in a summary, narrative form, containing specific
and articulable facts adequate to mieet the "reasonable indication"
standard of the Attorney General's Guidelines for renewal, or
sufficient information which warrants the 1nvest1gat10n being placed
in a closed status. Any recommendations, opinions or conclusions of
the FBI should be included in the cover EC, but not in the LHM. The

 wmoITANDOD AL
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cover EC should also include a paragraph which sets forth future
 investigative and prosecutive goals and a paragraph which sets forth_
the investigative strategy to be 1mplemented in order to attain these

goals. The investigative goals paragraph may include objectives which -

+ relate to the improvement of the intelligence base, use of technical -

* or undercover techniques, or any other vulnerability which can be
exploited. The investigative strategy paragraph(s) should describe °
how these goals and objectives will be reached.during the next year. =
The LHM and cover EC (hard copy) should be submitted to arrive at
FBIHQ at least ten workdays prior to the expiration of the current

" authorization period and should be organized as follows:

(a) Predication - Thrs should include a paragraph(s)
~ relating the circumstances which caused a full investigation of
the captioned group or individuals to be initiated.

(b) Background Information on Group - In addition to
a descnptron of the group under investigation, this section should
include, but not be limited to, the followmg '

1. Specific criminal acts the group has
committed, or is advocating, to achreve its political or somal goals.

, 2 Key leaders and members of the group
3. Frnances of the oroup
.4 Geographlcal dimensions of the group. |
. 5. Planned activities and ‘goals of the group

_ 6. Assocratron with other orgamzatrons/groups
- which are subJects of an FBI terrorism enterprise mvestrcatlon

(c) Activities during the last year - This
‘section should include a summary of i mvest1gat1ve results of the
‘office of origin and all lead offices.

(d) Justification for Continuation of Investroatlon

- This segment should set forth in succinct detail how the factsof
this investigation conform with the Attorney General's Guidelines for
ferrorism enterprise investigations. It should contain a paragraph(s)
- which reasonably indicates that two or more persons are continuing to
-~ . engage in an enterprise for the purpose of 1) furthering political or
social goals, wholly or in part, through activities which involve
force or violence and a violation of federal criminal law; 2) engaging
in terrorism as defined in Title 18, USC, Section 233 1(1) or (5) that ~
involves a violation of federal criminal law, or 3) committing any
offense described in Title 18, USC, Section 2332b(g)(5)(B). A
terrorism enterprise investigation may also be initiated ‘when facts or
cucumstances reasonably mdlcate that two or more persons are enoaced

Page 11 of 17
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in a pattern of racketeering activity as defined in the RICO statute .
(Title 18, USC, Section 1961(5)), that involves an-offense(s)
described in Title 18, USC, Section 2332b(g)(5)(B).

. (2) The due date of this report is calculated from the

date the terrorism enterprise investigation was approved by the

| SAC|for a preliminary << inquiry>> and FBIHQ for a full-field

| investigation.| After|180 days (for a preliminary << inquiry>>)

| and the first year (for a full-field investigation),|the office of

| origin should continue to submit reports in ongoinglinvestigations.|
These reporting deadlines allow for compliance with the
requirements of the'Attorney General Guidelines and do not preclude
nor should they discourage, the reporting of results of investigation

- by EC, telephone, or other form of communication to FBIHQ and

pertinent field offices during the course of the investigation.
Significant data developed during the year which requires notification
to FBIHQ or dissemination to other agencies, should be submitted by
EC, LHM, or telephone, depending on the exigencies of the situation.
Communications containing information of interest for other agencies
should be prepared in a form suitable for dissemination. Significant
information furnished on an interim basis shouid also be included in
the next regularly scheduled report.

- (3) Communications (hard copies) approvmg an’
- extens1on of Terrorism Enterprise mvestlgatlons should be recelved at .
FBIHQ no later than ten workdays pnor to the exp1rat1011 of such
. matters .

(4) Deleted ,
**Efﬂ)te: 07/09/2003 MCRT#: 1286 Div: CT'Cav‘: Se’cClé:
100-3.1.2 Predications |

l In|Terrorism Enterpnselmvestlgatlons the basis -
for the investigation shall be set forth as the first paragraph in the

| details of the initial LHM. Formal predications arenot|required. A - -
statement including pertinent portions of the Attorney General
Gmdelmes is su.fﬁment

“*EffDtc: 04/04/2003 MCRT#: 1281 Div: CT Cav: SecCIS:

100-3.1.3 Documentation of Information
All communications should be limited to documented
information relevant to the scope of the investigation. No
information should be reported concerning an individual's social or
personal habits or other background data which is not relevant to an .
assessment of his/her activities or afﬁhatlon with the enterprise
under investigation.
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| *EEffDte: 12710/1991 MCRT#: 0 Div: CT Cav: SecCls:

100-3.1.4 Undisclosed Sources

(1) Where the identity of the source of information is h

| not disclosed in a|Terrorism Enterprise|report, an assessment
- of the reliability of the source shall be provided.: .

) Inall 60mnurﬁcations, the source of the information

should be identified by symbol number or name in either the cover

pages or administrative section.of the communication.

v**Efthe: 04/04/2003 MCRT#£ 1281 Div: CT Cayv: SecCls:

" 100-3.1.5 Characterizations

(1) A characterization of the group should be included as -

part of the initial LHM submitted. Characterizations should be -

outlined as the first paragraph of the LHM or as an appendix to the
LHM. .

" (2) This instruction eliminates the previous repbrting'
requirement of providing characterizations of subversive’ ,
organizations. All characterizations should include a statement
regarding the political or social goals which the group hopes to

" achieve through violefice; its géographic area of operation, and a
" summary of the violence or criminal activity it either has been
" involved in or.is advocating in the future. In instances where only

advocacy of violence is present, a statement should also be included

regarding the ability of group members to carry it out and the
likelihood of the harm intended. (For further instructions on the
preparation of characterizations, see Part II, 10-17.13 , of the Manual
of Administrative Operations a.nd Procedures.) -

" **EffDte: 12/10/1991 MCRT# 0 Div: CT Cav: SecCls

\ 100-3.1.6 Character

The designation|"Terrorism Enterpﬁse"]should be

.| used in all cases, e.g., "(Name of Orgamza‘non) |Terrorism
| Enterprise."| If a sub31d1ary or front group is involved,

|
o

include the name or abbreviation of the parent organization, e.g.;
| "(Name of Organization);|Terrorism Enterprise|- (Name of
Subsidiary Organization)." .

**EffDte: 04/04/2003 MCRT#: 1281 Div: CT Cav: SecCls
100 3.1.7 Copies - ]Annual and Renewal Reports l

Five copies oﬂreportslshould be submitted to[Domestic |

| Terrorism Section,|FBIHQ,- unless instructed otherwise in specific
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cases, The office of origin should also provide information cop1es of
these reports to mvolved field ofﬁces -

**Efthe: 04/04/2003 MCRT#: 1281 Div: CT Cav: SecCls: -
* 100-3.1.8 Informant Coverage

| Coverlelectronic communications|should include a brief
- summary of informant coverage available with respect to a group or
enterprise, identifying informants who report on the group's
activities by symbol number, and showmg spec1ﬁcally Wthh informants
are members of the group.

**Efthe: 06/23/1997 MCRT#: 692 Div: CT Cav: SecCls:
100-3.1.9 Office of Origin

The field office wherem the criminal enterprise is

| headquartered, orlwhere terronsrnl activities largely|occur,or 1mpact
upon, should be designated as origin. In unusual circumstances where
there is doubt which office should be ongm a request should be' made
to FBIHQ to de51gnate an office of origin. In cases where the office
of origin receives information that a criminal enterprise has changed

- . Its aréa of operatlon to the territory of another division, and

 justification to investigate exists based on the criminal enterpnse S
cuirent activities, the office of origin should request verification °
of this information to be completed within 30 days. If the new area
of operation is confirmed, the office of origin will be transferred.
The level of investigation being conducted by the previous office of
origin should be continued by the new office of origin unless facts,
in addition to the criminal entei-prise s relocation, indicate that
another form of investigation is more appropnate Reporting
deadlines applicable to the former office of origin are to be followed
by the new office of origin. .

e mam e - P —— -

**EffDte: 04/04/2003 MCRT#: 1281 Div: CT Cav: S_ec.Cls:‘
100-3.2, Additional Reporting Requirements

The following reportmg reqmrements are separate from,
| and in addition to, the{biannual/yearly|reports requesting renewal
authorization or recommendmg the closing of an investigation outlmed
above: -

(1) BASIS FOR ADDITIONAL REPORTING - Past investigation
of domestic terrorist organizations has demonstrated that in order to
achieve success in these cases the primary thrust must be prosecutive;

~ however, experience has also shown that a successful prosecution
against a terrorist enterpnse does not necessarily mean its demise.

(a) Durmg the course of a criminal intelligence
FBI023978CBT

« o« . ——

IG-REOQ QZ l']B!QS—EEE'F 10 : . ﬁnrnnnnonn

x T




. Inquiry in /miog/miog_partl/miogplsiUU.htm - _ . Page 15 of 17 -

—,

mvestlcatlon specific articulable criminal vrolatrons )
may be identified which would reasonably indicate enforcement
~ activity or court proceedings (e.g., arrest, discovery hearings,
etc.) will occur. At that time, a general criminal investigation
(266 case) should be opened to focus upon the specific criminal -
activity. The criminal intelligence investigation (100 case) would
continue to focus on the entire enterprise, as the scope of the AOT
. case may be limited to a relatively small portion of the total
activity of that enterpnse

(b) While 1t may be appropriate for all '
rnvestrga‘ave results generated from an AOT (266) case to be placed
in the corresponding 100 file, the converse is not true. Only those
details in the 100 case which spec1ﬁca.lly pertain to the subjects of
the AOT case should be placed in the 266 file.

(2) ADDITIONAL REPORTING PROCEDURES - In order to mandate -
the essential analysis of these groups and to provide for a more
+ adequate and efficient intelligence bas€ in terrorism enterprise o
investigations, the following reporting procedures shall be followed.

o (@ln addition to the submssron ofa
| lblarmual/annuallreport requestmo renewal authonzatlon or closmcr of
an investigation, the office of origin will also submit separate
-investigative inserts on individual members of the enterprise, and -
other persons likely o be knowingly acting in furtherance of its ~ - -,
‘criminal objectives, usmc the following format '

1. Name and known alias‘es of subject;

2 Brographmal data to include: date of -

. birth, place of birth, height, weight, eye and hair color, social .
security account number distinguishing marks or characteristics,
build, past and current addresses, past and current phone numbers, °
educational background, employment (past and present); and criminal
record to include dates, offense, location, disposition, and FB, )
state and local agency 1dent1fy1ng numbers. Also include Henry and
NCIC fingerprint classifications.

3. Short narratrve exPlalmng the role or
position of the subject in the group or enterpnse including any
. known or suspected criminal act1v1ty in which the subject is or has
been involved. ‘
4. Summary of subject's travel, domestic and -
foreign, including dates and points of travel. Also, detail nature of
contacts that subject has had with other groups or enterprises under
mVestrgatlon

‘ 5. Statement of subject's source of finances,
if known. '
FBI023979CBT .
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6. Glossy 3- by 5-inch photograph of member, if
available. If not available, efforts should be made to obtain one. -

(b) In cases where a subject(s) resides within'a
lead office territory, the lead office will prepare inserts as above,
““and forward them to the office of origin 30 days prior to the
expiration of the current authorization. This will be incorporated
. into the office of origin's submlsslon to FBIHQ -

(c) Following the 1mt1al submission of these
inserts, follow—up inserts should contain only information which has
changed since the last reporting. Photooraphs of subJ ects should be
updated at least annually

(d) To facilita_te the preparetion of these inserts,
subfiles for each subject should be created which will provide
appropriate documentation and retrieval capability..

**EffDte: 07/09/2003 MCRT#: 1286.Div:.CT Cav: SecCls:

l 100 4 PUBLICATIONS OF|TERRORISM ENTERPRISE[ORGANIZATIONS COLLECTION OF
" PUBLICLY AVAILABLE INFORMATION -

(1) The Attorney General Guidelines on General Cnmes R
" | Racketeering Enterprise, and|Terrofism Enterprise|Investigations atlow
the FBI to collect publicly available information subject tothe = .
constraints of the fedéral Privacy Act of 1974. This Act prohibits ‘ o 5
* the collection, maintenance and d1ssem1nat10n of any record : S
" describing how an individual exercises First Amendment Rights; except
when authorized by statute, or when pertinent to and within t_he :
. scope of an authorized law enforcement activity.

(2) The FBI, in this regard, is authonzed to collect
general information which is available to every citizen even though
there is no active investigation. Examples of information we may
collect is that which is obtainable through the printed-news media
. - data banks, e.g., The NEW YORK TIMES Data Bank, public libraries,
| [newspapers magazines, and publicly available databases.| This type
" of material is collected as library material, and should not be
indexed as.to particular individuals or placed in FBI files.

(3) Publications issued by a group which is the subject
| oflan investigation|can be collected. This type of material can be’
indexed as to particular individuals and can be made a part of the
investigative file.

(4) All information recelved or made available to the FBI
during the course of an investigation should be evaluated for its
pertinence to the investigation. This is particularly true when the

. information concerns the exercise of an md1v1dual's or group's Fi H'St

FBI023980CBT
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Amendment rights. In such cases, the mformatlon concermng the
‘exercise of First Amendment rights should be made a matter of record
only if it is pertinent to and within the scope of an authorized law
enforcement activity. (See MIOG, Introductlon 1-4; Part 1, 190 3. 1
MAOQOP, Part2 9- 442(2) D)

(5) When public-source pnhted material concerning the

~ exercise of First Amendment rights is obtained and a decision made to -

retain such material; a notation must be placed on the material
describing the reason(s) it was ccllected.and retained. The notation -

. must clearly indicate the specificinvestigative mterest(s) wh1ch led |
to the de0131on to reta.m the item. -

_ (6) Certam printed public source material may contain a
characterization of a group, individual or activity. When such -

_information is disseminated to FBIHQ, FBI field offices or outside the
FBI, the transmitting communication should state.that the
characterization has not been made by the FBI, but by a third party.
However, if the characterization comports in whole or in part with the

_ results of independent FBI investigation, the transmlttmg
communication may so state. .

‘ **Efthe 04/04/2003 MCRT#: 1281 Div: CT Cav SecCls
l 100-5 [DELETED (SEE MIOG PART 1 SECTION 294 3. .
**Eﬂ)te 06/15/2000 MCRT#: 992 Div: C'I Cav: SecCls:

. Top of Page
- SENSITIVE

© 1996 Microsoﬁ Corporation .
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WHERE 3HDIﬂ]I UTHERWIZE BEASON: 1.4 (o).

.Section 19 1 (U) Intematlonal Terrorism Investxoatxons . DECLASSTRY o 1_.27@4—30:3; "

A. (U) International Terrorism investigations should also 'c'o'mply with cre:ne:ral'
investigative requirements, see: Sections 2 through 4, s supra.; general and specific
~ Country Threat investigative requirements, see: Sections 5 through 17, supra.; and
general Issue Threat investigative requlrements, see: Sectm/z 18, supra.; as
appropnate

Sectlon 19-2 (U)US. P011c1es on-Counterterrorism

A. (U) The United States shall reduce its vulnerabilities to terronsm at home and

abroad. In this regard, the FBI has beea charged with expanding its -
'-Counterterrorlsm prooram S'ee -Presidential Dec ision Dzrectwe/VS C -39 Sec[mu
l‘ .

< Y
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Section 19-3 (U) Lead Agencies

A. (U) The coordination of Federal résponséS'to terrorist incidents is ndrinally the

v'fesponsibili_ty of Lead Agenciés, as follows: - . \
L o DOS is the Lead Agency for International Terrorislm incidents that take
place outside of U.S. territory. .

2, DOIJ (specifically the FBI, unless the Attorney General decides otherwise)
is the Lead Agency for International Terrorism incidents that take place within " ."
; U.S. territory, or in international waters and that do not involve the flag vessels.” .
e Of foreign countries. - . _ o L e
3. The FAA is the Lead Agency for aircraft hij ackings, within the special -
' jurisdiction of the United-States. See: National :'S’e'cnir[t.\aD.e('fsim Directive
o Number 2()7, p- 2, and Presidenticl Dec'iAjiorLDirez:rivé/.'\’.SC-J’Q, Section. 3(D). .
.~ -Section19-4 (U) The National Coordinator for Security, Infrastrictire Protection and R
.~ Cdunterterrorisim - I L . '
A. .(U) The Natiorial Coordinator serves to integrate the Government's policies and
progranis"on._unc_:onventional_ threats to the homeland and Americans abroad, -
. He/she chairs the,Counte’rterrorism Security G‘ro’up'," the Critical Infrastructure
Coordination Group and the Weapons of Mass Destruction 'Preparednes'S' , o
. T * Consequence Management and Protection Group. See- Presideirial Decision
S ' *Directive/NSC-62, p. I3. . ' : ' >

Section 19-5 (U) Interagency Groups - .
S Copli.
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" G.  (U) The Critical Infrdstructure Coordmatlon Groupisa forum for the convening
“of critical infrastructure Funétion Coordinators and Sector Coordmators See
 Section 4F-2, infra. Where appropriate, the Group is assisted by, (a) the Sécurity -
Policy board, (b) the Security Policy forum and (c) the National Security and
Telecommunications and Information System Security Committee. See:
_Presidential Decision Directive/NSC-A3 Sortion Vi3

> 'k:,l.

Section 19-6 (U) International Terrorism Responsibilities

Som A. (U) The FBI's International Terrorism responsibilities include:

~SECRET
ST~ FBI023984CBT
- OIG-REQ 02/18/05-PART 10 . » FBLO000255




A
- ~

1. Invcstlfratmg, preventing ‘and responding to International Terronsm and
terrorist group activities thhm the United States.; : :

2. Investigating extratemtonal terrorist incidents which violate U S. law
- with the concurrence of the host country and theé support of DOS;

3. Conducting investigations within the United States, based ixpon requests
from fnrmcm law Pnﬁ'\rr‘ﬁmnnr mrplhcmnr-n and/nr :ﬂﬁnrﬂ‘}l ognnmne whan

" consistent wrth the Attorney General Gurdelmes for FBI Forewn Intelhoence .'
Collectron and- FCI Investigations;

4. CQordmatmv mteraoency activities, consistent with EO 12333

S. . Conducting investigations in support of other U.S. Government aoencres
-intelligence collection requirements, when requested, and when consistent-with
the Attorney General Guidelines for FBI Foreign Intelligence Collectron and Fu ’

‘ . Investigations, and approved by FBI I-Ieadquarters and

. 6. Dlssemmatmo counterterrorlsm information, reports and mtelhoence
estimates to appropriate Federal agencies and foreign governments, when
consistent with the Attomey\General Guidelines for FBI Foreign Intelligence
Collection and FCI Investigations.

Sectron 19- 7 (U) Internatronal Terrorrsm Case Characters

A (U) Characters ut1h7ed in International Terrorism- mvestlvatlons generally contam
L - -three parts: the IT designation; a country or ‘entity desronator anda specrfc crroup
' " " ‘designation. Examples are as follows SR

IT-PLO-GUPS; a

IT-Armenia-ASALA;

IT-El Salvador-FMLN;

IT-Peru-Sendero Luminoso;
-Italy-Red Brigades.

Sectron 19-8. (U) The CTAWU (Counterterrorrsm Threat Assessment and Wammo
Unit)

AL (U) The CTAWU was established in December 1996 to replace ¢ the Terrorist .
Research and Analytical Center (TRAC). The CTAWU. is the program manaoer
for the FBI's National Threat Waming System, which provides terrorism warnings
to U.S. Government agencies and nationwide law enforcement. Terrorism
‘'warnings are disseminated to State and local law enforcement agencies through

. NLETS (the National Law Enforcement Telecommunications System). The.
CTAWU produces counterterrorism threat assessments for major.special events in
the United States and also publishes the FBI s annual report on terrorism, entided
" Terrorism in the United States."

-

Section 19-9 (U) International Terrorism and Acts of Terrorzsrn Investr.cratrous

& " , AU International Terronsm investigations usually result in the: collection of CI
L and foreign intelligence information, as well as International Terrorism
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P . ' informatio_n.' Just as is true of International Terrorism information, such "

o -~ .information may be of value to other U.S. Government entities and to foreign law
enforcement and intelligence services; and consideration should be given to -

" submitting it to FBI Headquarters by means of commumcatrons suitable for
dissemination. ‘ '

B. ‘(U)All International Terrorism information which may have an immediate impact
" onU.S. National Security; identify imminent threats to a national interest of the
United States; receive wide media coverage; or require prompt dissemination to
other Federal agencies, Legats or foreign services; must be reported to FBI
" Headquarters by means of communications suitable for dissemination.’

. C. &

D. (U) When foreign law enforcement or intelligence services are requested to-
. fumnish information which will not derive from extraordinary or highly sensitive
techniques, and can reasonably be expected to be necessary to future judicial
proceedings; the following statement should be made part of the requests:

e o I8 "The mformatron requested may be necessary in future judicial’ y
oL " . proceedings. Therefore, it is asked that it be obtained in a fashlon, and that it be
TR T provrded ina form Whrch can’be utilized for that purpose L

E.” (UyWithin 30 days of Tr 1mt1atmg an Intematlonal Terronsm Prelrmmary Inquuy, an
dpening.communication must.be submrtted to FBL Headquarters

S (9)) Copres of all field office Intematronal Terrorism commumcatrons must be :.
drrected to the appropnate FBI Headquarters operational desk. '

G. (U) Copres of all communications concerning terrorist-group chapters cells and .

other subgroups, as well as their formal or informal leaders and principal -
members should be furmshed to the Offices of . Orlcm for therr parent’
. organizations. C :

| L The Offices of Origin rnust ensure that all such mformatlon is included in

their summary LHMs on the parent organizations. - a o

H. - (U) Generally, joint Intemanonal Terrorism 1r1vest1cratrons with. other Federal
" State and/or local law enforcemient agencies require FBI Headquarters authority.
In exigent circumstances this authority maybe obtained telephonically, followed
" by a confirming communication.. Normally, however, a communication
* articulating the need for a joint enterpnse must ﬁrst be submrtted

R Such authority is not required as respects;omt mvesuoatrons w1th the’ U S.

Secret Service involving threats to the President and/or other persons under :
Secret Service protection. '

e 2. Further, such authority is not I‘CqUIer as respects formal joint terrorism
- task forces, inasmuch as appropriate security clearances concerning other agency

“SECRET. S FBI023986CBT
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parucrpants w1ll already have been obtained.

L (U) Acts of Terrorism investi cratlons are crlmmal mvestwatlons They are opened_-

and investigated in dccordance with procedures which specifically pertain.to their .

background predicate offenses. They are to be used only for gathering evidence .
which will be needed to support successful criminal prosecutions. Therefore, ifa -
_pendmcr 199 case discloses information indicating that a foreign power, or an

l Agent of a fo cigll power 13 ac.uvel_y prannmg, or presenuy enaacred m an Act Of
Terrorism, a separate 265 case should be opened. And if a265 case is opened
against a target who is not already the subject of a 199 case, at the same time the

' 265 case is opened, a 199 case should also-be opened in order to address all
intelligence aspects of the case which may arise. Whenever a 265 case is opened,
a communication must be forwarded to CTD, setting forth the targeted. actlvmes
which may involve violation of Federal cr1rn1nal statutes.

1. . " The ex1stence of parallel criminal and mtellwence cases ‘will require ‘close
coordination between the field office, FBI Headquarters and DOJ, in order to
minimize administrative and/or investigative error$ which might damage the
criminal case. Criminal procedures require the Government to disclose to

. criminal defendants the bases of cases, as well as all exculpatory information,
'making possible the disclosure of classified sources and techniques. The impact
' _ of this can be minimized, however, by virtue of the CIPA statute. ‘Jee: Ttrlp ./ﬁ
i P USC Appendzx 3, Secuons 1-16. : L

-2. ' Electromc commumcatxons mtercepted under FISA procedures are’ ‘
- "aéquited” for the | purpose.of collecuncr foreigr-intelligence information, in order
to reduce threats to National Security:” And, of course, all mformatxon_denvmg .
- from FISA intercepts is classified. Therefore, as soon as a 199 case gives rise to
a 265 case; or as soon.as a 199 case FISA penetration begins to predominantly, =
-produce information pertaining to criminal activities, efforts must immediately
* be taken.to terminate the FISA surveillance. Use of the FISA technique i.
almost always precluded within the parallel 265 case; and use of both a FISA
‘penetration-in a 199 case and a Title TIT penetration in a parallel 265 case is rare,
'~ The appropriate FBI Headquarters operational units should be contacted, and.
" should then confer with OGC and DOJ's' OIPR, to resolve leaal and’ '
* administrative i Issues, and to facilitate the transition.

3 Classified mformatlon obtained in the course of a 265 case should be
placed in'a classxﬁed subfile to that investigation. :

.

4. - For spec1f c guidance as respects FC, foreign mtellwence and
' International Terrorism investigations which may lead to.criminal prosecutions,
 see:’ the December 24, 2002 Memorandwn from the Depiity Atrorney General
“and the Director, ERI, captioned "Field szlwlu’ on Intel[zgence Sharing - -~ . »
Pr ocedures for FI and FCI Investigarions.” .

Sect1on 19-10 (U) Human Rwhts Offenses

S - AU Whoever comrmits ‘a war crime

) ' : }CRI:T\ R FBI023987CBT
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i i : 1. Inside or outsrde the United States; -
‘ 2. . . .Either the perpetrator or the victim bemcr a member of the Armed Forces

or a U.S. national; shall be imprisoned for any term of years up to life. If death
results the penalty mcludes death.

3. " A warcrime is any conduct:

4) " Defined as o grave breach of inhe iniernailonal conveniions signed ai Geneva

in 1949 or any protocol thereto to which the United States is a party;

28;

. c) Which violates comrrxon Article 3 of the intemational convéntions sicned at

Geneva in 1949, or any protocol thereto towhich the United States is a party,
- and whrch deals with non-international armed-conflict; or

d) Of a person who in relation to an armed COﬂﬂlCt willfullykills or causes’
serious injury to crvrhans contrary to the provisions of the Protocol.on-
Prohibitions or Restrictions on the Use of Mines, Booby-Traps and Other
Devices, as amended at Geneva in 1996. See: Title 18, U.S. Code, 3<'ctwn
2441 and Execunve 0 der 13107. ' ‘

(W) Whoever comimits torture °

).

o T .l,. Outsrde the Umted States;

- S \'2_. “The ofﬂ.*rder'bemcr either a-U.S: natronal or prescnt i the Umted Statea,

irrespective of the nationality of the offender or victim; shall be fined and/or -
impriscned for a term of not more than 20 years. If death results the pena]ty
_shall be rmpnsonment for any term of years up to hfc or death.

3.’ - Ar\ act of torture is an act committed by a person under color of law wrth o

* the spec1f"c intent to inflict severe physical or mental pain or suffering upon
another person within his/her eustody or physical control. See: Title 18, U S..
Code -Section 2340-23408 aid El_ecum'e Or der 1_1]07

" C. (U) Whoever commits crenoc1cle )
1. - The offense being either 1n51de the United States; or

! C2, The offender béing.a U.S. natlonal; shall be fined not more than
$1,000,000 and/or imprisoned for a term of not more than twenty years. If death
* results the penalty shall be a fine of not more than $1 000,000 and i 1mpnsonrncnt

for life. _ ' .
_ .3 "An act of crenoclde is amr act which is comrmtted wrth the specrﬁc intent to
e eEL Gl e destroy, in whole or in substantial. part; a natienal, ethaic, racial, or religious ..
‘ group. See: Title 18, U.S. Coa’e Sections 1091-1093.and Executive Order
: 13107. .
( = . : Section19-11 (U) The'Bchavior'al Analysis Pro’gram

~ "
;CREF\ FBI023988CBT
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& . A. "(U) See: Section 2-35, supra.
Sectlon 19 12 (U) Foreign Emervency Support Team (FEST)

A. (U) To ensure an effective U.S. Government response to mtemauonal terronsm
~ Incidents, the FEST concept was developed by interagency agreement and
. promulgated.by National Security Council memorandum. FEST ensures the
Drovision.of specialized mteracrencv assistance to U.S. foreign M:wnns and
friendly governments overseas during terronst incidents,

B, (U)” The FEST is led by a senior State Department officer, and includes
representatlves from DOS, CIA, FBI, and other federal government agencies as
required. The team is able to deploy within four hours of notification in response
to an international terrorist incident. The International Terrorism Operations -

‘Section (ITOS), CTD, makes all policy decisions regarding the FBIs participation
in FEST. The ITOS is responsible for selecting the FBI personnel assigned toa”
FEST deployment

C. (U) During working hours contact by the DOS will be made directly to the ITOS
"+ Section Chief fori initiation of the FBI FEST call- out procedures.. During .
nonworking hours, the DOS will notify the Stratefrlc Intelligence Operations
Center (SIOC), which will then immediately contact the ITOS Section Chief for
_ .. Iinitation of the FBIFEST call-out procedures. The FEST response is designated
f o to depart from Washington, D C., thhm four hours of the tlme moblhzauon is
L . ordered. _ - .
LT e .'T'D."*_‘(U) Alf persormel assigiied to support the F"EST and therefore SUbJBCt o :
o ' R deployment must obtainproper documentation and i 1mmumzatxons Dlplomatxc '
. passports for appropriate FBI personnel are maintained in the Counterterrorism '
Section, DOS: All personnel are advised that these passports are strictly for use
durmo FEST m1551ons and are not to be used for any other purpose ‘

: Sectlon 19-13 (U) Alpha Deswnanons '
‘ A, (U) See: Secrion [-04, supra.

e o ~ FBI023989CBT

“"'OiG—REQ 02/18/05-PART 10 : L .FBI0000260




_ ALL INFORMATION CONTAINED
HEFEIN I3 UNCLAZ: IFIED
DATE LZ-03-2009 BY 65179DMH/mis

OFFICE of INSPECTOR GENERAL’S
REVIEW of
DETAINEE ISSUES

FBI RESPONSE MATERIAL
DOJ’S OIG REQUEST of FEBRUARY 18, 2005

ALL DOCUMENTS RELATED TO ANY REGULATION, POLICY, PROCEDURE,
MANUAL, GUIDELINE. MEMORANDUM, DECISION, ADVICE, OR SIMILAR ITEM
REGARDING CONDUCT OF OPERATIONS BY FBI EMPLOYEES IN OVERSEAS
VENUES SINCE SEPTEMBER 12, 2001, INCLUDING: A DEPARTMENT OF JUSTICE
DRAFT OF SUCH A DOCUMENT, WHICH MAY HAVE AUTHORIZED FBI AGENTS TO

MAKE ARRESTS IN SUCH VENUES AND WHICH FBI ATTORNEY | I be
| MAY HAVE BEEN AWARE OF; A DOCUMENT FBl._smMAY
HAVE BEEN INVOLVED IN PREPARING; AND ALL DRAFTS O 1ENTS,

COMMENTS RELATED TO SUCH DRAFTS OR RELATED DOCUMENTS.

FBI TRACKING #_OIG-REQ 02-18-05 -PART 10

[PACKET #6- FBI BATE STAMP 0000261-0000300]
{PREVIOUSLY PRODUCED under OGC PACKETS} .

"DESIGNATED SENSITIVE MATERIAL"

DOJ ’S OFFICE OF INSPECTOR GENERAL’S

‘ | COPY




ALL INFORMATION CONTAIMNED
HEFEIN I3 UNCLASSIFIEL
DATE 1&-03-2002 BY 65179DMH/m)s

OIG’S REVIEW of FBI DETAINEE ISSUES PROJECT

DOJ’S OIG REQUEST of FEBRUARY 18, 2005
SUBJECT: ALL DOCUMENTS RELATED TO ANY REGULATION, POLICY, PROCEDURE, MANUAL., GUIDELINE. o
MEMORANDUM, DECISION. ADVICE_ OR SIMILAR ITEM REGARDING CONDUCT OF OPERATIONS BY ¥BI EMPLOYEES IN
VTN

_ AY HAVE BEEN AWARE OF: A DOCUMENT FB|

ALL DRAFTS OF SUCH DOCUMENTS, COMMENTS RELATED TO SUCH DRAFTS, OR RELATED DOCUMENTS.,
FBI TRACKING #: OIG -REQ 02/18/05 -PART 10

| PACKET: #6 )
{PREVIOUSLY PRODUCED under OGC PACKETS} e
. {JUNE 2, 2005} '
DATE TYPE ' SUBJECT ‘ TOTAL | BATE
of PAGES | STAMP#s
DOCUMENT :
VARIOUS E-MAILS : :ﬁmmms FOR DOJ OIG E-MAILS RE: 40 261-300
DATES DETAINEE/TORTURE
. TOTAL | . ' ; L ‘ IOV I TR
| PAGES _ -

FBI023991CBT




From: - BOWMAN MARION E. . :
Sent: to 13, 2003 1:30 PM . T _ :
To: l D Co b
. Subject: RE: Contacts at DOD and NSC - : fﬁ
NSC 4] o ¢
QSD —
. ~——Original — . v B - S e
From: ’ oL h7C
Sents Thursday, Navember 13, 2003 1:00 PM : . .o - X
To: BOWMAN, MARION E. :

,Subjéct' " Contacts at DOD and NSC .

When convenient, please send me the phone numbers for the contacts and ] wnll arrange for :
the delivery of the Amnesty International report. . . :

Thank you,

.+ .OIG-REQ 02/18/05-PART 10
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PSDwae goin§ to forward the Presidential Difective to you

 ——Origj = N o o

From| | vy (FRTy o o
Sent: TUesda 28, 2004 2,22 PM4 : : — - obe
Tof [croyren kcTo) (Far) (CTD) (FBT)  P7°

Subject: HVD release procedure

NON-RECORD . .

'Gentlemen

As you are’aware AUSA Lopez attendned a meetmg at the Pentagon earlier teday regardlng the release of
BL#'s 28 32, 33, and 34: ' : .

" All of the mterested partles except DIA, agreed that BL#s 28, 32, and 33 should be released condmonally,
and that BL # 34 should be released without conditions. DIA indicated that they need more time to

conclude their mterwews with several of the detalnees

Despite this agreement, several questlons were ralsed wh:ch wrlr require resolutlon pnor to the release of
. _BL#‘-28 32 33 and34.. . . Ll s e ame

First, the Iraqi role jn the release process must be clarified;
. .Second Telease condiﬁons must be determined' and

“Third, prior to deterrmnmg release condltlons Iegal authonty to impose celease conditions ' must be e
identified. Additionally, authority to enfarce release conditions must be determined. (A consensus seemed ~

to emerge that actual enforcement of any release conditions may be unrealistic, even if legally enforceable).

bha
L7C,

indicated that these issues would be addressed at the meeting next week. -

These are the issues.

-UNC ED
ekl skolookskor

UNCEASSEIED

"NON-RECORD

As we discuss.ed at the meeting this morning, NCIS- has been conducting an investiga'ti'on into allegations

: o . S S L FRI02389408T
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of abuse made by detainees against military personnel. The allegations include military personnel in -

. Afghanistan, Pakistan, and Gitmo. As part of this investigation, NCIS investigators have directly contacted

. FBI personnel regarding interviews they conducted with terrorism detainees. The latest agent contacted was

--assigned to the Las Vegas Division who then-contacted NSLB through his Division Counsel. | spoke with
the NCIS investlgator about this interview beforehand and she was under the impression that other agents
were also being contacted as part of the NCIS investigation. However, this is the only interview about which
NSLB has been contacted. (The Las Vegas Agent was not a target, he was contacted because he was -
present for an NCIS debriefing of a detainee who described abuse being committed by military personnel.) |
have also been advised that Army CID is contacting us regarding a similar investigation for incidents in Iraq.

The issues raised by.such requests inélude whether an Agent is a target or witness, whether the questions
will touch upon classified information, and releasing documents/reports to the interviewers. No policy
currently exists for responding to these requests. But, | have spoken to the: Inspection Division and they. -
would like to'be advised of and be present for these interviews. NSLB would also like to be contacted to
" review all the issues triggered by the interview. So, if anyone is contacted about an Agent being interviewed
regardlng past mtervxewslcontact with detalnees please let me know so that | can advise'the appropnate
personnel
. ‘ o . : bz
| }Assistant General Counsel National Security Law Branch Counter Terronsm Law Unlt 1 LX1 bec

.tEI#-'| Ilntemal #{:IPager - S b7 =
| UNGERSSTFED

. st ootk e okt ok ook ook

as taken over re‘sponsi'bility for these types of Iraq Unit‘_- o
s giving training to agents-next Monday who are being rotated'to

and have asked him'to respond. CTS has put together some i“:r
ool

Valerie: Since the move ta LX

matters. Your e-mail is imely in tha

. -lraq I have passed your message on to|

. "advice" relating to FBI conduct in these extraterritorial situations. FBI operators are not that happy with the. -
- advice. We are currently working with the lraq Unit to modify the recommendations: If you ordfvould lixe

to see a copy of the protocol, we can provide it to you [ will find whoi is covering Afghanistan and get youre- .

mdil to them.as well. ' .

-—~—Ongmal Message—— :
From: Caproni, Valerie E. (0GQ) (FBI)

- Sent: Fri 8, 2004 11:17 AM . : .
To (OGC) (FBI) ~ o a s
Cc | (0GC) (FBD){ focoyBn . . . h7C

Subject: battlefield advice

‘NON-RECORD

e . e

.o '~ . ] ’ . FBI023985CBT
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LS
. See what you can come up with, pts. .
e :
UN [ED’
C ***ﬂ**_***‘***4********* )
' A%‘-Z-NON-RECO\RD e -
he
"[__Jramnet certain who's workmg with the M‘htary Liaisan Unit these days Can you please pass b7C
Valene s request on to them? | have passed the message to or the Irag portxon CoT )
) Splke Any thoughts on Valenes e—manl"
--—Original Message-—-—-
‘From; Caprani, Valerie E. (0GCQ) (FBI) .
i ‘Sent: Fri 08, 2004 11:17 AM _ . 0%
Y To (OGC) (FBI) - b7C
e (0GC) (FBD)] _lcocc) (ren) :
Subject: battlefield advice : ‘
NON-RECORD
: - : " b5
h7C
5
. . A FBI023996CBT
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' See what you can come up with, pls.
ove e
i ':U . oo E .
. ******************** .
I'd hke to see what "advice” is out there right now and what y’all come up wnth before it gces final.

Thanks,

VC

. =—Original mﬁsaq:-_l : f o
.From (OGC) (FBI) C _ L. - be
Sent: Friday, October 08, 2004 12:27 PM. . : Co T
To: Caproni (06C) (FBD[ 1¢0GC) (FBI) '

o C (0GC).(FBI)| 1oGC)(FBD) . -
Subject: RE: battlefiald advice Sl

UNCEASSEED
“NON-RECORD

- Valerie: éince the move to LX has taken over respons:blllty for these types of lIrag Uriit
matters. Your e-mail is timely in tha s giving fraining to agents next Monday who are being

rotated to Iraq. | have passed your message an'tg [and have asked him.to respond. CTS has put:
-together some "advice" relating to FBI conduct in these extraterritorial situations. FBI operators are-not
that happy with.the advice. We are currently working with the Iraq Unit'to madify the recommendatlons
“ifyou o ould like to see a copy-of the protocal, we can provide it to you. | will find who i is
covering Afghanistan and get your e-mail to them. as well.

- —-Qriginal Message-— .

- From: Caproni, Valerie E. (QGC) (FBI)
Sent: Friday, October 08, 2004 11:17 AM,
To I(OGC) (FBI)

€ ~coGe) (FBD); f
Subject: batilefield advice ©er

[y
(a3

"‘NON-RECORD

[

o en
N
[

3 : . FBI023597CBT
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See what you can come tp with, pls.

\el
UNCLASSTED -
ke ek koo sk

Will do.. .

T =-0Original Message——

‘From: Caprom Valerie E. (OGC) (FBI)

" Sent: 2004 2:22. TM_-—_—kOGC) . '
" To: (OGC) (FBL) B
Ca :oeq (FBD] K GC)(FBI)-

. Su ]ect. RE: battlefi e!d advice

U 1ED
ON-RECORD

I'd like to see whaf “édvice" is out there right now and what y'all come up wiih-befoi'e it goes final. )

Thanks,

VC -

~~—Original ‘ .
From (OGE) (FBI)

.. Sent: Friday, October 08, 2004 12:27 PM

To: Caproni, Valerj
Ce

. Subject: RE: battlefield advice

- UNCDZ ED
. ON-RECORD

(06Q) (FBD{ _ l(0Go) (FaD)
(0GC) (FBI){ _JcoceyFan
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- Valerie: Since the move to LX, has taken over responsibility for these types of Iraq Unit ‘
matters. Your e-mail is timely in thal is giving training to agents noxt— Monday who are being b )
ratated to Iraq. | have passed your message on to and have asked him to respond. CTS has put .obTC
together some "advice"relating to FBI conductin these extratemitorial situatloos. FB! operators aro not ©+ -
that happy with the advice. We are currently working with the Iraq Unit to modify the-recommendations. L

. fyou Or{b\muld like to see a copy of the protocol we can provxde it to you Twill find who is

* covering Afghanlstan and get your e-mail to them as well.

—--Original Message—— _
From: Caproni, Valerie E. (OGC) (FBL)’
'Sent. Friday, October 08, 2004 11:17 AM
" To: TGC) (FBI) - ’
- Ce (0GC) (P _loGe). (FeD)
Sub]eEE battlefield advnce : : .

~1

@}

[ouw e

_ NON-RECORD

]

. _See what you can come up with, pls.

VC

seofotok koot g

will handle this from CTLU 1.

——Criginal M = .o T S _ T opee
From:l I(OGC) (FBL) o o ) T

. Sent;: Friday, October 08,2004 12:32 PM

To: GC) (FBI)
Ce: ToGc) (ray; sowman, MARION E. (OGC) (FBI);[:koechsr)
' Sub]ect. FW: battlefield advice

A : , A FBI023999CBT
| M ' ° . FBI0000268
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U
. NON-RECORD

E:]l am not certain who is working Wlth the Mlhtary Llalson Umt these days Can you please pass b7z ’

e

Valerie's request on to. them° 1 have passed the message to Sean for the lraq porticn.

Spike: Any thoughts on Valerie's e-mail?

-—Qriginal Message—-—-
. From: Caproni, Valerie E. (0GC) (FBI)

Sent_ﬁggmner_loa , 2004 11:17 AM o
To: (OGC) (FBI) e e
Ca: 1<OGC)<FBD1‘* ¥oGe) (FeI)
Sub]ect battlefield advice .
U
NON-RECOQORD -
' ) / ne.
" See what you can come up with, pls-. "
- VC-.
UNC ED .
Solesoh ek s ke A A - ‘
-—-Criginal Message———-
.From: Caproni, Valerie E. (OGC) (FBI) _ ‘B
Sent: Fndav QOctoher 08, 2004 2:22 PM - . ' ’ 57
- To (OGC) (FBI)] 44](OGCD(FBDV

*.. OIG-REQ 02/18/05-PART 10
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) FET

Gy |(oGc) (rany| Jocoyreny . - be
" . Subject: RE: battlefield advice . - _ . .

NON-RECORD

I'd like to sée what "advice" is ou't there righi now and what y'all come up with béfp(e it goes ﬁnal. .

Thanks, ) : ) .
‘, VC . ‘ o . "- . .4 oL . : ' ) ) el . . B . - .~ - . - ) .
. ——Origi sage— ‘ , o 2 S
" From (OGC) (FBI) : , - ke

Sent: Friday, October 08,.2004 12:27 PM_- : L C RS YA

To: Caproni, Valérie E (OGC) (FBI)] JoGo) (Fe)
¢ | (oce) (FBI); [OGC)(FBI) -

Subject: RE: battefield advice

. NON-RECORD - . ~

T .Valene Scnce the move to LX has taken gver responsnbmty for these types of lraq Unl_t' s
matters Your e-mail is. nmely intha is glvm trammg to agénts next Marday who are beiig™ - . 7 f_ L
rotated to Iraq. | have passed your message on toT_—__land have asked him to respond. CTS has put b7C- o
'together some advtce relating to F8! conduct in these extraterritorial situations. FBI operators are not
: that happy with the advice. We are currently worklng with the Irag Unit to madify. the recommendations:
~ ifyou ovﬁi__h]woum like to see a copy of the protocol we can provide it to you A wm ﬁnd who is
- covering Afghanistan and get your e-mail to them as well. :

-——-Ongmal Message——-—

- From: Caproni, Valerie E. (0GC) (FBI) )

" Sent: Friday, Octaber 08, 2004 11:17 AM AU o e s
To[_ _ltoGe).¢rBY) - — . BN : S
e (0GC) (FBI),I lece) (FBD- . S T
SubJect' battleﬁeld advica - . . o, : - :

M
NON-RECORD

be . -
BT

b5

L @ . _ FBI024001CBT
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- See what you can come dp with, pls.

NC
UNCLASAIFTED
******.**:**.***

_The FBl has not participated in or facilitated monitoring any of the meétings between detainees and their
counsel. FBI GTMO has.not reviewed or received any transcripts or reports of said monitoring.

he

[

Assitant General Counsel -

- “Counterterrorism Law Unit 1

o FBI GTMO

e amans e - . . LR P

US Naval Base, Guantanamo Bay, Cuba K

——Ongmal Message——- : ) SR e
<From: Skirtich, Paul F. (OGC) (FBI) - AR . } o gy
" Sent: Thursday, October 21,2004.9;46 AM '

S . ) . N 3 A bi N '.
To: Ca 0GC) (FBI);L lcooyreny 1 | :
| ;Fj (CD) (FBI);] fpeny (PROVT o) FBI);J .

Bl (NY) (FBD):] _kMm) (FBD ren (FeDI ,
(S) (FBD]_ | [EOYE J(LA) (FBL [(CE)
(FBD:] {(ME) (FBI){ {(NY) (FBI);T [sQ FeD; . o

(NY) (FBI);[ } (BA) (FBD){ (EP) (FBL);, -
_ (SF) (PRI (PX) (FBI);| f (NH) (FBD[ 1
- (MO) (FBD)] I'(8S) (FBD) “Jey e (BF)
FBI (DE) (FBD[ —(HO) (FBIY;| (3G I
LR) (FBD) [(NY) (FBIM |(ON) ¢(FRLL[ |
(AN) (FBI); __I'ooeEn] f(asDy(FEI [(AT)
FBI | GOYG:A [(0E) (Fanl | RYGER} ]
[(SE) (FaI) [eNK) (RO [(PED).
[(MW) (Fen)j (BSY (FBD o |
ITPG) (FB1)] [ (LAY (P [ (CG) (FBD): 1~
(SL) (FD]™ F(HN)(FBIY (s (R [ ]
(NY) (FBI)] J(og RN T (NF) (FBIY] '
L0 E— T el (SD) (FBI)] EF)
- _(FBD) M) (FBL); _[(ME) (FBY); | (co) (FBI);

[ (OM).(FBI) TcG) (FaD;[ [ (WF) (FBD);

= o - . _ " . FBI024002CBT
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) b
| faky ey [ leptyeand— FaL) ¢raD);
I [NK) (FBI)] J(CG) (FBI) [(sAY (FRD)] )y (rBD);
| (PHY (FBDL B (€9XG:HA| [(sU) (FBL);
. 1(HOY (FBIM IKQ) (FBIM™ — J(SL(EBD '
(NKY(FRD {(PX) (FBI) J(WF) (FBLY __{aN (FBD);
(1K) (FBI) Jcwr) (FBI) { (NO) (FBI); :
| —_Jowe (FERL (s (Fen; 1(0G0) (F8);
| ftoco) (e [CD) (FeD] _foGcy (FBI);
L _kocoy FEDIL TGGC) (FBI); BOWMAN, MARION E. (OGC)
1G] (0GC) (FBL)] o6y men” loca).
- (FBI); (OGC) (FBI) [0GC) (FBI) Incey
(FBO[ l(0GC) (FBI 1(0Ge) (FBI)
- ~(0GC) (FBI] 1(0GQ) (FBI); J{nGrur-'Rn
bLo s (QGCY (FBLY:
: ToEOFe foGc (FeD) KOGQG) (FBI)I_—_-—[(OGC) (FBI);
ltoGe) (FBI); JroGe) (rFar);| [(slco)
{FED); (0GC) (FBIXA J(oce) (FBDT™ —(OGC) (FBI):;
' 0GC) (FBL); 0GQ)_(FBIY:| 1 (0GC) (FBI)
0GC) (FBI) QGC) (FBL);| [oGc) (FRD)
I [0GC) (FBIY ~4C) (FBL);{ (0GC) (FBD] 1
. (OGC) (FBIL);[ BI); | GC) (FBD) |
(oceyesn{ OGC) (FBI UG locoy .
FBI (OGC) (FBI) [coGo) (FBI iTD) (FBY); .
TTD) (FeD)L_ OGC) (FBI). o
c3 J(0GC) (r:za:)[__L — loco) (reD) - _
' Subject: Latest dedision re GTMO detainees . S e = S

-"Importance High

- "NON- RECORD

) Yesterday federal judge KoHar-KoteIly ruled that terror suspects hejd by us authonhes at Guantanamo Bay _
in Cuba must be allowed to meet with lawyers and that thelr conversatlons cannot be momtored :

et odeleofeskalol st ok de kol e siefeledi

E—

Aftached (for real this hme) is the outline. Pursuant to my conversation wnthl_:jtoday, | added an’
) addmonal category to caver issues concerning requests for our agents to be interviewed or to testify

- regarding their participation in a detainee mterrogatlon[:ralsed some good questxons smce she's been
advised that a detainee she |nten/|e\M=d is now bemg referred to a mlhtary commission.

=

* Thisis a first swag at an outline, so wewelcome any other issues or concems you can think of,

D

LT

-——-—Origii';al Message-—- .
S  FBI024003CBT
SE PRL FBI0000272
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. QIG-REQ 02/18/05-PART 10 -

" From{_ JOG.C)(FBI)

Sent: W 1:51 PM o : ‘_ . - ;i .
Tof 060 (FBI) T S

' Subject: RE: outline

' N'ON-REC‘ORD

l |Neitﬁer{ |or 1 received the outline "attacheh'\ent"]:]. ) IO
-—Original Message—— . . . o ‘
From{_ ] (o6C) (F8I)

Sent; 2,2004 10:18 AM ST
To ocoy (e[ |(ocoyreD - -

Subject: outline

Uﬁ?t@gfmn o
. -NON-RECORD™

) 'I’r";rst overview of jssues oqﬂin‘e produced By Rick and I. Your théuéhts?

T . . ) -0 o Sl el ST ‘ ) N _{A . o e .Al =
) N . B . i V . L . -, .. . . la C
B " JCotintertarrorism Law Unit | Lx1, Rmss212[ | i

ootk e ok dok sk .****************\*\ )
oy ED - '
"NON-RECORD

Attached (for real this time) is the outline. Pursuant to my conversation wit)'[:__ltoday. I added an

- additional category to cover issues conceming requests for our agents to be interviewed or to testify

regarding their participation in a detainee interrogation. raised some good questions since she's been -

advised that a detainee she.interviewed is now being referred to-a military commission.

. This ig a first swag at an outline, soc we welcome any other is;ues Or CONCems you can.think of..
—Oridi R AT
From| locorey . R

Sent: Wednesd ) 41:51PM - ' ST

To: 0GC) (FBI) .

FBI024004CBT
" FBT0000273
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~1

@}
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, Subject_': RE: outline

D
NON-RECORD

BTG
I:}\lelther:!arlrecewed the outhne attachement'_—_j o C _

~—Qrigingl Messagg--—— . ) o S
" Fromd Tosoy rery . ‘ R ‘b
Sent: Tuesday, October 12, 2004 10:18 AM . : . LRI

Tof koca) (F51)1 I(OGC)(FBI')
~ Subject: outline LT

© UNCLASSEIED
ON-RECORD

First overview of issues outfine produced by Rick and I. Your thoughts?

Ch P
L ' b2

***************************

e r ‘ JCuumeﬁerronsm L=w Unit | LX1, F{m 5°2 ::j "f-j““' ?:" RN

Frl
-——Ongmal Message———
From: Caproni, Valerie E. (OGC) (FBI)

Sent: Thursda 21,2004 1:36 PM S .
. To: (0GC) (FBI) . e
‘el (OGC) (FB1)] locey(rBT) <. - ¢ FT :

g Su bject: RE! Battlefield Advice \
SENSITIVEBUT4NCLASSIFIED
' _NONRECORD :

Thanks. l think thers is also an‘issue of what does it mean to "nat partlcspate in aggressnve interrogation

(outside our guidelines) when you are in forward posmons what hapgens if" the Army beats the stuffing out

- .of adetainee, gives him to FBI, he starts talking to FBI and then the Army wants him back. Have we just
“participated” ingood Cop-bad cop with the Army? How lang after Army does its thing do we need to walt to

not be viewed as a "participant” in the harsh mterrogatnon

——-Qriginal Message—-—-— c

. From{ _ l(ocoyny : E L N Bé
Sent: Thursday, October 21, 2004 1:27 PM . e L7

To: Caproni, Valerie E. (OGC) (FBI)

. W . " N N FBIOZAOOsCBT

- QIG-REQ 02/18/05-PART 10 T R FBI0000274




N |toGey (Famy; ~J(oco) (reT) e
Subject: Battlefield Advice ' ’ ST RN

%@ '
-RECORD . ‘
-Valene f wanted to glve you a quxck update on the status of the adwce you requested pertammg to our
agents in Afghanista raq. | know you realfy wanted this last week and | apologize for the delay.
As you know, (CTLU | - Afghanistan) is workmg jointly on the advice with
- (CTLU i - Iraq) ust retumed yesterday from thé London training for the Iraqi judges and-
re far along in the research and drafting. They are meeting this moming with the military unit and - iir B
military officials, and have spoken with agents who have been on the ground to get a sense of pnor T
agent experience in these environments. From talking tcl::]the complexities come not with the
targets who the USG may have a viable prosecution interest in (the advice is much easier to provide),

~ but rather with those targets in whom we have a pure intelligence interest. If a draft of the advice is riot
completed by tomorrow,l |W|Il give you a full update right after the Iragi Special Tribunal briefi ing to

ensure that the advice comports thh what you have in mmd Thank you

. SENSHI ' SIFIED . ' S R )
#*’E*********ﬂ;********* ' . - L o '

.RECORD sts€ L oo R — S
-~ Just keeplng you in theJoop As anhmpated we are treatmg him dlf’ferenﬂy and as such are havmg hlm }L; '
removed from::Ito Abu. G prison, a more established, long temn facxluty X : L?Jc' :

* ——Origina L o . o
_Fromi I(SE) (FBI) - : ' ' LT
.Seun_l*_’lnudaLNmﬂber 01, 2004 1:56 PM " L . . co ‘

To ) (FBD).

Cc (CTo) (B[ _¥so) (e[ l@m
{FB M C. (CTD) (FBI);[ JoGc) (FaI);| [HO) (FBI);
)(FBI) : . : : S

ubject: RE: Record checks . B ' ST

A ancioatadt

ol
1 &

[
JJ

b
ISR




approached the Jordanians in Amman They provided fingerprints and.a copy of an s :ﬂ .
indictment. I"'m having the documents associated with the prints translated and will forward to clis E:___l b7C
~ also sent a copy (not translated) to CJIS. He will forward the indictment as well. He did this at my request.
* and let me review the information he was releasing to the Jordanlans before his meeting. He can provude
' more detailed information but it appears the Jordamans are cooperatmg

- A Iack of an existing US case and the limitations of using evndence obtained in [raq certamly make a US
prosecution problematic. If the Jordanian charge is substantial and it loaks like a good case, then that may

be the preferred route. The Jordanians taken with him could alsg be provided as witnesses/additional
subjects. . . .

You can coordinate this matter with me or John K., of course. The BOC case agent is SA::I
BOC Reports Officer is Ro[:::] We can pass anything to Balad.

Deputy .On-Scene Commander

be

b

_.:Bagh;!ad Operations Center

Baghdad, Iraa

—-Origina =
From (CTD) (FBD)
. .-Sent: Monday, November 01, 2004 8:49 AM ) _ L
. .Ta | (SF) (FBI) - : : | pe
Ccj [cTo) (FBD)] _{(sp) (D) (CTD) .
(FBIY; BRIESE, M.C. (CTD) (FED)[ 1(0GC) (FBI) * «
* Subject: RE: Record checks ) ’
. (V) REcomrnatse - - : S
No problem, they have been done already (. thought they had already sent them out td you. B bic -

Whats our status in lraq w:thl—___—:] is he bemg hek[:]and has-he been interviewed by anyone
other than FBI personnel since his initial capture. | am going to speak with CTS on this issue later today
- and wanted to see if | could give them some feel for what we have so far, We are trying desperately togeta

decision on what we should do with this guy qutckly Qur dlscussmn here have produced a couple of .
.scenancsg.: v - - , - <

-1 o

.1, Provide himn to the Jordanians -
2. Designate him an enemy combatant

3. Let him be prosecuted by the Iragi court sys_tem

FBI024007CRT

-.0TG-REQ 02/18/05-PART 10 ﬁ@ﬁq © FBI0000276




4. Prosecute him here in the U.S.

] hav{___—_ldoing a full reveiw of all information/evidence that we have sa far on hir to see what we have
that could be used in an open court. ! suspect that it is pretty limited. In.your opinion, could we use any of

* the info developed in Iraq so far in to supporta U.S. prosecution? In particular, the statements of the. . "~
JIndividuals apprehended with him or are these tamted as inteliigence interviews only by virtue of being be
conducted | o . . RN

I'would like to see this prosecutéd in-a U.S. court if V\'/_e have enough usable evidence to.support it.

Also, who should we be coofdinating this one with on ydur sideﬂ has some info he is trying to get
out to Balad that' may be helpful to the interviewers and he is not sure who we should be dlrectlng the info
" to. ' ’ . .

It's been a busy few days. | was out with the Flu on Fnday, but | am back in the game lf you guys need
anything, just let me know. Also, let me know.when you can get the. SVTC and | will coordinate on this end.
L will coordinate with SD and CTS, but I think we should do one SVTC and inciude everyone.

"Il be glad when we get your comm’s fixed so we can call you. Stay safe.

. . hé
~~-Original Message—— . o ' ‘ .o
From{ sy (rB) I
Sent: Sunday, October 31, 2004 12:49PM < : -

Tot (CTD) (FBI).. - S
Ccs {CTD)(FBI) e e e i area, e I R SRR
SubJect. Record checks - . : ' o : T

l—_;:_-lsent in the names o{ Jto ISLU for full record - e -
" “checks at my request. Could you please prod the analysts to complete those- chetcks as soon as et
‘possible? A decision on their future is imminent. and | don"t want them to leave our control if they
are of interest to us ar anyone else Thanks . gaf

S{S“C_—_:].

: Deputy On-Scene Commander

b
"Baghdad Operations Center . ‘ : ‘ _ L pic

Baghdad, lraq

- BECLASSHEY-ON—2025 11T

(U) . Smseer

stesfesteteststh kot soi st sof sesakoioR Aok ek

Sﬁﬁﬁé ' ' - FRI024008CBT
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1 know ihat[ | were warking on sl‘or'nething regarding this issue. -

::Iis theré'somefhing that else tha should be aware of?

' Steve

~——-Qriginal Message-———- ,

From{ J(CTD) (FBI)
Sent: Tuesday, Novermnber 02, 2004 3:32 PM
. To: SIEGEL STEVEN N (OGC) (FBI)

Subject: quick question :

“NON-RECORD -

I am attending a detainee palicy meeting at CENTCOM next week, One of the énhcnpated topics is
interrogation policies for different agencies. 1 want to make sure 1 have the latest FBI policy. | know

- OCONUS interragations. Is this the latest EC? Thanks '

. SSA CTD/ORS/MLDU LX-1, Rdom '3,s{zod:

" desksieokod k .'“..Zl‘;—*. e~ P e

There lsnt a newer. one, we're worklng on creatmg a newer one

’ ——-—-Ongmal Message-——
. From: SIEGEL STEVEN N (OGC) (FBI)

T Sent Tuesd ) 2004 3:50 PM -
- Tos iCTD (FBL) -

- Subject: RE: quick queston .

NON-RECORD ~ -
.| know that Rick McNally -andlz: were ‘work.ing on sdmething regarding this issue. ’

Ricl:] is there. something that else thatl should be aware of?

- me <Bieve ’ S —— . : : . m e e L

-—-0rigina| Messaqe~—-—

From:| (CTD) (FBI)
* Sent: Tuesday, November 02, 2004 3:32' PM
To: SIEGEL STEVEN N ( (OGC) (FBI)
Subject: quick questnon

jdid an EC dated 5/19/04 (66F-HQ-A1258990) regardmg FBl pollcy of treatment of detamees during .

Cc; (OGC) (FBI); MCNALLY RICHARD (OGC) (FBI),] :tOGC)(FBI)

[oked
~1 @

o

/>< | - FBI024009CBT

'OIG-REQ 02/18/05-PART 10 . . - ~ , - FBI0000278
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S . f%_ ON-RECORD

-L.am attending a detainee policy meeting at CENT COM next week. One of the anticipated topics is
interrogation palicies for different agencies. | want to-make sure | have the latest FBI policy. I'know

did an EC dated 5/19/04 (66F-HQ-A1258990) regarding FBI palicy of treatment of detainees during

'OCONUS interrogations. s this the latest EC? Thanks

?SSA

CTD/ORS/MLDU LX-1, Room 35-20

ke of ok ook dedestefe e e ok ek ek ok e e e sofesiesk

There isn't @ newer ane, we're working on creating a newer. ane.

* '——0riginal Message——

.- From: SIEGEL STEVENN (OGC) (FBI) * . - .° . .- . -

- Sent Tuesdav: Novemher ( 2004 3:50 PM” - v .ooie omi é oiee .

. To: (CTD) (FBI). L DT .
Ce: _oco)ren (0GC) (Fen)]

y _Sub;ect: RE: quick question

UNGEASSIFIED
_NON-RECORD

I know that|

- Steve
—Original Message-——— . P
From: oy By
. .- Sent: Tuesday, November 02, 2004 3:32 PM .
—~ To: SIEGEL STEVEN N (OGC) (FB)) =~ =~ =
" Subject: quick question ’

NON-RECORD

- QIG-REQ 02/18/05-PART 10

}.Nere working on'something-regérd}rig this issue. ‘

. :is there something that else that|:|should be-aware of?

S

. hiC

FBl024010CBT
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FBI0000279
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~ lam attending a detéinée'policy meeting at CENTCOM next week. One of the anticipated topics Is
interrogatlon policies for different agencies. | want to make sure | have the latest FBI palicy. | know
id an EC dated 5/19/04 (66F-HQ-A1258980) regarding FBI pohcy of treatment of detainees durmg

T e
- OCONUS lnterrogatxons Is this the latest EC? Thanks . S B b
A i = b2
 ssAl CTO/ORS/MLOU LX-A, Room 35-200

***‘*******#*ﬂ******ﬁ**

It may be'helpfui for you ta sit down with Riél{:]when you get a chance so that you can pic}( their
brains, seeing as it is taking them an awful long time to get this EC out.

ne

pic -

. ~—Origi o o o . T e
- . From OGC) (FBI) . Coels v an o ST e e et
« . Sent-TUESday, Navember 02, 2004 $:03PM - - * -~ R S S
- To: SIEGEL STEVEN N (0GQ) (FBD{ kc:m) (FBL)- . L7C.

Cc (6c5) Fany] foecyren

. Subject: RE: quick question

- NON-RECORD .

There isn'ta newer one, we're workmg on creatmg a newer one.

-——Ongmal Message—-—— e . S '_ , o g .
From: SIEGEL STEVEN N (OGC) (FBI) . S
Se"t;]]gsdal_umemhar_nf 2004 3:50PM - ;. : L _ e
To: (D) (FBI) : . ] . :

[ _l(o6c) (Fen [OGC) (FBI); (0GC)(FET)
SubTacE RE quick question ' N B - -

= " NON-RECORD R ‘ o
. : ; L - bIC
.1 know thaq Jwere working on something regarding this issue.’

M c FBI024011CBT

02/18/05 SRR 80
*OIG-REQ 02/18/05-PART .10 L o - . FBI00Q02




l:]is'.there,sdm'ething that else thatl:_____]should be aware of? ©

Steve, . L - ‘ o R

ke

- ——Qriginal Méssage-——- S
From: _(cTo) (FBL)
" . Sent: TUesday, November 02, 20043:32 PM - +
. To: SIEGEL STEVEN N (OGC) (FBI)
Subject: quick question

UNC ED S T ., e
"NON-RECORD .. R T K
I am attending a,detaine,é:poﬁcy meeting at CENTCOM next week. One of the anticipated topics is

interrogation policies far different agencies. | want to make sure | have the latest FBI palicy. | kno L
did an EC dated 5/19/04 {66F-HQ-A1258990) regarding FBI pollcy of treatment of detainees- during bé

[eaS
OCONUS mterrogahons Is this the Iatest EC? Thanks o o A
sS4 CTO/ORS/MLDU LX-1, Roart 35-29{:] | )
FedeepockkdookoRdesk dofoko ' .
U ' .
_NON-RECORD
_Everyone pick a time and we will meet in 53200 " -
1.9:15
2.12:30
.3.Some.-other'ﬁme( . )y R K . R o
Oﬁ. o - . ' - . . . . . . -.‘. .
" From (OGC)(FE) . S S o i
Sent: Tuesdav, Novemhe 02,2004 4:48 PM ) ' : S
- To QGC) (FRI); SIEGEL STEVEN N (OGC) LFBI‘[ _ l(cm) (FBI)
- Cc (OGG) TFeD)| (QcC) (FBD),

Subject: RE: quick question

ﬁ%mm |
ON-RECORD -

: T T ' Fa;ommzcs*r

“»»;.-.61GeREQ' 02/18/05-PART 10 ‘ : | F310000231




ey

The current EC is stll in effect. What we are developing is to reach beyond the issues covéred in that-EC
and give more detailed advise, | wou!d like to know more on what CENTCOM is domg hecasue thatis a

mater of concem for me.

C—Oridi o ,
_ Froml kOGC) (FBI) .
Sent: {uesday, November 02, 2004 4;03 PM - . o
To: SIEGEL STEVE | lcco) (reny
Cc {OGC) (FBL);| JOGC)(FBI)
Subject: RE: quick question ' . ) . '

NON-RECORD .

There isn't a newer one, we're working on creating a newer one.

——Original Message—

From: SIEGEL STEVEN N.(OGC) (FBI) S ; : S
Sent; 2, 2004 3:50 PM . Lo ETe
To (CTD) (FBI) N '

Ccf __loac) (reny; MCNALLY RICHARD (CGC) (FBI)r ~ {oGoyrRn <.

Subjectr RE: quick queston

L know thétf ' ]ware wbﬁdn_gpn something ir'égarding't‘hisjssue; T \

SSiFiED. - DR LT T e ST ATes T R TR TR T LT

"~ NON-RECORD

:___::lis there something that else tl'iar__:Ishould be aware of? T o

Steve

~——-—Ongmal Message—-—- .

" From (CTD) (FBD)
Sent: TUg5day, November 02, 2004 3:32 PM -
To: SIEGEL STEVEN N (QGC) (FBI)

Subject: quick question -

NON-RECORD o o T e

| am attending a detamee poilcy meeting at CENTCOM next week. One of the antlcxpated topics is
interrogation policies for different'agencies. | want ta make sure | have the latest FBI policy. | kno
id an EC dated 5/19/04 (66F- HQ-A1258990) regarding FBI palicy of treatment of detainees dunng

OCONUS mterrogatlons Is this the latest EC? Thanks

FBiO2401 3CBT
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T

7_<
[T
I

o

- SSA CTD/ORS/MLDU LX-1, Room 35-200 |

. UNCIAsSEED
*«*********************

Ihave a 9 already so 12:30 works for me, !l bnng the CENTCOM ltmerary with me.

———-Ongmal Message——
From: SIEGEL STEVEN N (OGC) (FBI)

Sent;’ mber 02, 2004 5:00PM . - ' 1 - be
To (QGCWFRIY MCNALLY, RICHARD (QGE : (CTD) (FBD)  o7c.

Ccs (0GC) (FBL); ~ [OGC) (FBI)
'Sutljﬁft‘ TRETquick question . - - I . :

NON-RECORD

Everyone pi’ck a-time and we will meet in 55200

1.9:15

- 2.125

F 3 _Son)e'otk.uer time ( - )

. . -‘—-—O O y ’ ' .
From locoyrey

* -Sent: Tucsday, November 02, 2004 4:48 PM ' [ :
To: MCNALLY Ij; SIEGEL STEVEN N (QGC)-(FRI)] B euNG:
ed lose (FBI) Ceorc:

Subject: RE; quick question ‘ . .
ON- RECORD : e o :

The' current EC i is still in effect. What we are developing is to reach beyond the issues covered in that
EC and _give more detailed advise. | would like to know more on what CENTCOM is daing becasue that

is a mater of concem for me . s

\—741

el on
=1

. —~QOrigi ‘ -‘ e e o ' e o o e ]
From: l(OGC) (FBI) R » S o pe
Sent: tuesday, November 02, 2004 4:03 PM : T . . Co
" To: SIEGEL STEVEN N (QGC) (FAD| ™ ILCID) (FBI)

cef | (0GC) (reD)| losc)(FBI)

Subject: RE: quick question: ‘ :

FBI024014CBT

SEeRET ~ "FBT0000283
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! SEeREL e
UNCESSEEIED
NON-RECORD
Thereisn't a néwe,r'on‘e, we're warking on creaﬁ'ng a newer cne.
' ——CQriginal Message—— o
.From: SIEGEL STEVEN N (OGC) (FBI) - Lé
. Sent; ' , 2004 3:50 PM ‘ b
To (CTD) (FBI) _ R — . .o
. Ce 0GC) (FBI); MCNALLY, RICHARD (OGC) (FEI)] focoyreny. -
- SubjectrRE: quick question - ' . o o '
FIED -
- NON-RECORD .
| know thatl Iwere wbrking oh'somethinb regarding this issue. b
is there-sorﬁething that else maE:lshéuld be aware of? b -
'.nge '
. .:.-‘—":‘ e '“‘“-—Oﬁglnal M@;’Sai‘m . L : LT = e L R R e T S
. Fro kcm) (Feny
" Sent:Tuesday, November 02, 2004 3:32 PM
To: SIEGEL STEVEN N (0GQ) (FBI)
‘Subject; quick question - -
"UN ED . -
ON-RECORD -
I am attending a detainee policy meeting at CENTCOM next week. One of the anticipéted topics is
i ogation policies for different agencies. | want to make sure | have the latest FBI. policy..| know
. did an EC dated 5/19/04 (66F-HQ-A1258990) regarding FBI policy of treatment of detainees during - hé
OCONUS interrogations. Is this the latest EG? Thanks : - ' h7c
’ : . bz

. 534

——. R - 2
UNEERSSFED
Feohtkstoleck sk e koot ook

U
. NON-RECORD -

LQIE-REQ 02/18/05-P?.§3T,»;.10

CTD/ORS/MLDU LX-1, Room 3s-200[ |

i
i

SEEREE . ‘ FBI024015CBT

- PRIC000284




" Hey guys, sony l have ta push the time back untll Iater in the afternoon if possible. Anytlme 1:30 on-warks -

for me. Let me know...

—--Original Message—-—-'—

From: SIEGEL STEVEN N (OGC) (FBI)" .

4.5:01 PM

Senfﬂlﬁdﬂ.umf’fnber 02,20
- Tos OGCYFRI-

e
7

C

_kosay el 3 Kem) rery b7

Ccy

Subject: RE: quick question

"UN IED
N-RECOR

Everyone pick a time and we will meet in 55200

1.9:15

Al

2.12:30°

3.' S'o‘melother time (

[(0GC) (FeD)| ___[(0c0) (rD)

 ——Original Mess : . ';‘ . R e e
From{ EOGC)(FBI) - SO CiL S

| . = - SentiTh = r02,2004.4:48PM :... ST, e e TR
T 0GC) (FBI); SIEGEL I 1 (CTD)(FBT)
Cc (OGC) (FBI); _ (OGC) (FBI) .

"~ Subject: RE: quick question

" -NON-RECORD ™~

“The current EC is sl in effact. What we arae developlng is to reach beyond the issues covered in that

EC and give mare detailed advise. | would Ilke to know more on what CENTCOM i is doxng becasue that

" is a mater of concem for me.|

bs

——Original M o b7
~ “From: (OGC) (FBI)
- Sent: Tuesday, November 02, 2004 4:03 PM

" To: SIEGEL STEV il ey )(FBI). \
.Cc i_(OGC) FED__ (OGC)(FBI)

Subject: RE: quick question

EON-RECORD

—,

There isn't a newer one, we re worklng on creating a newer one.

***********************

0IG-REQ 02/18/05—fART.iQ

FBI0000285

E T : FBI024016CBT




' '*****%********}* S . o L T -
SENSI : SSFED
.NON-RECORD '
FYI
—-Original Message—-— o - L ' o
From{__ l(oGo) (FB) . - " S T L
Sent: Tuesday, November 09,2004 2:34PM . . : . S e e :-‘
Tod _loGo) (e : T :
Subject: FW: The Latest on GTMO Legal processes Co
] Here is the opinion. ' e

.We cdn continue interviews under Art 17 of the Geneva 'ConVentjon of the Treatment of Prisoners of War

- ~-—Orig

.From: (OGC) (FBI).~ .,'.-_._..: e fm et e
- .Sent Tuesday, Novembér 09,2004 7:55 AM _ I ~ ’ e
- Tof 1(cro) (FB1) ' ' o L
Cc 1(cD) (FBD)] |(EP)-(FBI)
A Subject: FW: The Latest on GTMO Legal processes T
‘ _Assit_ant.'General Counsel ---b;
*'Counterterrorism Law Unit1 . : N - o ;ZC

FBIGTMO D SN

US Naval Base, Guantanamo Bay,_ Cuba

——Original Message— - o S
_Froml;i (OGC) (FBI) | s .
Sent: Tuesday, November 09, 2004 7:53AM

« e =Tof (OGC) (FBI); BATTLE, FRANKIECTBY(FBI); | | o) eFB);-
. THOMAS,_JUU LER]). ' ' :
' Ca: (CTD) (78D | cm) (Fa)] |
~ (CTDy (FBD) : - - RN _ -

S Subject: FW: The Latest on GTMO Legal processes

Based on a closer reading — focusing on the Geneva Conventions séction — | have advised[_Jndhe
has ordered that interviews should cease until a determination of the true status of the detainees has-peen." -

. QIG-REQ 02/18/05-PART 10 rrian an AR FRINOOD290

~.1

[O RN

()
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reached Addmonal mterpretatxon/debate is welcoma

o Psi expect thls wouid apply to Afghanlstan as well.

]
|

. Assitant General Counsel

.Couhtei'terrprism Law Unit 1
FBI GTMO

~.US Naval_Basé, Guantanamo Bay,Cuba -

_From I(OGC) (FBI) -

. Sent; 08, 2004 5:32 PM.
.TO?L- (OGC) (FBI)

| (CTD) (FBD

L J'(c) (rBD[
- f lcoce) (D)

- Bé

L2

WOGC) (FBI); BATI'LE FRANIIE (cro) (FBI),

CTD) (FBI) .
Ject:. [he Latest on. GTMO Legal processes

lt contams mter—alla

o Attached is the decnsxon from Judge Robertson - |t lS pretty bad DOJ has charactenzed lt asa "dlsastef"‘

J¢cTD) (FBD){

|(co) (FRD;

.

(Assitant General Cou.dsel

 §££R?T.

bt
L7C

FBI024022CBT

FBT0000291




" NON-RECORD
| will bé on Vacatnon in St. Lucia (Canbbeaﬁ) from Sunday November 7, 2004 through Saturday .
_November 13, 2004. While | am away, questions regarding Birmingham's FISA apphcatlon canbe
dlrected to my Unit Chlef] ‘ I

o
e

~1

o

k2

{'am here today (Thursday 11/04/04) and tomarrow (Fnday 11/05/04), however my. work phone I:] o
is not operat:ona( Please contact me via email or my pager -

Thanks.

lntemahonal Terronsm Operations Section (ITOS ity lraq. Syna beya Unit
(ist.u] Jwor| Jceul _ bager

UNCLASSIFIED

i e e B,

iqn Guide G-3, dated 1/97, Foreign Counterintelliqense-s

£ LT fekectedeeote

| ONCERSSEETED

NON-RECORD

————— Original Message-—————

From: | ].(asc) (FBI) : AT .
Sent: ‘Thursday, November 18, 2004 4:03 PM - - S . S
To: | | toGcy (FBI) ;| |toGe) (FBI) I

Subject: FW: Overseas Application of 4th and 5th Amendment

ﬁﬁE EEQ B ‘ . . S wum_V.*

NON—-RECORD

' The attached are documents created by FBI New York's legal team, ADC|:|' e
regarding constitutional issues averseas. i:land I dlscussed these 7o
matters in detail, so I thought this should be passed on also. E]

S - | o - |
REQ 02/18/05-paRT 10 SEERET . _ FBI024026CRT
T = EBI0ONO02G5




-Subject: Overseas Application of 4th and Sth Amendmgqt

Following up on our conversation, I think it is also imnorrant ro porae shas

Sent: er 30, 2003 3:40.P4 -~ . R .
To : o bo
: P . . b

EQ: the net mart |

| Those in custody -are,mil_itary

—detalinees.

] In this regard, -your
q-'lestJ.on) prob&bly i‘nvolves NSLB more: than :Lt doe., .LLU

e B o ..vx"x"--

. _.Attached are the documents we discussed. - My memo and the charts -
discuss/describe 2d CerU..'Lt case law and the 4th/5th Amendment issues

- _ 1mpllcated when prosecutlon 1s contemplated and/or occurrlng.

~1 ¢,

C:

[oanen

T kxxThig Documept':'Cpn‘tains' Attorney Work Product *++

Y

UN ED

*********.************

UNCLASSIFIED

NON:RECORD

s

Valerie today
UNSTASSIFIED o
SEBRET : _ FBI024027CBT

FBRIQ000296

I::IJust wanted you to know maDdeliVered your detainee treatment EC and related documenﬁs o

bz
b5

he o7

B0

TR

be

B

. OIG-REQ 02/18/05-PART 10




| kel ek sk ol ket RoR

I::]‘A” assignment frbm'j Let me know if you have any questions. " - ' Lfc .

|:I Please stand by to assist as I:jmay need help ' E
~—Original Messaqe———— S AT S . i
From{ __](0GQ) (FBI) : c o - LLobE

" Sent: Wednesday, December 22, 2004 2:37 PM : R
To (0GC) (FBI) ' - C ' \ '

. Cc: Caproni, Valerie E. (OGC) (FBI) .
Subject: FW: Chronology ‘

UNCERSSiEED
NON-RECORD

I lOne of the things | wanted to speak with you about today was assngmng[:jto create with the
-assistance of| Ia chronology of events with respect to FBl lnvolvement as to detalnee

' treatmentlmlstreatment Is this a good fit for him.

--Onglna| Message-——— Coe ) .o o
. ~From: Caproni, Valerie E. (QGC). (FBI) - G S S SO U
- 07T T 'Sent: Wednesday, December 72, 2004 11:41 AR T e S
' To:| I(oGey fey I NN SLEE
'Cdd (OGC) (FBI) : e : ot : :
Subject: Chronology

" NON-RECORD

| need you to assign one of your attomeys to superwse a para (or do lt him or herself) to prepare a
chronology of events relative to FBI 1nvolvement with the issue of treatment/mistreatment of detainees. The
goal is to have a document that will be of use for briefing the Hill when/if they ask for it. ::IS cc'd
. blc he has the universe of documents they will need. Some judgment needs to be used'in terms of what
- should go in the chron.

o

=1
)

I've attached documents that do some of this already.

VC . ) . A . . l N i ) . . " " -
seksteofe ettt dor etk skofeck deeciok ok

M R . _ FBI024028CBT
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y
_NON-RECORD

e -

We need to pull together any and all CTD documents (EC's, FD-302s, e-mail messages, efc.) .+ .b7C
since May 2004 related to detainees in GTMO, Iraq, and Afghanistan, particularly' documentation of any.
"abuse of detainees — either through first hand knowledge or rumor — and any reports of such abuse from the

Bureau to DaD or any other non-Bureau entity (such as DOJ etc.).

Copies of all the above should go to bothl:::land me. ::Inumber at LX-1 ISE: , Ef(

’ E: Did you write a document that mentions a. hehcopter at GTMQ? If yes, I dontknow ifthat - b2 .

document has been prevxously produced, but please provide, if such exists.
' i— Al‘ l ' . - ’ } ’ ) . . . ’ . .
~—-Diginal M SR \ : S o
me:l ICI'D) (FBI) . - : Lo

Sent: Tuesda ér 28, 2004 10:59 AM S o S BTC
- To (CTD) (FBI) e

Subject: GTMO Tasking

. NON-RECORD

- . . p——— P LS . .2 P TI)
S em sy apEey e . .o - B A

Hello[—___l :

I understand you have been tasked with pumng together a timeline for the GTMO operatxons | will be S pTC

' your paint of contact for any questlons you have regardmg GTMO. Let me know if you need anythmg " 1’.2
' 'SSAr JCounterterronsm D1v18101j1 Military LlaJ.SOIl

-and Detainee Unit LX-1, Room 35208

- UN 1ED -

*********#¥$**$******a*
NON-RECORD - . ,' ' L

| just wanted to conﬁrrn that you are speakmg with-the Iraq Unlt tTOS Il regarding any lraq 1ssues nght" -

b

' ,SSAI JCounterterronsm Division Military Liaison and R
Detainee Unit LX-1, Room 35208 : -obe

' -—-—Ongmal Message—-—- -

jd;,K . __ FBIO24029CBT

OIG-REQ 02/18/05-PART 10 . .  FBI0000298




.From CTD) (FBI) .

" Sent: Tues , 2004 2:03 PM -
. .To (CTD).(FBI) —

" Cc (CTD) (FBI);

' Subject: RE; GTMO Tasking

.U

NON-RECORD

(oGC)(FBt) |

We need to pull, together any and all CTD documents (EC's FD-3023 e-mail messages etc)

since May 2004 related to detainees in GTMO, Iraq, and Afghamstan particularly dacumentation of any .
" abuse of detainees — either through first hand knowledge or rumor — and any reports of such abuse .

,from the Bureau to DoD or any other non-Bureau entity (such as DOJ, etc )

Copses of all the above should goto bot|'| Iand me| humber at LX-1 ls:

E:Dld you write a document that mentions a hehcopter at GTMO’7 If yes, | dont know if that
" document has been previously produced, but please provide, if such exists.

ﬁ_e—{knmaumssxm-aa___w‘ - -
-From CTD) (FBI)-."

%N,e_@@@'
ON-RECORD ™

Hello

SSAl

he

bhIC

ir 28, 40041059AM ) R C

CTD) (FBL) - " -
O Tasking .

. e

. ki
- I understand you have been tasked with puttmg together a tlmelme for the GTMO operatlons { will be -

your point of cantact for any questions you have regardmg GTMOQ. Let me know if you need anythmg o
e
Counterterronsm Division Mlhtary Ltalson : t“

_and Detainee Unit LX-1, Room 33208[

stk ook etk ook ok

" SENSIT

NON-RECORD -

AL

.. OIG-REQ 02/18/05-PART 10

IED

1

- FB!024D3DCBT
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Y " SEERET )

. Aftached is a schedule for the Iraq Predeploymerit Training for January 8-'_12. This training has'been very = -
well received in the past, and | hope that you all will be able to-participate-again. This rotation will primarily
consist of agents from the New York Office, additionally, we have been tasked to train the Regimes.Crimes -
Liaison Ofﬁce This training iteration. will consxst of approximately 30-35 agents and support from the FBI

ATF, DEA and Marshals. .

| have attached a tentauve schedule Some of this will likely change, but it would be a great assxstance if
you all coutd check your availability for me and confirm, if possible..If you are unavailable, please heip me
" locate an altemate with your same base of knowledge . - :

If you have a classified presentation please brmg your own classified laptop.
_ Thanks o _ Coe e o o S
ssA |Military Liaison and Detdinee Unit LX-1 SSZOOE:'ofﬁce telapho,nei: b7c
| pager S - N . [ S

Reminder

SEN SSIFIED

et desteskok sesleskoste kst ke ok ok sk ok ok o

. .. B . FBMZ4031CBT
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. ALL INFORMATION CONTAINED
HEREIN I3 UNCLAZSIFIED
DATE 12-03-2008 BY £51790MH/mie

OFFICE of INSPECTOR GENERAL’S
REVIEW of
DETAINEE ISSUES

w,r - (

FBI RESPONSE MATERIAL
DOJ’S OIG REQUEST of FEBRUARY 18, 2005

ALL DOCUMENTS RELATED TO ANY REGULATION, POLICY, PROCEDURE,
MANUAL, GUIDELINE. MEMORANDUM, DECISION, ADVICE, OR SIMILAR ITEM
REGARDING CONDUCT OF OPERATIONS BY FBI EMPLOYEES IN OVERSEAS
VENUES SINCE SEPTEMBER 12, 2001, INCLUDING: A DEPARTMENT OF JUSTICE
DRAFT OF SUCH A DOCUMENT, WHICH MAY HAVE AUTHORIZED FBI AGENTS TO

MAKE ARRESTS IN SUCH VENUES AND WHICH FBI ATTORNE
| IMAY HAVE BEEN AWARE OF; A DOCUMENT FBI| IMAY
HAVE BEEN INVOLVED IN PREPARING; AND ALL DRAFTS OF SUCH DOCUMENTS,
COMMENTS RELATED TO SUCH DRAFTS, OR RELATED DOCUMENTS.

FBI TRACKING #_OIG-REQ 02-18-05 -PART 10

[PACKET #7 FBI BATE STAMP 0000301-0000401]
{MATERIAL from GC V. CAPRONI}

7 C

"DESIGNATED SENSITIVE MATERIAL"

DOJ ’S OFFICE OF INSPECTOR GENERAL’S

! COPY

FBI024032CBT




ALL INFORMATION CONTAINED
HEREIN I3 UNCLAISIFIED
LATE 12-03-200% BY gIl75DMMH/w]s .

OIG’S REVIEW of FBI DETAINEE ISSUES PROJECT

DOJ’S OIG REQUEST of FEBRUARY 18, 2005

SUBJECT: ALL DOCUMENTS RELATED TO ANY REGULATION, POLICY, PROCEDURE, MANUAL., GUIDELINE
MEMORANDUM, DECISION, ADVICE, OR SIMILAR ITEM REGARDING CONDUCT OF OPERATIONS BY FBI EMPLOYEES IN

OVERSEAS VENUES SINCE SEPTEMBER 12, 2001, INCLUDING: A DEPARTMENT OF JUSTICE DRAFT OF SUCH A DOCUMENT,
WHICH MAY HAVE AUTHORIZED FBI AGENTS TO MAKE ARRESTS IN SUCH VENUES AND WHICH FBI ATTORNEY

[ MAYHAVE BEEN AWARE OF: A DOCUMENT FBJ AY HAVE BEEN INVOLVED IN PREPARING; AND
¢ - ALLDRAFTS OF SUCH DOCUMENTS COMMENTS RELATED TO SUCH DRAFTS. OR RELATED DOCUMENTS. R
' ' FBI TRACKING # : OIG -REQ 02/18/05 -PART 10 o
PACKET: #7
{MATERIAL from GC VALERIE CAPRONI}
"~ {JUNE 2, 2005}
DATE TYPE SUBJECT - . TOTAL | BATE
of _ , : PAGES | STAMP#s
* DOCUMENT '
NO DATE INFO SHEET MILITARY COMMISSIONS - 4 301-304
NO DATE POWERPOINT CSRT PROCESS REVIEW 10 305-314
NO DATE TALKING POINTS HARRINGTON - DETAINEE INTERVIEWS 1 315
(ABUSE INTERROGATION ISSUES) ‘
o) DATEA TALKING POINTS STATUS OF MEJA IMPLEMENTATION REGULATIONS 1 316
NO DATE TALKING POINTS STATUS OF ABU GHRAIB-RELATED INVESTIGATIVE ACTIVITIES 1 317
NO DATE TALKING POINTS HOW DOES MEJA APPORTION JURISDICTION BETWEEN DOJ AND DOD? 2 318-319
NO DATE TALKING POINTS " ENEMY COMBATANTS . : 5 320-324
NO DATE TALKING POINTS DOP’S SELECTION OF CORRECTIONAL EXPERTS FOR IRAQ 8 325-332

FB1024033CBT




DATE TYPE SUBJECT TOTAL BATE
of PAGES | STAMP#s
DOCUMENT .
NO DATE TALKING POINTS LEGAL RESTRICTIONS ON INTERROGATION ABROAD 13 333-345
NO DATE TALKING POINTS ' ~ DOP'S ACTIVITIES IN IRAQ 3 346348
NO DATE TALKING POINTS DOPS SELECTION OF__ Janl ForR 5 349-353
IRAQ CORRECTIONS TEAMS
ODATE TALKING POINTS OLC ADVICE TO AGENCIES 1 354
NO DATE TALKING POINTS DOP'S ACTIVITIES IN AFGHANISTAN 2 355-356
05/10/04 T. HARRINGTON to V. CAPRONI FW: INSTRUCTIONS TO GTMO INTERROGATORS. 4 357-360
E-MALL
10/04/04 V.CAPRONIt _ |E-MAIL RE: REVIEW OF QFR RESPONSE re: TREATMENT OF DETAINEES 2 361-362
10/06/04 V.CAPRONIto____JE-MAIL RE: REVIEW OF QFR RESPONSE re: TREATMENT OF DETAINEES 3 363-365
10/06/04 V.CAPRONIto| ___ JE-MAIL RE: REVIEW OF QFR RESPONSE re: TREATMENT OF DETAINEES 6 366-371
10/06/04 v.CAPRONTt]_____JE-MAIL RE: REVIEW OF QFR RESPONSE re: TREATMENT OF DETAINEES 5 372-376
10/07/04 V.CAPRONIt{ ____ B-MAIL . RE: REVIEW OF QFR RESPONSE re: TREATMENT OF DETAINEES 8 377-384
10/08/04 | [~ JoV.CAPRONI E-MAIL RE: BATTLEFIELD ADVICE 2 385-386
.0/12/04 V.CAPRONIto[ ___ JB-MAL RE: BATTLEFIELD ADVICE 2 387.388
10/18/04 V. CAPRONTH{ ___JE-MAIL RE: REVIEW OF QFR RESPONSE re: TREATMENT OF DETAINEES 13- 389-401
* PAGES" :

FB1024034CBT




DATE: 02-17-2010

EHEEHQE:[ ‘ : . - .o CLASSIFIED BY 65179 DMH/mis o=
5 oL ™Y . BEASON: 1.4 (c Source) . ...

)

BECLASSIFY ON: 02-17- 2035
ALL INFORMATION CONTAINED

" HEREIN -I§ UNCLASSIFIED EXCEPT.

M.'Ll:.tary Comm:.ss:.ons WHERE 3HOUN OTHERWISE |

. WWW. defensellnk mll/news/commlsSLOns html contalns the

follow1ng lnformatlon .o .
. Mllltary Commission Procedures,.Orders & Instructlons
s GTMO Detalnee Process . )
.+ .Appainting Authority’ Regulatlons
* Biographies of Key Mllltary CommLSSLOns Personnel
‘e Links to Court Motlons (46 total)
¢ Trial Gulde .o .

BRI _Brleflng Transcrlpts from Hearlngs

. Photographs '

.Four GTMO detalnees have been charged w1th consplracy to
commit terrorism among other offenses.’ AIl four defendants .
"-have been appornted counsel

l;Sallm Hamdan (ISN USOYM- 0049) Trial scheduled:
December 7-21, 2004. Twenty-two (22) outstandlng
motions. 'Defense Motions: 18. Prosecution: 4.

2. David Hicks. (ISN US9AS-0002) Trial scheduled January
‘10, .2005 until completion. Eleven -(11) outstandlng

3. Al Q051 (ISN USQSU 0054) Trlal Scheduled Eebruary 8
2005 until completlon Nine .(9) outstandlng motions.
Defense Motions: 5 Prosecutlon Motlons 4, oo

4. Al Bahlul'(ISN USQYM—OOOBQ) ‘Trial not scheduled; Five
- (5) - outstanding motions. One Defense Motlon (pro se
motlon) Prosecutlon Motions: 4. ’

‘The- Presiding Offlcer, COL Brownbeck has not ruled -on most S
" .outstanding motions, ‘therefore the prosecutlon .has not’ :

provided witness or exhibit lists. The Prosecution has-
preliminarily requested in -excess of eighty (80).FBI
witnesses for trial. Protective orders have been flled to
protect. the identities of -the agents Wltness preparatlon

has been minimal to this point.

'Theﬂﬁilitary Commission Panel consists of 4- 5.Field Grade

(0-5 or 0-6), Non-JAG Officers and '1°"JAG who acts as’
Presiding Offlcer, 1-2 alternates. . .

‘ FB1024035CBT
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motions: - Defense Motlons 5 Pro:ecutlon Motlons. 6;-_s-nn..“ﬂ




. ,OMC consists of .a Chief Proseciitor, Robert Swann - COL USA,
JAG. 26 yrs, 20+ yrs experience gov’t trial atty, defense
" counsel, appellate atty and military judge.

USMC Deputy Chief frésecutor Carol Joyce —'COL usMC 23 yrs, .
JAG .15 yrs, Special Asst. U.S. Atty to Eastern' District :
North Carolina, 300+ cases as Prosecutor and Defensé
counsel. o ' L

- COL USA 20 yrs Senior Litigétion Partnetr
Private Law_ Firm in CA, CA State Senator, Legal Adv1sor to,,

pIC - .
_OMC Team Chlefs
L] ICMDR USN 20 yrs, JAG 14 yrs, 100+ contested Re
trials. Four in US District Court . |
[ ]I:.TC usMC 17 yrs, JAG 9 yrs, 400+ -criminal - b6
cases -Chief Trial Counsel ‘]MCAS : o b7C -
| J i USM& 17 yrs, JAG 9 yIrs,: 400+ crlmlnal b6
cases -Chief Trial Counsel Camp Le]eaune USMCB -2 Chalr bic .
Prosccutlon— Avrano Cage. . - T . _a::f“f!;[;j
"I ILTC USA 20 yrs, JAG 12 yrs, served as lead " b6
trial counsel orn several hlgh proflle cases. 1nclud1ng ‘a pIC -
capltal murder case. ’
| IMaT USA 8 yrs, 8yrs JAG, 86 criminal cases, - b6
19 contested. L. . ‘ . oLs PIc
OMC Team. members:
| |capT usAF-2 yrs JAG oMC 1% assignmeht
| | LT usw 3yrs JAG - oMC 2nd aSSLgnment ' b6
iy . o b7C .
] JcaeT USA 3yrs oMC 2% ass:.gnment IR
[ ' |MAT USA 10yrs- arrived OMC August 2004." . -

. ' _ __ FBI024036CBT
OIG-REQ 02/18/05-PART 10 - S ... FBI0000302
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effort to respond to OMC’s discovery requests.
.'recelved the requests on July 23, 2004 and documents are
-available for OMC review starting October 1, 2004. FBI
" continues to support evidence, document and witness

‘,Transportation/Lodgino
__fllght to/from GTMO every other week.

L llmlted ‘availability). .

FBI's CooperationA

The 'FBI has supported the Mllltary CommLSSLOn process
extensively. OMC makes requests for FBI documents and FBI
personnel through the Office of General Counsel (OGC) and
the Military Liaison and Detainee Unit (MLDU) . All

- requests are addressed lmmedlately and currently over 200 .
" FBI documents have been provided for use at trial. c

Records Management Division coordinated a bureau-wide
The ‘FBI .

assistance. requests through RMD/OGS/MLDU

OGC has dlspatched an. AGC to GTMO who will brief FBI
witnesses on Commission -rules and procedures and be
available in the courtroom to address FBI issues. MLDU
will continue to provide a SSA to. coordlnate all requests
related to the military commlSSlons

Unresolved Issues

FBI- transportatlon con51sts of one
Military

transportatlon consists of military- fllghts on a flrst come,'

first serve basis out of Andrew’s Air Force Base {(very
Therefore, FBI personnel testifying

in‘triaI transporting evidence and observing proceedlngs

- will spend considerable time at GTMO waiting. for

transportatlon to/from GTMO. (Solution: Increase nuﬁber of
FBI flights to transport FBI agents an/aff GTMO iq fhe
current level ht per-week;

1

.Witnesses.
'will also affect the lodglng issue.

Witness Preparation:

“the FBI .

'FBI does not have available resources for lodging or

transportation while at’' GTMO for the number of FBI

witnesses OMC has identified. FBI has nat been advised
whether OMC has secured lodging/transportatien for FBI
The limited transportation avallable off GTMO

OMC has not prov1ded any comprehen51ve
witness preparation for FBI agents. OMC has not pravided
ith the reauired release appravals from gther

agencies
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SESREL




SESREL

Without these releases, FBI agents face uncertalnty on the
“.stand with regards to the scope of their testimony.-
ISolutlon 0OGC 1is prov1d1ng AGC to aSSlSt FBI w1tnesses]

MISC: The’ Prosecutor’s lack of Counterterrorlsm experlence3

. has led them to utilize an overbroad approach to document

requests from the FBI. [Solution: Rul;ngs,ln the 1°% four

cases will Iimit this approach)

Some case prosecutive thédries promulgated by OMC
prosecutors are not con51stent with FBI analytical -

. conclusions (not, true with the 1% 4 cases). [Solution:QMC

prosecutors should meet with ITOSl.personnel-;o ensure

- their theories are consistent with FBI analysis]

The'chéfging scheme'(Conspiracy to commit war’ crimes) :
requires heavy reliance on FBI investigations (PENTTBOM
COLEBOM. TANBOM) ([Solution: OGC/MLDU/SDNY should monitor

"disseminations and proceedings to limit impact on FBI
-investigations] '

SEERET.
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