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‘From: - Caproni, Valsiie E. (OGC) (FBI)
Sent:  Tuesday, Octaber 12, 2004 9:02 AM

To: | —OGC) (FBY)
Subject: RE: battlefield advice )

-----Qriginal Message-----
, From:] ](OGC) (FBI)
- Sent: Tuesday, October 12, 2004 9:00 AM

-To: Caproni, Valerie E. (OGC) (FBI)
Cnh1nr+ RE: h:H'I;::Finlri advica

—oLL

* Valerie, As ped
assistance jf needed. | was out on Friday.

—-—-Orngnal Messaae--~-—
From: Caproni, Valerie E. (OGC) (FBI)
Sent: Friday, October 08, 2004 11:17 AM

IIS now, working on these matters l “will caH:Iand offer . P

L7 < E
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hUC -

P
S

“To: |(0Ge) (FeT) o Be

Ce: “J(0GC) (FBI), THOMAS, JULIE ‘. (0GC) (FBI) b7C

Sub]ect battieFeld advice
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" See what you can come up witH, bls.: :
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T TR —
©% 411 INFOEMATION CONTAINED

HEFEIN I3 UNCLASSIFIED
DATE 1z-07-200%9 EY 55179 DMH/wjs=

OFFICE of INSPECTOR GENERAL’S
REVIEW of
DETAINEE ISSUES

FBI RESPONSE MATERIAL
DOJ’S OIG REQUEST of FEBRUARY 18, 2005

ALL DOCUMENTS RELATED TO ANY LAW, REGULATION, RULE, POLICY,
PROCEDURE, MANUAL, GUIDELINE. MEMORANDUM, ELECTRONIC
COMMUNICATION, OR SIMILAR ITEM REGARDING FBI EMPLOYEES’
RESPONSIBILITY TO REPORT VIOLATIONS OR POSSIBLE VIOLATIONS OF LAW
OR POLICY, OR MISTREATMENT OR ABUSE OF DETAINEES, INCLUDING ANY
COMMUNICATION OF SUCH RESPONSIBILITY TO FBI EMPLOYEES SERVING IN

VENUES CONTROLLED BY THE U. S. MILITARY SINCE SEPTEMBER 12, 2001.
PLEASE INCLUDE ALL DOCUMENTS RELATED TO THE ATTACHED ELECTRONIC
COMMUNICATIONS DATED MAY 12, 2004, AND MAY 5, 2004, INCLUDING EARLIER

DRAFTS, COMMENTS ON DRAFTS, OR RELATED DOCUMENTS.

FBI TRACKING # OIG-REQ 02-18-05 -PART 11

[PACKET #2- FBI BATE STAMP 0000007-0000030]
- {PREVIOUSLY PRODUCED within OGC PACKETS}

"DESIGNATED SENSITIVE MATERIAL"

DOJ°’S OFFICE OF INSPECTOR GENERAL’S
COPY

FB024136CBT —




ALL INFOFMATION CONTAINED
HEREIN I UNCLASZIFIED
DATE 1a-07-2009 BY 55178 DMH/njs.

OIG’S REVIEW of FBI DETAINEE ISSUES PROJECT

DOJ’S OIG REQUEST of FEBRUARY 18, 2005

SUBJECT: ALL DOCUMENTS RELATED TO ANY LAW, REGULATION, RULE. POLICY, PROCEDURE, MANUAL, GUIDELINE.
MEMORANDUM, ELECTRONIC COMMUNICATION, OR SIMILAR ITEM REGARDING FBI EMPLOYEES’ RESPONSIBILITY TO
REPORT VIOLATIONS OR POSSIBLE VIOLATIONS OF LAW OR POLICY. OR MISTREATMENT OR ABUSE OF DETAINEES
INCLUDING ANY COMMUNICATION OF SUCH RESPONSIBILITY TO FBI EMPLOYEES SERVING IN VENUES CONTROLLED BY
THE U, S. MILITARY SINCE SEPTEMBER 12, 2001, PLEASE INCLUDE ALL DOCUMENTS RELATED TO THE ATTACHED
ELECTRONIC COMMUNICATIONS DATED MAY 12, 2004, AND MAY 5, 2004, INCLUDING EARLIER DRAFTS, COMMENTS ON

DRAFTS, OR RELATED DOCUMENTS. ’

FBI TRACKING # : OIG -REQ 02/18/05 -PART 11 |

PACKET: #2
{PREVIOUSLY PRODUCED under OGC PACKETS}
{JUNE 1, 2005}
DATE TYPE SUBJECT TOTAL" BATE
of ' , PAGES STAMP #s
DOCUMENT ' . : :
05/12/04 OGCEC " HUMANE TREATMENT OF PRISONERS 4 007-010
05/12/04 OGCEC . TREATMENT OF PRISONERS AND DETAINEES 3 011-013
05/19/04 OGCEC . TREATMENT OF PRISONERS AND DETAINEES 30 014-016
| 0526/04 CTDEC TREATMENT OF PRISONERS AND DETAINEES 3 © 017019
_J7/14/04 TESTIMONY TESTIMONY OF VALERIE CAPRONI, GENERAL COUNSEL, FEDERAL 6 020-025
"BUREAU OF INVESTIGATION
08/25/04 NOTES COPY OF HANDWRITTEN NOTES FROM GEBHARDTS NOTEBOOK. 1 026
12/15/04 OGCEC ) TREATMENT OF PRISONERS AND DETAINEES : 4 027-030
',’TojTAL(._T’ - : — , — T T T — T :
" PAGES ‘| .~ Sl
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“Rev. 01-31-2003)

- ALY ﬁ;‘IFFIFIU&TIHN CUNTATHED

HEREIN 15 UNCLASSIFIED :
LATE lz2- D"—'-Drl-‘ 0T 65175 DMH/wjs

FEDERAL BUREAU OF lNVEST!GATlON

- OIG-REQ 02/18/05~PART 11
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¢ L (ALl INFORMATION CONTAINED
. e : HERELN: 15 ‘UNCLASSIFIED
(o o ' .. DATE"12-07-2005 BY 85179 DME /w3 s

To: All Divisions Frorn: General Couneel- B
.Re: (W) 6§F-HQJA1258990, 05/12/2004

Precedence: PRIORITY ~  Date: 05/12/2004

To: AlDiisions ~~ ~ - Attn: ADIC
- From: General Counsel - - L . . b2
‘ Contact J T S he
: ‘ ST . BbIC
'Approved By Pistole JohnS :
Bald Gary M -
Harrington T J
" Caproni Valerie E
. 913
Drafted By: - , T b7C

Case ID #: (U) 66F-HQ-A1258990

Title: (U) Humane Treatment of Pnsoners

. Synopsrs (U) To provide gu;dance to all FBI personnel reoerdmg hLmane trcatr"cnt af

prisoners and reporting requirernents for observed prisoner abuse or mistreatment of
persons being interrogated or-human rights violations. These guidelines supplement

-existing FBI policy that has conststently provrded for humane treatment dunng FBI

rnterrogatlons

. Details: (U) FBl personnel come lnto contact wrth prisonersin a vanety of srtuatrons
domestically and intemationally, for the purposes of investigation, of interrogation.. .
Detained persons with whom the FBI comes into contact are entitled to varying levels of .

procedural rights dependent upon their situation or category of detention. However,
each person detained is entitled, without questlon to humane treatment '

- Applicability: (U) All FBI personnel and personnel under FBI supemston are to follow

FBI and DQOJ rules, regulations, and guidelines for the treatment of prisoners, detainees .

* or persons being mterrogated or questioned. This shall apply both in domestic or
-overseas situations; it shall apply whether or not the person is in custody, and shall
“apply to all situations when the person being detained or questroned is in FBI custody

~ orin the custody or control of other u.s. govemment entities, -

FB1024139CBT
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To: All Divisions F...n; General Counsel
Re: (U) 66F-HQ-A125( .0, 05/12/2004

Department of Defense personnel, U.S. civilians or in the custody or control of foreighf :
nationals. - . o o )

. FBI Policy: (U)“It is the policy of the FBI'that no attempt be made to obtain a
statement by force, threats, or promises.” FBI Legal Handbook for Special Agents, - .
7-2.1(1997) ' o : -

Humane Treatment: (U) Persons detained by the U.S. Govemment may be held under’
different classifications. or status, for example, enemy prisoner of war (EPW) or illegal
-enemy combatant (EC). The type of status a person is accorded will determine the type-
-and extent or due process rights accorded, such as right to counsel or advisement of -
rights. Regardless of status, all persons detained by FBIl personnel, or:
_interrogated or interviewed by FBI personnel will be treated humanely at all times. -
it is the policy of the FBI that all FBI detentions, interrogations or questioning of persons
conducted domestically or overseas, regardless of the status of the person detained,
shall comply with standards for humane treatment as set forth by the Geneva
Convention lll, August 12, 1949, and annexes. oo

Geneva Convention ili (Gill). (U) Glll provides that all detained persons shall be
treated humanely, and prohibits "outrage upon personal dignity, in particular, .
-humiliating and degrading treatment." Article 3. The use.of coercion or physical and
. mental torture to secure information of any kind is prohibited. Article 17. Additionally, -
. persons who refuse to,answer questions may not be threatened, insulted, or exposed to
any unpleasant-or disadvantageous treatment of any-kind. |d. Moreover, persons
.. detained must also be provided with proper food, water, clothing, showers, sanitary
conditions and medical attention during their detention..'See id. at Articles 25-30. - .7 <"
llegal Enemy Combatant: (U) Presidential Order,-November 13, 2001 requires that
ECs be treated humanely, afforded adequate food, drinking water, shelter, clothing, and
medical treatment. The fact that ECs similar to the detainees held at Guantanamo Bay,
Cuba may not enjoy.certain procedural rights does not provide a basis for inhumane: -
. trﬁtment.. Persons detained as illegal enemy combatants shall be treated humanely at
all times. . ' : : ~ '

Joint Custody or Interrogation: (U).FBI personnel who participate in interrogations
with non-FBI personnel or who-participate in interrogations of persons detained jointly
by FBI and non-FBI persons or entities shall at all-times comply with FBI policy for the
humane treatment of persons detained.  FBI personnél shall not participate in any
treatment or interrogation that is in violation of these quidelines regardless of the -

fact that the co-interrogator may be in compliance with their own quidelines.

Reportihg of Violations: (U) Any known violation of'thesé guidelines must be reported'
to FBI headquarters, Office of the General Counsel. : -

LEADS:
Set Lead 1

FB1024140CBT
FBIOD00009
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To All Divisions F. :.-General Counsel
e: (U) 66F HQ-A125L 0, 05/12/2004_

COUNTERTERRORISM
AT WASHINGTON, DC .

- Set Lead 2
OEFICE OF THE GENERAL COUNSEL
AT WASHINGTON DC

(U) To be distributed to all CTD personriel

r

(U) 0OGC shall provnde trammg with regard to the ‘ within policies.

. OIG-REQ 02/18/05-PART 11
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. (\\ ALL TINFORMATION CONTAINED
HEFEIN I3 UNCLAIIIFIED
DATE 12-07-200% BY &5175% DMH/mls

" OFFICE of INSPECTOR GENERAL'’S

REVIEW of
DETAINEE ISSUES

FBI RESPONSE MATERIAL
DOJ’S OIG REQUEST of FEBRUARY 18, 2005

ALL DOCUMENTS RELATED TO ANY LAW, REGULATION, RULE, POLICY,
PROCEDURE, MANUAL, GUIDELINE. MEMORANDUM, ELECTRONIC
COMMUNICATION, OR SIMILAR ITEM REGARDING .FBI EMPLOYEES’
RESPONSIBILITY TO REPORT VIOLATIONS OR POSSIBLE VIOLATIONS OF LAW
OR POLICY, OR MISTREATMENT OR ABUSE OF DETAINEES, INCLUDING ANY
COMMUNICATION OF SUCH RESPONSIBILITY TO FBI EMPLOYEES SERVING IN
VENUES CONTROLLED BY THE U. S. MILITARY SINCE SEPTEMBER 12, 2001.
PLEASE INCLUDE ALL DOCUMENTS RELATED TO THE ATTACHED ELECTRONIC
COMMUNICATIONS DATED MAY 12,2004, AND MAY 5, 2004, INCLUDING EARLIER
DRAFTS, COMMENTS ON DRAFTS, OR RELATED DOCUMENTS.

FBI TRACKING # OIG-REQ 02-18-05 -PART 11

[PACKET #3- FBI BATE STAMP 0000031-0000095]
. {NEW RESEARCH & GC V. CAPRONI MATERIAL}

"DESIGNATED SENSITIVE MATERIAL"

DOJ ’S OFFICE OF INSPECTOR GENERAL’S
COPY

|

{

|

FBI024162CBT — J
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ALL INFOFMATION CONTAINED
HEREIN IS "MICLASSIFIED
N DATE 12-07-2009 BY 55179 DMH/u3s

OIG’S REVIEW of FBI DETAINEE ISSUES PROJECT

DOJ’S OIG REQUEST of FEBRUARY 18, 2005

SUBJECT: ALL DOCUMENTS RELATED TQ ANY LAW, REGULATION, RULE, POLICY, PROCEDURE, MANUAL, GUIDELINE.
MEMORANDUM, ELECTRONIC COMMUNICATION, OR SIMILAR ITEM REGARDING FBI EMPLOYEES’ RESPONSIBILITY TO

REPORT VIOLATIONS OR POSSIBLE VIOLATIONS OF LAW OR POLICY, OR MISTREATMENT OR ABUSE OF DETAINEES,

INCLUDING ANY COMMUNICATION OF SUCH RESPONSIBILITY TO FBI EMPLOYEES SERVING IN VENUES CONTROLLED BY
THE U. S. MILITARY SINCE SEPTEMBER 12, 2001. PLEASE INCLUDE ALL DOCUMENTS RELATED TO THE ATTACHED

ELECTRONIC COMMUNICATIONS DATED MAY 12,2004, AND MAY 5, 2004, INCLUDING EARLIER DRAFTS, COMMENTS ON

DRAFTS, OR RELATED DOCUMENTS.
FBI TRACKING #: OIG -REQ 02/18/05 -PART 11

\4“
: PACKET: #3
{NEW RESEARCH & GC V. CAPRONI MATERIAL}
{JUNE 1, 2005}
DATE TYPE ' - ) - SUBJECT TOTAL BATE
of _ ; PAGES STAMP #s
DOCUMENT
NO DATE LETTER DIRECTOR MUELLER to SENATORS ? - -4 031-034
{DRAFT} ' ~ : S ; 1
NO DATE ‘ RESPONSES ' RESPONSE to A THROUGH G . ‘ 3 035-037
NO DATE " GUIDELINES : PENALTY GUIDELINES 16 038-053
" ~1/03/94 DIRECTOR AT : STANDARDS OF CONDUCT; DISCIPLINARY MATTERS 3 054-056
™ i)
11/18/99 MANUAL SECTION DISCIPLINARY MATTERS © 10 057-066
{MAOP}- {SECTION 13-1 thru 13-9} :
05/13/03 MANUAL SECTION , INVESTIGATIVE AUTHORITY AND RESPONSIBILITY ‘ 26 067-092
- {MIOG} {SECTION 1-1 thru 1-4} :
JUNE 1994 | . HANDBOOK . LEGAL HANDBOOK FOR SPECIAL AGENTS-SECTION 7 3 093-095
: “CONFESSIONS AND INTERROGATIONS} '
PAGES R R R T R - o

- , FBI024163CBT




. ALL INFORMATION CONTAINED ) . .
N . . HEREIN 15 UNCLASIIFIED : 180}/ 1¥Z0Ig4
! CATE 1z-07-200% BY 65179 DMH/wis

. FEDERAL BUREAU OF INVESTIGATION .
PENALTY hUmELINEs

" The Penalty Guidelines are used in assessing the apploprlate penalties for s‘ommon typés of misconduct. While the Guidelines do not spemﬁcally name
every possible offense, they do provide the general categories of misconduct for which employees may be disciplined. The absence of a specific regulation
covering an act does not mean that such an actis condoned, permissible; or would not result in disciplinary action. . These Guldelmes supercede all

: previously published tables, listings, and apphcable policies regarding dlsmplmary offenses.

H

m:ooooo;’a_

Purpose and Progressive Nature of Discipline; Disciplinary penaltles are 1mposed to correct behavios and teach the employee and others that certain l
actions are inappropriate for an employee of the FBI. Discipline also serves to enforce the expected high standards of conduct for the Bureau. Although nét
spemflcally reflected in the Guidelines, discipline is usually progressive in nature and, therefore, subsequent misconduct is treated with i increasing severity.
However, while the concept of progressive discipline is appropriate for most types of infractions, some offenses (such as theft or lack of candor) are so
egregious that a smgle mstance is sufﬁc1ent to warrant removal.

Factors Considered When Determining a Penalty: Many factors are cons1dered in determmmg the penalty to impose, including the nature of the
mlsconduct and its consequences, as well as the position and record of the employee of partlcular importance are the mitigating and/or aggravating factors.
in each case. Aggravating factors which apply to all offense categories include supervisory or high-grade status, prior disciplinary record, prior

warning/advisement not to commit the misconduct, media attention or public awareness, repetitive misconduct in a single case, and failure to report.
Mitigating factors common to all categories include self repérting, efforts to remedy the wrongdomg, acknowledgment of wrongdomg, limited employee
experience, and a long perlod of unblemished service. At times, a con31deratxon that is mxtxgatmg it one case may be aggravating in another. For example,
limited employee experience may tend to ameliorate an employee's conduct in many instances, but may aggravate it in cases mvolvmg multiple instances of
mlsconduct during a short tenure. In some cases, the aggravating and mmgatmg factors will warrant selectmg a penalty at the upper or lower range, or even
. outside the range of penaltxes prov1ded

Other matters formally consxdere.d by OPR pnor to d1sc1plmary actlou bemg 1mposed in serious cases of misconduct (those involving a hkely penalty of
dismissal, demotion, or suspension of more than 14 days) are the "Douglas Factors." Not all of these factors are pertinent in every case, Selectlon of an

appropriate penalty must thus mvolve a balancmg of the relevant conslderatlons The "Douglas Factors” are:

1. The nature and seriousness of the offense, and its relation to the emplovee s duties, position and responslbllxtles, mcludmg whether the offense was
intentiopal or technical or inadvertent, or was committed maliciously or for gain, or was frequently repeated;

2. the employee's job lével and type of employment, including supervisofy or ﬁdticiary role, contacts.with the public, and prominence of the position;
3. the employee's past disciplinary record;

4. the employee's past work record, including length of service, perfomqihnce on the job, ability to get 'ctlong with fellow workers, and dependability;- -

OIG-REQ 02/18/05-PART 11

Page 1'of 16




5. the effect of the offense upon the employee ] abllrty to perform at a satxsfactory level and its effect. upon supervrsors conﬁdence in the employee s ability
. to perform assigned dufies; - .

6. cousistjency of the peénalty with those imposed upon other employees for the snme or similar offenses;' ‘ )
e ,consistency of the penalty witll any'applicable agency table of,penalties; . '
8. the notorrety of the offense or, 1ts nnpact upon the rcputatron of the agency;

9. the clarrty wrth which the employee was on notice of any rules that were violated i in comrmttmg the offense, or had been warned about the conduct in
questlon i :

S ) . : . B 10. potential for the erllployce’s rchabilitat'ion;

1 1. mrtrgatlng circumstances surroundmg the offense such as unusual job censwns personallty problerns, mental impairment, htrassment or bad fa1th
malice.or provocation on the part of others mvolved in thie matter; and :
)

12." the adequacy and effectiveness of altemative sanctions_ to deter such conduct in the future by the employee or others.
Explanat1on of the Penalty Guidelines

Offenses: The Penalty G\ndelmes are (like the Offense Table) arranged 1nto five separate catcgones of offenscs, which are Investzgatzve Misconduct,
Integrity/Ethical Mi. sconduct Property Related Misconduct; IIlegal/CrzmmaI Conduct; and General Mrsconduct Within each category, the offenses are
) listed in alph‘abencal order.

- Investigative Misconduct: Misconduct associated with the 1nvest1gat1ve process to include misconduct involving assets, informants, and Cooperating
Witnesses. Also includes mvestxgatrve deficiencies, mcludmg the improper handling. of documents and property; and mtsconduct during _)\ldlClal
\T’ _ . _ . ) proceedmgs

Ethical/lntegrity stconduct Includes falmﬁcahon and lack of candor/lyrng Also includes the misuse of pos1t1on, fallure to cooperate in, and obstruction
of, an.OPR i 1nqu1ry, and the violation of ethrcs regulattons and gutdelmes

Property Related Mtsconduct Offenses pertaining to the loss of government property, 1nclud1ng thefts of property due to employee negligence in

safeguarding the property; the damage, destruction, or improper disposal of government property; the misuse of government property, such as computers
and motor vehicles; and the misuse of government credit cards. Also encompasSes upauthorized access to govemment property, to. mclude databases.

'Page 20f 16

- OIG-REQ 02/18/05-PART 11

F31900003s

FBI024172CBT




: : i . . N K
Hlegal/Criminal Conduct: Offenses typically or frequently charged by law enforcement as violations of the criminal code (loca), State, or Federal), to .
include: assault, drug offenses, DWI, fraud/theft, indecent/lascivious acts, other felony and misdemeanor offenses, and the unatthorized disclosure of

information. - These types of offenses fall within this category even if not charged by local authorities. For example, a failed drug urinalysis would fall under

this category, even though no cnmmal charges are filed. Similarly, domestic violence and assaults are mcluded in this category, even though a party may not
: : be arrested or charged. . .

Gener al Misconduct: The General Misconduct offenses include a broad range of offenses, such as: alcohol related misconduct (w/the exceptlon of DWIs)
failure to report; dereliction; sexual misconduct; discrimination; disruptive behavior; failure to honor just debts; improper relationships; misuse of
weapons; insubordination; retaliation; security violations; unproféssional conduct; ‘and the 'violation of miscellaneous rules and regulations.

wvels of Discipline: The different levels of discipline are designated as follows: Mitigated Range; Normal Penalty; and Aggravated Range. Within eac
category, disciplinary penalties for the specified offenses are provided. Penalties expressed in terms of "days" (e.g., 3 days) refer to calendar days of
suspension without pay. Ah.hough demotion is not spemﬁcaﬂy designated ds, a penalty in the Guidelines, demotion may be assessed in appropriate cases
involving sericus misconduct.

In ad_]udrcatmg a case,.one would begin at the Nommal Penalty and dependmg upon an assessment of the facts and circumstances of the case and whether
mitigating/aggravating factors are present, the level of discipline could go up or down. Sotne of the more common aggravating and miti gatmg factors for
-each offense (by no means an exhaustive listing) are often listed in the grids depicting the aggravated and mitigated ranges. On certain occasions, the facts
and circumstances of a case may call for the application of a penalty that is outside of the ranges indicated, and it is possible for any offense to rise to the
level of dismissal under appropriate circumstances. Penalties below the Mitigated Range or above the Aggravated Range must be personally approved, for
reasons specified in writing, by the Assistant Director, OPR, or the Assistant Director, Inspection Division (for delegated cases), or the Assistant Director,
Administrative Services Division (for cases on appeal). Moreover, the Director, FBI, retdins the discretion to review and correct disciplinary deteérminations
within his authority, either in favor of or to the disadvantage of an employes, when the Director considers it necessary to correct an injustice or to prevent

harm to the FBIL This power of comrection is not intended as an additional level of appeal and wiil not be routinely exercised.

-~ Combination of Penalties: In cases where more than one offense is substantrated agarnst an ernployee the penalties for the respective offenses will
normally be added together. However, in adjudicating cases, OPR will exercise care in assessing niultiple penalties where the substantiated charges are

essentially restatements of the same act of misconduct. For example, where ap Agent loses both his weapon and his laptop in one incident, penalties will not

be separately assessed for the loss of the weapon and the loss of the laptop. Similarly, where an employee makes an unautborlzed disclosure of classified
. information, penaltres will not be separately assessed for the unauthorized disclosure and a securrty violation. -In such cases, the gleater of the two penaltles
- will normally be applied, unless the facts-of the case otherwise advise.
. ! —

Senior Executive Service (SES) Suspenslon By federal regulation, members of the SES may not receive a drsc1plmary suspensron of less than 15 days
~ Accordingly, where the Gurdelmes indicate a suspension of less than 15 days for an offense, that sanction cannot be 1mposed on an SES employee ‘When an

. Page 3 of 16'
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- assessment of a case with reference to the Guidelines coucludes thata non-‘SES employee would have received a punjshment of more thao a three-day
suspension, but less than'a 15-day suspension, an SES employee will receive a minimum of a 15- ~day suspeusmn If a non-SES employee would have

received a‘three-day suspension in a given case, an SES employee may receive either a letter of censure or a minimum of a 15-day suspension, as determined

by weighing the facts and circumstances of the case against the heightened behavioral and ’managerial expectations associated with SES personnel. ‘

Revised 9/16/04, 9:25 a.m.

L.

Page 4 of 16
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Aggravated Rénge

FBI024175CBT
FBI0000042

Code Offense Mkitigated Range Normal Penalty
1.1 Asset/CW/Informant (Source) - Failure " | toc- 5 pays ! 7 Days T 10 Days - Dismissal
: to Report Criminal Activity . Sl : B
: (no actual knowledge, but should * (compromise of case; or,
have known or suspected criminal | - seriousness of criminal activity)
activity)
1.2 Asset/CW/Informant (Source).- " LOC - 5 Days 7 Days 10 Days - Dismissal
Improper Financial Relationship : - o . : i
) (no personal gain; or, good faith (financial benefit to employee)
attempt to help source} ) : )
1.3 Asset/CW/Informant (Source) - LoC-5 Day3 . 7 Days . 10 Days - Dismissal
Improper Intervention on Behalf Of . o . -
(no personal gain; or, good faith
N attempt to help source) -
1.4 Asset/CW/ Informanit (Source) - . ° LOC-5 Days ' 7 Days 10 Days - D/.ém/ksa/
Improper Personal Relationship . ' '
- {non-disclosure to AUSA)
1.5 Asset/CW/Informant (Sburce) - Violation | OR - 3 Days 5 Da}/s ) 7 - 30 Days
‘ of Operational Guidelines and Policies, : : . .
Other : {no personal gain; or, good faith (jeopardizing safety of others)
attempt to help source) ) )
1.6 Investigative Deficiency - Improper OR - 3 Days I 5.Days - ' 7- - 30 Days

Handling of Document(s) or Property in
the Care, Custody, or Control of the
Government o

(others contributed to improper
handling) :

(slg'niﬂéant loss of
document(s)/property)

OR - Oral Reprimand

LOC - Letter of Censure

Page" 50of 16
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Investigative Deficiency - Misconduct

Operational Guidelines and Policies,
Other

5 Days

1.7 _ | LoC - 5 Days 7 Days . 10 Days - Dismissal
Related to Judicial Proceedings e
: ) (act in good/reasonable faith) (udicial criticism)
1.8 Investigative Deficiency - Violations of . | OR - 3 Days R 7-30 Days

(jéopardizing safety of others)

v

FB1024176CBT
 FBI0D000043

OR - Oral Reprimand - LOC - Letter of Censure.

Page 6 of 16
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* 9/16/2004

-
[y
Code ) Offense Mitigated R__élnge_ Normal Penalty Aggravated Range E
2.1 False/Misleading Information -~ LOC - 5 Days 7 Days 10 Days - Dismissgl %
Employment/Security Document(s) : | ’ o W
' ) {minor issues) (drugs or otherwise material to hiring)
2.2 False/MlsIeadlng Information - Fscal . |toc-7Dpays 10 Days - 15 Days - Dismissal . ' ]
Matter(s) : : . k
(minor issues; little benefit to. (voucher fraud merits dismissal; serious T&A
) employee) ) abuse) -
2.3 False/Misleading Information - LOC - 21 Days ’ ) '_ 30 Days 45 Days - Dismissal

Investigative Activity ' ’ ’ : :

T (unmtentlonal minor |ssues, (intentional and significant issues or material
no material effect on h impact on investigations/case).
agency/mission) -

2.4 Faise/Misleading Information - Other LOC- 5 Days’ R 7 Days 10 Days - Dismissal
Official Matter(s) e . ) .
s (unintentional or immaterial) (intentional and particularly material; -
: M released to another govt agency or
Congress)
2.5 Lack of Candor/Lying - No'Oath OR - 5 Days 7 Days ' 10 Days - Dismissé/
(relatively insignificant
matters)
2.6 | Lack of Candor/Lying - Under Oath . A o | Dismissal A
2.7 Misuse of Pasition - Abuse of Authority | OR -3 Days [ | & Days 7-30 Days .
‘ (doing 50 to prevent harmm of - (uncooperative; confrontational; display of
another; or, to ensure sa.ety ) weapon; safety hazard; threat/aggressive -
- of pubhc/others) : behavior; or, a security issues)
OR - Oral Reprimand .  LOC - Letter of Censure

F1310000044'
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7-30Days .

 FBI0000045

Violations of Ethical Guidelines

(no personal gain; dr,
genuine attempt to assist

2.8 Misuse of Position '~ Explmtmg FBI OR - 3 Days 5Days
Employment . . ) .
(doing so to prevent harm of R (financial gain; threatening or aggressive
another; or, to ensure safety behavior; or, a security issue) :
. of publlc/others) ) . . :
2.9 Misuse of Position ~ Impersonatmg an' LOC-5 Days 7 .7 Days 10 Days - Dism/‘ssa‘/ '
Agent ’ C ' ,
(doing so to prevent harm of - | (financial gain; threatening or aggressive -
another; or, td ensure safety behavior; Security issue; violation of law; or,
of public/others). engaging in lnvestlbatwe acnvrty)
) 2.10 OPR Matter - Failure to Cooperate None Dismissal* None
i ‘*(Failure to take SOB
. . ' polygraph = 5 Days) )
2.11 OPR Matter - Obstruction 3-7 Days - i 10 Days 15 Days - Dismissal
(insignificant comments. t¢ (threaténinguér éggressive behavior)
persons not associated w/ Co
OPR; or, no attempt to
xnﬂuence)
2,12 OR - 3 Days 15 Days 7 - 30 Days

(financiat gain; duration; direct/obvious
conflict; or, 1mpact on agency/mission)

another in good faith)

OR - Oral Reprimand

LOC - Letter of Censur'e

.Page'd of 16
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m
" Code Offense Mitigated Range . . Normal Penalty Aggravated Range
.3.1 Damage, Deétruction,.ér Improper: OR - 3 Days N 5 Days ' 7-14 Déy.sj
Disposal of Government Property . o ’ . ) .
. (minimal/insignificant value (significant value of property; or, converted
of property) ) ’ to personal use)
3.2 Loss of Badge arid/or Credentials None ' 4 Loc 3 - 10 Days’
. “{ (repeated loss)
- 3.3 Loss of Government Property or OR -3 Days - 5 Days 7 - 14 Days
' : Document(s) of a Sensitive/Valuable . .
Nature (minimal/insignificant vaiue; | (significant value of property; or, compromise.
minimal impact on of investigation) : .
agency/mission; or, prompt
reporting) o :
3.4 Loss of Weapon None 5Days 7 - 14 Days
(repeated loss; or, other violation of law, rule
o or regulation) }
3.5 | Misuse of FBI ~ OR - 3 Days 5 Days 7-14 Days _
'| Database(s)/Unautharized Access 1 - ' : . . i :
. Co . ) {non-sensitive information) (duration/frequency; or, type of information
. obtained/accessed)
3.6 Misuse of Government Computer(s) OR - 3 Days . . 5Days 7 - 14 Days
(minimal use) ' {duration/frequency; or, type of information
’ ) obtained/accessed) )
OR - Oral Reprimand LOC - Letter of Censure Page 9.0of 16

" 9/16/2004
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© 3.7 Misuse of Government Credit Card 15-30 Days - | Dismissal None a
(Theft). - Gasoline or Automotive- : - Do %
Related Expenses : (expeditious self-reporting, of B
: ’ _unintentional/emergency S
use) : o =
- O . U"
3.8 Misuse of Government Credit Card - | LOC- 5.Days - o 7 Days 10 Days - Dismissal
- | Personal Use o L 1 .
(expeditious self-reporting of (duration; frequency; or, high doltar amount
unintentional/emergency * of charges) :
use; or, minimal doflar : i |
amount charged) . .
3.9 Misuse of Government Vehicle or OR-3Days - 5 Days - 7~ 14 Days i
) Aircraft, Non-Title 31 . .
™ : (frequency; duratio:n; accident; injury/harm
‘ .| to persons/property; or, citation/arrest)
3.10 "Misuse of Government Vehicle or None . oo 30 Days - 45 Days - Dismissal
Aircraft, Title 31 - ' ‘ o
! (frequency; duration; accident, injury/harm -
. ' to persons/property; or, citation/arrest)
3.11 Misuse of Government Property, OR - Yol oe 3 - 10 Days
Other ' ’ .
: (emergency) {frequency; duration; or, high value amount)
)
!

OR - Oral Reprimand

LOC - Letter of Censure

Page 10 of 16

9/16/2004
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Code Offense . Mitigated Range I Normal Penalty Aagravated Range
4.1 Assault/Battery LOC - 5 Days R ' 7 Days 10 Days - Dismissal ‘
(child abuse; extent of injuries; or, alcohol-
related) B ,
4.2 Drugs - Use or Possession - - Norne Dismissal None
4.3 { DUI/DWI - Government Vehicle None’ 45Days Dismissal
i . (serious injury; deéth; or, second
. . L occurrence) .
4.4 " | DUYDWI - Privately Owned Vehicle | None 30 Days 45 Days - Dismissal
(accident; injury; or death; second
) occurrence = dismissal)
‘45 “Fraud/Theft 15 - 30 Days Dismissal . None
4.6 Indecent/Lascivious Acts 3 -7 Days 10 Days - 15 Days - Dismissal
o (child victim)
4.7 Other Felonies 3-7Days 14 Days 30 Days - Dismissl
(provocation by other(s)) (arrest/indictment/%
conviction; injury/harm to .
persons/property; or, child as victim)
4.8 Other Misdemeanors OR - 5 Days 10 Days - Dismissal

'(proyocation by other(s))} .

7 Days -

(arrest/conviction; injury/harm to persons/
property; or, child as victim)

OR - Oral Reprimand

LOC - Lettqr jof Censure

Page 11 of 16

9/16/2004
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4.9 . | Unauthorized Disclosure - . LOC-7 Days ~ A 100ays . 15 Days - Dismissal
: Classified/Law Enforcement : | )
Sensitive/Grand Jury Information (unintentional/inadvertent; o . . | (compromise of case; jeopardizes safety of
: S or,‘minimal jmpacton - . -+ | others; sensitivity of information; or, -
PO Cot . *| agency/mission) o .| security issues) o
- = ‘o
4.10 Unauthorized Disclosure - Sensitive LOC - 5 Days . 7 Days . . " | 10 Days - Dismissal 8
Information : t ) . : o
(unintentional/inadvertent; o {compromise of case; jeopardizes safety of i . ©
or, minimal impacton .- . - | others; sensitivity of information; or, El‘
agency/mission) . . , © | security issuesy - . ,
\ .‘
. ; T
; . j
—
—
A
1
: : = 2o
Code ) - Offense ) - Mitigated Range . ) Normal Penalty " Aggravated Range E
| N
: o
o]
OR - OralARepArimand LOC - Letter of Censure Page 12of 16 - . o 9/16/2004 L'.J
Q

' .
o




consequences of dereliction)

5.1 Alcohol/Substance Abuse - Under the OR - 3 Days . 5pays 7-14Days
Influence While On Duty - . : R o
’ : " (consumption of alcohe! on (being under the influence of | (training éxercise; weapons involved;
duty regardless of effect) . alcohol/drugs on duty) supervisory position; government involved;
S { ‘ - brought alcohol to workplace; or, extent of
intoxication; of, injury/harm to
¢ persons/property)
5,2 Derefiction of Supervisory OR - 3 Days i 5 Days ' 7 - 14 Days
Responsibifity ! ] . . )
h - (jeopardizes safety of others; injury/harm to i
persons/property;;or, impact on ’
} agency/mission)
53 Discrimination 3-5 Days 7Days 10 Days - _D/‘.";m/ss‘a/
(supervisory position; pervasiveness;

. duration; frequéncy; severity; multiple
victim; violation of statute; or, previously
warned)

5.4 | Disruptive Behavior’ OR vl loc 3- 10 Days
(racial/ethnic slurs; sexual comiments;
threats; police involvement; of, arrest)
‘5.5 Failuré to Honor -Juét OR - 3 Days 5 Days 7-30 Days vy )
Debts/Regulatory Obligations : . - .
o (steps to resolve matter) (amount of debt; violation of court order;
- pattern; duration; or, _fr'equency)
5.6 Failure to Pérform Presgribed‘Duties OR LOC 3-10 Days
(minimal mission/agency- (extént of dereliction; jeopardize safety of
} impact) -} others; duration; frequency; or, :

OR.- Oral Reprimand

LOC - Letter of Censure

Page i3 of 16
i .
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{ 5.7 Failure to Report - Administrative OR Loc 3-1008ys
(insignificant matters) (significant security issues; or, Impact on’
' : : agency/mission) - -
< - L : o
5.8 Failure to Report - Criminal/Serious LOC - 3 Days ’ 5 Days 7 -14 Days 8
X . ’ =Y
(seriousness of incident; significant security |l©
) issues; or, impact on agency/mission) a
™ - : g ; m
5.9 Improper Relatronshlp Cr|mmal LOC - 5 Days : e 7 Days 10 Days - Dismissal e
© 7| Element o ' !
(impact on agency/mrssron or, compromlse
of case)
. 510 Improper Relationship - LOC - 5 Days 7 Days 10 Days - Dismissal
Superior/Subordinate. . ’
: (actual favoritism_ vice percelved; or, 5
) student/instructor relationship) o
5.11 Insubordination LOC - 5 Days 7 Days 10 Days - Dllsmis.fa/' o
” . . . [
B ' . . Q
(reasonable belief order-was (jeopardize safety to others; injury/harm to @
. unlawful or in violation of rule persons/property; impact on
regulation or policy) . . agency/mission; or, compromise of
; | investigation)
512 | Military Reserve Matters {or o Loc 3-10Days
R } (recailed to active duty; or, ‘impact on .
v ' agency/ mlssron) b
] — - ' B
5.13 Misuse of Weapon - Safety Violation | LOC - 5 Days 7 Days - 10 Days - D/E;m/s.sa/ é
S . i - S
. . o :
(intentionality; level of safety risk; ‘use to 1n
intimidate or threaten; or, altered weapon 8
rendermg more unsafe) ©
S~
IN]
=}
E]
OR - Oral Reprimand LO(? - Letter of Censure Page ‘14.of 16 - 9/16/2004 é




Misuse of Weapon - Accidental

7 Days'

10 Days - Dismissal

(pervasiVe_ness; impact on agency/mission;

| or, impact on victim) :

5.14 None 3 Days 5-14Days
Discharge : o .
) (injury/harm-to persons/property; or,
violation of weapons law, regulation or o
_ -policy) 0
- - - o
5.15 Misuse of Weapon - Intentional 5- 14 Days 30 Days 45 Days - Dismissal =
. . . i 0
Discharge ; S ]
K (injury/harm to persons/property; violation |1
: ) of weapons law, regulation or policy) - 4! g
'5.16 Retaliation 3 -5Days - 7 Days 10 Days - Dismissal * !
o (retaliation against whistleblowing or other
protected activity) .
- — =
- 5.17 Security Violation- Failure to Secure " | OR -3 Days . 5Days .- — 7 - 14 Days 8
B Space, Equipment/Materials h : : 5 B
. (minimal impact on 1 (compromise of case; impact on e
agency/mission; agency/mission; duration/frequency; 8
insignificant/immateriai severity; injury/harm to persons/property; a
matter; or, expeditious self- ‘or,.jeopardizes the safety of others)
reporting) ; : '
5.18 - Security Violation - Other OR - 3 Days , 5 Days 7-14 Days’
{minimal impact on - ) ' (compromise of case; impact on
agency/mission; insignificant/ agency/mission; duration/frequency;
immaterial matter; or, - severity; ar, injury/harm to persons/others)
expeditious self-reporting) :
5.19 Sexual Miscanduct - Consensual o 10C-5 Déys : 7 Days 10 Days - Dismissal
(pérvasiveriess; ‘or, impact on
: agency/mission)
5.20 Sexual Misconduct - Non-consensual | LOC- 5 Days

OR - Oral Reprimand

LOC - Letter of Censure

"Page 15 of 16
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5.21

| Unprofessional Conduct - Off Duty

(see Coﬁmon Mitigators

)
7 Days - Dismissal

(see Common AggraQators in Preambie)

5.22

Unprofessional Conduct - On Duty

(see Common Mitigators i

10 Days - Dismissal

. (see Common Aggravators in Preamble)

5.23

Violatiori of Miscellaneous
Rules/Regulations

(see Common Miﬁigators in

7 -30 Days*

(see Common Aggravators in Preambie)

6/04/2004

FBI0000053
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' ' ALL, -THFORMATION CONTATNED
( . HEFEIN IS UNCLASEIFIED

. 3 A R
P ey, $-10-19) DATE 12-07-2008 BY 65179 DME/u]s

TRANSMIT VIA: __ATRTEL

- CLASSIFICATION: - DATE: ___1/3/94
- ‘ e - . DERSONAL ATTENTION
/ fﬂugi Director, FBI : . , e
CTO: o ALl SACE . e L ohEug

S All LEGATS
A .RCA, Northeast Regional Computer Support Center (NERCSC)
Western Regional Computer Support: Center (WRCSC)“ W

El Paso Intelligence Center (EPIC) ]
Butte Information Technology Center (BITC) “~§
.- Savannah Information Technology Center (SITC)

clankshurc ‘Satellite . Facility .- - o

fﬁf? < vr%ies . since becoming Director in September, T have examined

“*s “the:various administrative and operational processes .of.théis
- : '*Bureau, always with an_eye towards improvement.- From the.

: - beginning I have focused my atténtion .on‘our aisciplinary
process. I have determined that while the quality of the -
adjudication has been of a high order, lack of timeliness has.
sapped the process of credibility and, to an extent, .fairness. .
" have recently approved the  delegation of significant addltlonalhj
-authorities to SACs and Assistant Directors which should
substantially solve this problenm.

FBi/00

FBI024187CBT
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"Airtel to A1l gAcs, et, al., from Director, FBI
Re: Standards of .Conduct' ’
Disciplinary Matters

Secondly, -I have’ determlned that we have been too
tolerant of certain types of behavior which are fundamentally
inconsistent with continued FBI employment. I am, therefore, in
this communication, drawing a "bright line" which should serve to
put alil employees on notice of mv exvectations. In doing so, I
would iike co snare with-you some of my vision of the FBI.

I believe that: -

' «-The FBI is the rfinest investigative agency
" in the world and that, as such, we must
continually strive to be a positive force in

H
socistal evelution:

- » How we are perceived"by the citizenry and
how we view ourselves collectively are
crucial to our continued success;

+ In order to assure our being held in high’
esteen, we must acknowledge, uphold, indeed
revere, core values, such as integrity, -
rei;abil*t" and trustworthlnes=' and- R faaiiien

- an employee who is unable to 1dent1fy with
these values and whose consequent conduct is
fundamentally at odds with them should.' '
Zorfeit his or her rlght to FBI. employment.

- In shoct, I belxeve in the simple truth that lylng,
cneating, or strealing is wholly inconsistent with everything the
FBI stands ror and cannot be tolerated. Wwhile I believe the

. prorxulgation of an elaborate table of offenses and penalties is
generally not a good ldea, I do wish to give some specificity to
- this message. wlth that in mind, I am setting forth the :
following examples of behavior, not meant to be all- lnclu51ve,
" for which empLoy;es can expect to be dlsmlssed'

4v1ng under oath, e. g., durlng an admlnlstratlve
lHQUer:

t

Failure to cooperate durlng an admlnlstratlve
inquiry when required to do so by law: or internal
*aguldtlon,

Voucher fraud:;

FBI024188CBT
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Airtel to All Sacs, et. ai.r.from NiractAay. FRT
Re: Standards of Conduct '
Dlsc1p11nary Matters

Theft or other unauthorized taking, using or
diversion of Government funds or property:;

Material falsiflcatlon of lnvestlgatlve acthlty

=,.,_“, I ATy ng;
'_k;w———;% ‘-—-A:

Fulsification of documentation relatlng to the

disbursement/expenditure of Government funds (case
funds, imprest funds, etc.); and

Unauthorized disclosure of classified, sensitive,
. Grand Jury or Title IIIX information.'

I an also directing that lncreased levels of discipline

be’ imposed for lasser, but comparable, incidents of misconduct.

By way of illusrration, bearing false witness to an informant
payment has typlcally been addressed by a letter of censure. ..
Henceforth, such misconduct will result in an appropriate period
of suspension, snd multiple infractions surfaced during an .
inquiry will result in either an extended period of suspension or
dismissal. Tnese new standards will govern the adjudication of
all conduct which occurs after January 15, 1994. In the
interests of fairness, the new standards ulll not ‘be applied
retroactively. Because the new standards will punish violations
of our ‘internal rules and regulations more. severely, I urge
everyone to suggest any appropriate revisions to applicable
regulations which threaten to needlessly ensnare our employees..

While at first impression the standards I am setting
may appear stringent, it is my belief that they are both
necessary and appropriate. SACs and Division Heads must ensure
all empioyess are clearly advised of my expectations. I am
directing that a copy of this communication be made available to
every employee and  that the contents be the topic of discussion
at conferences and meetings. ' Every employee must be placed on
actual notice that trespaSSLng the bright line artlculated in
this airtel w111 result in. dlsmlssal.

P

I am convinced that the imposition of these more B
stringenc standards of self-discipline will result in énhancing .
the.reputation, integrity, and independence of this extraordinary
organization.. I call upon all FBI employees to asslst me in this
important endeavor.

FBI024189CBT
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MAOP PART 1 SECTION 13 : ~ R ‘Page10f23 __
a (, . . . ) ( : )

. MAOP PART 1 SECTION 13. DISCIPLINARY MATTERS

: ALL INFOPMATION CONTATNED
SENSITIVE HEFETN I% UNCLASSIFIED -
. ' S CDATE 12-07-200% ET 65179 DHH/m1s
~EffDte: 02/28/1978 MCRT#: 0 Div: OP Cav: SecCls: ‘

13-1 INTRODUCTION (See MAOP, Part 1, 1 ( ) 1-15.2, 1-23, 5-4.6 (2), 10-6, 12-1.5 (1)(e), 12- 252
15-3.2(4), 21-2 (4); MIOG; Part 1, 62-1.1 (8), 2131(2))

(1) As the government's primary investigative service
with a wide range of jurisdictional responsibilities for which we are
- accountable to the public, itis imperative that a policy of tight
dlsc1phne be applied in the FBL. It is the responsibility of Bureau,
supervusory persannel to make clear to employees under their-
supervision that the Bureau's disciplinary program is firm but fair.

(2) It is imperative that any information pertaining to
allegations of misconduct or improper performance of duty coming to
the attention of any Bureau empicyee be promptly and fully reported to
FBIHQ, and it is the continuing responsibility of Bureau officials to '
see to it that the employees under their supervision are properly
indoctrinated regarding this requirement so that they not only will
[fully understand it but will comply with it.

(3) The appropriate Assistant Director, SAC or Legal Aftache is-

authorized to temporarily assign personnel to other duties during-an -
administrative inquiry if the circumstances surrounding the.allegation ' o o S
indicate that stich actica.is warranted. Such a reassignment SHould pot-be R . . SRS

"'made automatically. Rather, each case must be judged on the individual o o oo
factors involved, including the credibility of the allegation and the sensitivity
of the employee s current assignment. Temporary reassignments may

*-be justified in order to enhance the security and/or protect the integrity
of FBI investigations and files; to preserve order; for the safety of
persons and property; or for other appropriate reasons. Any such
action must be coordinated with the Office-of Professional Responsibility; -

. ||Administrative Services Division; ;]and the appropriate substantive FBIHQ °* |

- division and be fully supported by the facts. If an’'employee is temporarily
" reassigned during an administrative inquiry, Assistant Directors, SACs

and Legal Attaches must continuaily monitor developments in the
administrative inquiry in order to assess the employee's position.
If, for example, facts are later developed which alter the basis for the
employee's original reassignment, then he/she may be returned to
previous duties, even prior to a final adjudication of the matter.
Allegations regarding unauthorized access or attempted unauthorized
access to national security information should continue to be promptly

reported to the Security Programs Manager FBIHQ (see.MIOG, Part 2,
28-4). .

(4) See Part 1, Section 1, of this manual regarding
|Activities and Standards of Conduct of employees.

'(5) No statements. in this section are-to be construed so as to -
indicate that nonpreference eligible FBI employees in the excepted
service have a property interest in their employment such as in the

~ formof an expectatlon of continued employment with the FBI. (See :
. MAQP, Part 1, 14-4.2(4) & 21-1).

. ™EfiDte: 11/18/1999 MCRT#: 935 Div: OP Cav: SecCls:
FBI024190CBT
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'MAOP PART 1 SECTION 13

¥ |
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13-2 NOTIFICATION OF FBIHQ UPON RECEIPT OF ALLEGATIONS OF MISCONDUCT
OR IMPROPER PERFORMANCE OF DUTY (See MAOP, Part 1, 13-13 (1) & (3) & 14-4.2; MIOG, Part

1,263-2 (1).}

(1) All allegations of employee mlsconduct must be

. 1reported to the|Adjudication Unit, Office of Professional

[Responsibility (OPR).] Allegations of criminality or serious -
]mnsconduct must be reported simultaneously to the]OPR.| OPR
supervises and/or investigates all allegations of criminality or
serious misconduct on the part of FBI employees. Judicial
criticism of an Agent's conduct in findings of fact, opinions,
or court orders, whether oral or written, is to be considered

an allegation of serous misconduct and reported to OPR as
set forth below. (See MAQP, Part 1, 1-2.1 (6).)

(2) When an allegation is received concerning criminality -
or serious misconduct, the appropriate Assistant Director, SAC or
Legal Attache will advise OPR of the allegation by telephone or
[teletype. OPR will, in turn, advise|Adjudication Unit, OPR.| A

' _ jconfrmlng[electronlc communication (EC),|with a copy de&gnated for

[the]Adjudication Unit, OPR,|should be directed, in a sealed envelope,
|to FBIHQ, Attention: |OPR.| OPR will then determine and advise who

- will conduct the investigation. In most instances, the Assistant

Directors, SACs, or Legal Attaches will personally supervise and
promptly investigate the vast majority of these matters. OPR normally
investigates only. those allegations involving FBIHQ officials, SACs,
ASACs, and Legal Attaches and sometimes Headquarters and field
supervneors or when circumstances dictate.

(3) lf an allegatlon of mlsconduct Wlthm the
responsibility of OPR arises out of a substantive case (pendlng or
closed), the responsible FBIHQ Division will, more than likely,
continue to supervise that investigation including the new allegation.
|However, FBIHQ divisions will immediately inform{OPR|6f the alleged
limproprieties and forward that portion of the investigation to}OPR||
for further processing. These allegations should be carried under the
"Office of Professional Responsibility (OPR) Matter".caption and ’
handled as a separate "263" classification investigation so that the
substantive investigation and/or prosecution is not hindered.

* (4) Other infractions, such as those involving minor -

- personal misconduct are well defined and will continue to be handled

|by]OPRIexcept for the following offenses which have been . -
delegated to SACs and Assistant Directors for handling: Absent
Without Leave (AWOL); Violations of Availability Regulatlons Sleeping

~on Duty; Less of Government Property; Miscellaneous Traffic Violations;

Disruption of Office; Abusive/Offensive Language/Behavior in

- Workplace; and Verbal Altercations. SACs and Assistant Directors

are authorized to orally reprimand or censure employees under -

their supervision below the GS-14 level for the above-listed offenses.
Recommendations for more severe disciplinary.action-must be submitted
to the]OPR|for resolution. (See SAC Memorandum 11-90 dated

April 20, 1990, for additional information regarding the handling of
above-mentioned offenses.) Any question.as to whether a matter is or

- is not within the responsibility of OPR must be referred to OPR for a

a determination in this regard. (See MAOP, Part 1, 13-13(1) & {3).)
~EffDte: 02/14/2000 MCRT#: 952 Div: OP Ca.v: SecCls;
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‘MAOP PART 1 SECTION 13

(

© 113-3 INVESTIGATION|(See MIOG, Part 1, 263-3.)|

(1) When investigation necessary to develop complete essential
facts regarding any, allegation against Bureau employees must be
instituted promptly, and every logical lead which will establish the true

_facts should be completely run out unless such action might prejudice
pending investigations or prosecutions in which event FBIHQ will
weigh the facts, along with the recommendation of the division head. .

" (2) The record of the inquiry shall include the initial allegation;
the investigative resuits; aggravating or mitigating circumstances;
statement of specific charge(s) and the employee's answer(s)
including defenses to. the specific charge(s), if any.

(3) Requests to.conduct audits of the computer systems
activities of employees who are suspected of misconduct or improper
performance of duty will be handled only with prior notification to
FBIHQ. The term audit refers both to review and/or evaluation of
prior transactions or activities of a user and procedures designed to
monitor the ongoing activities of a user. The proper form for such a
request is a formal written communication to FBIHQ with a request
|directed to the|Information Resources Division's (IRD) Investigative
JAutomation Support Section (IASS),Jto conduct the audit. In exigent
circumstances, which dictate the need for immediate institution of an
audit, requests may be made telephonically to ASU and/or OPR and
subsequently confirmed in writing. In instances where telephonic-
requests are authorized, the level of authority is at the ASAC level
or above'in the field offices and at the Section Chief level or above:

" at FBIHQ, with the exception of requests emanating from ASU or OPR.
Telephonic requests for user activities.audits made oy ASU or OPR will

- |be authorized at the Supervisory Special Agent level. [(See MIOG,

{Part 1, 263-3 (4).)]

(4) Approval to conduct the audits will be‘ma'de at the

* |Section Chief level in}]ASS,|based on the technical feasibility l

and resource constraints. If the audit.cannot be conducted or if
ladditional information is needed to formulate the audit IASS|will
contact the requestor. The results of each audit conducted will be
reported on an FD-302 and disseminated to ASU or OPR and the -
requestor, should it be different from ASU or OPR. The original

FD-302 will be forwarded to the office of origin. In those instances
where exigent circumstances dictate that the results of the audit be
jtelephonically disseminated, the results will be disseminated by|IRD]

to ASU.or OPR and to the requestor, should it be different from ASU or
OPR, and the telephonic response ‘subsequently confirmed in writing to
|ASU or OPR and the requestor. |(See MIOG Part 1, 263-3 (5).)|

**Efthe 06/01/1994 MCRT#: 248 Div: OPD4 Cav: SecCls

- 13-4 INTERVIEWS OF EMPLOYEES INVOLVED

(1) Interviews of employees involved in: allegatlons of
. criminality or serious misconduct should be conducted at the
earliest logical time and in a forthright manner. There should
be no evasiveness on the part of the Bureau official conducting
the interview. .

'(2) The employee should be fully and specifically advised

. OITMLAanAIu a4 P
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'MAOP PART 1 SECTION 13

_ . of the allegations which have been made against him/her in order
‘that he/she may have an opportunity to fully answer and- reSpond
“to them.- The employee must be entirely frank and cooperative in

answering inquiriés of an administrative nature. If allegations are
possibly criminal in nature, the employee has the right to seek
counsel in the same vein as any other individual (see 13-6).

(3) Such interviews must be complete and thoréugh with all
pertinent information obtained and recorded so that ail phases of
the allegations may be resolived. The interviews must not be unduly
protracted and should be held to a reasonable length by proper .
preparation and recognition of the purpose of the interviews.

(4) The inquiry shall not be complete until the specific

allegations that may justify disciplinary action are made known te
-the employee who may be disciplined and the employee is afforded
reasonable time to answer the specific allegations. The employeee
answers, explanations, defenses, etc., should be recorded in the

form of a signed, sworn statement Wthh should specifically include

the allegations made against the employee in an introductory paragraph.
The statement is to be prepared following an in-depth interview of the
employee by the division head or designated supervisory representative.

The empioyee is not merely to be asked to give a written response to the - .

allegations, but is to be interviewed in an interrogatory fashion,.and a
signed, sworn statement prepared from the resuits by the mtervrewmg
official. Since the statement represents that which the employee is-willing
" to sign and swear to, he/she retains the right to make corrections or
changes before doing so.- If those changes or corrections differ.
miaterially from what the employee stated during interview, that fact and
the nature of the statements should be separately recorded. Should
3 there be-any question-on the part of the interviewing cfficiatasto- - =
" whether a particular allegation (set of facts) might justify dlscrphnary
action, he/she should contact OPR, Inspection Division, in order to
resolve this prior to the interview so the employee will be ensured of
an opportunity to appropriately respond.

, (5) When interviewing employees during administrative
inquiries to solicit information about themselves or about their own
‘activities, the employee should be provided the Privacy Act notice
described in MIOG, Part |, 180-5(2), explaining the purpose of the
inquiry and how the lnformatron will be used.

(6) When interviewing employees or others, to sollcrt information

about the subject of an administrative inquiry, the person interviewed as . -

a source should be provided, if appropriate, the opportunity to request
an express promise of confidentiality, as described in MIOG Part'1,
190-7, and SAC Memorandum 51-77(C), dated 11/15/77, in order to )
protect the source's identity should the subject of the inquiry submit a
Privacy Act request for access to records of the inquiry. The source
should be cautioned that if a formal-adverse personnel action is taken
against the subject of the inquiry pursuant to Chapter 75 of the Civil
Service Reform Act, the information furnished, along with the source'’s
identity must, by law, be provided to the subject, Hi~any information

- provided in that statement is used in whole or in part to support that
personnel action. In addition, pursuant to certain administrative
inquiries and possible judicial proceedings, it may be necessary’
to furnish the source's identity if any-information provided in the
source's statement is used in whote or in part to support a personnel
action. The principles discussed in 13-6,.infra, are-also applicable
to aninterview of an employee regarding.the actions of others, to the
extent such answers might reveal criminal misconduct on the part of

OIﬁ_nzA_mﬁ 1o /ng neapm a7 j
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: ( ; : (
the employee being interviewed.

~EffDte: 04/27/1990 MCRT#: 0 Div: OP Cav: SecCls:

[[13-4.1 Polygraph Exammatlons of Bureau Employees}(See MIOG, Part1 263 8; Part 2, 13-
22.14.)|

1) All polygraph examinations of FBI employees and those
who have made allegations against FBI employees must be approved
by the Assistant Director, Inspection Division, or another person

- |designated by the Director. |In the case-of palygraph examinations

-

[requested pursuant to a security clearance adjudication, the Director
[has delegated approval authority to the Assrstant Director, Nataonal
|Security Division]

(2) Polygraph examinations of employees will be administered
away from their own office of assignment. This procedure will heip

- protect the confidentiality of the investigation/inquiry and lessen the

outside pressure on the employee which could be associated with an .
examination conducted with knowledge of an employee's friends and -
associates.

(3) Polygraph exammatxons of Bureau employees are to be
administered by an FBIHQ examiner. In the event an FBIHQ examiner
is not available, the examination will be conducted by an examiner
deslgnated by FBIHQ. :

See MIOG, Part 2, 13-22.13.1, 13-22.13.2, 13-22.13.3, and
13-22.14 for add-flonal instructions and information regarding polygraph
-examinations of employees whio are subject ofa cnmmal investigation.
or admlmstratlve inquiry.

*EffDte: 07/19/1995 MCRT#: 428 Div: OPDOSY Cav: SecC!s

13-5 SIGNED SWORN STATEMENTS

Whenever there are circumstances in connection with investigations
or inquiries indicating misconduct of personnel; harassment or intimidation
of subjects, other individuals or groups, or derelictions of any kind by the” -
Bureau ait Agents engaged in such investigations or mqumes must:

( 1) lmmedlately prepare signed sworn statements of fact so that
a clear record will be available should a questlon arise at a later date
These statements should:

_ (a) Cover facts-bearing directly upon charges made.

(b) Be specific as to each allegation, if afl_egatibns are specific.

PR S

(c) Be general in nature, if allegations are general in nature.

In matters relating to a pending investigation, no interviews
should be conducted until it is determined by the USA's office, the
. Department of Justice and/or FBI Headquarters, that such action will .
not hinder the investigation and/or prosecution. The SAC or any Special
Agent designated by SAC may administer the oath in these statements .
since, under existing regulations, Agents are authorized to administer

FBI024194CBT -
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MAOP PART 1 SECIION (;3 - | : .

" oaths in cases involving irregulérities or misconduct in office ofa .
. Government employee. This statement is comparable to an affidavit, but
does not necessitate notarization. - - .

(2) Forward the original and one copy of these statements to.
FBIHQ under the appropriate case caption and retain a copy in the fieid
_Qﬁ' ce or Headquarters file. If the allegations relate to a matter currently
being investigated, prosecuted or on appeal, the USA's office {or in -

aggravated instances, Office of Professional Responsibility-Department -

of Justice) should be made aware and an opinion sought as to whether
or not immediate preparation of the employee's statement would have a
detrimental effect on the substantive investigation. Thereafter, if
appropriate, a signed copy. of any statement obtained can also be
furnished to the appropriate USA so that the court records will clearly
show the true facts and any false allegations made will not stand .
undisputed in the court record. :

(3) If the matter, whether criminal or administrative in nature, is

considered sufficiently serious, an attempt should be made to obtain the = °

complainant's-allegation in the form of an affidavit or swom signed
statement also.

*EffDte: 04/27/1990 MCRT#: 0 Div: OP Cav: SecCls:

Page 6 0of 23 -+ —

{|13-6 ADMINISTRATIVE OR CRIMINAL PROCEEDINGS 'USE OF INTERVIEW FORMSl

(See MAQP, Part 1, 13-4; MIOG, Part 1, 263-5.)]

(1) Prior to the interview of an-emponee against whom. .

- -allegations-of criminal misconduct have been leveled s decision— - -
should be made as to whether the goal of the interview is to obtain
a statement admissible in subsequent criminal proceedings or
whether the goal is to compe! the employee to make a full -
statement of the facts in order to ascertain what administrative
action, if any, is appropriate. This decision is to be made by
OPR, FBIHQ

{2) To ensure that employees being interviewed are fully
and consistently made aware of their rights and obligations, two
forms have been adopted for use in such interviews. The Office’
" of Professional Responsibility, DOJ, has fully endorsed the use - -
of these forms. These forms are only to be utilized during
OFFICIAL administrative inquiries and only when authorized by
FBIHQ (primarily those supervised by OPR).

(3) Neither of these two forms (FD-644 nor FD-845) which.
are described below are to be routinely used during the investigation
of a shootlng incident, They will be used only in those shootmg
inquiries when instructed:to do so by FBIHQ as set forth in MIOG Part
{2, Section|12-11.7.]

The decision as 1o which form WIIl be used in a partxcular .

inquiry-will be made by OPR, FBIHQ, on a case-by-case basis, in
~ accordance with the prmcnples set forth below.

- **EffDte: 10/17/1995 MCRT#: 457 Div: OP Ca\(: SecCls:

13-6.1 Criminal Proceeding Contemplated or Possible

FBI00000635/00s
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—an agdmissible statement, (but rather, to compel the.employee tafully. ... .. .

(1) Form A (FD-844) captioned "Warning and Assurance to
Emptoyee Requested to Provide Information on a Voluntary Basis,"
‘is to be utilized in situations where an employee is prowded an ,
-opportunity to voluntanly respond to questions concerning allegations
of job-related misconduct which have the potential for criminal
prosecution, but wherein the' employee is not being compelled to
answer questions or provide a statement. Use of this form should
assure that any statements obtained will be freely and voluntarily
given and, hence, admissible in any future criminal proceeding.

(2) Full Miranda warnings will be given to employees only in
situations where the employee to be interviewed is in custody or is
significantly deprived of his/her freedom of action, an arrest is clearly
intended at the conclusion of the interview, or whether in custody or
not, the employee being interviewed has previously been arrested or
formally charged and prosecution is pending on a Federal offense and
the questioning concerns that offensé or a related Federal offense.

(3) Whenever Form FD-644 is utilized, an interview log shatld
be prepared in acoordance with the Legal Handbook for Special Agents,
Section 7-9. .

"~EffDte: 12/22/1986 MCRT#: 0 Div: OP Cav: SecCls: -

13-6.2 Inquiry Solely for Administrative Purposes

. (1) In a situation where the aileéation, if trLte, has the potential
for criminal prosecution, but a decision has been madeé not to seek

and candidly answer all questions concerning the alleged incident),
Form B (FD-645), captioned “Warning and Assurance to Employee
Required to Provide Information," should be used. =~ .

However, prior to the use of this form in any instance

where the allegation, if true, would have potential for Federal criminal o :
prosecution of the employee to be interviewed, OPR-Inspection Division = . - -. :
must present the facts of the case to OPR-DOJ and obtain an initial ’
~opinion that the matter in question should be handled admlmstratlvely

rather than criminally. This is necessary because any incriminating-

statement obtained after use of Form FD-645 will not be adm:ssnble
“in a criminal prosecution of the employee,

(2)In a situation where the allegation, if true, has potential for
non-Federal prosecution, and a decision has been made by FBIHQ .
to compet full answers from the employee regarding the matter under

) investigation Form FD-645 should-be used.

(3) In all other ingtances where an employee is being interviewed
in connection with an official administrative i inquiry, Form FD-645
should be used.

. {4) Thereis no Stxth Amendment right to counsel in purely
administrative interviews. Therefore, even if the employee specifically
requests to have an attorney present during the course of the interview,
the Bureau is not legally obliged to agree to this condition. Any
administrative decision to allow the presence of counsel during an
administrative interview is to be made by OPR, FBIHQ. - :

(5) An interview log is not required when Form FD-845 is utilized.

FBI024196CBT
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.MAOP PART 1 SECTION (1,3

Those conductlng such administrative mtervnews of employees should
be alert, however, to circumstances where good judgment might warrant
:preparation of an interview log; for example, in those interviews of a
particularly sensitive nature or in those concerning serious misconduct

. Page 8 of 23

involving veterans which may ultlmately be heard before a Merit Systems ,

Protectlon Board.

*EffDte; 02/24/1988 MCRT#: 0 Div: OP Cav: SecCls: -

13-7 REPORTING

(1) In most instances, after FBIHQ has been initially notifi ed
of the allegation, it will be satlsfactory for the responsible official to
report the facts pertaining to the misconduct or improper performance
of duty, by letter setting forth a concise statement of the situation
together with supporting documentation and statements. In all cases,
whether or not it is felt administrative action is necessary, a statement
that administrative action is, or is not, recommended must be made.
There can be no deviation from this procedure

(2) To prevent unauthorized disclosure of these . -
|allegations and the subsequent inquiry, a separate field office file
|should be opened and indexed under a|"263"|classification for each
investigation and be maintained: in the SAC's safe. This file number
will be included on all communications between field divisions and
- FBIHQ; communication being directed to the personal attention of the .
SAC and/or enclosed in a sealed envelope to FBIHQ, Attention: -
OPR Inspectlon D1v1$lon
(3) Coples of the allegatlons and subsequent mvestlgatron
~ should not be placed in the accused's field office or FBIHQ personnel
file. Only if some form of administrative action is taken will there be any
need to address the allegation in one's personnel file. This is
satisfactorily handled by a designated copy of the approved justification
memorandum and/or addendum( s) being placed in the personnel file at

FBIHQ as well as copies of the outgoing communication to the employee ;

bemg placed in both the field office and FBIHQ personnei fi ﬂes
**Efthe 02/24/1988 MCRT#: 0 Dlv OP Cav: SecCls:

13-7.1 Format

Certain factual situations mey require the letters in
which they are reported to exceed one page in length. In these
instances, such letters should conform to the follownng format

- (1) Title=This should, when possnble, relate only to the
substance of the allegation regardless whether or-not it originated

out.of a substantive inwestigatien or is work related. The title should .

include the employee(s) name; general allegation (j.e., alleged
professional misconduct, etc.); complainant, if appropnate division
] and|classification, i.e., OPR Matter.| _

(2) Synopsis—Here should be stated briefly, but clearly the -
pertinent facts relating to the situation. While brief, the synopsis
should contain sufficient facts to give any reviewing official a clear
picture of each allegation and whether they are true or false. -

OIE_:BE.O_QZU_B.LOE;EART 11 'I
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- MAUY PART 1 SECTION 13

: . _ | : .

(3) Action taken--Here should be clearly enumerated the
action taken by the Bureau official pertaining to.the employee in
connection with the misconduct or improper performance of duty.
For example, a statement as to the time and date an employee was
suspended from active duty, or an explanation as to any investigation
or information sought from other field offices in running out the
allegation, or the like, should be set forth under this heading.

. (4) Work record and any aggravating or mitigating factors —

- Under this heading should be reported pertinent comments regarding
the general work performance record of the employee. In addition,
any other factors of an aggravating nature or which might have a
mitigating or balancing effect upon the dereliction should be set forth.
‘For example, if an employee put a great deal of hard work and effort

into @' matter and was also fesponsible for certain shortcomings, the

 administrative action finally decided upon would be dependent upon a
balancing and weighing of the good and bad aspects. However, any
mitigating facts shouid not be restricted to the particular case or
incident from which the dereliction arises. An employee may have
performed creditably in other cases recently, on other occasions or -
displayed a commendable attitude whxch factors should be brought to
F BIHQ s attention.

- (5) Comments and conclusions—-Under this heading should be
set forth the observations of the Bureau official and the conclusions
upon which the recommendations for administrative action are based.

i (6) Recommendations—Under this heading should be set forth the
. _recommendations as to what, if any, administrative action Is necessary:’

(7} Enclosurés—.Attach statements of the corﬁplainant, \)yifnesses
and employee(s), as well as any documentation relevant to the inquiry.

. ™EffDte; 02/24/1988 MCRT#: 0 Div: OP Cav: SecCls:

13-7.2 Investigative Reports |(See MIOG, Part 1, 263:7.1.)]

‘ . (1) Matters involving criminality or serious misconduct '
Jsupervised/investigated by|OPR{shouid, for the most part, be submitted
to FBIHQ by Investigative Report which should be thorough, precise and

_ to the point. There may be instances where the extent of the inquiry -
is so minimal that an Investigative Report would not seem necessary.
Any question concerning whether or not to submit an Investigative
|Report should be resolved by consulting with|OPR.|

"(2) Synopses of OPR Matter Investigative Reports should be
extremely complete to include all allegations, the results of investigation
and the subject employee's responses to these allegations. Consideration
should be given t9 mcludmg a table of contents in these Investigative
‘Reports. - . e e RS et

(3) Three copies of the Investigative Report (four copies
if the matfter involves a substantive case) should be submitted by
|coverlelectronic communication (EC),|in a sealed envelope, to FBIHQ,
[Attention: JOPR.| The cover|EC|should contain the SAC's observations,
comments, mitigating or aggravating circumstances, as well as SAC's
recormmendations for admlnlstratlve action.

.OIr_nn;-\ D e I Tnrey o e -
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. MAOP PART 1 SECTION 13 e © Pagel0of23 ..

(4) FBIHQ is to be the office of origin in OPR Matter investigations,

~*EffDte: 02/14/2000 MCRT#: 952 Div: OP Cav: SecCls:

13-8 ALLEGATIONS MADE BY INDIVIDUALS OUTSIDE THE BUREAU

(1) In instances in which allegations are made by persons outside
the Bureau against Bureau personnel or the Bureau itself and such
charges are disproven, prompt action shouid be taken to refute such
claims bath with the source of the erroneous complaints and others
having knowledge of the allegations, including news media carrying .
stories on the matter. Where possible, every effort should be made to -

- have the refutation appear in the same article with the charges.
Whenever the advisability of taking this action appears questionable,
FBIHQ should be advised and a recommendation made on this point-
setting out clearly the reasons on which the conclusion is based.

(2) If allegations are made against Bureau personnel by subjects
of Bureau cases during a court trial, it is the responsibility of the SAC
with the concurrence of the USA and/or DOJ, to see that proper
refutation is made and that such refutation appears in court records in .
accordance with the Manual of Investigative Operations and Guidelines,
Part 2, Section 6. The purpose of this is to insure'that in case of an
appeal the Bureau's refutation is in the court's record. FBIHQ is to be.
advised promptly of all pertinent facts and circumstances relating to
such allegations and refutations.

**Efthe 02/28/1991 MCRT#‘ 0 Div: OP Cav: SecCls

et - 3 - e TR U —— t A

[13-9 SUSPENSION WITHOUT PAY|(See MAOP, Part’1, 1 312 (2) )]

(1) No Bureau employees are to be suspended without pay
without prior FBIHQ .approval. Where the seriousness of the situation
[warrants, the Assisfant Director of the|Personnel|Division may be
- contacted telephonically. His instructions regarding suspension
without pay or other immediate action to be taken pending a final-
determination of the matter may be secured. '

. (2) In cases involving disciplinary suspension without pay for
seven or more consecutjve calendar days, SF-8 will be sent to the .
-employee by Personnel Management Section, FBIHQ, as an enclosure

_with the letter addressed to employee contalnlng -suspension notification.

" However, when telephonic or teletype instructions are issued by FBIHQ
suspendlng the employee for seven or more consecutive calendar days,
instructions will be issued and recorded that SF-8 be furmshed

(3) Employees who are under suspension without pay cannot
legally be permitted to work during the period of suspension. If . .
employees offer to.work while under suspension, they shouldbe .~ ~ .. "~ - . N e
informed it is illegal. FBIHQ decision in such instances is unnecessary, '
altho#gh FBIHQ should be informed of the -employee’s attitude in making
the offer.

/ (4) Upon return to duty from suspension an SF-52 must be
submitted to FBIHQ. The following items must be completed:

(@) PartA, items 1,3, 5, and 6
‘ FBI024199CBT

Ca——

OIf_ngA.An la lor ._B:l‘_ LA ] :. . - FBIOOOOQ@g/ZOOS '




‘MIOG INTRODUCTION SECTION 1. INVESTIGATIVE AUTHOR(ITY AND RESPO... Page 1 of26

(

MIOG INTRODUCTION SECTION 1. INVESTIGATIVE AUTHORITY AND

RESPONSIBILITY

SENSITIVE

**EffDte: MCRT#: 0 Div: DSD6 Cav: SeeClsz

1-1 AUTHORITY OF A SPE_CIAL AGENT

(1) Investigate violations of the laws, including

criminal drug laws, of the United States (Title 21, USC, Section
871; Title 28, USC, Sectlons 533, 534 and 535; Tltle 28 CFR

Section 0.85).

the

(2 ) Collect evzdence in cases in WhICh the United

States is or may be a party in interest (28, CFR, Section 0.85 (a )
as redelegated through exercise of the authority contained in 28,
| CFR, Section|0.138to direct personnel in the FBI).

' 3062).

(4) Serve and execute arrest warrants; serve and execute
‘search warrants and seize property under warrant; issue and/or serve °
administrative subpoenas; serve subpoenas issued by other proper
authority; and make civil investigative demands (Title 18, USC,
Sections 3052, 3107; Title 21, USC, Section 8786; Title 15, USC

. Section 1312).

(3) Make arrests (Title 18, USC, Sections 3052 and

' (6) Carry firearms (TitIe 18, USC, Section 3052).

(6) Administer oaths to witnesses attending to testify -
- or depose in the course of investigations of frauds on or attempts
to defraud the United States or irregularities or misconduct of
employees or agents of the Unlted States (Title 5, USC, Section

. 303).

(7) Seize property subject to selzure under the

criminal and civil forfeiture laws of the United States (e.g., Title

18 USC, Sectlons 981 and 982).

(8) Perform other dutles lmposed by law.

**EffDte: 05/13/2003 MCRT#: 1272 Div: DQDG Cav: SecCls:

1-2 INVESTIGATIVE RESPONSIBILITY

(1 )The FBI is charged with the duty of mvestlgatlng
violations of the laws of the United States and collecting evidence ~ —
in cases in which the United States is or may be a party in interest,
except in cases in which such responsibility is by statute or
otherwise specifically assigned to another investigative agency.

{Title 28, CFR, Sectlon 0.85 (a))

(2) In addition to the FBI discharging those

responsibilities with which it is charged by statutes, the FBI
expeditiously carries out dlrectwes of the PreSIdent and the

QlaRin N2 /10 /AK mazm 14
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a
Attorney General.

(3) Unless otherwise prohibited by faw, the FBI may
initiate a general criminal investigation whenever facts and
_ circumstances reasonably indicate that a federal crime has been oris
being committed. When the factual predicate does not justify a full
general crimes investigation, but does indicate criminal activity _
that warrants further inquiry, a preliminary inquiry may be opened to
determine whether there is a sufficient factual basis to support a
full investigation. Apart from the authority to open a general
crimes investigation, the FBI may initiate a criminal intelligence
investigation of enterprises whose members seek either to obtain- .
{ monetary or commercial gains through racketeering|or terrorist|
.activities or to further political or social goals through violent
activities. The conduct of general crimes and criminal intelligence
investigations will be in strict compliance with, and conformity to,
the United States Constitution, the faws of the United States and
| their implementing regulations, and|the Attorney General's Guidelines
| on General Crimes, Racketeering Enterprise and Tefrorism Enterprise -
| Investigations (effective May 30, 2002). (See'MIQCG, Introduction,
| 1-3).] Resuits of investigations are furnished to United States
Attorneys and/or the Depariment of Justice.

(4) Requests for FBI investigations in selected civil’
matters in which the United States is or may be a party in interest
may be received from the United States Attorneys and/or the
Department of Justice. These are handled in strict conformity with
guidelines furnished by the Department of Justice, as are also
investigations of violations of the civil rights, antiriot, electlon
;laws and antltrust laws. A

(8) Under no cxrcumstances may a Specral Agent of the
FBI acting within the scope of histher employment seek to obtain the
commitment of any individual for psychiatric evaluation or otherwise
become involved in commitment proceedings. Special Agents subpoenaed
to give testlmony at commitment proceedings must first comply with
the provisions of Part 2, Section 6 of this manual. Questions should
be referred to Office of the General Counsel, FBIHQ.

. *EffDte: 05/13/2003 MCRT#: 1272 Div: DID6 Cav: SecCls:

| 1-3 THE ATTORNEY GENERAL S GUIDELINES ON GENERAL CRlMES
RACKETEERING ENTERPRISE AND{TERRORISM ENTERPRISE] INVESTIGATIONS (See

"‘MIOG, Part 1, Section 92, 100-1.1, and 266- 1 )

! |PREAMBLE]

"As the pnmary crlmlnal investigative agency in the

| federal government, the|Federal Bureau of Investigation (FBI)|

has the authority and responsibility to investigate all criminal
| violations of federal faw]that arejnot exclusively assigned to
| another federal agency. ThHe FBI thus plays a central role injthe
{ enforcement of federal laws|and in the proper administration of
| justice in the United States. |in discharging this function, the
| highest priority is to protect the security of the nation and the
| safety of the American people against the depredations of terrorlsts .
| and foreign aggressors.| .

oI . :‘ . . . |
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(

“Investigations by the FBI are premised upon the
| [fundamental|duty of government to protect the publi¢ against general
crimes, against organized criminal activity' and against those who
| wouldjthreaten the fabric of our society through terrorism or mass
| destruction. That|duty must be performed with care to protect
individual rights and to insure that investigations are confined to
matters of legitimate law enforcement interest. The purpose of these
Guidelines, therefore, is to establish a consistent policy in such  ~
.| matters. The Guidelines|will enable|Agents of the FBI to
perform their duties with greater certainty, confidence and
.| |effectiveness, and will provide the American people with|a firm
assurance that the FBI is acting properly under the law.

| "These Guidelines provide guidance forjgeneral crimes and”
| criminal intelligence investigations by the FBI.| The standards and
requirements set forth herein govern the circumstances under which

.| Isuch investigations|may be begun, and the permissible scope,
" .| duration, subject matters, and objectives ofjthese investigations.
| They do not limit activities carried out urider other Attorney General
| guidelines addressing such matters as investigations and lnformatlon
| collection relating to international terrorism, foreign
| counterintelligence, or foreign intelligence.|

[ |"The Introduction that follows exp(ams the background of

" the reissuance of these Guidelines, their general approach and

| structure, and their specific application in furtherance of the FBI" s

| central mission to protect.the United States and its people from acts

| of terrorism.} Part | sets forth general principles that apply to all
investigations conducted under these Guidelines. Part Il govemns .

| investigations undertaken tojprevent, saive ar|prosecute specific -

f violations of federal law. |Subpart A of|Part|lil-governs|criminal -
intelligence investigations undertaken to obtain information -
concerning enterprises which are engaged in racketeering activities.

[ {Subpart B of Part lli governsicriminal intelligence investigations
"undertaken to obtain information concerning enterprises which seek to

] ]fur’ther|political or sociallgoals through violence or which otherwise

| aim to engage in terrorism or the commission of terrorism-related

| crimes. Parts IV through VIi discuss authorized investigative

| techniques, dissemination and maintenance of information,

| counterterrorism activities and other authorized law enforcement
. | activities, and miscellaneous matters.|.

"These Guidelines are issued under the authority of the
| Attorney General, as provided |n|sect|ons 509, 510 533, and 534 of
| tltle 28, United States Code.|
| |"TABLE OF|JCONTENTS

| {"INTRODUCTION
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|
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B. PRELIMINARY INQUIRIES
C. lNVESTlGATIONS

""lH CRIMINAL lNTELLlGENCE lNVESTlGATIONS
"A. RACKETEER]NG ENTERPRISE INVESTIGAT!ONS

| ". iDe’r‘ nition|
2. General Autharity
. 3. Purpose
4. Scope
5. Authonzat\on and Renewal

| "B ITERRORISM ENTERPRISE[INVESTIGATIONS

"1. General Authonty .
2. Purpose .

3. Scope

4. Authorization. and Renewal

"lV INVESTIGATIVE TECHNIQUES
2 "V, DISSEMINATIONIAND MAINTENANCE\OF INFORMATION
| "VI; JCOUNTERTERRORISM ACTIVITIES AND OTHER AUTHORIZATIONS
| "A. COUNTERTERROR!SM ACTIVITIES

| . "1. lnformatlon Systems
I . 2 Vlsmng Pubhc Places and Events

[ "B OTHER AUTHORIZATIONS

| "1. General Topical Research

S - 2. Use of Online Resources Generally
| ' " 3. Reports and Assessments
I 4. Cooperation with Secret Service

| - - "C.PROTECTION OF PRIVACY AND OTHER LIMITATIONS -

| “1. General Limitations
| 2. Maintenance of Records Under the Prlvacy Act
N .~ 3. Construction of Part|

"I, RESERVATION
| . |"INTRODUCTION

"Followmg the September 11, 2001, terronst attack on the . .
"i"United ‘States, the Department of Justice carried out-a general review : T
| of existing guxdelmes and procedures relating to national security ‘
| and criminal matters. The reissuance of these Gundelmes reflects
| the result of that review.

| “These Guidelines follow previous gundellnes in thelr
| classification of levels of investigative act|v1ty in their

| classification of types of lnvestlgatlons in their standards for

| |n|tlat|ng investigative activity, and in their xdentlﬁcatlon of
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| permitted investigative techniques. There are, however, a number of
| changes designed to enhance the general effectiveness of criminal

| investigation, to bring the Guidelines into conformity with recent

| changes in the law, and to facilitate the FBI's central'mission of _
| preventing the commission of terrorist acts against the United States
| and its people. :

) “In their general structure, these Guidelines provide

| graduated levels of investigative activity, allowing the FBI the

| necessary flexibility to act well in advance of the commission of

| planned terrorist acts or other federal crimes. The three levels of
* | investigative activity are: (1) the prompt and extremely limited . -
- | checking of initial leads, (2) preliminary inquiries, and (3) full

| investigations. Subject to these Guidelines and other guidelines and o

| policies noted in Part 1V below, any lawful investigative technique o . . Ly
* | may be used in full investigations, and with some exceptions, in ’ :

| pretiminary inquiries. ' -

'} "A.CHECKING OF LEADS AND PRELIMINARY INQUIRIES-

| ' "The lowest level of investigative activity is the 'prompt
| and extremely fimited checking out of initial leads,' which should be
. | undertaken whenever information is received of such a nature that
. | some follow-up as to the possibility of criminal actjvity is’
| warranted. This limited activity should be conducted with an eye -
| toward promptly determining whether further investigation (either a -
| preliminary inquiry or a full investigation) should be conducted.

| ."The next level of investigative activity, a preliminary
. | inquiry, should be undertaken when there is information or an : i . o
I allegation which indicates the possibility of criminal activity and e ‘ Tt s
| whose responsible handling requires some further scrutiny beyond ' T :
| checking initial leads. This authority allows FBI agents to respond
| to information that is ambiguous 6r incomplete. Even where the
| available information meets only this threshold; the range of
" | available investigative techniques is broad. These Guidelines )
| categorically prohibit only mail opening and nonconsensual electronic -
| surveillance at this stage: Other methods, including the development
| of sources and informants and undercover activities and operations, -
| are permitted in preliminary inquiries. The tools available to
| develop information sufficient for the commencement of a full
| investigation, or determining that one is'not merited - the purpose
| of a preliminary inquiry - should be fully employed, consistent with
| these Guidelines, with a view toward preventing terrorist activities.

T "Whether it is appropriate.to open a preliminary inquiry
- | immediately, or instead to engage first in a limited checking out of ‘
| leads, depends on the circumstances presented. If, for example, an -
| agent receives an allegation that an individual or group has
[ advocated the commission of criminal violence, and no other facts are
| available, an appropriate first step would be checking out of leads
| to determine whether the individual, group, or members-of the . : . .
-~} audience have the apparent ability or intent & carryoutthe - ' e e
| advocated crime. A similar response would be appropriate on-the '
| basis of non-verbal conduct of an ambiguous character - for example,
| where a report is received that an individual has accumulated
| explosives that could be used either in a legitimate business or to
| commit a terrorist act. Where the limited checking out of leads
| discloses a possibility or reasonable indication of criminal
| activity, a preliminary inquiry or full investigation may then be
| initiated. However, if the available information shows at the outset

FBI024204CBT
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| that the threshold standard for a preliminary inquiry or fuil

| investigation is satisfied, then the appropriate investigative

| activity may be initiated immediately, without progressing through
| more limited investigative stages.

| - "The application of these Guidelines' standards.for
| inquiries merits special attention in cases that involve efforts by
| individuals or groups to obtain, for no apparent reason, biological,
| chemical, radiological, or nuclear materials whose use or possession .
| is constrained by such statutes as 18 U.S.C. 175, 229, or 831. For
| example, FBI agents are not required to possess information relating
| to an individual's intended criminal use of dangerous biological

~ | agents or toxins prior to initiating investigative activity. On the
|-contrary, if an individual or group has attempted to obtain such
| materials, or has indicated a desire to acquire thern, and the reason
|is not apparent, investigative action, such as conducting a checking
| out of leads or initiating a preliminary inquiry, may be appropriate
| to determine whether there is a legitimate purpose-for the possession
| of the materials by the individual or group. Likewise; where ’
| individuals or groups engage in &fforts to acquire or show an
| interest in acquiring, without apparent reason, toxic chemicals or

" | their precursors or radiological or nuclear materials, investigative .
| action to determine whether there is a legitimate purpose may be
| justified. ‘ : . '

] "B. FULL INVESTIGATIONS

] -+ "These Guidelines provide for two types of full
| investigations:.general crimes investigations (Part Il below) and ,
| criminal intelligence investigations (Part il below). The choice of .- =~ - o
* | the type of investigation-depends on the information and the . ~» === ===~ = - T T
| investigative focus. A general crimes investigation may be initiated " .
| where facts or circumstances reasonably indicate that a federal crime
| has been, is being, or wilt be committed. Preventing future criminal
| activity, as well as solving and prosecuting crimes that have already
| accurred, is an explicitly authorized objective of general ciimes
| investigations. The 'reasonable indication' threshold for
[ undertaking such an investigation is substantially lower than
| probable cause. In addition, preparation to commit a criminal act:
* | can itself be a current criminal violation under the conspiracy or
- | attempt provisions of federal criminal law or other provisions- o
- | defining preparatory crimes, such as 18 U.S.C. 373 (solicitation of a
| crime of violence) or 18 U.S.C. 2339A (including provision of
| material support in preparation for a terrorist crime). Under these
| Guidelines, a-general crimes investigation is warranted where there
| is not yet a current substantive or preparatory crime, but where
| facts or circumstances reasonably indicate that such a crime will
j oceur in the future.

: "The second type of full investigation authorized under-

‘| these Guidelines is the criminal intelfigence investigation. The

| focus of criminal intefligence investigations is the group or ) .
" {®nterprise, rather than just individual participranits ad specific : T AT

| acts. The immediate purpose of such an investigation is to obtain o

| information concerning the nature and structure of the enterprise -

| including information relating to the group's membership, finances,

| geographical dimensians, past and future activities, and goals - with

| a view toward detecting, preventing, and prosecuting the enterprise's

| criminal activities. Criminal intelligence investigations, usually

| of a long-term nature, may provide vital intelligence to help prevent

| terrorist acts. o

FB1024205CBT

- b

 —— 3 ~ FBI000093Z0s




L ——

OIE‘HA o lialag. namm 1o

‘MIOG ]_NTRODUCTION SECTION 1. INVESTIGATIVE AUTHORITY AND RESPO... Page 7.0f26
( . A :

| “Authorized criminal intelligence investigations are of two
| types: racketeering enterprise investigations (Part lll. A) and
| terrorism enterprise investigations (Part lIl. B). A racketeering

.| enterprise investigation may be initiated when facts or circumstances
| reasonably indicate that two or more persons are engaged in a pattern
| of racketeering activity as defined in the Racketeer Influenced and
| Corrupt Organizations Act (RICO). However, the USA PATRIOT ACT
| (Public Law 107-56) expanded the predicate acts for RICO to include

" | the crimes most likely to be committed by terrorists and their

| supporters, as described in 18 U.S.C. 2332b(g)(5)(B). To maintain .
| uniformity in the standards and procedures for criminal inteiligence
| investigations relating to terrorism, investigations premlsed on
* | racketeering activity involving offenses described in 18 U.S.C.
| 2332b(g)(5)(B) are subject to the provisions for terrorism enterprise
| investigations rather than those for racketeenng enterprise
| investigations,

| "A terrorism enterprise investigation may be initiated when
| facts or circumstances reasonably indicate that two or more persons
.| are engaged in an enterprise for the purpose of: (1) furthering

| political or social goals wholly or in part through activities that

| involve force or violence and a federal crime, (2) engaging in

[ terrorism as defined in 18 U.S.C. 2331(1) or (5) that involves a

| federat crime, or (3) committing any offense described in 18 U.S.C.

| 2332b(g)(5)(B). As noted above, crimina! intelligence investigations
| premised on a pattern of racketeering activity involving an 18 U.S.C:
. 12332b(g)(5)(B) offense are also treated as terronsm enterprise
| investigations. . .

-~ Aswith t"le other-types of ful 1nve=txgatlons autho. ,zed—--. : - Creee RO

| by these Guidelines, any lawful investigative technique may be used

| in terrorism enterprise investigations, including the development of*

. | sources and informants and undercover activities and operations. The
| 'reasonable indication' standard for commencing a terrorism -

| enterprise investigation is the same as that for general crimes and

| racketeering enterprise investigations. As noted above, it i is

| substantlally lower than probable cause. ‘

~N

| - "In prac;tical terms, the ‘reasonable indication’ standard
| for opening a criminal intelligence investigation of an enterprise in

| the terrorism context could be satisfied in‘a number of ways. In .
| some cases satisfaction of the standard will be apparent on the basis -
| of direct evidence of an enterprise's involvement in or planning for

| the commission of a federal offense involving the use of force or

| violence to further political or social goals, terrorism as defined

lin 18 U.S.C. 2331(1) or (5), or a crime described in 18 U.S.C.

| 2332b(g)(5)(B). For example, direct information may be available

| about statements made in furtherance of an enterprlse s obJectxves

| which show a purpose of committing such crimes or securing their

[ commission by others. :

"“’l "In other cases, the nature of the conduct engaged’in by an’ R el
| enterprise will justify an inference that the standard is satisfied, '
.| even if there are no known statements by participants that advocate
.| or indicate planning for violence or other prohibited acts. For .
| example, such activities as attempting to obtain dangerous biological
| agents, toxic chemicals, or nuclear materials, or stockpiling
| explosives or weapons, with no discernible lawful purpose, may be
| sufficient to reasonably indicate that an enterprise aims to engage -
| in terrorism. .

_  FBI024206CBT
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Co

1 ' "Moreover, a group's activities and the statements of its
| members may properly be considered in conjunction with each other. A
| combination of statements and activities may justify a determlnatlon

| that the threshold standard for a terrorism enterprise investigation

| is satisfied, even if the statements alone-or the activities alone

| would not warrant such a determination.

] ' “While no particular factor or combination of factors is
| required, considerations that will generally be relevant to the

| determination whether the threshold standard for a terrorism

| enterprise investigation is satisfied include, as noted, a group's
.| statements, its activities, and the nature of potential-federal

| criminal law violations suggested by its statements or activities.

| Thus, where there are grounds for inquiry concerning a group, it may
| be helpful to gather information about these matters, and then to.

| consider whether these factors, either individually or in

| combination, reasonably .indicate that the group is pursuing terronst

" | activities or objectlves as defined in the threshold.standard.
| Findings that would weigh in favor of such a conclusion lnclude for
| example, the following: . . -

| "(1) THREATS OR ADVOCACY OF VIOLENCE OR OTHER COVERED
| CRIMINAL ACTS:

| BRI Statements are made in relation toor in furtherance of an
| enterprise's political or social objectives that threaten or

| advocate the use of force or violence, or statements are

| made in furtherance of an enterprise that otherwise threaten.

| or advocate criminal conduct within the scope of 18 U.S.C. - .

| '2331(1) of {5) or 2332b(g)(5)(B); which-may concern such-~~- == = = -~
| matters as (e.g.): : ST -

. “(i) engaging in attacks involving or th'reatenmg massive loss of
| life or lnjury, mass destruction, or endangerment of the
| national security;

"(ii) killing or injuring federal personnel destroylng federal
| facilities, ordefymg lawful federal authonty

[ “(iii} killing, injuring or lntlmldatlng individuals because of
| their status as United States nationals or persons, or :
| because of their national origin, race, color, rellglon or

| sex; or

. “(iv) depriving individuals of any rights secured by the
| Constltutlon or laws of the United States.

‘(2) APPARENT ABILITY OR lNTENT TO CARRY OUT VIOLENCE OR
| OTHER COVERED ACTIVITIES:

| ' } The enterprise manifests an apparent ability or intent to

| carry out violence or other activities within“tffe scope of . Coo T

| 18 U.S.C. 2331(1) or (5) or 2332b(g (E)B). e

| : “(i) by acquiring, or takmg steps towards acqumng, blologlcal
- | agents or toxins, toxic chemicals or their precursors,

| radiological or nuclear materials, explosives, or other

| destructive or dangerous materials (or plans or formulas for

| such materials), or weapons, under circumstances where, by

| reason of the quantity or character of the items, the lawful

FBl024207CBT
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| purpose of the acquisition is not apparent;

| . "(ii) by the creation, maintenance, or support of an armed
| paramilitary organlzatlon .

] ‘ “(iii) by paramilitary training; or

I “(iv) by other conduct demonstratlng an apparent ability or intent
| to injure or intimidate individuals, or to interfere with

| the exercise of their constitutional or statutory

| rights.

| "(3) POTENTIAL FEDERAL CRIME:

] The group's statements or activities suggest potential
| federal criminal violations that may be relevant in applying ’
| the standard for initiating a terrorism enterprise .

| investigation - such as crimes under the provisions of the

| U.S.Code that set forth specially defined terrorism or

| support-of-terrorism offenses, or that relate to such

| matters as aircraft hijacking or destruction, attacks on

| transportation, communications, or energy facilities or

| systems, biological or chemical weapons, nuclear or

| radiological materials, civil rights violations,

| assassinations or other viclence against federal officials

| or facilities, or explosives (e.g., the offenses listed in i

| 18 U.S.C. 2332b(g)(5)(B) or appearing in such provisions as

| 18 U.S.C. 111, 115, 231,241, 245, or 247). .

| - "C. AUTHORIZED lNVESTlGATlVE TECHNIQUES

m— “ Caep— e - LI - PR S e

| - "AII lawful mvestlgatlve technlques may be used in general
| crimes, racketeering enterprise, and terrorism enterprise’
] investigations. In preliminary inquiries, these Guidelines bar the
| use of mail openings and nonconsensual electronic surveillance
| (including all techniques covered by chapter 119 of title 18, United
'| States Code), but do riot categorically prohibit the use of any other
| lawful investigative technique at that stage. As set forth in Part
| IV below, authorized methods in investigations include, among others,
| use of conﬁdentlal informants, undercover activities and operations,
| nonconsensual électronic survelllance pen registers and trap and
| trace devices, accessing stored wire and electronic communications
| and transactional records, consensual electronic monitoring, and
| searches and seizures. All requirements for the use of such methods -
| under the Constitution, applicable statutes, and Department
| regulations or policies must, of course, be observed.

| "D. OTHER AUTHORIZED AGTIVITIES

| "Current counterterrorism priorities and the advent of the
| Internet have raised a number of issues which did not exist in any

| comparable form when the last general revision of these Guidelines )
| was carried out in 1989 - a time-long preceding the September 11 - 4 e e
| attack's disclosure of the full magnitude of the terrorist threat to

| the United States, and a time in which the Internet was not available

| in any developed form as.a source of information for counterterrorism
| and other anti-crime purposes. Part VI of these Guidelines is .

| designed to provide clear authorizations and statements of goveming
| principles for a number of important activities that affect these

| areas. Among other things, Part VI makes it clear that the

| authorized law enforcement activities of the FBI include: (i)

. FBI024208CBT

o1 - ] , FBI00000354/2005

2
UL




'MIOG INTRODUCTION SECTION 1. INVESTIGATIVE AUTHOI}'ITY AND RESP... Page 10 of 26

( :

| operating and participating in counterterrorism information systems,
| such as the Foreign Terrorist Tracking Task Force (V1. A(l)); (i)

| visiting places and events which are open to the public for the

| purpose or detecting or preventing terrorist activities (VI. A(2); * -

| {iit) carrying out general topical research, such as searching online

| under terms like 'anthrax’ or 'smallpox’ to obtain publicly available
| information about agents that may be used in bioterrorism attacks

| (VL. B(l)); (iv) surfing the Internet as any member of the public

| might do to identify, e.g., public websites, builetin boards, and

| chat rooms in which bomb making instructions, child pornography, or
| stolen credit card information is openly traded of disseminated, and
| observing information open to public view in such forums to detect

| terrorist activities and other criminal activities (VI..B(2)); (v)
.| preparing general reports and assessments relating to terrorism or

| other criminal activities in support of strategic planning and

| investigative operations (V1. B(3)); and (vi) providing.investigative

| assistance to the Secret Service in support of its protective

| responsibilities (VI. B (4)). - B :

"l. GENERAL PRINCIPLES (See MIOG, Part 1, 100-1.2.3.)

i

“Preliminary inquiries and investigations governed by
these Guidelines are conducted for the purpose of preventing, .
| detecting, or prosecuting violations of federal law. |The FBI shail
[ fully utilize the methods authorized by these Guidelines to maximize
| the realization of these objectives.| . . :

1 -~ |"The conduct of preliminary inquiries and-- = e e e . =

| investigations may present choices between the use of investigative
“| methods which are more or less intrusive, considering such.factors
| as the effect on the privacy of individuals and potential damage
} to reputation. Inquiries and investigations shall be conducted with:
| as little intrusion as the needs of the situation permit. it is
| recognized, however, that the choice of techniques is'a matter of
[ judgment. The FBI shall not hesitate to use any lawful techniques
| consistent with these Guidelines, even if intrusive, where the
| intrusiveness is warranted in light of the seriousness of a crime
|-or the strength of the information indicating its commission or
| potential future commission. This point is to be particularly
_| observed in the investigation of terrorist crimes and in the
| investigation of enterprises that engage in terrorism.| All
preliminary inquiries shall be conducted pursuant to the General
| Crimes Guidelines |(i.e., Part Il of these Guidelines).| There is no
" | separate provision for|prefiminary inquiries|under the Criminal
| Inteligence Guidelines|(i.e., Part lll of these Guidelines) because :
| preliminary inquiries under Part [t may be carried out not only to -
| determine whether the grounds exist to commence a general crimes
| investigation under Part if, but alternatively or in additicn to
| determine whether the grounds exist to commence a racketeering .
| enterprise investigation or terroiism enterprise investigation under
[‘Part Hll.| A preliminary inquiry shall be promptly terminated when it
becomes apparent that a full investigation is not warranted. If, on
the basis of information discovered in the course of a preliminary
inquiry, an investigation is warranted, it may be conducted as a
general crimes investigation, or a criminal intelligence
investigation, or both. All such investigations, however, shall be
based on a reasonable factual predicate and shall have a valid law
.enforcement purpose. '

b
4
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"In its efforts to anticipate or prevent crime, the FBI

must at times initiate investigations in advance of criminal conduct.
It is important.that such investigations not be based solely on
activities protected by the First Amendment or on the fawful exercise
of any other rights secured by the Constitution or laws of the United
States. When, however, statements advocate criminal activity or
indicate an apparent intent to engage in crime, particularly crimes of

" violence, an investigation under these Guidelines may be warranted
uniess it is apparent, from the circumstances or the context in which -
the statements are made, that there is no prospect of harm

"General crimes mvestngatlons and criminal intelligence
mvestlgatlons shall be terminated when all logical leads have been
. exhausted and no legitimate law enforcement interest justifies their
contlnuance ,

1 -"Nothing in these Guidelines|prohibits|the FBI from

| [ascertaining the general scope and nature of criminal activity in

| @ particular location or sector of the economy, or|from collecting and.
‘maintaining publxcly available information consxstent with the anacy
Act. .

"ll. GENERAL CRIMES INVESTIGATIONS

~ "A. DEFINITIONS

ST ( ) ‘Exigent cnrcumbtances are circurmnstances-
requiring action before authorization otherwise necessary under these
guidelines can reasonably be obtained, in order to protect life or

_ substantial property interests; to apprehend or identify a ﬂeelng
offender; to prevent the hiding, destruction or alteration of
evidence; or to avoid other serious lmpalrment or hindrance of an'
investigation: .

"(2) 'Sensitive ‘criminal matter’ is any alleged
criminal conduct invalving corrupt action by a pubiic official or
. political candidate, the activities of a foreign government, the
activities of a religious organization or a primarily poliitical
organization or the related activities of any individual prominent in
such an organization, or the activities of the news media; and any ‘
other matter which in the judgment of a Special Agent in Charge (SAC) )
| should be brought to the attention of the United|States|Attorney or )
other appropriate official in the Department of Justice, as well as : ) . -
FBI Headquarters (FBIHQ). . ) )

"B. PRELIMINARY INQUIRIES

: (1) On soime occasions the FBI may receive information or an
allegation not warrantifig a fultinvestigation — because thereisnot - -~ - ==~
yet a 'reasonable indication' of criminal activities — but whose

* responsible handling requires some further scrutiny beyond the prompt
and extremely limited checking out of initial leads. In such
circumstances, though the factual predicate for an investigation has

| not been met, the FBI may initiate an'i 'inquiry’ injresponse to the
allegation or information indicating the possibility of criminal
actwn‘.y

FBl024210CBT
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(

"This authority to conduct inquiries short of a full

investigation allows the government to respond in a measured way to

| ambiguous or incomplete|information withas little intrusion as the
needs of the situation permit. This is especially important in such
areas as white-coliar crime where no complainant is involved or when,
an allegation or information is received from a source of unknown

[ reliability, [Such inquiries are subject to the limitations on

| duration under paragraph (3) below and are carried out to obtainjthe .
information necessary to make an informed judgement as to whethera
full investigation is warranted.

"A preliminary inquiry is not a required step when facts or
circumstances reasonably indicating criminal activity-are already
available; in such cases, a full investigation can be immediateiy
opened .

, "(2) The FBI supervisor authorizing an‘inquiry shall
assure that the allegation or other information which warranted the
inquiry has been recorded in writing. In sensitive criminal matters
the United States Attorney or an appropriate Department of Justice
official shall be notified of the basis for an inquiry as soon as
practicable after the opening of the inquiry, and the fact of
notification shall be recorded in writing.

( ) Inquiries shall be completed within|180|days after

initiation of the first investigative step. The date of the

first investigative step is not necessarily-the same date on which the

fi rst incoming information or aiiegation was received An extension
| A?n| SAC may grant up.to two extenSions based on a statement of the . .
| resonswhy further investigative steps are warranted when there is O T
| no ‘reasonable indication’ of criminal activity. All extensions - o ST
| following the second extension may only be granted by FBI Headquarters
| upon receipt’of a written request and such a statement of reasons.|

"(4) [The choice of investigative techniques in an inquiry is a’
| matter of iudgment which should take account of. (i) the objectives
| of the inquiry and available investigative resources, (ii) the

- | intrusiveness of a technique, considering such factors as the effect

| on the privacy of individuals and potential damage to reputation,
|.(iii) the seriousness of the possible crime, and (iv) the strength of

- | the information indicating its existence of future commission. Where

| the conduct of an inquiry presents a choice between the use of more or
[ less intrusive methods, the FBI should consider whether the
| information could be obtained in a timely and effective way by the
| less intrusive means. The FBI shouid not hesitate to use any iawfui
| techniques conSistent with these Guidelines in an inquiry, even'if
| intrusive, where the intrusiveness is warranted in light of the
| seriousness of the possible crime or the strength of the information.
"| indicating its existence or future commission. This point is to be
| particularly observed in ianiries relating to possible terrorist
| activities. |
| (5) Al lawful investigative techniques may be used in an
| inquiry except:| . ,

| I'(a)] Mail openings;land|

| "(b )[ ‘Nonconsensual electronic surveillance or any

| other investigative technique covered by|chapter 119 of title 18,

I United States Code (18 U.S.C. 2510-2522).|
FBI024211CBT
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(

. "(6) The foHowmg investigative techniques may be
used in an inquiry without any prior authorization from a superwsory
agent: .

"(a) Examination of FBI indicés and files;

"(b) Examination of records available to the public -
and other pubhc sources of mformatlon

“(c) Exammatlon of avaﬂable federal, state and
local govemment-records; .
"(d) Interview of the complainant, previously

| established informants, and|other sources of information;|

"(e) Interview of tﬁe potential subject;

“(f) Interview of persons who should readily be able
to corroborate or deny the truth. of the allegation, except this does
not include pretext interviews or interviews of a potential subject's
employer or coworkers unless the interviewee was ‘the complainant;
| land|

""(g) Physical or photographic surveillance of any
person. e . :

“The use of any other lawful investigative techmque
that is permitted i in an inquiry shall meet the requirements and
| limitations of Part IV and, except in exigent éircumstances, lreqwres] . o
T ] pnor approval'by a supervisory agent R . S S

"(7) Where a prehmlnary mqunry fails to dlsclose
sufficient information to justify an investigation,.the FBI shall
terminate the inquiry and make a record of the closing. In a
sensitive criminal matter, the FBI shall notify the United States - -
Attorney of the closing and record the fact of notification in
writing. Information on an inquiry which has been closed shall be

| available on request to a United States Attomey orfhis or her|
designee or an appropriate Department of Justice official.

: (8 )All reqmrements regarding inquiries shall
apply to reopened inquiries. In sensitive criminal matters, the
United States Attorney or the appropriateé Department of Justice
official shall be notified as soon as practicable after the reopenmg
of an inquiry. . :

. "C. INVESTIGATIONS

: “(1) A general crimes investigation may be initiated .
by the FBI when facts or circumstances reasonably indicate that a
federal crime has been, is being, or will be committed. The .

| investigation may be conducted to prevent, solvelor| prosecute such . -~ --" = : AL
criminal activity. . o :

"The standard of reasonable |nd|catxon is substantially lower
than probable cause. In determining whether there is reasonable ,
indication of a federal criminal violation, a Special Agent may take .
into account.any facts or circumstances that a prudent investigator :
would consider. However, the standard does require specific facts or
| olrcumstances indicating a past, current or|future| violation. There
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MIOG INTRODUCTION SECTION 1. INVESTIGATIVE AUTHOI}ITY AND RESP...

must be an obJectlve factual basis for |n|t|atmg the investigation;
a mere hunch is insufficient.

(2) Where a criminal act may be committed in the
| future, preparatlon for that actjcan be(a current criminal violation
| under the conspiracy or attempt provisions of federal criminal{law -
| or.other provisions defining preparatory crimes, such as 18 U.S.C. 373
| {solicitation of a crime of violence) or 18 U.S.C. 2339A (including
| provision of material support in preparation for a terrorist crime). -
| The standard for opening an investigation is satisfied where there is
"] not yet a current substantive or preparatory crime, but facts or
| circumstances reasonably indicate that such a crime will occur in the
| future ] .

. "(3) The FBI supervisor authori.'zing an investigation
shall assure that the facts or circumstances meeting the standard of
reasonable indication have been recorded in writing. )

"In sensitive criminal matters, as defined in paragraph A2), the
United States Attorney or an appropriate Department of
|- Justice|official, as well as FBIHQ,|shall be notified in writing of
the basis for an investigation as soon as practicable after
commencement of the investigation. -

"(4) The Special Agent conducting an investigation
shall mamtaln periodic written or oraf contact with the appropriate
federal prosecutor, as crrcumstances requrre and as requested by the
prosecutor.

. When during an investigation, a matter appears to )
- | arguablyjjto|warrant prosecution; the Spetiai Agent shall present the -

- relevant facts to the-appropriate federal prosecutor. In every

. sensitive criminal matter, the FBt shall notify the appropriate
federal prosecutor of the termination of an investigation within 30
days of such termination. Information on investigations which have
been closed shall be available on request to a United States Attorney

| orlhis or her]desrgnee oran approprlate Department of Justrce

. official. -

"(8) When a serious matter rnvestlgated by the FBI
is referred to state or local authorities for prosecution, the FBI, - . : s
insofar as resources permit, shall promptly advise the federal ’
prosecutor in writing if the state or local authorities decline
prosecution or fail to commence prosecutive action within 120 days. °
Where an FBI field office cannot provide this follow- up, the SAC shall
S0 advise the federal prosecutor

"(6) When credible lnformatlon is received concemlng serious
criminal activity not within the FBI investigative jurisdiction, the
FBI field office shall promptly transmit the information or refer the
complainant to the law enforcement agencies havmg jurisdiction,

- except where disciosure would jeopardize an origoing mvestrgatron
endanger the safety*of an individual, disciose the identity -of arr~ ~~ —-
informant, interfere with an informant's cooperation, or reveal

.legally privileged information. If full disclosure is not made for

the reasons indicated, then whenever feasible the FBI field office
shall make at least limited disclosure to the law enforcement agency
having jurisdiction, and full disclosure shall be made as soon as the
need for restrlctmg dissemination is no longer present. Where fuil
disclosure is not made to the appropriate law enforcement agencies-
within 180 days, the FBI field office shall promptly notify FBI

‘ FBi024213CBT
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Headquarters in writing of the facts and circumstances concerning the

criminal activity. The FBI shall make a periodic report to the Deputy

Attorney General on such nondisclosure and incomplete disclosures, in
| a form suitable to protect the identity offinformants.| )

"Whenever information is received concerning unauthorized
| criminal activity by|a confidential informant,|it shall be handled i
| injJaccordance with the|Attorney General's Guidelines|Regarding the use
| of Confidential Informants.|

*(7) All requirements regarding investigations shall
apply to reopened investigations. In sensitive criminal matters, the
United  States Attomey or the appropriate Department of Justice
official shall be notified in writing as soon as practicable after the

*.. reopening of an investigation. ' ‘

"Ill. CRIMINAL INTELLIGENCE INVESTIGATIONS

P "This section authorizes the FBI to conduct ¢riminal
3 . | intelligence investigations of certainjenterprises.| These )
. investigations differ from generai crimes investigations, authorized
- by Section i, in several important respects. As a.general-rule, an
investigation of a completed criminal act is normally confined to
determining who committed that act and with securing evidence to-
establish the elements of the particular offense. It is, in this
.. respect, self-defining. An intelfigence investigation of an ongoing
criminal enterprise must determing the size and composition of the - . } )
~— - —=  group involved, its gecgraphic dimensions;-its past acts and intended . -~ . . cxmice—
criminal goals, and its capacity for harm. While a standard criminal T
investigation terminates with the decision to prosecute or not to
prosecute, the investigation of a criminal enterprise does not -
" necessarily end, even though one or more of the participants may have
been prosecuted. ' ' oL

“In addition, the organization provides a life and

continuity of operation that are not normally found in a regular

criminal activity. As a consequence, these investigations may
| continue for several years. |Furthermore, the|focus of such

investigations 'may be less precise than that directed against more
| conventional types of crime.' United States v. United States District
Court, 407 U.S. 297, 322 (1972). Unlike the usual criminal case,”
there may be no completed offense to provide a framework for the
investigation. It often requires the fitting together of bits and
L ) pieces of information, many meaningless by themselves, to determine
\ " whether a pattem of criminal activity exists. For this reason, the

' - investigation is broader and less discriminate than usual, involving

b 'the interrelation of various sources and types of information." Id.

“Members of groups or Qrganizatidns acting in concert to

violate the law-present a grave threat to society. An investigation —- - o L -

of organizational activity, however, may present special problems, =
particularly where it deals with politically motivated acts. There
is 'often ... a convergence of First and Fourth Amendment values,' in

[ such matters that is ‘not|presentjin cases of ‘ordinary' crime.' Jid.

| at 313.] Thus, special care must be exercised in sorting out protected
activities from those which may lead to violence or serious disruption
of society. As a consequence, the guidelines establish safeguards for
group investigations of special sensitivity, including tighter

FBI024214CBT
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' management controls and higher levels of review.

. "A RACKETEERING ENTERPRISE INVESTIGATIONS (See MIOG, Part 1, 92-8,
194-3.7) ' , : S .

: "“This section focuses on investigations of organized
| crime. It is concerned with|the|investigation of entire enterprises,
| rather thanljust|individual participants|and|specific criminal acts,
and authorizes investigations to determine the structure and scope of
. | the enterprise, as well as the relationship of thejmembers.| :

"1. Definition

Racketeering : ~iv.ty is any offense, including
| |ajviolation of state law, encompas:. :d by te Racketee influerced
| and Corrupt Organizations Actj(RI( 2).{18 U.S T ,961(1)..

"2. General Aut'.

[ "a. JA racketeering enterprise investigation

| may be initiated when facts or circtimstar.ces reasonably indicate that
| two or more persons are engaged in a pauern of racketeering activity
| as defined in the RICO statute, 18 U.S.C. 1961(5). However, if the

| pattern of racketeering activity involves an offense or offenses

| described in 18 U.S.C. 2332b(g)(5)(B), the investigation shalt be

| deemed.a terrorism enterprise investigation and shall be subject to"

| the standards and procedures of Subpart B of this Part in lieu of

| those set forth in this Subpart. The 'standard of 'reasonable

| indication’ is identical to that governing the initiation of a general

| crimes investigation under Part i} * .

| " "b. |Authority to conduct racketeering
| enterprise investigations is in addition.to general crimes
. | investigative authority under Part 11, terrorism enterprise
| investigative authority under Subpart B of this Part, and activities
| under other Attorney General guidelines addressing such matters as
| investigations and information collection relating to intemational
| terrorism, foreign counterintelligence, or foreign intelligence. ’
| Information warranting initiation of a racketeering enterprise
| investigation.may be obtained during the course of a general crimes
| inquiry or investigation, a terrorismenterprise investigation, or an
| investigation under other Attorney General guidelines. Conversely, a
| racketeering enterprise investigation may yield information warranting
| a general crimes inquiry or investigation, a terrorism enterprise
| investigation, or an investigation underother Attorney General
| guidelines.| .

"3. Purpose

. The immediate purpose of a racketeering
enterprise investigation is to obtain information concerning the
nature and structure of the enterprise, as specifically delineated in

| paragraph|4.|below, with a view to the longer range-objective of
detection, prevention, and prosecution of the criminal activities of
| the enterprise. ) : '

"4, Scope

"a. A racketeéring enterprise investigation

Page 16 0£26
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properly initiated under these gurdehnes may collect such lnformatron
as:

: “(i) the members of the enterpnse and . '
other persons likely to be knowingly acting in the furtherance of
racketeering activity, provided that the information concerns such
persons' activities on behalf of or in furtherance of the enterprise;

(i) the finances of the enterprise;

"(iii) the geographical dimensions of the
enterprise; and . i :

' " "(iv) the past and future activities and
goals of the enterprise. : :

. "'.b. In obtaining the foregomg lntormatlon any
" lawful investigative technique may be used, in accordance with the -
requirements of Part |V. :

’ "5,'Authorization and Renewal

. “a. A racketeerrng enterprise investigation may
| be authorized by the|Special Agent in Charge, with notification to
| FBIHQ,|upon a written recommendation setting forth the facts and
| circumstances reasonably lndlcatlnglthat the standard of paragraph
} 2.a. is satisfied.|

, ' l"b The FBI shall notify the Organized Crime
| and Racketeering Section of the Criminal Division and any affected
. ] United States Attorney's offide ‘of the opehifig- 6fa rackéicering .
| enterprise investigation. On receipt of such notice, the Organized -
| Crime and Racketeering Section shall immediately notify the Attomey
.| General and the Deputy Attorney General. In all racketeering
| enterprise investigations, the Chief of the Organized Crime and
| Racketeering Section may, as he or she deems necessary, request the
| FBl to prowde a report on the status of the mvestrgatlon }

Tl |"c.] A racketeering enterpnse investigation
.| may be initially authorized for a period of up toja year.| An
investigation may be continued upon renewed authorization for
| additional periods each not to exceed|a year.} Renewal authorization "
| shall be obtained from the|SAC with notification to FBIHQ. The FBI
| shall notify the Organized Crime and Racketeering Section of any
| renewal, and the Organized Crime and Racketeering Section shall
| immediately notify the Attorney General and the Deputy Attorney
| General |

| ’ I'd.) lnvestrgatlons shall be reviewed by the
l ISAClon or before the expiration of the period for which the
mvestlgatlon and each renewal thereof is authorized.
B [ ['e.| An investigation whrch has beenterminated - ‘ -
may be reopened upon a showing of the same standard and pursuant to : :
the same procedures as reqwred for mrtratron of an.investigation.

| |f. In addition to the authority of Special

| Agents in Charge under this paragraph, the Director of the FBI, and

| any Assistant Director or senior Headquarters official designated

| by the Director, may authorize, renew, review, and reopen racketeering
] enterpnse investigations in conformrty with the standards of this

| | . ’ FBI024216CBT
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| paragraph.|

N . "B.[TERRORISM ENTERPRISE|INVESTIGATIONS (See MlQG,‘F’art 1, 100-1:2.)

“This section focuses on investigations oflenterprises that seek
| to further political or social goalsjthrough activities that involve ‘
| force orjviolence, or that otherwise aim to engage in terrorism or .
| terrorism-related crimes. Like the section addressing|racketeering
enterprise investigations, it is concerned with the investigation of
[ entire enterprises, rather thanjjust]individual participants and ,
specific criminal acts, and authorizes investigations to determine the
structure and scope of the enterprise as.well as the relationship of
.the members., oo

1. General Authority (See MIOG, Part 1, 100-12.2)

| - “a, Alterrorism enterprise]investigation

- | may be initiated|when facts|or circumstances reasonably indicate

that two or more persons are engaged in an enterprise for the purpose
| of: |(i)lfurthering political or social goals wholly or in part :
| through activities that involve force or violence and a violation|of * -
| federal criminal law, (i) engaging in terrorism as defined in 18
| U.S.C. 2331(1) or (5) that involves a violation of federal criminal
| law, or (iil) committing any offense described in 18 U.S.C.
[ 2332b(g)(5)(B). A terrorism enterprise investigation may also be
| initiated when facts or circumstances reasonably indicate that two or
| more persons are engaged in a pattern of racketeering activity as
| defined in the RICO statute, 18 U.S.C 1861(5), that involves an
| offense or offenses desciibed in 18 U.S.C. 2332b(g)(5)(B).| The
the initiation of a genéral crimes investigation under Part [l 1n
determining whether an investigation should be conducted, the FBI
-} shall consider all of the circumstances including: [(i)the magnitude
- | of the threatened harm;|(if)]the likelihood it will occur;|(iil)the
| immediacy of the threat; and(iv) anyldanger to privacy|orifree
" expression posed by an investigation.

| "b. Authority to conductjterrorism enterprise|
| investigationslis injaddition to general crimes investigative
| authority under Part I, racketeering enterprise|investigative
| authority under Subpart A of this Part and activities under other
| Attorney General guidelines addressing such matters as investigations -
| and information collection relating to internationat terrorism, -
| foreign counterinteligence, or foreign intelligence.| Information
| warranting initiation of|a terrorism enterprise investigationjmay be
| obtained|duringjthe course of a general crimes inquiry-or .
| investigation, a racketeering enterprise investigation, or an
- [ investigation{under other Attorney General 'guideline&] Conversely, a
| [terrorism enterprise|investigation may yield information warranting a
general crimes inquiry or investigation, a racketeering enterprise
. | investigation, or an investigation|under other Attorney General
| guidelines.| . -

] "c. |Mere speculation|that force or violence
might occur during the course of an otherwise peaceable demonstration

_is not sufficient grounds for initiation of an-investigation under :
| this|Subpart, but where facts or circumstances reasonably indicate
| that a group or enterprise has engaged or aims to engage in”
|-activities involving force or violence or other criminal conduct
| described in paragraph 1.a. in a demonstration, an investigation
| may be initiated in conformity with the standards of that paragraph.|

, , FBI024217CBT

s

S . e TR —— " . P -

. L

wREQ N2 /12 f05 nana i 7 © . FBIO00008#, .,




MIOG INTRODUCTION S(FJ“-TION 1. INVESTIGATIVE AUTHOI({ITY AND RESP... Page190f26 =

For altemnative authorities see Part |l relating to General Crimes
Investigations and the Attorney General's Guidelines on ‘Reporting on
Civil Disorders and Demonstrations Involving a Federal Interest.’

] This does not]limit|the collection of information abaut public
demonstrations by enterprises that are under active investigation

| pursuant to paragraph|1.a.]above. '

"2. Purpose (See MIOG, Part 1, 100-2.1.)
| “The immediate purpose of a|terrorism enterprise|
investigation is to obtain information concemning the
nature-and structure of the enterprise, as specifically delineated
"in paragraph 3. below, with a view to the longer range objectives of
detection, prevention, arid prosecution of the criminal activities of
the enterprise. ' s

"3, Scope (See MIOG, Part 1, 1002.2)) _ .

"a. Alterrorism enterpriselinvestigation
initiated under these guidelines may collect such information as:
“(i) the members of the enterprise and

other persons likely to be knowingly acting in furtherance of its
criminal objectives, provided that the information concerns such
| persons' activities on behalfloflor in furtherance of the enterprise;

“(ii) the ﬁqances of the enterprise; |

, “(iii)) the geographical dimensions of the eﬁterpr_fse;

and Co el e . o
"(iv) past and future activities and godls of the '

enterprise. o . BN

“b. In obtaining the foregoing information, any
| lawful investigative technique may be used in accordance with|the|
requirements of Part V. . . - C

"4, Authprization and Renewal (See MICG, Part1, 100-2.3.) .

| “a. Alterrorism enterprise|investigation. :
| may be authorized by the|Special Agent in Charge, with notification
- | to FBIHQ,Jupon a written recommendation setting forth the facts or
- circumstances reasonably indicating the existence of an enterprise, as
| described injparagraph 1.a.| The FBI shall notify the Terrorism
| and Violent Crime Section|of the|Criminal Division,|the Office of the -
| Intelligence Policy and Review, and affected United States Attorney's -
| Officefof the opening of|a terrorism enterprise investigation. On
| receipt of such notice, the Terrorism and Violent Crime Section shall
| immediately- notify the Attorney General and the Deputy Attorney
| General. In all such investigations, the Chief of the Terrorism
| and Violent Crime Section|may, as he|or she|deems necessary, request’
- the FBI to provide a report on the status of the investigatior.” -

{ ' "b. Alterrofism enterprise}investigation
| may be initially authorized for.a pericd of up toja year.| An
~investigation may be continued upon renewed authorization for
| additiona! periods each not to exceed|a year.| Renewal authorization
| shall be obtained from the|SAC with notification to FBIHQ. The FBI
| shall notify the Terrorism and Violent Crime Section and the Office
" | of Intelligence Policy and Review of any renewal, and the Terrorism
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}and Viclent Crime Section shall immediately notify the Attorney
| General and the Deputy Attorney General.|

. "c. Investigations shali be reviewed by the]SAC|on or
| before the expiration|of the|period for which the investigation and
- each renewal thereof is authorized. '

{In some cases, the enterprise may meet the
| threshold standard but be temporarily inactive in the sense that it -
| has not engaged in recent acts of viclence or other criminal
| activities as described in paragraph 1.a., nor is there any
| immediate threat of harm - yet the composition, goals.and prior
- | history of the group suggest the need for continuing federal interest.
| The investigation may be continued in such cases with whatever scope
| is warranted in light of these considerations.| ’ ) '

I 1°d.| An investigation'which has been terminated -
may be reopened upon a showing of the same standard and pursuant to
the same procedures as required for initiation of an investigation.

| " |"e. In addition to the authority of Special .
{ Agents in Charge under this paragraph, the Director of the FBI, and -
‘[ any Assistant Director or senior Headquarters official designated by

| the Director, may authorize, renew, review, and reopen terrorism

| enterprise investigations in conformity with the standards of this

| paragraph.| . .

“f. The FBI shall reportjto the Terrorism and

.| Violent Crime Section of the Criminal Division and the Office of .
_ " | Intelligence Policy and Review the progress of a terrorism' enterprise
. linvestigation|net laterthan 180 days after|its initiation, |and e e e UL

- the results at the end of each year the investigation continues. The ‘ ' :

| Terrorism and Violent[Crime[Section shalljimmediately transmit copies
- | of these reports to the Attorney General and the Deputy Attorney

| General.| ' - .

“IV. INVESTIGATIVE TECHNIQUES (See MIOG, Part 1,100-2.2)

. "A. When conducting investigations under these guidelines -
| the FBI may use any lawful investigative technigue. |The choice of
| investigative techniques is a matter of judgment, which should take
i account of: (i) the objectives of the investigation and available
. linvestigative resources, (ii) the intrusiveness of a technique,
| considering such factars as the effect on the privacy of individuals
| and potential damage to reputation, (iil) the serfousness of the
| crime, and (iv) the strength of the information indicating.its '
| existence or future commission. Where the conduct of an investigation
| presents a choice between the use of more or less intrusive methods,|
. the FBI should consider whether the information could be obtained in .
| a timely and effective way by|the|less intrusive means. [The FBI , o e
| should not hesitate to use any lawful techniques consistent with these o
| Guidelines in an investigation, even if intrusive, where the
| intrusiveness is warranted in light of the seriousness of the crime or
| the strength of the information indicating its existence or future
| commission. This point is to be particularly observed in
| investigations refating to terrorist activities.|

* "B. All requirements for use of a technique set by
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 statute, Department regulations and policies, and Attorney General
Guidelines must be complied with. The investigative techniques listed
below are subject to the noted restrictions:

"1. |Confidential. rnformants[must be used in compliance with the .
| Attorney General's Guidelines|regarding|the Use of]Confidential
[ Informants;]|

I \ "2.'Undercover]activities and[operations must be )
conducted in compliance with the Attorney General's Guidelines on FBI.
Undercover Operations;

| "3. |In situations involving|undisclosed participation in the
activities of an arganization by an undercover employee or cooperating

| private individuallany potential constitutional concerns relating to

| activities of the organization protected by the First Amendment must

| be addressed through full compliance with all applicable provisions of

| the Attorney General's Guidelines on FBI Undercover Operations and the

| Attormey General's Guidelines Regarding the Use of Confidential

} Informants;|

"4. Nonconsensuél' electronic surveillance must be
conducted pursuant to the warrant procedures and requirements of
. | |chapter 1 19 of title 18, United States Code (18 U.S.C. 2510, 2522);|

" "5, Pen registers and trap and trace devices must be. <
instafled and used pursuant to the procedures and requirements of
| lchapter 206 of fitle 18, United States Code (18 U.S.C. 3121 -3127); ]

“8. Access to stored wire and electronic commumcatrons and
- _transactional records must'be obitained pursuant to'the proceduresand * -
| requirements of|chapter 121 of trtle 18, United States Code (18 u.s. C
]2701 =2712);] -
7. Consensual electronrc monitoring must be authorlzed ] - ,
pursuant to Department policy. For consensual monitoring of *
conversations other than telephone conversations, advance
authorization must be obtained in accordance with established ,
guidelines. This applies bath to devices carried by the cooperating .
participant and to devices installed on premises under the control of.
| the participant. See|U.S. Attorneys' Manual 9-7.301.and 9-7.302.
For consensual monitoring of telephone conversations, advance
| authorization must be obtained from the SAC|or Assistant Special
| Agent in Charge|and the appropriate]|U.S. Attorney, Assistant Attorney .
| General, or Deputy Assistant Attorney General,|except in exigent.
| lcircumstances. An Assistant Attorney General or Deputy Assistant
‘ . | Attorney General who provides such authonzatron shall notify the
! | appropriate U.S. Attorney;| _

i ) "8. Searches and seizures must be conducted under
] ' ‘the authority of a valid warrant unless the search or seizure comes
-within a judicially recognized exception to the warrant requirement. -
- See also, Attorney General's Guidelines on Methodsof Obtaining Mo ey
| Documentary Materials Held by Thrrd]Partres 28 CFR Part 59;"| (See
- MIOG, Part 2, Section 28.)

| "'9. (Classified investigative technologies must be
| used in compliance-with the Procedures for the Use of Classified
| Investigative Technologies in Criminal Cases; and| :

N ["10.| Whenever an individual is known to be represented by counsel

I 1 " FBI00000§Ti00s
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f

in a particular matter, the FBI shall follow applicable law and
Department procedure concerning contact with represented individuals:
in the absence of prior notice to their counsel. The SAC or his
designee and the United States Attorney shail consult periodically on
. | applicable law and Department procadure. |Where issues arise

| concerning the consistency of contacts with represented persons with

| applicable attorney conduct rules, the United States Attorney should

| consult with the Professional Responsibility Advisory Office. |

| . *"V.DISSEMINATIONJAND MAINTENANCE|OF INFORMATION

"A. The FBI may disseminate information during|the
| checking of leads, preliminary inquiries, and investigations conducted
| pursuant to these Guidelines to United States Attorneys, the Criminal
| Division, and other components, officials, and officers of the -
| Department of Justice. The FBI may disseminate information during -
. | the checking of leads, preliminary inquiries, andfinvestigations
- conducted pursuant to these Guidelines to another Federal agency, or
to a State or local criminal justice agency when such lnformatron

|"1.| falls within the mvestrgatrve or protectrve
] Junsdrctlon orjmitigative|responsibility of the agency; . :

I |"2.| may assist in preventrng a crime or the use of
violence or any other conduct dangerous to human life;

" 'I‘"3 | is required to be furnished to another Federal . ) -
lagency by Executive Order 10450, as amended, dated April 27, 1953 Jor}-i~ . =~ - T A T

I : l"4 | is requrred to be disseminated by statute,
interagency agreement approved by the Attorney General, or

| Presidential Directive; and to other persons and agencies as{required

by 5U.8.C. 552 or as othenmse permitted by § U S.C. 552a.]

| o l"B The FBl shall marntatn a database that rdentrﬁes all ]
| preliminary inquiries and mvestrgatlons conducted pursuant to these: .
| Guidelines and that permits the prompt retrieval of information
A4 concermng the status (open or closed) and subjects of all such
[ inquiries and investigations,|

1 . "VIL|COUNTERTERRORISM ACTIVITIES AND OTHER AUTHORIZATIQNS

{ "Iin order to carry out its central mission of preventmg
| the commission of terrorist acts against the United States and its
| people, the FBI must proactively- draw on available sources of
| information to identify terrorist threats and activities. it cannot .
~I-be content to wait for leads to come-in through the actions of others, , S e e
] but rather must be vigilant in detecting terrorist activities to the )
_ | full extent permitted by law, with an eye towards early intervention
" | and prevention of acts of terrorism before they.occur. This Part
| accordingly identifies 2 number of authorized activities which further
.this end, and which can be carried out even in the absence of a . -
] checkrng of leads, preliminary inquiry, or full investigation as . B} L ' h
| described in Parts I-lll of these Guidelines. The authorizations ' ' ’
. |include both activities that are specifically focused on terrorism
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| (Subpart A) and activities that are useful for law ‘enforcement
| purposes in both terrorism and non-terrorism contexts (Subpart B).

| ' "A. COUNTERTERRORISM ACTIVITIES
| ' - ". Information Systems

"The FBI is authorized to operate and participate in
* | identification, tracking, and information systems for the purpose of
| identifying and locating terrorists; excluding or removing from the
| United States alien terrorists and alien supporters of terrorist
.| activity as authorized by law, assessing and responding to terrorist
" | risks and threats, or otherwise detecting, prosecuting, or preventing
| terrorist activities. Systems within the scope of this paragraph may
| draw on and retain pertinent information from any source permitted by . .
| law, including information derived from past or ongoing investigative
. | activities; other information collected or provided by governmental
| entities, such as foreign intelligence information and lookout list |
| information; publicly available information, whether obtained directly
| or through services of resources {whether nonprofit or commerciat)
| that compile or analyze such information; and information voluntarily
| provided by private entities. Any such system operated by the FBI
- | shall be reviewed periodically for compliance with all applicable
| statutory provisions, Department regulatlons and polmes and
| Attorney General Guidelines. .

| . "2. Visiting Public Places and Events

: - "For the purpose of detecting or.preventing
| terrorist activities, the FBI is authorized to visit any place and . . . BN
j"attend any event that is ‘dpen to the public, on the sanetermsand .~ - ~ - TTLooTEroem ot T s e
| conditions as members of the public generally, No information - . ' -

| obtained from such visits shall be retained lnless it relates to
| potential criminal or terrorist activity.

| . "B.OTHER AUTHORIZATIONS

| ."In addition to the checkmg of leads, preliminary

| inquiries, and investigations as described in Parts I-Ill of these

| Guidelines, and counterterrorism activities as described in Part A

| above, the authorized law enforcement activities of the FBI include’
| carrying out and retaining information resulting from the following

| activities: . .

| . "1. General Topical Research

| "The FBI is authorized to carry out general topical

| research, including conducting online searches and accessing online

| sites and forums as. part of such research on the same terms and

| conditions as members of the public generally. 'General toplcal

| research’ under this paragraph means research concerning subject areas

| that are relevant for the purpose of facilitating or supporting the

| dlscharge of investigative responsibilities. It-does natinclude ‘ T
| online searches for information by individuals' names or other :
| individual identifiers, exceptwhere such searches are incidental to

| topical research, such as searching to locate writings on a topic

} by searching under the hames of authors who write on the topic, or

| searching by the name ofa party to a case in conductmg legal

| research.

l "2. Use of Online Resources Generally
FBI024222CBT
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| “For the purpose of detecting or preventing terrorism
|-or other criminal activities, the FBI is authorized to conduct online ’
| search activity and to access online sites and forums on the same

[ terms and conditions as members of the public generally. -

| ' "3. Reports and Assessments

| "The FBI is authorized to prepare general reports and
| assessments concerning terrorism or other criminat activities for

" | purposes of strategic planmng or in support of mvestxgatwe
| activities.

| " "4, Cooperation with Secret Service

| "The FBI is authorized to provide investigative
| assistance in support of the protective responsibilities of the Secret
| Service, provided that all preliminary inquiries or investigations are
| conducted in accordance with the provisions of these Guidelines.

] “C. PROTECTION OF PRIVACY AND OTHER LIMITATIONS
| - "1. General Limitations ' - .

“Thelaw enforcement activities authorized by this -
| Part do not include maintaining files on individuals solely for the
| purpose of monitoring activities protected by the First Amendment or .
| the [awful exercise of any other rights secured by the Constitution or
| laws of the United States. Rather, all such law enforcement
| activities must have a valid law enforcement purpose as described in: . . .
[this Part, and must’be carried out in conformity with all applicable==" .~~~ =""wd | 0 vt e st
| statutes, Department regulations and policies, and Attorney General ' ' :
| Guidelines. In particular, the provisions of this Part do not -
| supersede any otherwise applicable provision or requirement of the
| Attorney General's Guidelines on FBI Underéover Operations or the
| Attorney General's Guidelines Regardmg the Use of Confidential
l Informants:.

[ "2 Mainténance'of Records Under the Privacy Act

*Under the Privacy Act, the permtssnbmty of mamtamlng
| records relating to certain activities of individuals depends in part
| on whether the collection of such inforrnation is 'pertinent to and
| within the scope of an authorized law enforcement activity.' 5 U.S.C.
| 552a(e)(7). By its terms, the limitation of 5 U.S.C. 552a(e)(7) is
| inapplicable to actlvmes that do not involve the 'maintain?ing|’ of
| a 'record' within the meaning of the Privacy Act, or that occur
| pertinent to and within the scope of an authorized law enforcement
| activity. ‘Authorized law enforcement activit?ies|' for purposes of
| the Privacy Act include carrying out and retalmng information
| resulting from the checking of leads, preliminary inquiries, or
| investigations as described in Parts I-il of these Guidelines, or . . © .
77" TTfrom activities described i Subpatt A or B of this Part. As noted Co o e
| in paragraph 3. below, however, this is not an exhaustive enumeration ’ :
| of ‘authorized law enforcement activit?ies|.' Questions about the
) application of the Privacy Act to other activities should be addressed
| to the FBI Office of the General Counselor the Office of lnformatxon
| and Privacy.

| "3. Construction of Part

FBI024223CBT b2
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| "This Part does not limit any activities authorized
| by or carried out under other Parts of these Guidelines. The

| speciﬁcation of authorized law enforcement activities under this

| Part is not exhaustive, and does not limit other authorized law

| enforcement activities, such as those relating to forelgn

| counterintelligence or foreign intelligence.|

"VIl. RESERVATION

"A. Nothing in these Guidelines shall limit the general -
* reviews or audits of papers, files, contracts or other records in the
government's possession, or the performance of similar services at the
" specific request of a Department or agency of the United States. Such
reviews, audits or similar services must be for the purpose of
- detecting or preventing violations of federal law which are within the
investigative responsibility of the FBL

"B. Nothing in these Guidelines i IS intended to limit the
FBI's responsibilities to investigate certain-applicants and employees
under the federal personnel security program. ‘

: "C. These Guidelines are set forth solely for the purpose
of internal Department of.Justice guidance. They are not intended to,
do not, and may not be relied upon to create any rights, substantive
or procedural, enforceable at law by any party in any manner, civil or -
criminal, nor do they place any limitation on otherwise lawful

| |nvest|gat|ve andlmltlgatlve{prerogatlves of the Department of
Justlce o T T

| ]"Effectlve 5/30/02 John Ashcroft
| - Attorney General"| -

o **Efthe 07/23/2002 MCRT#: 1216 Div: DSCT Cav SecCls:

| 1 -4 llNVESTlGATIVE AUTHORITY AND THE FIRST AMENDMENTI

| (1) [The First Amendment to the United States.
| Constitution guarantees the rights of free speech and peaceful
| assembly. Because of the importance of these rights in American
| -society, acts by law enforcement agencies that could possibly chill .
| the exercise of these rights have historically been reviewed by the
| legislative and judicial branches of government with carefuf
.| scrutiny. Experience has shown that investigations by law
| enforcement into individuals, or the members of assembled groups, who
| advocate political or social goals through viofent means, as well as
| investigations into the causes of civil or social disorder, have the .
| greatest potential of exposure to such scrutiny. Therefore, it is
} important that these investigations be-conducted according to strict - e
| guidelines and in a manner that respects the First Amendment rights.
| of all persons, including those under investigation. |

| (2) |In particular, investigations that have this
| potential may only be initiated in strict compliance with the
| Attorney General's Guidelines and other applicable Department and
| FBIHQ directives. Information from privaté or public sources of -
| possible violations of federal laws, which give rise to such

FBI024224CBT
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| investigations, must be carefully documented and particularized as to
| those persons suspected of such violations. Furthermore, the scope : -
| of each investigation must be carefully tailored tofit the ) ’
| circumstances giving rise to the investigation; although
| expansion in the scope of an investigation may be undertaken if
| justified by a change in these circumstances. Finally, the duration
" | of the investigation must not be permitted to’extend beyond the point
| atwhich its underlying justification no longer exists.|

l (3) |Generally, an FB! investigation may employ any
| authorlzed investigative technique. In the case of those
- | investigations with the potential to infringe upon First Amendment
| rights, consideration must be given to using those techniques that
" | are less intrusive and less likely to adversely affect the exercise
| of those rights. For example, infiltrating private meetings of
| targeted groups should only be undertaken if attendance at public
| meetings is Ilkely to produce critical investigative information.

| - (4) Furthermore, the collectlon of information

| concerning groups and individuals must be justified as reasonable and
| necessary for investigative purposes. Information concerning the

| exercisé of First Amendment rights should be made a matter of record
| only if it is pertinent to and within the scope of the authorized law

| enforcement activity. VWhen public-source printed material concerning
| the exercise of First Amendment rights is obtained and a decision

| made to retain such material, a notation must be placed on the

| matenal describing the reason(s) it was collected and retained. The

| notation must clearly indicate the specific investigative interest(s)

| whnch led to the decision to retam the item. A

[ (5) Fmally, if an mdiwdual group, or actwnty has )
| been characterized in a certain manner by the originators of
_ | information collected in the course of an investigation, FBI records,
| including transmitting documentation, shoutd reflect that the’ -
| characterization was made by another party, not the FBI. However,; if
| the characterization comports in whole or in part with the resuits of
{ mdeplendent FBI lnvestlgatlon the transmlttlng communication may so
state ;

"EffDte: 04/05/2000 MCRT#: 986 Div: D9D6D5 Cav: SecCls: -
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Manl-ID: LHBSA LEGAL HANDBCOK FOR SPECIAL AGENTS

'SECTION 7.  CONFESSIONS AND
INTERROGATIONS - S
**EfthQ: 04/28/1978 MCR&#: 9 . Di&: Dé Cav: ] _ .SeCC1S:
7-1 . IN GENERAL (See MIOG, Part 2, Section 7.)

The most important limitations on the admissibility of an
accused's incriminating statements are the requirements that they be -
voluntary; that they be obtained without|the govermment resorting to
_outrag€ous behavior;|and that they be obtained without violating|the |

| accused's right ‘to remain silent or to have a lawyer present. |

**EffDte: Q7/26/1999 MCRT#: 915 Div: D9V Cav: Se?Cls:

7-2 - VOLUNTARINESS

A conviction based on an involuntary statement, without -
regard to its truth or falsity, is a denial of the accused's right -to
| due process of law. |A|coerced confession will undermine the :

legitimacy of a ¢onviction.

**EffDte: 07/26/1999 MCRT#: 915 Div: D9 - cav: SecCls:

7-2.1 . Policy (See MIOG, Part 2, 7-2.1.)

. (1) It is the policy of the FBI that no ‘attempt be made
Lo obtain a statement by force, threats, or promises.  Whether an
accused or suspect will cooperate is left entirely to the individual.

- |1f ‘after being advised of his/her rights,. an in-custody suspect _. .
indicates that he/she wishes to remain silent or that he/she wishes an,
attorney, all interrogation must cease at that time. Agents are
reminded, however, that certain questions, such as standard booking
questions and public safety questions, do not amount. to. interrogation
for purposes of Miranda.| (See LHBSA, |Part 1,|7-4.) .

(2) During amr interview with a witness, suspect, or
subject, Agents should under no circumstances state or imply that
public sentiment or hostility exists toward such person. If, during
an interview with a witness, suspect, or subject, questions are raised
by such persons or if anything transpires which gives reasonable
grounds to believe that subsequently such questions or incident may be
used by someone in an effort to place an Agent or the FBT in-an
unfavorable light, an electronic communication regarding such
questions or incident should be immediately prepared for the SAC. The
SAC is responsible for promptly advising FBIHQ and the USA of such
questions or incident and FBIHQ must be promptly informed of all

79
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develbpments:
**EffDte: 07/26/1999 MCRT#: 915 Div: D9 Cav: f - SecCls:
|'7-2.2 . |Factors Affecting Voluntariness (Formerly 7-2.3)

{1) Courts use a “totality of circumstances" test when
determlnlng the voluntariness of an accused's statement. Although it
is not possible to predict in every case whether a court will find,
under all the circumstances presented, that' the statement was a
product of the accused's free will or a product of coercion, there are
predictable factors that a court will examine in making its- -

. determination. Those factors include the following:

| _ “{a) NétiﬁicabionAof charges;

) (b) BAge, intelligence, and experience of the
accused; ' : . . .

| - (c) Physical condition of the accused;

. - {d) Pphysical abuse, threats of abuse, use of
weapons, number of officers present;

f| ] ’ (e) Threats and psychological pressufe;
'(fl_.Ppéxatign: food, . sleep, mediqgtiqqz
| ' N (g) I;oletidﬁ, incbmmunicedo inte;rogatie;;

[ » (h)’ Duratiqn.of éuestiening} (
_[ (i) Trickery, ruse, deception;

(. - (3) Advice of rlghts, and

| -‘ (k) Promlses of lenlency or other 1nducemente

. "{2) It must be kept in mind that the above factoré are’

merely illustrative. The presence of any one or more of the factors
mentioned above w111 not necessarlly make a statement 1nvoluntary I

**Efthe:‘07/26/1999 MCRT#: 915 Div: D9 | _ cav: SecCls:
] 7-2.3 |Moved to 7-2.2|

**EffDte: 07/26/1999 MCRT#: 915 Div: D9 -  Cav: SecCls:
7-3 " ™" WARNING OF RIGHTS - -

+*EffDte: 04/28/1978 MCRT#: 0 _ Div: D9 . cav: SecCls:

80
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( : . o  ALL INFORMATIZN CONTATHED
: : HEREIN 135 UNCLASSTFIED
12-07-2009 BY £517% DMH/nis

A Report to the American People
on the Work of the FBI
1993 - 1998

Louis J. Freeh
Director

C'hapter 1: Law Enforcement.Ethics and Fairness

Nothing is more important to the present and future success of the Federal
Bureau of Investigation than the ethncs and integrity of its Special Agents and
_other employees

lf the rule of law is to prevail, law enforcement must be fully supported by the
public—and the public will ultimately support only those law enforcement officers
who are completely law-abiding. :

This is the reason that dunng the past five years I‘have placed a top prlonty on:

« The creatlon ofa “Bnght Line" that all FBI employees must follow in thelr .

professional and personal conduct.
o Development of a more effective ethics program through creatlon ofan
. expanded Office of Professional Responsibility to investigate allegations
of employee misconduct and provide appropriate sanctions against
those who break FBI regulations.
s New, intensive ethics training for Special Agents

Atthe same time, the FB! has taken steps to make certain that the disciplinary

processes are fair and timely for all employees accused of misconduct. The FBI

-is dedicated to upholding the law and protecting the rights of all persons being .
investigated'in any type of case. It is only fair and just that the full protections of . S -
due process afso be extended to FB! employees who are belng investigated for

alleged wrongdoing.

The FBI also believes in the public's right to know as much about its operations’
as can be released consistent with the law and security considerations. In view
of that, the decision was made to publicly release late in 1998 a report on the.
disciplinary actions taken by the expanded Office of Professicnal Responsibility.
The report was made. available ta the news media-for nationwide distribution to
the publlc Annual reports will be made publlc in the future.

Core Values

To accompllsh the FBI's mission, we must identify and follow core values. They
all relate to uncompromising integrity. The public expects the FBI to do its
utmost to protect the people and their rights. The publlc also expects and
deserves, total honesty by FBI personnel.

. FB1024231CBT
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The FBI rejects the false notion that an FBI Agent can have two sets of core
moral values—one for on the job and another for his or her personal life.

The FBI's core values have.been plainly stated to its employees: rigorous
obedience to the Constitution of the United States, respect for the dignity of all

" those we protect, compassion, falrness and uncompromising personal and
institutional integrity.

As | have told FBI employees, observanceof these core values is our
guarantee of excellence and propriety in performing the Bureau's national
security and criminal lnvestrgatlve functions, Wthh touch the lives of all
Amerlcans

Personal and institutionat intégrity reinforce each other. We must have such .
integrity. We owe it to the nation in exchange for the sacred trust and great
authority conferred upon us. :

Bright Line

In 1984, | created the "Bright Line" policy, designed to enhance the integrity and
mdependence of the FBIL. The "Bnght Llne" puts all emplayees on natice as to
what is expected of them.

The FBI must constantly strive to be a positive force in our society. How the FBI
is viewed by Americans—and how FBI employees view themselves-—ls a crucial
factor to succeedmg in our many difficult missions.

In addmon F BI employees must uphold and revere core values thatinclude -
integrity, reliability, and trustworthiness. Any employee whose conduct is at
odds with those core values forfeits his or her right to FBI employment.

While this list is not all inclusive, there are clear examples of behawor for whrch
employees can expect to be dismissed. They mclude .

o Lyrng under oath. :

o Failure to cooperate during an admrnrstratrve inquiry when reqwred to do so by
law or regulation.

o Voucher fraud. .

o Theft or other unauthorlzed taking, usmg or dlverSIOn of government funds or
property. -

o Material falS|ﬁcat|on of investigative activity and/or reporting.

o Falsification of. documentation relating to the dlsbursement/expendlture of
government funds.

o Unauthorized dlsclosure of classified, sensrtlve Grand Jury, or Tltle 1 material.

Atthe same time, there is firm discipline for lesser incidents of misconduct.
| have always summed up the "Bright Line" concept in clear, simple terrns:

| believe in the basic truth that lying, cheating, or stealing is wholly lnconsrstent
with everythlng the FBI stands for and cannot be tolerated.

After creating the original “Bright Line," | Iater developed other important "Bright '
Lines" regarding employee conduct—one covering sexual harassment and the
other alcohol abuse.

Page 2 of 6
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" Regarding sexual harassment, it is my belief that there is ng place in the work

“‘environment for discrimination. or harassment of any nature. Such conduct will
simply not be tolerated in the FBI under any cwcumstances Every employee is .
held to this standard.

Clear procedures have been created to process complaints and FBI
management officials will promptly investigate such incidents. Disciplinary
action will be taken against such misconduct, and the discipline can range from
an oral reprimand to dismissal. FBl employees are assured they can seek
redress without fear of reprisal from anyone.

, ‘Alcohol abuse is also a serious problem that must be met in two ways—FBl-
sponsored treatment programs to aid those who abuse alcohol and discipline
for those who violate FBI regulations.

FBI policy forbids use of alcohol for employees while on duty. Since SpeCIal

Agents must be available for duty on a 24-hour basrs they must take affirmative -

steps to make certain they are fit for duty at all times. There is severe _
administrative action for alcohol-related misconduct. | take a particularly serious !
view of those who drive while under the influence ‘of alcohal or while

intoxicated, whether on or off-duty, and termination of employment may resulit.

Office of Professional Responsibility

To'implement the new ethical standards most effectively, the FBI's discipiinary
structure and procedures have been reorganized, streamlined, and expanded,

Previously, key functions on ethics matters were in different FBI divisions. It
-made sense to consolidate them, and in 1997 the disciplinary investigations
prograrh and the adjudications program-were combined in a new and separate *
- Office of Professional Responsibility (OPR). OPR was further upgraded by my
appointment of an Assistant Director of the FBI as its head. To fill this important
position, | went outside of the FBI and selected -a distinguished career
prosecutor and senior official of the' Department of Justice. At the Department,
he had extensive experience in extremely sensitive internal integrity - '
.investigations and achieved a national reputation for'landmark achlevements in
the prosecutlon of organized cnme cases. :

With its resources doubled, the new OPR was able to srgnrﬁcant!y improve
‘performance in all of its responsrbrlmes and to create enhanced procedures for
dealing with allegations of employee mrsconduct

This consolrdatlon trend continues, and | have placed staff and responsibilities -
of the Office of Law Enforcemeént Ethics in OPR. Among other things, the office .
*conducts the ethics training program for.the FBI's Special Agent Trainees. This
change will ensure that the entire OPR program is strengthened. The OLEE
tramrng program compliments the FBI's standards-of-conduct training program,
which is administered by the FBI's Office of the General Counse} (OGC).

‘Together, the two programs ensure that all FBI Agents and support personnel

.are well versed in both the standards-of-conduct and the broader ethical

precepts that govern law enforcement OGC and OPR coordinate the OLEE
ethrcs curnculum

The OPR framework now provides great efficiency for all aspects of this

complex area of allegations of misconduct by FBI employees and increases the
aftention given to both internal ethics and discipline. It provides the logistics and
mechanisms to ensure applrcatlon of the most forward-looking policies.

FBI024233CBT
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At the same time, OPR brings greater rights and transparency to the important
process of increasing objectivity and fairness for'all employees, which are
essential in any government dedicated to the rule of law.

For example, employees are now permrtted counsel-during disciplinary
interviews. In addition, they have greater discovery and hearmg rights as weli
" as the right to appeal to a neutral board.

" My goal is for the American public, as well as all employees, to have total
confidence that the disciplinary system is fair and promptly identifies and

_ punishes misconduct, without fear or favor. | am proud of the men and women
.of the FBI who carry out their work with total honesty and integrity. By erecting
rigorous safeguards, we can reduce impropriety to the absclute minimum.

The only way to maintain the consi_stent.e'xcellence which has madé the FBl a
world-wide law enforcement model i5 to insist upon, to merit, and to relentiessly
execute the responsibility to police ourselves.

A new public OPR report shows that, in Fiscal Year 1997, 212 FBl employees
out of a work force of 28,000 persons, or 0.8 percent of the total staff, were fired
or disciplined for serious misconduct. Three Special Agents and 16 support
personnel were drscharged and 96 Special Agents and 97 support employees |
were disciplined for improper behavior. In addition, 38 employees.were

.- terminated during probationary employment, resigned, or retired while they
were the subjects of pending OPR investigations. Such separatrons however,
may accur for nondrscrplmary reasons.

The FBI must have uncompromrsrng integrity, and I wrll do everythrng wrthrn my v
.power taachieve that goai. \ R h

Ethics Training

One of the maJor trarnmg breakthroughs that has beer achieved at the FBlis © .
the addition of ethics and integrity training for the new Special Agent curriculum -

" and management training at the FBI Academy at Quantico. Ethics is the golden
thread which runs throughout our training. It often is the difference between )
correctly applying the awesome power of law enforcement and conduct that
undermines the rule of law. . -

. Since 1994, the FBI has trarned more than 3,700 new Special Agents. Because
they will serve through the first quarter of the next century, the education they
receive as new Special Agent Trainees builds the foundation for the future
success of the FBI and the safety of society. In the 16 weeks of Special Agent
training at Quantico, the FBI teaches new Agents the toals, techniques, and
Iskrlls which they will need to operate most effectively in.enforcing hundreds of
aws.

Their grave responsibilities will include investigation of violent crime, ctrug
trafficking, terrorism, espionage, civil rights, public corruption, envrronmental
crimes, and white-collar crimes that rob the public.

Among the most crifical training they receive is law enforcement ethics. A
strong foundation in ethics directs the choices and decisions that these agents
will have to make every day for decades. Without this strong foundation, our
criminal justice. system can be easily exploited by law ‘enforcement officers
sworn to protect the public, thereby subverting the confidence of the people we.
serve.
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| believe so strongly in the importance of this training and its application to the
law enforcement cuiture that | approved the creation of the Office of Law
Enforcement Ethics in 1996. So far, this office has instructed more than 2,600
Special Agent Trainees, plus Special Agents in the field, FBI Headquarters
personnel, and over 6,000 local, state, and foreign law enforcement officers.

The topics of the ethics training include the higher ethica! standard required of -
FBI personnel due-to jurisdictional responsibilities, the ethical basis of the
Constitution, classic philosophy on ethics, and the nature of crlmmal and

serious mxsconduct

Other topics include causes and prevention of law enforcement corruption, use
of deception by law enforcement officers, ethical problems unique to law
enforcement; and the relationship of ethics to law enforcement. All personnel
are also trained in the standards-of-conduct governing Executive Branch -
employees both upon initial employment and annually thereafter, as prescribed -

- by the Office of Government Ethics. Standards-of-conduct training includes
discussion of the rules governing the acceptance of gifts from-outside sources,
conflicts-of-interests, outside activity limitations, and other matters. Personnel
who are eligible for retirement are also briefed on the laws governing post-
government service employment restrictions.

As an indication of the subject's importance, the training program for all new
Special Agent Trainees now includes a 16-hour intensive course in ethics, and
ethics matters are stressed throughout the entire training curriculum.-

At the conclusion of the training, the Speciat Agent Trainee must be.able to Ly

‘demonstrate the application of newly-learned ethical tools to actual situations in )

tha field, using both case studies and special scénarios. In addition; the Trainee - : e
must demonstrate an understanding of both moral philosophy and moral : ' - :
decision-making. Finally, each graduating class selects a member of the New

Agents Class to receive the Fidelity, Bravery and Integrity Award. This is the

highest award for a new Special Agent and recognizes the critical components

of law enforcement ethics.

- The Office of Law Enforcement Ethics also provides ethics instruction to foreign
law enforcement officers wha receive training at the FB! Academy. In addition,
- OLEE personnel provide instruction to Eastern European law enforcement
officers attending the Internationai Law Enforcement Academy at Budapest. .
. The FBI role is one of partnership—designed to increase the ability of the FBI-to
effectively combat international crime.

The concept of high standards for law enforcement is not new but it is
sometimesforgotten or ignored or given short shrift. We should ponder the - ™
words of Attorney General Charles Bonaparte, who founded the Bureau of
Investigation—which grew into today's FBL. In 1909, Bonaparte wrote to
President Theodore Roosevelt that he was determined “to establish a force of
well educated 1nvest|gators of good character; subject to extremely strlct

* discipline and supervision."

Every person in law enforcement should take to heart those words wntten
nearly a century ago.

"And they lead us to the key question:

Would Attorney General Bonaparte be satisfied with the state of ethics and
efficiency existing today in the FBI? | am confident that he would be, but that he
would believe, as | do, that we can and will become even better.
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'Director's Five-Year Report to the American People - Chapter 1: Law Enforcement Ethics... Page 6 of 6 ___
Compliance with the highest ethical standards is essential for all‘léw |
enforcement officers because one of history's darkest lessons teaches us what
happens when the law is subject to the most horrifying misuse by police. The
place was Nazi Germany and the time was the 1930s. The Nazi terror began

not by breaking the law but by using the law, as the Holocaust Memorial so
graphrcally shows us. :

Hitier persuaded the German. president to invoke a section of the German
constitution that in effect suspended all civil liberties, thus permitting ’
warrantless searches and seizure of property without due process. These
emergency decrees became the legal basis for the concentration camps in
which millions of innocent persons perished.’ .

The decrees were initially carried out not by the Gestapo but by the regular
civilian police in many cases. This is a lesson that no one should forget.
Democracy depends on law enforcement to protect the rights of all citizens and

" to rescue them from harm. When police fail in this great responsibility, suffering -
and death follow. This lesson must be foremost in the minds of all in the FBI.

The FBI is determined that the grim meaning of the Holocaust will not be
forgotten by ltS Special Agents :

{'OPCA Home Page | Table of Contents | Foreword | Exeooti\'/e. Summary |
. | Chapter 1| Chapter 2 | Chapter 3 | Chapter 4 | Chapter 5 | Chapter 6 |.
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"MAOP PART 1 SECTION 13 - | - | - Page11of23

( . ) (ALL INFORMATION IIIIITAIN'ED

HEREIN I3 UNCLAZ3IFIED _

) : DATE 12-07-200%9 BT ©5173 DMH/ /=
(b) Part B, Items 1, 2, 3, and 22 ‘

*EffDte: 04/21/1994 MCRT#: 226 Div: OP Cav: SecCls: '

13 10 PROCEDURAL RIGHTS OF PREFERENCE ELIGIBLE EMPLOYEES REGARDlNG

ADVERSE ACTIONS (See-MAOP, Part 1, 1-29, 1-30.3, 3-6.1, 8-1.11, 8-1.12.2, 10-6, 10-7, 13-11(2), 1313,
'14-4.1 & 14-4.2.) o

(1) A "preference eligible" employee who has completed one
year of current continuous service in the same or similar positions
within an agency may have certain rights when an adverse action is
proposed or taken against the employee. For the purposes of this
manual, an “adverse action" involves removal, suspension for. more

. than 14 days, reduction in grade or pay, or a furlough of 30 days or
less. Such an action may only be taken for such cause as will promote

- the efficiency of the service. (See Title 5, United States Code (USC)
Sections 7511-7513.) (See MAQP, Part 1, 21-1.)

2) Asa general matter a preference eligible employee includes

. an honorably dlscharged veteran who served on active duty-during a_ -
war or in a campaign or expedition for which a campaign badge has
been authorized; during the period beginning on April 28, 1952 and,
'endmg on July 1, 1955; or for at least 180 days during a period’
occurring after January 31, 1955 and before October 15, 1976 (with
exceptions applying to the National Guard and the Reserves). The term
also'includes certain disabled veterans. In addition, under certain limited
circumstances "preference eligible" can include an unmarried

" widow/widower of a veteran, the spouse™of a tisabled veteran, or the

mother of a deceased or disabled veteran. It does not include members
of the FBI-DEA Senior Executive Service. (See Title 5, USC, Section 2108.)

(3) With respect to adverse actions, the procedural rights of a
preference ehglble employee who has completed one year of current
continuous service are set forth at Title 5, USC, Section 7513. These
rights include: (a) at least 30 days’ advance wrltten notice stating the:
specific reasons for the proposed action, unless there is a reasonable
cause to believe the employee has committed a crime for whicha -

" sentence of imprisonment may be imposed; (b)a reasonable time of -
not less than seven days to answer orally and in writing and to furnish
affidavits and other documentary evidence; (c) the right to be
represented by an attorney or other representative; (d) a written

. decision which includes the specific reasons for the agency action;
(e) the right to appeal the adverse action to the Merit-Systems Protection
Board (MSPB) and, (f) the right to inspect documents which the agency
relied upon in arriving at its decision. As a general matter, appeals to the
MSPB by preference eligible employees are to be filed within 30 days
after the effective date of the adverse action.

(4) During the period of advance written notice, the employee may
be retained on active duty, be placed on administrative leave, be placed
on annual leave or leave without pay with the employee’s consent, or be
suspended without pay if the suspension does not exceed 14 days in length.

(5) Like nonpreference eligible employees, a preference
eligible employee who has compieted his/her one-year probationary

" period (see MAOP, Part 1, Section 21) may appeal an adverse action to
|the Assistant Director, lAdmlmstratlve Services|Division, FBIHQ. '
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(6) Any necessary notices to preference eligible employees will be
handled by FBIHQ.

(7) Upon receiving an employee's reply to the notice of proposed
dlscrpllnary action, FBIHQ will consider the reply and advise the employee
in writing of the final decision.

(8) A nonpreference eligible employee in an "excepted service"
agency such as the FB! is not LEGALLY entitled to the same procedural
rights afforded to a preference eligible employee in adverse action cases.

EffDte: 05/3_1 {2002 MCRT#: 1207 Div: OP Cav: SecCls:

]113-11 |JUSE OF AN INDEFINITE SUSPENSION IN PERSONNEL MATTERS (See MAOP, Part
'1,1-29.) -

| {1) Indefinite suspensions are defined by the FBI as the

|placing of an employee in a temporary status without duties and pay

Ipending |nvest|gat|on inquiry, or further agency action. The

lindefinite suspension continues for an indeterminate period of time

land ends with the occurrence of the pending conditions set forth in

|the notice of action which may include the completion of any * -

[subsequent administrative action. ‘An indefinite suspension may be

:limposed when it is determined that an employee's continued presence in

|the workplace will be injurious to the employee, to co-workers or the

Ipublic, to the FBI's operations, or to national security interests

{pending additional investigation into the underlying conduct of the

- .. |employee. Members of the FBI's Senior Executive Service (SES) are not . )
—=- ~covered by this policy. Rather, indefinite suspensionsinvolving - = & ;e mmen L m e e e

. Imembers of the FBI's SES are governed by the adverse action provisions o
' ]set forth in the FBl s SES policy.

| (2)An mdeﬁnlte suspensxon for more than 14 days is
|considered an adverse action under 5 CFR, 752.401(a)(2). Preference
|eligible employees are, therefore, afforded statutory entitlements
{which are set forth in Title 5, USG, Sectron 7613 and MAQP, Part 1,
113-10.

R I~ (3)See MAOP, Part 1, 1-28 for further lnformatlon
[concéming the use of an indefinite suspensron in matters- mvolvmg
Jrevacation of- a security clearance.|

~EffDte: 12/01/1994 MCRT#: 353 Div: OP_Cav-: SecCls:

[[13-11.1 Use of an Indefinite Suspension i.n Matters lnv_olving 'Crim.inal Conduct

| (1) Each incident involving suspected criminal conduct

- |will be considered from the viewpoint of whether the employee's
|continued. preseng:e in the. workplace is detrimental to the FBI in
[accomplishing its mission. Each incident involving suspected criminal
[conduct will be analyzed by the Personnel Officer, FBf, on a case-by-
lcase basis. In some situations involving a misdemeanor, such as same
|vehicular offenses, the continued presence of the employee in the
|workplace may not be detrimental and, therefore, indefinite suspension
las an administrative action would not be appropriate. Certain
|criminal conduct such as fraud against the government may form the
[basis for an indefinite suspension. These examples are not intended
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' |to limit the use of an indefinite suspenswn in matters mvolvmg

|criminal conduct.

| (2) Preference eligible employees (e.qg., certain
|veterans) may appeal indefinite suspensions to the Merit Systems
|Protection Board (MSPB). The MSPB has stated that an agency may take .
{an action to indefinitely suspend an employee if it has reasonable
- Jcause to believe that a crime has been committed for which a sentence
[of imprisonment may be imposed. The reasonable cause may be ‘
lestablished, for example, by an indictment or through a judicial
"|determination of probable cause. The arrest of an employee may not be
|sufficient to establish reasonable cause as required by the MSPB
labsent additional facts to justify the suspension. Nonpreference
leligible FBI employees do not have the right to appeal an indefinite
|suspension to the MSPB.|

. **EffDte: 12/01/1994 MCRT#: 353 Div: OP Cav: SecCls:

||13-11.2 Final Authority for Approval of Indefinite Suspensions |

| All indefinite suspensions will be reviewed and approved

~ |by the Personnel Officer, FBI, Personnel Division, FBIHQ.|

**EffDte: 12/01/1994 MCRT#: 353 Div: OP Cav: SecCls:

“13-11.3 Removal From-lndeﬁnite Suspen’sio'n

' |- An mdefnlte suspensnon will be termmated upon
{completion of the FBI's inquiry and decision concerning the status of
‘ithe employee (i.e., a decision to fully or partially allow the

[employee to retum to the work place or'to terminate employment with
jthe F Bl) | .

“EffDte: 12/(51/1994 MCRT#: 353 Div: OP Cav: SecCls:

' |l13-11.4'Back Pay Matters

| An employee is NOT entitled. to back pay for the period of
' |the suspension.|

“EffDte: 12/01/1994 MCRT#: 353 Div: OP Cav: SecCls:

rage 13 0123

[1]13-12] RESlGNATION TENDERED DURING PERSONNEL ACTION INQUIRYI(FORMERLY

13-11) (See MAOP, Part 1, 17-1.1.)]

P

(1).lt may be that an employee would rather submit hls/her
resignation than see the inquiry continue and face possible charges.
Division heads, SACs and other supervisory employees may, upon
conclusion of thelr findings, discuss with the employee what the -
intended recommendation to FBIHQ will be with respect to

- administrative action, being careful to peint out at the same time that

any formal action or charges will be made at FBIHQ. Accordingly, it
is permlssmle to discuss the pOSSlblllty of resignation with the employee

Tao.-_ oo oa finlne oo # e
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Duress, deception, intimidation or anything similar will not be tolerated
and must not be used to influence employee’s decision nor may
employee be denied adequate time, if requested, to make a decision
between resigning or seeing the inquiry continued. Employee should -
be advised of the Bureau's procedures for employee discipline and
that these procedures allow an employee the opportunity to rebut
.negative allegations and recommendations of his/her supervisors.
Employee should alsc be advised that a voluntary resignation might
preclude him/her from receiving unemployment compensation he/she
may otherW|se be entltled to.

(2) Should an employee involved in allegatlons submit his or her
resignation from the Bureau's service, such resignation should be
received and forwarded to F BIHQ. '

**Eff_Dte: 12/01/1994 lVlCRT#: 353 Div: OP Cav: éecCls:

13- 13 SCHEDULE OF DISCIPLINARY OFFENSES AND PENALTIES FOR FBI
EMPLOYEES (FORMERLY 13-12) {See MAOP, Part 1, 1:30.3 and 217 (4).)

»(1) This schedule isto be uéed only as a guide in determining”
appropriate discipline based on the violation of regulations by Bureau-
employees, This schedule is not all inclusive, and final determination
of the apprépnate disciplinary action warranted in each case will be
made by FBIHQ, except for those matters delegated to SACs and .
Assistant Directors (see 13-2(4) of this section for detalls) It should
_ be noted that the decision-making process utilized in determlnlng
appropriate action in disciplinary matters is extensive in nature and . S
involves input from every level'of management in FBIHQ. In addition, ==~~~  —*, e
consideration is given to Bureau policy and similar incidents previcusly. ) ' : -
resolved, as well as any aggravating or mitigating circumstances of the
case in pomt In some instances, discussions are held with the
- -Department of Justice and the Qfﬁce of Personnel Management before -
a final determination is made. In most instances, penalties for violations
‘of requlations will fall within the range of penalties set forth in this
schedule. In aggravated case, a penalty outside the range of penalties
* may be imposed. For example, supervisors and Bureau officials,
because of their responsibility to demonstrate exemplary behavior, -
may be subject to a greater penalty than is provided in the range of
penalties. The purpose of this schedule is not to remove the personnel
. management decisions made in all disciplinary matters but rather to
provide an example and guide which is used at FBIHQ and in the field
in connection with decisions made in regard to disciplinary matters.

(2) In regard to suspensions, it is noted that the Civil Service |
. Reform Act (CSRA) of 1978 provides that days-of suspension wili be
computed in terms of calendar days, not days worked. Therefore,
recommendations for a period of suspensmn will only be made in terms -
of calendar days. A period of suspension will always commence at the
" close of business, Friday of any given week. For example, . .
‘recommendation;of seven (7) days' suspension, if approved, will result - - - -
in a forfeiture of five days' pay whereas a recommendation of fourteen :
" (14) days' suspensmn will result in a forfeiture of ten days' pay. A '
period of suspensnon in excess of 14 calendar days is an adverse
Sc’;loln as defined in the CSRA of 1978 (see 13-10 of this section for
etails).

T (3) |A non-SES employee desiring to appeal any suspension
lfrom duty thhout pay and/or an adverse dlsmpllnary sanctlon will be

FBI024240CBT
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[required to file an appeal stating the grounds relied upon in writing.

- |Only employees who have completed the one-year (two years for Special
{Agents and forensic examiners) prabationary period required by the FBI -
|will be entitled to an appeal. This appeal must be filed within 30
|days following notification of the disciplinary action to the _
lemployee. The Deputy Assistant Director (DAD), Inspection Division
|(INSD), will serve as the primary official responsible for the
lappellate review of dlsc:lphnary matters which have involved a
“’Inon-SES employee's suspension from duty without pay for a period
lof 14 days or less (called a nonadverse action), unless :
[that disciplinary sanction was issued by the AD, OPR. Whenever the
|AD, OPR, serves as the deciding official in the suspension of a nan-
|SES employee in a nonadverse action, the AD, INSD, will'serve as the
|deciding-appellate official. The deoxsron of the AD or DAD, INSD, in:

. |such matters will constitute the final authonty within the FB! for
.|appellate review. . .

When a matter under appeal involves a suspension of more than 14 days, -
" [demotion or dismissal of a non-SES employee (called an adverse
laction), the AD, INSD, will establish a Disciplinary Review Board
[(DRB) to review the action taken by OPR.| .

* When disciplinary action is taken against SES members
or ASACs, the Deputy Director is the action authority. The Directoris
the final appeal authority for disciplinary actions taken by the Deputy
|Director. Thereafter, nonpreference eligible FBI employees in the
excepted service do NOT have a right to appeal a disciplinary action

to the Merit Systems Protection Board (MSPB). A "preference eligible"
employee who has ccmpleted one year of current continuous servrce
in the same, or similar positions in an agency, in addition to being -

* able'to appeal a disciplinary &€tion 3§ indic4dted above,may also- ~ -~ v R
appeal an "adverse action" (e.g., removal, suspension'for more than . o o e
- 14 days, reduction in grade or pay) to the MSPB. As a general matter,. . o ‘
appeals to the MSPB by preference eligible employees are to be filed -

within 30 days after the effective date of the adverse action.

[(See MAOP, Part 1,|13-2,]13-10, 14-4.1 and 14-4.2.)

| (4)[COMPOSITION OF A DISCIPLINARY REVIEW BOARD

| (a) A DRB will be composed of three voting members, .

[ each of whom is a member of the FBI's Senior Executive Service (SES)..
| After designation as members of a DRB, employees will be instructed to
| refrain from acquainting themselves with any facts or circumstances

| involving the subject of the appeal, except to review the record of

| the case. .

(b) The DRB will be chaired by the AD, INSD,
whenever the disciplinary sanction was lmposed by the AD, OPR In
instances in which the disciplinary action under appeal is decided by
the DAD, OPR, at the discretion of the AD, INSD, the Board may be
chaired by the DAD, INSD.

(c) A non-SES employee who appeals asusgension of
more than 14 days, demotion or dismissal will be permitted to
select one member of the DRB from a list of all FBI SES participants
except those serving at SES level 8, and thase who, due to the nature -
or geographical location of their assignments, have been determined.to
pose conflicts with the objective ahd expeditious character of DRB -
proceedings. This list will'be forwarded by the INSD to the

. employee's division head, and made available for the employee' s

review, upon request, by the division head or his/her desigriee (e.qg.,

FBI024241CBT
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_the Chief Division Counsel), who will then renod the employee's

selection to.the INSD. The third member of the DRB will be selected

‘randomly from the same list. After serving on the DRB, this third

member will be removed from the pool of SES participants eligibie for .
random selection (but not employee selection) for DRBs forthe
remainder-of the fiscal year. ‘

(d) An SES member who serves (or last sérved, in the

case of a dismissal) as an employee's rating or reviewing official

will not be permitted to serve as a member of a DRB which decides that

.individual's appeal of an adverse disciplinary sanction.

(e} If, after selection, a member of a DRB feels
constrained to disqualify himself/herself, a repiacement WIII be
chosen in the same manner the disquaizf ied member was selected.|

5 ) |INSD AND DRB AUTHORIW AND PROCEDURES

(a)'INSD, in an appeal from a suspension of 14
days or less, and a DRB, in an appeal of a suspension of more than 14
days, demoation or dismissal, will review the issues presented in
writing by the employee. The review will be of the employee'’s written
appeal; any response submitted by OPR, and any documentary record. If
the record of a disciplinary action taken under the auspices’of OFR is
insufficient to decide the merits of an appeal, INSD or the DRB may
remand the case to OPR and direct such additional investigation and

- findings as may be necessary. Nothing shall preciude INSD or a DRB

from requiring an oral presentation if consxdered helpful to a
resolution of the appeal.

~ e S e

(b) An’ appeal of a suspension of 14 days or ™Y .

) Iess will be decided by the designated INSD official. The decision of

a DRB in an appeal of a suspension of more than 14 days demotionor -

dismissal will be by maionty vote. . ’
(c) In exercising appellate authority, INSD and a

DRB may independently redetérmine the factual findings and/or the

penalty imposed. However, in the event that a different disciplinary

sanction is determined to be appropriate, that sanction must be

consistent with applicable disciplinary precedent.

(d) Aiter reaching la decision in the review of an

* appeal, INSD or a DRB will document its findings in wnting and-
*provide the employee a written decision.

(e) ifiNSD or a DRB finds that an employee has not
received the procedural protections in the disciplinary process to
which he/she is entitled, it may retain the matter for decision, e.g.,
when the matter involves harmless error, may refer the matter back to
OPR for corrective action; or may reverse or madify the action-of the-

'_ deciding official.

" (f) The decision of INSD or of a DRB concerning the
merits of an appeal involving a non-SES employee will constitute the
final decision of the FBI conceming the appropriateness of the
disciplinary sanction in the matter under appeal.

(g) Decisions by the INSD or a DRB in the appeal of

,disciplinary sanctions will be implemented no later than 60

calendar days after the appellate decision is rendered in writing.

v o‘ﬁ.ua_n:_um RART 19 -
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|4 These procedures will not apply to matters involviné an appeai of an

|adverse disciplinary action resultlng from an employee's loss of a
|security clearance.. '

| © The expansion of procedural entitlements in the appeal of disciplinary’
jactions will not include the right of appeal to the MSPB. The
|statutory-right to appeal an adverse disciplinary action to the MSPB
lis preserved for preference eligible employees, Existing policies
{governing indefinite suspensions, administrative leave actions,
jfitness for duty determinations and nonadverse actions will not be

- |affected by this expansxon of appellate procedures ]

| |(6)] The following definitions are furnished for lnformatlon This
schedule does not include discipline required by law or infractions
which, in addition to being a violation of Bureau rules and regulations,
are also a criminal offense. :

(a) Oral reprimand~Employees are advised of defi ciency or
infraction of regulations and notation made in personnel file relating
to the need for the official reprimand.

(b) Commented upon in annual performance rating—In this
instance, the infraction warranted more than an oral reprimand but
is not considered severe enough for official recognition in the form
of a letter of censure. This refers to work-related matters only.

(c) Censure-Official written reprimand.

(d)'Censure and probation—Official written reprimand which
~_ includes a minimum probatlonary period of 80 days for Specual
" Agénts and 60 days for other employees

(e )Censure probation and suspenSlon—Off icial wntten
reprimand which, in addition to a probatlonary periad, includes a
period of time in which the employee is removed from duty without pay.

(f) Demotlon-Any reduction in grade or pay
(9) Removal Dropped from the rolls of the FBl

] [(7) The standards by which all employees are held are set forth in
greater detail in this manual. For further reference, these standards of
conduct can be found in the Department of Justice Order 350-65

* captioned "Standards of Conduct," Executive Order 12764, and the
.ETHICS HANDBQOK which is distributed to all personnel.

| . |(8)] An employee may be censured when the cause for administrative
action is sufficiently aggravated as to require a written reprimand. At the

time FBIHQ makes a promotional decision, all relevant information including
the cause for a disciplinary matter, .including probation, is considered. - ’
FBIHQ expects the employee's superior to provide a strong favorable
recommendation when the employee has been the subject of disciplinary
action within the preceding 12 months. Ldck such'a recémmendation,

FBIHQ may determine that a promotion from one GS or Wage levei to
another should be delayed for a period of up to 80 days for suppor‘t
employees or up to 90 days for Agents (See MAOP, Part 1, 3-1.2.2(3) & (4).)

SCHEDULE OF DISCIPLINARY OFFENSES AND PENALTIES FOR FBI EMPLOYEES

1. Unexcused or unauthonzed absence of 8 hours or less
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Applies to: All- Personnel

First Offense - Oral Reprimand to 3-day suspensjon
Second Offense - Oral Reprimand to 5-day suspensron
Third Offense - Oral Reprrmand to removal

2. Excessive unauthorlzed absence (in excess of 8 hours)
~ Applies to: All Personnel

First Offense - Oral Reprimand.to 5-day suspension
Second Offense - Oral Reprimand to 15-day suspension
Third Offense - Oral Reprimand to removal

3. Work deﬁcrencres and/or rnattentron to duty (See MAOP Part1 8 8-1.11 11 B
Applres to: Agent Personnel

* First Offense - Oral reprrmand to removal
Second Offense - 5-day suspension to removal
~Third Offense -15-day suspensron fo removal

Applies to: Non—Agent Personnel (Exciudmg Frngerprrnt Examiners,
Information Services Section, Criminal Justice Information Services
Division, for whom standards of production and accuracy, as well
.as mlnrmum penaltres have been established.)

First Offense - Oral reprrmand to removal
Second Offense - 3-day suspension to removal
Thlrd Offense 5-day suspenslon to removal

4, lnsubordrnatron (See MAOP, Part 1, 8 1 11.)
Apphes AII Personnel.
First Offense - Censure to.removal

Sécond Offense - 5-day suspension to removal -
Third Offense - 15-day suspension to removal

5. Unauthonzed possessron of use of, or loss or damage to government L
property other than motor vehicle or arrcraft B

Applres to: All Personnel

First Offense No action to removal
Second Offense - Oral reprimand to removal
“Third Offense - Censure to removal

8. ***Unauthorrzed possession of, use of, loss of or damage to
government-owned or -leased motor vehicle or aircraft

Applies to: All personnel
First Offense - Oral _reprimand'to removal

Second Offense - 3-day suspension to removal
Third Offense - 5-day suspension to removal

***Title-31, U.S. Code, Section 1349(b), provides a minimum of 30 days'
suspension for employee who willfully uses or authorizes the use of any

government-owned or -leased motor vehicle or aircraft for other than official
purposes. (See MAOP, Part 1, 1-3.1.)
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7. Traffic violations
Applies to: Al personnel
a. Aggravated (all types)
First Offense - Oral reprimand to removal
Second Offense - Oral reprimand to removal

Third Offense ~Oral reprimand to remova{ ‘

b. Driving Under the lnﬂuence or While lntoxncated (See MAOP
Part 1, 1-30.3 and 8-1.12.2))

First Offense - 30-day suspenéion to removal
Second Offense - Removal

8. lilegal use of contr’olled substance (drugs _and'marijuana)"
Applies to: All personnel

First Offense Censure to Removal
Second Offense - Removal

9. Criminal; dishonest, immoral, infamous or notoriously disgraceful conduct
"Applies to: All personnel
" First Offense = Oral reprimand to removal -
_ Second Offense - 5-day suspension to removal
Third Offense -.30-day suspension to removal
10. Failure t3 honor conﬁrmed financial obligatipné
i Apphes to All personne|
Frrst Offense - Oral reprimand -~
Second Offense Oral repnmand
Third Offense - Oral reprimand to removal
11..Unauthorized disclasure of information from Bureau records

Applies to: All personnel

First Offense - Oral reprimand to removal
Second Offense - Removal

12. Falsification of official documents and/or records'
Applies to: All personnet -

_First Offense - Oral reprimand to removal
Second Offense - Removal

13. Availability
] Applies; to: Al personnel'

First Offense - Oral reprimand to removal
Second Offense - Oral reprimand to removal
Third Offense - Oral reprimand to removali
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. 14. Fitness for duty (oyerweight)
Applies to: Agent Personnel
First Offense - Oral reprlmand
Second Offense - Oral reprimand to 5-day suspensnon
Third Offense - Oral reprimand to 15-day suspension
15. Smoking regulations (See MAOP, Part 2, 2-1.6.)
- Applies to: All personnel
Fifét Offense - Oral reprimand to censure
Second Offense - Oral reprimand to 5-day suspension
~ Third Offense - Oral reprimand to 14-day suspension .
." 16. Security violations for:
Applies to: All personnel
a. Loss of classified/sensitive informafion
First Offense - Censure to removal.
Second: Offense - Suspension to removal
Third Oifense - Suspension to removal
b. Mishandling ciassxﬂed/sensmve information by: iniproper

removal, storage (to include unlocked/unsecure safes, vaults, .or
cabmets) dlsposal transpomng, reproductlon transmlttal or access.

Applies to: All personnel N T
Flrst Offense - Oral reprimand to renﬁovél\
Second Offense - Censure to removal
Third Offense - Suspension to'removal
C. Compﬁters |

Appliés_ to: All personnel
Medium Risk
1. Féjlure to properly I'ab:el ADP étqragé media
2. Unauthorized Software _
3. Unlicensed Softwére
. 4 Nonofﬁciai use of FBI computers
" 5. Introduction of malicious code

First Offense - Oral reprimand to removal -

Second Offense - Censure to removal

Third Offense - Suspension to removal
High Risk

1. Misuse of accessor |Ds and passwords

FB1024246CBT
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. MAQP PART 1 SECTION 33 o ‘ , ) ’ Page 21 0of 23
2. Improper maintenance '
3. lmproper eqﬁipmeht and media disposal

o . 4. Failure to mamtam proper control of FBI mlcrocomputers
g and ADP storage media

5 Unauthonzed telecommunlcatlons

6. Unauthorized access to FBI computers or networks or
exceeding authorized codes

First Offense - Censure to removal
Second Offense - Suspension to removal
. Third Offense - Suspension to removal
"d. Routing of "Top Secret" or SCI information by telelift system,
mail-mobile, pneumatic tube, U.S. Postal Service, or other commercial
mail servnce '
' Apphes to: All personnel
First Offense - Oral repnmand to removal A
Second Offense - Oral reprimand to removal
_Third Offense - Censure fo removal

**EffDte: 07/29/1999 MCRT# 916 Div: OPDOSY Cav SecCls:

13131 |Moyed to 13144, . -

**EffDte: 12/01/1994 MCRT#: 353 Div: OP Cav: SecCls:

']13-13.2 |[Moved to 13-14.2]

~EffDte; 12/01/1994 MCRT#: 353 Div: OP Cav: SecC‘Is:

[13-13.3 [Moved to 13-14.3]

~EHDte: 12/01/1994 MCRT#”. 353 Div: op Cav: SecCls:

[13-13.4 [Moved to 13-14.4]

**EffDte: 12/01/1994 MCRT#: 353 Div: OP Cav: SecCls:

[13-13.5 |[Moved to 13-14.5|

**EffDte: 12/01/1994 MCRT#: 353 Div: OP Cav: SecCls:

[13-14 DISCIPLINARY PROBATION (FORMERLY 13-13) (See MAOP, Part 1, -30 3 l8 -1.12.2.)}
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Drscrphnary probatlon is a corrective and/or punrtrve procedure ’
{(which may be imposed with censure and/or suspension when so
dictated by the factual situation) to closely monitor an employee's
performance with intent to provide counsel and correction during a’

specified period of time. During the disciplinary probation period, a
denial of certain employee beneﬁts may be rmposed

**EffDte: 04/02/1996 MCRT#: 525 Div: OP Cav: SecCls:

1113- 14 1| Purpose of Dlsclpllnary Probatron](Formerly 13-13. 1)|

. "To provnde the employee w1th notrce that the partrcular area of . N
inefficiency, delinquency, or poor judgment, etc., will be.afforded
close scrutiny for a specified period of time. During the period of
disciplinary probation, the employee is expected to make a
concerted effort to improve in the deficient area.

~EfiDte: 12/01/1994 MCRT:#: 353 Div: OP Cav: SecCls: - -

[13-14.2] Length of Disciplinary Probation|(Formerly 13-13.2)]

The length of the disciplinary probation period is flexible and will
be determined by the Director or Director's delegated representative.
In most cases the original disciplinary probation period will be 90 days

. for Special Agents | and 60 days for support employees.’

**_Efthe. 12/01/1 994 MCRT#: 353 Div: OP Cav..SecCls:

[1]13-14.3] Effects of D.isciplinary Probation on Employee |(Formerly 13-13.3)]
Dunng the penod of dlscrplrnary probatlon an employee
(1) will not be promoted from one GS or Wage Board level to another

(2) Will not be considered for advancement within the Executive.
Development and Selection Program of the Bureau;

" (3) Will not be considered for a Personnel Resource List Transfer;
{4) May have a promotion delayed for a period of time not to exceed the
period of disciplinary probation if the action occurred during the preceding 12
" months and has not been offset by a strong favorable recommendation for
promotion from the employee's supenor The ﬁnal detennmatlon will be made , - -
by the Personnel Officer at FBIHQ. '

**EfiDte: 12/01/1994 MCRT#: 353 Div: OP Cav; SecCls: -

J1113-1 4.4] Application of Disciplinary Probation .l(l’:orrnerly 13-13.4.)[

An employee will be placed on disciplinary probation only when the cause for
administrative action is work performance related or work-related. , :

(1) Work performance considers the technical competence aspect ofan’
employee.

FBI024248CBT
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(2) Work-related action mvolves judgment, common sense and the lmpact
the cause has on the pubhcs perception of the FBI.

~EffDte: 1?JO1/1 994 MCRT#: 35_3 Div: OP Cav: SecCls:

11113-14.5) Removél from DiSciplinary Probation l(Férmerly 13-13.5)]

(1) At the expiration of a dlsmplmary probation penod the Admmlstratlve

Summary Unit, Personnel Division, will activate a computer entry into the

Bureau's Personnel Management System to remove the employee from probation. -

No paperwork will be involved on the part of the SAC/AD or FBIHQ for this process
“to occur. However, should the SAC/AD choose to,recommend that an employee -

remain in a probationary status due to continued deficiency in.the area for which

the employee was disciplined, the Administrative Summary Unit should be,
telephonically advised just prior to the end of the period, followed by an appropnate
‘communication detailing the basis for same. 1t is important that a tickler be set in
the respective divisions so this matter can be followed closely..

(2) As a guideline in recommending that an employee in a probationary status

- be continued in this status, the employee must continue to be deficient'in the area

for which they had been initially disciplined. If the employee is deficient in another -
area, this would not be sufficient justification to continue the initial probationary
status. If additional problems are identified, the SAC/AD should seriously
consider recommending an additional disciplinary action to address the other-
deficient areas, whether it be performance or conduct refated.
**EffDte:. 12/01/1994 MCRT#: 353 Div: OP Cav: SecCls:
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