
USA_BLM_00465



From: @mt.gov>
Sent: Tue Apr 24 2018 08:11:44 GMT-0600 (MDT)
To: @blm.gov>
Subject: [EXTERNAL] RE: Pipeline protest on the East Coast
Attachments: image001.png

 
Thank you very much.  I’m glad it was well received.  Thank you so much for the photos keep them coming.  Let me know if you have any questions.  Stay in
touch.
 
 
        
Sgt. 
Detachment 321 Commander
Montana Highway Patrol
2550 Prospect Ave.
Helena, MT 59620
Cell:    (406) 
Fax:     (406)
           

cid:im

                     
 
"Service    Integrity     Respect"
 
From: @blm.gov> 
Sent: Monday, April 23, 2018 1:39 PM
To: @mt.gov>
Subject: Pipeline protest on the East Coast
 
Sgt ,
 
Just wanted to thank you for the training last week at our BLM In-service it was well received! I mentioned a ongoing protest against a pipeline
out East and I just wanted to pass along some info on that. I will forward you several e-mails from my agent out there that is coordination with the
Forest Service on this.
 
Hope the info is helpful and please let me know if you have any questions.
 
Thanks,
 

 
--

Special Agent -in- Charge
Region 4 (CO / ES, MT / DAKs, WY)
Bureau of Land Management
Office of Law Enforcement and Security
Office - 303
Cell -  503 
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FEDERAL OPERATIONS PLAN  
KEYSTONE XL PIPELINE
PUBLIC SAFETY ISSUES

Draft: 4/5/18

Prepared by the United States Attorney’s Office with input from   .
Contains law enforcement sensitive and attorney work product information.
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PURPOSE

Anticipating the commencement of construction activities on the TransCanada
Keystone XL Pipeline (pipeline) beginning in the spring or fall of 2018, the United 
States Attorney’s Office and affected federal agencies collectively adopt this plan 
of operations to facilitate the deployment of federal law enforcement resources to 
assist with the law enforcement response to pipeline construction and protest 
activities along the pipeline route. This plan of operations supplements the Threat 
Assessment from the Montana Analysis and Technical Information Center dated 
11/27/2017 with a summary of available federal resources; it is not intended to 
preempt future decision-making by any federal agency with regard to any request 
for a federal response, or violations of federal law within the jurisdiction of the 
United States.  

BACKGROUND

The proposed pipeline route passes through six counties in Montana from north to 
southeast: Phillips, Valley, McCone, Dawson, Prairie, and Fallon (see attached 
map).  It will pass through mostly remote farming and ranching communities.  
Approximately 45-55 miles of pipeline will pass through federal land held by the 
Bureau of Land Management, the Bureau of Reclamation, the U.S. Army Corps of 
Engineers, and the U.S. Fish and Wildlife Service.  The pipeline will cross three 
major rivers in Montana: the Milk, Missouri and Yellowstone. 

For reasons outlined in the MATIC Threat Assessment, construction of the 
pipeline is highly controversial and will likely generate significant opposition from 
protest groups during construction.   Since pipeline construction will generally 
occur from north to south, Montana can expect to host a significant portion of the 
protest activity during the early construction phase.  We expect the protest activity 
to be concentrated at significant river, border, and highway crossings, including the 
U.S.-Canadian border crossing, the Missouri crossing near the Fort Peck Dam, and 
the Yellowstone/Interstate crossing west of Glendive, Montana.  Federal lands 
exist near each of these sites. The pipeline construction firm, TransCanada, expects 
to build temporary construction worker camps along the pipeline route.  It 
tentatively proposes four camps in Montana near the towns of Hinsdale, Nashua, 
Circle, and Baker.

USA_BLM_00469



Page 3 of 23 
 

USA_BLM_00470



Page 4 of 23 
 

CRITICAL SITE ANALYSIS

U.S.-Canadian border—Phillips County: The pipeline route crosses the 
international border in a remote portion of Phillips County that is not served by any 
major highways or towns (approximate location in red). In that area, however, the 
pipeline route is surrounded by large amounts of federal public land held by the
BLM. 
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Missouri River crossing—Valley and McCone Counties: The pipeline is to be 
directionally drilled beneath the Missouri River within a mile of the Fort Peck 
Reservoir spillway, a portion of the critical infrastructure related to the largest 
reservoir in the state. The river crossing from Valley to McCone Counties is
within a mile of the Fort Peck Reservation in the east, approximately five miles 
south of U.S. Highway 2 (approximate location in red).  The Fort Peck Tribe’s 
water intake system lies about 35 miles east.  The south side of the river crossing at 
that location is an amalgam of federal public land held by the Corps of Engineers, 
the BLM, BOR and USFWS.  Per 36 C.F.R. § 327.26, the Corps land is subject to 
the criminal jurisdiction of the State for petty offenses with the federal government 
retaining concurrent jurisdiction.
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Yellowstone River crossing—Dawson County:  the pipeline is to be directionally 
drilled beneath the Yellowstone River approximately 20 miles west of Glendive
(approximate location in red).  The crossing is on private land, although there are 
large amounts of BLM public land as close as five miles from the crossing, 
particularly in Prairie County.  The crossing is within three miles of Interstate 90 
near the Bad Route Road exit.  
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FEDERAL AGENCY RESOURCES

FBI
2929 3rd Ave. North
Billings, Montana  59101
Contact: , SSRA
  (406)
  SA
  406-
  @fbi.gov
  Analyst
  406-
  Cell: 310-
  @fbi.gov

In addition to its general Title 18 jurisdiction, the FBI, Billings Resident Agency,
will have primary authority for investigating major crimes occurring within the 
Fort Peck Reservation and for the protection of critical infrastructure along the 
pipeline corridor, including the pipeline itself and the Fort Peck dam and spillway. 
The FBI will have primary investigative authority for all national security 
investigations, including but not limited to international terrorism, domestic 
terrorism, and weapons of mass destruction, regardless of the statutes charged.

Available resources include:

six agents to respond to pipeline-related incidents; 
critical incident response team for domestic terrorism or threats to critical 
infrastructure;
analyst support; and
command center resources including the Virtual Command Center for 
centralized management of incidents occurring in multiple locations.

BLM  
5001 Southgate Drive
Billings, MT  59101
Contact: @blm.gov
  Chief Ranger
  Desk: 406
  Cell:  406-
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BLM has jurisdiction and patrol responsibility for BLM land.  Barring a significant
incident on BLM land, BLM anticipates that its response role will be to assist with 
the local law enforcement response.  Additional MOUs with the state and counties 
may be necessary for this to occur.  BLM is not currently anticipating any land 
closures or land use prohibitions beyond the regulations in place.  Large gatherings 
on BLM land require a permit.  BLM may also impose fire restrictions during 
summer months.  

Available resources:

a Chief Ranger and three agents available for investigations;
portable radio repeater technology available to provide consistent co 
for secure communications to remote sections of the pipeline corridor;
portable medical unit;
management may activate a response from BLM rangers throughout 
the region as a force multiplier on an incident basis.

 

U.S. Attorney’s Office
2601 2nd Ave. Billings, MT  59101
Contact:  @usdoj.gov
  First Assistant U.S. Attorney
  406-
  Cell  406-
   
  @usdoj.gov
  Intelligence Specialist
  Desk: 406
  Cell: 406
   

The USAO will coordinate the federal response, provide legal advice, prosecute 
federal cases derived from the pipeline response, and communicate incident 
developments to the Department of Justice Office of the Deputy Attorney General
and to the National Security Division’s Counterterrorism Section.  The 
Counterterrorism Section will provide litigation support in the event of a 
significant terrorist incident.
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Available resources:

AUSA prosecutors for individual case assignments;
Joint Terrorism Task Force expertise including AUSA

intelligence analyst support. 

Border Patrol
Havre Sector
2605 5th Ave. S.E.
Havre, MT  59501
Contact:
  PAIC, Havre Sector
  Desk: 406
  Cell: 406
  @cbp.dhs.gov

Border Patrol will be the primary federal responder for incidents at or near the 
international border. Border Patrol anticipates that it will patrol north of Highway 
2, with efforts concentrated nearest the border. It will be able to process Central 
Violations Bureau tickets for assaults and other violations near the border, such as 
failure to report at a border crossing.  Border patrol will not be enforcing trespass 
violations involving either federal or private lands. It can assist with 
communications and provide training to local law enforcement and tactical support 
for border-related incidents.

Available resources:

approximately 10 agents in the sector;
SWAT (BORTAC) and EMT/Search and Rescue (Border STAR) Units
air unit (Great Falls) and drone assets (N.D.).
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ATF
2929 3rd Ave. North
Billings, MT  59101
Contact: RAC
  406
  SA
  406-
  Cell: 406
  @atf.gov

ATF has the primary investigative authority over firearms violations and 
explosives.  Will coordinate with DCI on arson investigations.  Has capacity to 
deal with potentially violent targets through the use of the federal firearms laws.  

Available resources:

certified fire investigators
undercover personnel
ied and Molotov cocktail investigations
radio technicians can assist with communications coordination
emergency bullet analysis and firearms tracing.

U.S. Army Corps of Engineers
Fort Peck Dam

Contact: 406
  @usace.army.mil

The Army Corps of Engineers has a primary role in protecting the critical 
infrastructure at the Fort Peck Dam.  Patrol and security responsibilities on that site 
may need to be arranged by the Corps with the Federal Protective Services.
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BIA
2021 4th Ave. North
Billings, MT  59101
Contact: SAC
  406
  ASAC
  Cell: 406
  @bia.gov

Provides law enforcement support and investigations in Indian Country.  Will 
provide technical assistance on the Fort Peck Reservation.  

Available resources:

patrol officers for incidents affecting Fort Peck Reservation;
mobile command post and portable communications trailer.

U.S. Marshals Service
2601 2nd Ave. North
Billings, MT  59101
Contact: Acting Marshal
  406-
  
  406
  @usdoj.gov

U.S. Marshals Service role as yet undefined.  May assist with fugitive warrants and 
prisoner transport.  

Available resources:

20-24 operation personnel available, more if necessary; 
Violent Crime Task Force.

NPS
Contact: L.E. Ranger
  307
  @nps.gov

Can provide law enforcement support to other Interior Department agencies.    
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Department of Transportation
Pipeline Safety
Contact:
  720-
  Cell: 303
  @dot.gov

Transportation Security Administration
Intelligence Specialist

Contact: 406
  Cell: 571
  @tsa.dhs.gov

U.S. Forest Service
Custer N.F.
3710 Fallon St.
Bozeman, MT  59718
Contact: SA
  406-
  @fs.fed.us

INCIDENT RESPONSE

The federal agencies anticipate a tiered response to pipeline incidents.  

Incidents along the pipeline corridor occurring on state or private property 
will ordinarily involve local law enforcement as the primary responder with 
assistance from other state and federal law enforcement assets.  In these 
instances, Montana DCI and the MATIC will relay any request for federal 
assistance to the relevant federal agency contact listed above.  All requests 
should be copied to the FBI.

For routine or minor incidents on federal land, local law enforcement should 
act as the primary responder with notice to the affected agency and the FBI.  
Requests for federal assistance should be made from local law enforcement 
directly to the affected federal agency and the FBI with a copy to Montana 
DCI and the MATIC.
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For major incidents on federal land the affected federal agency to act as the 
primary responder and the party responsible for requesting assistance.  

Major incidents on federal land include, but are not limited to, threats to 
persons, equipment, the pipeline or other federal property exclusively on 
federal land, near the international border, or at the Missouri River crossing.  

For major incidents on state or private land, Montana DCI and local law 
enforcement will act as the primary responder and party responsible for 
requesting assistance.

Major incidents on state or private land include all threats to public roads 
and highways and other significant threats to life and property occurring 
outside of federal land.

For any incident requiring a law enforcement response, FBI will activate the 
Virtual Command Center for collecting information and coordinating a response.
To the extent training is necessary prior to the use of the FBI VCC, that training 
should occur prior to construction activity. 

LAW ENFORCEMENT ON BLM LANDS

The Bureau of Land Management’s (BLM) Region Four Law Enforcement 
program is currently planning its strategy for preserving the security and safety of 
both the general public and public lands administered by the BLM affected by the 
construction of the pipeline, which the Secretary of the Interior has deemed a 
priority.

BLM law enforcement will respond to all calls for service on BLM administered 
lands pertaining to violations within Title 43 of the Federal Code of Regulations
(see statutory crimes listed below).  In addition, the BLM has the authority to 
enforce several violations found under 18 U.S.C. as well as Title 21. The BLM 
also has the ability to enforce state law on BLM administered lands, but only if 
there is 1) a current Memorandum of Understanding (MOU) in place with that 
county, and 2) the Sheriff has deputized BLM law enforcement officers. BLM Law 
enforcement will be available to assist local and state law enforcement on other 
non-BLM lands only if a county and the BLM have entered an allowing the BLM 
officers to assist.
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https://player.vimeo.com/video/117224998
https://www.ncirc.gov/Training First Amendment.aspx
https://www.dhs.gov/protective-security-advisors
https://www.justice.gov/sites/default/files/crs/legacy/2012/12/17/safe-
marches-dem.pdf

  
Applicable federal criminal statutes:  

Pipeline Safety Act, 49 U.S.C. § 60123(b):

A person knowingly and willfully damaging or destroying an interstate gas 
pipeline facility, an interstate hazardous liquid pipeline facility, or either an 
intrastate gas pipeline facility or intrastate hazardous liquid pipeline facility 
that is used in interstate or foreign commerce or in any activity affecting 
interstate or foreign commerce, or attempting or conspiring to do such an 
act, shall be fined under title 18, imprisoned for not more than 20 years, or 
both, and, if death results to any person, shall be imprisoned for any term of 
years or for life.

Petroleum is a hazardous liquid. 49 USC § 60101(a)(4).  

A ‘‘hazardous liquid pipeline facility’’ includes a pipeline, a right of way, a 
facility, a building, or equipment used or intended to be used in transporting 
hazardous liquid. 49 USC § 60101(a)(5).  

From the plain language of the statute, damage to, or meddling with, construction 
equipment used to build the pipeline would not fall under the Act.  

Civil disorders, 18 U.S.C. § 231(a): 
 

(1)   Whoever teaches or demonstrates to any other person the use, 
application, or making of any firearm or explosive or incendiary device, or 
technique capable of causing injury or death to persons, knowing or having 
reason to know or intending that the same will be unlawfully employed for 
use in, or in furtherance of, a civil disorder which may in any way or degree 
obstruct, delay, or adversely affect commerce or the movement of any article 
or commodity in commerce or the conduct or performance of any federally 
protected function; or 
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(2)   Whoever transports or manufactures for transportation in commerce any 
firearm, or explosive or incendiary device, knowing or having reason to 
know or intending that the same will be used unlawfully in furtherance of a 
civil disorder; or 

(3)   Whoever commits or attempts to commit any act to obstruct, impede, or 
interfere with any fireman or law enforcement officer lawfully engaged in 
the lawful performance of his official duties incident to and during the 
commission of a civil disorder which in any way or degree obstructs, delays, 
or adversely affects commerce or the movement of any article or commodity 
in commerce or the conduct or performance of any federally protected 
function [commits a felony].

This statute was used in the prosecution of in the DAPL protest 
response.

 
Felon in possession of a firearm, 18 U.S.C. § 922(g):

It shall be unlawful for any person—  

(1)   who has been convicted in any court of, a crime punishable by 
imprisonment for a term exceeding one year . . . [or  other persons including 
fugitives, addicts, mentally handicapped, illegal aliens; and persons 
convicted of misdemeanor domestic violence]  

to ship or transport in interstate or foreign commerce, or possess in or 
affecting commerce, any firearm or ammunition; or to receive any firearm or 
ammunition which has been shipped or transported in interstate or foreign 
commerce.

The mere possession of a firearm is the crime.  Interstate nexus is proven through 
ATF experts who can testify that the gun at issue traveled in interstate commerce.  

Section 922 has further prohibitions of the possession of stolen and unlawfully 
modified firearms, like machine guns and sawed-off shotguns. A separate 
provision, 922(g)(9), prohibits the possession of a firearm by a person who has 
been convicted of misdemeanor domestic abuse.
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Construction or possession of prohibited firearms or destructive 
 devices, 26 U.S.C. § 5861:

 
Further restrictions on firearm possession are found in Section 5861, which also 
applies to any “destructive device.” In pertinent part, the provision prohibits any 
action—

(f)   to make a firearm in violation of the provisions of this chapter; or

(i)   to receive or possess a firearm which is not identified by a serial number 
as required by this chapter; or 

(j)   to transport, deliver, or receive any firearm in interstate commerce 
which has not been registered as required by this chapter . . .  

a)The term “firearm” means (1) a shotgun having a barrel or barrels of less than 18 
inches in length; (2) a weapon made from a shotgun if such weapon as modified 
has an overall length of less than 26 inches or a barrel or barrels of less than 18 
inches in length; (3) a rifle having a barrel or barrels of less than 16 inches in 
length; (4) a weapon made from a rifle if such weapon as modified has an overall 
length of less than 26 inches or a barrel or barrels of less than 16 inches in length; 
(5) any other weapon, as defined in subsection (e); (6) a machinegun; (7) any 
silencer (as defined in, United States Code); and (8) a destructive device. 

Explosive devices, 18 U.S.C. §§ 841, 842:

There are numerous prohibitions on the possession and transfer of explosives.  
They include— 

(b)  It shall be unlawful for any licensee or permittee to knowingly   
distribute any explosive materials to any person other than—  

  (1)   a licensee; 
  (2)   a holder of a user permit; or 
  (3)   a holder of a limited permit who is a resident of the State   
  where distribution is made and in which the premises of the   
  transferor are located. 

***
  (d)  It shall be unlawful for any person knowingly to    
  distribute explosive materials to any individual who: 
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   (1)   is under twenty-one years of age; 
   (2)   has been convicted in any court of a crime    
   punishable by imprisonment for a term exceeding one   
   year; . . .  

  (e)   It shall be unlawful for any licensee knowingly to    
  distribute any explosive materials to any person in any State   
  where the purchase, possession, or use by such person of such   
  explosive materials would be in violation of any State law or   
  any published ordinance applicable at the place of distribution. 

It is also unlawful for any felon “to ship or transport any explosive in or affecting 
interstate or foreign commerce or to receive or possess any explosive which has 
been shipped or transported in or affecting interstate or foreign commerce.” 

Finally it is unlawful to “to teach or demonstrate the making or use of an 
explosive, a destructive device, or a weapon of mass destruction, or to distribute by 
any means information pertaining to, in whole or in part, the manufacture or use of 
an explosive, destructive device, or weapon of mass destruction, with the intent 
that the teaching, demonstration, or information be used for, or in furtherance of, 
an activity that constitutes a Federal crime of violence;” or “ knowing that such 
person intends to use the teaching, demonstration, or information for, or in 
furtherance of, an activity that constitutes a Federal crime of violence.

Assault on a federal officer, 18 U.S.C. § 111:

Whoever—  

(1)   forcibly assaults, resists, opposes, impedes, intimidates, or interferes 
with any person designated in section 1114 of this title while engaged in or 
on account of the performance of official duties; or 

(2)   forcibly assaults or intimidates any person who formerly served as a 
person designated in section 1114 on account of the performance of official 
duties during such person’s term of service, 

shall, where the acts in violation of this section constitute only simple 
assault, be fined under this title or imprisoned not more than one year, or 
both, and where such acts involve physical contact with the victim of that 
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assault or the intent to commit another felony, be fined under this title or 
imprisoned not more than 8 years, or both.

(b) Enhanced Penalty.—  

Whoever, in the commission of any acts described in subsection (a), uses a 
deadly or dangerous weapon (including a weapon intended to cause death or 
danger but that fails to do so by reason of a defective component) or inflicts 
bodily injury, shall be fined under this title or imprisoned not more than 20 
years, or both.

The “person designated in section 1114” is “any officer or employee of the United 
States or of any agency in any branch of the United States Government (including 
any member of the uniformed services) while such officer or employee is engaged 
in or on account of the performance of official duties, or any person assisting such 
an officer or employee in the performance of such duties or on account of that 
assistance.”

Simple possession of drugs, 21 U.S.C. § 844:
 
Possession of controlled substances is prohibited by a federal misdemeanor that 
states, in part, that— 

It shall be unlawful for any person knowingly or intentionally to possess a 
controlled substance unless such substance was obtained directly, or 
pursuant to a valid prescription or order, from a practitioner, while acting in 
the course of his professional practice. 

The felony drug provisions in Title 21 are found in section 841, which prohibits , 
among other things, any action “to manufacture, distribute, or dispense, or possess 
with intent to manufacture, distribute, or dispense, a controlled substance . . . .”

Undocumented persons, 8 U.S.C. § 1325, 1326:

Any alien who (1) enters or attempts to enter the United States at any time or 
place other than as designated by immigration officers, or (2) eludes 
examination or inspection by immigration officers, or (3) attempts to enter 
or obtains entry to the United States by a willfully false or misleading 
representation or the willful concealment of a material fact, shall, for the 
first commission of any such offense, be fined under title 18 or imprisoned 
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not more than 6 months, or both, and, for a subsequent commission of any 
such offense, be fined under title 18, or imprisoned not more than 2 years, or 
both.

This is the most common offense related to undocumented persons.  The more 
serious offense of reentry after removal is found in section 1326.  

Border offenses, 19 U.S.C. § 1433:

Offenses related to unlawful border crossings are found in Title 19.  They include a 
prohibition on vehicles entering the U.S. except through border stations.  Thus, 

(1)  Vehicles may arrive in the United States only at border crossing points 
designated by the Secretary. 

(2)  Except as otherwise authorized by the Secretary, immediately upon the 
arrival of any vehicle in the United States at a border crossing point, the 
person in charge of the vehicle shall—  

  (A)   report the arrival; and 

  (B)   present the vehicle, and all persons and merchandise (including 
  baggage) on board, for inspection; 

  to the customs officer at the customs facility designated for that   
  crossing point.

BLM Violations pertaining to the Keystone Pipeline

* In the presence of aggravating circumstances, i.e., where the result of a person’s 
actions exceeds the bond or when a serious threat exists to Bureau property, 
resources or personnel, an enhanced bond forfeiture of up to $500 may be
established at the discretion of the issuing officer, the Special Agent-in-Charge, or 
the U.S. Attorney’s office.  

*** Where the federal regulation prohibits the same act as a state law, the fine set 
under state law may be assessed for violations. 
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Statute     Violation    Bond

18 USC 1361   Vandalism of Government Property  $250 *
18 USC 1864 (b)(5) Hazardous Devise on Federal Lands  MA
18 USC 1061  Obstruction of Transit over Public Lands $200 *

Special Use Permits for Competitive Events, Commercial Use, Recreation 
Areas  

43 CFR 2932.57(a)(1) Fail to Obtain a Special Recreation Permit/Pay Fees $250*
2932.57(a)(2) Violate the Stipulations or Conditions of a Permit  $250*
2932.57(a)(3) Knowingly Participate in Un-permitted Event or Activity $100
2932.57(a)(4) Fail to Post a Copy of the Permit for Participants to Read $100
2932.57(a)(5) Fail to Show a Copy of Permit upon Request   $100
2932.57(a)(6) Obstruct or Harass Public or Impede w/Physical Contact $250

Grazing Administration
4140.1(b)(2)  Use, Maintain, Disturb Range Improvements w/o Auth. $200*
4140.1(b)(3)  Cut, Burn, Spray, Destroy or Remove Vegetation  $150* 
4140.1(b)(4)  Damaging or Removing US Property    $200*
4140.1(b)(6)  Littering        $100* 
4140.1(b)(7)  Interfering with Lawful Use or Users/Obstructing Transit $200*
4140.1(b)(8)  Making a Knowing & Willful False Statement  $250* 

Closures

8364.1(d)  Violate Closure or Restriction Order    $200*

Rules of Conduct

8365.1-1(b)(1) Littering, Non-Flammable Material     $100*
8365.1-1(b)(2) Littering, Flammable Material     $100*
8365.1-1(b)(3) Dumping of Sewage/Petroleum Product   $200* 
8365.1-1(b)(4) Household, Industrial, Commercial Waste Disposal $250*
8365.1-1(b)(5) Pollute or Contaminate Water Supplies   $250*
8365.1-1(b)(6) Improper Use Refuse Container/Disposal Facility           $100*  
8365.1-2(a)     Camping Longer than Permitted    $100*
8365.1-2(b)     Unattended Personal Property – > 10 Days   $100*
8365.1-3(a)  Reckless, Careless, Negligent Motor Vehicle Operation $250*
8365.1-3(a)  Exceed Posted Speed Limit (10)    $25
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       (11-20)    $50
       (21 mph and over)   $100
8365.1-3(b)(1) Mandatory Safety Belt      $25
8365.1-4  Creating a Risk or Public Disturbance    $500*
8365.1-4(a)(1) Making Unreasonable Noise     $100
8365.1-4(a)(2) Creating a Hazard or Nuisance     $200*
8365.1-4(a)(3) Refusing to Disperse       $100*
8365.1-4(a)(4)  Resisting Arrest      $250*
8365.1-4(a)(5)  Assault or Battery on BLM Employee   $250*
8365.1-4(a)(6)  False Emergency or Crime Report   $100*
8365.1-4(b)(1)  Cont. Substance           MA** 
8365.1-4(b)(2)  Possession of a Controlled Substance  MA **
8365.1-4(b)(2)  Possession of < 1 ounce of Marijuana   $250
8365.1-5(a)(1)  Deface, Remove, Destroy Natural Resources  $250*
8365.1-5(a)(2)  Deface, Remove, Destroy, Plants, Rocks, Minerals $100*
8365.1-5(a)(3)  Motorized or Explosive Devices for Collecting $250*
8365.1-5(c)  Collection of Resources for Sale or Barter w/o Permit $250*
8365.1-6  Supplementary Rules      $100*

Disclosure of Communications:  All federal, state, and local officers should be 
aware that all communications, emails, tweets, social media commentary, video, 
reports, photographs and other evidence are subject to disclosure either through the 
Freedom of Information Act or litigation discovery. Officers should expect that 
these communications could be published in the social media and by the press.

In all federal litigation, the United States has an obligation to disclose all relevant 
and exculpatory evidence gathered in the investigation of a federal crime.  That 
disclosure obligation extends to state and local officers working in conjunction 
with federal law enforcement officers.  Efforts should be made to place all 
evidentiary materials necessary for a later federal or state prosecution into a
centralized depository, including videos, photos, reports, emails, and physical 
evidence. Failure to make the necessary disclosure of relevant or exculpatory 
evidentiary material of any kind in the course of a federal criminal prosecution 
may result in individual sanctions and possible dismissal of the charges. 
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FEDERAL OPERATIONS PLAN  
KEYSTONE XL PIPELINE
PUBLIC SAFETY ISSUES

Draft: 3/30/18

Prepared by the United States Attorney’s Office with input from   .
Contains law enforcement sensitive and attorney work product information.

USA_BLM_00494



Page 2 of 22 
 

PURPOSE

Anticipating the commencement of construction activities on the TransCanada
Keystone XL Pipeline (pipeline) beginning the spring of 2018, the United States
Attorney’s Office and affected federal agencies collectively adopt this plan of 
operations to facilitate the deployment of federal law enforcement resources to 
assist with the law enforcement response to pipeline construction and protest 
activities along the pipeline route. This plan of operations supplements the Threat 
Assessment from the Montana Analysis and Technical Information Center dated 
11/27/2017 with a summary of available federal resources; it is not intended to 
preempt future decision-making by any federal agency with regard to any request 
for a federal response, or violations of federal law within the jurisdiction of the 
United States.  

BACKGROUND

The proposed pipeline route passes through six counties in Montana from north to 
southeast: Phillips, Valley, McCone, Dawson, Prairie, and Fallon (see attached 
map).  It will pass through mostly remote farming and ranching communities.  
Approximately 45-55 miles of pipeline will pass through federal land held by the 
Bureau of Land Management, the Bureau of Reclamation, the U.S. Army Corps of 
Engineers, and the U.S. Fish and Wildlife Service.  The pipeline will cross three 
major rivers in Montana: the Milk, Missouri and Yellowstone. 

For reasons outlined in the MATIC Threat Assessment, construction of the 
pipeline is highly controversial and will likely generate significant opposition from 
protest groups during construction.   Since pipeline construction will generally 
occur from north to south, Montana can expect to host a significant portion of the 
protest activity during the early construction phase.  We expect the protest activity 
to be concentrated at significant river, border and highway crossings, including the 
U.S.-Canadian border crossing, the Missouri crossing near the Fort Peck Dam, and 
the Yellowstone/Interstate crossing west of Glendive, Montana.  Federal lands 
exist near each of these sites. The pipeline construction firm, TransCanada, expects 
to build temporary construction worker camps along the pipeline route.  It 
tentatively proposes four camps in Montana near the towns of Hinsdale, Nashua, 
Circle, and Baker.
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CRITICAL SITE ANALYSIS

U.S.-Canadian border—Phillips County: The pipeline route crosses the 
international border in a remote portion of Phillips County that is not served by any 
major highways or towns (approximate location in red). In that area, however, the 
pipeline route is surrounded by large amounts of federal public land held by the
BLM. 
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Missouri River crossing—Valley and McCone Counties: The pipeline is to be 
directionally drilled beneath the Missouri River within a mile of the Fort Peck 
Reservoir spillway, a portion of the critical infrastructure related to the largest 
reservoir in the state. The river crossing from Valley to McCone Counties is
within a mile of the Fort Peck Reservation in the east, approximately 5 miles south 
of U.S. Highway 2 (approximate location in red).  The Fort Peck Tribe’s water 
intake system lies about 35 miles east.  The south side of the river crossing at that 
location is an amalgam of federal public land held by the Corps of Engineers, the 
BLM, BOR and USFWS.  
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Yellowstone River crossing—Dawson County:  the pipeline is to be directionally 
drilled beneath the Yellowstone River approximately 20 miles west of Glendive
(approximate location in red).  The crossing is on private land, although there are 
large amounts of BLM public land as close as 5 miles from the crossing, 
particularly in Prairie County.  The crossing is within three miles of Interstate 90 
near the Bad Route Road exit.  
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FEDERAL AGENCY RESOURCES

FBI
2929 3rd Ave. North
Billings, Montana  59101
Contact: SSRA
  (406)
  SA
  406
  @fbi.gov
  , Analyst, @fbi.gov
  406

Cell: 310

The Billings Resident Agency for the FBI will have primary investigative authority 
for all federal crimes under Title 18 of the United States Code that occur along the 
pipeline corridor.  The FBI also has primary authority for investigating major 
crimes occurring within the Fort Peck Reservation and for the protection of critical 
infrastructure along the pipeline corridor, including the pipeline itself and the Fort 
Peck dam and spillway. The FBI will have primary investigative authority for all 
national security investigations, including but not limited to international terrorism, 
domestic terrorism, and weapons of mass destruction, regardless of the statutes 
charged.

Available resources include:

six agents to respond to pipeline-related incidents; 
critical incident response team for domestic terrorism or threats to critical 
infrastructure;
analyst support; and
command center resources including the Virtual Command Center for 
centralized management of incidents occurring in multiple locations.
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BLM  
5001 Southgate Drive
Billings, MT  59101
Contact: @blm.gov
  Chief Ranger
  Desk: 406
  Cell:  406-
   

BLM has jurisdiction and patrol responsibility for BLM land.  Barring a significant
incident on BLM land, BLM anticipates that its response role will be to assist with 
the local law enforcement response.  Additional MOUs with the state and counties 
may be necessary for this to occur.  BLM is not currently anticipating any land 
closures or land use prohibitions beyond the regulations in place.  Large gatherings 
on BLM land require a permit.  BLM may also impose fire restrictions during 
summer months.  

Available resources:

a Chief Ranger and three agents available for investigations;
portable radio repeater technology available to provide consistent co 
for secure communications to remote sections of the pipeline corridor;
portable medical unit;
management may activate a response from BLM rangers throughout 
the region as a force multiplier on an incident basis.

 

U.S. Attorney’s Office
2601 2nd Ave. Billings, MT  59101
Contact:  @usdoj.gov
  First Assistant U.S. Attorney
  406
  Cell  406
  
  @usdoj.gov
  Intelligence Specialist
  Desk: 406
  Cell: 406.
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The USAO will coordinate the federal response, provide legal advice, prosecute 
federal cases derived from the pipeline response, and communicate incident 
developments to the Department of Justice Office of the Deputy Attorney General
and to the National Security Division’s Counterterrorism Section.  The 
Counterterrorism Section will provide litigation support in the event of a 
significant terrorist incident.

Available resources:

AUSA prosecutors for individual case assignments;
Joint Terrorism Task Force expertise including AUSA

intelligence analyst support. 

Border Patrol
Havre Sector
2605 5th Ave. S.E.
Havre, MT  59501
Contact:
  PAIC, Havre Sector
  Desk: 406
  Cell: 406
  @cbp.dhs.gov

Border Patrol will be the primary federal responder for incidents at or near the 
international border. Border Patrol anticipates that it will patrol north of Highway 
2, with efforts concentrated nearest the border. It will be able to process Central 
Violations Bureau tickets for federal misdemeanor drug, assault, and other 
violations near the border, such as failure to report at a border crossing.  Border 
patrol will not be enforcing trespass violations involving either federal or private 
lands. It can assist with communications and provide training to local law 
enforcement and tactical support for border-related incidents.

Available resources:

approximately 10 agents in the sector;
SWAT (BORTAC) and EMT/Search and Rescue (Border STAR) Units
air unit (Great Falls) and drone assets (N.D.).
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ATF
2929 3rd Ave. North
Billings, MT  59101
Contact: RAC
  406
  SA
  406-
  Cell: 406
  @atf.gov

ATF has the primary investigative authority over firearms violations and 
explosives.  Will coordinate with DCI on arson investigations.  Has capacity to 
deal with potentially violent targets through the use of the federal firearms laws.  

Available resources:

certified fire investigators
undercover personnel
ied and Molotov cocktail investigations
radio technicians can assist with communications coordination
emergency bullet analysis and firearms tracing.

U.S. Army Corps of Engineers
Fort Peck Dam

Contact: 406
  @usace.army.mil

The Army Corps of Engineers has a primary role in protecting the critical 
infrastructure at the Fort Peck Dam.  Patrol and security responsibilities on that site 
may need to be arranged by the Corps with the Federal Protective Services.
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BIA
2021 4th Ave. North
Billings, MT  59101
Contact: SAC
  406-
  ASAC
  Cell: 406
  @bia.gov

Provides law enforcement support and investigations in Indian Country.  Will 
provide technical assistance on the Fort Peck Reservation.  

Available resources:

patrol officers for incidents affecting Fort Peck Reservation;
mobile command post and portable communications trailer.

U.S. Marshals Service
2601 2nd Ave. North
Billings, MT  59101
Contact: Acting Marshal
  406-
  
  406-
  @usdoj.gov

U.S. Marshals Service role as yet undefined.  May assist with fugitive warrants and 
prisoner transport.  

Available resources:

20-24 operation personnel available, more if necessary; 
Violent Crime Task Force.

NPS
Contact: L.E. Ranger
  307-
  @nps.gov
Can provide law enforcement support to other Interior Department agencies.  

USA_BLM_00504

59 0

--

@
Cell: 406

@

MT  59101

--

-
@

LL
-

@@



Page 12 of 22 
 

Department of Transportation
Pipeline Safety
Contact:
  720
  Cell: 303
  @dot.gov

Transportation Security Administration
Intelligence Specialist

Contact: 406-
  Cell: 571
  @tsa.dhs.gov

U.S. Forest Service
Custer N.F.
3710 Fallon St.
Bozeman, MT  59718
Contact: SA
  406-

@fs.fed.us

INCIDENT RESPONSE

The federal agencies anticipate a tiered response to pipeline incidents.  

Incidents along the pipeline corridor occurring on state or private property 
will ordinarily involve local law enforcement as the primary responder with 
assistance from other state and federal law enforcement assets.  In these 
instances, Montana DCI and the MATIC will relay any request for federal 
assistance to the relevant federal agency contact listed above.  All requests 
should be copied to the FBI.

For routine or minor incidents on federal land, local law enforcement should 
act as the primary responder with notice to the affected agency and the FBI.  
Requests for federal assistance should be made from local law enforcement 
directly to the affected federal agency and the FBI with a copy to Montana 
DCI and the MATIC.

USA_BLM_00505

yy

@
C

@

pTransportation 
te ge cIntelligenc

-

@@



Page 13 of 22 
 

For major incidents on federal land the affected federal agency to act as the 
primary responder and the party responsible for requesting assistance.  

Major incidents on federal land include, but are not limited to, threats to 
persons, equipment, the pipeline or other federal property exclusively on 
federal land, near the international border, or at the Missouri River crossing.  

For major incidents on state or private land, Montana DCI and local law 
enforcement will act as the primary responder and party responsible for 
requesting assistance.

Major incidents on state or private land include all threats to public roads 
and highways and other significant threats to life and property occurring 
outside of federal land.

For any incident requiring a law enforcement response, FBI will activate the 
Virtual Command Center for collecting information and coordinating a response.  
To the extent training is necessary prior to the use of the FBI VCC, that training 
should occur prior to construction activity. 

PRESS RELEASES AND MEDIA

Pursuant to current DOJ media policy, all federal agency press releases that relate 
to potential federal litigation must be approved in advance by the United States 
Attorney or his designee. Social media releases will be treated as press releases and 
subject to the same approval process.  

At times, it will be necessary to counteract misinformation on social media with
press and social media releases by state and local law enforcement.  State and local 
law enforcement should coordinate all press and social media releases with the 
U.S. Attorney’s Office.  Failure to follow that consultation process may jeopardize 
federal litigation and could subject federal officers and attorneys to court sanctions.    

LEGAL RESOURCES

The Office of the United States Attorney will provide ongoing legal advice to 
federal agencies during any incident response.  That advice should address two 
priorities: avoiding liabilities and preparing cases for litigation.  All federal law 
enforcement responders to pipeline protest activity should be aware of federal 
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both, and, if death results to any person, shall be imprisoned for any term of 
years or for life.

Petroleum is a hazardous liquid. 49 USC § 60101(a)(4).  

A ‘‘hazardous liquid pipeline facility’’ includes a pipeline, a right of way, a 
facility, a building, or equipment used or intended to be used in transporting 
hazardous liquid. 49 USC § 60101(a)(5).  

From the plain language of the statute, damage to, or meddling with, construction 
equipment used to build the pipeline would not fall under the Act.  

Civil disorders, 18 U.S.C. § 231(a): 
 

(1)   Whoever teaches or demonstrates to any other person the use, 
application, or making of any firearm or explosive or incendiary device, or 
technique capable of causing injury or death to persons, knowing or having 
reason to know or intending that the same will be unlawfully employed for 
use in, or in furtherance of, a civil disorder which may in any way or degree 
obstruct, delay, or adversely affect commerce or the movement of any article 
or commodity in commerce or the conduct or performance of any federally 
protected function; or 

(2)   Whoever transports or manufactures for transportation in commerce any 
firearm, or explosive or incendiary device, knowing or having reason to 
know or intending that the same will be used unlawfully in furtherance of a 
civil disorder; or 

(3)   Whoever commits or attempts to commit any act to obstruct, impede, or 
interfere with any fireman or law enforcement officer lawfully engaged in 
the lawful performance of his official duties incident to and during the 
commission of a civil disorder which in any way or degree obstructs, delays, 
or adversely affects commerce or the movement of any article or commodity 
in commerce or the conduct or performance of any federally protected 
function [commits a felony].

This statute was used in the prosecution of in the DAPL protest 
response.
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Felon in possession of a firearm, 18 U.S.C. § 922(g):

It shall be unlawful for any person—  

(1)   who has been convicted in any court of, a crime punishable by 
imprisonment for a term exceeding one year . . . [or  other persons including 
fugitives, addicts, mentally handicapped, illegal aliens; and persons 
convicted of misdemeanor domestic violence]  

to ship or transport in interstate or foreign commerce, or possess in or 
affecting commerce, any firearm or ammunition; or to receive any firearm or 
ammunition which has been shipped or transported in interstate or foreign 
commerce.

The mere possession of a firearm is the crime.  Interstate nexus is proven through 
ATF experts who can testify that the gun at issue traveled in interstate commerce.  

Section 922 has further prohibitions of the possession of stolen and unlawfully 
modified firearms, like machine guns and sawed-off shotguns. A separate 
provision, 922(g)(9), prohibits the possession of a firearm by a person who has 
been convicted of misdemeanor domestic abuse.

Construction or possession of prohibited firearms or destructive 
 devices, 26 U.S.C. § 5861:

 
Further restrictions on firearm possession are found in Section 5861, which also 
applies to any “destructive device.” In pertinent part, the provision prohibits any 
action—

(f)   to make a firearm in violation of the provisions of this chapter; or

(i)   to receive or possess a firearm which is not identified by a serial number 
as required by this chapter; or 

(j)   to transport, deliver, or receive any firearm in interstate commerce 
which has not been registered as required by this chapter . . .  

a)The term “firearm” means (1) a shotgun having a barrel or barrels of less than 18 
inches in length; (2) a weapon made from a shotgun if such weapon as modified 
has an overall length of less than 26 inches or a barrel or barrels of less than 18 
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inches in length; (3) a rifle having a barrel or barrels of less than 16 inches in 
length; (4) a weapon made from a rifle if such weapon as modified has an overall 
length of less than 26 inches or a barrel or barrels of less than 16 inches in length; 
(5) any other weapon, as defined in subsection (e); (6) a machinegun; (7) any 
silencer (as defined in, United States Code); and (8) a destructive device. 

Explosive devices, 18 U.S.C. §§ 841, 842:

There are numerous prohibitions on the possession and transfer of explosives.  
They include— 

(b)  It shall be unlawful for any licensee or permittee to knowingly   
distribute any explosive materials to any person other than—  

  (1)   a licensee; 
  (2)   a holder of a user permit; or 
  (3)   a holder of a limited permit who is a resident of the State   
  where distribution is made and in which the premises of the   
  transferor are located. 

***
  (d)  It shall be unlawful for any person knowingly to    
  distribute explosive materials to any individual who: 
   (1)   is under twenty-one years of age; 
   (2)   has been convicted in any court of a crime    
   punishable by imprisonment for a term exceeding one   
   year; . . .  

  (e)   It shall be unlawful for any licensee knowingly to    
  distribute any explosive materials to any person in any State   
  where the purchase, possession, or use by such person of such   
  explosive materials would be in violation of any State law or   
  any published ordinance applicable at the place of distribution. 

It is also unlawful for any felon “to ship or transport any explosive in or affecting 
interstate or foreign commerce or to receive or possess any explosive which has 
been shipped or transported in or affecting interstate or foreign commerce.” 

Finally it is unlawful to “to teach or demonstrate the making or use of an 
explosive, a destructive device, or a weapon of mass destruction, or to distribute by 
any means information pertaining to, in whole or in part, the manufacture or use of 
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an explosive, destructive device, or weapon of mass destruction, with the intent 
that the teaching, demonstration, or information be used for, or in furtherance of, 
an activity that constitutes a Federal crime of violence;” or “ knowing that such 
person intends to use the teaching, demonstration, or information for, or in 
furtherance of, an activity that constitutes a Federal crime of violence.

Assault on a federal officer, 18 U.S.C. § 111:

Whoever—  

(1)   forcibly assaults, resists, opposes, impedes, intimidates, or interferes 
with any person designated in section 1114 of this title while engaged in or 
on account of the performance of official duties; or 

(2)   forcibly assaults or intimidates any person who formerly served as a 
person designated in section 1114 on account of the performance of official 
duties during such person’s term of service, 

shall, where the acts in violation of this section constitute only simple 
assault, be fined under this title or imprisoned not more than one year, or 
both, and where such acts involve physical contact with the victim of that 
assault or the intent to commit another felony, be fined under this title or 
imprisoned not more than 8 years, or both.

(b) Enhanced Penalty.—  

Whoever, in the commission of any acts described in subsection (a), uses a 
deadly or dangerous weapon (including a weapon intended to cause death or 
danger but that fails to do so by reason of a defective component) or inflicts 

 bodily injury, shall be fined under this title or imprisoned not more than 20 
years, or both.

The “person designated in section 1114” is “any officer or employee of the United 
States or of any agency in any branch of the United States Government (including
any member of the uniformed services) while such officer or employee is engaged 
in or on account of the performance of official duties, or any person assisting such 
an officer or employee in the performance of such duties or on account of that 
assistance.”
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Simple possession of drugs, 21 U.S.C. § 844:
 
Possession of controlled substances is prohibited by a federal misdemeanor that 
states, in part, that— 

It shall be unlawful for any person knowingly or intentionally to possess a 
controlled substance unless such substance was obtained directly, or 
pursuant to a valid prescription or order, from a practitioner, while acting in 
the course of his professional practice. 

The felony drug provisions in Title 21 are found in section 841, which prohibits , 
among other things, any action “to manufacture, distribute, or dispense, or possess 
with intent to manufacture, distribute, or dispense, a controlled substance . . . .”

Undocumented persons, 8 U.S.C. § 1325, 1326:

Any alien who (1) enters or attempts to enter the United States at any time or 
place other than as designated by immigration officers, or (2) eludes 
examination or inspection by immigration officers, or (3) attempts to enter 
or obtains entry to the United States by a willfully false or misleading 
representation or the willful concealment of a material fact, shall, for the 
first commission of any such offense, be fined under title 18 or imprisoned 
not more than 6 months, or both, and, for a subsequent commission of any 
such offense, be fined under title 18, or imprisoned not more than 2 years, or 
both.

This is the most common offense related to undocumented persons.  The more 
serious offense of reentry after removal is found in section 1326.  

Border offenses, 19 U.S.C. § 1433:

Offenses related to unlawful border crossings are found in Title 19.  They include a 
prohibition on vehicles entering the U.S. except through border stations.  Thus, 

(1)  Vehicles may arrive in the United States only at border crossing points 
designated by the Secretary. 

(2)  Except as otherwise authorized by the Secretary, immediately upon the 
arrival of any vehicle in the United States at a border crossing point, the 
person in charge of the vehicle shall—  
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  (A)   report the arrival; and 

  (B)   present the vehicle, and all persons and merchandise (including 
  baggage) on board, for inspection; 

  to the customs officer at the customs facility designated for that   
  crossing point.

BLM Violations pertaining to the Keystone Pipeline

* In the presence of aggravating circumstances, i.e., where the result of a person’s 
actions exceeds the bond or when a serious threat exists to Bureau property, 
resources or personnel, an enhanced bond forfeiture of up to $500 may be
established at the discretion of the issuing officer, the Special Agent-in-Charge, or 
the U.S. Attorney’s office.  

*** Where the federal regulation prohibits the same act as a state law, the fine set 
under state law may be assessed for violations. 

Statute     Violation    Bond

18 USC 1361   Vandalism of Government Property  $250 *
18 USC 1864 (b)(5) Hazardous Devise on Federal Lands  MA
18 USC 1061  Obstruction of Transit over Public Lands $200 *

Special Use Permits for Competitive Events, Commercial Use, Recreation 
Areas  

43 CFR 2932.57(a)(1) Fail to Obtain a Special Recreation Permit/Pay Fees $250*
2932.57(a)(2) Violate the Stipulations or Conditions of a Permit  $250*
2932.57(a)(3) Knowingly Participate in Un-permitted Event or Activity $100
2932.57(a)(4) Fail to Post a Copy of the Permit for Participants to Read $100
2932.57(a)(5) Fail to Show a Copy of Permit upon Request   $100
2932.57(a)(6) Obstruct or Harass Public or Impede w/Physical Contact $250

Grazing Administration
4140.1(b)(2)  Use, Maintain, Disturb Range Improvements w/o Auth. $200*
4140.1(b)(3)  Cut, Burn, Spray, Destroy or Remove Vegetation  $150* 
4140.1(b)(4)  Damaging or Removing US Property    $200*
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4140.1(b)(6)  Littering        $100* 
4140.1(b)(7)  Interfering with Lawful Use or Users/Obstructing Transit $200*
4140.1(b)(8)  Making a Knowing & Willful False Statement  $250* 

Closures

8364.1(d)  Violate Closure or Restriction Order    $200*

Rules of Conduct

8365.1-1(b)(1) Littering, Non-Flammable Material     $100*
8365.1-1(b)(2) Littering, Flammable Material     $100*
8365.1-1(b)(3) Dumping of Sewage/Petroleum Product   $200* 
8365.1-1(b)(4) Household, Industrial, Commercial Waste Disposal $250*
8365.1-1(b)(5) Pollute or Contaminate Water Supplies   $250*
8365.1-1(b)(6) Improper Use Refuse Container/Disposal Facility           $100*  
8365.1-2(a)     Camping Longer than Permitted    $100*
8365.1-2(b)     Unattended Personal Property – > 10 Days   $100*
8365.1-3(a)  Reckless, Careless, Negligent Motor Vehicle Operation $250*
8365.1-3(a)  Exceed Posted Speed Limit (10)    $25
       (11-20)    $50
       (21 mph and over)   $100
8365.1-3(b)(1) Mandatory Safety Belt      $25
8365.1-4  Creating a Risk or Public Disturbance    $500*
8365.1-4(a)(1) Making Unreasonable Noise     $100
8365.1-4(a)(2) Creating a Hazard or Nuisance     $200*
8365.1-4(a)(3) Refusing to Disperse       $100*
8365.1-4(a)(4)  Resisting Arrest      $250*
8365.1-4(a)(5)  Assault or Battery on BLM Employee   $250*
8365.1-4(a)(6)  False Emergency or Crime Report   $100*
8365.1-4(b)(1)  Cont. Substance           MA** 
8365.1-4(b)(2)  Possession of a Controlled Substance  MA **
8365.1-4(b)(2)  Possession of < 1 ounce of Marijuana   $250
8365.1-5(a)(1)  Deface, Remove, Destroy Natural Resources  $250*
8365.1-5(a)(2)  Deface, Remove, Destroy, Plants, Rocks, Minerals $100*
8365.1-5(a)(3)  Motorized or Explosive Devices for Collecting $250*
8365.1-5(c)  Collection of Resources for Sale or Barter w/o Permit $250*
8365.1-6  Supplementary Rules      $100*
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The Bureau of Land Management’s (BLM) Region Four Law Enforcement program is currently 
involved with the planning stages of the security and safety of both the general public and public 
lands administered by the Bureau of Land Management revolving around the construction of the 
Keystone Pipeline.  This pipeline will run through approximately 50 miles of BLM lands through 
eastern Montana and has been deemed a priority by the Secretary of the Interior.   

BLM’s priorities will revolve around the BLM’s mission in managing our public lands with an 
emphasis on public safety and resource protection.  BLM Law Enforcement will respond to all 
calls of service on BLM administered lands pertaining to violations within Title 43 of the Federal 
Code of Regulations.  In addition the BLM has the authority to enforce several violations found 
under 18 USC as well as Title 21. “Please see the bottom of this document for BLM 
enforceable violations pertaining to the Keystone Pipeline”.   The BLM does have the ability 
to enforce state law on BLM administered lands only if there is a current Memorandum of 
Understanding (MOU) in place with that current county and the BLM LE personnel have been 
deputized by the sheriff of said county. BLM Law enforcement will be available to assist local 
and state law enforcement off of BLM administered lands only if a MOU has been established 
within that county and the BLM LE has been requested for assistance.    
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Flow Chart From event start. 
 

Law enforcement – 

Initial response would be on duty deputies and supervisory personnel. No doubts this would be automatically supplemented 
by any MHP on duty in the immediate area. 

Incident Command (IC) and Incident Command Post (ICP) established 

Immediate resource orders would be done through dispatch for law enforcement assistance from 

Available law enforcement 
Mutual aid law partners 
Potential for BLM / Federal partners 
DCI would be notified 

o By Dispatch, or LEO 
 

Local LEO should expect the opening of the Emergency Operations Center (EOC) to support all actions from the Incident 
Commander.  

Upon standing up the EOC all resource ordering requests should be able to be filled here thus taking the burden off of the IC.  
Requests for more LEO, MHP, DOJ resources, Special LEO teams with verbal authorization from the IC on the incident. 

Support services and contiguous actions 

Local DES would immediately open EOC and request support staff and stakeholders show up to designated or changed EOC 
and activate to level 1 

 Ambulance service and Medical Services (Hospitals) would be put on standby or notified.  

First order of business would be the development of a quick sit-rep to identify what type of situation we were dealing  with 
and get good Situational Awareness (SA) of current situation, as well as projections of the potential for rapid expansion. 

A  MT DES duty officer call would be made by local the DES Coordinator and a request [in the situation of a quickly expanding 
incident] will be submitted for: 

MT DES District Field Officer to location 
Assistance with social media monitoring 

o Assistance with a Joint Information Center staffing component 
Any request from the field that couldn’t be resolved with a mutual aid call from dispatch, IC, or EOC 
 

An EOC/IC meeting would be convened with a minimum staff comprised of the following: 

Public information (PIO) 
DES 
Legal council 
Sheriff or law enforcement representative 
IC or designee  
Chief Elected Officials 
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The meeting will in most cases be at the ICP to establish roles, communication plans, resource ordering procedure (if not in 
place).  DES would ask for an update from Law Enforcement, to verify what is on Sit-REP and discuss needs.  After the update, 
the group would be apprised of the call and request made at this point through the State of MT DES Duty Officer. The ICP may 
act as the EOC for the beginning of any developing event. 

First meeting, Decision if Emergency Declaration is warranted. 
 
 
Local Law enforcement IC / Unified Command (UC) depending on jurisdiction would continue to run Command and 
Operations dealing with the incident.  Possible EOC Liaison/Coach in the back pocket of the IC/UC to assist in any matters. 

The local EOC/DES would take Planning, Logistics, and Finance for the IC, as support members and Stakeholders arrive to the 
EOC 

Continuing actions once support personnel arrive in the EOC 

At this point there needs to be formal establishment and location of an EOC to facilitate ongoing support needs [resource 
request]. The initial location and staffing will be examined to determine if an offsite regional facility would better serve the 
requirements. Objectives for the first operational period may include: 

Provide for Life Safety 
Incident Stabilization 
Property and Resource Conservation 
Initiate and maintain accountability 
Confirm and verify all current information for situational awareness and sit-rep 
Develop a continuing media schedule 
Develop and distribute contact list for current players  {develop Incident Action Plan, IAP} 
Develop Social Media presence 
 

Local DES will hold a meeting with support staff and Stakeholders in the EOC and brief on current situation and tasks needed. 
Decide if Emergency Management (EM) support assistance is needed and activate EM MOU’s 

Emergency Services and Public Information will secure a location for incoming press and designate a specific location for 
media briefings away from the ICP and the EOC if at all possible. 

EMS Representative and Hospital Representative meet to discuss or initiate conversation on potential impacts and actions 
from incident 

Fire representative will be asked to support law enforcement and ambulance and designate a staging area manager for 
Logistics Section.  EM may ask for staff to assist in the EOC for specific tasks. 

Public information would be asked what they needed for immediate assistance and integration with state components would 
be established. A decision would be made as to authorization for information release at this time [either from an established 
incident commander or through the organization structure of the EOC] with consultation from the field. A preliminary public 
service announcement would be crafted at this time. 

Search and Rescue could be asked to provide manpower support for non-law enforcement activities [may be utilized at 
potential roadblocks] and to assist the Logistics and Planning sections to establish down range support locations. 
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County Road Dept will be asked to inventory available barricades and liaison with MDOT depending on locations and 
jurisdictions. Any heavy equipment needs will be processed through the director at this time. 

County Attorney would provide assistance in subject matter for the press release. They [along with law enforcement] would 
outline what they see as initial actions and objectives to resolution. 

Law Enforcement will probably not be available for the meeting in the EOC, quite possibly the EOC/ICP Liaison position will be 
relaying the existing command structure, manpower, and security concerns 

Logistics Section Chief: establish a staging area, Check in – Check out area and process for incoming resources as close to the 
ICP and incident as possible, to facilitate rapid down range deployment of incoming resources. Develop some type of 
credentialing system, or tag in out for access to the ICP/Scene. Fill all Resource Requests as they come in from the 
documentation from Operations, Planning and the IC. Perform all logistical support needed to feed, house and maintain health 
of responders. 

MT DES DFO: Facilitate any needs from the local EOC up to the State Emergency Coordination Center (SECC). Assist and fill any 
needs capable within the Local EOC. 

Planning Section Chief: Establish an IAP, possibly pulling from pre-incident established IAP. Maintain resource unit 
accountability.  Implement Document unit leader to maintain records. 

Chief Elected Officials (CFO): Shortly after the initial meeting Emergency Services will notify the CFO’s as to current 
circumstances and actions taken in response. A discussion will take place on their expectations, timelines and any financial 
constraints. Possibilities of Emergency Declarations. 

{All actions will take place with any municipalities involved, and their CFO’s and department are requested to participate as 
Stake holders in the EOC as well} 

 

Once we have started to meet the initial objectives, and received needed support, items to consider in successive 
operational periods include: 

Continual update of an IAP 
Integrate State / Federal resources and assistance with the EOC and IC/UC 
Further development of command structure 
Composition of a separate JIC and applicable spokespersons 
Cement integration of the event EOC with the state SECC and ESF partners 
Air resources and potential need for TFR [flight restrictions] 
Effectiveness of communication plan and need to expand communication capabilities 
Prolonged canteen services and housing requirements 
Ongoing resource request 
Scheduling and contract maintenance 
Initial recovery planning 

Commanders Intent: 
 Each responders will use extreme caution when working in and around the Ares of operations and be especial 
observant to the possibility of weapons. 
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All responders will practice self-control in accordance with departmental policy and work to protect the safety of all.

1. Incident Name:  Civil Unrest 2. Operational Period: Date From: ??????         Date To: ??????
Time From:  0001         Time To:  2400

3. Objective(s): 
  

1. Life Safety is ensured for all - local landowners, the public, workers, emergency responders, and protestors
2. The exercise of property rights , and enjoyment of property, is protected for those who have a legal right to 

that exercise and enjoyment
3. Legal projects and commerce can take place unhindered
4. Increased confidence in government and their ability to maintain law and order
5. State and local governments maintain law and order within their jurisdictions;
6. Balance all public information (traditional/social) coverage to ensure support of strategic goals through 

active engagement and messaging

4. Operational Period Command Emphasis:

General Situational Awareness
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Multi-County Communication Plan                         

During normal Mutual aid from county to county in MT us your Normal protocol on Comm's.

       

          
Montana Common Mutual Aid Frequencies     
Frequency RX  TG TX Frequency            TG National ID Montana ID S Dakota ID 

    
    
    
    
    
    
    

       
Mutual Aid from Surrounding States:
The Communications plan below is for requesting of out of state 
resources and the channels they have to transmit and receive 
information.    
Frequency RX  TG TX Frequency          TG National ID Montana ID S Dakota ID 
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Emergency Declaration procedures 
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EMAC / NEMAC  
Ordering procedures with costs. 
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Resource Ordering Guidelines 
State resources / local government resources (L&C, Yellow) other Mutual aid 

partner’s. 
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Medical Plan 
Multi County / life flight info (MT, ND, SD) 
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1. Incident Name:  2. Operational Period: Date From: 08/03/17         Date To:  08/13/17
Time From: 0030               Time To: 2400  

3. Name: 4. ICS Position: 5. Home Agency (and Unit): 

6. Resources Assigned:
Name ICS Position Home Agency (and Unit)

7. Activity Log:
Date/Time Notable Activities

8. Prepared by:  Name:  Position/Title:  Signature:  

ICS 214, Page 1 Date/Time:  
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1. Incident Name:  2. Operational Period: Date From:           Date To:   
Time From:          Time To:  

7. Activity Log (continuation):
Date/Time Notable Activities

8. Prepared by:  Name:  Position/Title:  Signature:  

ICS 214, Page 2 Date/Time:  
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This document is a sensitive law enforcement document.   It contains material exempt from public disclosure under the Freedom of 
Information Act.  Any requests for this document or parts of it will be processed pursuant to General Order 32. 

1 of 4 
 

 
 

U.S. Department of the Interior
Bureau of Land Management

 
Office of Law Enforcement and Security

Region 4  -Montana 
 

BRIEFING PAPER

KXL Pipeline Project Law Enforcement planning
 
 
 

SUBJECT:
 
The Keystone XL (KXL) Project is a federally permitted crude oil pipeline, beginning in 
Hardisty, Alberta, and extending south to Steele City, Nebraska.   

Law enforcement is currently conducting planning meetings in anticipation of a similar response 
during the KXL construction that occurred in North Dakota related to the Dakota Access 
Pipeline (DAPL) construction.

BACKGROUND:

In Montana there will be 285 miles of pipeline constructed.  Approximately 44 miles of pipeline will 
go through BLM administered public lands. (ATTACHMENT 1; maps 1-3) There will be three 
sections under construction at the same time.  Three “man camps” will be established to house 
construction personnel.  Each man camp will have a security adviser and security personnel hired by 
TransCanada. Construction will begin in 2018 and is planned to conclude in 2020.  The work 
window each year will be from June to December.  No night work is anticipated.  Work week will be 
5-6 days depending on the progress and schedule.  

Below is a table showing the Montana counties impacted, miles of pipeline through each county, and 
local law enforcement resources per county. 

County Name Pipeline length Size of Sheriff’s Dept. 
(sworn Law 
Enforcement)

Phillips 25.4 7
Valley 64.3 8
McCone 67.4 4
Dawson 42.2 8
Prairie 21.0 3
Fallon 65.5 4
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 (http://www.nd.gov/)  (http://www.ndtourism.com/)

(..)

 (/#facebook)   (/#twitter)
 (https://www.addtoany.com/share#url=%2Fdakota-access-

pipeline%2Fpress-releases%2Fnumbers-
07&title=By%20the%20Numbers%20(07))
Date: March 7, 2017

Agency: North Dakota Joint Information Center

 

BISMARCK, ND – A snapshot of resources and costs diverted from normal operations to support State and Local response to ensure public safety and law and
order in Morton County and the Bismarck region due to protest events and related illegal activity since August 10, 2016.

       

Days of Response Support 210

Hours of Response Support 331,721

State and Local Cost to Taxpayers (estimated as of March 6, 2017) $38.2M

Personnel (Salaries, EMAC) $30M

Personnel Support (Travel and per diem, lodging) $4.1M

Equipment/Supplies (Cold weather gear, radios, gas $4.1M

In State Agencies Providing Support 106

Other States Providing Support2 10

Out of State Agencies Providing Support 34

Number of Arrests   761

Number of Protesters Arrested 709

Percent of Arrestees from Out of State 94%

Percent of Arrestees from North Dakota 6%

Number of Arrestees with Prior Criminal Records3 227

Number of Arrestees with History of Violence4 34

Number of Arrestees with a history of theft, robbery, or burglary 58

By the Numbers (07)
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Number of Arrestees with a history of DUI of alcohol or drugs 36

Number of Arrestees previously cited/arrested for drug possession 41

 

1. Numbers prior to March had a formula error. The above numbers represent the corrected data.

2. Alabama, Indiana, Louisiana, Minnesota, Montana, Nebraska, Ohio, South Dakota, Wisconsin, Wyoming

3. Total of 1,503 previous citations and charges for illegal activity (as of Mar. 1, 2017).

4.  Includes domestic violence and child abuse.

Sources:  North Dakota Department of Emergency Services, Morton County Sheriff’s Department

Copyright © 2017

  |Disclaimer (http://www.nd.gov/content htm?id=Disclaimer) |Privacy Policy (http://www.nd.gov/content.htm?id=Privacy) |Adobe Reader (http://get adobe.com/reader/)
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 (http://www.nd.gov/)  (http://www.ndtourism.com/)

(..)

 (/#facebook)   (/#twitter)
 (https://www.addtoany.com/share#url=%2Fdakota-access-

pipeline%2Fpress-releases%2Fnumbers-
08&title=By%20the%20Numbers%20(08))
Date: March 16, 2017

Agency: North Dakota Joint Information Center

 

BISMARCK, ND – The North Dakota Highway Patrol logged more hours in flight during the six months of the Dakota Access Pipeline protest than they would
typically fly over the course of four years. Below is a snapshot of NDHP aircraft statistics from August through February. Also, NDHP coordinated the towing of
vehicles that were abandoned at the main protest camp and those figures are below.

       

DAPL-related NDHP Aircraft Hours 612

Number of Flights 241

Average Time per Flight 2.5

The following numbers are a breakdown of the vehicles abandoned and towed from the Oceti camp.

Total Vehicles Abandoned 44

Trucks/Pick-ups 13

Vans 2

Cars 12

Snow Blade/Removal 1

Snowmobile Sleds 4

Flatbed Trailers 6

Campers/Motorhomes 3

Log Splitter 1

Buses 2

Sources:  North Dakota Department of Emergency Services, Morton County Sheriff’s Department

By the Numbers (08)
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 (http://www.nd.gov/)  (http://www.ndtourism.com/)

(..)

 (/#facebook)   (/#twitter)
 (https://www.addtoany.com/share#url=%2Fdakota-access-

pipeline%2Fpress-releases%2Fnumbers-06-nd-department-
agriculture&title=By%20the%20Numbers%20(06)%20-
%20ND%20Department%20of%20Agriculture)
Date: February 27, 2017

Agency: North Dakota Joint Information Center

 

BISMARCK, ND – The Dakota Access Pipeline protest has affected a variety of people and agencies within Morton County and the state of North Dakota. The
North Dakota Department of Agriculture provides some of the costs that the agency and the farmers and ranchers it serves have incurred due to protest-related
activities.

Number of Morton County households affected by protest activities 544

Individual losses claimed by Morton County farmers and ranchers1 $15K-$20K

Livestock killed or missing 23

Livestock injured 34

Number of hours Ag Dept. has spent on potentially pest-infested firewood2 200

Ag Dept. employee hours dedicated to pipeline protest-related activities3 700

Emotional and mental distress and anguish for rural families4 Widespread

1 Losses include unharvested or delayed harvesting in fields, resulting in quality and yield losses, and grain unable to be hauled to market; custom harvesters refused to come into the area, causing

delays, losses and financial impacts; increased costs were incurred by producers through extra compensation to get different custom harvesters or other custom help at a premium cost for working near

the protest camps. Slaughtered, mutilated or missing livestock; cattle and calves moved closer to home earlier than usual, costing more in feed and management. Vandalized equipment and

farmsteads; repairs and losses associated with cut and damaged fences. Hay unable to be moved for sale or consumption; farm equipment unable to be moved to harvest or hay; fuel to move heavy

equipment, such as combines, home to the yard every night due to fear of vandalism if left in the field.

2 Firewood was brought to the protest camps from states under a quarantine and possibly infested with the pests emerald ash borer and gypsy moth. If the firewood contains those destructive pests,

North Dakota forests could be decimated. The Department has spent at least 200 hours on this issue alone and anticipates an additional 6-10 day cleanup effort once grounds are accessible to try to

prevent the spread of these pests into North Dakota come spring thaw.

3 Calls from concerned farmers/ranchers; time spent on various protest-related issues affecting agriculture, including: firewood, animal health, pesticides, emergency management, and consumer

hotlines/public information. Disruption from protest activities inside and around the State Capitol building, which resulted in early dismissal, building lockdowns and overall distractions from regular

responsibilities. 

By the Numbers (06) - ND Department of Agriculture
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4 Families reported fear of leaving their homes and farmsteads; strangers taking photos or videotaping rural residents; vehicles and masked protestors playing chicken with local residents on county

roads or shaking fists at them as they drive by; farmers and ranchers feeling they are in harm’s way and arming themselves; extra expenses incurred for security systems, gas money to go around

roadblocks, families staying in Bismarck-Mandan hotels out of fear for their own personal safety; rural route buses escorted to schools by law enforcement.

Copyright © 2017

  |Disclaimer (http://www.nd.gov/content htm?id=Disclaimer) |Privacy Policy (http://www.nd.gov/content.htm?id=Privacy) |Adobe Reader (http://get adobe.com/reader/)
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Conversation Contents
Fwd: Nightly Brief for Mar 2nd

Attachments:

/41. Fwd: Nightly Brief for Mar 2nd/1.1 SRST DAPL Thursday Night Brief Mar 2,
2017.docx
/41. Fwd: Nightly Brief for Mar 2nd/1.2 3-2-17 BIA Intel.docx
/41. Fwd: Nightly Brief for Mar 2nd/1.3 (U-LES) 3-2-2017 Joint Intelligence Update
#148.pdf
/41. Fwd: Nightly Brief for Mar 2nd/1.4 (U-LES) 03-02-2017 NDSLIC HotSheet - Persons
of Interest in Arson on 2-2....pdf
/41. Fwd: Nightly Brief for Mar 2nd/1.5 USACE DAPL SITREP - 1 MAR 17.pdf

@blm.gov>

From: @blm.gov>
Sent: Tue May 23 2017 14:59:22 GMT-0600 (MDT)
To: @blm.gov>
Subject: Fwd: Nightly Brief for Mar 2nd

Attachments:
SRST DAPL Thursday Night Brief Mar 2, 2017.docx 3-2-17 BIA
Intel.docx (U-LES) 3-2-2017 Joint Intelligence Update #148.pdf
(U-LES) 03-02-2017 NDSLIC HotSheet - Persons of Interest in
Arson on 2-2....pdf USACE DAPL SITREP - 1 MAR 17.pdf

Bureau of Land Management
Office of Law Enforcement and Security
Deputy Director
(202) (Desk)
(480) (Cell)

NOTICE: This message is intended exclusively for the individual or entity to which it is addressed.  This communication may contain information that is
LAW ENFORCEMENT SENSITIVE, FOR OFFICIAL USE ONLY, SENSITIVE BUT UNCLASSIFIED, CONTROLLED UNCLASSIFIED INFORMATION,
proprietary, privileged and may be legally protected or otherwise exempt from disclosure.  If you are not the intended recipient, you are hereby notified
that any disclosure, dissemination, copying or distr bution of this transmission is strictly prohibited.  If you have received this message in error, please
notify the sender immediately by email and immediately delete this message and all of its attachments.

---------- Forwarded message ----------
From: @bia.gov>
Date: Thu, Mar 2, 2017 at 6:37 PM
Subject: Nightly Brief for Mar 2nd
To: @bia.gov>
Cc: @bia.gov>, @bia.gov>,

@bia.gov>, @bia.gov>,
@bia.gov>, @bia.gov>, 
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bia.gov>,bia.gov>



bia.gov>, @bia.gov>, 
@bia.gov>, @bia.gov>,
@bia.gov>, @nps.gov>,

@nps.gov>, @nps.gov>,
@fws.gov>, @fws.gov>, 

@blm.gov>, @bia.gov>, @nps.gov>,
@nps.gov>, @nps.gov>, 

@nps.gov>, @blm.gov>,
@ios.doi.gov>, @ios.doi.gov>,
@fws.gov>, @fws.gov>, 

@fws.gov>, @bia.gov,
@nps.gov>, @blm.gov>,

@nps.gov> @hhs.gov, @nps.gov

See Attached

 

Program Analyst

Bureau of Indian Affairs

Office of Justice Services

5924 NW 2nd St, Suite 650

Oklahoma City, OK 73127

Office: (405)

Cell:      (405)

Email: @bia.gov

 

WARNING: This e-mail (including any attachments) may contain Privacy Act Data/Sensitive Data
which is intended only for the use of individual(s) to whom it is addressed. It may contain information
that is  privileged, confidential, or otherwise protected from disclosure under applicable laws. If you
are not the intended recipient, you are hereby notified that any distribution or copy of this e-mail is

strictly prohibited.
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