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Pinal County Sheriff’s Offic
Paul Baheu Steve Henry
Sheriff Chief Deputy

FACSMILE COVER SHEET
To: ACLU

Atin: Anjali Abraham

FAX # 602-650-1376
PAGES: Ff

FROM: ANDREA KIPP #341
SUPERVISOR
PINAL COUNTY SHERIFF* OFFICE
RECORDS UNIT

TO VERIFY RECEIPT OF THIS TRANSMISSION FLEASE CALL OR FAX US AT:

DIRECT LINE (520) 866-5142
RAX # (520) 866-5169

ATTACHED I8 THE VENDOR INSTALLATION PROCESS. AT CURRENT PINAL
COUNTY SO ONLY HAS ONE (1) VEHICLE INSTALLED HLER, BUT FOR
SECURITY PURPOSE, THE VEHICLE WILL NOT BE ABLE TO BE DISCLOSED

ASTOIT’S LOCATION, PLEASE CONTACT MR IF YOU HAVE FURTHER
OUESTIONS, THANK YOU!

I¥ YOU HAVE ANY QUESTIONS CONCERNING THIS FAX PLEASE FEEL FREE TO CONTACT
ME AT THE ABOVE NUMBER. THANKS

THE INFORMATION CONTAINED IN THIS FACISMILE TRANSMIZSION I8 PRIVILEGED AND
CONFIDENTIAL INFORMATION INTENDED ONLY FOR THE USE OF THE INDIVIDUAL OR
ENTITY NAMED ABOVE. YOU ARE HERBY NOTIFIED ANY DISSEMINATION, DISTRBUTION
OR COPYTNG OF THIS COMMURNICATION 18 STRICTLY PROHIBITED. IF YOU HAVE RECEIVE
THIS COMMUNICATION IN ERROR, PLEASE NOTIFY US IMMEDIATELY.
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Pinal County Sheriff’s Ofﬁce

Paul Babeu
Sheriff

September 19, 2012

ACLU
P.0. BOX 17148 Lo
PHOENIX, AZBS011 - ARt L
Att Anjall Abraham o e eenel T

Re: Automatic License Plate Readers - " L

See attached Instaflation pracess provided hy the vendar fcir;_?ins_tal!at'lén by our IT Department,

Richard Jones, Chief Infarmation foiger‘ﬁ%s's ﬁrgﬂitded thﬂ‘f*’ilbﬁéﬂuﬁ process:

L

Frocedure foy receiving o ﬂtg far DPs§ Wltk {what we ﬂfiqk are) stalen Eiﬂema Fﬁﬂ’ﬂ numbers:

T sefup job to ropy files from DPS twice q dqy toq nefwwk drive., (Splilmnn sepver aut to network
drive).

PLS0 user(s) woukld then copy files from netwark a‘rﬁfe ta thumb dﬂve(s)..

PCSO user(s) then would uptaand files from thumb n‘rives. lr: Iaptnp that in lacated in the patrol
vehicle with LPR , ' b

If you have further questions regarding yaur ragquest, please coptact our office at

pesorecords@pinalcountyaz.gov or you tan call (520) B66-5142.

Sinceraly,

ey

ndrea Kipp #341
Records Supervisor

971 Jason Lopez Cirele Building C * P.O. Box 867 * Florence, AZ 85132
Main (520} 866-6800 * Fax (520) 866-5195 * TDD (520) 868-6810
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RECEIVED pCSo RECORDS

AUG 0§ 2002

July 30, 2012

Final County Sherriff’s Office
Public Records

017 Jason Lopez Circle Building C <
P.0. Box 867 XO
Flarence, AZ §5232

AN

Re:  Public Records Reguest / Autongitic Ligense PlatoReaders

To Whaom It May Concern:

aw, AR5, § 39-
A rizona, This
s (ALPRs). ALPRs

ara glso somehimes referred to as A ion, Car Plate

Recognition or License Flat ghlion eqy Nid/or software. This
records regunest useg {ERR i A ; :

din
"{1._ %ban for staring, accessing and sharing data obfained

= 0

b. invoices for the purchase of ALPR technology;

e lnal government approval for any ALPR purchase;

d. interactions with vendors, suppliers and potential suppliers of ALPR
technology, ineluding materials and fact sheets supplied by vendors describing
their products;

3. All records regarding the use of ALPR technology, including
a. what types of data are obtained;

b. number of license plates scanned and/or read in a given time period (day,
inonth, year, stc.);
g, the number of ALPR units or systems acquired;

1

- 4598 -



SEP-19-2012 WED 08:25 Al FAX NO,

]

4. the number of vehicles equfppéd with ALPR technology;
& for stationary deployments, the number and physical locationbaf ALPR

urkits; Q} @\

f. the technleal capabilities of the ALPR ynits; O NS

4, All records regarding the storage of data ned% ‘
ad longeith

technology, including

a what types of data are stored for any'peri an an hour;
b. how long daty iy slored;
AMERIGAN EIVIL 6. when data must be discarded;
LIBEATIES UNICH FOURBATION ] how many individual Hee carirecords your cwcurrently

OF ARIZONA

ad;
; l;%ncy puts collected ALPR data info;
governmentat or private, that may access your agency’s
ditwhat procedores third parties must go through in order 1o

35 the \"\\‘\.. dany resirictions placed on third parties regarding farther
si{aring of yOuDALPR dats;
d. any agveements to share ALPR data with oufside ageneies, corporations or
other entities;

7. All records regarding obtaining ALPR data from thivd parties, including
which databases your agency can access;

2, All training materials used to instrust members of your ageney in ALFR
deployment, data mgnagement, or operation of sutomated records systems that
contain ALPR data to which any member of your agency has access, including
regional or shared ALPR databases,
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The ACLU of Arizona is 8 non-profit civil rights organization M%Lesa records
are not sought for any commercial purpose, We therefore agres ta %& you

for reasonshle cosis aysociated with photocopying only, %l .

12L.01(INY); of. Flanania v, City of Tucson, 128 Ariz. 13 32,

333 (Ariz. Ct, App. 1980) {(agency may not charge i } tors for
sead 550,

costs associated with seqrching for records). If t4

AHERICAR iYL

LIDERTIES UNINK FAUMDATION ‘ IR N
oF AmiZonA Arizona public records law carrisg)

plaass st&te the Spemﬁc gm
address of the person {0 whomhg
of aﬂmwlse exempt matt*nal m

itian fo this matter. Please furnish all applicabls
ies Unjon of Arizona, P.O. Box 17148 Phoenix,
. n have any questians, please contact me or
Barajas at 602-650-1854.

Public Policy Director
602-773-6009
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A Finmeccanica Company

ELSAG NORTH AMERICA, LLC
ONE (1) YEAR LIMITED WARRANTY

COVERAGE

ELSAG North America, LLC (*ELSAG") warrants this ELSAG hardware praduct sgalnst defents

In deslgn, materlals and workmanship under normal use in accordance with the

speclifieations and documentation for a period of ONE (1) YEAR from the date of purchase by ;
tite orlginal end- User purchaser ("Warranty Period”). If a hardware defect arlses and a valid |
clalm is recelved within the Warranty Period, at #s opiion and to the extent permitted by law,

ELSAG will elther {1) repair the hardware defect at no charge, using new or refurbished

replacement parts, or {2) exchange the product with a product that Is new or which has been
manufactured from new or sarviceable used parts and is at least functionally equivalent to

the origingl product.

EXCLUSIONS AND LIMITATIONS

ELEAG does nat warmant that the aperation of the Produet will be yninterrupted or error free. FLSAG
1§ not respapsible for damage ansing from fallure to fallow instruetions relating to the Product’s use,
This warranty does not apply; {a} to errors ar dafects caused by peisons or entities other than |
ELSAG, Including, without limitatian, errors or dafects In any third-patty sofiware or protuots and
ariors ar defects causad by madifications to the Preduct {including upgrades and repairs) hy
someona other than ELSAG or an ELSAG Authorized Sanics Provider; (b} to any braach of the
Produet (camera antl trunk boy/procassing unit) seal by someane other than ELSAG ar an ELSAG
Authorized Service Provider; (¢) to pre-exlsting condltlons In the Instaliation envirenment or vehicie;
{d} to damage from accldent, abuse, misuse or introduttion of forelgn oblects inta the Praduct; (a) to
unauthorized Product repairs, modifications or afterations: (f) to fallure 1o foilow the manufacturar's
instructions; {g) to third party actions {i.e., fire, collision, vantialism, theft, ete.); (h) to alemants of
acts of war or acts of God; (i) to battery leaksge of improper use of any glectrical source; (fito
aosmetle or struetural damage to case or frame of the Product or to any non-oparating part inciuding
decoratlve parts; {k) to any damage to the Produst covered by an insuranca policy (in such a cass,
this Warranty will cover any applicable deductable, subject to the terms of coverage and exclusions
set forth heraln); {I) to preventative malptenance: {m) to any damagge which Is not reporied during
the Term of thls Warranty; (n} to costs asgociated with the installation, removal or reinstaliation of
the Product; and (o) to consumable parie, sush as batteries and cabies, unless damage has
ooourred cue to a defeat in materials or workmanship. ltems not covered under warranty (but
avallable for purehasge) Includa; camera glass, batterles, network cables, transportable cables and
transportable powar cables.

412 Clook Towr Commons, Brewster, NY 10509 Dircct: 845-278-5425 Toll Fros: 866-9-MPHS00 www.olsagnacom
QF-0.001
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A Finmaceanica Company

T0 THE EXTENT PERMITTED BY LAW, THIS WARRANTY AND REMEDIES SET FORTH ABOVE ARE
EXCLUSIVE AND IN LIEU OF ALL OTHER WARRANTIES, REMEDIES AND CO NDITIONS, WHETHER ORAL
OR WRITTEN, STATUTORY, EXPRESS OR IMPLIED, AS PERMITTED BY APPLICABLE LAW, ELSAG
SPECIFICALLY DISCLAIMS ANY AN[Y ALL STATUTORY DR IMPLIED WARRANTIES, INCLLIDING,
WITHOUT LIMITATION, WARRANTIFS OF MERCHANTABILITY, FITNESS FOR A PARTICULAR BURPOSE
AND WARRANTIES AGAINST HIDDEN OR LATENT DEFEGTS. IF ELSAG CANNOT LAWFLILLY DISCLAIRM
STATUTORY OR IMPLIED WARRANTIES THEN TO THE EXTENT PERMITTED BY LAW, ALL SUCH
WARRANTIES SHALL BE LIMITED IN DURATION TG THE DURATION OF THIS EXPRESS WARRANTY AND
TO REPAIR OR REPLACEMENT SERVICE AS DETERMINED BY ELSAG IN ITS SOLE DISCRETION. No
ELSAG reseller, agent or employas [s autharized 1o make any modification, extanslon, or addition to
this warranty. If any term Is held to be lisgal or unepforceable, the legality or enforceabifity of the
remaining terms shall not be affected of impalred.

ELSAG'a maximum liabllity under this Warranty, whether In contract, tort (Including negligenca or
strict Uabliity), or atherwise, shall be the cogt of repair or replacament of the affected Products,
EXCEPT AS PROVIDED IN THIS WARRANTY AND TO THE EXTENT PROVIDED BY LAW, ELSAG I8 NOT
RESPONSIBLE FOR ANY DIRECT, INDJREGT, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES
RESULTING FROM ANY BREACH OF WARRANTY OR CONDITION, OR UNDER ANY OTHER LEGAL
THEQRY IN CONTRACT, TORT (INCLURING NEGLIGENCE OR STRICT LIABILITY} OR OTHERWISE,
INCLUDING BUT NOT LIMITED TO LOSS OF USE; LOSS OF REVENUE; L0SS OF ACTUAL OR
ANTICIPATED PROFITS (INCLUDING LOSS OF PROFITS ON CONTRACTS); LOSS OF THE USE OF
MONEY; LOSS OF ANTICIPATED SAVINGS; LOSS OF BUGINESS; LOSS QF QPPQRTUNITY; LOSS QF
GOODWILL; LOSS OF RERPUTATION, WHETHER OR NOT ELSAG I8 OR HAS BEEN INFORMED OF THE
POSSIBILITY OF SUCH DAMAGES,

For technical support or to arrange for aervice on your ELSAG product, call our toll frea 24 hour
hotline at 1-866-9MPHO00.

Y ISDlrat.
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5 Installation of the Base Software
Compaonents

In this section we describe the installation of the necessary off-the-shelf sofiware
cOmponents.

Temporarily disable any firewal], anti~virus and pop up blocking software currently
running In the computer before launshing the inSf,alIation software,

Etep 1

This is 1o install the proprietaty middleware software.

s Run the Mwp66WinNT .exe setup program avallable under ..\Base Software
Components\MWT v6.6
o Ahvays select the dafonilt options,

%  Perform Windows system restart as roquested.
After the Restart, launch the program Stari-> Middieware MWP->Engine Monitor 16
check the correct installation of the Middieware. Doable-click on LOCALHOST or the
name of the computer as you can see from the figura below. The services you see in the
figure below in red should be the only services sfopped. Al others should be green, If the
connection Is successful and no ather error messages are returned the Installation has
been successful and you can procesd fo atep 2

Tsuha
& stanren m a

B sTaRTEn v um- sy a ma

SIARTER  + Noaw wR ] Ao

g STAATED & Mow ELAY g Ao

STARTED o Nena g 5 P
STOPPED ~ Hind 4] a Haimad

STARTED o Mome a2 a Auia

STARYER Mo 24 ] fuio

STARTED ~ Hore 1im [ Ao

MR Dlrre § STARTED % Mom 124 a P
MW 2undt Hoeger SIOPPER " Nope 0 4 Hanual
Mw Fis Trwiler Ssivd STRBPED = Kone g ] [
P Soherhday CTUPED o Ham o 0 et}
P Doemiosd K Il STFFED v Nemo t B Hoowaad
A e L o e o e A e TR ) M
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Step 2

This step refers {o the installation of the Microsoft Database Engine,

This step is required pnly if the Mission Repart Mndule it inotalisd. Ollwerwise slap sotup
2 and peviuun step 3.

DbaMgr2k is a freeware program that allows connecting to the MSDE database and
modifying application parameters, If neaded.

i, \lg.irsx gua MBSDE_Setup.exs sefup program, ynder . \Base Software Componenis
DE,

2. Rum the Setup_DbaMgr2k.eoxe setup program.
3. Perform Windows system resiart,

After the restart, check that the M8SqlServer jcon is present in the computer system tray
(bottom ~ right of the screen) and that its small arraw is green,

Biep 3

This is the Micrasoft NET framework. Install only if not already present in the system.

1. Run the dofneifx.exe setup progratm from ,\Base Software
Component\NET_FRAMEWORK 2.0

16
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& Instaliation of Stand Alone Car System

The stand alone CarSysam is not wirelessly connected o the Command Center.
UnptionsHy it's possible to transfer data to a Command Center via manual download and
file transfer (i.e.: via flash drives). '

Insiall the Car8ystemn components, according to the following stepe:

n  Select RELES CarSysfom_Sefup.exe from the , \CarSystem V=<Version> folder
and run the application
You will have a Welpomae window showing the CarSpsteim version number.
Then the user will be requested to acoept the License Agreemett
The next window will be the Installation Type: Enter & car nuunber in the Vehicle
Identifier figld or leave 1 as defanlt, The Yehicle Identifier is important to
differentiate cars in the statistics reports when the application envisions more than
one car, This Is an internal identifier used when the unit is part of a fleet of
vehicles coordinated by an Operation Center.

utallation Type
{nean Vericls [deniflar sad ‘or desenpifon snd Chizoasy lnatalation Typs

e

P i) L T ]

Yehicla Morafla: @:J
Vhicte Desediion fma 16 ch; {_,'.m..__..‘,_,,,_,.____. et

[P S S —

= PP ‘-.—mJ

(& Pl matabiations (Noads MR nnted)
(3 Services tngtaiEtion Maads MWP lhstaled)
3 GUI Inssalstion Oy GUR

I B A e et L P S i S B B

v Seleet Full Installation whenever the caineras are divectly connected to & singls
MDT or on-hoard PC, If you are upgrading the systern you can upgrade anly the
CarSysten Services or the User Interface. The CarSystam services aro the
software madules that communicate with the external devices, ranging from the

17
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MPH™8300X camerss to the GPS receiver. It Is possible to splif tha services and
the GUI into different computers networked together.

= Click next

Choogn Coveponents
Cheade the Componsnts oo werd o Instelf

our g Bra b LS "rae v e [P p—
- ¥ e oA 1B 41 8 4 ER Wi e FPTYr 1 =R e e LTy b P T s~ 11 EITA S b

ADM - AkoDetectcr Comporent
[PIEFS - Postian snd Ll ARk Lopprsms
[Joam - Comeaanieation Canporent

ITHIVRE -Videaansxdn: Sumponsst

1 AME - User Managesment Pompunant
[T} Statelowne: Component

S VU

i Select ADM-AuloDetector Component to insisll LPR (License Plats Reader). This
module is mandatory.

= Select GPS — Posilion and Cartogriphy Campmmni, if a GPS reseiver s
available and pre-installed

¥ Uncheck COM Communication Component; this option can be installed only with
the optional Operation Center software on a remote server, if wireless
communication (WLAN or Cellular) is available.

*  Check Shurdowner Component if you want the CarSystem shutting down the XP
computer when it closes,

v Check AMC-User Manugememt Component if you want to setup user profiles for
CurSystein, I you uncheck fhis the CarSvstem will sutematicslly open up the
uzer interface without requesting any password. I you want fo add the Login
system

Click next

18
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Below Salect Download Data On USB if you want the data exported to a USB
drive only. The Download Fath option will be grayed out, Deselect it to downfoad
it to the C)\ drive and then Type in the path or Click Browse and salect where yau
want the data fo be exported to. This is only for a manual export of dats and
images from CarSystem,

Car Spriem Benesnl Seltings
Choots tha Dar Spstem Envionmant G aomel Seltngs
[IiavnicadBate On USH Bivd
Dovioad Pt | |
o ]
(eBese I} Dhisty
Click Next.

19
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ADH - AutaDetactor Mohila
Mizston Flegont Module Settings

{1 Enabio Mission Repwrt Medule
Maxmum Tiarsi Data Slecage Petiod fin Dk [?ﬁ-___ﬁ,‘m.s
Memuin Alsm Data Stovage Pedod fnDapst J&f |
[ stabase Login '

Ueammsme , o 1

W MR e temmm B e el et mes b .

Erwaner g
L e e s Ay

Pasewosd P i
LIPS |

Guan Flesul Expint Typa
¥ Plain T TAR Delinitad
B THLTE wihiraes]

P PP ——

Sme emeltem il s i, P T i m—r —— mh M Amioee

(e i)

Select Enable Mission Report Module 1o have the Mission Reporting features,

Set Maximzum Transit Data Stovage Perlod (defauit is § days) and Meaxhnum

Alarm Data Starage Peried, You may improve the Data Storage period ta 30 days

or more, That vequires additional hard disk space occupation. Data older than the

Maximum Datg Storage Period are aytomaticsily disearded. Note that you can set

different time porjods for standard reads and alarms.

¢ The Database Login must be a valid Administrator leve] user of the MSDE or
SQL database installed at step 2 or already existing in the computer. The MSDE
default installation requires SA user with no password, The database Login is
only used during installation but never at run time,

»  Fer Query Results Fxport Tupe select Zip (HTML Files Images). In this case data
and images will be exparted ag an HTML file with links to both b/w and color
images).

Click next

2
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Uncheck Enable Data Storage for Download unless the Manual Data Download feature
is required. The feature allows the user to download read and alarm data in a propriciary
format. Data can be imported into the optional MPHS00 Operaticns Center module, This

mode of opstation is alternative to the automatic data download provided by the COM
module,

ADH - AuloDnlecier Hobda
Data Stoiags Setimgs

B e T R PP I

£rsbla Data Storags for Dowedoad

AP Pt b, e i ey sk et

Havkoum Transi Dala Storage Paliod lin Dagel
Mawmum Alany Dats Siovags Periad (in Dapsk
M s Marnsal Dowrload Backup Siorage Petiod [y Dapsk

P

S — e
I {éﬁt:k ﬁ fgm}_ 3‘ Canesl }

alarms,

Maximum Data Storage period 15 the time interval of local buffering of data fo be
downloaded to the Operations Center.
Maximum Alqem Data Storage Period is the time in days yon want to keep

6 Metsimum Manyed Download Backup Storage Perlod is the time interval where
already downloaded data are kept for backup in case the downloaded files are lost
and & nsw copy is nesded. Conslder that each read is associated to two Images for
a total of about 70 KB. Determine the time intervals according to available hard

disk space.

Click Next

21
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[ Chant Remete Access

)i

R A o A oo B e . *
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15

Data Root Location allows tho user to select the computer Drive and folder where to kecp
data, including images. The Drive must be local, nebwork locations are not supported.

Click Next

22
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ADM - Auvtolyaipstoy Hohile
Piste List Sattings

{5 oot et folder on Looef Disk,
O trmsect Kot foldes on USB Drives

traport Tiat foldet path

[T e v 4 e
o \rtlist
by

[ Enahla AeLherh Tranit agakst new Hot List

TR T o T e i TR ) Rrn 1 e T S ey e ] VRt e Sy e T e e e p iR | s Y cpasitepe— Ehima traa

[ <pack ) New> 1 Canesi j

In Plate List Settings you have the option to either load the hotlist to & specified folder on
the system or you could load the hotlist directly from a USB drive by seleoting “Import
list folder on USB Drive, You could speciy the import list folder in the box nader
“Import List folder path” or click browse to select the folder, The defavlt puth is
C:\Listimport.

If you had & previons instaliation it is recommended that you change the path to C:\hotlist
a4 In the image above,

Uncheek Enable Re-Check Transit sgainst new Hot List. This feature shouid not be nsed
irt this version of CarSystem.

Cliek Next,

- 4611 -
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10 Set the Static IP Address

The MDT/laptop has to be connecied ro the MPH™900 sensors by means of s TCP/IP
network. The computer has to have a Static IP address.
On requsst, it is possible to ohange the network subnet and the individual IP addresses of
the sensors and the computer. Please contact Technical Assistance for that, The standard

IP structure is the following:
| - Digvice _PCPPpdddress - | Note
Computer 172,19.8.37 Ethernet NIC mnnected to
. _ the AD3 junctionbox, |
Left camera 172.19.8.31 o -
Right Camera 172.19.8.32 ]

44
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1. Select Start, Control Panel, Network Connections

2. Select the network adapier that will be used to connect to the processar

3. Right click the network adapter

4. Scroll 1o the bottom of the *“This adspter uses these items:™ window and select
Internet Protocal (TCPI!P)

Select Propenies

Checek use the following IP Address

For IP Address Enter 172.19.8.37.

For Subnet Mask Enter 255,255.0.0

Click OK
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