Daniel Berger
Lower Hudson Valley Chapter Director
New York Civil Liberties Union

Re: Freedom of information request: Public Records Request/Automatic License Plate
Readers

This letter is the response to your correspondence dated August 1, 2012 regardmg
Records Request/Automatic License Plate Readers.

Attached are the department’s General Orders, Memorandum of Agreement with
Westchester County, LPR operating manual and supporting documentation. Most
questions in your request should be answered with these documents.

Other questions not address in the documentation were:

Number of reads. (Approximately 1700 per day, 51,000 per month.

Our department currently only has one unit.)

This data can be accessed for criminal investigations but that access is limited to the
Operations Division Commander and one Patrol Sergeant.

If you have any further questions I may be reached at 914-241-3111 or by email at
jdickan@bedfordny.gov

Respectfu

effrey R. Dickan

Operations Lieutenant
Bedford Police Department
307 Bedford Road

Bedford Hills, NY 10507-1321
Phone 914-241-3111

Fax 914-666-7236
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GENERAL ORDER SECTION 112-12
LICENSE PLATE READER (LPR)

DATE ISSUED | DATE EFFECTIVE | DATE REVIEWED | REVISION NO. | PAGE 1
10/28/09 10/28/09 OF 2

PURPOSE

The following special order is established in order to institute uniformed policies
and procedures for the use of the Remington ELSAG Automatic License Plate Reader in an
effort to fully utilize this equipment’s capability in apprehending vehicles involved in
criminal/unlawful activity and to increase the effectiveness of Vehicle and Traffic Law

enforcement.

POLICY

This Department will use the LPR in a uniform manner and deploy the LPR by
trained personnel on every shift whenever possible. In addition, it shall be the policy of this
Department to store the accumulated LPR data for a period of one year. This data shall be shared
with any requesting agency and submitted to a central repository may be required.

PROCEDURE

1. Officers utilizing the LPR system will be trained prior to its use through individual on-the-job
training. Officers will be trained in the use of the LPR system as well as checking updated
information, maintenance and manually entering plates. Once Department personnel are
trained, squad sergeants will determine which officer on his respective squad will operate
the LPR vehicle.

2. Excluding exigent circumstances, the LPR shall be deployed during all AMBER alerts.

3. Since LPR data is not live, all “Hits” will be confirmed through DMV prior to making an
arrest. All “Hits™ will be confirmed prior to stopping the vehicle. Once a “Hit” is positively
confirmed, current department arrest procedures will be followed.

4. All scofflaws will be confirmed through the Court prior to vehicle tow/impound. Only
vehicles parked on public roadways or municipal parking lots are subject to impound.
Moving scofflaws ( vehicles being driven on the public roadway ) will not be stopped as
scofflaws for the purpose of an impound without probable cause for a traffic stop in
accordance with the Vehicle and Traffic Law. Vehicles with suspended/revoked
registrations parked and unoccupied in public municipal lots may be impounded in the same
manner as scofflaw vehicles
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PAGE 2 OF 2 LICENSE PLATE READER (LPR ) SECTION 112-12

5. At the conclusion of their respective tour of duty, officers must complete an LPR Activity
Report. The report will be submitted to the LPR project manager directly or to his
mailbox. This form contains data required for the LPR grant program.
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MEMORANDUM OF AGREEMENT FOR THE
WESTCHESTER INTELLIGENCE CENTER (WIC)
AMONG THE PARTICIPATING FEDERAL, STATE
AND LOCAL LAW ENFORCEMENT AGENCIES

1. Overview

a. Background:

The Westchester Intelligence Center (“WIC") was established as a crime intelligence
center to foster and facilitate information sharing and collaboration among law
enforcement agencies, particularly field intelligence officers, operating in Westchester
County as a means of increasing the ability of law enforcement to rapidly triage criminal
events that endanger public safety and quickly respond to situations as they develop.

The principal goal of WIC is to support local police agencies in their efforts to abate
crime and augment public safety in Westchester County.

WIC operates under the auspices of the Westchester County District Attorney’s Office
(“WCDAQ”) and is staffed by members of multiple law enforcement agencies. WIC is
headed by an Executive Director, who shall serve as the Administrator of this

Agreement (“Administrator”).

b. Purpose and Intended Benefits:
With the goal of enhancing public safety, while protecting individual privacy rights, the
parties to this agreement seek to establish a mechanism for the sharing and exchange
of criminal intelligence information and data for the advancement of legitimate law
enforcement purposes, including crime solving and abatement, identification and

location of suspects and known offenders, detection of predictive trends in criminal
activity, and development of strategies to solve and prevent crimes.

G Agency Participation:

Any federal, state or local law enforcement agency operating in Westchester County
("Agency”) may participate in WIC.

= Information and Resources to be Shared:

Subject to the confidentiality provisions outlined in this agreement, WCDAO will make
the resources of WIC available to all participating Agencies. WIC will share information

11372012
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and data — whether generated by WIC or provided to WIC by outside law enforcement
agencies - with participating Agencies for legitimate law enforcement purposes only.

3.  Requests for Information:

All requests for information and data from WIC shall be submitted to the Administrator
or his/her designated representative. The Administrator shall be the final arbiter of
whether the information and data requested by the Agency is available for

dissemination.

4. Record Retention:

It is understood and agreed that the requesting Agency is responsible for the
preservation of all records and/or reports generated by WIC at the request of the
Agency, and shall be the repository of those records and reports.

Each Agency shall retain, as part of its own case files and records, any records and
reports (electronic and physical copies) obtained from WIC. The retention shall be in
accordance with that Agency's policies for record retention and in compliance with any

and all applicable federal, state, county and local laws.

5. Confidentiality and Security:

e In accordance with its purpose WIC shall be permitted to disseminate information
and data supplied by an Agency to authorized users under the terms provided
herein except to the extent such information and data has been specifically
identified as “confidential” by the providing agency.

¢ Information and data possessed by WIC is subject to disclosure in accordance
with the laws governing the criminal justice system and by court order.

e Only authorized users are allowed to view and use the information and data
possessed by WIC. Any authorized user who receives a request from a non-
authorized user for information and data provided by WIC shall not release that
information, but may refer the requestor to the Administrator.

» Each Agency will make reasonable arrangements to maintain the security of the
information and data in its custody, by protecting it against such risks as
unauthorized access, collection, use, disclosure or disposal.

e Each Agency will advise WCDAO and WIC immediately of any circumstances,
incidents or events concerning the following: unauthorized access to or
modification of information or data supplied by WIC; unauthorized use of such
information and data; unauthorized disclosure of such information and data; and
breaches of privacy, security and confidentiality with respect to the information
and data or with respect to any computer system in its custody that is used to
store or access such information and data.

» Each Agency must investigate and cure any of the aforementioned incidents of
unauthorized use of WIC information and/or data.

1/13/2012
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s All employees of WIC and each participating Agency having access to
information and data stored and maintained at WIC will be subject to a criminal

investigation background check.
¢ Each Agency will inform the Administrator or his/her designee, in writing, when
an employee or agent of the Agency is no longer authorized to access WIC as a

representative of the Agency.
6. Third Party Dissemination of Information and Data:

There shall be no third-party dissemination by an Agency of information and data
obtained through WIC without the express, written consent of the Administrator.

7. Accuracy:

Each Agency will make every reasonable effort to ensure the information and data it
contributes to WIC is accurate, complete and up-to-date.

It is expressly understood and agreed that an Agency shall use the ordinary

investigative tools to insure the objective reliability of any information and data received
from WIC which is relied upon to conduct any police initiated encounters.

8. Modification or Termination — General:

This agreement may be modified or terminated at any time by agreement, in writing, of
both parties.

9. Termination for Non-Compliance:

This agreement may be terminated at any time by either Party if the other Party fails to
meet its obligations under this agreement.

It is expressly understood and agreed that this agreement will, at the election of the
Administrator, cease immediately if a recipient Agency is found to be improperly using
or disclosing the shared information and data. In addition, such improper use or
disclosure will be subject to the penalties provided by applicable law.

10. Term of Agreement:

This agreement shall go into effect upon full execution hereof by both parties. It shall
remain in effect unless and until terminated in accordance with paragraph 8 or 9.

1/13/2012
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11. Notices:

Any notices required by this agreement shall be in writing and shall be effective on
mailing. All notices shall be sent by registered or certified mail, return receipt
requested, or by overnight courier, and mailed to the following addresses:

WCDA: Honorable Janet DiFiore
District Attorney of Westchester County
Westchester County Courthouse
111 Dr. Martin Luther King, Jr. Bivd.
White Plains, New York 10601

With copy to: Robert Kelly
Executive Director
Westchester Intelligence Center

85 Court Street
White Plains, New York 10601

Agency: Chief William Hayes
Bedford Police Department
307 Bedford Rd
Bedford Hills, NY 10507

12. Compliance with Law:

WIC and Agency will comply with all applicable federal, state and local laws, codes,
ordinances, rules, and regulations in performing activities under this agreement.

13. Execution of Memorandum of Agreement:

By executing this agreement, WCDAO and Agency acknowledge that they have
received a copy of this agreement and will comply with its terms and conditions. This
Memorandum of Agreement may be executed in one or more counterparts, each of
which will be deemed an original, but all of which together constitute one and the same

instrument. A complete original will be kept on file with WIC.

171372012
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Agreed to on behalf of WCDAO and WIC:

Robert Kelly, Date
Administrator, WIC

Agreed to on behalf of: Bedford Police Department
Law Enforcement Agency

Chief William Hayes Date
Name and Title of Authorized Representative

171372012
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STATE OF NEW YORK
DIVISION OF CRIMINAL JUSTICE SERVICES
Four Tower Place
Albany, New York 12203-3764

DAVID A. PATERSON DENISE E. O’'DONNELL
GOVERNOR COMMISSIONER

January 16, 2009

Chief Christian Menzel

Bedford Town Police Department
307 Bedford Road

Bedford Hills, NY 10507

RE: Letter of Agreement Regarding Transfer of License Plate Reader (LPR)

Dear Chief Menzel:

Congratulations! Your agency has been selected as an eligible recipient for a License
Plate Reader (LPR) award from the NYS Division of Criminal Justice Services (DCJS) through a
grant received from the Governor’s Traffic Safety Council.

DCIJS will purchase an LPR for your Law Enforcement Agency (Recipient) to commit to
a two-year traffic safety improvement initiative. In addition, DCJS will provide a one-year
manufacturer’s warranty and vendor developed Operation Center Software license for use in
crime reduction activities and the apprehension of offenders.

In order to insure successful implementation by June 30™ 2009, DCJS and ELSAG North
America Law Enforcement Systems, LLC will be working together to coordinate LPR software
downloads, equipment installation, and training.

Agencies in agreement with the terms set forth in the attached DCJS Letter of Agreement
(LoA) will receive one (1) LPR Unit upon the completion of the following:

STEP 1:  Submit the signed LoA to DCIJS via fax (518.457.1186) by midnight of
Wednesday, January 28th, 2009 to the attention of Michele Mulloy.

The original, signed LoA should be mailed directly to the attention of:

Eileen Langer-Smith

Division of Criminal Justice Services

3" Floor, 4 Tower Place — Stuyvesant Plaza
Albany, NY 12203
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STEP 2: Designate an agency laptop with the following minimum requirements:

= Windows 2000 (Service Pack 4) or XP — No Vista

= Available USB (2.0 preferred) and Ethernet Port (10/100)
= 1Gb RAM

* 1.6 GHz + processor (Pentium 4 preferred)

= 60 gb Hard Drive

In order to participate in the LPR initiative, those agencies that do not currently
have an available agency laptop which meets the above minimum requirements will
need to purchase and receive delivery of one by Tuesday, March 31st, 2009.

STEP 3:  Complete the attached Agency Coordinator Contact Form and fax it with the signed
Letter of Agreement.

If you are in agreement with the attached LoA, please sign it and return the original to the
Office of Program Development and Funding. attention Motor Vehicle Theft and Insurance
Fraud Unit by midnight of Wednesday, January 28th, 2009.

If you have any questions or are unable to comply with any of the above requirements by

the deadlines indicated, please contact Michele Mulloy at 518.485.0913. Thank you for your
assistance.

Very truly yours,

Qe € et

Denise E. O’Donnell
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Letter of Aereement to Participate in the Traffic Safety Improvement Initiative
g I , I

[his letter of agreement will have the duration of two years from the equipment delivery

date to the Law Enforcement Agency (Recipient), and may be amended in writing upon the
mutual consent of the Recipient and DCIS. This letter of agreement may be terminated at the
discretion of the Commissioner of the Division of Criminal Justice Services.

This letter conlirms the agreement between DCIS and the Recipient, wherein DCIS has

agreed to transfter all right. title, and interest in the LPR to the Recipient, and the Recipient
agrees to accept the transfer of all right, title, and interest in the LPR, upon the following
conditons.

[t

)

LJd

L 4|

The Recipient agrees to appoint a staff member to coordinate the receipt and utilization
of the LPR (see attached Agency Coordinator Contact Form). The Recipient agrees to
notify DCJS in writing of any personnel changes in regards to the LPR program
coordination. The coordinator will be required to submit guarterly report data to DCJS
and make appropriate efforts to ensure that the LPR equipment is utilized a minimum

of eight (8) hours per week.

The Recipient agrees to provide DCIS a standardized quarterly progress report for a
minimum of two years regarding LPR usage (see attached LPR Quarterly Progress
Report). Each LPR contains software capable of generating the statistics necessary to
complete the reporting requirements. Training on how to obtain the report from the
LPR unit will be provided by the vendor upon installation and with subsequent
software upgrades. This report data is essential in the ongoing evaluation on the

effectiveness of LPR technology.

Quarterly reports are to be sent electronically or via fax to the designee of the Director
of the Office of Program Development and Funding.

The Recipient agrees to provide an appropriate and compatible laptop computer for the
use and operation of the LPR.

The Reciptent agrees to accept all responsibility for the care and operation of the LPR.
Furthermore. the Recipient agrees to provide for the maintenance and support of the
LPR beyond the original one-year warranty and service contract. Prior to the
expiration of the DCIS funded one-year warranty, the Recipient agrees to purchase the
second year extended warranty which covers the latest version of the applicable
software.

The Recipient agrees to develop and implement a departmental policy regarding the
utilization of the LPR and provide said policy in writing to DCIJS within 90-days of
receiving the LPR.
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The Recipient agrees to implement strategic crime prevention and control initiatives
regarding highway safety issues and other motor vehicle related offenses as
recommended in the *Operation of License Plate Readers for Law Enforcement
Agencies in New York State Suggested Guidelines’

Cheep: wvoveerininaljustice. stare n.us ofpa pdidocs:approvedivne 200" Inrmanual 1 adf).
DCIS shall seek the return of any LPR equipment which is not etfectively utilized for
initiatives in accordance with the strategy recommendations.

The Recipient agrees to provide mutual assistance to law enforcement agencies in
neighboring and/or overlapping jurisdictions which request the use of LPR’s for
special operations (subject to availability).

The Recipient agrees to immediately deploy the LPR when responding to the recovery
of an abducted child (Amber Alert). The agency agrees to comply with the guidelines
as issued by the Missing and Exploited Children’s Clearinghouse (MECC) which are
used during an AMBER Alert. Agencies should:

Provide notification to patrols.

Search during an incident.

Look back for encounter prior to the alert date.

Obtain assistance from other agencies with LPR equipment.

e o

Any notice to either party must be in writing, signed by the party giving it, and shall be
served personally, electronically or by mail to the other party. Notice to DCJS is to be
given to the Deputy Commissioner of the Office of Program Development and Funding
and notice to the Recipient is to be given to the person signing this letter of agreement on
behalf of the Recipient or that individual’s replacement pending a cessation of
employment from the Recipient agency.

For the Law Enforcement Recipient:

In Acknoyledgment of dﬂd z{reem?t with the Provisions of this Letter of Agreement:

U (/5 i

Tule CItLEF OF FLLICE
TowWN  oF EXYOD ALK

Law Enforcement Agency

Date:

BEMIEDY
/ !
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ELSAG NORTH AMERICA, LLC
EXTENDED LIMITED WARRANTY

Equipment Owner Servicer

Town of Bedford Elsag North America, LLC
307 Bedford Road 205 H Creek Ridge Road
Bedford Hills, NY 10507 Greensboro, NC 27406
Model Number Serial Number

MPH-900 JO7017165-E08030860-J07016057

Date Equipment Installed: N/A Date Coverage Begins: 2-24-11
Warranty Sales Price: N/A Date Coverage Ends: 2-23-13
COVERAGE

ELSAG North America, LLC (“ELSAG") warrants this ELSAG hardware product against defects
in design, materials and workmanship under normal use in accordance with the
specifications and documentation for the period designated above (“Warranty Period”). If a
hardware defect arises and a valid claim is received within the Warranty Period, at its option
and to the extent permitted by law, ELSAG will either (1) repair the hardware defect at no
charge, using new or refurbished replacement parts, or (2) exchange the product with a
product that is new or which has been manufactured from new or serviceable used parts
and is at least functionally equivalent to the original product.

EXCLUSIONS AND LIMITATIONS

ELSAG does not warrant that the operation of the Product will be uninterrupted or error free. ELSAG
is not responsible for damage arising from failure to follow instructions relating to the Product’s use.
This warranty does not apply: (a) to errors or defects caused by persons or entities other than
ELSAG, including, without limitation, errors or defects in any third-party software or products and
errors or defects caused by modifications to the Product (including upgrades and repairs) by
someone other than ELSAG or an ELSAG Authorized Service Provider; (b) to any breach of the
Product (camera and trunk box/processing unit) seal by someone other than ELSAG or an ELSAG
Authorized Service Provider; (c) to pre-existing conditions in the installation environment or vehicle;
(d) to damage from accident, abuse, misuse or introduction of foreign objects into the Product; (e) to
unauthorized Product repairs, modifications or alterations; (f) to failure to follow the manufacturer's
instructions; (g) to third party actions (i.e., fire, collision, vandalism, theft, etc.); (h) to elements of

205-H Creek Ridge Rd., Greensboro, NC 27405 Direct: 336-379-7135 Toll Free: 866-9-MPH900 www.elsagna.com
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7/ EL_SAGNorthAmerica

A Finmeccanica Company acts of war or acts of God; (i) to
battery leakage or improper use of any electrical source; (j) to cosmetic or structural
damage to case or frame of the Product or to any non-operating part including decorative parts; (k)
to any damage to the Product covered by an insurance policy (in such a case, this Warranty will cover
any applicable deductible, subject to the terms of coverage and exclusions set forth herein); (I) to
preventative maintenance; (m) to any damage which is not reported during the Term of this
Warranty; (n) to costs associated with the installation, removal or reinstallation of the Product; and
(o) to consumable parts, such as batteries , unless damage has occurred due to a defect in materials
or workmanship. Items not covered under warranty (but available for purchase) include; camera

glass and batteries.

TO THE EXTENT PERMITTED BY LAW, THIS WARRANTY AND REMEDIES SET FORTH ABOVE ARE
EXCLUSIVE AND IN LIEU OF ALL OTHER WARRANTIES, REMEDIES AND CONDITIONS, WHETHER ORAL
OR WRITTEN, STATUTORY, EXPRESS OR IMPLIED. AS PERMITTED BY APPLICABLE LAW, ELSAG
SPECIFICALLY DISCLAIMS ANY AND ALL STATUTORY OR IMPLIED WARRANTIES, INCLUDING,
WITHOUT LIMITATION, WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
AND WARRANTIES AGAINST HIDDEN OR LATENT DEFECTS. IF ELSAG CANNOT LAWFULLY DISCLAIM
STATUTORY OR IMPLIED WARRANTIES THEN TO THE EXTENT PERMITTED BY LAW, ALL SUCH
WARRANTIES SHALL BE LIMITED IN DURATION TO THE DURATION OF THIS EXPRESS WARRANTY AND
TO REPAIR OR REPLACEMENT SERVICE AS DETERMINED BY ELSAG IN ITS SOLE DISCRETION. No
ELSAG reseller, agent or employee is authorized to make any modification, extension, or addition to
this warranty. If any term is held to be illegal or unenforceable, the legality or enforceability of the
remaining terms shall not be affected or impaired.

ELSAG's maximum liability under this Warranty, whether in contract, tort (inciuding negligence or
strict liability), or otherwise, shall be the cost of repair or replacement of the affected Products. -
EXCEPT AS PROVIDED IN THIS WARRANTY AND TO THE EXTENT PROVIDED BY LAW, ELSAG IS NOT
RESPONSIBLE FOR ANY DIRECT, INDIRECT, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES
RESULTING FROM ANY BREACH OF WARRANTY OR CONDITION, OR UNDER ANY OTHER LEGAL
THEORY IN CONTRACT, TORT (INCLUDING NEGLIGENCE OR STRICT LIABILITY) OR OTHERWISE,
INCLUDING BUT NOT LIMITED TO LOSS OF USE; LOSS OF REVENUE; LOSS OF ACTUAL OR
ANTICIPATED PROFITS (INCLUDING LOSS OF PROFITS ON CONTRACTS); LOSS OF THE USE OF
MONEY; LOSS OF ANTICIPATED SAVINGS; LOSS OF BUSINESS; LOSS OF OPPORTUNITY; LOSS OF
GOODWILL; LOSS OF REPUTATION, WHETHER OR NOT ELSAG IS OR HAS BEEN INFORMED OF THE

POSSIBILITY OF SUCH DAMAGES.

For technical support or to arrange for service on your ELSAG product, call our toll free 24 hour
hotline at 1-866-9MPH900.

205-H Creek Ridge Rd., Greensboro, NC 27405 Direct: 336-379-7135 Toll Free: 866-9-MPH900 www.elsagna.com



TOWN OF BEDFORD

425 CHERRY ST. PO Number : 156694
BEDFORD HILLS, NY 10507 Date : 01/13/2011
PHONE # (914) 666-8283 FAX # (914)666-8025 Page: 10f1

Federal ID: 136007284

Purchase Order

Ship Td:
_ POLICE DEPT.
Vendor: oS> 307 BEDFORD RD.
BEDFORD HILLS, NY 10507

ELSAG NORTH AMERICA LAW ENFORC SYSTEMS
412 CLOGK ngﬁ%wmows
BREWSTER NY 1

) Bill To:

: ; , g 7
. ok = H Gﬁé Z Iz /J{L/((ﬁ__ POLICE DEPT.

) j 307 BEDFORD RD.
i 5 3
s o bl a AR S i ; BEDFORD HILLS, NY 10507
é.léém}/d"h AP 2/2/[{
PHONE # (845) 278-5425 FAX # ;

Description: 2011 ONE YEAR RENEWAL OF WARRANTY

Qty. Unit Description Unit Price Amount
ONE YEAR RENEWAL OF WARRANTY 2,000.00

001.3120.0432
$2,800.00

Total:

-’7'/‘ / f,\_/ A / . /_‘ J )
d,f) ,074 /C cntiac i 5 'y 71)7/ T

Bl AP Lk ¢

CONDITIONS - READ CAREFULLY

1 IMPORTANT: INVOICE, PACKAGES AND CORRESPONDENCE MUST BEAR THIS PURCHASE ORDER NO.

2. EACH SHIPMENT MUST BE COVERED BY SEPARATE INVOICE.
3. THE RIGHT IS RESERVED TO CANCEL THIS ORDER {F NOT FILLED WITHIN THE PRESCRIBED TIME.
14, THE CONDITIONS OF THIS ORDER ARE NQT TO BE MODIFIED BY ANY VERBAL UNDERSTANDING.
5. CHARGES FOR BOXING OR CARTAGE WILL NOT ALLOWED UNLESS PREVIOUSLY AGREED UPON.
6. ALL SHIPMENTS ARE TO BE MADE PREPAID.
7. WHERE APPLICABLE ATTACH DELIVERY SLIPS SIGNED BY THE MUNICIPAL EMPLOYEE RECEIVING THE MATERIALS,
'8.1N ORDER TO EXPEDITE PAYMENT, YOUR INVOICE SHOULD BE RETURNED PROMPTLY AFTER THE SERVICES HAVE BEEN RENDERED

OR THE MATERIALS HAVE BEEN FURNISHED.

Req. Date: 01/13/2011  Req. Number: 18634  Approved By:




ELSAG North America
205-H Creek Ridge Road
Greensboro, NC 27406

Voice: 336-379-7135
Fax: 336-379-7164

- et
BIII To
Town of Bedford Pohce Dept

| X0
Bedfbrdi-iﬁ NY 10507
| United States

ST L T SRR ... . B N

INVOICE

Invoice Number: 13968
Invoice Date: Jan 15, 2011
Page: 1

~ ' Ship to:

Town of Bedford Pohce Dept
' 425 Cherry St

Bedford Hills, NY 10507

United States

Payment Tams 7 ‘ . b ‘

B - BEDFORD PD_N\_’____,____ . .. TR S ... 5| Days e
_ SslesRepD | _ShippingMethod |  ShipDate [  DueDawe |
DIRECT SALES | | Fed-Ex | | | 130111
fm“"ﬂ"tﬂv' e W o b e B m“ﬂpﬁﬂﬂ ' | |UnitPrice [  Amount |
S 520003 T Servuoe PanYear3 i 875.00 | 875.00
1.00 520004 'Service Plan Year 4 | 875.00 875.00
| | |
. | .
i % | 5
| |‘ | |
a . ! 1
| | i
[ | | l
| | I | |
| 2 | i |
1 ; |
i S N
| | | | | |
| g | |
f | !
| | |
| | |
| | .‘
i l 1
Subtotal : ) ; L 750 00 i
Saies Tax | |
Total Invoice Amount l 1 750 00| i
Check/Credit Memo No:  Payment/Credit APP“Bd | . J
Lo SRR SRR SRR R R R 1]

Overdue invoices are subject to late charges.
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RELES MPH-900 Mobile LPR System

Remington ELSAG Law Enforcement Systems, the world leader in License Plate
reading technology and deployment, offers the MPH900 as a solution for mobile
automatic license plate reading. This system reads plates from a stationary
location or at highway speeds and cross references them against an onboard
hotlist. The system alarms within a second of identifying a plate on the hotlist
and can process hundreds of plates per minute. An image and GPS coordinates of
every plate scanned are stored and can be referenced later.

The MPH900 provides two sets of benefits:

Real-time Intervention Intelligence Gathering
« Watch List Filtering » Link Analysis
» Probable Cause generation - Recurring traffic pattern analysis
for unbiased, targeted search » Suspect surveillance
= Auto theft recovery « “Late Hit” analysis
« Plate manipulation « Coordination with Mobile Plate
» Rental Contract violations Hunters

Instantly Alarms on a Wanted Plate

«Alarms can display on a laptop computer (sold separately) or on an M.D.T.
«Alarms can be broadcast to an operations center or to a support vehicle
«System can accommodate a hotlist of 4 Million lines of data, can combine data
from different sources

«Has the ability to receive and transmit wireless updates

«Works day or night in all weather conditions

Pricing and Support

OGS 0GS 0GS
ltem# Description LIST PRICE 1-9 Units 10-24 Units 25+ Units
MPH-900 MPH-900 LPR System $21,000 $20,100 $18,425 $16,800

Technical Support and Maintenance are free for the first year and 5% (5% OGS - 10% non-OGS)
of system cost thereafter. Support includes software upgrades.

We can be reached toll free at 1-866-967-4900 or www.remingtonelsag.com
870 Remington Drive, Madison, NC 27025
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ELSAG North America

11/12/2009
3 QUOTATION
205 H Creek Ridge Rd Duns # 196140821
Greensboro, NC 27406 Phone: 866-SMPHS00 (967-4900)
Fax: 336-379-7164
Delivered to:
Town of Bedford Police Quotation valid until: __January 11, 2010
Jeff Dickan Prepared by: Kevin Bauersfeld
307 Bedford Rd Projected Arrival Date: 1BD
Bedford, NY 10507
NASPO Multi-State Contract #PC62119 Award #19745
(California Participating Addendum)
WSCA # PC 62119 Hazardous Incident Response Equipment
(Contract term: 5/20/2007 - 5/10/2010)
Model # Description Cost Units Amount
MPHE Replacement Cable set for MPH-900, 15' er, Sheilded eth t $150 1 $150.00
900CamCable pl r 2 power, ilded ethemnet. i
MPn; Charge per vehicle for standard MPH-900 installation $900 1 $900.00
900INSTALL ! k
Phone |, Hour Telephone Support by qualified MPH-900 technicians FREE
Support P pport by q
ON-SITE Included in the purchase of both transportable and permanent
TRAINING MPH_—QOD installations available in group and individual FREE
sessions.
Tg::‘l':_giﬁ Unlimited access to ELSAG North America training classes held | *
ither in the field or at Company Facilities FREE
MEMBERSHIP (&' p -
TOTAL $1,050.00
Servic n for goods an rvi rovi by the abov:
Due Date
Year I Free Hardware and Software
Year IT $53 Hardware and Software |1 year after receipt
Year 111 $53 Hardware and Software |2 years after receipt
Year IV 353 Hardware and Software |3 years after receipt
Beyond 432 Software Only 4 years after receipt
Service Plan Includes:

- Software Updates
- Annual Training/Service

- Parts & Labor Approval Signature:

Terms: 2% Net 15 Days 1%30 Days Receipt of Goods

Cash Discount Value if paid in 15days] $21.00 |
Cash Discount Value if paid in 30 days| $10.50 |
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Mobile Plate Hunter 900 Series

Software Installation Instructions for
ENA MPH™900
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Mobile Plate Hunter 900 Series

S&6S

MPH™900 is a trademark of Elsag North America Law Enforcement Systems, LLC.

MSDE, SQL 2005 Express Edition, Windows XP and .NET Framework are Copyright
Microsoft Corporation.

All rights reserved. Reproduction of any part of this guide in any form whatsoever
requires express written permission of Elsag North America. The contents of the guide
are subject to change, and Elsag North America can accept no responsibility for any
errors, or their consequences.

Copyright © 2008 by Elsag North America Law Enforcement Systems, LLC.

[f you need technical assistance, please contact us at
Elsag North America

412 Clock Tower Commons, Brewster, NY 10509 —
866 967 4900 or 1-866-9MPH900

336 379 7135

e-mail

techsupport(@elsagna.com

Web:
WWW.ELSAGNA.COM
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Mobile Plate Hunter 900 Series

About this guide

This guide explains how to install and configure the Mobile Plate Hunter 900 software.

Sections 1-2-3 include all system prerequisites and additional information you will need
to install successfully the Mobile Plate Hunter 900 software.
Section 4 gives a few hints on how to upgrade from previous versions of the system

Section 5 6 and will guide you through the installation of the CarSystem Software
Components

Section 7 will explain how to install the CarSystem when the wireless communication

module is needed.
Sections 8 and 9 shows how to configure the Login and the system configuration.

Section 10 explains how to setup the Static [P Address in the host computer.
Section 11 is related to the installation of the Cartography module.

Sections 12 provide details on testing the Mobile Plate Hunter 900 after the setup
procedure has been completed.

- Sections 13 and 14 explain how to upgrade firmware and protocols on the MPH900
processor PUMA Lite configuration.

Sections 15 and 16 describe the Firmware and protocols loading procedures for AD3M
cameras.

Sections 17-23 provides procedures on how to configure the AD3 system.
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Revision History

Ver. | Date Description Author

1.2.0 ] 3/02/2006 Kit 1.2.0 - CarSystem 2.9.0 Leeps

4.2.08/10/2006 Kit 4.2.0 - CarSystem 3.3.2 Masciangelo

4.3.011/08/2006 |Kit 4.3.0 - CarSystem 3.4.0 Masciangelo

6.0.0 | 01/15/2008 | Kit 6.0.0 - CarSystem 4.3.0 Masciangelo
and Puma Lite configuration

A 06/17/2008 | CarSystem 4.5.0 Puma and Masciangelo,
AD3M manuals have been Gonzalez
merged. :

B 8/5/2008 Added Hot List from USB, AD3 | Masciangelo,
recovery procedure, password | Gonzalez
reset and IP change procedures

L 12/12/2008 | CarSystem 4.7.1; AD3 Masciangelo,
Firmware 2.0.0 Gonzalez
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This guide explains how to install the on board user interface, called CarSystem, onto the
MDT, laptop or PC that is connected to the MPH™900 LPR (License Plates Readers)
systems,
The document also explains how to load firmware and OCR configuration protocols onto
the processor
The MPH™900 is a family of License Plate Reading System. The most recent products
are:

o Puma Lite;

o AD3 M (dual sensor color and b/w cameras).
The current document is not applicable to Puma systems.

1 Introduction

Puma Lite
The system components are:
o apair of IR cameras,
o the MPH900 processor also called PUMA,
o aMobile Data Terminal (MDT) hosting the on-board user interface,

AD3M
The system components are:
o a set of dual sensor (color and IR) LPR cameras
o apower and junction box
o a Mobile Data Terminal (MDT) hosting the on-board user interface.
The cameras are [P devices that include an OCR processor. Each camera is accessible via
LAN through their Static IP address.
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Figure 1 shows the system components and their connections. Each vehicle can be
equipped with up to 4 Smart LPR cameras (AD3-M).

Every camera is characterized by its own static IP address and a unique ID. Cameras have
different focal length to adapt to different traffic conditions and application requirements.
Available optics ranges from 12 mm to 50 mm for the black/white cameras. Usually there
is a different parameters configuration (protocol) for every focal length.

The LPR cameras are connected to a junction and power supply box (AD3-MPW)
through provided cables. The AD3-MPW device includes a LAN switch that connects all
the cameras to the MDT or other on-board PC, the power supply module and an access
point (WLAN) 802.11 G. The WLAN access point can be optionally used to connect the
MDT to an Operation Center wirelessly or to connect external LPR cameras to the MDT.
Up to 4 more cameras can be deployed remotely and linked to the same on-board PC.

The AD3-MPW device is powered from a vehicular 12 V source: It could be either
directly the battery (permanent install) or a cigarette lighter socket (transportable).

AD3M System Overview
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Figure 1: The picture shows the system hardware components and their connection.
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Transportable PUMA Lite System Overview

¥ RH LPR Camera
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L e C (MDC, Laptop)
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5 .
\ PowerMetwork Harness \* ;
12 ¥DC VYehicle «——
4 12 VDC Vehicle
e e ]
£ Video Camera
{(Optional)
] Left LFR Camera

ight LPR Camera

N

Figure 2: Schematics of Puma Lite system (transportable configuration).

Magnetic Base
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2 Software License Agreement

This End User License Agreement (the "Agreement”) is a legal agreement between you (the "End
User”), and Elsag Spa (hereinafter "Elsag") regarding the use of Elsag proprietary software
installed, pre-loaded or embedded with Elsag products (the “Software") for which there is no
separate license agreement between you and Elsag itself. By opening or breaking the seal on the
Software packet(s), and/or using the Software, you agree to be bound by the terms of this
Agreement. If you do not agree to these terms, promptly return all Software items (disks, written
materials, and packaging) and delete any preloaded or embedded Software.

LICENSE

This Agreement is not for the sale of Software or any other intellectual property. Elsag owns all
title and intellectual property rights in and to Software. Elsag, the manufacturer and owner of the
Software, reserves all rights not expressly granted under this Agreement.

This Agreement permits the End User to use one copy of the Software, for internal purposes only,
on only one computer and only by a user, at a time.

If you have multiple licenses for the Software, you may use as many copies at any time as you
have licenses. "Use" means loading the Software in temporary memory or permanent storage on
the computer or Elsag product.

The End User hereby grants Elsag the right to perform an audit of the End User’'s use of the
Software during normal business hours; the End User agrees to cooperate with Elsag in such
audit, and the End User agrees to provide Elsag with all records reasonably related to the End
User's use of the Software. The audit will be limited to verification of the End User compliance
with the terms of this Agreement.

COPYRIGHT

The Software is owned by Elsag and is protected by ltalian copyright laws and international
treaties provisions. Therefore, the End User may not use, copy or distribute the Software without
Elsag authorization.

The End User may make cne copy of the Software solely for backup or archival purposes or
transfer it to a single hard disk provided the End User keeps the original solely for backup or

archival purposes.
The End User may not copy the printed materials accompanying the Software, nor print copies of

any user documentation provided in any form.

RESTRICTIONS

The End User may not rent, lease, or loan the Software, but the End User may transfer his rights
under this Agreement permanently, provided the End User transfers this Agreement, the Software
and all accompanying printed materials, retains no copies, and the recipient agrees to the terms
of this Agreement.

The End User may not reverse engineer, decompile, or disassemble the Software, except to the
extent the foregoing restriction is expressly prohibited by applicable law. The End User may not
modify or create derivative works based upon the Software.

LIMITED WARRANTY

Elsag warrants that the means on which the Software is furnished will be free under normal use
from defects in materials and workmanship for a period of ninety (90) days from the date of
receipt. This warranty is limited to the End User and is not transferable. Any implied warranties
are limited to ninety (90) days from the date the End User receives the Software. The entire
liability of Elsag, and the End User exclusive remedy, shall be replacement of the defective

10
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means not meeting this warranty that is returned to Elsag with a copy of the End User receipt.
This limited warranty is void if failure of the Software has resulted from accident, abuse or
misapplication. Any replacement Software is warranted for the remaining original warranty period
or thirty (30) days, whichever is longer.

Elsag does NOT warrant that the functions of the Software will meet your requlrements or that

operation of the Software will be uninterrupted or error free. The End User assumes responSIblllty
for selecting the Software to achieve the End User intended results and for the use and results
obtained from the Software.

TO THE EXTENT PERMITTED BY APPLICABLE LAW ELSAGDISCLAIMS ALL OTHER
WARRANTIES, EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT WITH RESPECT TO THE SOFTWARE AND ALL ACCOMPANYING
WRITTEN MATERIALS.

THE MAXIMUM LIABILITY OF ELSAG SHALL IN ANY EVENT NOT EXCEED THE SUM OF
THE LICENSE FEE PAID FOR THE SOFTWARE.

NO LIABILITY FOR CONSEQUENTIAL DAMAGES

IN NO EVENT SHALL ELSAG BE LIABLE FOR ANY DAMAGES WHATSOEVER (INCLUDING,
WITHOUT LIMITATION, DAMAGES FOR LOSS OF BUSINESS PROFITS, BUSINESS
INTERRUPTION, LOSS OF BUSINESS INFORMATION, OR OTHER PECUNIARY LOSS)
ARISING OUT OF USE OR INABILITY TO USE THE SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

ESSENTIALITY OF TERMS

The above provisions of Paragraph 4 on LIMITED WARRANTY, Paragraph 5 on NO LIABILITY
FOR CONSEQUENTIAL DAMAGES constitutes essential parts and fundamental elements of
the basis of this Agreement. Elsag would not be able to provide the Software without such

limitations.

TERMINATION

This Agreement is effective until terminated. This Agreement will terminate immediately without
notice from Elsag if the End User fails to comply with any of its provisions.

Upon termination the End User must destroy the Software and all copies thereof and the End
User may terminate this Agreement at any time by doing so.

GENERAL

This Agreement is governed by the laws of Italy.

Any dispute between the End User and Elsag regarding this Agreement will be subject to the
exclusive venue of the Court of Genoa (ltaly).

This Agreement is the entire agreement between the End User and Elsag and supersedes any
other agreement between them with respect to the Software.

If any provision of this Agreement is held invalid, the remainder of this Agreement will continue in

full force and effect.

11
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3 Prerequisites

==

The computer must be running Windows 2000 Professional, Service Pack 2 or higher or

Windows XP professional, Service Pack 2.
The computer hardware minimal requirements are the following:

Pentium 4 1 GHz with 512 MB

800X600 minimal display Resolution

5 GB hard disk space available

LAN data port for connecting the PC to the Junction and Power box; if an
on-board LAN is already present, a switch port must be available and the
IP address of the cameras can be adapted for the existing IP class. USB 2.0
port

o 2xUSB ports

o Logged in user must have read/write access to the Elsag SpA folder in

Program Files

DB O

The installer must be logged on with Administrator privileges.

For best performance, the hibernation option and screen-savers should be turned off.
It is not necessary to connect the cameras (as in Figure 1) during the software installation

process.

GPS receiver installation

To use the localization feature you may use any NMEA compliant GPS. It needs to be
configured prior to the install of MPH™ 900 software. Make note of which Com Port the
GPS Antenna is using, you will need this information later to install the GPS module.

If the GPS receiver is a USB device, make sure to use always the same USB port of
the on-board PC. Change of the physical port may result in a change of the logical
port known to the system.

NOTE: The software driver must be installed first before connecting the GPS device to
the MDT or computer. Failure to do so might result in the GPS not functioning.

12
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Description of the Installation Kit

@ D\RELES\KIT_RELES_CANDIDATENKIT. ...

File Edit View Favorites Tools Help 0
i s, Ty 5 =
@ Back ~ (. g ! ? 7 Search |i-' Folders

Address [__*}D RELESIKIT RELES LHszsz &Y co tinks

Hame
i) ADZ_Pumatite_5.1.2
(CDutiity

L) WLAN

I Car System v.04.07.01
3o0oc
)autoDetector3_v,02,00.00
@Base Software Components

Fig. 3.1: Kit tree structure

The software kit is now unique for Puma Lite and AD3M systems.
The directory Kit Reles [version] (see Fig. 3.1) contains the following subfolders:

o Base Software Components — This includes the off-the-shelf components
installed for the Car System: MWP (proprietary Middleware package), MSDE
(Microsoft Data Engine) and the current NET package.

e Car System v.[version] — Installation files for the in-car PC software.

e AD2 PumalLite [version]— This folder contains the Firmware to be loaded into
the PUMA processor and, under Tools, the programs needed to load firmware and

- protocols.

e DOC- User manuals and Documentation is available in this folder.

e AutoDetector3 [version]— This folder contains the Firmware preloaded into the
LPR cameras.

e Utility — Additional installation files including, GPS drivers, the Discovery tool to
used to load firmware and protocols, the Java Engine.

The directory Kit PROTOCOLS PUMA _LITE [version] contains the LPR protocols for

the PUMA Lite. The protocols are organized by State.
USA_maps_|[version] — This folder includes the setup kit for the optional on-board

cartography module.
The directory Kit Protocols AD3 [version] includes the LPR protocols for AD3

cameras. The directory KIT PROTOCOLS PUMA_LITE_[version] includes LPR

protocols for PUMA cameras.
It is advisable to copy the installation kit into the local machine before beginning the

installation process.
13
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4 Upgrade from previous versions

Upgrade from CarSystem 3.X.Y

If the CarSystem software is already installed in the PC, you may need to uninstall before
proceeding with the installation of the new version.

The following procedure must be followed if the existing software comes from
Reles Kit 4.3.0 or Reles_Kit 5.0.0, corresponding to Car System 3.4.0.

Uninstall CarSystem

Uninstall MWP middleware

Uninstall NET Framework (optional)
Restart computer

D B0

At this point, you can proceed to section 5 “Installation of the Base Software
Components™.

You don’t need to re-install MSDE (step2).

Upgrade from CarSystem 4.X

o Uninstall CarSystem
o Uninstall maps
o Restart computer

”

At this point, you can proceed to the section “Installation of the software components™.

You don’t need to re-install MSDE (step2) or SQL 2005,

Upgrade from CarSystem 4.5.1

Note that the default installation folder has moved from C:\Program Files\Elsag
SpA\Car System to C:\Program Files\Car System.
Also the maps version has changed to 2.2.0. CarSystem 4.7.1 is still compatible with

maps 1.1.0.

14
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5 Installation of the Base Software
Components

In this section we describe the installation of the necessary off-the-shelf software
components.

Temporarily disable any firewall, anti-virus and pop up blocking software currently
running in the computer before launching the installation software.

Step 1

This is to install the proprietary middleware software.

= Run the Mwp66WinNT.exe setup program available under ..\Base Software
Components\MWP v6.6
o Always select the default options.

»  Perform Windows system restart as requested.
After the Restart, launch the program Start-> Middleware MWP->Engine Monitor to
check the correct installation of the Middleware. Double-click on LOCALHOST or the
name of the computer as you can see from the figure below. The services you see in the
figure below in red should be the only services stopped. Al others should be green. If the
connection is successful and no other error messages are returned the installation has
been successful and you can proceed to step 2.

"’ MWP Mominr1 6 - momtanng LENDVO 03051‘8'

Yy m

MwMamgt.n | Classic View ] Web View |

F2s LENOVO 080523 | | Setvice name [ Status | Cmd Status | Pid [ LastExi. | Startup

£ 24 MWP Logs Manager @ STARTED  + Nore 38 0 Auto
% MWP Event Handler B STARTED « None 3684 0 Auta
s MWP Naming Server @ sTARTED v None 3692 0 Auto
B MWP FTP Server & stamrTED w MNone 7R 0 Aulo
8 MWP HTTP Server STARTED  + None 3740 0 Auto
8 MWP Monitoring Agent STOPPED + None 0 0 Manual
%MWF'Api Server ) STARTED v None 412 1] Auto
€8 MWP Transpoit Client 8 sTarTED + None 964 0 Aulo
% MWP Transport Server E| STARTED « None 1100 0 Auto
€3 MWP Cleaner § STARTED ~" None 1424 ] Aute
% MWP Audit Manager £ STOPPED v Mone 0 0 Manual
8 MWP File Transfer Server STOPPED + None 0 0 Manual
8 MwP Scheduler STOPPED  « Mone 0 0 Manual
%HWP Download & Install & STOPPED ~" None 0 0 Manual
L : e | t)
Application name | Severity | # Loginit | _ ~
T MwP Log i
I MwEvHdI Waning 1
iﬂﬂ‘, MwNamégt ‘W arning 1
[ FTPd Watning 1 o

Startup 10:21:13 10/12/2008 MWP STARTED Release6.5.0 NR:O SA:0 (SN: 14 Nopendngcc .|

15
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Step 2

This step refers to the installation of the Microsoft Database Engine.
This step is required only if the Mission Report Module is installed. Otherwise skip setup
2 and perform step 3.

DbaMgr2k is a freeware program that allows connecting to the MSDE database and
modifying application parameters, if needed.

1. Run the MSDE Setup.exe setup program, under ..\Base Software Components
\MSDE
2. Run the Setup_DbaMgr2k.exe setup program.
3. Perform Windows system restart.
After the restart, check that the MSSqlServer icon is present in the computer system tray
(bottom — right of the screen) and that its small arrow is green.

It is possible to install the Microsoft SQL 2005 Express Edition database engine
instead of MSDE.

Step 3

This is the Microsoft NET framework. Install only if not already present in the system.

1. Run the dotnetfx.exe setup program from ..\Base Software
Components\NET _FRAMEWORK 2.0

Note that the .Net Framework version is changed from 1.1 to 2.0. It is usually not
necessary to uninstall the Framework if a previous version is already installed.

16
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6 Installation of Stand Alone Car System

The stand alone CarSystem is not wirelessly connected to the Command Center.
Optionally it’s possible to transfer data to a Command Center via manual download and

file transfer (i.e.: via flash drives).
Install the CarSystem components, according to the following steps:

Select RELES_CarSystem_Setup.exe from the .\CarSystem_V <Version> folder

and run the application

You will have a Welcome window showing the CarSystem version number.

Then the user will be requested to accept the License Agreement

The next window will be the Installation Type: Enter a car number in the Vehicle
Identifier field or leave 1 as default. The Vehicle Identifier is important to
differentiate cars in the statistics reports when the application envisions more than
one car. This is an internal identifier used when the unit is part of a fleet of

vehicles coordinated by an Operation Center.

fis! Setup - Car System

installation Type
Insert Yehicle ldertfier and/or description and Choose Installation Type

Vehicle Identfier: [. }

Wehicle Description {max 16 chark: L

{(®) Fult Instaliation {Meeds MWP Installed)
(" Services Installation (Needs MYWP Instalisd)

& GUY! Installation {Only GUID

z Back H Mext > ][ Cancel J

Select Full Installation whenever the cameras are directly connected to a single
MDT or on-board PC. If you are upgrading the system you can upgrade only the
CarSystem Services or the User Interface. The CarSystem services are the
software modules that communicate with the external devices, ranging from the

17
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MPH™900X cameras to the GPS receiver. It is p0551ble to split the services and
the GUI into different computers networked together.

Click next

@‘_Set_up_ - Car System

Choose Components
Choose the Components you want to Install

ADM - AutoD etector Component

[¥]iGPS - Position and Cartography Component

[T] COM - Communication Compornent
DVRE - Videorscarder Comiporsnt
[[] AMC - User Management Component

[] Shutdowner Compornent

T Wt T

Select ADM-AutoDetector Component to install LPR (License Plate Reader). This
module is mandatory.

Select GPS — Position and Cartography Component, if a GPS receiver is
available and pre-installed

Uncheck COM Communication Component; this option can be installed only with
the optional Operation Center software on a remote server, if wireless
communication (WLAN or Cellular) is available.

Check Shutdowner Component if you want the CarSystem shutting down the XP
computer when it closes.

Check AMC-User Management Component if you want to setup user profiles for
CarSystem. If you uncheck this the CarSystem will automatically open up the
user interface without requesting any password. If you want to add the Login

system

Click next

18
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Below Select Download Data On USB if you want the data exported to a USB
drive only. The Download Path option will be grayed out. Deselect it to download
it to the C:\ drive and then Type in the path or Click Browse and select where you

want the data to be exported to. This is only for a manual export of data and
images from CarSystem.

1@ Setup - Car System :

Car System General Seltings
Chaose the Car System Environment General Settings

[[1Download Data On USB Drivel

Download Path

(C\DataEwpot

[ < Back J‘_ Next> J [ Cancel J

Click Next.

19
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t’a Setup Car System

ADM - AutoDetector Mobile
Mission Report Module Settings

Enable Mission Report Module
Masimum Transit Data Storage Period [in Days)  [3g

%fj e e =
(60

Masimum Alarm Data Storage Period (in Days); { e

Database Login:

vsa i
k., et

Password [

|lsername

=
i

Query Result Export Type

() Plain Text TAB Delimited
& Zip [HTML File with Images]

r < Back ]L_Q[‘exb J[ Cancel ]

Select Enable Mission Report Module to have the Mission Reporting features.
Set Maximum Transit Data Storage Period (default is 5 days) and Maximum
Alarm Data Storage Period. You may improve the Data Storage period to 30 days
or more. That requires additional hard disk space occupation. Data older than the
Maximum Data Storage Period are automatically discarded. Note that you can set
different time periods for standard reads and alarms.

The Database Login must be a valid Administrator level user of the MSDE or
SQL database installed at step 2 or already existing in the computer. The MSDE
default installation requires SA user with no password. The database Login is
only used during installation but never at run time.

For Query Results Export Type select Zip (HTML Files Images). In this case data
and images will be exported as an HTML file with links to both b/w and color

images).

Click next

20
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Uncheck Enable Data Storage for Download unless the Manual Data Download feature
is required. The feature allows the user to download read and alarm data in a proprietary
format. Data can be imported into the optional MPH900 Operations Center module. This
mode of operation is alternative to the automatic data download provided by the COM
module.

This feature requlres the mstallatmn of the optional Operations Center system on
another computer.

;_@Setup - Car System

ADM - AutoDetector Mobile
Data Storage Settings

Enable Data Storage for Download

Masimum Transit Data Storage Period (in Days]: [36 e ;
Maximum Alarm Data Storage Period (in Days): Eﬁ_q S

A IATE S =
Mazimum Manual Download Backup Storage Period (in Days): |1 B, L J

[ <Back J{_ New> ] [ Cancel |

= Maximum Data Storage period is the time interval of local buffering of data to be
NEW downloaded to the Operations Center.

' = Maximum Alarm Data Storage Period is the time in days you want to keep
alarms.

= Maximum Manual Download Backup Storage Period is the time interval where
already downloaded data are kept for backup in case the downloaded files are lost
and a new copy is needed. Consider that each read is associated to two images for
a total of about 70 KB. Determine the time intervals according to available hard
disk space.

Click Next
21
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For the Manual Data Download to be compatlb]e with an existing Operations Center (Kit
OPC CARS 4.0.0 or earlier) a parameter must be modified after the completion of the
CarSystem setup.

1) Open the LTBA.INI file under C:\Program File\CarSystem\Services\Config\
2) Modify the key MSDataFormat=0 to MSDataFormat=1 in the section [Mission
Report]

3) Restart either MWP or the computer

The Operations Center software from Kit OPC_CARS 4.4.0 and above is compatible
with the default installation; in this case there is no need to make the change.

15 Setup - Car System

ADM - AutoDetector Mobile -
Data Root Folder Setting =

Data Root Location

(C:\Program Files\Car Systemn G ‘ ’

[] Client Remote Access

[ < Back . ]Lﬂ_ﬁ__rziexb J { Cancel ]

Data Root Location allows the user to select the computer Drive and folder where to keep
data, including images. The Drive must be local, network locations are not supported.

Click Next
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i@ Setup Car System e

ADM - AutoDetector Mobile
Plate List Settings fr="]

%) Import list folder on Local Disk
s Import list folder on USB Drive

Import list folder path

[Chhotist

[T} Enable Re-Check Transit against new Hot List

[ ¢ Back ]{ Next » ][ Cancel ]

In Plate List Settings you have the option to either load the hotlist to a specified folder on
the system or you could load the hotlist directly from a USB drive by selecting “Import
list folder on USB Drive. You could specify the import list folder in the box under
“Import List folder path” or click browse to select the folder. The default path is
C:\ListImport.

If you had a previous installation it is recommended that you change the path to C:\hotlist
as in the image above.

Uncheck Enable Re-Check Transit against new Hot List. This feature should not be used
in this version of CarSystem.

Click Next.
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GPS - Position Settings

GPS sensor Serial Connection Parameters. The GPS sensor must provide the
MMEA Protocol. This information is stored in MAPS ervice. xml

Serial Port; ﬁ 3 }

Bitpersecond:  [4g00 o]

Data Bits: lg
Parity: :None o _.',}
Stop Bits: "' g \;J

l‘ < Back ]E 7 Next> ] [ Cancel J

= Enter Serial Port number of GPS (you can use the Device Manager from the
Control Panel to find out the right port if the GPS antenna is connected to the
computer). Default parameters other than the port are standard for NEMEA GPS.

Click Next.
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m on your computer

Click Install to continue with the instaliation.

m  Select Install

iﬁ‘j Setup - Car System

Completing the Car System Setup
Wizard

To compiete the instaliation of Car System. Setup must restart
your computer. Would you ke ta restat now?

{%) Yes, restart the computer now

(D No, | will retart the computer later

A NO,

e Select Finish
e  Windows system will restart.
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7 Installation of he Car System with
Communication component

In the previous section we described the default installation, which implies a manual
import of the Hot List through a thumb drive. If the optional MPH900 Operation Center
software is available, it is possible to configure an alternate architecture as shown in
Figure 3: Schematics of wireless operations.

Mission Data Mission Data
And And

" Images Images
« SRR Hot Lists

Operations
Center

Figure 3: Schematics of wireless operations.

“Wireless” means any kind of WAN ranging from short range Wi-Fi to long range
broadband cellular communications. The only requirements are the following;

The WAN (wide area network) or WLAN must support TCP/IP communication.

The network configuration must enable the FTP protocol. The car PC is the FTP client,
while the Operations Center computer hosts the FTP server.

The installation of the Operations Center software and the availability of the WAN or
WLAN are pre-requirements. In the following section we describe the CarSystem

installation.
Up to Step 3 follow the standard procedure as shown in Section 5.
Install the CarSystem components, according to the following steps:

1) Select RELES CarSystem_Setup.exe from the ..\CarSystem V<Version> folder
and run the application
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2) You will have a Welcome window showmg the CarSystem version number,

3) Then the user will be requested to accept the License Agreement

4) The next window will be the Installation Type: Enter a car number in the Vehicle
Identifier field or l€ave 1 as default. The Vehicle Identifier is important to
differentiate cars in the statistics reports when the application envisions more than
one car. This is an internal identifier used when the unit is part of a fleet of
vehicles coordinated by an Operation Center.

i@ Setup - Car System

Installation Type
Inser Yehicle Identifier and/or description and Choose Installation Type

Vehisle Identfier: [ .

SmuSRR—

Vehicle Description {max 16chary: | i

(%) Full Instaliation {Meeds MWP Installed)
) Servicas Installation {Nesds MWP Installed)

O GUI Installation {Onty GLI

f < Back Jua:d ¥ J [ Cancel ]

5) Select Full Installation whenever the cameras are directly connected to a single
MDT or on-board PC. If you are upgrading the system you can upgrade only the
CarSystem Services or the User Interface. The CarSystem services are the
software modules that communicate with the external devices, ranging from the
MPH™900 cameras to the GPS receiver. It is possible to split the services and the
GUI into different computers networked together.

Click next
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I%l Setup Car Sﬁs!em

Choose Components
Choose the Components you want to Install

ADM - AutoDetector Component
GPS - Position and Cartegraphy Component
COM - Communication Component

UNVES - Videorecorder Lomponent

[J AMC - User Management Component

[]iShutdowner Component

[ < Back ]L

MNext > j [ Cancel J

6) Select ADM-AutoDetector Component to install LPR (License Plate Reader). This

module is mandatory.

7) Select GPS — Position and Cartography Component, if a GPS receiver is

available and pre-installed
8) Select COM Communication Component.

9) Check Shutdowner Component if you want the CarSystem shutting down the XP

computer when it closes.

10) Check AMC-User Management Component if you want to setup user profiles for
CarSystem. If you uncheck this the CarSystem will automatically open up the
user interface without requesting any password. If you want to add the Login

system
Click next
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11) Below Select Download Data On USB Drive if you want the data exported to a
USB drive. The Download Path option will be grayed out. Deselect it to
download it to the C:\ drive and then Type in the path or Click Browse and select
where you want the data to be exported to. This is only for a manual export of
data and images for CarSystem, via the EXPORT function.

Car Syztem General Settings
Choose the Car System Environment General Settings

[IDownload Data On USB Drive

Download Path

i C:AD ataE wpart - i

O ] (o
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& L Car Sysiem

COM - Communication Seltings
Choose the Communication Link. This information is stored in Communication.ini

[JShort Range Communicatiord

Long Range Communicatian

[]5MS Communication

[} Enable GLI Messaging Component

< Back ]m:gxw j{ Cancel J

12) Select communication mode:

a. Short Range Communication: to operate by means of a short range
device (e.g. Wi-Fi 802.11); connection is initiated when the vehicle is in
the range of an Access Point and terminated when the vehicle exits the
Access Point coverage area.

b. Long Range Communication: to operate by means of an Air Card
device. The communication is optimized for “always-on”™ networks, such
as any cellular broadband network.

SMS Range Communication: to operate by means of GSM/Short Message Service; this
feature requires the installation of a special GSM Modem.

Uncheck Enable GUI Messaging Component because this feature is not supported yet by
the Command Center Software.
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The following dialog box depends on the Communication type selection.

Short Range Communication Settings

Selecting “Short Range Communication” and Pressing “Next” the following window is

presented.

15 Setﬁ_p : Cﬂr'sﬁtf’ﬁ. :

COM - Short Range Communication Settings
FTP Server Configuration and Credentials. This information is stored in
Cammunlc:atmn ini

SHORT RANGE PARAMETERS

FTPSever|P/Name: [(pREREE |

erver ame E 3_1 9.8.39 il Ny 7,1!
FTP Pott Number: [21 T
FTP User Mame: IESY == ij
FTP Password: |CsY ki o “I

[ < Back ]I_  Nest>

_ J [ Cancel ]

with;

FTP Server IP/Name: the IP address or Name of the FTP server to communicate

FTP Port Number: the port number of the FTP Server to communicate with; Use

21 unless there is a special need to change the FTP port.

FTP User Name: the username to gain the access on the FTP server; This has to

be CSY (Capital letter, case sensitive field)

o]

FTP Password: the password to gain the access on the FTP server; This has to be

CsY (second character is a small letter).

The user has to fill all the required fields.
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Long Range Communication Settings

Selecting “Long Range Communications™ and pressing “Next™ the following window is
presented

COM - Long Range Communication Settings
FTP Server Configuration and Credentials. This information is stored in
Communication.ini

LONG RANGE PARAMETERS

TCP Server IP / Name: d721s83 |
FTP Server IP / Name: [1?235839 ‘ i e }
FTP Port Number: 1_21_ = ___ _____ __j
FTP User Name: @;7jiij
FTP Password: E:EW&V ;7:__:N_J

[ < Back ]L Next> ][ Cancel ]

Figure 4- Long Range communication parameters

O

o}

FTP Server IP/Name: the IP address or Name of the FTP server to communicate
with;

TCP Server IP / Name: Not used. Just replicate the previous address.

FTP Port Number: the port number of the FTP Server to communicate with; Use
21 unless there is a special need to change the FTP port.

FTP User Name: the username to gain the access on the FTP server; This has to
be CSY (Capital letter, case sensitive field)

FTP Password: the password to gain the access on the FTP server; This has to be
CsY (second character is a small letter).

The user has to fill all the required fields.
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Click next.

The next dialog boxes are in common for both Communications modes.

Setup Car System

ADM - AutoDetector Mobile
Mission Repart Module Settings

Enable Mission Report Module

tMaximum Transit Data Storage Period [in Days):
Masirmurn Alarmn Data Storage Period [in Days): gg B 1
Database Login: = _

Usemame 'sa

]
|
Password |

Query Result Export Type

() Plain Test TAB Delimited
& Zip (HTML File with Imagesk

[ <Bsck [ Bmew> ] [ concel |

13) Select Enable Mission Report Module to have the Mission Reporting features.

14) Set Maximum Transit Data Storage Period (default is 5 days) and Maximum
Alarm Data Storage Period. You may improve the Data Storage period to 30 days
or more. That requires additional hard disk space occupation. Data older than the
Maximum Data Storage Period are automatically discarded. Note that you can set
different time periods for standard reads and alarms.

15) The Database Login must be a valid Administrator level user of the MSDE or
SQL database installed or already existing in the computer. The MSDE default
installation requires SA user with no password. The database Login is only used
during installation but never at run time.

Click next.
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I‘@ Setup Car Systern

ADM - AutoD etector Mobile
Data Storage Settings

Enable Data Storage for Download

Maxirurm Transit Data Storage Period (in Days):
Maximum Alarm D ata Storage Period (in Days):

Mawimum Manual Download Backup Storage Period (in Days]:

<Back || New> | | Cancel |

16) Check Enable Data Storage for Download. This is mandatory when the
Communication component is installed in order to provide local data storage for
data waiting to be transmitted to the Operations Center.

17) Maximum Data Storage Period is the time interval of local buffering of data to be
downloaded to the Operations Center.

18) Maximum Alarm Data Storage Period is the time in days you want to keep alarms

19) Maximum Manual Download Backup Storage Period is the time interval where
already downloaded data are kept for backup in case the downloaded files are lost
and a new copy is needed. Consider that each read is associated to two images for
a total of about 70 KB. Determine the time intervals according to available hard
disk space.

Click Next.
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ﬂ? Setup Car Sy.'.tem

ADM - AutoDetector Mobile
Data Root Folder Setting

Data Root Location

R

EC '\.Prcgram Fde“s'xCar 5 ystem

fbial o e e el Tl N e

[ Client Remote Access

[ < Back “_ Mext> ] [ Cancel J

20) Data Root Location allows the user to select the computer Drive and folder where
to keep data, including images. The Drive must be local, network locations are not
supported.

NEW Note that the default CarSystem installation folder is now C:\Program Files\ CarSystem

Click Next
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lg:! Setup Ear System

ADM - AutoDetector Mobile
Plate List Settings

% Import list folder on Local Disk

) Import list folder on USB Drive

Import list folder path

!C \hotllst

[JEnable Re-Check Transit against new Hot List

[ < Back ][ Next > J[ tance! J

In Plate List Settings you have the option to either load the hotlist to a specified folder on
the system or you could load the hotlist directly from a USB drive by selecting “Import
list folder on USB Drive. You could specify the import list folder in the box under

“Import List folder path” or click browse to select the folder. The default path is
@C:\Lisﬂmpoﬂ.

If you had a previous installation it is recommended that you change the path to C:\hotlist

as in the image above.

Uncheck Enable Re-Check Transit against new Hot List. This feature should not be used
in this version of CarSystem.

Click Next

The rest of the CarSystem installation is the standard one already described in the
previous sections.
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Disable Sending alarm function (Long Range only)

It is necessary to manually change a parameter of the CarSystem configuration file to
avoid a communication problem with the central server. (Only if Long Range has been
selected).

1) Navigate to C:\Program Files\CarSystem\Services\Config
2) Edit the file LTBA.INI
3) Modify the value of the LTDWAlarmEnable parameter to 0 as shown below

[COMMUNICATION ENABLE]
Enable Communication with Comm Service (possible values 0, 1)

COMMComumcatlonEnable—
Enable Communication with MDVRSService (possible values 0, 1)

MDVRSComumcatlonEnable 0
Event to send to the MDVRS (possible values 0=none, 1=alarm only, 2=all

transits)
MDVRSTransitSendEnable=2

Enable Communication with LOCService (possible values 0, 1)

LOCComunicationEnable=1
; Enable Communication with EVT (possible values 0, 1)

;EVTComunicationEnable:O

Enable Send alarm to central via LongRange Channel(possible values 0, 1)

LTDWAlarmEnable=0

»

Enable start upload data on folder full(possible values 0, 1)

LTDWSendFullFolderEnable=1
Restart MWP after this operation.

Change the Credentials file on the OPC Server (Long Range only)

This change has to be applied to the Server where the Operations Center revision
4.4.0 is installed. If Short Range communication mode is selected, no change is
needed. .

To change the credential files on the server, navigate to the following directory
c:\smcv\CarSystemData\CS_CREDENTIALS\.

Copy the file Car 00001 LR.xml available in the CarSystem kit
under.\Utility\LongRange OPC and move it into the Server under

c:\smev\CarSystemData\CS_CREDENTIALS\00001)

Replace the existing Car_00001_LR.xml file.
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Add more Cars to the system (Both Long Range and Short Range)

If the Operations Center has to manage more than one car you have to follow this
procedure:

1) Copy and paste the 00001 folder to the same directory and rename that copy to
the new car id preferred (i.e. from 00001 to 00002)
2) Then rename the files within the folder to the relevant new car id.

Car 00001 LR.xml € Change the 1 to the new car id
3) Edit the file and change the following line:
<IP>192.168.0.3</IP> € Change this to the ip address of the Operation Center server

<?xml version="1.0" 7>
<MSG type="LIST_SVC_LR_CHANNEL">
<SERVICE_NUM>1</SERVICE_NUM>
<SERVICE SveName="LTBA" OnBoardSveld="1">
<PORT>21</PORT>
<IP>192.168.0.3</IP> 4= Change this to the ip address of the ftp server
<PROTOCOL>FTP</PROTOCOL>
<USER>CarSystem</USER>
<PWD>CarSystem</PWD>
</SERVICE>
</MSG>

i Car_00001_LR - Notepad

File Edit Format WYiew Help

k?xm1 version="1.0" 2>

| <MSG type="LIST_SVC_LR_CHANNEL">

i <SERVICE_NUM>1</SERVICE_NUM>

<SERVICE SvcMame="LTBA" OnBoardsvcId="1">
<PORT»21</PORT>

<IP>192,168.0.3</IP>
<PROTOCOL>FTP</PROTOCOL >
<USER>CarSystem</USER>
<PWD>Car System<,/PwD>
</SERVICE>
</MSG>

Figure 5: Example of the Long Range Credentials file.
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[f Short Range is selected, just apply the same procedure changmg the file from
Car_00001_LR.xml to Car_00001_SR.xml. In the end you must have one folder for each
different Carld in the system.
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8 Set the Usernames and passwords

At this point you can launch the CarSystem for the first time, by clicking on the
following icon available in the desktop of the Microsoft User used during installation..

If you have selected AMC — User Management Component from the beginning of the
setup then continue with this section. If not, you can skip this section and go to
section 9.

Since the system is provided with a Login Control system, you need to define at least one
Username and Password. The Account Management Control is proprietary and
independent from the Windows security and username system,

The Login page shows up with the INSTALLER username, which is the default system
start up username. A new User must be mandatory inserted to be able to access the
system.

The INSTALLER password is elsagdatamatl (case sensitive).

Car System Login

User

Password
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Upon Login with the INSTALLER user you need to create at least an Administrator level
user.

User Name

Profile

Description

Insert a new user with
administrative profile

The user’s password can be empty, if the Login control is not desired.

Every non-blank password will expire after 90 days.

The user will be requested to change password when necessary.

If you forget the administrator password and need to reset it, follow the directions below
on how to reset the administrator password.

Warning: Resetting the administrator password will delete all user id’s and passwords
you have created. You will need to recreate them again.

To reset the Administrator password a userdb file will need to be over written in the
CarSystem.

In the <Kit\KIT_RELES_ADM3 2.3.0\Utility\UserDB folder is a file called users.db3
Copy this file and paste it to the directory C:\Program Files\Car System\Config and over
write the existing file. This will put you back when you first installed the CarSystem
above. Follow the directions in section ‘Set Usernames and Passwords’.
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9 CarSystem Configuration

Now you are ready to configure the system according to the purchased camera
configuration, Up to 8 LPR cameras can be connected to the same CarSystem, therefore
it is necessary to customize the user interface to their specific number and positions. You
can have 2 on-board cameras that are usually defined as RH (Right Hand) and LH (Left
Hand). You can also control up to 4 Roadside wireless cameras from the same

CarSystem interface,

The configuration process is performed by clicking the Setup pushbutton on the main
LPR page of the CarSystem. On the following dialog Box select the Advanced option.

=

i

& i
1

Reader view enable ———— =3 ]

g S MAOE Mz o ‘ I_ﬁangi§ b'ef.-pj;r_ : 5
R-00 @ R-01 @ R-02 ‘ R
Alarm class enable -~ e —'ﬁ%

[ ))}| stolenvenicle @ & )))| stolen out state i
| ﬂ Wanted person @ %))) Violent gang _Q ﬁ

i"‘j W S.tﬂ_le_.np'{étc.._.....'. 2 g% m Sexua[gffender_ 4 z :
IR e Qe e |

@ Scofﬂaw ] 4))} Tax s;%:_éflfia& ® ! _
VWhlte Ilst rr o e _'"_ ._.! : e } S,

In this section of the Reader Cbnﬁg, uncheck the unused cameras. The correspondence
from the camera Identifier and the physical cameras is done via the sensor internal ID
according to the following table:

CarSystem ID Camera ID Note
M-00 0000 Mobile system Right
M-01 0001 Mobile system Left
R-00 0004 Roadside camera
R-01 0005 Roadside camera
R-02 0006 Roadside camera
R-03 0007 Roadside camera
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[n the right-most editable column it is possible to define a custom label to identify the
sensor, such as RIGHT, LEFT, REAR, etc...

 Reader config — e - o e .
| 00000 M-00 | Transit beep
© Mol 00001 T P —
@ Moz 00002 Moz
B M-03 00003 M0z |
@  R-00 00004 R-00 |
2 Ro1 00005 CETI—
'@ R-02 s REE T |
'@ R-03 00007 et st
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10 Set the Static IP Address

The MDT/laptop has to be connected to the MPH™900 sensors by means of a TCP/IP

network. The computer has to have a Static IP address.
On request, it is possible to change the network subnet and the individual IP addresses of

the sensors and the computer. Please contact Technical Assistance for that. The standard
[P structure is the following:

Device ‘ TCP-IP address Note
Computer 172.19.8.37 Ethernet NIC connected to
the AD3 junction box.
Left camera 172.19.8.31
Right Camera 172.19.8.32

The TCP/IP traffic must be enabled among the following addresses 172.19.8.31,
172.19.8.32, 172.19.8.37. Wireless networks and Computer Aided Dispatch
programs may block TCP/IP traffic as a safety feature. In this case, the above
mentioned TCP addresses must be unblocked.
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Internet Protocol {TCP/IP) Properties

;Gwe]'zi

| You can get IP settings assigned actomatically F your networ suppors
this capabilty. Jtharwisa you nesd to ask your netwodk admerustrator for
the approprizte 1P settngs

(3 Dbtan an [P sddress automaticalty
(%) Use tha following IF address.

1P address fi2 19 8 37
Subret mask: (om0 0]
Defaut gatansy il !

%9 Brosdeom smemamc i
Thes connaction uses the following tems

) JB00S Packe: Scheduer £|
¥ ¥™AEGIS Pretocol (EEE 802 1} v31.0 1 i \

hetwork cable unplugged M . _ )
Broadcom Hatiirame 5704 Frereid DSkl o i
i Atemate DNS sarver =

i £ Lol Ares ronscton (%) Use the foliowing DNS sarver addressss:
‘gt

: W %= Intemet Protacol (TCPAP) el l
1 ? | - - i ke e i &
| ; |
| ¢ ;
Desonphon

| Transmission Cartrol Pratocol.nismet Protocol, The defaut
ac | wide area network protocel that providas communication:
across diverse interconnacted networks.

[[] Snow icon in notfication area when connected
[¥7] Notify me when this connection has mited or no conneciivity

Select Start, Control Panel, Network Connections

Select the network adapter that will be used to connect to the processor

Right click the network adapter

Scroll to the bottom of the “This adapter uses these items:” window and select
Internet Protocol (TCP/IP)

BN

5. Select Properties

6. Check use the following IP Address
7. For IP Address Enter 172.19.8.37.
8. For Subnet Mask Enter 255.255.0.0
9. Click OK
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11 Installation of Cartography (optional)

In the kit folder, under USA_maps , it is possible to find the cartographic component.
This component is location specific and you can install it only if your area maps are
available. GPS must be installed to use this option.

Mid North West

Figure 6: Cartography Tessellation of the USA. Select the right setup file according to this chart.

5 States WA | Washington

OR | Oregon
ID Idaho
MT | Montana
WY | Wyoming
Mid North
West
5 States ND | North Dakota

SD | South Dakota
NE | Nebraska
CO | Colorado

KS | Kansas
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6 States

IN Indiana
Ml | Michigan
W1l | Wisconsin
IL Hlinois
MN | Minnesota
1A | lowa
_North East
] States ME | Maine
VT | Vermont
NH | New Hampshire
MA | Massachussetts
Rl | Rhode Island
CT | Connecticut
NY | New York
NJ | New Jersey
PA | Pennsylvania
East
7 States DE | Delaware
MD | Maryland
DC | District of Columbia
VA | Virginia
WV | West Virginia
OH | Ohio
KY | Kenfucky
SauhEs
6 States FL | Florida
GA | Georgia
SC | South Carolina
NC | North Carclina
AL | Alabama
TN | Tennessee
Arkansas
Missouri
Mississippi
Lousiana
3 States NM | New Mexico
OK | Oklahoma
TX | Texas
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South West

4 States CA | California
NV | Nevada
UT | Utah
AZ | Arizona

External

7 States AK | Alaska

PR | Puerto Rico
VI | Virgin Islands of
the United States

AS | American Samoa

GU | Guam

HI | Hawaii

MP | Commonwealth of
the
Northern Mariana
Islands

When select the right setup file you can continue on to the installation steps.

5 Setup - LISA Cartﬁgraphy North East.

Welcome to the USA Cartography
North East Setup Wizard

This will install Cartography USA North East v2.2.0 on your
computer.

It is recommended that you close all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

Lﬁl‘:l_ext) ,l [ Cancel ]

Click Next, there is no interaction needed.
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i3 Setup USA Cartngraphy Nurth East

Completing the USA Cartography
North East Setup Wizard

To complete the installation of US4 Cartography Morth East,
Setup must restart your computer. Would you like to restart
now?

() es, restart the computer now

{7 Mo, | will restart the computer later

Click Finish, and then Restart the computer as prompted.

49

- 12066 -



AR R B A =g,
NN o —d &
Mobile Plate Hunter 900 Series

12 System Test

Once the software is installed, connect the junction box to the computer and launch the
CarSystem software on the desktop.

The software should start and the LPR light should turn green.

Go to the “Diagnostics” tab and test that you can see the image from each camera.

Dlagnostlcs Management
Hot list last update Left 61 5 omm
2006-10-30 09:53 it 34 =

M-02 18 X m
R-00 : = m .
Readers e EEL el . =
Pessss e gﬁ
R03 ¥ m
a b

Select the Camera by clicking the camera name (left column) you wish to view. The
status light will turn yellow while the camera is in Live mode.

Note that the camera will stop reading plates while in Live mode

Hot List download Test

1. Copy the test_hotlist.txt file from the utility folder and paste it into C:\Hot List on
the computer connected to the RELES MPH900X junction box. The text file will
be deleted shortly, while the CarSystem imports it.

2. The “Traffic Light” window will appear as in the following picture. On the main
LPR window the Last Update Hot List field will be updated.

Note that the HL,_Converter is not used anymore. Please uninstall it before running
the Hot List download test.
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ata transfer In profressog

Mot kst transfer Siacpesy

Plate read test

The objective of the test is to verify that the system is able to read a plate and generate an
alarm. We must enter the plate in the temporary hot list and put the test plate in the
camera field of view.

Click the Operations button.

Mobile Plate Hunter 900

Pending Alerts | )| i

Hot llst results iRe;:u',ufl:s Report results iCartography [

~ BETTOM? - ALL STATES : A

v Search

~ Insert

Delete

Q| W Y
A|l S| D|F|G|H|Jd| K| L] A
Z | X N M| «| V]| D>

Caps #@...

Add your test plate number in the plate field

Select the State from the drop down box

Click the insert button

Place the plate in front of one of the cameras; when the plate is read you should
hear the alarm sound.

51

- 12068 -



v F . W A .-‘
Y Ahd I/ ol o |
Mobile Plate Hunter 900 Serles

13 Pumalite Configuration. How to upgrade
the processor Firmware

The following preliminary step is necessary to prepare the diagnostics tools that are

needed to download and upgrade the processor Firmware and to access the cameras in

diagnostic mode.

Create Desktop Tool Icons

First of all, create a C:\Tools folder then copy under this folder the content of the folder
AKIT _RELES <version>\AD2_ PumaLite <version>\Tools\

e Then go to C:\Tools\o2cr_swupdLTBA
e (Create a shortcut for LTBA_swUpdate.exe and copy it to the desktop.

LTBA-swUdate.exe

e  (Goto C:\tools\ 02cr_console
e Create a shortcut for Console.exe and copy the shortcut to the desktop.

Console.exe

¢ Go to C:\tools\ 02cr_console
e Create a shortcut for Naming.exe and copy the shortcut to the desktop.

LH

Namlng exe

e Go to C:\tools\ o2cr_swupdate
e Create a shortcut for GATE-swUpdate.exe and copy the shortcut to the desktop.

GATE—swdate.exe
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First Upgrade of Firmware to PUMA Lite Configuration

In order to run CarSystem 4.X.Y the PUMA processor must be upgraded to the so-called
PUMA Lite configuration. This special upgrade has to be done once: Subsequent
firmware and protocols upgrade will require the procedure described in the next section.

The PUMA Lite configuration is needed because the new CarSystem takes over some of
the functionality of the old PUMA system such as Hot List matching and Data collection
and archiving. Technically the PUMA hard-disk is not used anymore in the new

configuration.

Note that the additional (“third”) reading NTSC camera is not compatible with the
PUMA Lite configuration. A Third camera PUMA system can’t be upgraded to be
compatible with CarSystem 4.X.Y.

Before beginning, the MPH900 should be set up and running with a laptop attached.

1. Double click the “Shortcut to LTBA-swUpdate” icon.

Shortaut to
LTBA swUpdate

2. Make sure that the Personal Computer IP address on the right is 172.19.8.37. If it
is not, change it to 172.19.8.37.

435 LTBA-swlpdate

-~ Search mode T 5 |
Searchal devices . | Petsonal Computei IP address:
| g i |
[ Singi Device | i w0 o0, 0, el I I
Automatic: Updats TR A
s | ope ]
lidye __| = Reboot !
< 5
% 3

3. “Click the “Search all devices” button. 3 lines should show up in the middle
pane
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f‘* LTBA .erpddle

Pearsonal Computer IP address:
. Single Device _I P divicie {”u-._ R 2. @ .8 .3
Automatic Update
Select root j ool {’—m_——_—“l_l
J  Rebool

SN MAC address IP address NetBios Name Descript
147556 00-50-C2-36-49-02 172.19.8 .31 FPM_0 FPM~M3:E
147569 00-50-C2-36-49-13 172.19.8.32 FPM_1 FPM/M3 .S
144033 00-50-C2-36-48-69 172.19.8.30 MCH MCH-FVS
4 b
B E >

4. Click “Select Root”

5. Navigate to the

KIT RELES 6.1.00\AD2_PumalLite_5.1.2\PUMAtoPUMALite_Transition_Firmware

\ directory, and highlight the \Base.00000.00 level.

6. Click OK

7. Click Update

8. The system will go through the load process and update the server. When it is
complete a pop-up window will let you know that the update completed
successfully.

LTBA-swUpdate

- | ) Update procedure successfully completed

Note that there will be 10 Iterations before a successful reboot as opposed to a normal
Firmware updated. The Iterations are reported into the bottom pane.

After this step the new Firmware (5.1.2 or higher) has been loaded and you should have a
Green light on the LPR signal of the CarSystem. The LPR system is not ready to read

license plates until a valid US protocol is installed. Refer to the next section to learn how
to install the right protocol.
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How to upgrade the Protocols

The camera Protocols are a set of configuration files that include models of the license
plates that must be recognized. For improved performances, localized state-specific
protocols are available.

The set of protocols can be found on a separate kit issued by Remington Elsag.

The folder is called KIT PROTOCOLS PUMA_LITE <version> <Version> can be
6.0.0 or higher. Under the root folder each available state specific configuration can be
found under the state abbreviation. The \RELES folder includes the generic protocol
useful when a state specific configuration is not available.

The protocol folder structure is the following:

KIT PROTOCOLS PUMA LITE 6.0.0

Arizona
FPM 0
FPM 1

California
FPM 0
FPM 1

RELES
FPM 0
FPM 1

FPM 0 refers to the processing board controlling the RIGHT Hand camera (default IP:
172.19.8.31), while FPM_1 refers to the LEFT Hand board (default IP: 172.19.8.32).

The protocol update must be carried out separately on each camera processing board
FPM 0 and FPM_1. This is the most important difference with respect to the previous
system version (standard PUMA configuration). The other relevant difference is that we
need to use a different Firmware loader, called GATE-swupdate instead of the usual
LTBA-swUpdate.

1. Double click the “Shortcut to GATE-swlUpdate™ icon.
2. The following display screen will show up
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EX GATE-swlpdate v.3.1.0 e o x|
Search mode e

Personal Computer |P address:
172.198.36 ~]

- Automatic Software Update

Select kit root ! Kit Raot I KJtSwVe{slun l

Updéte T Alldevices {* Selected device [ Reboot

SN | MAC address | IP address ! Description i | wFisNRdB
143686 0050-C2-36-4E-E1 17219832  FPMGATE_00000_v.04.23 []1 HME 3002 000,00 O
143654 (00-50-C2-36-4C-BA  172.19.8.31 FPMGATE_00000_v.04.23.01_HMS.3002.000.00

169975 00-50-C2-46-18-50  172.19.8.33 FPMGATE_00002_v.04.23.01_Hk4.3002.000.12

3. You will see typically two lines, 172.19.8.31 and 172.19.8.32 corresponding to
the RH and LH boards respectively.

4. Push the Select kit root button

5. A browser will open up as follows
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2

Select your Update Kit directory

=] m Deskkop
] &4y My Documents
ol cone
{: t_g 3‘!: Fleppy (A
=) SYSTEM (C:)
<3 DATI_1 (D:)
| @9 DATI2(E:)
- @ &) Compact Disc (F:)
: ﬁ 5@ Compact Disc (Gi)
. ® S DATLL(R:)
& E My Network Places
] KELPR

OF Cancel

6. Navigate to locate the protocol folder at KIT_ PROTOCOLS _PUMA_LITE 6.0.0
<State>
Then highlight the level
FPM_0

7. At this point the Update button is enabled and the version of the selected protocol
or Firmware version is inserted in the Kit SW Version box. All the devices that
already have this version are highlighted in blue.

8. Select the 172.19.8.31 line (FPM_0) by clicking on it.

9. Push Update to start the firmware download.

10. The bottom pane will show the status of the downloaded files in real time.

L 1. In case of at least one error the procedure terminates with the following message:
“Update Procedure Failed”.

12. If all the files have been successfully downloaded, the final message will be
“Update procedure successfully completed” and the device line will be blue
highlighted.
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=88

A o o |
Rl L ' i5 Personal Computer P address:
Search all devices ; . i
e : 172.19.8.36 :_]
Single Device .ipdﬁ?ice: [172.18 .78 3 = S

*Autsmatlc Snftware Upéate —

Selectkitroct | Kit Root IE Starghe\tempho2or_aate_w04.23.01 "xD Kit 5w Version: |£I4 23.01

Update £ pldevicess | &5 Selecteddevics . [ Reboot
SN | MAC address | IP addiess | Description | wiFiSNR dB
143686 O050C2364EE1 17219832  FPMGATE_ 00000 v.04 2301 HMS.3002.000.00
143654 0050-C2-384CBA 17219831  FPMGATE_D0000 v.04.23.01_HM3,3002.000.00
169975 00-50-C2-46185D 17219833  FPMGATE_00002_v.04.23.01_HM4.3002.000.12
x|
@  Update procedure successfully completed
143654 leted . @
143654 : eted E
143654 Sadid I R S _leted
1143654 O2CR_FPM_GATE . t=sk Completed

REBOOT OF DEVICES

wxxennxwrwerxxrxrxexxex END UPDATE PROCEDURE 333363333363 336 6 36 36 636 36 3 3 §

13. Now select the device 172.19.8.32 (or FPM_1) and go back to step 4. Repeat the
download procedure selecting the FPM _1 folder.
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How to reload the processor Firmware when the PUMA Lite configuration has been
already installed

After you upgraded the processor to the PUMA Lite configuration for the first time
(Firmware AD2 PumalLite_5.1.2), you will have to follow a different procedure for
subsequent Firmware reloads or upgrades.

The procedure is basically identical to the Protocol update method described in the
previous section. The main points to remember are the following:
o The Firmware Loader to use is GATE-swUpdate. EXE
o The Firmware must be upgraded separately for each camera or camera control
board (FPM_0, FPM_1).
o The location of the Firmware will be in the following folders
.\AD2 PumalLite <version>\Firmware\FPM 0
.\AD2 PumalLite <version>\Firmware\FPM_1
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14 How to change default IP,addresses of a
PUMA Lite system |

The proposed default [P addresses of the LPR processor are the following

Network Interface | IP address Subnet Mask Connect to
Card

MDT Main Ethernet 172.19.8.37 255.255.0.0 Puma Processor
MCM Temperature 172.19.8.30 255.255.0:0

management Board

RIGHT Camera 172.19.8.31 255:255.0.0

FPM_0 Board

LEFT Camera FPM_1 | 172.19.8.32 255.255.0.0

Board

This scheme is not mandatory but can be changed to any other valid TCP/IP subnetwork.
In this section we describe the procedure to change the default IP addresses to any other
subset.

1. Double click the “Shortcut to NAMING.EXE” icon.

5

Naming.exe

From the main screen make sure the Personal Computer IP Address is 172.19.8.37
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1 Naming Ver.2.7.3 Haoks
o : Device MAC Address (HEXE | FF < FF - FF - FF . FF _FF
Search all devices 4
[UDP broadcast) Send Linker Device ethemet part: [1003
; Device IP address: '{172 198 .3
Sear%glnglu )
1EF) Persanal Computer 1P address: fw2 .19 .8 _'.J

2. The IP addresses of the boards has to be as shown in the picture Click the Search
all Devices (UDP broadcast) button. You should then see all 3 devices listed on
the screen as pictured above

<) Naming Ver.2.7.3

- Searchmode —— == 15. 98

Devics MAC Address (HEX} | 00 - 50 - CF . 46
Search all devices i .
(UIDP broadcast) : Send Linker Device ethemet port !mua

[0.0.(],.0

Device IP addiess:
Search Single |
420 H Personal Computer IP address: ] e 48 s @ 3 3
SH MAC address IP address NetBias Nane Description
MCH Update Application M.1.12 0.0

00-50-C2-46-12-54

172.19.8. 39
i g CCFPMGATE 00000 w. 0420 08 FPHO

- i c s i e 8 2 ' Z
143257 Z4D-BB  172.19.8.32 FPMGATE_00001_v.04.20. 08_FPM1

3. Double-click on the MCM board line (172.19.8.30).
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§1143302 - 172.19.8.31 - - FPMGATE_00000_v.04.20.08_FPM

File: ID evice.ini

Device Informations Reset Device [Filelnfo) - -
Name=Device.ini E
i Version=¥1.00
Write TSK Created=01.01.2002 00:00:00

Changed=01.01.2002 00:00:00

[Device Parameters]
MetBiosM ame=

KeepaliveT ime=7200000
Delete File Keepalivelnterval=1000
KeepaliveCounterClose=3600

Whrite File

Save File Load File [Metwork LANS1C111-0]
IP=172.19.8.31
Netmask=255.255.0.0
Format FFS Defrag FFS Gateway=172.19.8.1
DNS=0.0.0.0

WINS=0.0.0.0

F tHD TimeServer=0.0.0.0

o DHCP=0

DHCP wait save=5

DHCP IPAutoConfiguration=1

ReadDate & Time |
[I5" [1 [2008 |iNetwork ETHERNET_CORE_0]
Set Date & Time IP=172.138.8.31
i'ﬁ— _ [5_ : PTM Netrmask=255.255.0.0
; : 1 Gateway=172.19.8.1
Update Date & Time WINS-0.00.0
" . TimeServer=0.0.0.0
‘Read Emors List— Reset Enos List SSEETE P :
DHCP IPAutaConfiguration=1 &
Digital Qutputs on Digital Outputs off =

4, Select or Insert device.ini into the drop-down menu File: then click on Read File.
5. Identify the following file section and modify the IP and Netmask fields as
desired

[Network LAN91C111-0]
P=172.19.8.30
Netmask=255.255.255.0
Gateway=0.0.0.0

DNS=0.0.0.0

WINS=0.0.0.0
TimeServer=0.0.0.0

DHCP=0

DHCP wait save=5 -

DHCP [PAutoConfiguration=0

[Network ETHERNET CORE 0]
IP=172.19.8.30
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Netmask=255.255.255.0
Gateway=0.0.0.0

DNS=0.0.0.0

WINS=0.0.0.0
TimeServer=0.0.0.0

DHCP=0

DHCP wait save=3

DHCP IPAutoConfiguration=0

6. Press the Write File button and wait until a Success dialog box shows up. Do not
reboot the device now.

Sending file (628 bytes) 628 ok

7. Select or Insert MemMonCfg.dat into the drop-down menu then click on Read

File.
8. Identify the following file section and insert the new IP addresses of the FPM_0

and FPM 1 boards according to the new scheme.

1 ! Enable

2 ! Numero di FPM presenti

172.19.8.31 'IP address FPM 0

172.19.8.32 ! IP address FPM 1

1000 ! Periodo di Polling (in msec)

1 ! Porta di Input

0 ! Polarita® del segnale (0 => attivo basso; 1 => attivo alto)
1 ! Enable Log su File

5000 ! Max Size Log File (in KB)

H

9. Press the Write File button and wait until a Success dialog box shows up. Do not
reboot the device now.
10. Close the window and, back on the main screen, press Search all devices

11. Double-click on the FPM_0 board line.
12. Select or Insert device.ini into the drop-down menu then click on Read File.

[ [Network LAN91C111-0]
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[P=172.19.8.31
Netmask=255.255.255.0
Gateway=0.0.0.0

DNS=0.0.0.0

WINS=0.0.0.0
TimeServer=0.0.0.0

DHCP=0

DHCP wait save=5

DHCP IPAutoConfiguration=0

[Network ETHERNET CORE 0]
IP=172.19.8.31
Netmask=255.255.255.0
Gateway=0.0.0.0

DNS=0.0.0.0r

WINS=0.0.0.0
TimeServer=0.0.0.0

DHCP=0

DHCP wait save=5

DHCP IPAutoConfiguration=0

13. Identify the following file section and modify the IP and Netmask fields as
desired. Insert the new IP address of the FPM 0 board. Do not reboot the device

now.
14. Go back to step 10 and repeat the following steps selecting FPM_1.
15. When FPM _ 1 has been modified change the MDT IP address according to the

new scheme.
16. Now you can reboot the (power off than power on) PUMA processor.
17. Launch NAMING again, hit Search all devices. The 3 boards will show up with

the new [P addresses.
18. Launch CarSystem. The LPR light should be green. No changes are requested to

the CarSystem configuration.
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15 AD3M Configuration. How to upgrade the
camera Firmware

Install the Discovery tool

The Discovery tool must be installed on the computer to access easily to the LPR
cameras.

You can find the Discovery tool setup program in
JAUtility\Discovery\Discovery_Setup.exe.

Upgrade the Firmware

You need to open up the camera embedded Web Site through a standard Internet
Browser. The camera Web Site can be found at http://<camera IP address>

% AutoDetector - Microsoft Internet Explorer

Bie Edt Yew Fgvortes ook Help
Qo - ) x] F D s e 300 - @S
Addeoss aimw.lmz,wa.w e a@ 2
-\
Authentication Page 7 eLEnG

_”

Welcoma to the AutaDetector home page, In order to procesd, authentication is
required

Please. insert your login and password in the lext areas below
Usar

Passwd

You must login as an administrator to perform a Firmware upgrade. The default
username and password are

e administrator with password elsag;,
Launch the Console Page.
In order to use the Applet, the Java Runtime v.1.5.0_08 or further must be installed on the
computer.
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Select the Upgrade Software Tab.

-a'_hutoﬂalwlq_r User: administrator - Microsoft Internet Explorar,

Fle Edt Vew Favortes Tods Help &
QM < &3 a: ‘;'J ; 4 | Search o Favortes e‘ y :j 13

Locate the Upgrade File from your hard disk:

Device: | 172.19.8.32 | [[Reader oe]

Note: If you don't see the applet running above, you need to install Java runtime. =
MNote: Ci(ck here to load applet in full frame area @

Ewammmﬂm B Internet

At this point the new firmware must be selected. This is a file included in the kit folder
under AutoDetector3_v<version>\Firmware:

o Ad3_sw_app_v.<version>kit: Select this if you want to update firmware
keeping the current camera configuration. The camera configuration includes IP

address, camera ID.
o Ad3_sw_sys_v.<version>kit: Select this if you want to update firmware and reset

the camera configuration to the factory default.

After choosing the package to be uploaded, the operator has to click the Send button to
upload the package on the reader. By pressing this button, the progress bar on the bottom
of the Console Applet will show the transfer status.

After the transfer has completed, the operator has to click the Upgrade button to perform
the software upgrade. The camera will send the upgrade logs which will be displayed on

the text box console. The bottom right box will show the Upgrade On signal on a red
background.
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After the upgrade operation, the reader will reboot with the new software/configuration
The upgrade time is about 3 minutes, not including reboot.

Close the browser window while the camera is rebooting and open a new session to
verify that the new Firmware has been correctly loaded.

fRepeat the procedure for any LPR camera in the system
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16 AD3M. How to upgrade the camera
Protocols

The camera Protocols are a set of configuration files that include models of the license
plates that must be recognized. For improved performances, localized state-specific

protocols are available.
The set of protocols can be found on a separate kit issued by ENA. -

1.) Open the LPR Discovery.exe icon on your laptop

[Thit

Dl bdaie Emam

This will show each camera in operation with the IP address (Device) and Device ID:

. Discovery - 1,3,0,5

Working Device(s) e = Failure Device(s) - ety
] Refresh ” F‘ropertles “ Browse ” Set Tempnrary P ] ! | Show ” 1y l :
o 4 e T Zeit |
Dewce ] Cun Application 1 Dewce Id ; M‘WF’ Ser’ver I Tlme j Uptime ] Temperature ]
17219832 1 00001 LOCALHOST  September 8, 2008,.. 0.07 days(1.62h] 37 C (38 F) (good...
17219831 1 00000 LOCALHOST  September 8, 2008,... 0.07 days(1.67h) 34 C (93 F) (good...
7219833 I 00002 17219837  September8,2008... 0.14 days(3.47h) 34 C(93F)(good...
17219834 1 00003 LOCALHOST  September 8, 2008,... 0.00days[0.09h) 35C(95F)(good...

Elsag-Datamat S.p.A. -

Found 4 device(s)

2.) Select one of the cameras and click Browse
You will be prompted by an Authentication Page:
User: administrator
Password: elsag
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icsosoft Internel Explorer

=

e b8 dee raveims ok e i
Gm{l -3 :\’ _:[’t A e Fasvies 7] L ﬂ 3
giwopizise v Pe =
A,
Authentication Page % ELSRAG
o2 R G B R R B i IR L e e b e e A D P )
fu s it
Welcome to the AutoDetector home page Inorder to proceed, authentication is
required
Flease. insert your l0gin and passwaord in the tex1 areas below
Lser
Passwit
(Evlar
2] boon = = ) & Irtoriet

It will open up to the Home page showing the contents of the camera:

B KutoDetector - Ly
fa G Yow Fpoetes  [od M

et - @ Pg st rsara & i |
wieveis | @) Petp 7172 19 8 3k foan cho v e e
= AutoDetector Settings
"/ eLsHG ORTRMAT : 9
S
Homa i
s Time :
Curt Apphlaton 1
Drace 0000
BN Servar LOTALNOST 5
Seturher 05, 01 pi 5
DT dayy 41 1T
Tarrgo hiow 44 (0 F) igeodtmna), iveshald B C{81 1) 1
RN ;
it Havo ALY LN G
0110 0
Henal Ve 2420 It betal 335
Londer Ver 1841
Dt ver 158 &
o e vier 134 5
| Fodh vie @100 ¥
Fyen g Ver 000 i
Fren Loieg Coos NyE thven 4
Fiek Caiyg Typs 2
D0 v 150
P Ve 15c
] ten © mniere
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3.) Under Tools on the side menu, select Console
-> Click Upgrade Software to change the current protocol of the camera.

] Agloﬂﬁleclor'- 1her: administratos - Microsolt nlesnel tx;:!;r:r
B Cde Vew Tavekes Tock  elo

Ques G 1 @ A e firene @ 13-, T
#e1 %i{hwﬂh‘zl?-n‘z!mmcha v BN e ks ®

A, : AutoDetector Settings

-/ ELSAGE DRATRMAT

Console

Live  Reader Mardr * System logs - Upgrede Software wisichdag

Locate the Lpgr ace Fie froom your haed disc:

= |
—

!

]

|

|

i

i

1

= o it — = P SENCSL. U

beucer L219.038 |
Mate: liyou dont seethe applet wrang abeve you need fo msiall Java runlime.
Hete. Click here fo ad applet in full frame o3
48] Appiek; dosg. ok andols DGO ated ) : = D Inteme:

=> Click on the “....” button to search for the desired protocol.
-Locate the Protocol library under Local Disk and select the most recent
version of the protocol specific to the area you are located.

For example, a valid protocol file is:
AD3_AZ 16mm_v.02.00.00.kit
This means that this is an Arizona configuration for a 16 mm (Right hand) camera
and the protocol version is 2.0.0. Typically, 25 mm cameras are used for the left
side and 16 mm for the right side. An updated version of the Arizona protocol
may appear as AD3_AZ 16mm_v.02.00.02.kit, meaning it is the second version
of the protocol.
You will want to select the most updated version of the protocol
specific to the area you are located.
> Select Send
-> Select Upgrade
-Click OK for the pop up box “Are you sure you want to upgrade this
system?”
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-Once the console reads “Sysrem rebooting close browser window..” you
can exit and begin to update the next camera.

T AvtoDetecior - User: admint ; #1 Interarel Explorer
Fén  Ede Vs Favortes  Took el

Qu- @ WAD S fowue @ 13- 533

\19.2. 3% pho

- -Auiobéteaﬁrfzsettﬁihlgsi}:

*7 ELSAG OATHMAT

Console

e Readr acsoe Svtem Logs | Ubgrad ofteses aanchdog

| Locace the Lpay e e o o herd dsk
AR NS Yren_0.02 0.1 5

i YOS TEaKE BELE L PV IS WO SRR rY deviea T ver il &é

Lol Phase 3 oof 3 Dong vvrr

| isse Upgrade KIT end! ets i

g o ) <

| Dpsten rabivationg css et wisbiy

Denter 5“.72.. I‘.“;B;ﬂ;n

tote Hyou dont see the applel mrning abovs, yeu need lo sislall Java ronlime.
Kehy Click here 1o doad agpiet in full frame s,

A complete upgrade for one camera takes approximately 2 minutes.

In Car System, you should see the light for the camera indicating if the camera is
on (green) or off (red). While the camera is upgrading the protocol, the light will be red.
After a successful upgrade, it returns to green. To check that the camera has been
properly updated, drag the curser over the green light and it will tell you the current
protocol on the camera.

For example, NYC 16mm version 02.00.01, as shown below
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¥ | Softwane varsoniDl LOGO
42 ; Cordh), person 020001
Pending Alerts Condsy, cinde: b 16
" . Send irarben 115 5066 PR NT014001

j

§ '7 ~ About

2008-05-08 15:05:42

4) Repeat this process for each camera in operation (16mm, 25mm, 50mm, etc).
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17 Changing default IP address of AD3M.

It might become necessary to change the [P address of the cameras. If so, you need to
open up the camera’s embedded Web Site through a standard Internet Browser with the
discovery tool as done in the previous steps.

Once logged in click on Network on the right side of browser and will bring you to the
site below. '

H AutoDetector - Uiser: administrator - Microsofi fﬁ!}.-rnel Explorer
File Edt View Favorites JTools Help

Qe - o X)) B D e soreee @ (20 L0 B

o< ] htp:f[172,19.8.31 flaginphp

Network

Wetwark (TCP/IP)
MAC address : 00:60:3B:0-LFRAS

P address: 172 e |8 =
Subnet mask 266 11285 [fo  ]o ]
Default gateway ; ???ﬁ g :TB i ;3? ) :

Dowhioz

Renant

Change the IP address to the address suitable for your network. Make sure that the subnet
mask and gateway are correct for your network. Normally the gateway corresponds to the
host PC connected to the cameras. Then click Update.

You will then get a flashing prompt to ‘Reboot for applying changes’.
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2 AutoDetector - User: administrator - Microsoft Internet Explorer
File Edt View Favortes Tools Help i
1 . y " 2
Q Back > x| ;} g Search - Favorites %’. folt~ wign vt :‘i
Adeecc ] hitp{172.19.8.31 fogn php ) ) v e

h :
"/ ELSAG OATAMAT

MNetwork

Rebootfor applying changes

Network (TCPAP)

MAC sddress @0:60:3B:0LF AL

P address an 19 ] {32
St och 25 s o o
Default gateway | ’ 172 19 8 a7

Then click on Reboot on the left side and you will be presented with the following
window:

£ AutaDz!é:ior - User: adrﬁ 's.;faim s Micrast-)fl Internet Explorer
Fle Edt VYiew Favorkes Tools Help

@Back ) :} ’.g ¥ :1 )}:.N-' Search ‘Ef:“f‘Favoritas &3 A # i 3

Adjjr&;s_é@:1172‘!.9.6.31."7 pho

=
Y ELSAG ORTAMAT

Confirm Reboot

Are you sure you want to reboot? (web pages will be not avallable for a few seconds..)
@ save changes ' rebeot after saving the changes.

File(s) modified-uploaded:
(5Y8) configdat.ini

¢¥Discard changes * changes will not be saved includying fles alraady uploaded!

Click Reboot. Once the changes have been applied the browser will return the following
below and the camera will reboot. Do the same to the other camera if necessary.
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3 AutoDetector - User: administrator - Microsoft Inter_nel Explorer

File Edit View Favorites TJools Help

- 2 o A A
@Back P | h_}ﬂ lﬁ ‘0 - Search “ ' Favories &E}

Address |8] http:ff172.19.8.31login.php

=) AutoDetector Settin

7 ELSAG ORTAMAT

Reboot

Home

commit: set runlevel 2.,

commit 8YS hegins...

commit : sourceroot=fAmplcommit’SyS/

commit : targetroot=/etc/F PMisys/

commit : copy tmplcommit!SYSiconfigdat.ini fetc/FPM/sysiconfigdat.ini
commit: LPR_save SYS letc/FPMfsys/ -m = fdewinull

commit: LPR_save 8YS felc/FPM/sys/ -m = fdevinull return 0

System restarting..

Logaut
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18 How to change CarId after the installation

In a fleet of mobile units connected to a central system the Carld must be different for
every unit.

Normally it is possible to select the Carld during the software installation but sometimes
it is required to change it later. The following procedure explains how to do that without
uninstalling and reinstalling the whole CarSystem.

Before changing the Carld in Car System, you must transfer over any data to the OPC
server before continuing. Also erase data no longer needed. Changing the Carld will not
change information in data files already stored in the PC. If you don’t erase old data,
there could be malfunctions in the data transfer process after the Carld change.

To change the Car Id, there are 6 files that need to be edited in Car System, in case the
Communication component is installed. The following files and their path are listed
below.

C:\Program Files\Car System\config\carpcconfiguration.xml

C:\Program Files\Car System\services\config\communication.ini

C:\Program Files\Car System\services\config\LTBA.ini

C:\Program Files\Car System\services\config\L TDW.ini

C:\Program Files\Car System\services\config\MapServices.xml

C:\Program Files\Car System\services\config\MessageHandler.ini

Below are screenshots of sections of the files that needs to be edited.
Carpceconfiguration.xml

<VEHICLE ID>2</VEHICLE ID> € Change the number 2 to the new vehicle
number
<VEHICLE_DESCRIPTION>Car 2</VEHICLE_DESCRIPTION> € Change

Car 2 to the vehicle Desc.

B carPCConfiguration - Notepad
File Edit Format Vlew Hefp
[<CONFIGURATION>

<!-- vehicle rdentifier -->
<VEHICLE_ID>2</VEHICLE_ID>
<!-- vehicle pDescription Max 16 charachters --»
<VEHICLE_DESCRIPTION>Car 2</VEHICLE_DESCRIPTION>

Communication.ini:
Change the following parameter:
Vehicle_Id =2 € Change this to the vehicle number desired
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Cumrnumcahon Notepad
File Edit Format Yiew Help
; Communication configuration File |

.............................

FIEIRPINIININTINININTNNINNNNDNNSYD

; General

P02 0233980 3989333930938 37

[General]
; vehicle 1dentifier
vehicle_1d =

LTBA.ini:

Change the following parameter:
Ltbald=2 R R g (-Chanethls to the vehicle numberdesired

E LTBA - Nntepad

Eile Edit Format ¥Yiew Help

![Generaﬂ

5 CarIp identifier. It must be included between 0 & 99999
Lthard=2 i F o Fe " A s & b
LTDW.ini:

Change the following parameter:

Ltbald 2 7 = € Change this to the vehicle number desired

3 LTI}W Nutepad
Eile Edit Format Wiew Help
[[LoG] i

service Td

l,_tdeogMaxS'TzeKdeOOO )
; service tr

’SchprraceLeue'l =1

: service tn
LtdwTraceLevel=2

[GENERAL]

Lthald=2

 — central c

MapService.Xml:
Change the following parameter:

<vehicle_ID>2</vehicle_ID> € Change this to the vehicle number desired
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E‘ MhPSemce Notepad

E_i!e Edit Format VYiew Help

<7xml version="1.0" 7>
<Mapserviceconf version="1">

<l== vehicle Identifier --»
<vehicle_1D>2</vehicle_ID>

<l —— Connection narameteors ——

MessageHandler.ini:
Change the following parameter:
Vehicle ID =2

i ge this to the vehicle number desired

E‘ Messagal-iandler Natepad
File Edit Format View Help
; Massage Handler configuration File

[General]
: vehicle 1dentifier
: vehicle_1d = 2

Reboot the PC.
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19 Loading automatically the HotList from a
USB flash drive

If the Hotlist loading system is manual, the default input source folder is C: \hotlist.
It is now possible to load the new Hotlist directly from a thumb drive without any User
action.

To activate this function, you need to change the source of the Hotlist path; you can do
this by opening the LTBA.ini file in C:\Program Files\Car System\Services\Config and
edit the following section:

[LoadPlateList]
: Input path for hot list file

HotListSourceDirPath=c: \hotlist

Change to the following below:

[LoadPlateList]

Input path for hot list file
HotLlstSourceD1rPath—USB\hotllst

Restart MWP,

In this example the Hotlist will be searched on the \hotlist subfolder of the thumb drive,
as soon as the thumb drive will be plugged into the PC, no matter what drive letter will be
associated to the USB device.

As opposed to the standard system, the Hotlist file will not be erased by the thumb drive
so that the same drive will be usable for multiple vehicles.
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20 Discovery Application - Software recovery
functionality

Normally the Discovery Application shows working devices connected to the PC-LAN,
as mentioned above. This list can be refreshed pressing the refresh button or the F5
keyboard button. With this view, in the footer at the bottom of discovery window there
are two types of information: the number of working devices (on the left) and the
presence of failure devices (in the middle).

Failure devices are readers that can’t boot due to internal software damages. In this case
devices broadcast alarm signal by LAN. The Discovery Application receives the signal
and warns the operator with the flashing message showing in the footer:

“FAILURE DEVICES PRESENT....”

In the Failure Device(s) group box there are two buttons that make the user is able to
operate on LPR devices that have registered some problems.

When this message is present, the operator can switch Discovery interface in Recovery
mode by pressing Show button in the Failure Device(s) group box. It’s necessary to wait
some time (seconds), and then the failure devices will appear in the window,

I WOrklngewce[
| [ehesn ][ ©

- Failure Device(s] —

r Dewoe ErrorCode : ke -1

L] »
(172196120  BBOARD_EAR_FLASH(0CA Waiting for failure device(s)... fgap
i Press 0K’ ko stop.

oK I

SEEryes e = i = = . e .-

— Discovery Application - Discovery Failure Device(s) waiting box

When a device goes into failure, it continuously goes into the following sequence:
1. Boot. '

Search for a DHCP server, if found it, get Ip Address.

[f DHCP server is not found, use internal default Ip (128.0.0.1)

Send broadcast alarm for few seconds

Reboot (go to 1).

g e

Then the operator can press Stop button in the dialog box. In this way, the operator can
see a list of failure devices connected to the PC-LAN.
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*D!scoveryl1301

Working Device(s) : Failure Devicels]
[ Refresh || -0 || || o | [ ghow “ Bz
Device | Enoi Code | BootSw Ver.. | Seiial | Trans ld |
172198120 BBOARD_ERR_FLASH(0xCS) 1.4.10 0x93187700  Ox17480A38
Found 1 device(s) i e = " Elsag5.p.A.

— Discovery Application - Failure Device(s) list
Some information is displayed:

Devices: IP address devices.
Error code: Type of error.
Boot SW Version:  Boot version.
Serial: internal (not useful)
Trans Id.: internal (not useful)

To recovery devices in the list, the operator must:
1. Select one device in the list
2. Verify PC IP address that must be in the same class of the reader one.
3. Press Recovery Button

A confirmation box will appear.

& Discovery - 1,3,0,1
+ Working Devicels] : i i 1 Failure Devicefs) -~ —

I” Heﬂ I ‘7 L Discove ; I Hacove ey

| Device | EvorCode | : [
172.73.8.120 BBOARD_ERI \z) Do you want to recovery device '172,19,8,120'7 138

ok | caeat |

Found 1 device(s) ek D e : i " EsagSph. A
- Dlscovery Application - Recovery Device Confirmation Box

Press the OK button and a new box to select a Kit to upload will appear.
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Cercain: c_J_F'ﬂ;f-";";'

:TAdS _sw app le B?lelt
ﬁmds sw_sys_v.01.07.01 kit

| Evorf

BBO

Device
172.19.8.120

Nome file: |

Found 1 device(s)

Tipofile:  [KIT Files [* kit

Flsag 5.p.A.

:_] Annulla 1

— Discovery Application - Recovery

Device Kit Selection

The operator must choose the kit of type “SYS”. This kit contains all software necessary.
After the kit selection, the upload procedure begins.

-~ Recovery status =

Device 172.19.8.35 (00:60: 38:03:0C: 94)

»» Received SUCCESS message
Now the readet is working,

| {do not switch off the reader.

| |{Goback to the main window and

| |wait until device appair in the listview
| {Exit

s

| Iserver ready.
| {Dpcode indicates fite read request

 Recovery completed successfully

. |titp roet : C:\Documents and Seltings\Administrator\D esktop'Kit

| |0Opcode: 1 filename: Ad3 sw_sps_v.01. 0B.01 _UPG_A15_ita kit packet size: 56 mode: octet
| |Sending file... (source: C: \Documents and 5etlmgs'\l\dmsnlshatnr\.Desklop‘\Kst\AdS sw_sys v.01.08.01_UPG A1

Felw

g

— Discovery Application - Recovery Upload Procedure

It’s necessary to wait some time (seconds), if the program can’t connect to the reader try

with Retry Button.
At the end the reader reboot automatically with the

ATTENTION:

new soi’rware

When upload process is ended, the Close button becomes active, but the reader is still
working, do not switch off the power. It is necessary to wait the end of the update. To
understand when the process is ended go to the main window by pressing the Close

button, and, using the Refresh button, wait until the device appear in the window.
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With this procedure the device loses all Network and Basic configuration. New Network
and Basic configuration will be the default (Ip 172.19.8.30; Id 00001). You must then use
the browser and log into the camera to re-configure it.

21 Changing the Default view from B/W to
Color

Presently, the CarSystem’s default image view is in BW for compatibility with PUMA
BW only cameras. If you prefer color you can change the default view from BW to color.
It is done by editing the LTBAConfiguration.xml file.

Go to C:\Program Files\Car System\Config and right click on LTBAConfiguration.xml
and select edit.

At the bottom of the page in the section:
<l-- Default View (COLOR - BW) -->
<DEFAULT VIEW_IMG>BW</DEFAULT_VIEW_IMG>

Change >BW< to >COLOR<
<!-- Default View (COLOR - BW) -->
<DEFAULT_VIEW_IMG>COLOR</DEFAULT VIEW IMG>

All images will now be displayed in color. You can still toggle back to black and white to
view the BW image.

22 How to make the local Hot List permanent

In the normal mode of Operation the local Hot List, generated manually inserting plates
through the CarSystem GUI, is deleted every time an external Hot List is imported.
You cam modify the default behavior by changing a parameter in LTBA.ini

In ..\Carsystem\Services\Config\ open the file LTBA.ini and edit the following line:

LocalPlateListClearMode=0 <= Change to 1
0= clear manual list
1= keep manual list
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B LTBA o) Wstoped

Ha (i Fuvat Ve e

LIS Type THOLISTeNg & (58] AOTLEST<mar L4572 eMITELIST-anize | fan
syslogm combinr of pIaTee do Dvteroa? Q16T fmaa 400
P plaze st clear mode {0 clear 231 local Tist on conmectfon «4th Op—Center, Is <laar single plate whos englres’

. ErEute alirn prodguct ton o oot sgtoding reansitd {0,800

st]

it Legut Ptk for bt 168t Flle
TRDITFaL hed et 114
_______‘g.!mu path far kar 194y

Lh\b.’ (sil

Changing to 1 will keep all locally added plate list in the CarSystem until it expires. The

default is 5 days. This can be changed in ..\Car System\Config\L TBAConfiguation.xml
file in the following section:

<!-- Local hot list plates expiry time (days) -->
<LOC_BL_EXP_PERIOD>5</LOC_BL_EXP_PERIOD>

2. LTBAConfiguration.xml - Notepad

Fﬁe gdit Format View Heb
<DEFAULT_MAP_SCALE>10000</DEFAULT_MAP_SCALE>
<MAP_ITEM_NUMBER>200</MAP_ITEM_NUMBER>

<MAP_200M_STEP_NUMBER>50</MAP_ZOOM_STEP_NUMBER>
<MAX_QUERY_RESULTS>100000</MAX_QUERY_RESULTS>

% |

. BL_ExP. PERICD>]

=Bl E/F’ PERIOD>5= fi_

<!-- optional camera focus rectangie -->
<EMABLE_TARGET_FRAME>FALSE</ENABLE_TARGET_FRAME>
<TARGET_FRAME_x>200</TARGET_FRAME_X>
<TARGET_FRAME_Y>200</TARGET_FRAME_Y >
<TARGET_FRAME_WIDTH>200</TARGET_FRAME_WIDTH>
<TARGET_FRAME_HEIGHT>50</TARGET _FRAME_HEIGHT>

ol

L<
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23 How to configure the XP Firewall

LThis settings apply to both AD3 and Puma-Lite configuration.

Go to Start - Settings — Control Panel. Click on Windows Firewall and click the On radio
button.

% II..!J'inclr.r\mz Firewall

General | Evceptions | Advanced|

Windows Firewall helps protect your computer by preventing unauthorized users i
i from gaining access to your computer thraugh the Internet or a network., J
|

| @ (©0n [recommended]

This setting blocks all outside sources from connecting to this
computer, with the exception of those selected on the Exceptions tab. ]

[ Don't allow exceptions

Select this when you connect to public networks in less secure
locations, such as aiports. You will not be notified when Windows
Firewall blocks programs. Selections on the Exceptions tab will be
ignored.

@ () Dif [not recommended]

Avoid using this setting. Turning off Windows Firewall may make this
computer more vulherable to viruses and intruders.

‘What else should | know about ‘indows Firewall?

L OK l [ Cancel ]

Click on the Exceptions tab and click Add Port.
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Wmduws F lrewall

. Generg{j Exceptions ﬁfivanced;

YWindows Firewall is tumed off. Your computer is at risk of attacks and intrusions
from outside sources such as the Internet. \We recommend that you click the
General tab and select On.

F’rograms and Services:

' Name Al
W Fiic and Printer Sharing Vet
iTunes

Remote Assistance i |
[ Remote Desktop |
UPNP Framework =l
Windows Media Player Network Sharing Service
Windows Media Player Network Sharing Service
Windows Media Player Network Sharing Service
Windows Media Player Metwork Sharing Service S |

] Windows Media Player Network Sharing Service
M Wwindnms Media Planer Nehwark Sharinn Sendics

[ AddPogam.. | [ AddPot. ][ Edt. | Delee

i

Display a notification when Windows Firewall blocks a program

What are the risks of allowing exceptions?

Lok ][ cancel

In the Name field type in MWP and in the Port Number box type in 8526. Select the UDP
button and click OK.
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Add a Port

Use these settings to open a port through Windows Firewall. To find the port

number and protacol, consult the documentation for the program or service you
want to use.

Name: [MWP

TS ‘[85251 S

What are the risks of opening a port?

5 Cee ]

Click Add a Port again and in the Name box type DNP. In the Port Number box type
20000and select TCP button and click OK.

Add a Port.'.

Use these settings to open a port through Windows Firewall. To find the port

number and protocol, c:cansult the documentallon fsr the program or service you
want to use.

Mame; !DNP 7 ) 7]

Port number; iZBBDU ]

OHe; O ubP

.....

What are the risks of opening a port?

) (o)

Click OK to the Windows Firewall dialogue box.
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