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Partitions are a logical grouping of entities

Used to control which entities are visible to users

Can also be used to segment the system for tenants
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Two special partitionsare created -during installation:

Public Part ition
All users are given read access
To increase securit y, it is recommended t o use other part it ion s

System Partition
Only administ rat ors can see t he ent it ies in t his part iti on (not recommend ed for regular use,
except to contain new part itions)

New Partitions can be added under Security ~ Partitions
Administrators are able to see & modify entities in all partitions
Partition Manager Role

Allowed to add, delete and modify all enti tie s
(includ ing other user accounts) within a partition

i' ~ :\) t i ~ ( '
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·Manages communication with all Fixed'&

Mobile Sharps

·Added as an External System, hosted by

Integration Service

·Pushes users, hotlists & parking

configurations to Patrollers

·Receives reads, hits, & GPS position via

offload or live

·Several plugins to add functionality
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·Select hotlists &:
Permits to use

·Select server network
card &: discovery port

·Select user group to
sync to Patrollers

(N.B.: Authentication mode
is set in Patroller settings)
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must have a'
unique root folder
Sub-folders are
automatically
created
Stores settings to
be sent to
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Receives offloaded
data from
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Configure data retention periods
SQl Standard or Enterprise recommended
Set root folder for patroller syncing (path relative to IS)
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Import lPR data from legacy system (e.g. AutoVu 4.3)
Enter SQl Server & DB name
lPR data and entities will be imported from DB
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Resolve approximate street addresses using a server­
side mapping engine (e.g. Bing)
Ideal for Patrollers equipped with GPS receivers, with
no maps
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Enable server-side hotlist matching for fixed Sharps
Hotlists must beenabled under Properties
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Import reads from 3rd party systems in XML format
Format is specified with a template
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: A Sharp sends Sect.
Center reads & images

By enabling the
SecurityCenter
Extension in PRS, a
Sharp camera can also
be added to Omnicast

This stream, and any other
Omnicast camera, can
be imported into
Security Center via an
Omnicast external
System

Finally, cameras can be
linked to the Sharp's
LPR data
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u.s. Ut'pll rllllclIl of Homelan d Secur ity
Washington, DC 20528

Homeland
Security

October 13, 20 II

Commander Marco Spalloni
MATRlX - EI Paso Fusion Center
El Paso Police Department
911 N. Raynor St.
EI Paso, Texas 79903

Dear Commander Spalloni:

The Intelligence Reform and Terrorism Prevention Act of2004, as amended by the Implementing
Recommendations of the 9/1 I Commission Act of2007, established an information sharing
environment for the sharing of terrorism-related information whil e protecting the priv acy, civil
rights , and civil liberties of indiv iduals. The Guidelines to Ensure that Information Privacy and
Other Legal Rights of Americans are Protected in the Development and Use ofthe Injormation
Sharing Environment ("ISE Privacy Guidel ines") require relevant entit ies to have a written privacy
protect ion policy in place that is "at least as comprehensive" as the ISE Privacy Guid elines .

In my capacity as a co-chair of the Privacy and Civil Liberties Subcommittee of the Information
Sharing and Access Interagency Policy Committee, I have reviewed the MATRTX - EI Paso Fus ion
Center node privacy policy and recognize it to be "at least as comprehensive " as the ISE Privacy
Guidelines. Your privacy policies should be renewed and updated as necessary based on any future
changes to the ISE Privac y Guidelines.

Completion of this written privacy policy is an important first step in the implementation of a strong
privacy protection framework , to include training of personnel in privacy and civil liberties
protections. In fostering trust amo ng the public and your partners, I urge you to make this policy
available to the publ ic through a variety of different channels, to include electronic means . Agencies
must supply a copy of this privacy policy upon request, but I also recommend you post it on any
public facing website your center maintains and be prepared to discuss it as you liaise with your
local communities.

Finally, I strongly recomm end that you begin preparing a Privacy Impact Assessment (PIA) or
updating an existing PIA, ifapplicable, A PIA is a vital too l used to evaluate possib le privacy risks
and to mitigate identified risks to the privacy, civil rights, and civil liberties of ind ividuals. The
Global Justice Information Sharing Initiative's Guide to Conducting Privacy Impact Assessments for
State, Local, and Tribal In formation Sharing Initiatives can be found at
htlp ://ww\V.i t. () j p.£ov!.~lgfl\lll1 .illiP..x,]ar~t:p'ri v.i!£Y9cpa2c=11.9 5. and is a useful resource in PIA
development.
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MATRlX - EI Paso Fu sion Center
October 13, 20 II

Page 2

Should you have any questions with regard to priv acy issues, please feel free to contact the DHS
Privacy Office on behalf of the Privacy and Civil Liberties Subcommittee at 703-235-0780.

\ ncerely,Fl -~..!.'yL.-fJ-- _
John W. Kropf
Deputy Chief Privacy Office r
Department of Homeland Securit y

cc: Alexander W. Joel , ODNI CLPO
Nancy C, Libin, DOJ CP&CLO
Margo Schlanger, DHS Officer for Civil Rights and Civil Liberties
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EL PASO POLICE DEPARTMENT

"MATRIX"

FUSION CENTER

PRIVACY POLICY

A. PURPOSE

A.I PURPOSE STATEMENT

The purpose of this policy is to provide relevant state, local and private sector partners
with guidelines, standards, policies and procedures for the operation of the El Paso Police
Department MATRIX Fusion Center. This policy is designed to bring about an equitable
balance between the privacy, civil rights, and civil liberties of individuals and
organizations and the needs of law enforcement to collect and disseminate criminal
j ustice information and intelligence on persons or organizations involved in criminal
activity. This Privacy Policy embraces the eight privacy design principles or "Fair
Information Principles" (see definition in Appendix A) developed by the Organization for
Economic Co-operation and Development (OECD) and conta ined within its "Guidelines
on the Protection of Privacy and Transborder Flows of Personal Data," and shall be used
to guide the policy wherever applicable.

A.2 MISSION STATEMENT

The Mission of the El Paso Police Department FUSION CENTER (MATRIX - Multi
Agency Tactical Response Information eXchange) is to serve as an all-crimes/all-hazards
tactical information and intell igence hub for the El Paso Police Department and
Participating Agencies. This integrated, multi-disciplinary information sharing network
will seek, collect, analyze and disseminate information and intelligence to stakeholders in
a timely manner in order to protect the citizens and critical infrastructure of El Paso while
preserving the privacy and U.S. and Texas Constitutional rights of individuals.
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B. POLICY APPLI CABILITY AND LEGAL COMPLIANCE

B.l COMPLIAN CE AND GOVERNANCE

B. 1.1. The EI Paso Police Department implements these operating policies and

procedures to gove rn the FUSION CENTE R and Participating Agencies in the

co llection, submission, analysis, query, dissemination, retention, and security of

Records in the various electronic intelligence informat ion systems maintained by
the FUSION CENTER. The purpose of this activity is to support the goals of the

FUSION CENTER, which are:

a) strengthen Information and Intelligence Sharing and Support to El

Paso Police Department Patrol Officers;

b) disrupt Sign ificant Criminal Organizations;

c) provide increased investigative support to the El Paso Police

Department; and,

d) support area law enforcement, public and private sector stakeho lders

to better forecast and identify emerging crimes, publ ic heal th and

quality ofl ife trends.

B.1.2. All FUS ION CENTER personnel , Participating Agency personnel,
personnel providing information technology services to the agency, pri vate

contractors, and other authorized users must be in comp liance with applicable
constitutional and statutory laws (including but not limited to those outlined in

Appendix B), and this privacy policy, concerning the laws protecting privacy,
civil rights, and civil liberties in the seeking, gathering, use, analysis, rete ntion,

destruction, shar ing, securing and disclosure of information and intell igence to

FUSION CENTER personnel, governmenta l agencies and participat ing j ustice
and public safety agencies, as well as to private contractors and the general

public.

B. 1.3. The gathering of informati on in supp ort of these goals is vital to ach ieving

success but must be balanced and guided by the need and responsib ility to
preserve the privacy rights of individuals, civil rights and civil liberties.

B.1.4. The FUS ION CENTER will provide a printed or electronic copy of this

policy to all FUSION CENTER and non-agency personnel who provide serv ices
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and will require both a written acknowledgement of receipt of this policy and a
written agreement to comply with this policy and the provisions it contains.

B.1.5. The FUSION CENTER has adopted internal operating procedures and
policies that are in compliance with applicable U.S. and Texas Constitutional and
statutory laws (see Appendix B for a list of State and Federal laws) protecting
privacy, civil rights, and civil liberties in the gathering, use, analysis, retention,
destruction, sharing, securing and disclosure of informat ion.

B.1.6. The FUSION CENTER will provide a printed or electronic copy of this
policy upon request by any person, corporation, or organization .,

B.2 PROTECTIONS DEFINED

B.2. I. The United States was created with the principles of protect ing certain
privileges from government intrusion as guaranteed rights, which has led to the
further refining of concepts such as right to privacy that developed from case law
and statutory protections from government and others overreach into a person's
life. FUSION CENTER articulates and defines the intention and commitment to
protect:

a) individual "privacy" which refers to individuals' interest in
preventing the inappropriate collection, use and release of personally
identifiable infonmation;

b) against the use of inappropriate or illegal means used to gather
personal data and personal conduct and the inapp ropriate release of
infonmation that causes embarrassment, shame or loss;

c) personally identifiable infonmation which is one or more pieces of
infonmation, such as personal characteristics and unique identifiers,
that when considered together or when considered in the context of
how it is present or how it is gathered is sufficient to specify a unique
individual;

d) civil rights, wh ich are those fundamenta l freed oms and privileges
guaranteed by the 13th and 14th Amendments to the U.S.
Constitution and by subsequent acts of Congress, including civil
liberties, due process, equal protection of the laws, and freedom from
discrimination; and,

e) civil libert ies as those fundamental individual righ ts, such as freedom
of speech and religion, protected by law against unwarranted
governmental interference .
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B.2.2. The FUSION CENTER intends to establish a foundation for protection by
acknowledging these protect ions, by providing transparency in establishing
processes and procedures for operation, by ensuring adequate training and
understanding for users and by having sufficient audit and oversight to ensure
compliance.

C. GOVERNANCE AND OVERSIGHT

C.l Primary responsibility for the operation of the FUSION CENTER, its justice
systems, operations, and oversight of personnel; the receiving, seeking, retention,
evaluation, information quality, analysis, destruction, sharing, securing or disclosure of
information; and the enforcement of this policy is assigned to the Fusion Center
Commander of the El Paso Police Department.

C.2 This policy was developed and reviewed by the EI Paso Police Departm ent, the
FUSION CENTER STEERING COMMITTEE, the City of EI Paso Legal department, and
the United States Department of Justice; furthermore, a review of this policy will be
conducted annually by the Privacy Officer, as described and defined in Section N.2.10.
The FUSION CENTER STEERING COMMITTEE and the City of El Paso Legal
department will review, counsel, and consent to the changes prior to the revised policy' s
implementation.

C.3 The FUSION CENTER STEERING COMMITTEE will provide a printed or
electronic copy of this policy upon request to any person, corporation, or organization
making such a request.

CA The FUSION CENTER's Administrator is designated and trained to serve as the
center's Privacy Officer. The Privacy Officer serves as staff to the FUSION CENTER
STEERING COMMITTEE, receives reports regarding alleged errors and violations of the
provisions of this policy, receives and coordinates complaint resolution under the center's
redress policy to ensure that privacy protections are implemented throu gh efforts such as
training, business process changes, and system designs that incorporate privacy-enhancing
technologies. The Privacy Officer can be contacted using the following methods:

CA.1 . Email - privacy fusion@elpasotexas.gov

CA.2. U.S. Mail - Privacy Officer, El Paso Fusion Center, 91 1 N. Raynor St., El
Paso, Texas 79903

CA.3. Telephone - (915) 564-7100
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C.5 The FUSION CENTER' S Privacy Officer ensures that the enforcement procedures

and sanctions described and defined in Section N.3 are adequate and enforced.

D. DEFINITIONS

The primary terms and definitions used in this policy are set forth in Appendix A.

E. INFORMATION

E.! GUIDING STATUTES AND POLIC Y APPLICABILITY
The FUSION CENTER acknowledges the applicat ion of certain law, statutes and policies

which may affect the Mission and Goals of the FUSION CENTER and its operati on,

including United States Constitution, United States Federal Code of Regulations - 28
CFR Part 23, regarding intelligence information systems; the Texas Constitution, Texas

Code of Criminal Procedure Chapter 61, and amendments contained in Senate Bill 418

81st Leg islature, regarding Gang Intelligence and 28 CFR standards; Chapter 42 1 of the
Texas Government Code, regarding the Department of Public Safety and the collection of

terrori st and Homeland Security informat ion; Chapter 552 of the Texas Government

Code, regarding open government; and the Department of Homeland Security published

Baseline Capab ilities Guidelines for Fusion Centers. (See also Appendix B - State and
Federal Law).

The development of Fusion Center processes and operating procedures will be guided by

privacy design principles from Fair Inf ormation Princip les; which shall also serve to
guide personnel in the application of guiding statutory authority. These principles are:

E.!.!. P urpose Specification - Define agency purposes for inform ation to help

ensure agency uses of information are appropriate.

E. I .2. Collection Limitation - Limit the collection of personal information to that

required for the purposes intended.

E.I .3. Da ta Quality - ensure data accuracy.

E.l .4. Use Limitation - Ensure appropriate limits on law enforcement use of
personal information.
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E.1.5. Security Safeguards - Maintain effective security over personal
information,

E.I .6. Openness - Promote a general standard of openness and transparency
regarding practices, process and policy regarding collecting, disseminating and
archiving personal information.

E.1.7. Individual Participation - Allow individuals reasonab le access and
opportunity to correct errors in their personal information held by the agency .

E.1.8. Accountability - Identify, train and hold parti cipating personnel
accountable for adhering to Fusion Center information quality and privacy policy
standards.

E.2 LIMITATIONS & STATEMENT OF INTENT

E.2.1. The FUSION CENTER is operated and managed by the EI Paso Police
Department as an information and intelligence center. The FUSION CENTER
has the potential to come into contact with a broad scope of both public and
private information and data. The FUSION CENTER will not seek, collect,
analyze, or disseminate information or data that does not support the identified
goals of law enforcement, disrupt or prevent crime, terrorism or violent acts.

E.2.2 The FUSION CENTER will prohibit its employees and will not seek or
retain, and information-originating agencies hereby agree not to subm it,
information about individuals or organizations solely on the basis of their
religious, political, or social views or activities; their participation in a particular
noncriminal organization or lawful event; or their races, ethnicities, citizenship,
places of origin, ages, disabilities, genders, or sexual orientations.

E.2.3 The FUSION CENTER will only seek, retain, anal yze or disseminate
information that:

a) is based on a criminal predicate or possible threat to public safety; or

b) is based on reasonable suspicion that an identifiab le individual or
organizat ion has committed a criminal offense or is involved in or
planning criminal (including terrorist) conduct or activity that
presents a threat to any individual, the community, or the nation and
that the information is relevant to the criminal conduct or activity; or
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c) is relevant to the investigation and prosecution of suspected criminal

incidents; the result ing ju stice system response; the enforcement of

sanctions, orders , or sentences; or the prevention of crime; or

d) is useful in a crime analysis or in the admini stration of criminal

justice and public safety ; and

e) is obtained from a reliable source and is verifiab le or lim itations on

the quality of the information are identified; and

f) was collected in a fair and lawful manner.

E.3 INFORMATION IN GENERAL

E.3.l The FUSION CENTER may retain protected information that is based on
a level of suspicion that is less than "reasonab le suspicion," such as tips and leads
or susp icious activity reports (SAR).

E.3.2 Thi s policy applies to protected information about all individuals and

organizations (as expressly included by law or policy) obta ined by the FUSION

CENTER in furtherance of its analytical and information sharing missions.

Information that further s an administrative or other non-analyti cal purpose (such
as personn el files, or information regarding fiscal, regulatory or other matters

associated with the operation of the FUSION CENTER) will not be subject to the
provisions of this policy.

E.4 INFORMATION SYSTEMS

EA.!. The FUSION CENTER, thru the EI Paso Police Department, will have

access to and utilize:

a) a Records Management System (RM S) for the co llection and
reporting of certain cr imes and incidents.

b) a crimin al investigative reporting system for the case management of
crimin al investigations.

c) an intelligence database to document, categorize, labe l, and store
intelligence information that is compliant with 28 CFR Part 23.
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d) various government, public, institutional, private and commercial
databases providing information to augment existing Records and
information.

E.4.2. The FUSION CENTER will collect, manage and analyze information
related to the collection of Suspicious Activity Reports (SAR).

E.4.3. The FUSION CENTER will also have access to certa in surve illance
systems that allow the visual electronic surveillance of public areas that are
protected in the region.

E.4.4. The FUSION CENTER applies labels to center-originated information or
ensures that the originating agency has applied labels to indicate to the accessing
authorized user that:

a) The information is protected information, to include personal data on
any individual entitled to protection under federal , state, local, and
tribal law, and to the extent expressly provided in this policy, includes
organizational entities.

b) The information is subject to applicable laws restricting access, use,
or disclosure based on information sensitivity or classificati on,
including but not limited to the U.S. and Texas Constitutions,
applicable federal law, and state law, including Texas Government
Code Chapter 552 Public Information Act.

E.4.5. The FUSION CENTER will keep a record of the source of all information
sought and collected by the center and will apply additional labels to each Record
with the appropriate metadata: date and time the information was orig inally
received; the nature of the information, i.e., suspicious activity report, tips and
leads, criminal history, intelligence information, criminal case report, conditions
of supervision, case management, external database source, et cetera; the
categories of the appropriate Intelligence Source Reliability and Intelligence
Information Validity consistent with 28 CFR Part 23 guidelines; and, the
information classific ation, i.e., Sensitive, Confidential, Unclassified.

E.4.6. At the time a decision is made by the FUSION CENTER to retain
information, it will be labeled (by record, data set, or system of records), to the
maximum extent feasible, pursuant to applicable limitations on acces s and
sensitivity of disclosure to:
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a) Protect confidential sources and police undercover techniques and

methods.

b) Not interfere with or compromise pending criminal investigations.

c) Protect an individual ' s right of privacy or his or her civil rights and
civil liberties.

d) Provide legally required protections based on the individual ' s status
as a child, sexual abuse victim, resident of a substance abuse
treatment program, resident of a mental health treatment program, or
resident ofa domest ic abuse shelter.

EA.? The labels assigned to existing informat ion under Section EAA will be
reevaluated whenever:

a) New information is added that has an impact on access limitations or

the sensitivity of disclosure of the information.

b) There is a change in the use of the information affecting access or
disclosure limitations; for example, the information becomes part of
court proceedings for which there are different public access laws.

EA.8. The FUSION CENTER will only utilize databases and contract with
commercial database entities that provide an assurance that their methods for
gathering personally identifiable information comply with applicable local, state,
tribal, territorial, and federal laws, statutes, and regulations and that these methods are
not based on misleading information-gathering practices.

E.5 PUBLIC SURVEILLANCE SYSTEMS

E.5.1. The FUSION CENTER may access data from certain electronic camera or
surveillance systems for the enhancement of overall protection of the public,
crit ical infrastructure, key resources or public areas easily accessed by the general
public. Unless installed pursuant to an ongoing criminal investigation and
appropriate court order, no such systems will be placed or installed to view an
area where there is a reasonable expectation of privacy by any memb er of the
general public. No data or images from these systems may be accessed or used by
any person except for the legitimate protection of the public or the furtherance of
an approved criminal investigation.
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E.5.2. Any data or images stored or retained by the FUSION CENTER thru
recording of or from the use of any of these systems may only be retained for a
period of 24 months unless specifically identified by Reasonable Susp icion
standards as related to criminal activity. Without such correlation or analysis, all
data or images must be purged and a permanent log or record kept identifying the
person and method used for purging. Any query or request for dissemination of
stored data from these systems by any person except for furthering an authorized
criminal investigation will be refused. Permanent logs regarding any request for
dissemination and any such dissemination or refusal; along with the method and
identification of the person making routine destruction will be available upon
request at the FUSION CENTER offices.

E.6 TIPS, LEADS AND SUSPICIOUS ACTIVITY REPORTING

E.6. I. The FUSION CENTER may access unsubstantiated or uncorroborated
information or data from inside or outside the agency that alleges or indicates
some form of possible criminal activity. This type of information or data is
generally referred to as tips and leads and is sometimes refe rred to as suspicious
activity report (SAR). However, SAR information should be viewed, at most, as a
subcategory of tips and leads data.

E.6 .2. The FUSION CENTER will receive, collect, analyze, evaluate, retain and
secure tips and leads and suspicious activity report (SAR) information. Moreover,
the FUSION CENTER will:

a) identify trends and patterns of potential events which are threats to
our nation, state or juri sdiction and its citizens to improve the
effectiveness of the criminal ju stice community response to such
events and bring closure to events and information which do not pose
such threats;

b) in accordance with the understanding that information may not
immediately meet a Reasonable Suspicion standard and thus not be
compliant with 28 CFR, limit the dissemi nation of such raw
information that has not been analyzed or is not able to be labeled or
elevated to finished criminal intelligence , using the same (or a more
restrictive) access or dissemination standard that is used for data the
rises to the level of Reasonable Suspicion (For examp le, "need-to­
know" and "right-to-know" access or dissemination for personally
identifiable information);
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c) professionally analyze and evaluate to determine if the record can be
elevated to meet 28 CFR guidelines as finished intelligence by
"reasonable suspicion" standards and that the analysis conclusion is
supported by relevant documentation before it can be considered for
submission to an intelligence file or Records system;

d) retain and secure in an intelligence file, information elevated to meet
28 CFR guidelines as finished intelligence, using the same storage
method used for data that rises to the level of reasonable suspicion

•
and includes an audit and inspection process, supporting
documentation, and labeling of the data to delineate it from other
information;

e) delete if the basis for submission includes only political, religious, or
other First Amendment activities or the expression of personal
opinions;

f) delete regardless of the criminal activity involved, if the Authorized
User making an assessment has good reason to believe that the
supporting information was illegally obtained;

g) delete unless it:

(1) serves to identify an individual or organization that is
involved in terrorism; or

(2) shows a nexus to violating a criminal law of the State, the
United States, or any jurisdiction in the United States that
would be a violation ofa criminal law of Texas; or

(3) meets the legal definition of gang activity under State or,
federal law; or,

(4) poses a clear and present threat to public order and safety.

E.6.3. The FUSION CENTER will enforce internal policies that will
automatically purge tips, leads, or SAR Records which are not acted upon or
evaluated within 5 years.

EPPD FUSION CENTER PRIVACY POLICY II- 10183 -



E.6.4. The FUSION CENTER will enforce policies regarding the purging of
personal identifying information which has expired according to 28 CFR
standards (5 year retention or purge unless validated for an additional retention
period) or deemed as not meeting minimum standards for accuracy or submission.

E.6.5. The report validation processes may include research of suspect
information and personal identifying information to support or refute criminal
activity. These validation processes will necessarily involve contrast and
comparison from other private and public data sources that attempt to identify,
establish or validate reports of suspected persons or events. There should be no
merging of personally identifying data from other data sources that establish
identity or criminal behavior unless multiple criteria are validated as matching.

E.6.6. While the FUSION CENTER may store Records supported by
documented information, it also may contain anonymous reports and potential
erroneous reports. Therefore, it is not designed to provide a Record upon which
to base an official action. The FUSION CENTER merely identifies that
information was received which must be validated to assess the information
supporting the SAR record. While this supporting information may be used to
justify official action, the tip, lead or SAR record itself may not be used to
provide:

a) probable cause for a warrantless arrest;

b) probable cause in an affidavit for an arrest or search warrant;

c) proof in a court procedure for enhancing the penalty for a crime; or,

d) used for background or employment application purposes.

E.6.7. The FUSION CENTER will apply the same labeling standards as defined
and described in Section E.4.4 and E.4.5 to tips, leads, and SAR information,

E.6.8. The Fusion Center will apply the same source of information standards as
defined and described in Section E.12.

E.6.9. The FUSION CENTER will, for a tip, lead or SAR that rises to the level
of reasonable suspicion, enter the record into a criminal intelligence information
system.

E.6.10. For all tip, lead, and SAR information, the FUSION CENTER will :
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a) Allow access to or disseminate the information using the same acces s

or dissemination standard that is used for criminal intelligen ce

information.

b) Regularly provide access to or disseminat e the information in

response to an interagency inquiry for law enforcement, homeland

security, or publ ic safety and analytical purposes or provide an
assessment of the information to any agency, entity, indi vidual, or the

public when credible information indicates potential imminent danger

to life or property.

c) Immediately refer a SAR to the FBI' s Joint Terrorism Task Force

Liaison when a SAR has been determined , pursuant to a two-step
process established in the Inf ormation Sharing Environment
Functional Standard (ISE-FS), to have a potential terrorism nexus
(i.e., to be reasonably indicative of criminal activ ity associated with

terrorism).

E.6.11. The FUSION CENTER will ensure that only an Authorized User.
trained in the ISE-FS (ISE-FS-200) - including ISE-SAR Criteria Guidance

Matrix - will conduct the validation process for a SAR. The FUSION CENTER

Commander or designee will be responsible for making the final determination
for ISE-SAR submission .

E.6.12 . The FUSION CENTER adheres to the current version of the ISE-SAR

Functional Standa rd for its suspicious activity reporting (SAR) process, including
the use of a standard reporting format and commonly accepted data collection

codes and a sharing process that complies with the ISE-SAR Functional Standard

for suspicious activ ity potentially related to terrorism.

E.6.13. The FUSION CENTER will incorporate the gathering, processing,
reporting, analyzing, and sharing of terrorism-related suspicious activities and
incidents (SAR process) into existing processes and systems used to manage other
crime-related information and criminal intelligence, thus leveraging existing policies
and protocols utilized to protect the information, as well as constitutional rights,
including personal privacy and other civil liberties, and civil rights.

E.6.14. The FUSION CENTER will identify and review protected information that
may be accessed from or disseminated by the center prior to sharing the information
through the Information Sharing Environment. Further, the center will provide notice
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mechanisms, including but not limited to metadata or data field labels that will enable
ISE authorized users to determine the nature of the protected information and how to
handle the information in accordance with applicable legal requirements.

E.7 CRIMINAL INTELLIGENCE SYSTEMS

E.7.1 A criminal intelligence file consists of sto red information on the activities
and associations of:

a) Individuals who:

(1) based upon reasonable suspicion are suspected of being or
having been involved;

(2) are in the actual or attempted planning, orgamzmg,
threatening, financing, or commission of criminal acts;

(3) based upon reasonable suspicion are suspected of being or
having been involved in criminal activ ities with known or
suspected crime figures.

b) Organizations, business and/or groups which:

(1) based upon reasonable suspicion, are suspected of being or
having been involved in the actual or attempted planning,
organizing, threatening, financing, or commission of
criminal acts; or

(2) that based upon reasonable suspicion are suspected of being
or having been illegally operated, controlled, finan ced or
infiItrated by known or suspected crime figures.

E.7.2. Informati on gathering for intelligence purposes shall be premi sed on
circumstances that provide a reasonable suspici on as defined in 28 CFR, Part 23
entitled "C riminal Intelligence Operating Systems, and in accordance with United
States Consti tution, the Texas Constitution, Texas Code of Crim inal Procedure
Chapter 61, and amendments contained in Senate Bill 418 81" Legislature,
regarding Gang Intelligence and 28 CFR standards; Chapter 42 I of the Texas
Government Code, regarding the Department of Public Safety and the co llection
of terrorist and Homeland Security informati on; Chapter 552 of the Texas
Government Code, regarding open government. (See also Appendix B - State
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and Federal Law).

E.7.3 The primary purposes of these criminal intelligence systems are receipt,
storage, and sharing of criminal intelligence informat ion. As such the FUSION
CENTER will be the repository for all criminal intelligence informat ion
maintained by the EI Paso Police Department. The FUSIO N CENTER
Commander wi ll be responsible for the management of all criminal intelligence
systems and will be the Department designee for managing such systems.

E.7.4 The goal of these criminal intelligence systems is to improve th e
effectiveness of the criminal justice community by providin g for the timely
exchange of documented and reliable information.

E.7.5 The EI Paso Police Department operates these intelligence syste ms and
supports dissemination to TXGang which are in compliance with 28 CFR Part 23,
and Texas CCP Chapter 61, as amended by Texas Senate Bill 418. The FUSION
CENTER wi ll not accept non-criminal identifying information for inclusion in an
EI Paso Police Department Gang Database record. In other supported
intelligence systems, the FUSION CENTER may choose to include non-criminal
persons, who are appropriately labeled as a non-criminal in the report, only where
there is a clea r and definable relationsh ip that serves to further identify the
criminal activities and behavior of the criminal suspect. No Record will be
created that stands alone with only a non-criminal person.

E.7.6 Any person involved in the submission, query, dissem ination, or review of
any supported or maintained intelligence systems must be an Authorized User
with access approved by their respect ive agency head or des ignee and the
FUSION CENTER'S Administrator.

E.7.7 The submission or retention of information supporting any Record must
comply with the intell igence guidelines set forth in 28 CFR, including each of the
following:

a) An intelligence record must be supported by documentation that
contains information relevan t to an individual criminal member
(based on proper identification criteria) and/or a criminal street gang
or organ ization (based on proper criminal predicate) .

b) No political, religious, or other First Amendment activities or the
expression of personal opinions may be used as a valid basis for
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inclus ion in any supported intelligence system, unless the activity
sat isfies criminal predicate by:

(l ) clearly violating a criminal law of the State, the Un ited
States, or any j urisdiction in the United States that wo uld be

a violation of a criminal law of Texas;

(2) meeting the legal definition of gang activity under State law;

or

(3) posing a clear and present threat to public order and sa fety.

c) Regardless of the criminal activity invo lved, no Record may be

retained or submitted if the submitting agency or author ized user has
good reason to believe that the support ing informat ion was illegally

obta ined.

d) Any submitted information ident ifying an individual or a cr imina l

organ ization must meet the criminal predicate requirements of
reasonable suspicion identified in 28 CFR Part 23 and the criminal

activity must represent a significant and recognized threat to the

public and:

(l) Are either undertaken for the purpose of seeking illegal
power or profits or pose a threat to the life and property of

citizens ; and

(2) Involve a significant degree of permanent criminal

organ ization; or

(3) Are not limited to one j urisdiction.

E.7.8 The FUS ION CENTER and any Part icipating Agency may not use data

obtained from the Fusion Center to populate another intelligence system or other
searchable database or to populate another agency 's databases.

E.7.9 All intell igence system s wi ll code the identifying information of an

individua l in the index to differentiate a child (under 17 years of age, as defined in

Texas Family Code § 51.02. Definit ions (2)(A) "Child") from an adult to prevent

an infringem ent of a j uvenile's protections under the Texas Family Code § 58.007
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Physical Records or Files and Code of Criminal Procedures Article 61

Compilation of Information Pertaining to Criminal Combinations and Criminal

Street Gangs.

E.7.10 All other criminal intelligence systems or future intelligen ce systems will
comply with similar FUSION CENTER criminal intelligence policies.

E.8 NATURE OF INFORMATION

In order to accurately classify and categorize information and intelligence, the
FUSION CENTER will delineate each Record with the nature of information, i.e.,
suspicious activity report, tip and lead, crimina l history, intelligence information,
criminal case report, conditions of supervision, case management, et cetera .

E.9 INFORMATION CLASSIFICATION

E.9.1 The FUSION CENTER will classify each Record in order to protect
sources, investigation s, and individual's rights to privacy, as well as to provide a
structure that will enable the FUSION CENTER to control access to intelligence.

E.9.2 Information received by Participating Agencies or other agencies with
information classifications attached to them will be reviewed by Fusion Center
Commander or designee, who will assign the appropriate classification; however,
the FUSION CENTER classification will never be lower than the classification
given by Participating Agencies or other agencies . All classifications or re­
classifications must be approved by the Fusion Center Commander or designee.

E.9.3 Criminal intelligence information is classified according to the following
system:

a) Sensitive - intelligence files include those that conta in information
that could adversely affect an on-going investigat ion, create safety

hazards for officers, informants, or others and/or compromise their
identities. Restricted intelligence may only be released by approva l of
the Fusion Center Commander or the EI Paso Police Department
Chief of Police to authorized law enforcement agencies with a need

and a right to know.

b) Confidential - intelligence that is less than sensitive intelligence. It
may be released to EI Paso Police Department personnel when a need
and a right to know have been established by the Fusion Center
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Commander or designee.

c) Unclass ified - intelligence contains information from the news
media, public records, and other sources of a topical nature. Access is
limited to individuals conducting authorized invest igations that
necessitate this information.

E.IO INFORMATION CATEGORIZATION

The FUSION CENTER will categorize each Record with the appropriate
Intelligence Source Reliability and Intelligence Information Validity consistent
with 28 CFR Part 23 guidelines, as follows:

E.I0.1 Intelligence Source Reliability

Class Level
a) A-Reliable

b) B-Usually Reliable

c) C-Unreliable

d) D-Unknown

Description
Source' s reliability is unquest ioned, has
been well tested in the past.

Source' s reliability can usually be relied
upon as factual. The majority of past
information provided has proven to be
reliable.

Source's reliability cann ot be relied upon as
factual or is sporadic at best.

Source's reliability cannot be judged.
Source' s Authenticity of trustworthiness has
not been determined by either experience or
investigation.

E.1O.2 Intelligence Information Validity

Class Level
a) 1- Confirmed

b) 2- Probable

c) 3- Doubtful

Description
The information has been corroborated

The information is consistent with past
accounts.

The information is inconsistent with past
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d) 4- Can't be Judged

accounts.

The informat ion cannot be evaluated.

E.ll DISSEMINATION OF INFORMATION

E.Il.l The FUSION CENTER will ensure that an intelligence record is directly

disseminated only to an authorized user by: employing safeguards, includ ing a
spec ial role-based user ID and initial password; and will on ly disseminate a

Record to a Participating Agency through a proper query by an Authorized User
from an authorized computer terminal. Verbal disseminations to any person will
require that the FUS ION CENTER Authorized User reasonably identify the

requestor and the Need to Know and Right to Know.

E. l1.2 The FUSION CENTER will label a dissemination of any Record or

information with the following metadata:

a) date and time the information was originally received and, where

feasible, the date its accuracy was last verified;

b) the nat ure of the information, i.e., suspicious activity report, lip and
lead, criminal history, intell igence information, crim ina l case report,

conditions of supervision, case management, external database

source, et cetera;

c) the categories of the appropriate Intelligence Source Reliability and
Intelligence Information Validity consistent with 28 CFR Part 23
guidelines;

d) the Inf ormation Classification, i.e., Sensitive, Confidential,

Unclassi fied; and,

e) the title and contact information for the person to whom questions
regarding the information shou ld be directed .

E.! IJ All informati on maintained in the Record will be released to an authorized

user who makes a proper query, without any special restriction on its

dissemination beyond the general requirements of 28 CFR, unless the author or
entity has specified restrictions.
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E.12 INFORMATI ON CONTRIBUTORS

To the extent possible, all criminal intelligence maintained by the FUSION
CENTER must display the names and phone numbers of person and agencies
providing the information. A contributor code number may be used if the agency
requests anonymity. All contributor code numbers will be maintained by the
Fusion Center Supervisor. All information obtained from the public domain will
be identified by the source of the information, document name, date obta ined and
page number.

F. ACQUIRI NG A1\'D RECEIVING INFORMATI ON

F.I The FUSION CENTER will ensure that information-gathering (acquisition) and
access and investigative techniques used by the FUSION CENTER, part icipating
agencies. and information-originating agencies will remain in compl iance with and will
adhere to applicable laws and guidance, including, but not limited to:

F.I.I. 28 CFR Part 23, regarding criminal intelligence information.

F.I .2. The OECD Fair Information Principles (under certain circumstances, there
may be exceptions to the Fair Information Principles, based, for exam ple, on
authorities paralleling those provided in the federal Privacy Act; state, local, and
tribal law; or center policy).

F.1.3. Criminal intelligence guidelines established under the U.S. Department of
Justice' s (DOJ) National Criminal Intelligence Sharing Plan (NCISP) .

F.1.4. Constitutional provisions and admin istrative rules, as well as regulati ons
and policies that apply to multij urisdictional intelligence and information
databases.

F.2 The FUSION CENTER' s SAR process provides for human review and vett ing to
ensure that information is both legally gathered and, where applicable, determined to
have a potential terrorism nexus. Law enforcement officers and appropriate center and
Participating Agency staff will be trained to recognize those behaviors and inciden ts that
are indicative of criminal activity related to terrorism.

F.3 The FUSION CENTER's SAR process includes safeguards to ensure, to the
greatest degree possible, that only information regardin g individuals involved in act ivities
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that have been determined to be consistent with criminal actrvrties associated with
terrorism will be documented and shared through the ISE. These safeguards are intended
to ensure that information that could violate civil rights (race, religion, national origin,
ethnicity, et cetera) and civil liberties (speech, assembly, religious exercise, et cetera) will
not be intent ionally or inadvertently gathered, documented, processed, and shared.

FA Participating Agencies that access the FUSION CENTER's information or share
information with the center are governed by the laws and rules governing those
individual agencies, including applicable federal and state laws.

F.5 The FUSION CENTER will contract only with commercial database entities that
provide an assurance that their methods for gathering personally identifiable information
comply with applicable local, state, tribal, territorial, and federal laws, statutes , and
regulations and that these methods are not based on misleading information-gathering
practices.

F.6 The FUSION CENTER will not directly or indirectly receive , seek, accept, or
retain information from:

F.6.1. An individual who or nongovernmental entity that may or may not receive
a fee or benefit for provid ing the information, except as expressly authorized by
law or center policy.

F.6.2. An individual who or information provider that is legally prohibited from
obtaining or disclosing the information.

F.7 Information-gathering and investigative technique s used by the FUSION
CENTER will and those used by originating agencies should be the least intrusive means
necessary in the particular circumstances to gather informat ion it is authorized to seek or
retain.

G. INFORMATION QUALI T Y ASSURANCE

G.l The FUSION CENTER is responsible for the quality and accuracy of the data
accessed by the Center. Inaccurate personal information can have a damaging impact on
the person concerned and on the integrity and functional value of the FUSION CENTER.
In order to maintain the integrity of the FUSION CENTER, any information obtained
throug h the center will be independently verified with the original source from which the
data was extrapolated and subjected to review, analysis, and scrutiny to der ive its
meaning and value, and that the appropriate metadata is affixed to each Record
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delineating the date of receipt, nature, category , and classification before the informat ion
is qualified for use. Additionally, information will only be merged with other informat ion

about the same individ ual or organization when the appli cable standard has been met as

described in Section I, Merging Records. Participating Agencies and individual users are
responsible for compliance with respect to use and further dissemination of such

information and the purging and updating of the data .

G.2 Any Participating Agency submitting information to the FUSION CENTER
remains the owner of that information and is responsible for its accuracy and must ensure

the quality of each Recard submitted by the agency and the quality of the information

supporting that Record. After submitting information about a suspected individual
criminal member to the FUSION CENTER, that agency must maintain all support ing

documentation for as long as: the Record is retained; or a legal challenge to the Record is
pending.

G.3 The FUSION CENTER will reevaluate Records whenever new information is

gathered or received on an existing intelligence record. The nature, classification,

categorization, and other metadata will be reevaluated and modified to reflect the impact

the new information may have on the confidence and metadata assigned to the Record.

G.4 At the time of retention in the system, the FUSION CENTER will label
information regard ing its level of quality (accuracy, completeness, currency, and

confidence [source reliability and content validity]). The FUSION CENTER will also

conduct periodic data quality reviews of information it originates and receives, and will
make every reasonable effort to ensure that the information will be corrected, deleted

from the system, or not used when the center identifies information that is erroneous,

misleading, obsolete, or otherwise unreliable; the center did not have authority to gather
the information or to provide the information to another agency; or the center used
prohibited means to gather the information (except when the center 's informat ion source

did not act as the agen t of the center in gathering the information),

G.5 The FUSION CENTER will evaluate all data, including, but not limited to the

FUSION CENTER data, and any Participating Agency data, at a minimum of every five

years from the date of receipt, for determination of relevance and continuing criminal

predicate for retention. Records that fail to meet these evaluation criteria will be purged .
The Fusion Center will keep no record of any individual Records purged but will identify

the number of Records purged. The FUSION CENTER will make every reasonable effort

to ensure that inform ation will be corrected, deleted from the system, or not used when it
learns that the information lacks adequate context or is erroneous, misleading, obsolete,

or otherwise unreliable.
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G.6 The FUSION CENTER will use written or electronic notification to inform the
originating entity, Participating Agency, another agency, or a database when information
previously obtained or provided by the entity is determined to be erroneous, includes
incorrectly merged information, is out of date, cannot be verified, or lacks adequate
context such that the rights of the individual may be affected.

G.7 The FUSION CENTER will use written or electronic notification to inform
recipient agencies when information previously provided to the recipient agency is
deleted or changed by the center because the information is determined to be erroneous,
includes incorrectly merged information, is out of date, cannot be verified, or lacks
adequate context such that the rights of the individual may be affected.

H. COLLATION AND ANALYSIS

H.1 Information acquired or received by the FUSION CENTER or accessed from
other sources will be analyzed only by qualified individuals who have successfully
completed a background check and appropriate security clearance, if applicable, and have
been selected, approved , and trained accordingly.

H.2 Information subject to collation and analysis is information as defined and
identified in Section E.

H.3 Information acquired or received by the FUSION CENTER or accessed from
other sources is analyzed according to priorities and needs and will be analyzed only to:

H.3.1. Further crime prevention (including terrorism), law enforcement, public
safety, force deployment, or prosecution object ives and priorities established by
the center.

H.3.2. Provide tactical and/or strategic intelligence on the existence,
identificat ion, and capability of individuals and organizations suspected of having
engaged in or engaging in criminal (including terrorist) activities.

HA The FUSION CENTER requires that all analytical products be reviewed and
approved by a supervisor or, where release is required under the Freedom of Information
Act or the Texas Open Records Act, the Administrator to ensure that they provide
appropriate privacy, civil rights, and civil liberties protections prior to dissemination or
sharing by the center.
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I. MERGING RECORDS

I.l Records about an individual or organization from two or more sources will not be
merged by the FUSION CENTER unless there is sufficient identifying information to
reasonably conclude that the information is about the same individual or organization.
The set of identifiers sufficient to allow merging will consist of all avai lable attributes
that can contribute to higher accuracy of match.

1.2 If the matching requirements are not fully met but there is an identified partial
match, the information may be associated by the FUSION CENTER if accompanied by a
clear statement that it has not been adequately established that the information relates to
the same individual or organization.

1. SHARING AND DIS CLOSURE

J.J Credentialed, role-based access criteria will be used by the FUSION CENTER, as
appropriate, to control:

J.I.1. The information to which a particular group or class of users can have
access based on the group or class.

J.1.2. The information a class of users can add, change, delete, or print.

J. I.3 . To whom, individually, the information can be disclosed and under what
circumstances.

J.2 The FUSION CENTER's policy for the dissemination of information is described
and defined in Section E. l I.

J.3 ISE Funct ional Standards for the FUSION CENTER'S SAR information sharing
are described in Section E.6.10 to E.6.12.

J.4 Access to or disclosure of Records retained by the FUSION CENTER will be
provided only to persons within the center or in other governmental agenc ies who are
authorized to have access and only for legitimate law enforcement, public protection,
public safety, public health, or justice purposes and only for the performance of offic ial
duties in accordance with law and procedures applicable to the agency for which the
person is working.
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J.5 Participating Agencies or other agencies external to the FUSION CENTER may
not disseminate information accessed or disseminated from the center without approval
from the center or other originator of the information.

J.6 Information gathered or collected and Records retained by the FUSION CENTER
may be accessed or disseminated for specific purposes upon request by persons
authorized by law to have such access and only for those uses and purposes specified in
the law.

J.7 Information gathered or collected and Records retained by the FUSION CENTER
may be accessed or disclosed to a member of the public only if the informati on is defined
by law to be a public record or otherwise appropriate for release to further the center' s
mission and is not exempt from disc losure by law. Such information may be disclosed
only in accordance with the law and procedures applicable to the center for this type of
information.

J.8 Information gathered or collected and Records retained by the FUSION CENTER
may not be accessed or disclosed to a member of the public under certain circumstances
as described and defined in Section K.I .

J.9 An audit trail will be maintained by the FUSION CENTER when it disseminates
an intelligence record. An audit trail will be kept for a minimum of 3 years and will
include the following information about the dissemination:

J.9.1. the suspect and personally identifying information released,

J.9.2. the date and time of the query or other related access transaction; and

J.9.3. the name of the individual and agency requesting the Record.

J.l 0 A Participating Agency who receives and further disseminates intelligence
information will create and maintain a dissemination log. The log created by the agency

must:

J.10.1. comply with the principles of 28 CFR; and

J.10.2. be maintained for as long as the information supports a current Record.

1.11 A Participating Agency will permit indirect access to an intelligence record by:
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1.11.1. dissemination typically through personal intervention; and

1.11.2. using a communications network only if the network involves an
encrypted radio broadcast or other reasonably secure transmission method, except
in the case of an emergency, when necessary to avoid imminent danger to life or
property.

1.1 2 There are several categories ofRecords that will ordinarily not be provided to the
public:

1.12.1. Records required to be kept confidential by law are exempted from
disclosure requirements under Chapter 552, Texas Government Code.

1.12.2. Information that meets the definition of "classified information" as that
term is defined in the National Security Act, Public Law 235, Section 606, and in
accord with Executive Order 13549, Classified National Security Information
Program for State, Local, Tribal, and Private Sector Entit ies, August 18, 2010.

1.12.3. A record or part ofa record that is confidential by law under Chapter 418,
Texas Government Code, including information the public disclosure of which
would have a reasonable likelihood of threatening public safety by exposing a
vulnerability to terrorist attack or other criminal activity. This may include, but is
not limited to a record assembled , prepared, or maintained to prevent, mit igate, or
respond to an act of terrorism or an act of agricultural terrorism, vulnerability
assessments, risk planning documents, needs assessments, and threat assessments .

1.12.4. Investigatory records oflaw enforcement agencies that are exempted from
disclosure requirements under Texas Govemment Code § 552.108. However,
certain law enforcement records must be made available under Chapter 552,
Texas Government Code.

1.1 2.5. Federal records, protected under federal law, which may include records
exempt from disclosure under the Freedom of Information Act (FOIA) that have
been provided by the Federal government.

1.12.6. Protected federal, state, local or tribal records, which may include records
originated and controlled by another agency that cannot be shared without
permission, unless it is required to be disclosed under the Texas Public
Information Act.
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J.12.7. A violation of an authorized nondisclosure agreement between the Fusion
Center and any other party.

J.13 The FUSION CENTER will archive all intell igence products that are received and
then used to further refine FUSION CENTER intelligence or are quoted or used to
support disseminated intelligence products that are created. All FUSION CENTER
analytical products that use another agency intelligence product information or analysis
will be noted in the release of the FUSION CENTER product along with the value
assigned by that product to the information. The FUSION CENTER will archive all
intelligence products that are created and disseminated from the FUSION CENTE R.

J. I4 Information gathered and records retained by the FUSION CENTER will not be:

J.I4.1. sold, published, exchanged, or disclosed for commercial purposes ;

J. I4.2. disclosed or publi shed without prior notice to the orig inating agency that
such information is subject to disclosure or publication, unless disclosure is
agreed to as part ofthe normal operations of the agency; or

J.14.3. disseminated to persons not authorized to access or use the information.

J.15 The FUSION CENTER shall not confirm the existence or nonexistence of
information to any person or agency that would not be eligible to receive the information
unless otherwise required by law.

K. REDRESS

K.l DISCLOSURE

K.l.1 Upon satisfactory verification (fingerprints, driver' s license, or other
specified identifying documentation) of his or her identi fy and subject to the
conditions below, an individual is entitled to know the existence of and to review
the information about him or her that has been gathered and retained by the

FUSION CENTER.

K.1.2 The individual may obtain a copy of the information for the purpose of
challenging the accuracy or completeness of the information, pursuant to Texas
Governmen t Code Chapter 552 and subject to Section K.1.3. The procedure to
submit a request is described in Section K.2.2.b. A record will be kept of all
requests and of wha t information is disclosed to an individual. Furthermore, an
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audit trail sufficient to allow the identification of each individual member of the
public who accessed or received information retained by the center and the nature
ofthe information accessed will be kept by the center.

K.1.3 The existence, content, and source of the information will not be made
available to an individual when:

a) disclosure would interfere with, compromise, or delay an ongoing
investigation or prosecution pursuant to the Texas Government Code,
§ 552.108;

b) disclosure would endanger the health or safety of an individual,
organization, or community pursuant to Title 5 U.S.c. § 552(b)(7)(F);

c) the information is in a criminal intelligence system subject to 28 CFR
§ 23.20(e);

d) the information source does not reside with the center;

e) the FUSION CENTER did not originate or does not have a right to
disclose the information, unless required by Texas Government Code,
Chapte r 552 Public Information; or,

f) other authorized basis for denial under the Texas Public Information
Act.

K.1.4 If the information does not originate with the center, the center will notify
the source agency of the request, and if appropriate, its determination that
disclosure by the center was neither required nor appropriate under applicab le
law, in writing or electronically within 10 days.

K.2 CORRECTIONS

If an individual requests correction of information originating with the FUSION
CENTER that has been disclosed, the center' s Privacy Officer or designee will
inform the individual of the procedure for requesting and considering requested

corrections, including appeal rights if the requests are denied in whole or in part.
A record will be kept of all requests for corrections and the resulting action, if
any.

K.3 APPEALS
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The individual who has requested disclosure or to whom information has been
disclosed will be given reasons if disclosure or requests for corrections are denied
by the FUSION CENTER or the originating agency. The individual will also be
informed of the procedure for appeal when the center or originating agency has
cited an exemption for the type of information requested or has declined to correct
challenged information to the satisfaction of the individual to whom the
information relates.

K.4 COMPLAINTS

KA.l. If an individua l has a complaint with regard to the accuracy or
completeness of terrorism-related protected information that:

a) is exempt from disclosure,

b) has been or may be shared through the ISE, or

c) is held by the FUSION CENTER and allegedly has resulted in
demonstrable harm to the complainant.

KA.2. The center will inform the individual of the procedure for submitting and
resolving such complaints. Inquiries and complaints about privacy, civil rights
and civil liberties will be received by the center' s Privacy Officer or designee at
the following address: pdJusion@elpasotexas.gov. The Privacy Officer or
designee will acknowledge the complaint and state that it will be reviewed but
will not confirm the existence or nonexistence of the information to the
complainant unless otherwise required by law. If the information did not originate
with the center, the Privacy Officer or designee will notify the originating agency
in writing or electronically within 10 days and, upon request, assist such agency
to correct any identified data or record deficiencies, purge the information , or

veri fy that the Record is accurate. All information held by the center that is the
subject of a complaint will be reviewed within 30 days and confirmed or
corrected or purged if determined to be inaccurate or incomplete, to include
incorrectly merged information, or to be out of date. If there is no resolution
within 30 days, the center will not share the information until such time as the
complaint has been resolved. A record will be kept by the center of all complaints
and the resulting action taken in response to the complaint.

KA.3. To delineate prote cted information shared through the ISE from other
data, the FUSION CENTER maintains records of agencies sharing terrorism-
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related information and employs system mechanisms to identify the originating
agency when the information is shared.

KAA. The FUSION CENTER 'S Administrator is designated as the center's
Privacy Officer, including ISE, as defined in Section CA.

L. SECURITY SAFEGUARDS

L. I The FUSION CENTER's Administrator is designated and trained to serve as the
center 's Security Officer.

L.2 The FUSION CENTER will operate in a secure facility protected from external
intrusion. The FUSION CENTER will utilize secure internal and external safeguards
against network intrusions. Access to the FUSION CENTER's databases from outside
the faci lity will be allowed only over secure networks.

L.3 The FUSION CENTER will secure tips, leads and SAR information in a separate
repository system using security procedures and policies that are the same as or similar to
those used for a system that secures data rising to the level of reasonable suspicion under
28 CFR Part 23..

LA The FUSION CENTER will store and limit access to information in a manner
such that it cannot be added to, modified, accessed, destroyed, or purged except by
personnel authorized to take such actions.

L.5 The FUSION CENTER will limit data access to those individuals who have been
selected, approved, and trained accordingly. Access to information contained within the
FUSION CENTER and its systems will be granted only to law enforcement agency
personnel who have been screened with a state and national fingerpri nt-based background
check, as well as any additional background screening processes using procedures and
standards established by the FUSION CENTER GOVERNANCE BOARD. Each
individual user must complete an Individual User Agreement in conjunction with
training.

L.6 Once the requirements described and defined in Section L.S have been satisfied
and the completion of the City of EI Paso computer secur ity request form, the
Administrator may accept a user and provide a role-based user ID and password
necessary for the individual to access any intelligence system as an Authorized User
through an authorized computer terminal.
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L.7 Intelligence system(s) passwords will periodically expire and the Authorized User
must then create a new password.

L.8 Access to the FUSION CENTER's data repositories from outside the facility will
only be allowed over secure networks, encrypted radio broadcast or other reasonably
secure transmission method, except in the case of an emergency, when necessary to avoid
imminent danger to life or property .

L.9 The FUSION CENTER will utilize watch logs to maintain audit trails of
requested and disseminated information and will identify the user initiating the query.

L. IO The FUSION CENTER will maintain watch logs of all access through porta ls and
usage of the center's data repositories.

L.ll The FUSION CENTER will maintain watch logs of the physical access through
the center's access control system.

L.1 2 The FUSION CENTER will conduct periodic audits of the watch logs to ensure
that security and the integrity of the data and facility is maintained.

L.13 To prevent public records disclosure, risk and vulnerability assessments will not be
stored with publicly available data.

L.14 The FUSION CENTER and any Participating Agency shall comply with the
security provisions of the Criminal Justice Information Services (Cn S) Security Policy.
The agency shall provide for reasonable:

L.14.l physical security, including a secure area for placement of each item of
equipment to preclude physical access by other than authorized personnel and to
control visitor access;

L.14.2 operational security, including equipment operated to preclud e system
access by other than authorized personnel or for other than authorized purposes
and to change system access identifiers for terminated or reassigned personnel;
and

L.14.3 personnel security, including access allowed only to:

a) law enforcement, military acting under Title 32 or criminal justice
personnel; or
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b) technical or maintenance personnel who have been subjec t to character
or security clearance.

L.15 Compromising a user ID or password is a serious violation of system security.

L.16 The procedure for data security breach notification is described and defined in
Section N.2.9.

L.17 A Participating Agency must notify the Administrator when an individua l is
terminated or reassigned and is, therefore, no longer eligible to continue as an authorized
user; comply with FUSIO N CENTER's quality control, inspection, audit, and validation
procedures.

M. INFORMATION RETENTION AND DESTRUCTION

M.l. All applicable information will be reviewed for record retention (validation or
purge) by the FUSION CENTER at least every five (5) years, as provided by 28 CFR
Part 23.

M.2. When information has no further value or meets the criter ia for removal according
to the FUSION CENTER's retention and destruction policy as provided by Texas
Government Code Chapter 441, it will be purged, destroyed, and deleted or returne d to
the submitting (originating) agency.

M.3. The FUSION CENTER will delete information or return it to the originating
agency once its retent ion period has expired as provided by this policy or as otherw ise
agreed upon with the originating agency in a participation or membership agreement.

M A. No approval will be required from the originating agency before information held
by the FUSION CENTER is destroyed or returned in accordance with this policy or as
otherwise agreed upon with the originating agency in a participation or membership
agreement.

M.5. Notification of proposed destruction or return of Records may or may not be
provided to the originating agency by the FUSION CENTER, depending on the
relevance of the information and any agreement with the originating agency.

M.6. A record of information to be reviewed for retention will be maintained by the
FUSION CENTER, and for appropriate system(s), notice will be given to the submitter
at least 30 days prior to the required review, validation and purge date.
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N. ACCOUNTABILITY AND ENFORCEM ENT

N.! INFORMATION SYSTEM TRANSPARENCY

N.J.l The FUSION CENTER will be open with the public In regard to

information and intelligence collect ion practices.

N. J.2 The FUSION CENTER will provid e a printed or electronic copy of th is
policy upon request by any person, corporat ion, or organization.

N.J.3 The FUSION CENTER will post a copy of this policy on the center's

webs ite at www .eppd .com/fusion .

N.J.4 The FUSION CENTE R'S point of contact for inquires and complaints is

designated in Section K.2.2.

N.2 ACCOUNTABILITY

N.2.l The FUSION CENTER will maintain watch logs of all access as described

and defined in Section 1.9.

N.2 .2 The FUSION CENTER will adopt and follow procedures and practices by
which it can ensure and evaluate the compliance of users with system requirements
and with the provisions of this policy and applicable law. This will include logging
access of all systems as described and defined in Section 1. These audits will be
mandated at least annually and a record of the audits and requests for information for
specific purposes and of what information is disseminated to each person in response
to the request will be maintained for a minimum of 3 years by the Administrator of
the center.

N.2.3 The FUSION CENTER will undergo an annual audit and inspection of the
information contained in the FUSION CENTER's criminal intelligence systems and
its compliance with this Privacy Policy. The audit will be conducted by the FUSION
CENTER Administrator. The Administrator has the option of conducting a random
audit, without announcement, at any time and without prior notice to staff of the
center. The audit will be conducted in such a marmer as to protect the confidentiality,
sensitivity, and privacy of the center's information and intelligence system(s). The
FUSION CENTER will undergo an annual audit as prescribed by the Texas Fusion
Center Policy Council (TFCPC) pursuant to the Texas Government Code Chapter
42J.
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N.2A Each Participating Agency is subject to a regular annual audit by a
FUSION CENTER representative of submitted data and compliance with the
Privacy Policy. The FUSION CENTER may specially inquire into any
demonstrated failure to comply with these policies and procedures.

N.2.5 The FUSION CENTER will make at least an annual report of any known
or reported breaches of security of improper handling or loss of Personal
Identifying Information. This report will not identify affected persons or their
personal information but will identify incidents and corrective measures taken .

N.2.6 A Participating Agency has an affirmative responsibility to immediately
report the loss or mishandling of any personal or sensitive information to the
Commander of the FUSION CENTER, or in the Commander's absence the
Administrator of the FUSION CENTER.

N.2.7 The FUSION CENTER' S personnel or other authorized users shall report
errors and violations or suspected violations of FUSION CENTER' S policies
relating to protected information to the FUSION CENTER Commander.

N.2.8 The FUSION CENTER requires all personnel to agree to comply with the
provision of this policy in writing, as described and defined in Section B. I A.

N.2.9 The FUSION CENTER will follow the data breach notification specified
in Texas Business and Commerce Code Section 521.053, to the extent that it
applies.

N.2. IO The FUSION CENTER Privacy Officer will review and update the provisions
protecting privacy, civil rights, and civil liberties contained in this policy annually
and will recommend appropriate changes in response to changes in applicable law,
technology, the purpose and use of the information systems, and public expectations.
The Privacy Officer will recommend these changes to the FUSION CENTER
Commander, who will update and forward this policy for review as described and
defined in Section C.2.

N.3 ENFORCEM ENT

N.3. 1 Ifan authorized user or Participating Agency materia lly violates any term
of its User Agreement or is found to be in noncompliance w ith the provisions of
this policy and procedures, the authorized user or agency risks suspension of its

access to intelligence information.
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N.3.2 A suspension may occur immediately and without prior notice. Suspension
may be followed by termination if deemed necessary by the Administrator.

N.3.3 The Administrator shall send to the Participating Agency a notice within
10 working days describing:

b) the date the Administrator has suspended or proposes to terminate
service;

c) the alleged violation of the User Agreement; and,

d) whether the alleged violation is criminal or under investigation.

N.3.4 If the FUSION CENTER Commander or Administrator determines the
alleged violation to be criminal in nature, an investigation shall be initiated, the
results of which shall be forwarded to the appropriate authority for criminal
prosecution.

N.3.5 If the authorized user is from an agency external to the FUSION CENTER,
request that the relevant agency, organization, contractor, or service provider
employing the user initiate proceedings to discipline the user or enforce the
policy 's provisions.

N.3.6 The FUSION CENTER reserves the right to restrict the qualifications and
number of personnel having access to center information to any participating
agency or participating agency personnel violating the FUSION CENTER's
privacy policy.

O. TRAINING

0 .1 The FUSION CENTER will require the following individuals to part icipate in
training programs regarding implementation of and adherence to the privacy, civil rights,
and civil liberties policy:

0.1 .1 all personnel assigned to the center; and,

0. 1.2 staff in other public agencies or private contractors prov iding services to
the center.

0.2 The FUSION CENTER will provide special training regarding the center' s

EPPD FUSION CENTER PRIVACY POLICY 35- 10207 -



requirements and policies for collection, use, and disclosure of protected information to
personnel authorized to share protected information through the Information Sharing
Environment (ISE).

0.3 Th e FUSION CENTER's privacy policy training program wiIl cover:

0.3.1 purposes of the privacy, civil rights, and civil liberties protection policy;

0.3 .2 substance and intent of the provisions of the policy relating to collection,
use, analysis, retention, destruction, sharing, and disclosure of information
retained by the center;

0.3.3 originating and Participa ting Agency responsibilities and obligations
under applicable law and policy;

0 .3.4 how to implement the policy in the day-to-day work of the user, whether a
paper or systems user;

0 .3.5 the impact of improper activities associated with infractions within or
through the agency;

0 .3.6 mechanisms for reporting violations of center privacy protection policies
and procedures; and,

0 .3.7 the nature and possible penalties for policy violations, including possible
transfer, dismissal, criminalliabiJity, and immunity, if any.

0 .4 The FUSION CENTER will provide training for all Authorized Users granted
Direct Access to any intelligence systems in the operational aspect s of the systems.

0.5 The FUSION CENTER may require additional training for any user or
Participating Agency under State training requ irements or law.

P. RESERVAnON AND USER AGREEMENT

P.I Agencies may choose to exerc ise a written User Agreement to further define roles
and responsib ilities to ensure compliance with this Privacy Policy and addendum.
Nothing in this Privacy Policy may be used to limit the responsibility of the FUSION
CENTER in pursuing efforts to satisfy its other legal rights, privileges or obligations.
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Appendix A: Terms and Definitions
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In this PRIVACY POLICY:

I. "Administration of criminal justice" means the performance of any of the following
activities: detection, apprehension, detention, pretrial release, post-trial release, prosecution,
adj udication, correct ional supervision, or rehabilitation of a criminal offe nder. The term
includes criminal identification activities and the collection, storage, and dissemination of
criminal record information.

2. "Administrator" means the individual appointed by the FUSION CENTER' s Commander
as the system administrator for intelligence systems or another individual designated to serve
in that capacity; the Privacy Officer; and, the Security Officer for the FUSI ON CENTER.

3. "Author ized user" means an individual designated by an agency head and authorized by
the EI Paso Police Dept. Fusion Center Administrator for direct access to intelligence
systems.

4. "Direct access " means the action of an individual authorized user to ga in direct computer
access to intelligence system.

5. "Lead Agency" means the EI Paso Police Department.

6. "CCP " means the Texas Code of Criminal Procedure.

7. "28 CFR" means Title 28, Code of Federal Regulations, Part 23.1 et seq., as promulgated
by the U.S. Department ofJustice, Office of Just ice Programs.

8. "Criminal intelligence" means information, material, photograph s, or data that has been
evaluated to determine that it is relevant to the identification of an individual or an
organization for which a proper criminal predicate exists.

9. "Criminal justice agency" means a federal, state, or local entity that is engaged in the
administration of criminal ju stice under a statute or executive order and that allocates a
substantial part of its annual budget to the administration of criminal j ustice.

10. "Criminal predicate" means reasonable suspicion or is defined or estab lished when
information exists that substantiates sufficient facts to give a trained law enforcement or
criminal investigative agency, officer, investigator or assigned employee a basis to believe
that there is a reasonable possibility that an individual or organization is involved in a
definable criminal activi ty or enterprise.

11. "Cr iminal street gang" or "gang" means three or more individuals having a common
identifying sign or symbo l or an identifiable leadership who continuously or regularly
associate in the commission of identifiable criminal activities.

12. "Criminal street gang member" or "gang member" means an indiv idual who has been
identified as a member of a criminal gang through documentation supported by 28 CFR Part
23 standards.
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13. "Fair Information Principles" are conta ined within the Organization for Economic Co­
operation and Development' s (OECD) Guidelines on the Protection of Privacy and
Transborder Flow of Personal Dota. These were deve loped around commercial transactions
and the transborder exchange of information; however, they do provide a stra ightfo rward

descript ion of underly ing privacy and information exchange principles and provide a simple
framework for the legal analysis that needs to be done with regard to privacy in integrated

justice systems. Some of the individual principles may not apply in all instances of an

integrated justice system. The eight FIPs are: Collect ion Limitation Princ iple, Data Quality
Principle, Purpose Specification Principle, Use Limitation Principle, Security Safeguards

Principl e, Openness Principle, Individual Participation Principle, and Accountab ility

Principle.

14. "F usion Center Sup ervisor " means a person appo inted by the El Paso Police

Department with the authority to plan, organize, direct and control day-t o-d ay field or station
activities of an assigned uniformed officer, detective or police support unit on a design ated

shift. Includes the ability to enforce rules, regulations, policies and procedur es associated

with the governance of the Fusion Center

15. "Ind ir ect access" means the action of an individual, who is not an authorized user, to

gain indirect access to intelligence systems through an Authorized User based on a right to
know and/or a need to know.

16. "Infor m ation quality" means the valid ity, accuracy, time liness, completeness,

relevancy, importance, and reliability of information supporting an int elligence system

record.

17. "Intelligence Information Validity" is that evaluation assessed by an Authorized User
or other trained person regarding the validity of the information or record submitted as to the
information accuracy or truth fulness and is ass igned as "Confirmed" , "Probable" , "Doubtful"
and "Can Not Be Judged", as defined by and consistent with 28 CFR Part 23 definit ions.

18. "In telligence Source Reliability" is that evaluation assessed by an Authorized User or

trained person regarding the consistency of the source in providing intelligence information

and is assigned as "Reliable", "Usually Reliable", "Unreliable" and " Unknown" as defined

by and consi stent with 28 CFR Part 23 definitions.

19. " Int elligence project" has the meaning given that term by 28 CFR. The term includes El

Paso Police Department act ing through the F USIO N CENTER

20. "Local entity" means an agency or other entity of a political subdivision of the State,
including a city or cou nty . The term includes a task force, law enforcement agency of a

school district or institution of higher education , whether public or private, or other local

entity that is engaged in the administration of crimina l justice under a statute or executive
order.
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21. "Need to know" means the necessity to obtain or receive criminal intelligence

information in the performance of an official duty or responsibility for a crim ina l justice
agency. However, the Need to Know criteria should not be weighed solely as a method to

prevent dissem ination but rather as an affirmati ve responsibility to share information where
such dissemination may improve public safety or an individual officer safety or overall

effectiveness of a law enforcement agency. The Need to Kn ow provision shall not prohibit

the release of information where there is an imminent threat to life that mandates the release
of information.

22. "Participating Agen cy" or "Par ticipating Agencies" means a criminal justice agency

that has entered into a User Agreement.

23. "Personally Identifiable Information" means one or more piece s of information, such

as personal characteristics and unique identifiers, that when cons idered toge ther or when
cons idered in the context of how it is present or how it is gathe red is suffic ient to specify a
unique individual.

24. "Personal Data" refers to any information that relates to an identifiable individua l (or
data subject). See also Personally Identifiable Information.

25. "Protected Information" includes Personal Data about indiv iduals that is subj ect to

information privacy or other legal protections by law, including the U.S. Constitution and the
Texas constitution; applicable federal statutes and regulati ons, such as civil rights laws and

28 CFR Part 23; applicable state and tribal const itutions; and applicable state, local, and
triba l laws and ord inances. Protection may also be extended to organi zations by FUSION

CENTER policy or state, local, or tribal law.

26. "Record" means information accepted by the Lead Agency or FUSION CENTER for

storage and retention in an intelligence system.

27. "Recor d quality" means that the data format of any record meets all Quality Control
provisions and syste m edits under these policies and procedures.

28. "Reasonable Suspicion " or criminal predicate is defined or established when

information exists that substantiates sufficient facts to give a trained law enforcement or
criminal investigative agency, officer, investigator or assigned empl oyee a basis to bel ieve

that there is a reasonable possibi lity that an indiv idua l or organization is involved in a

definable criminal act ivity or enterpr ise

29. "Right to know" means the legal authority to obtain or receive criminal intelligence

information under a court order, statu te, or decisional law or Lead Agency policy .

30. "Right to Know" sha ll also apply to any submitting agency as the owner of applicable

submitted information permitting their access to and mandating their responsibility for
applicable submi tted informat ion.
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31 "Suspicious Activity Report" (SAR) is the official documentation of observed behavior
reasonably indicative of preoperational planning related to terrorism or other criminal
activity. Suspicious activity report (SAR) information offers a standardized means for
feeding information repositories or data analysis tools. Patterns identified during SAR
information analysis may be investigated in coordinat ion with the reporting agency and, if
applicable, a state or regional fusion center. SAR information is not intended to be used to
track or record ongoing enforcement , intelligence, or investigatory activities, nor is it
designed to support interagency calls for service.

32. "Tips and Leads" Information or Data is generally uncorroborated reports or
information generated from inside or outside a law enforcement agency that allege or
indicate some form of possible criminal activity. Tips and leads are sometimes referred to as
suspicious incident report (SIR), suspicious activity report (SAR), and/or field interview
report (FIR) information. However, SAR information should be viewed, at most, as a
subcategory of tip or lead data. Tips and leads information does not include incidents that do
not have a criminal offense attached or indicated, criminal history records, or CAD data. Tips
and leads information should be maintained in a secure system, similar to data that rises to
the level of reasonable suspicion.

A tip or lead can come from a variety of sources, including, but not limited to, the public,

field interview reports, and anonymous or confidential sources. This information may be
based on mere suspicion or on a level of suspicion that is less than -reasonable suspicion
and, without further information or analysis, it is unknown whether the information is
accurate or useful. Tips and leads information falls between being of little or no use to law
enforcement and being extremely valuable depending on the availability of time and
resources to determine its mean ing.

33. "User Agreement" means an agreement or written understanding executed under these
policies and procedures between the El Paso Police Department, its FUSION CENTER and a
Participating Agency .

34. "Validation" means the determination of the continu ing viability, accuracy, and
relevancy of the crimina l intelligence information supporting an inte lligence record as
defined by 28 CFR standards for Reasonable Suspicion . The term include s the record
review, retention, or purge and removal processes required under either 28 CFR or CCP.
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Appendix B: State and Federal Law Relevant to Seeking, Retaining, and Disseminat ing
Justice Information

Following is a partial listing oflaws arranged in alphabetical order by popular name.

State Laws

Texas Constitut ion

Texas Code of Criminal Procedure Chapter 61 and amendments contained in Senate Bill 418 81"
Legislature, regarding Gang Intelligence and 28 CFR standards

Chapter 421 of the Texas Government Code, regarding the Department of Pub lic Safety and the
collection of terrorist and Homeland Security information

Chapter 552 of the Texas Government Code, regard ing open government

Texas Business and Commerce Code Section 52 I.053, regarding data breach notifi cation

Federal Laws

Brady Handgun Violence Prevention Act, 18 U.S.c. §§ 921, 922, 924, and 925A, United

States Code, Title 18, Part I, Chapter 44, §§ 921, 922, 924, and 925A

Computer Matching and Privacy Act of 1988,5 U.S.c. § 552a(a), United States Code, Title 5,

Part I, Chapter 5, Subchapter II, § 552a(a); see also Office of Management and Budget,

Memorandum M-OI-05, "Guidance on Interagency Sharing of Personal Data-Protecti ng

Personal Privacy," December 20, 2000

Confidentiality of Identifiable Research and Statistical Information , 28 CFR Part 22, Code

of Federal Regulations , Title 28, Chapter I, Part 22

Crime Identification Technology, 42 U.S.c. § 14601, United States Code, Title 42, Chapter

140, Subchapter I, § 14601

Criminal History Records Exchanged for Noncriminal Justice Purposes, 42 U.S.C. § 14611,

United States Code, Title 42, Chapter 140, Subchapte r II, § 14611

Criminal Intelligence Systems Operating Policies, 28 CFR Part 23, Code of Federal
Regulations, Title 28, Chapter I, Part 23
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Criminal Justice Information Sys tems, 28 CFR Part 20, Code of Federal Regulations, Title 28,

Chapter I , Part 20

Disposal of Cons umer R ep ort Infor m ation and Recor ds, 16 CFR Part 682 , Code of Federal

Regulations, Title 16, Chapter I, Part 682

Electro nic Co mmunications Privacy Act of 1986, 18 U.S.c. §§ 25 10-2522, 270 1-2709,

United States Code, Title 18, Part I, Chapter 119, §§ 2510-2522, 270 1-2709, and 3121-3 125,

Public Law 99-508

Fair Credit Reportin g Act, 15 U.S .C. § 1681, United States Code, T itle 15, Chapter 4 1,

Subchapter III, § 1681

Feder al Civil Rights laws, 42 U.S .c. § 1983, United States Code, Title 42, Chapter 21,

Subchapter I, § 1983

Federal Records Act, 44 U.S.c. § 3301, United States Code, Title 44, Chapte r 33, § 3301

Freedom oflnformation Act (FOIA), 5 U.S.C. § 552, United States Code, Ti tle 5, Part I,

Chapter 5, Subchapter II, § 552

HIPAA, Health Insurance Portability and Acco untab ility Act of 1996, 42 U.S.c. § 201, United

States Code, Title 42, Chapter 6A, Subchapter I, § 201; Public Law 104-191

HIPAA, Standards for Privacy oflndividually Identifiable Health Information, 45 CFR Parts

160 and 164; Code ofFederal Regulations, Title 45, Parts 160 and 164

Indian Civil Rights Act of 1968, 25 U.S.c. § 1301, United States Code, Title 25, Chapter 15,

Subchapter I, § 1301

In telligen ce Reform and T er ror ism P r evention Ac t of 2004 (IRTPA), Section 1016, as

amended by the 91l I Comm ission Act

Nati onal Child Protection Act of 1993, Publ ic Law 103-209 (December 20 , 1993), 107 Stat.

2490

Nationa l Cr ime Prevention and Priva cy Co mpa ct, 42 U.S.C. § 14616, United States Code,

Title 42, Chapter1 40, Subchapter II, § 14616
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Privacy Act of 1974, 5 U.S.c. § 552a, United States Code, Title 5, Part I, Chapte r 5, Subchapter

II, § 552a

Privacy of Consumer Financial Information, 16 CFR Part 313, Code of Federal Regulations,

Title 16, Chapter I, Part 3I3

Protection of Human Subjects, 28 CFR Part 46, Code of Federal Regulations, Title 28, Chapter
I , Volume 2, Part 46

Safeguarding Customer Information, 16 CFR Part 314, Code of Federal Regulations, Title 16,

Chapter I, Part 314

Sarbanes-Oxley Act of 2002, 15 U.S.C., Chapter 98, § 720 1, United States Code, Title 15,

Chapter 98, § 720 I

U.S. Constitution, First, Fourth , and Sixth Amendments

USA PATRIOT Act, PublicLaw 107-56 (October 26,2001), 115 Stat. 272

EPPD FUSION CENTER PRIVACY POLICY 44- 10216 -



MEMORANDUM OF UNDERSTANDING
BETWEEN THE CITY OF EL PASO AND THE COUNTY OF EL PASO

FOR PARTICIPATION IN THE EL PASO POLICE DEPARTMENT DATA SHARING ­
FUSION PROJECT

Purpose:

The purpose of this inter-agency information sharing project is as follows:

1. Officer Safety - provide a mechanism for officers and analysts to query multiple agency
databases warehoused in a secure database, to receive focused information, in summary table
format, report format, or geospatial formats about a person or location, when those elements
have been involved in prior criminal activity.

2. Crime and Link Analysis - queries against the secure data warehouse will provide responses in
summary table format, report format, or geospatially on a map. Relationships between
individuals, locations, and property will be shown geospatially in a Link Chart, assisting analysts
and investigators in conducting research. .

3. De-Confliction - A database analysis tool will provide the analyst a query of all contribu ting
agency data to enhance the safety of law enforcement officers and tactical operat ions.

4. Additional hosted software tools to complement the effectiveness and effic iency of intelligence
and crime analysis activities.

5. Other services and functiona lity may be added at a later date as deemed necessary by EI Paso
Police Department.

The purpose of this Memorandum of Understanding (MOU) establishes permissio ns and guidelines for
the use of the Law Enforcement Records Management System (RMS), Jail Managemen t System
(JMS), and other Criminal Justice data the parties agree to share with the EI Paso Police Department
(EPPD), other law enforcement and public safety agencies to include but not limited to:

• Local law enforcement agencies in Texas and other secure local law enforcement information
sharing systems in other states,

• State law enforcement agencies in Texas and other states,
• Federal law enforcement agency units based in Texas and their specialized field units, and other

agency units outside Texas.

Authority

Authority for local and state agencies to enter into this MOU:

• Each agency entering into this MOU warrants that it has legal authority to enter into this MOU
for the specified purposes .

Understandings

a. This Memorandum of Understanding (MOU) is entered into by the City of EI Paso, its Police
Department and the County of EI Paso, the EI Paso County Sheriffs Office, West Texas
Community Supe rvision and Corrections Department , EI Paso Community College Police
Department, Anthony Police Departm ent, Horizon City Police Department, EI Paso Independent
School District Police Department , Socorro Independent School District Police Department, Texas
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Department of Public Safety, Federal Bureau of Investigation, United States Marshalls Service,
United States Bureau of Alcohol, Tobacco, Firearms and Explosives, United States Immigration
and Customs Enforcement, United States Drug Enforcement Agency (all of which are hereinafter
referred to as "contributing agency"), for the purpose of participating in the law enforcement
analysis (hereinafter referred to as FUSION).

b. This MOU relates to participation in the FUSION data warehouse. Data submitted by contributing
agencies is and remains the property of the contributing agencies . Access by authorized users will
be controlled and analyzed through an auditing and management system. The FUSION data will
be secured consistent with FBI-CJIS guidelines, Code of Federal Regulations , Title 28-Judicial
Administration, chapter I- Department of Justice, Part 2D-Criminal Justice Information Systems,
and Texas Government Code § 411.083 Dissemination of Criminal History Record Information.

c. Security of authorized users will be managed and analyzed by FUSION's database management
system. This analysis will report any unusual activity to the con tributinq agency. Follow up on this
report will be the responsibility of the contributing agency, consistent with the agency's internal
policies, FBI-CJIS guidelines, Code of Federal RegulatiDns, Title 28-Judicial Administration.
chapter I-Department of Justice , Part 2D-Criminal Justice Information Systems. and Texas
Government Code § 411.083 Dissemination Of Criminal History Record lntormat ion

d. EI Paso Police Department created FUSION as a warehouse of criminal records, and other
pertinent criminal justice data to be shared and analyzed among other contributing public safety
agencies. EPPD will provide the contributing agency with technical assistance for the extraction
and submission of relevant data from their automated systems to the secure FUSION warehouse,
if required by the contributing agency.

e. The contributing agency retains sole ownership of and sole responsibility for the information it
contributes, including but not limited to, the accuracy of the information. Receiving agencies will
take no enforcement action without first verifying the current status of that information with the
contributing agency.

f. The contribut ing agency's criminal justice data will be submitted to FUSION as agreed by the
EPPD and the County of EI Paso Information Technology Division.

g. FUSION is a law enforcement officer safety, crime and link analysis, statistical, and de-confliction
tool and is not an intelligence analysis tool. If intelligence is the primary reason for accessing
FUSION, that agency shall ensure that data remains law enforcement sensitive and will not insert
classified data into the FUSION . Intelligence derived from the FUSION shall be maintained in a
separate, secure manner as required by Code of Federal Requlations, Title 28-Judicial
Administration , Chapter I-Department of Justice, Part 23-Criminal Intelligence Systems
Operating Policies compliant database management system. .

h. Each party to this agreement agrees that it shall have no liability whatsoever for the actions and/or
omissions of another party's employees, officers. or agents, regardless of where the actions and/or
omissions occurred. Each party is solely responsible for the actions and/or omissions of its
employees, office rs, and agents. These provisions are solely for the benefit of the parties hereto
and not for the benefit of any person or entity not a party hereto; nor shall any provision hereof be
deemed a waiver of any defenses available by law.

i. EPPD shall have the authority to inspect and audit the equipment records and operation of the
contributing agency to determine compliance with this agreement, FUSION policy, procedures, and
all applicable state and federal laws.
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j . EPPD reserves the right to immediately suspend service to the contributing agency when EPPD
determines this agreement or any applicable state or federal law, rule, or regulatio n has been
violated by the contributing agency or an employee of the contributing agency. EPPD may
reinstate the service upon receipt of satisfactory assura nces that such violations have been
corrected and measures have been taken to prevent future violations by the contributing agency.

k. EPPD or the contributing agency may discontinue serv ice or participation in FUSION upon thirty
day's advance written notice . EPPD shall not be required to give notice prior to suspending
services as stated above in Paragraph U.).

I. This agreement becomes effective on the date it is signed by all part ies. It rema ins in force unless
explicitly terminated, in writing , by any party, as to that party. Any party on thirty day's advanced
written notice may terminate this agreement. The terms of this agreement may be amended upon
the written approval of all parties. The revision becomes effective on the date of approval.

m. The point of contact for FUSION and this MOU is the Commander of the EI Paso Police
Department's Directed Investigations Division, who can be reached at 915-564-7101 .

IN WITNESS WH EREOF, the parties have executed this MOU by the signatures of the duly authorized
representative of each on the dates indicated. A photocopy or facsimile signature is as valid as the
original. This agreement is effective upon the last signature date.

FOR THE COUNTY OF EL PASO: FOR THE CITY OF EL PASO;

Signature

Name Anthony Cobo s

Title County Judge

Date 6/30 II0

PASO COUNTY SHERIFF 'S DEPT:

Signature of the Sheriff

Name

Date
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Gregory Allen
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FOR THE CONTRIBUTING AGENCY:

Signature

Name

Title

Agency

Date

FOR THE CONTRIBUTING AGENCY:

Signature

Name

Tit le

Agency

Date

doc. # 55912
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FOR THE CONTRIBUTING AGENCY :

Signature

Name

Title

Age ncy

Date

FOR THE CONTRIBUTING AGENCY;

Signature

Name

Title

Agency

Date

doc, # 55912
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Name

Title

Agency

Date
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Signature

Name

Titl e

Agency

Date
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EL PASO POLICE DEPARTMENT
TRAINING ACADEMY

Lesson Plan Cover Sheet
Page 1

Lesson Title:

Instructor:

Mobile License Plate Reader

Officer Rafael Moreno #2423

Course Content: This course is intended to familiarize the student with the License
Plate Reader. The course will teach the student terms associated with License Plate Readers. The
student will be able to identify parts of the License Plate Readers. The course is intended to educate
the student on the use of the License Plate Readers.

Target Population:

Date Lesson Plan Prepared:

Lesson Plan Prepared by:

Version:

Computer File Name:

Revised By:

Date Revised:

Sworn Peace Officers

OS/23/2012

Officer Rafael Moreno #2423

1.0

License Plate Reader Lesson Plan #2423
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Reviewed by:
date

Approved by:
date

EI Paso Police Department
Training Academy

Lesson Plan Cover Sheet
Page 2

Course Title: Simile

Instructor(s): TCLEOSE Certified Instructor

Time Frame

Total 4 Hrs. 25·30 Min .

Suggested Schedule

From : 0512412012

Day:

Learning Objectives:

By the end of the presentation,
Participants will be able to:

Identify terms assoc iated with the LPR's

Identify components or the LPR's

Identify the capabilities of the LPRs

Operate ofthe License Plate Reader

Listthe operator's responsibilities

Target Population:
Sworn Peace Officers or Police Recruits.

Number of Students: 7·12 students

Space Requirements:
Large Conference Room

Evaluation Procedures:

Student will pass written exam with a score
of70% or better.
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El Paso Police Department
Training Academy

Lesson Plan Cover Sheet
Page 3

Lesson Title:

Methods and Strategies: Lecture, Class discuss ion and participation

Training Materials: References:
Powerpoint EPPD Policy and Procedures Manual

Texas Penal Code
http://www.genetec.com/Pagesldefault-

en.aspx

Equipment & Supplies Needed:

_x_ Multi-Media Projector
_x_ Lap-Top Computer

VCR
_ _ Flip chart easel
_ _ Flip chart pad(s)/markers
_ _ Overhead projector
_ _ Video Monitor(TV)

Video Camera
_ _ Dry-erase board/markers

Student Materials and Handouts:
Note taking materials

Other: (list other item)

3
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El Paso Police Department
Training Academy

Presentation Guide

Lesson Title: Simile

Presentation Guide

Slide I

Title Page
Introduction

Slide 2
Picture of LPR Marked Police Vehicle

Slide 3
Important

Do Not Run Car Through Carwash Hand Wash ONLY!!!!!!

Do Not Point the Camera (FUR) At the Sun!!!!

Do Not Rem ove or Switch the Vehicle Air Card!!!!

Slide 4
Objectives

The Parti cipant will be able to :
Identi fy terms associated with the LPR 's
Identify components ofthe LPR' s
Identify the capabilities of the LPRs
Operate of the License Plate Reader
List the operator 's responsib ilit ies

Slide 5
DEFINITIONS

LPR: License Plate Reader is a tool and is to be used in addition to reasonable
suspicion and/or probable cause
Read: digital images of license plates and vehicles and assoc iated metadata

Notes to Instructor

Introduce yourself (back
ground.)

Let student know about
the wr itten exam at the
end.

Let them know about
H&H carwash
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(e.g., date, time, and geographic coordinates associated with the vehicle image
capture) that are captured by the LPR system.

Slide 6
Definitions cont:

Alert: A visual and/or auditory not ice that is triggered when the LPR system
receives a potential "hit" on a license plate.

Hit: A read matched to a plate that has previously been registered on an agency' s
"hot list" of vehicle plates related to stolen vehicles, wanted vehicles, or other factors
supporting investigation, or which has been manually registered by a user for further
investigation.

Slide 7
Definitions cont:

Hot list: License plate numbers of stolen cars, vehicles owned by persons of
interest, and vehicles associated with AMBER Alerts that are regularly added to
"hot lists" circulated among law enforcement agencies. Hot list information can come
from a variety of sources, including stolen vehicle information from

Slide 8
Definit ions cont:

the National Insurance Crime Bureau and NCIC, as well as AMBER Alert s and
Department of Homeland Security watch lists. Departments of motor vehicles can provide
lists of expired registration tags, and law enforcement agencies can interface their own ,
locally compiled hot lists to the LPR system

Slide 9
Definitions cont:

FixedLPR system: LPR cameras that are permanently affixed to a structure,
such as a pole, a traffic barrier, or a bridge.

Mobile LPR system: LPR cameras that are affixed, either permanently (hardwired)
or temporarily (e.g., magnet-mounted) to a law enforcement vehicle for mobile
deployment.

Slide 10
Definitions cont:

Portable LPR system: LPR cameras that are transportable and can be moved and
deployed in a variety of venues as needed, such as traffic barre l or speed radar sign.
LPRDA: LPR Database Admin istrator

Slide I I
LPR use in Law Enforcement

The use of LPR systems is restricted to public safety-related missions of this agency.
LPR systems and associated equipm ent and databases are author ized for official
public safety purposes. Misuse of this equ ipment and associated databases, or data,
may be subject to sanctions and/or discipli nary actions.

Slide 12
LPR use in Law Enforcement

5
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LPR systems and LPR data and associated media are the property of this agency and
are intended for use in conduct ing official business with limited exceptions noted

elsewhere in this policy.

Slide 13
LPR system usage

LPR operat ion and access to LPR collected data shall be for official agency
purposes only.
Only Officers who have been properly trained in the use and operat ional protocols
of the LPR systems shall be permitted to use it.

Slide 14
LPR system usage

At the start of each shift users must ensure that the LPR system has been updated
with the most current hot lists available.

LPR Alerts/Hits: Prior to initiation of the stop:

Slide 15
LPR system usage

Visually verify that the vehicle plate number matches the plate number run by the
LPR system, including both alphanumeric characters of the license plate and the
state of issuance.
Develop reasonable suspicion and/or probable cause .

Slide 16
LPR system usage

Verify the current status of the plate through dispatch or MDT query when
circumstances allow.
In each case in which an alert or a hit is triggered, the user should record the
disposition of the alert and the hit into the LPR system.

Slide 17
LPR system usage

Hot lists may be updated manually if the user enter s a specific plate into the
LPR system and wants to be alerted when that plat e is located. Whenever a plate
is manually entered into the LPR system, the officer should document the reason
with notification to the LPRDA.

Slide 18
LPR system usage

Special Details: LPR use during nontraditional deployments (e.g., spec ial
operations or during a criminal investigation) must be approved by the administrator.
Searches of historical data within the LPR system should be done in accordance
with estab lished departmental policies and procedures.

Slide 19
LPR capabilities

Reads numbers and letters

Important!!
Remind the offi cer
to develop his own
PC. Not on test

6
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Does not recognize license state
Verify the state and the exact license number
Camera might have to be aim properly

Example
Front, Alley Left, Forward left, etc.

When possible, do not tum off the vehicle
The system will have to be rebooted again

Slide 20
LPR capabilities

Database is downloaded from TCIC
Stolen vehicle
Amber Alerts
Wanted subject's vehicles
Sex Offender' s vehicles/even if NOT wanted

Slide 21
LPR capabilities

Verify information
wanted subject might not be the driver

When possible, use other Probable Cause to
stop vehicles

Use common sense/LPR IS JUST A TOOL

Important!!!!
Verify Info via
ChI or MDT
Rem ind them to
Develop own PC

Slide 22
CASE LAW
Q. Can I run rando m checks on ca r tags without reasona ble suspicion of criminal activity?
A. Yes. The state req uires vehicle owners to purchase tags, place them on th e back of the vehicl e and
make sure they are visible. The state' s purpose in doing are the strong state interests in promoting
highway safety,

Slide 23
removing unregistered vehicles and unlicensed drivers from the highways, and to deter the th eft of
motor vehicles. T here is no expectation of privacy to the numbers displayed on a license plate, and no
driver can reasonably expect th at police office rs will not check th e valid ity of the registration.

City of Rocky River v. Saleh, 139 Ohio App.3d 313, 327, 743 N.E.2d
944 (2000); State v. Donis, 157 N.J. 44, 54-55, 723 A.2d 35 (1998); State v. Parks,
288 N.J.Super, 407, 4 10,672 A.2d 742 (1996) .
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Slide 24
Case Law
Q. Iff run a tag and get a response "Record Not Found." Is that reasonable suspicion to stop the car?

A. Yes. Aside from valid safety reasons, to stop a vehicle a police officer must have a reasonable,
articulable suspicion the driver is, was or about to be engaged in criminal activity. United States v.
Callerman, _ F3d _ (10th Cir. No. 01-3039, filed 12/7/2001).

Slide 25
Case Law
A return from the state Motor Vehicle Division database showing the tag is not on file can mean one of

. two things: the tag is illegal, or a recent transfer occurred and the registration is a work in process.
The officer may stop the vehicle and conduct a brief, limited investigation to confirm or dispel his or
her suspicion the tag may be illegal.
State v. Donis, 157 N.J. 44, 56, 723 A.2d 35 (1998).

Slide 26
Case Law
In Donis, defendants argued police shouldn't be able to run a tag until they observe a driver commit a
traffic violation. The court rejected this argument, stating, "The use of MDTs by police officers should
not be limited only to those instances when they actually witness a violation of motor vehicle laws.
By the time an officer sees a vehicle change lanes or speed down the highway, that officer no longer
needs to use the MDT. The officer has a permissible basis to effectuate a stop." 157 N.J . at 54.

SIide27
Case Law
Q. I run a tag. The return indicates Joe Blow is the registered owner of the vehicle, Blow's driver's
license is suspended, and Blow has a warrant for his arrest. The driver appears to match Blow's
physical description. I stop the vehicle and discover that Blow is the driver and he is intoxicated. I
arrest Blow. He moves to suppress all evidence resulting from the stop claiming that I did not have
reasonable suspicion for the stop. He argues that all I could see was the back of his head, I couldn't
make facial identification, and I could not confirm his height and weight. Should the motion to
suppress be granted?

Slide 28
Case Law

A. No. Once an officer has knowledge that a registered owner has a suspended license, the officer can
assume the owner is the driver of the car, and the officer's knowledge constitutes reasonable suspicion
for a stop. State v, Donis, 157 N.J. 44, 58, 723 A.2d 35 (1998); Minnesota v. Kolstad, No. C6-96-972,
filed 10/29/96 (Minn. Ct. App., unpublished). See also State v, Parks, 288 N.J.Super, 407, 411, 672 A.2d
742 (1996) (MDT provided general description of owner with a suspended license that could have been
the driver).
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