The Commonwealth of
Kentucky

(APPROVED)

-~ MASTER AGREEMENT

Page 1 of 1

YRoOgS

Agreement No: M-06146762
— Requisition NoT R-06746762 ~ ~~ |

INPORTANT

Show Master Agreement number on all
packages, invoices and correspondence.

Description: License Plate Reader PR095

Sub Type:  MA-Standard Fixed Price

Effective Date: 24 May 2005

Expiration Date: 24 May 2007

Administered By: SHIRLEY ELLIOTT, PURCHASING OFFICER
Telephone: (502) 66858300 ext( }

Cited Authority: 218
Issued By: JAMIE COX, FINANCE BUYER

7 REMINGTON ELSAG LAW ENFORCE
203 E. CREEK RIDGE ROAD
GREENSBORO NC 27406

USA

ATEE 8

AL )

B

Linesd T w2 Deseription

s | = Quantiy

UdltissaslE S UnitPrce = + Total Price -

001 Police Automated License Plafe Reader B

0.0000 Eachl  $20,100.00000 $0.00

zxtended Pescripfion
Rernington Elsag MPH-900 LPR Systern

Solice Auvtornated License Plate Reader

\dditional Markings and Instructions
\TT: Captain Jeff Mayberry

1 KSP SPECIAL OPERATIONS
| ATTN: COMMANDER

:1 5751 BRIAR HILL RD BLDG #30 BLUE GRASS STATION BLDG 30
‘| LEXINGTON KY 40516

 Phone:  (859) 293-4500 ()

dFax:  (859) 2934530

<This address is applicable to all line items>

5] KSP SPECIAL OPERATIONS
] ATTN: COMMANDER

5

515751 BRIAR HILL RD BLDG #30 BLUE GRASS STATION BLDG 30
2 LEXINGTON KY 40516

i Phone:  {858) 293-4500 ()

{859) 203-4530

<This address is applicable to all line items>

Faxed to DMFS

Total Amount $0.00

Faxed to Ven&or )

syéﬂpiﬁﬁﬁq

Call to Vendor.—.

Hard Copy Malled to. C,o&>§ m&»\

‘S zso 0

Y T
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Master Document No. Document Title Page 1 of 5
Agreement—|———— — - - o o e e e
M-06146762 . License Plate Reader PR095
Buyer Name :
Jamie Cox (FAC-OMPS)
MASTER AGREEMENT FOR

LICENSE PLATE READER

Contract Number: M-06146762
Issued To:

Remington LSAG Law Enforcement
203 E. Creek Ridge Road
Greensboro, NC 27406
Phone: 336-379-7135
Fax: 336-379-7164
Contact: Jason T. Laquatra
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Master Document No. Document Title Page 2 of 5
“Agreement -

M-06146762 License Plate Reader PR095

Buyer Name

Jamie Cox (FAC-OMPS)

Terms and Conditions
Master Agreement -

Section 1

Scope of Confract
The Office of Material and Procurement Services issues this Master Agreement for:
Remington Elsag MPH-900 LPR System

Section 2
initial Contract Period
The contract will be for the initial period of one (1) year from the date of award.

Renewal Clause — Optional Renewal Period

This contract may be extended at the completion of the initial contract period for four (4)
additional one-year periods. This extension must have the written approval of the
Vendor and the Office of Material and Procurement Services. If the contract provides
for an optional renewal period, the Commonwealth of Kentucky reserves the right to
renegotiate any terms and/or conditions as may be necessary to meet requirements for
the extended period. The Vendor will be advised of any proposed revisions prior to the
renewal periods. [n the event proposed revisions cannot be agreed upon, either party
shall have the right to withdraw without prejudice from either exercising the optlon or
continuing the contract in an extended period.

Section 3

Agencies to be Served _

This contract shall be for use by the following agency of the Commonwealth of
Kentucky: :

Kentucky State Po!ice

Section 4

Warranty

The manufacturer's most favorable warranty offered to preferred customers shall apply
to all items. A copy of such warranty shall be fumished to the agency upon delivery of
the equipment or product. The vendor not be liable under the above warranty for any
defects or damages resulting from unforeseeable causes beyond the control and
without the fault or negligence of the vendor, such as misuse or neglect by the State,
acts of God, fires, floods and hurricanes.

Section 5
Basis of Price Revisions
PRICE ADJUSTMENTS: Unless otherwise specified, the prices established by the
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Master Document No. Dogcument Title Page 3 of 5

Agreement
M-06146762 License Plate Reader PR0O9S

Buyer Name
Jamie Cox (FAC-OMPS)

contract shall remain firm for the contract period subject to the following:

A: Price Increases: A price increase will not be allowed during the first twelve (12)
months of the confract. Only one price increase wilt be allowed during the contract
period. The price increase must be based on industry wide price changes. The
contract holder must request in writing a price increase at least thirty (30) days prior to
the effective date, and shall provide firm proof that the price increase(s) is justified. The
Office of Material and Procurement Services may request additional information or
justification. If the price increase is denied, the contract holder may withdraw from the

- contract without prejudice upon written notice and approval by the Office of Material and
Procurement Services. Provided, however, that the vendor must continue service, at
the contract prices, until a new contract can be established (usually within sixty (60)
days).

B: Price Decreases: The contract price shall be reduced to reflect any industry wide

price decreases. The contract holder is required to furnish the Office of Material and

Procurement Services with notice of any price decreases as soon as such decreases
are available.

C: Extended Contract Periods: If the contract provides for an optional renewal period, a
price adjustment may be granted at the time the contract is renewed, subject to price
increase justification as required in Paragraph A “Price Increases” as stated above.

Section 6
Post Contract Agreements

This contract shall constitute the entire agreement between the State and awarded
contracior. Uniess contractually provided, State agencies utilizing this contract will not
be required o enter into nor sign further agreements, leases, company orders or other

- documents to complete or initiate the terms of the contract. Any such documents so
obtained will be non-binding on the State and agents of the State and will be cause for
breach of contract.

Section 7
Equipment / New Technology

All equipment must be a new and current model. The Commonwealth recognizes the
rapid advancement of technology. If the vendor can provide new equipment of
advanced technology after the award of the contract, the Commonwealth and the
vendor may choose by mutual agreement to install such equipment. The price of the
new technology equipment cannot exceed the cost of the award contract.
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Master Document No. Document Title Page 4 of &

“A{g’rée' et
M-00146762 License Plate Reader PR0O9S

Buyer Name
Jamie Cox (FAC-OMPS)

Section 8

Equipment / Condition

Unless otherwise indicated in the contract, it is understood and agreed that any item
offered or shipped on this contract shall be new and the latest or current year model and
be in first class condition. Any unit failing to meet the foregoing requirements shall be
returned to the contractor, at their expense, and replaced with a new unit.

Section 9
Quantity Basis of Contract — Estimated Quantities

Any and all quantities mentioned in this contract are purely estimates, and are not {o be
implied nor inferred as being guarantees. The State is obligated to buy only that
quantity needed by ifs agencies during the term of the contract. Requirements may
exceed the quantities shown and the contractor will be required to furnish all
requirements shown on Delivery Orders dated during the life of the contract.

Section 10

Manuals
[nstruction and operating manuals shall be furnished for all equipment installed.

Section 11
Distribution of Literature

Upon request, the Vendor shall fumish State agencies and other public bodies with
descriptive literature and service information for items awarded.

Section 12 L

FOB Basis of Shipment — Vendor Responsible

The Vendor shall be fully responsible for all shipments and freight charges involved to
the ordering agency.

Section 13
Cancellation Clause — 30 Days Notice

The Commonwealth may cancel the contract by giving written notice thirty (30) days
prior to effective cancellation date. In the event such action is taken, the contract shall
be null and void upon receipt of a Modification from the Office of Material and
Procurement Services canceling the contract.

Section 14
Addition or Deletion of Items or Services

The Office of Material and Procurement Services reserves the right to add new and
similar itemns, with the consent of the Vendor, to this contract. The Office of Material
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Master Document No. Document Titie Page 50f5

Agreement
M-06146762 License Plate Reader PRO95

Buyer Name

Jamie Cox (FAC-OMPS)

and Procurement Services to effect this change will issue a Contract Modification. Until
such time as the Vendor receives a Modification, the Vendor shall not accept Delivery -
Orders from any agency referencing such items or services.

Section 15
Governmental Resftrictions

In the event any Governmental restrictions may be imposed which would necessitate
alteration of the material, quality, workmanship, or performance of the items offered on
this proposal prior to delivery, it shall be the responsibility of the vendor to notify the
Office of Material and Procurement Services in writing, indicating the specific regulation
which requires such alterations. The Commonwealth reserves the right to accept any
such alterations, including any subsequent price adjustments, or to cancel the contract.

Section 16

Payments

The vendor shall be paid, upon the submission of proper invoices to the receiving
agency at the prices stipulated for the supplies delivered and accepted, or services
rendered. Unless otherwise specified, payment will not be made-for partial deliveries
accepted. Payments will be made within thirty (30) working days after receipt of goods
or a vendor's invoice in accordance with KRS 45.453 and KRS 45.454.

Section 17
Inspection

All supplies, equipment and services shall be subject o inspection or tests by the
Commonwealth prior to acceptance. In the event supplies, equipment or services are
defective in material or workmanship or otherwise not in conformity with specified
requirements, the Commonwealth shall have the right to reject the items or services or
require acceptable correction at the Vendor's expense.

Section 18
Governing Law

This contract shall be governed by and construed in accordance with the laws of the
‘Commonwealth of Kentucky and any litigation with respect to this contract shall be
brought in state or federal court in Franklin County, Kentucky.

Section 19 :
ALL PROVISIONS OF SOLICITATION (S-06146762) SHALL BE PART OF THiS

MASTER AGREEMENT.
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Page 1t1of 1 0 S
The Commonwealth of PRO]
Purchase Request No: R-06146762

| Fentucky PURCHASE REQUEST |

(DRAFT) " 12e0-Dpl2 -4 QSR2ZS3 2 _ IMFORTANT

.~ D2 Show Purchase Reguest number on ali
I2ob- DDI2 - HS S5HD H correspondence.

Requsition Date: 09 May 2006 ' | j

?EZ KSP FINANCIAL/GRANT MANAGEMENT - é KSP FINANCIAL/GRANT MANAGEMENT

q| ATTN: GOMMANDER ' ATTN: COMMANDER

5| 919 VERSAILLES RD Ui 519 VERSAILLES RD

? Phone: (502) 685-6350 { ) P | Phone: (502) 695-6350 ext { )

g FAX: (502)573-1439 AX: | (502) 573-1439

Suggested Vendors:

REMINGTON ELSAG LAW ENFORCE

[ Line ) Description Due Date | Quanfity ' Unitissue}: -: Unit Price - Misc, Total Price
0004 olice Automated License Piale Reader 3.0000; Eachi  $21,050.00000 $0.00 $63,1 50___09,1

Extended Description

Police Automated License Plate Reader

See Specifications Attached!

,:3 KSP SPECIAL OPERATIONS B]KSP SPECIAL OPERATIONS

i ATTN: COMMANDER Hi ATTN: COMMANDER

¢ | 5751 BRIAR HILL RD BLDG #30 BLUE GRASS STATION BLDG 30 p 5751 BRIAR HILL RD BLDG #30 BLUE GRASS STATION BLDG 30
f | LEXINGTON KY 40518 LEXINGTON KY 40516

1| Phone: (859} 2934500 (} i Phone: (859) 293-4500 (}

FlFax:  (850) 203-4530 Cleax:  (859) 203-4530

r <This address is applicable to all line items> <This address is applicable to all line items>

ced gy
R
0©

Total Order Amount $63,150.00
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ERNIE FLETCHER KENTUCKY STATE POLICE Marx L. MiLLER

GOVERNOR 819 VERSAILLES RoAD CoMMISSIONER
FrankroRT, KY 40601
www. keniucky.gov

To: Secretary Robbie Rudolph ‘ ‘
TROAS
From: Mark L. Miller RO G 14677 le

Commissioner, Kentucky State Police
Date: - April 13, 2006

Subject: Request to Purchase Mobile Automatic License Plate Reader |
Homeland Security Grants |

Ky State Police would like to purchase 3 Automatic License Plate Readers (LPR) with a cost
not to exceed $64000.00 paid through Homeland Security Grants

The License Plate Reader (LPR) works at highway speeds - it can read oncoming vehicles at
varying speeds even in excess of 75 mph. The LPR can read 500 license plates in one hour
with a false positive occuring in less than 1 in 100,000, The mobile LPR reads and files
vehicle number plates in real time using digital micro cameras and video processing devices.
The LPR is dual purpose, since it is mobile it can be mounted fo a marked State Patrol car, or
if needed at a special security event an LPR could be used on an unmarked vehicle.

Currently officers have to read plates and call them into a center to verify the status of a
wanted vehicle. Officers tend to check only license plates that are suspicious or to confirm
what they already may know. By contfrast this Automatic License Plate Reader can be fed a
list of license numbers either manually or through NCIC and then placed at major highway
corridors, major events or high risk areas where terrorist activity is likely to occur. The system
will alert the LPR operator visually and auditorily when a hit occurs and will generate a
recording of the license number, time, date and GPS coordinates.

ML

Mark L. Miller, Commissioner

Thank you for your consideration.

-5201 -
An Equal Opportunity Employer M/F/D
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Robbie Rudolph, Secretary
Finance and Administration Cabinet
Ref: License Plate Reader

April 13, 2006

HB 269
1. Is this a NEW purchase (not a replacement of damaged or lost items)? If “yes,"
please prepare documentation signed by Commissioner Miller containing the

following information.

Yes, this is a NEW purchase

a. Documentation that the item being purchased is not a replacement of damaged
or lost items.
Automatic License Plate Reader

b. Documentation on the necessity of the purchase
The necessity of the purchase is based on the requirements set down by
Dept. of Homeland. Security.

c. Documentation of the impact on government services if the purchase is not made
This automatic license plate reader can scan 500 license plates an hour,
with a false positive occuring in less than 1 in 100,000 reads. Thisis a
mobile system

d. An estimate of the amount of the purchase

64,000.00

e. The source of funds that will be used to pay for the item(s)
" FY 05 State Homeland Security Grant Program
There is no requirement for the state fo match this grant.

This documentation must be provided to the Financial & Grants Management Branch
before any purchase can continue with obtaining authorization.
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The Commonwealth of

Kentucky
(DRAFT)

200~ DDi2 _ HSSHDADZ.
1206 - DMV -

Page 1of 1

invoice No; 1-06218837

INVOICE

IMPORTANT

Show Invoice number on ali

HS 5 B Z S 52 correspondence.

Description:

Remington ELSAG Law Enf. D-06207141

Sub Type:  Delivery Order-Standard

Received Date: 05 Jun 2006

Release Date:

Payment Date:

Cited Authority:

Solicitation Authority

/| REMINGTON ELSAG LAW ENFORCE
5 203 E. CREEK RIDGE ROAD

| GREENSBORO NC 27406

ol USA

R

P O BOX 504111
ST.LOUIS MO 631504111
LSA

A

REMINGTON ELSAG LAW ENF Y8

“"Pue Date-- |- Quantity ! Unit Issue} . -Unit Price__

Misc. 1 Total Price

Line: : Coox UDeseription s
0001 Police Automated License Plate Reader 3.0000 Eachi $20,100.00004 50.00 $60,300.00
Vendor Invoice No: 151
Order Number: D-06207141
Extended Description
KSP # 757083, 757084, & 757085
Remington Eisag MPH-800 LPR System
Police Autornated License Plate Reader
B| KSP SPECIAL OPERATIONS S KSP SPECIAL OPERATIONS
| | ATTN: COMMANDER i ATTN: COMMANDER
1 5751 BRIAR HILL RD BLDG #30 BLUE GRASS STATION BLDG 30 | 5751 BRIAR BILL RD BLDG #30 BLUE GRASS STATION BLDG 30
- [ LEXINGTON KY 40516 S EEXINGTON KY 40516
1| Phone: (859) 2834500 () é Phone: {B859) 293-4500 ()
O Fax: (859) 293-4530 ™) Fax: (859) 203-4530

<This address is applicable to all line items> <This address s applicable to all line items>

Total Invoiced Amoum{

$60,300.00

- 5204 -
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Remington ELSAG Law Enforcement Systems

PO Box 1046
Madison, NC 27025
United States

Voice: 336-378-7135
Fax: 336-379-7164

Bill To:

Kentucky State Police Spec Oper
5751 Briar Hill Rd, Bidg 30 Bl
Grass Station Bldg 30 Attn Com
Lexington, KY 40518

United Siates

Invoice Number. 151
invoice Date: May 30, 2005
Page: 1

Duplicate

Ship to:

Kentucky State Police Spec Oper
5751 Briar Hilt Rd, Bldg 30 Bl
Grass Station Bldg 30 Attn Com
Lexington, KY 40516

0
ORARY
(\‘9

&

N5

United States
Customer 1D Customer PO Payment Terms
KENTUCKY STATE POLIC D-06207141 Net 30 Days
Sales Rep 1D Shipping Method Ship Date Due Date
LAQUATRA Best Way 6/22/06
Quantity [tem Description Unit Price Amount
3.00 | 110008A MPHB00 Trans 735A Split 20,100.00 60,300.00

5"
Subtotal 60,300.00
Remit To: Remington ELSAG Law Sales Tax
gf‘g?g:s;n 5&(;1 :Sﬁftems’ LLe Total Invoice Amount £0,300.00
St Louis, MO 831504111 Payment/Credit Applied
TOTAL 60,300.00

Except where prohibited by law, past due accounts are subjed to a service and interest charge of 1.5% per month or maximum
amount allowed by law, whichever is less. Retumed merchandise is not accepted without retum authorization from customer
senvice. Claims for shortage or damage are controlied by the RELES standard condifions of sale.




KENTUCKY STATE POLICE PURCHASE/PAY REQUEST FORM St DS@

Al purchase requesis shall comply with KSP General Crder AM-C-9 and Finance & Administration Cabinet Manual of Policies &
Procedures hilp:/fwww.state ky.uslagenciesifinance/manuals/pol&proc/MAPS-index.him. A price quote is required even if the item(s)
are from a Prime Vendor, Master Agreement or Catalog Masier Agreement. Note: items over $500 require KSP properiy numbers fo be
included with the invoice when reguesting payment through the Financial & Grants Management Branch.

D

(X REQUEST TO PURCHASE REQUEST TO PAY 5 }D

Type of Purchase [X] Equipment l:l Supplies [] Operating () [l Travel [] Other 7 DD

Source of Funhds: \ \DD > bf ’ C

L] S‘tatelAgency ] Federal Grant Categon?L Homeland Security Grants B {
MD 2 from 1200-520-DD12-HS5HD- D

Grant Name 1 Bufferzone - 1200-520-DD12-HS5BZ-83Z Federal MARS # HDZ #5062 Hazardous 5

Product Information (If requesting more than one item, attach a complele list with the following imformation) % DD ’

Product Description _ License Plate Readers ~ 0P ).

Product Part/Serial/Mode! (/mportant) _# MPH-800 ANA ob- e

Product Quantity 3 Price Each (including shipping/freight) $lﬁﬁ Product Total Cost $ 6.00

Delivery Date After Receiving Order _MUST HAVE PRIOR TO 05/30/06 - Maxiflat Grant Closes

Suggested Vendor (This secrion must be completed by the requestor)

Vendor Name Remington ELSAG Law Enforcement , :
Vendor Address 870 Remington Drive Madison NC 27025
Street City State Zip

Vendor Federal 1D (Importany) _# 800119568 Phone 410-744-3091  Fax

Price Contract/Master Agreement? B No Yes, Contract #

(Please contact KSP Purchasing Officer at 502/695-6350 for Contract/Master Agreement number if unknown)

Ship Te:

Name Jeff Mayberry Title Captain

Address 5751 Briar Hill Road Lexington KY 40516
Street City State Zip

Attachment Checklist:

» Memo to Commander, Financia! & Grants Management Branch, from the requesting Commander ‘
(NOTE: [f purchase request is funded through a grant, this memo is not required.) Yes U1 na
+ Quotes '
Nole: if fofal is $1,000-82,999, one (1) vendor guote is required. If tofal is $3,000 or more, thres (3) quoles are required.
Alf quotes musf be less than sixty (60) days ofd. Quoles can be faxed, but must be on the vendor's lefferhead and

include parf numbers with shipping/freight included in each unif cost, ] Quotes Atiached
= Memo to KSP Comtmissioner if replacement equipmentfumiture (include property number(s) of replaced item(s). [ Yes M Na
* House Bill 269 Memo from KSP Commissioner through Justice Secretary 1o Finance Adminisiration Cabinef
Commissioner justifying new equipmentfurniture ($1,000 or more) and proposed source of funds. (See K:Financial &
Grants Managemeni for HB259 templale for new equipment ar furniture purchases). Yes 1 na
* Sole Source letter if requesting this exemption. L1 Yes : NA
» Computer Technology Approval for computer related purchases. 1 Yes NA
« Strategic Alliance Services (SAS) request or walver for Inforg afion Technology projects griatdr than $400,000. T] Yes <4 NA
Authorization:
Special Operations 04-13-08
Section Name or Post Number Date
For Financial & Grants Management Branch Use: S~—
Branch Log Number Federal Tracker Log Number
Federal Amount:  § Match Amouni:  § Total Amount:  §
Funds Availability Signature: [ Agency Funds [ Federal Funds : }[
[ Purchase Less than $1,000 Authorized by ‘
L= Purchase §1,000 or more Authorized by: - L 94 2 |
Financial Management Pay Document Numben, 5206 PR Numpber; K - D(E / [

SN~ 0L 1 denGz



Page 1 of ‘E

The Commonwealth of
Master Agreement No. M-06146762

KBIItﬂCkY' - - : | Delivery Order No:  D-06207141
DELIVERY ORDER

(APPROVED) 1262 — DI - He SHpHEL____wrown

Show Delivery Order number on all
o DD - _ < P kages, invoices, and correspondence,
l < D—D ‘ g’ H - SB ZS— te packing list must accompany
each shipment.

Description:  License Plate Reader Sub Type:  Delivery Order-Standard
Effective Date: 25 May 2006 ' Expiration Date: 30 Jun 2006 ,
Administered By: COMMANDER Cited Authority: 218
Telephone: (502) 6956350 ext{ } Issued By: COMMANDER
Credit Card Payment: @ No () Yes Card Number:
C | REMINGTON ELSAG LAW ENFORCE
© 208 E. CREEK RIDGE ROAD
| GREENSBORO NC 27406
R | USA
I\
C
T
O
R
Line . - - Description., . - - Due Date’ | ~ Quantity - {Unitlssue| ' .Unit-Price. | Misc. Totai Price |
0001 _|Police Autornated License Plale Reader 3.0000 Eachj  $20,100.00000 $0.00 $80,300.00

Extended Description
Remington Elsag MPH-900 LPR System

Police Automated License Plate Reader

IAdditional Markings and Instructions
IATT: Captain Jeff Mayberry

F KSP SPECIAL OPERATIONS EI KSP SPECIAL OPERATIONS
L ATTN: COMMANDER ATTN: COMMANDER
L 15751 BRIAR HILL RD BLDG #30 BLUE GRASS STATION BLDG 30 p 5751 BRIAR HILL RD BLDG #30 BLUE GRASS STATION BLDG 30
LEXINGTON KY 40516 LEXINGTON KY 40516
g Phore: (859) 203-4500 () g Phene:  (B53) 283-4500 ()
Fax:  (859) 203-4530 | Fax:  (859)293-4530
<This address is applicable to all line items> <This address Is applicable to all line ifems>

Total Order Amount $60,300.00

Faxed to DMPS |
Faxed to Vendor___ 9~ =S~ Ol l%ﬁ

Call to Vendor
Hard Copy Mailed to QQ—%\ W\o»\\sof\ﬁh\
S- g ok
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The Commonwealth of
Kentacky - ommom

DELIVERY ORDER
1208-DD 5. R a5 DADZ

|zoo-DD!I2-H<SB2S32_

Page tof 1

Master Agreement No. M-06146762

D-06207 141

Delivery Order No:

IMPORTANT

Show Delivery Order number on all
packages, invoices, and correspondence.
Complete packing list must accompany
each shipment.

Description:

ticense Plate Reader

Sub Type:

Delivery Order-Stendard

Effective Date:

25 May 2006

! Expiration Date: 30 Jun 2006

Administered By: COMMANDER
Telephone: (502) 895-6350 ext { )

Cited Authority: 218

Issued By: COMMANDER

Credit Card Payment: @ No

(O Yes

Card Number:

C | REMINGTON ELSAG LAW ENFORCE
SZ%EGEWRMEW%D
| GREENSBORO NG 27406
R1USA
A
I
G
R
Line Description . Dusz Date | Quantity |Unitissue]  Unit Price ‘Misc. 1 Total Prica
0001 Police Automated License Plate Reader 3.0000; Each  $20,100.00000, $0.00 $60,300.00,
Extended Description
Remington Elsag MPH-900 LPR System
Police Autornated License Plate Reader
iAdditional Markings and Insiructions
IATT: Caplain Jeff Maybery
B| KSP SPECIAL OPERATIONS 5| KSF SPECIAL OPERATIONS
; ATTN: COMMANDER H ATTN: COMMANDER
L : - : .
L | 5751 BRIAR HILL RD BLDG #30 BLUE GRASS STATION BLDG 30 b1 5751 BRIAR HILL R BLDG #30 BLUE GRASS STATION BLDG 30
LEXINGTON KY 40516 JLEXINGTON KY 40516
! | Phone:  (850) 2034500 () é Phone: (859) 203-4500 ()
Fax: {859) 253-4530 1 Fax: (859) 2034530 -
<This address is applicable to all line items> <This address is applicable to all line items>

NC 0

S

FE
O

Total Order Amount

$60,300.00

- 5208 -




LINK USER AGREEMENT
LAW INFORMATION NETWORK OF KENTUCKY
USER AGREEMENT
' TERMINAL AGENCY
(REVISED AUGUST 2007)

TERMINAL AGENCY ORI: KY0300000

This agreement is made and entered into this 1 day of September, 2009 | by and between the Kentucky
State Police, the CHS Systems Agency (CSA)}, the administrator of 2 computenized law enforcement
informalion system, therematler referred lo as Law Information Netwark of Kentucky (LINK), and Daviess
County Sheriff's Ofice hereinafter referred to as User Agency. The agreement shall remain in effect until
canceled by written notification by either signee or until such time that either signee no longer holds the
positional authority to negotiate the terms of this agreement.

DEFINITIONS OF ELIGIBLE AGENCIES

The terminal agency must meet the criteria for one (1) of the followlng categories,
Category 1: Law Enforcement or Criminal Justice Agencies

A Law Enforcement Agency is defined as any agency responsible for enforcement of general criminal laws,
ingluding municipal police agencies, sheriff departments, county police agencies, state police agencies,
federal faw enforcement agencies, or similar agencies. A Criminal Justice Agency is any governmental
agency or any subunit thereof which perforins the administration of eriminal justice pursuant to a statute,
and which allocates a substantal part of its annual budget to the administration of criminal justice.
Criminal Justice Agencies include such agencies as Courts, County Attorneys, Commonwealth Attorneys,
Jailers, Probation and Parcle Officers, and Pre-inal Release Offices. Only agencies which meet the
definition of law enforcement/criminatl justice as contained in the Department of Justice Regulations on
Criminal Justice Information (Title 28, Code of Federal Regulations) and have an Originating Agency
Identifier (ORI} assigned by the FBI may qualify for via a LINK Terminal, under this category. Title 28,
Part 20, CFR, contaions the definition of the "administration of criminal justice” for these purposes.

Category 2: Central Dispatch Apencles

& Certral Dispach Agency must be under the "management control” of a single law enforcement/crinyinal
justice agency or a governing board of directors, which is comprsed of a majority of law
enforcement/criminal justice agency members, if the agency is to be eligible for a LINK Tenninal. Ifunder
the management control of a Board, the Central Dispatch Agency hereby certifies that a majority of the
members comprising the governing board of the Central Dispatch Agency are criminal justice or law
enforcement, as defined in Title 28, Part 20, CFR. Management Control is defined as the authority e set
and enforce (1) Priorities; (2) Standards for the selection, supervision, and tenmination of personnel, (3)
Policy governing the operation of computers, circuits and telecommunications tenminals. Such menagement
conlrol guarantees the prority service needed by the criminal justice commmunity, Management Control
applies to both the LINK Terminal and the personnel used io access the terrninal, Central Dispatch
Apencies must provide the State CJIS Systems Agency a copy any interlocal agreements or resolutions
setting up the Cenler. Management Control of the equipment and the personnel must be clearly stated in
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such mterloeal agreements or resolutions. I under the control of a single law enforcementicriminal justice
agency, the law enforcement’criminal justice agency must have a written agreement with the administrators
of the non-criminal justice entity operating the center assuring that the law enforcement/criminaj justice
agency has management control ns defined above. If under the control of a Board. the Central Dispatch
agencies must hold regular meeiings, at least once a quarter, or more frequently, with a majority of the
board in attendance and must forward a copy of the minutes of the meeting to the State CIIS Systems
Offices (CSO) within 10 days. These agencies may be assipned an ORI number ending with the alphabetic
character N.

Category 3: Other authorized users

This category consists of other authonzed users, which have a limited access ORI assigned by FBI for
specific purposes, This category includes such agencies as a noacriminal justice govermental depariment
of motor vebicles or driver license regisiry, established by & state statute, which provides vehicle
registration and driver record information to eriminal justice agencies and has an essential need 10 access
the License Plate, Vehicle, and Vehicle/'Boat Pant Files, Such agencies may be authenzed limited but direct
access to Wanted Person, Missing Person, Unidentified Persen, License Plae, Vehicle, and Vehicle'Boat
Part Files if approved by the CJIS Systems Agency. These agencies are not authorized access to other files.
These agencies are assigned an ORI number ending with the alphabetic character P or V.

At this location, the Terminal Agency is identified as an agency in:

Category | Law Enforcement'Crintinal Justice
Category 2{ ] Central Dispaich Agency
Category 3] Other Authorized User

PURPOSE OF LINK USER AGREEMENT

This agreement provides for the Kenmcky State Police to serve as the ageacy responsible for statewide
exchange of crinnnal offender record information and other law enforcement and criminal justice
infonmation between the Law Information Network of Kentucky {LINK}, the National Crime Information
Center {NCIC), the National Law Enforcement Telecommunication System (NLETS) and the User Agency.,

LINK NETWORK STANDARDS

User Agency agrees to limit access to information received through LINK to its own employees and other
law enforcement or criminal justice agencies which have entered into a Satellite Non-ierminal agreement
with the User Agency or with the Kentucky State Police. Non-criminal justice information, such as
information contained within the HAZMAT File, may be disseminated to anyone charged with the
responsibility of public safety, such as emergency management personnel.  Also, information contained
within the records of the LINK Domestic Violence File may be disseminaled, without user agreement, to
representatives of the Department for Social Services, Human Resources Cabiner.

LINK Terminal Agencies may alse disseminate, without a User Agreement, Kentucky Vehicle Registration
and Kentucky Driver Licensing information to Non-Crininal Justice Governmental Agencies or their
representatives. Dissemination of this information may also extend 1o Non-Governmental representatives
who are under govermmental contract to provide public service,  Vehicle Registration information
authorized for dissemination to Non-Criminal Justice Agencies shall include only data received from
inquiries through LINK and limited 1o Kentucky databases (Kentucky only vehicle registration data).
Dirver Licensing information authonzed for dissemination 1o Noa-Criminal Justice Agencies shall inchade
only the data received from inquiries through LINK and limited o Kentucky databases (Kentucky only
driver license information}. Thiz access does not include authonzation to access NCIC or other state
databases through NLETS. This limited access may be granted by the terminal agency. but the terminat




agency is in no way obligated to provide this access, This limited access to LINK only Vehicle and Driver
License files was requesied by mony LINK Terminul Agencies to allow for use by such non-criminal justice
governmental agencies such as parking enforcement unjts’personnel which are nol part of the Police
Department, for Fire Departments when responding to vehicle fires, and for "governmental” ambulance
services, if needed in the performance of Public Safety services.

Stolen vehicle data received from a vehicle registration inquiry shall not he disseminated to Non-Criminal
Justice Agencies, but shall be immediately referred to an appropriate Law Enforcememnt Agency for
investigation, Terminal Agencies shall continue 1o recognize that intormation available from NCIC and
LINK has priority for Criminal Justice Agencies and information provided for any other authorized purpose
will receive sccondary consideration. Further, terminal agencies providing authorized information 1o Non-
Criminal Justice Apencies shali not be permitted to collect tees ar otherwise contzact for payment o provide
such service.

CRIMINAL HISTORY RESTRICTIONS (IF ACCESS IS AUTHORIZED)

All inquiries to the Criminal History Files will be autematically logged by the from end computer switch
Jocated art the Kenpucky Swate Police Computer Room.  If the Criminal History information is released
outside the agency making the original request, a Secondary Dissemination Log shall be maintained for a
periad of one {1} year by the agency or person paking the seconrdary dissemination.  Infonmation may only
be shared with other Criminal Justice agencies and onby for an official cominal justice purpose.

Adl hard copies of inguiry and response messages should be destroyed immediately upon the vse of the data
for which the original inquiry was made,

Copies of criminal history recerd infermation and other sensitive data oblained from the tenminal must be
afforded security to prevent any unautherized aceess to or use of the data.

All hard coples of Criminal History Record Infermation (111} obtained from the LINK terminal will be
shredded after utilization for the purpose for which they were mun.

Criminal history/AIT records must be maintained in a secure records environnient. Such storage of
records will be maintained for extended perieds only when the Criminal History Record Information (I11)
records are key elements for the integrity/utility of the case files where they are retained. Copies of criminal
history record information should not be placed in any {ile which is subject 1o the Kentucky Open Records
Act or the Federal Freedom of Informartion Act, unless the agency has formal procedures in place 1o review
the file and remave such documents from the file prior to release. When the case file is closed. the User
Agency must shred the Criminal History information obtnined from the LINK Terminal in a secure manner.

Responses to computerized enminal history inquiries shall not be transmitted by radio except when an

‘offices determines there is an immediate need for this information to funiber an investigation. or there s a

situation affecting the safety of another officer or the general public.

Computerized criminal history inquiries shall be made only for Crminal Justice or Criminal Justice
employment purposes,

The Originating Agency identifier (ORD) of the apency requesting the eriminal history record inguiry must
be used.

Extreme caution shatl be exercised to ensure the inquiry response 15 retumed to the praper anthority,

User Agency must adhere to all CJIS puidelines concerming the use of Cominal History Informatien,
including the most recent CJIS Security Policy.




The Full Name of the reciprent wall be placed w the adentton Gebd (ATNY) on all criminal history [ile
fnguiries.

A specific reason will be placed 1 the reason (RSN} field on all criminal hustory e inquiries, {e. case
mumber, citation number. CAD incident number, or other specific reason,

TERMINATION

The Kentucky State Police reserves the right 1o unmediately suspend furnishing any mformation provided
for in this agreement to the User Agency when any rule. procedure or policy adopted by the Kenmcky State
Police, NCIC Advisory Policy Board. FBLNCIC or NLETS has been violated or appears to have been
violated by the User Agency. Suspension may also be imposed for viclation of any law of this state, or the
federal government, applicable to the seeurity and privacy of information received. The Kentucky State
Police may reinstate the User Agency when vielations are resolved to the satisfaction of the CJIS Systems
Agenecy, FBUNCIC or NLETS.

Ultimately, sanctions may be imposed by the State CIIS Systems Ofticer. A listing of sanction levels and
reasons [or sanclinns is shown m the LINK Provisions Guidelines.

LINK NETWORK SECURITY

The rules, regulations and pohcies of LINK, NCIC and NLETS as they apply to eriminal history record
information {computerized or manual), wanted missing person and stolen property record data and atl other
criminal justice and law enforcement related information wansmitied or received are incorporated by
reference into this agreement. The User Agency acknowledges awnreness of the aforementioned nufes.
regulations and poticies and agrees to comply with their dictates as long as this sgreement remaius effective.

The faliowing documents are incomporated by reference and made part of this agreement:

= Imterstere Mdentificarion Index Guidelines, NCHC 20000 Operating Mavual, UCR Hundbook, and
Nutional Incideni-Based Reporting System.

¢ Minutes of the CHIS Advisury Policy Bourd mevtings
o Byleows for the CHS Advivory Policy Boavd and Working Gronps.
o Tide 28, Cody of Federal Regidations, Pare 20

o CHS Securite Poficy w include all clemenes of the NCIC Compurerized Criminal Histary Pragram
Buckground, Concept tind Policy

s NCIC Technical and Operational Updates, CHS Information Leiters

s dpplicable fedeval and state faws and veguiarions

User Agency acknowledges that computer system use will be monitored by LINK and NCIC contrat
terminals,

User Agency acknowledpes that any software Joaded omo its LINK terminal for agency use muist recenve
prior approval from the State CHS Systems Officer.  Agencies which use software that has not been
approved for use wiil be sanctioned by the State CJIS Systems Offiwer and system domage resulting trom
the use of unapproved seftware may be the responsibility of the User Agency.
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Al no time will User Agency parsonne] aceess or atlempt to aceess network Directory Files  Any violattons
will cause the agency @ be placed na Class "A™ Sanction, which will result in termination of service 1 the
User Agencw.

MISCELELANEOUS PROVISIONS

User Agency agrees o indémnify and save harmless, the Kentucky State Palice, its officials and employees,
from and aguinst any and all claims, demands, actions, suits. and proceedings by others. against alt lLability
for damages by reason of, or arismy out of. any {alse arest or imprisonment, or any cause if damage results
therefrom, arising out of or involving any negligence on the pant of the User Agency in the exercise or
enjoyment of this agreement.
LEVELS OF ACCESS

At this location the tenninal i3 granted access at the following level.

[7] LEN MDT “INQUIRY ONLY” - WITHQUT 1II ACCCESS

E] INQUIRY ONLY CAPABILITY -- WITHOUT il ACCESS

{] INQUIRY ONLY CAPABILITY -- WITH 11l ACCESS

{1 ENTRY AND INQUIRY CAPARILITY -- WITHQUT III ACCESS

0 ENTRY AND INQUIRY CAPABILITY .- WITH III ACCESS
AGREEAMENT PERIOD

This agrecment shall remain in effect until canceled by writien notification of either signee or wmil such
time that either signee no longer holds the positional authority 1o negotiate the terms of this agreement.

N WITNESS WHEREOQF, the parties hereto caused this agreement 1o be exceuted by the proper officers
and officials: )

KENTUCKY STATE POLICE _ USER AG E?’Y

BY b’ic W/ B)v_‘_‘_. é‘S{,L;ZC Q&AA‘\"

CHIS System Officer (CSO) Terninat Agency
Chief Administratar
Shenfl Keith Cain

Date /0 )i § /O 7 Date  August 31, 2009

LA
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LINK USER AGREEMENT
LAW INFORMATION NETWORK OF KENTUCKY
USER AGREEMENT
TERMINAL AGENCY
(REVISED AUGUST 2007)

TERMINAL AGENCY ORI: KY0340200

This agreement is made and entered into this 1ST day of AUGUST 2007, by and between the Kentucky
State Police, the CHS Systems Agency (CSA), the administrator of a computerized law enforcement
information system, thercinafter referred to as Law Information Network of Kentucky (LINK), and
LEXINGTON FAYETTE URBAN COUNTY GOVERNMENT, DIVISION OF POLICE, hereinafter
referred to as User Agency. The agreement shall remain in effect unti] canceled by written notification by
either signee or until such time that either signee no fenger holds the positional authority to negotiate the
terms of this agreement,

DEFINITIONS OF ELIGIBLE AGENCIES -

The terminal agency must meet the criteria for one (1} of the following categories.
Category 1: Law Enforcement or Criminal Justice Agencies

A Law Enforcement Agency is defined as any agency responsible for enforcement of general criminal laws,
including municipal police agencies, sherifl departments, county police apencies, slate police agencies,
federal law enforcement agencies, or similar agencies. A Criminal Justice Agency is any governmental
agency or any subunit thereof which performs the administration of criminal justice pursuant to a statute,
and which allocates a substantial part of its annuasl budget 10 the administration of criminal justice.
Criminal Justice Agencies include such agencies as Courts, County Attorneys, Commonwealth Attameys,
Jailers, Probation and Parole Officers, and Pre-trial Release Offices. Only agencies which meet the
definition of law enforcement/criminal justice as contained in the Departinent of Justice Regulations on
Criminal Justice Information (Title 28, Code of Federal Regulations) and have an Originaling Agency
{dentifier (OR1) assigned by the FBI may qualify for via a LINK Terminal, under this category. Title 28,
Part 20, CFR, contains the definition of the “administration of criminal justice” for these purposes.

Category 1: Central Dispatch Agencies

A Central Dispatch Agency must be under the "management conlrol” of a single law enforcement/criminal
justice agency or a governing board of directors, which is comprised of a majority of law
enforcement/criminal justice agency members, if the agency is to be eligible for a LINK Terminal. If under
the management control of a Board, the Central Dispatch Agency hereby certifies that a majority of the
members comprising the governing board of the Central Dispatch Agency are criminal justice or law
enforcement, as defined in Title 28, Part 20, CFR. Management Control is defined as the authority to set
and enforce (1) Priorities; (2) Standards for the selection, supervision, and termination of personnel, (3)
Policy governing the operation of computers, circuits and lelecommunications terminals. Such management
control guarantees the priority service needed by the criminal justice community. Management Control
applies to both the LINK Terminal and the personnel used to access the terminal. Central Dispatch
Agencies must provide the State CJIS Systems Agency a copy any interlocal agreements or resolutions
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setting up the Center. Management Control of the equipment and the personnel must be clearly stated in
such intertocal agreements or resotutions. H under the control of a single law enforcement/eriminal justice
agency, the law enforcement/criminal justice agency must have a wrilten agreement with the administrators
of the non-criminal justice entity operating the center assuring that the law enforcement/criminal justice
agency has management control as defined above. If under the control of a Board, the Central Dispatch
agencies must hold repular mectings, at least once a quarter, or more frequently, with a majority of the
board in attendance and must forward a copy of the minutes of the meeting to the State CHS Systems
Officer (CSO) within 10 days. These agencies may be assigned an OR! number ending with the alphabetic
character N.

Category 3: Other authorized users

This category consists of other authorized users, which have a limited access ORI assigned by FBI for
specific purposes. This category includes such agencies as a noncriminal justice governmental department
of molor vehicles or driver license registry, established by a state statute, which provides vehicle
registration and driver record information o criminal justice agencies and has an essential need to access
the License Plate, Vehicle, and Vehicle/Boat Part Files. Such agencies may be authorized limited but direct
access to Wanted Person, Missing Person, Unidentified Persan, License Plate, Vehicle, and Vehicle/Boat
Part Files if approved by the CIIS Systems Agency. These agencies are not authorized access to other files.
These agencies are assigned an ORI number ending with the alphabetic character P or V.

At this location, the Terminal Agency is identified as an agency in:

Catepory | Law Enforcement/Criminal Justice
Category 2 [ ] Central Dispatch Agency
Category 3 [ | Other Authorized User

PURPOSE OF LINK USER AGREEMENT

This agreement provides for the Kentucky State Police 1o serve as the agency responsible for statewide
exchange of criminal offender record information and other law enforcement and criminal justice
information between the Law Information Network of Kentucky {(LINK), the National Critne Information
Center {NCIC), the National Law Enforcement Telecommunication System (NLETS) and the User Agency.

LINK NETWORK STANDARDS

User Agency agrees to [imil access o informalion received through LINK to its own employees and other
law enforcement or criminal justice agencies which have entered into a Satellite Non-terminal agreement
with the User Agency or with the Kentucky State Police. WNon-criminal justice information, such as
information contained within the HAZMAT File, may be disseminated to anyone charged with the
responsibility of public safety, such as emergency management personnel. Also, information contained
within the records of the LINK Domestic Violence File may be disseminated, without user agreement, to
representatives of the Depariment for Social Services, Human Resources Cabinet.

LINK Terminat Apencies may also disseminate, without a User Apreement, Kentucky Vehicle Registration
and Kentucky Driver Licensing information to Nen-Criminal Justice Governmental Agencies or their
represenfatives. Dissemination of this information may also extend to Non-Governmental representatives
who are under povernmental contract to provide public service. Vehicle Registration information
authorized for dissemination to Non-Criminal Justice Agencies shall include only data received from
inquiries through LINK and limited to Kentucky databases (Kentucky enly vehicle registration data),
Driver Licensing information authorized for dissemination to Nen-Criminal Justice Agencies shall include
onby the data received from inquiries through LINK and limited to Kentucky databases (Kentucky only
driver license information). This access does not in¢lude authorization to access NCIC or other state
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databases through NLETS. This limited access may be granted by the terminal agency, but the terminal
agency is in no way obligated to provide this access. This limited access to LINK only Vehicle and Driver
License files was requested by many LINK Terminal Agencies to allow for use by such non-criminal justice
governmental agencies such as parking enforcement units/personnel which are net part of the Police
Department, for Fire Departments when responding to vehicle fires, and for "governmental" ambulance
services, if needed in the performance of Public Safety services.

Stolen vehicle data received from a vehicle registration inquiry shall not be disseminated to Non-Criminal
Tustice Agencies, but shall be immediately referred to an appropriate Law Enforcement Agency for
investigation. Terminal Agencies shall continue to recognize that information available from NCIC and
LINK has priority for Criminal Justice Agencies and information provided for any other authorized purpose
will receive secondary consideration. Further, terminal agencies providing suthorized information to Non-

Criminal Justice Agencies shall not be permitted to collect fees or othenwise contract for payment to provide.

such service.

CRIMINAL HISTORY RESTRICTIONS (IF ACCESS IS AUTHORIZED)

All inquiries to the Criminal History Files will be automatically logged by the front end computer switch
located at the Kentucky State Police Computer Room, If the Criminal History information is released
outside the agency making the original request, a Secondary Dissemination Log shall be maintained for a
period of one {1) year by the agency or person making the secondary dissemination. [Information may only
be shared with other Criminal Justice agencies and only for an efficial criminal justice purpose.

All hard copies of inquiry and response messages should be destroyed inmediately upon the use of the data
for which the original inquiry was made.

Copies of criminat history record information and other sensitive data oblainred from the terminal must be
afforded security to prevent any unauthorized access to or use of the data.

All hard copies of Criminal History Record Information (I11) obtained from the LINK terminal will be
shredded afler utilization for the purpose for which they were run.

Criminal history/IIl records must be maintained in a secure records environment, Such storage of
records will be maintained for extended periods only when the Criminal History Record Information (III)
records are key elements for the integrity/utility of the case files where they are retained. Copies of criminal
history record information should not be placed in any file which is subject to the Kentucky Open Records
Act or the Federal Freedom of Infonmation Act, unless the agency has formal procedures in place to review
the file and remove such documents from the file prior to release. When the case file is closed, the User
Apency must shred the Criminal History information obtained from the LINK Terminal in a secure manner.

Responses to computerized criminal history inquiries shall not be transmitted by radio except when an
officer determines there is an immediate need for this information to further an investigation. or there is a

situation affecting the safety of another officer or the general public.

Computerized criminal history inquiries shall be made onfv for Criminal Justice or Criminal Justice
employment purposes.

The Qriginating Agency ldentifier (ORI of the agency requesting the criminal history record inquiry musl
be used.

Extreme caution shall be exercised to ensure the inguiry response is refurned to the proper authority,

User Agency must adhere to alt CIIS guidelines concerning the use of Criminal History Information,
including the most recent CI1S Security Policy.

el
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The Fufl Name of the recipient will be placed in the autention field (ATN/} on all criminal history file
inguiries,

A specific reason will be placed in the reason (RSN) field on all criminal history file inquiries. i.e. case
number, citation number, CAD incident number, or other specific reason.

TERMINATION

The Kentucky State Police reserves the right to immediately suspend furnishing any information provided
for in this agreement to the User Agency when any ntle, procedure or policy adopted by the Kentucky State
Police, NCIC Advisory Policy Board, FBYNCIC or NLETS has been violated or appears to have been
violated by the User Agency. Suspension may also be imposed for violation of any law of this state, or the
federal govermnent, applicable to the security and privacy of information received. The Kentucky State
Police may reinstate the User Apency when viclations are resolved to the satisfaction of the CIIS Systems
Agency, FBI/NCIC or NLETS.

Ultimately, sanctions may be imposed by the State CJIS Systems Officer. A lsting of sanction levels and
reasons for sanctions is shown in the LINK Provisions Guidelines.

LINK NETWORK SECURITY

The rules, regulations and policies of LINK, NCIC and NLETS as they apply to criminal history record
information {computerized or manual), wanted/missing persen and stelen property record data and all other
criminal justice and law enforcement related Information transmitted or received are incorporated by
reference info this agreement. The User Agency acknowledges awareness of the aforementioned rules,
regulations and policies and agrees to comply with their dictates as long as this agreement remains eflective.
The following documents are incorporated by reference and made part of this agreement:

o nterstare Identification Index Guidelines, NCIU 2000 Operating Manual, UUCR Handbook, and
National Incident-Based Reporting Systen:.

o Mintes of the CHS Advisory Policy Buard mectings.
e Bylmws for the CJIS Advisory Policy Board and Working Groups.
e Title 28, Code of Federal Regulations, Part 24).

s CJIS Security Policy to fnclude all clements of the NCIC Computerized Criminal Histary: Program
Background, Concept and Policy.

s NCIC Technical and Operational Updates, CHS Information Letters,

Applicable federal and state fenvs and regulations.

tiser Agency acknowledges that computer system use will be monitored by LINK and NCIC control
terminals.

User Agency acknowledpes that any software toaded onte its LINK terminal for agency use must receive
prior approval from the State CJIS Systems Officer. Agencies which use software that has not been
approved for usc will be sanctioned by the State C/IS Systems Officer and system damage resulting from
the use of unapproved software may be the responsibility of the User Agency.
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Al no time will User Agency personnel access or attempt to access netwark Directory Files. Any violations
will cause the agency to be placed in a Class "A" Sanction, which will result in termination of service to the
User Agency.

MISCELLANEQUS PROVISIONS

User Apgency agrees to indemnify and save harmiless, the Kentucky State Police, its officials and employees,
from and against any and all claims, demands, actions, suits, and proceedings by others, against all liability
for damages by reason of, or arising out of, any false arrest or imprisonment, or any cause if damage results
therefrom, arising out of or involving any negligence on the part of the User Agency in the exercise or
enjoyment of this agreement.

LEVELS OF ACCESS
At this location the terminal is granted access at the following level.
E LEN MDT “INQUIRY ONLY” - WITHOUT III ACCCESS
{1 INQUIRY ONLY CAPABILITY -- WITHOUT III ACCESS
[] INQUIRY ONLY CAPABILITY -- WITH III ACCESS
{ ] ENTRY AND INQUIRY CAPABILITY .- WITHOUT IiI ACCESS

E" ENTRY AND INQUIRY CAPABILITY -- WITH III ACCESS

AGREEMENT PERIOD

This agreement shall remain in effect untit canceled by written notification of either signee or until such
time that either signee no longer holds the positional authority to negotiate the terms of this agreement

IN WITNESS WHEREOQF, the parties hereto caused this agreement 10 be executed by the proper ofticers
and officials:

KENTUCKY STATE POLICE USER AG ENC\::‘L__:‘\
SO 2 W i
CIJIS System Officer (CSO) Terminal Agency

Chief Administrator

Date 2/_‘) (06 o Date [/Ozﬂyaf’
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LINK USER AGREEMENT
LAW INFORMATION NETWORK OF KENTUCKY
USER AGREEMENT
TERMINAL AGENCY
(REVISED AUGUST 2007}

TERMINAL AGENCY ORI: KY0560400

This agreement is made and entered into this 18T day of AUGUST 2007, by and between the Kentucky
State Police, the CIIS Systems Agency (CSA), the administrator of a computerized law enforcement
information system, thereinafier refered to as Law Information Network of Kentucky (LINK), and
SHIVELY PQLICE DEPARTMENT hereinafter referred to as User Agency. The agreement shall
remain in cffect until canceled by written notification by either signee or until such time that either signec
no longer holds the positional authority 1o negotiate the terms of this agreement,

DEFINITIONS OF ELIGIBLE AGENCIES

The terminal agency must meet the eriteria for one (1) of the foliewing categories.
Category I: Law Enforcement or Criminal Justice Agencies

A Law Enforcement Agency is defined as any agency responsible for enforcement of general criminal laws,
including municipal police agencies, sheriff’ departments, county police agencies, state police agencies,
federal law enforcement agencies, or similar agencies. A Criminal Justice Agency is any governmental
agency or any subunit thereof which performs the administration of criminal justice pursuant to a statute,
and which allocates a substantial part of s annuai budget to the administration of criminal justice,
Criminal Justice Agencies include such agencies ag Courts, County Attorneys, Commonwealth Attorneys,
Jailers, Probation and Parole Officers, and Pre-trial Release Offices, Only agencies which meet the
definition of faw enforcement/criminal justice as contained in the Department of Justice Repulations on
Criminal Justice Information {Title 28, Code of Federal Regulations) and have an Originating Ageney
Identifier (OR1) assigned by the FBI may qualify for via a LINK Terminal, under this category. Title 28,
Part 20, CFR, containg the definition of the "admizistration of criminal justice" for these purposes.

Category 2: Central Dispateh Agencies

A Central Dispatch Agency must be under the "management control” of a single law enforcement/crininal
justice agency or a governing board of dircctors, which is comprised of a majority of law
enforcement/criminal justice agency members, if the agency 1s to be eligible for a LINK Terminal. [f under
the management control of a Board, the Central Dispatch Agency hercby certifies that a majority of the
members comprising the governing board of the Central Dispatch Agency are criminal justice or law
enforcement, as defined i Title 28, Part 20, CFR. Management Control is defined as the authority to set
and enforce (1} Priorities; (2} Standards for the selection, supervision, and termination of persennel, (3)
Policy governing the operation of computers, circuits and telecommunications terminals.  Such management
control guaraniees the priority service needed by the criminal justice community. Management Control
applies to both the LINK Terminal and the personnel used to access the terminal. Central Dispatch-
Agencies must provide the State CJIS Systems Agency a copy any interiocal agreements or resolutions
setting up the Center. Management Control of the equipment and the personnel must be clearly stated in




such interlocal agreements or resolutions. [f under the control of a single law enforcement/criminal justice
agency, the Jaw enforcement/criminal justice agency must have a written agreement with the administrators
of the non-criminal justice entity operating the center assuring that the law enforcement/eriminal justice
agency has management control as defined above. if under the control of a Board, the Central Dispatch
agencies must hold regular meetings, at least once a quarter, or more frequently, with a majority of the
board in attendance and must forward a copy of the minutes of the meeting to the Siate CJIS Systems
Officer (CSO) within {0 days. These agencies may be assigned an ORI number ending with the alphabetic
character N.

Category 3: Other authorized users

This category consists of other authorized users, which have a limited access ORI assigned by FBI for
specific purposes. This category includes such agencies as a noncriminal justice governmental department
of motor vehicles or driver license registry, established by a state statute, which provides vehicle
registration and driver record information to criminal justice agencies and has an essential need to access
the License Plate, Vehicle, and Vehicle/Boat Part Files. Such agencies may be authorized limited but direct
access to Wanted Person, Missing Person, Unidentified Person, License Plate, Vehicle, and Vehicle/Boat
Part Files if approved by the CJIS Systems Agency. These agencies are not authorized access to-other files.
These agencies are assigned an ORI number ending with the alphabetic character P or V.

At this {ocation, the Terminal Agency is identified as an agency in:

Category 1 D Law Enforcement/Criminal Justice
Category 2 {_] Central Dispatch Agency
Category 3 ] Other Autharized User

PURPOSE OF LINK USER AGREEMENT

This agreement provides for the Kentucky State Police to serve as the agency responsible for statewide
exchange of criminal offender record information and other law enforcement and criminal justice
information between the Law Information Network of Kentucky (LINK]}, the National Crime Information
Center (NCIC), the National Law Enforcement Telecommunication System (NLETS) and the User Agency.

LINK NETWORK STANDARDS

User Agency agrees to Himit access to information received through LINK to its own employees and other
law enforcement or criminal justice agencies which have entered into a Satellite Non-terminai agreement
with the User Agency or with the Kentucky State Police. Non-criminal justice information, such as
information contained within the HAZMAT File, may be disseminated to anyonc charged with the
responsibility of public safety, such as emergency management personnel.  Also, information contained
within the records of the LINK Domestic Violence File may be disseminated, without user apreement, to
representatives of the Department for Social Services, Human Resources Cabinet.

LINK Terminal Agencies may also disseminate, without a User Agreement, Kentucky Vehicle Registration
and Kentucky Driver Licensing information to Non-Criminal Justice Governmental Apgencies or their
represcntatives, Dissemination of this information may also extend to Non-Govermmental representatives
who are under governmental contract to provide public service. Vehicle Registration information
authorized for dissemination to Non-Criminal Justice Agencies shall include only data received from
inquiries through LINK and limited to Kentucky databases {(Kentucky only vehicle registration data).
Driver Licensing information authorized for dissemination to Non-Criminal Justice Agencies shall include
only the data reccived from inquinies through LINK and limited to Kentucky databases (Kentucky only
driver license information}. This access does not include authorization to access NCIC or other state
databases through NLETS. This linuted access may be granted by the terminal agency, but the terminal
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agency is in no way obligated to provide this access. This limited access to LINK only Vehicle and Driver
License files was requested by many LINK Terminal Agencies to allow for use by such non-criminal justice
governmental agencies such as parking enforcement units/personnel which are not part of the Police
Department, for Fire Departments when responding to vehicle fires, and for "governmental" ambulance
services, if needed in the performance of Public Safety services.

Stolen vehicle data received from a vehicle registration inguiry shall not be disseminated to Non-Criminal
Justice Agencies, but shall be immediately referred to an appropriate Law Enforcement Agency for
investigation, Terminal Agencies shall continue to recognize that information available from NCIC and
LINK has priority for Criminal Justice Agencies and information provided for any other authorized purpose
will receive secondary consideration. Further, terminal agencies providing authorized information to Non-
Criminal Justice Agencies shall not be permitted to collect fees or otherwise contract for payment to provide
such service.

CRIMINAL HISTORY RESTRICTIONS (IF ACCESS IS AUTHORIZED)

All inquiries to the Criminal History Files will be autoratically logged by the front end computer switch
located at the Kentucky State Police Computer Room. If the Criminal History information is released
outside the agency making the original request, a Secondary Dissemination Log shall be maintained for a
period of one (1) year by the agency or person making the secondary dissemination. Infermation may only
be shared with other Criminal Justice agencies and only for an official criminal justice purpose.

All hard copies of inquiry and response messages should be destroyed immediately upon the use of the data
for which the original inquiry was made.

Copies of criminal history record information and other sensitive data cobtained from the terminal must be
afforded security to prevent any unauthorized access to or use of the data.

All hard copies of Criminal History Record Information (I} obtained from the LINK terminal will be
shredded after utilization for the purpose for which they were run.

Criminal historyAll records must be maintained in a secure records environment. Such storage of
records wifl be maintained for extended periods only when the Criminal History Record Information (11)
records are key elements for the integrity/utility of the case files where they are retained. Copies of criminal
history record information should not be placed in any file which is subject to the Kentucky Open Records
Act or the Federal Freedom of Information Act, unless the agency has formal procedures in place to review
the file and remove such documents from the file prior {o release. When the case file is closed, the User
Agency must shred the Criminal History information obtained from the LINK Terminal in a secure manner.

Responses to computerized criminal history inquiries shall not be transmitted by radio except when an
officer determines there is an immediate need for this information to further an investigation, or there is a
situation affecting the safety of another officer or the general public.

Computerized criminal history inquiries shall be made only for Criminal Justice or Criminal Justice
employment purposes.

The Originating Agency tdentifier (ORI) of the agency requesting the criminal history record inguiry must
be used.

Extreme caution shall be exercised to ensure the inquiry response is retumned to the proper authority.

User Agency must adhere to all CNIS guidelines conceming the use of Criminal History Information,
including the most recent CJIS Security Policy.

3
- 5221 -




The Full Name of the recipient will be placed in the attention fiefd (ATN/} on all criminal history file
inquiries.

A specific reason will be placed in the reason (RSN) field on all criminal history file inquiries. f.e. case
number, citation number, CAD incident number, or other specific reason.

TERMINATION

The Kentucky State Police reserves the right to immediately suspend furnishing any information provided
for in this agreement to the User Agency when any rule, procedure or policy adopted by the Kentucky State
Bolice, NCIC Advisory Policy Board, FBI/NCIC or NLETS has been violated or appears to have been
violated by the User Agency. Suspension may also be imposed for violation of any law of this state, or the
federal povernment, applicable to the security and privacy of information received. The Kentucky State
Police may reinstate the User Agency when violations are resolved {o the satisfaction of the C}S Systems
Agency, FBUNCIC or NLETS,

Liitimately, sanctions may be imposed by the State CJS Systems Officer. A hstmg of sanction levels and
reasons for sanctions is shown in the LINK Provmons Guidelines.

LINK NETWORK SECURITY

The rules, regulations and policies of LINK, NCIC and NLETS as they apply to criminal history record
information (computerized or manual), wanted/missing person and stolen property record data and all other
criminal justice and law enforcement related information transmitted or received are incorporafed by
reference into this agreement. The User Agency acknowledges awareness of the aforementioned rules,
regulations and policies and agrees to comply with their dictates as long as this agreement remains effective,
The following documents are incorporated by reference and made part of this agreement:

o Jnrerstate Identification Index Guidelines, NCIC 2000 Operating Manual, UCR Handbook, and
National Incident-Based Reporting Svstem.

s Minutes of the CJIS Advisory Policy Board meetings.
s Bvlaws for the CJIS A-dviso:y Policy Board and Working Groups.
»  Title 28, Code of Federal Regulations, Part 20.

«  CJIS Security Policy to include all elements of the NCIC Computerized Criminal History Program
Background, Concept and Policy.

s NCIC Technical and Operational Updates, CJIS Information Letters.

o Applicable federal and state laws and regulations. '

User Agency acknowledges that computer system use will be monitored by LINK and NCIC control
terminals.

User Apeney acknowledges that any software loaded onto its LINK terminal for apency use must receive
prior approval from the State CJIS Systems Officer. Apencies which use software that has not been
approved for use will be sanctioned by the State CJ1S Systems Officer and system damage resulting from
the use of unapproved software may be the responsibility of the User Agency.

- 4
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At no time wilf User Agency personnel access or attempt to access network Directory Files. Any violations
will cause the agency to be placed in a Class "A" Sanction, which will result in termination of service to the
User Apency.

MISCELLANEOUS PROVISIONS

User Agency agrees to indernify and save harmless, the Kentucky State Police, is officials and employees,
from and against any and all'claims, demands, actions, suits, and proceedings by others, against all liability
for damages by reason of, or arising out of, any false arrest or imprisonment, or any cause if damage results
therefrom, arising out of or involving any negligence on the part of the User Agency in the exercise or
enjoyment of this agreement.

LEVELS OF ACCESS
At this location the terminal is granted access at the following level.
X LEN MDT “INQUIRY ONLY” - WITHOUT III ACCCESS
INQUIRY ONLY CAPABILITY -- WITHOUT IlI ACCESS
.. INQUIRY ONLY CAPABILITY -- WITH Il ACCESS

._i ENTRY AND INQUIRY CAPABILITY -- WITHOUT Il ACCESS

‘% ENTRY AND INQUIRY CAPABILITY -- WITH III ACCESS

AGREEMENT PERIOD

This agreement shall remain in effect until canceled by written notification of either signee or until such
time that either signee no longer holds the positional authorily to negotiate the terms of this agreement.

IN WITNESS WHEREOF, the parties hereto caused this agreement to be executed by the proper officers
and officials:

KENTUCKY STATE POLIGE USER AGENCY
My &J 2
By “3"" %” By

CIIS System Officer (CS0) Terminal Agency
Chief Administrator

Date [0 /f /07 Da'te 03/!7//() ]

S
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LINK USER AGREEMENT
LAW INFORMATION NETWORK OF KENTUCKY
USER AGREEMENT
TERMINAL AGENCY
(REVISED AUGUST 2007)

TERMINAL AGENCY ORI: KY0590500

This agreement is made and entered into this 13 day of FEBRUARY | 2012 by and bebween the
Kentucky State Police, the CHS Systems Agency (CSA), the administrator of a computerized law
enforcement information system, thereinafter referred to as Law Information Network of Kentucky
(LINK), and KENTON COUNTY POLICE DEPARTMENT hereinafter referred to as User
Agency. The agreement shall remain in effect until canceled by written notification by either signee or
until such time that either signee no longer holds the positional authority to negotiate the terms of this
agreement. '

DEFINITIONS OF ELIGIBLE AGENCIES

The terminal agency must meet the criteria for one (1) of the following categories.
Category 1: Law Enforcement or Criminal Justice Agencies

A Law Enforcement Agency is defined as any agency responsible for enforcement of general criminal
laws, including municipal police agencies, sheriff departments, county police agencies, state police
agencies, federal law enforcement agencies, or similar agencies. A Criminal Justice Agency is any
governmental agency or any subunit thereof which performs the administration of criminal justice pursuant
to a statute, and which allocates a substantial part of its annual budget to the administration of criminal
justice, Criminal Justice Agencies include such agencies as Courts, County Attorneys, Commonwealth
Attorneys, Jailers, Probation and Parole Officers, and Pre-trial Release Offices. Only agencies which meet
the definition of law enforcement/criminal justice as contained in the Department of Justice Regulations on
Criminal Justice Information (Title 28, Code of Federal Regulations) and have an Originating Agency
Identifier (ORI) assigned by the FBI may qualify for via a LINK Terminal, under this category. Title 28,
Part 20, CFR, contains the definition of the "administration of criminal justice" for these purposes,

Category 2: Central Dispatch Agencies

A Central Dispatch Agency must be under the "management control” of a single law enforcement/criminal
justice agency or a governing board of directors, which is comprised of a majority of law
enforcement/criminal justice agency members, if the agency is to be eligible for a LINK Terminal. 1f
under the management control of a Board, the Central Dispatch Agency hereby certifies that a majority of
the members comprising the governing board of the Central Dispatch Agency are criminal justice or law
enforcement, as defined in Title 28, Part 20, CFR. Management Control is defined as the authority fo set
and enforce (1) Priorities; (2) Standards for the selection, supervision, and termination of personnel, {3)
Policy governing the operation of computers, circuits and telecommunications terminals.  Such
management control guarantees the priority service needed by -the criminal justice community.
Management Control applies to both the LINK Terminal and the personnel used to access the terminal.
Central Dispatch Agencies must provide the State CJIS Systems Agency a copy any interlocal agreements




or resolutions setting up the Center. Management Control of the equipment and the personnel must be
clearly stated in such interlocal agreements or resolutions. If under the control of a single law
enforcement/criminal justice agency, the law enforcement/criminal justice agency must have a written
agreement with the administrators of the non-criminal justice entity operating the center assuring that the
law enforcement/criminal justice agency has management control as defined above. If under the control of
a Board, the Central Dispatch agencies must hold regular meetings, at least once a quarter, or more
frequently, with a majority of the board in attendance and must forward a copy of the minutes of the
meeting to the State CJIS Systems Officer (CSO) within 10 days. These agenczes may be assigned an ORI
number ending with the alphabet:c character N.

Category 3: Other authorized users

This category consists of other authorized users, which have a limited access ORI assigned by FBI for
specific purposes. This category includes such agencies as a noncriminal justice governmental department
of motor vehicles or driver license registry, established by a state statute, which provides vehicle
registration and driver record information to criminal justice agencies and has an essential need to access
the License Plate, Vehicle, and Vehicle/Boat Part Files. Such agencies may be authorized limited but
direct access to Wanted Person, Missing Person, Unidentified Person, License Plate, Vehicle, and
Vehicle/Boat Part Files if approved by the CHIS Systems Agency. These agencies are not authorized
access to other files. These agencies are assigned an ORI number ending with the alphabetic characier P or
V.

At this Jocation, the Terminal Agency is identified as an agency in:

Category | Law Enforcement/Criniinal Justice
Category 2 ] Central Dispatch Agency
Category 3f_1 Other Authorized User

PURPOSE OF LINK USER AGREEMENT

This agreement provides for the Kentucky State Police to serve as the agency responsible for statewide
exchange of criminal offender record information and other law enforcement and criminal justice
information between the Law Information Network of Kenfucky (LINK), the National Crime Information .
Center (NCIC), the National Law Enforcement Telecommunication System (NLETS) and the User
Agency. . :
LINK NETWORK STANDARDS

User Agency agrees to Hmit access to information received through LINK to its own employees and other
law enforcement or criminal justice agencies which have entered into a Satellite Non-terminal agreement
with the User Agency or with the Kentucky State Police. Non-criminal justice information, such as
information contained within the HAZMAT File, may be disseminated to anyone charged with the
responsibility of public safety, such as emergency management personnel.  Also, information contained
within the records of the LINK Domestic Violence File may be disseminated, without user agreement, fo
representatives of the Department for Social Services, Human Resources Cabinet.

LINK Terminal Agencies may also disseminate, without a User Agreement, Kentucky Vehicle Registration
and Kentucky Driver Licensing information to Non-Criminal Justice Governmental Agencies or their
representatives. Dissémination of this information may also extend to Non-Governmental representatives
who are under governmemtal contract to provide public service. Vehicle Registration information
authorized for dissemination to Non-Criminal Justice Agencies shall include only data received from
inguiries through LINK and limited to Kentucky databases (Kentucky only vehicle registration data).
Driver Licensing information authorized for dissemination to Non-Criminal Justice Agencies shall include
only the data received from inquiries through LINK and limited to Kentucky databases (Kentucky only
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driver license information). This access does not include authorization to access NCIC or other state
databases through NLETS. This limited access may be granted by the terminal agency, but the terminal
agency is in no way obligated to provide this access. This limited access to LINK only Vehicle and Driver
License files was requested by many LINK Terminal Agencies to allow for use by such non-criminal
justice governmental agencies such as parking enforcement units/personnel which are not part of the Police
Department, for Fire Departments when responding te vehicle fires, and for "governmental” ambulance
services, if needed in the performance of Public Safety services,

Stolen vehicle data received from a vehicle registration inquiry shall not be disseminated to Non-Criminal
Justice Agencies, but shall be immediately referred to an appropriate Law Enforcement Agency for
investigation. Terminal Agencies shall continue fo recognize that information available from NCIC and
LINK has priority for Criminal Justice Agencies and information provided for any other authorized
purpose will receive secondary consideration, Further, terminal agencies providing authorized information
to Non-Criminal Justice Agencies shall not be permitted to collect fees or otherwise contract for payment
to provide such service,

CRIMINAL HISTORY RESTRICTIONS (IF ACCESS IS AUTHORIZED)

All inquiries to the Criminal History Files will be automatically logged by the front end computer switch
located at the Kentucky State Police Computer Room, If the Criminal History information is released
oufside the agency making the original request, a Secondary Dissemination Log shall be maintained for a
period of one (1) year by the agency or person making the secondary dissemination. Information may only
be shared with other Criminal Justice agencies and only for an official criminal justice purpose.

All hard copies of inquiry and response messages should be destroyed immediately upon the use of the
data for which the original inquiry was made.

Copies of criminal history record information and other sensitive data obtained from the terminal must be
afforded security to prevent any unauthorized access to or use of the data,

All hard copies of Criminal History Record Information {II}} obtained from the LINK terminal will be
shredded after utilization for the purpose for which they were run.

Criminal history/I}H records must be maintained in a secure records environment. Such storage of
records will be maintained for extended periods only when the Criminal History Record Information (II1)
records are key elements for the integrity/utility of the case files where they are retained. Copies of

* criminat history record information should not be placed in any file which is subject to the Kentucky Open

Records Act or the Federal Freedom of Information Act, unless the agency has formal procedures in place
to review the file and remove such documents from the file prior to release. When the case file is closed,
the User Agency must shred the Criminal History information obtained from the LINK Terminal in a
sectire manner, ,

Responses to computerized criminal history inquiries shall not be transmitted by radio except when an
officer determines there is an immediate need for this information to further an investigation, or there is a
situation affecting the safety of another officer or the general public.

Computerized criminal history inquiries shall be made only for Criminal Justice or Criminal Justice
employment purposes,

The Originating Agency Identifier (ORI) of the agency requesting the criminal history record inquiry must
be used.

Extreme caution shall be exercised to ensure the inquiry response is returned to the proper authority.




User Agency must adhere to all CJ1S guidelines concerning the use of Criminal History Information,
including the most recent CHS Security Policy. '

The Full Name of the recipient will be placed in the attention field (ATN/} on all criminal history file
inquiries.

A specific reason will be placed in the reason (RSN) field on all criminal history file inquiries. i.e. case
number, ¢itation number, CAD incident number, or other specific reason,

TERMINATION

The Kentucky State Police reserves the right fo immediately suspend fumnishing any information provided
for in this agreement to the User Agency when any rule, procedure or policy adopted by the Kentucky
State Police, NCIC Advisory Policy Board, FBI/NCIC or NLETS has been violated or appears to have
been violated by the User Agency. Suspension may also be imposed for violation of any law of this state,
or the federal government, applicable to the security and privacy of information received. The Kentucky
State Police may reinstate the User Agency when violations are resolved to the satisfaction of the CJIS
Systems Agency, FBI/NCIC or NLETS. '

Ultimately, sanctions may be imposed by the State CIIS Systems Officer. A listing of sanction levels and
reasons for sanctions is shown in the LINK Provisions Guidelines.

LINK NETWORK SECURITY

The rules, regulations and policies of LINK, NCIC and NLETS as they apply to criminal history record
information {computerized or manual), wanted/missing person and stolen property record data and all other
criminal justice and law enforcement related information transmitted or received are incorporated by
reference into this agreement. The User Agency acknowledges awareness of the aforementioned rules,
regulations and policies and agrees to comply with their dictates as long as this agreement remains
effective.

The following documents are incorporated by reference and made part of this agreement:

o Interstate Identification Index Guidelines, NCIC 2000 Operating Manual, UCR Handbook, and
National Incident-Based Reporting Systen.

o Minutes of the CJHIS Advisory Policy Board meetings.
e Bylaws for the CJIS Advisory Policy Board and Werking Groups.
s Title 28, Code of Federal Regulations, Part 20.

e CJIS Security Policy to include all elements of the NCIC Computerized Criminal History Program
Background, Concept and Policy.

e NCIC Technical and Operational Updates, CJIS Information Letters.
o Applicable federal and state laws and regulations.

User Agency acknowledges that computer system use will be monitored by LINK and NCIC control
terminals.

User Agency acknowledges that any software loaded onto its LINK terminal for agency use must receive
prior approval from the State CJIS Systems Officer. Agencies which vse software that has not been
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approved for use will be sanctioned by the State CJIS Systems Officer and system damage resulting from
the use of unapproved software may be the responsibility of the User Agency.

At no time will User Agency personnel access or attempt to access network Directory Files. Any

violations will cause the agency to be placed in a Class "A" Sanction, which will result in termination of
service to the User Agency.

MISCELLANEOUS PROVISIONS

User Apgency agrees to indemnify and save harmless, the Kentucky State Police, its officials and
employees, from and against any and all claims, demands, actions, suits, and proceedings by others, against
all liability for damages by reason of, or arising out of, any false arrest or imprisonment, or any cause if
damage results therefrom, arising out of or involving any negligence on the part of the User Agency in the
exercise or enjoyment of this agreement.
LEVELS OF ACCESS
At this location the terminal is granted access at the following level,
[] LEN MDT “INQUIRY ONLY"” - WITHOUT III ACCCESS
LICENSE PLATE READER FILE ACCESS
INQUIRY ONLY CAPAERILITY -- WITHOUT III ACCESS }

INQUIRY ONLY CAPABILITY -- WITH III ACCESS

O 0O aad

ENTRY AND INQUIRY CAPABILITY -- WITHOUT III ACCESS

ENTRY AND INQUIRY CAPABILITY -- WITH III ACCESS

AGREEMENT PERIOD

This agreement shall remain in effect until canceled by written notification of either signee or until such
time that either signee no longer holds the positional authority to negotiate the terms of this agreement.

N WITNESS WHEREOF, the parties hereto caused this agreement to be executed by the proper officers
and officials:

KENTUCKY STATE POLFCE

Xfﬁ% /ﬂ&@d/

CHS System Officer (CSQO) o , Termmal Agency
Chief Administrator

Date 3‘// // < Date '?—/m/;z,




LINK USER AGREEMENT
LAW INFORMATION NETWORK OF KENTUCKY
USER AGREEMENT
TERMINAL AGENCY
(REVISED AUGUST 2007)

TERMINAL AGENCY ORI: KYO568000

This agreement is made and entered info this 12TI1 day of DECEMBER 2007, by and between the
Kentucky State Police, the CJIS Sysfems Agency (CSA), the administrator of a computerized law
enforcement information system, thereinafter referred to as Law Information Network of Kentucky (L.INK),
and LOUISVILLE METRO POLICE DEPARTMENT hercinafler referred to as User Agency. The
agreement shall remain in effect until canceled by written notification by either signee or unfil such time
that either signee no longer holds the positional anthority to negotiate the terms of this agreement.

DEFINITIONS OF ELIGIBLE AGENCIES

The terminal agency must meet the criteria for eune (1) of the following categories.
Category 1: Law Enforcement or Criminal Jusfice Agencies

A Law Bnforcement Agency is defined as any agency responsible for enforcement of general criminal laws,
including municipal police agencies, sherifl’ departments, county police agencies, state police apencies,
federal law enforcement agencies, or similar apencies. A Criminal Justice Agency is any governmental
agency or any subunit thereof which performs the sdministration of criminal justice pursuant to a stafute,
and which ellocates a substaniial part of ils annual budget fo the administration of criminal justice.
Criminal Justice Agencies {nclude such agencies as Courts, County Attorneys, Conunonwealth Attomeys,
Jailers, Probation and Parcle Officers, and Pre-trial Release Offices. Only agencies which meet the
definition of law enforcement/criminal justice as contained in the Department of Justice Regulations on
Criminal Justice Information (Title 28, Code of Federal Regulations) and have an Originaling Agency
Identifier (ORY) assigned by the FBI may qualify for via a LINK Terminal, under this category, Title 28,
Part 20, CFR, contains the definition of the "administration of criminal justice” for these purposes.

Category 2: Central Dispatch Agencies

A Central Dispatch Agency must be under the "management contrel” of a single law enforcement/criminal
justice agency or a goveming board of direciors, which is comprsed of a majority of law
enforcement/criminal justice ageney members, if the agency js to be eligible for a LINK Terminal. If under
the management control of a Board, the Central Dispatch Agency hereby certifies that a majority of the
members comprising the goveming board of the Central Dispatch Agency are criminal justice or law
enforcement, as defined in Title 28, Part 20, CFR. Management Control is defined as the authority to set
and enforce {1) Priorities; (2} Standards for the selection, supervision, and termination of personnel, (3)
Policy governing the operation of computers, circuils and telecommmunications terminals. Such management
control guarantees the priority service needed by the criminal justice community. Management Control
applies 10 both the LINK Terminal and the personne! used to access the terminal. Central Dispatch
Agencies must provide the State CJIS Systems Agency a copy any interlocal agreements or resolutions
setting up the Center. Management Control of the equipment and the personnel must be clearly stated in
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such interlocal agreements or resolutions. If under the control of a single law enforcement/crminal justice
agency, the law enforcement/criminal justice agency must have a written agreement with the administrators
of the non-criminal justice entity operating the center assuring that the law eaforcement/criminal justice
agency has management control as defined above. If under the control of a2 Board, the Central Dispatch
agencies must hold regular meetings, at least once a quarter, or more frequently, with a majority of the
boerd in attendance and must forward a copy of the minutes of the meeting to the Staie CJIS Systems
Officer (CSO) within 10 days. These agencies may be assigned an ORI number ending with the alpbabetic
character N.

Category 3: Other authorized users

This category consists of other authorized users, which have a Hmited access ORI assigned by FBI for
specific purposes. This category includes such agencies as a noncriminal justice governmental department
of motor vehicles or driver license registry, established by s state slatute, which provides vehicle
registration and driver record information to criminal justice agencies and bas an essenfial need to access
the License Plate, Vehicle, and Vehicle/Boat Part Files, Such agencies may be authorized limited but direct
access to Wanted Person, Missing Person, Unidentified Person, License Plate, Vehicle, and Vehicle/Boat
Part Files if approved by the CJIS Systems Agency. These agencies are not authorized access to other files,
These agencies are assigned an ORI number ending with the alphabetic character P or V,

At this location, the Terminal Agency is identified as an agency in:

Category 1 PJ Law Enforcement/Criminal Justice
Category 2 ] Central Dispatch Agency
Category 3 [ Other Authorized User

PURPOSE OF LINK USER AGREEMENT

This agreement provides for the Kentucky State Pelice to serve as the agency responsible fur siatewide
exchange of criminal offender record information and other law enforcement and criminal justice
information between the Law Information Nefwork of Kentucky (LTNK), the National Crime Information
Center (NCIC), the National Law Enforcement Telecommunication System (NLETS) and the User Agency.

LINK NETWORK STANDARDS

User Agency agrees fo limit access to information received through LINK 1o its own employees and other
law enforcement or ¢riminal justice agencies which have entered into a Satellite Non-terminal agreement
with the User Agency or with the Kentucky State Police. Non-criminal justice information, such as
informnation contained within the HAZMAT File, may be dissemipuated to anyone charged with the
responsibility of public safety, such as emergency management personnel. Also, infemmation contained
within the records of the LINK Domestic Violence File may be disseminated, without user agreement, to
representatives of the Plepartment for Social Services, Human Resources Cabinet.

- LINK Terminal Agencies may also disseminate, without a User Agreement, Kentucky Vehicle Registration
and Kentucky Driver Licensing information to Non-Criminal Justce Governmental Agencies or their
representatives. Dissemination of this information may also extend to Non-Governmental representatives
who gre under govenumental contract fo provide public service. Vehicle Registration information
authorized for dissemination o Non-Criminal Justice Agencies shall include only data received from
inquiries throagh LINK and limited (o Kentucky darabases (Kentucky only vehicle registration data).
Driver Licensing information authorized for dissemination to Non-Criminal Juslice Agencies shall include
only the data received from inquiries through LINK and limied to Kentucky databases (Kentucky only
driver jicense information). ‘This access does not include authorization to access NCIC or other state
databases through NLETS. This limited access may be granted by the serminal agency, but the terminal

- 5230 -




agency is in no way obligated fo pravide this access, This limited access to LINK only Vehicle and Driver
License files was requested by many LTNK Terminal Agencies 1o allow for use by such non-criminai justice
governmental agencies such as parking enforcement units/personnel whick are not part of the Police
Department, for Fire Departments when responding to vehicle fires, and for "governmental” ambulance
services, if needed in the performance of Public Safety services.

Stolen vehicle data received from a vehicle registration inquiry shall not be disseminated to Non-Criminal
Justice Agencies, but shall be immediately referred to an-appropriate Law Enforcemem Agency for
investigation. Terminal Agencies shall confinue to recognize that information available from NCIC and
LINK has priority for Criminal Justice Agencies and information provided for any other authorized purpose
will receive secondary consideration, Further, termina} agencies providing authorized information o Non-
Criminal Justice Agencies shall not be permitted to coilect fees or otherwise contract for payment to provide
such service.

CRIMINAL HISTORY RESTRICTIONS (IF ACCESS IS AUTHORIZED)

All inquiries to the Criminal History Files will be automatically logged by the front end computer switch
located at the Kentucky State Police Computer Room. If the Criminal History information is released
outside the agency making the original request, 2 Secondary Dissernination Log shall be maintained for 2
period of one (1) year by the agency or person making the secondary dissemination. Information may only
be shared with other Criminal Justice agencics and only for an official criminal justice purpose.

Al bard copies of inquiry and respénse messages should be destroyed immediately upon the use of the data
for which the original inguiry was made.

Copies of crimina} history record information and other sensitive data obtained from the terminal must be
afforded security to prevent any unavthorized access to or use of the data.

All hard copies of Criminal ilistory Record Information {ll) obtained from the LINK terminal will be
shredded after utilization for the purpose for which they were run.

Criminal history/HI records must be maintained in a secure records environment. Such storage of
records will be maintained for exiended penvds only when the Criminal History Record Information (1)
records are key elements for the integrity/utility of the case files where they are refained, Copies of criminal
history record inforsnation should not be placed in any file which is subject to the Kentucky Open Records
Act or the Federal Freedom of Information Act, unless the agency has formal procedures in place 10 review
the file and remove such documents from the file prior to release. When the case file is closed, the User
Agency must shred the Criminat History information obiained from the LINK Terminal in a secure manner.

Responses to compuierized criminal history inguiries shall not be transmitted by radio excepr when an
officer delermines there is #n immediate need for this information to further an investigation, or there is a

sitvation affecting the safety of another officer or the general public.

Computerized criminal history inguiries shall be made only for Crinunal Justice or Criminal Justice
employment purposes. :

The Originating Agency Identifier (ORI} of the agency requesting the criminal history record inguiry must
be used.

Extreme caution shail be exercised to ensure the inquiry response is returned 1o the proper authority.

User Agency must adhere to all CHS guidelines concerning the use of Criminal History infonmation,
including the most recent CIIS Security Policy.

- 5231 -




The Fuil Name of the recipient will be placed in the attention field (ATN/) on all criminal history file
inquiries.

A specific reason will be placed in the reason (RSN) field on all criminal history file inguiries. ie. case
number, citation number, CAD incident number, or other specific reason.

TERMINATION

The Kentucky State Police reserves the right fo immediately suspend firmishing any information provided
for in this agreement to the User Agency when any rule, procedure or policy adopted by the Kentucky State
Police, NCIC Advisory Policy Board, FBINCIC or NLETS has been violated or appears to have been
violated by the User Agency. Suspension may also be imposed for violation of any law of this siate, or the
federal government, applicable to the security and privacy of information reccived. The Kentucky State
Police may reinstate the User Agency when violations are resoived to the satisfaction of the CJIS Systems
Agency, FBYNCIC or NLETS.

Ultimately, sanctions may be imposed by the State CJIS Systems Officer. A listing of sanction jevels and
reasons for sanctions is shown in the LINK Provisions Guidelines.

LINK NETWORK SECURITY

The rules, regulations and policies of LINK, NCIC and NLETS as they apply {o criminal history record
information (computerized or manual), wanted/missing person and stolen property record data and all other
criminal justice and law enforcement related information transmitted or received are incorporated by
reference into this agreement. The User Agency acknowledges awareness of the aforementioned rules,
regutations and policies and agrees to comply with their dictates as long as this agrecment remains effective.
The following documents are incorporated by reference and made part of this agreement:

s Interstate HMentification Index Guidelines, NCIC 2000 Operating Manual, UCR Handbuok, ard
National Incident-Based Reporting System.

s Minutes of the CJIS Advisory Policy Board meetings.
»  Bylaws for the CJIS Advisory Policy Board and Working Groups.
s Tide 28, Code of Federal Regulations, Part 20.

s CJIS Security Policy to include all elements of the NCIC Computerized Criminal History Program
Background, Concept and Policy.

s NCIC Teehnical and Operational Updates, CJIS Information Letters.
»  Applicable federal and srare laws and regulations.

User Agency acknowledges that computer system use will be monitored by LINEK and NCIC control
terminals.

User Agency acknowledges that any software loaded onto its LINK terminal for agency use roust receive
prior approval from the State CJIS Systems Officer. Agencics which use software that has not been
approved for use will be sanctioned by the State CJIS Systems Officer and system damage resulting from
the use of unapproved soflware may be the responsibility of the User Agency.
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At no time wil]l User Agency personne! access or atiempt to access network Directory Files. Any violations
will cause the agency to be placed in a Class "A" Sanction, which will result in termination of service to the
User Agency.

MISCELLANEOUS PROVISIONS

User Agency agrees to indemnify and save harmless, the Kentucky State Police, its officials and employees,
from and against any and all claims, demands, actions, suils, and proceedings by others, against all liability
for damages by reason of, or arising out of, any false arrest or imprisonment, or any cause if damage results
therefrom, arising out of or involving any negligenee on the part of the User Apency in the exercise or
enjoyment of this agreement. :

LEVELS OF ACCESS

At this location the terminal is gracted access at the following level.
LEN MDT “INQUIRY ONLY"” - WITHOUT III ACCCESS
INQUIRY ONLY CAPABILITY -- WITHOUT III ACCESS

INQUIRY ONLY CAPABILITY -- WITH III ACCESS

000 x

ENTRY AND INQUIRY CAPARBILITY -- WITHOUT III ACCESS

X! ENTRY AND INQUIRY CAPABILITY -- WITH III ACCESS

AGREEMENT PERIOD

This agreement shall remain in effect until cancefed by written nolification of either signee or until such
time that either signee no longer holds the positional suthority to negotiate the terms of this agreement.

IN WITNESS WHEREOQF, the parties hereto caused this agreement to be executed by the proper officers
and officials:

KENTUCKY STATE POLICE | USER AGENCY
By m - %% By

CNS Systém Officer (CSO) Terminal Agency
Chief Administrator

Date. //Z /08' Date E’Z{\g(‘ﬁ
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