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TOI' fJECRIETHCOMlNTJ/-NOFORNI/-MR 
NATlONAL SECURITY /.\GENC"f 
CE:NTRAL SECURITY ~~ERVfCE 

2.1 November 2006 

MEMORANDUM F'OR THE CHAIRlVlAN, INTELLIGENCE OVERSIGHT BOARD 

TI:-IRU: Assistant to the Secretary of Defense (Intelligence Oversight} 

SUB.JECT: (U/WOU&J I~eport to the Intelligence Oversight Board on NSA 
Activities- I.NFORJ.\:L~TION MEMORANDUM 

(U/fPOU~ Except as previously reported to you or the President, or othenvise 
statE~d. in. the enclosure, "'"re hav~l no reason to believe that any intelligence activities 
of t.he National Security Agm1cy during the~ quarter ending 30 September 2006 were 
unlawful or con.tra!'y to Executive Order or Presidential Directive, and thus required 
to he reported pu.rsu~mt to Section 1.7.(d) of Executive Order 1233:3. 

(U//FOUO) The Inspecto1· General and the General Counsel continue to 
exe.rc:ise oversight of Agency activities by means of inspeetions, surveys, tra.ining', 
-review of directives and guidelines, and advice and counseL 'l'hese activities and 
oth~~r data requested by the Board or members of the staff of the Assistant to the · 
Secretary of:Pe·fimse (Intelligence Oversight) an-; described in the enclM-ure. 

PA/1~:1-n 1;,!7 ( a 1\.:~..·ltu£.­
BRIAl'\f R. MCANDREW 
Acting Inspector General 

.\ .. --... , ...... ----.-........... : 

j t:t;:;/ f \·-~~:--;/ L'.A';x;·::< .. .__ ..... 
VITO T. POTENZA '··' 

General Counsel 

(U/IFOUO) I concur in the report of the Inspector General and the General 
Counsel and hereby make it our combined report. · 

tt::(-·~·~:t< ~It ' /} 
·"" ' lfj '\ / j / i! ~ .s/\ ,. ... 'f.---\; 
KEr·r1fB.AL~~ANDER 

Lieutenant General, U.S. Army 
Director, NSA/Chief, CSS 

End: 
Quarl:eJ•ly Report @>pproved for Release by NSA on 12-19-2014. FOIA Case# 70809 (Litigation) 

Thi~ Mcmonmdtllll is Undassiflcd 
Upon R<;!mov:1l \)f Endi):>llrc 
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1. (U) INSPECTOR GENERAL ACTiViTIES 

a. Reviews 

(G'ff3I) During this quarter, the Office of Inspector General (OIG) reviewed va:rious 
intelligence activities of the National Security Agency/Central Security Service 
(NSAJCSS) to determine whether they were conducted in act::ordance with applicable 
statutE.~s, Executive Orders (E.O.s), Atton1ey General (AG) procedures, and 
Department of Defense (DoD) and internal directives. With few exceptions, the issues 
presented were routine and indicated that the operating ~~lements understand the 
:restrietions on NSA/CSS activities. 

b. (U) inspections .. ·····.·:::::::: 
/'\'(b) (3)-P.L. 86-36 

~······ 

············ 
.... ········ ,• 

· (1) CU//FOUO) Along with inspectors from I . .. ··1 
I · kthe NSA/CSS QIG· comPleted a joint 
inspection of thq l· ... ~iince,J... ~vas 
tecently desib'11at\~d as a joint organization, its intelligence oversight (10} pi'of:,rram 
nE:~ed.t"ld adjustments to transition from ani Ito an NSA/CSS IO 
program. Those adjustmEmts were quickly completed. The center has begun quarterly 
reporting ofintelli.gence activities to t.he NSNCSS OlG, and has submitted the IO 
training materials to the NSA/CSS OGC for validation. At the OIG recommendation, 
the J.O program m:anagor is now included in exercise planning and :new mission 
rnanag·ement meetings to establish managenlHnt controls to prevent IO violations. 

a joint inspection of th .... ._ _____ _,.---.---------------..,A 
I I The.d.Ql::~l.!l?:entation ofth· O.p~~ogram and process was ...... 
commendable; however; a:tnmalysis.of.a sample of training records revealed thr;1t only 
64% of the newly arrived employees rece1ve(riD:itial·trnin..hi1.{ A-fiP.:ding docy.=rfi:ented 
the need for internal controls in oversight oftra.in.ing. . .. · · : ' ''"'"··/ 

(b) (1) 

c. (U) Inquiries 
(b) (3)-P.L. 

('I'S/181//rfF) Reported in the first quarter fiscal year 2006, U.S. person 
information contained in a graphic chart was disseminated during briefings outs.ide of 
NSA/CSS. (Report dated 28 February 2006). R~search revealed that the originator 
had obtained a dissemination waiver. No violation occurred. 

86-36 

DERIVED FROiv1: NSA/CSSr.t! 123-2 
DATED: 24 FEBRU/\RY !998 
DECLASSIFY ON: SourGe Tvfnrked X1, 
Date of Source 2006ll 06 
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2. {U} GENERAl COUNSEL ACTIViTiES 

-EOf/8fJ The NSA/CSS OGC reviewed various intelligence activities of the NSA/CSS 
to determine wh~ther they were conducted in accordance with applicable statutes, 
EOs, AG procedures, and DoD and internal directives. The OGC advised Agency 
elements on a number of questions, including the collection and dissemination of 
communications of or concerning U.S. persons; the reporting of possible violations of 
federal crin'linallaw contained in Signals Intelligence CSIGlNT) product; the testing of 
electronic equipment, and the applicability oft.he Foreign Intelligence Su.:rveillance Act 
(FISA). With few exceptions, the issues presented were routine and indicated that the 
op~~rating el(:1m.ents understand the restrictions on NSA/CSS activities. 

3. (U) SIGINT ACTDVITIES 

a. (SifSi} Collection Against U.S. Persons 

(i) (U) lntentionai 

.· 
.· 

.. 
.. 

.;/)(b) ( 1) 
... l(b) (3)-P.L. 86-36 

/(b) (3)-18 usc 798 
)(b) (3)-50 usc 3024(i) 

a. c'felfi~D During this quarter) the Dire.ct.or, NSA/ChiefCSS (DIRNSA/CHCSS) 
grantt~d approval tor consensual collection.agai:nst[Z]u.s. p~rsons. DIRNSA/CHCSS 
also a roved non-consensual <.~ollection o: U.S'~ cdm anies 

L...:-:--:----:--~agents offoreign power$ . 
citizens beli.eved:·to.JJ.ave been heJc.(against th~fr will · .S. citiz.oil tal,cen 
hostage ··and .S . .Anilitaty mem ¢r believed t({ha:v~{been 
taken hostage · (DIRNS.NC:f;IC$\3-approv.e·<i c.o.tlsensual 
collection against U . .$. persons \.'<tas.routinely.,termiii~t~d this qu!U'i~r~·· ... .. . .. if ' . 

b. eS//OH The AG granted ;~~t"hodtyto:~~l.l~ct~~e-c.?ibMhn.i4ati~n.:t?.oOu.s. 
persons overseas during this quarter. :::::::;;M,;::::O: 

(b) (1) 

(2) (U) Unintentional 
(b) (3)-P.L. 86-36 

~8/f8I/f.NJP)I lixist~~~~s in which SIGINT analysts inadvertently collected 
communications to, from, or about U.S. persons while pur.suing foreign intelligence 
tasking were reported this quarter. All of the incidents were reported to responsible 
ove:rs.ight officials, and corrective actions v:.rere taken. 

2 
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b. (U!f.FOU9) Dissemination of U.S. Identities 

{1) (U) Intentional 

(8//SI) In accordance with section 7 of United States Signals Intel.lige:o.ce 
Directive CUSSID} SP0018, U.S. identiti€~S wt~re disseminated! lti~es during this 
quarter. 'l'he following table shows the justification and the number ot"inst<~nce.s of 
dissemination. In the "Unmasked by Analyst" column, the U.S. identity was··reV:\?:!3-led 
in a serialized end product; in the "Unmasked at User Request" column, a U.S .... ·.\(b l ( 1 l 
"d . l d . h , ,. (b) (3)-P.L. 1 entlty was re ease to a user at t e users request. .. .· \ 

7.2.c Necessary 

-------------------1 
7.2.c.l Foreign Official 

7.2.<::.3 International Na.rcotic:s 

7.2.c.4 Criminal Activity 
~· ·--

7.2.c.7 U.S. Government Official 
r-------------------------·----

TOTAL 
~-------------------------- _-b==.~========~=======--==---------~ 

(2.) (U) Unintentional ...... 

(01/flll During this quarterOS~~INT products were cancelled because they 
contained the identities ofU.S. persons, organizations, or entities. In all instances, 
the reports were either not reissued or were reissued \1\r:ith the proper mlnimization . 

(3) (U) Raw Traffic Dissemination . · (~)(1) 
(bl(3)-P.L. 86-36 

........ 
a. (8~!,gi) SIGtNT Production Chain, I .............. I 

......................... 
•··········· ... 

, .......... ······ 

1.rrhe SID ensures that the personnel are trained by the 
~------------------~ 
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. OGC on NSAICSS's legal restrictions and on :proper handling and dissemination of 
SIGlNT datal ISnch··nersonsworlttn~rin .. ()f\'Vitli ........ ·(h)(1) 
SID during this quarter included representatives oft (b)(3)-P.L. 86-36 

i I 

b. C:StmD Outside the SIGINT Production Chain.l l'a''"'"".:::./ (b) ( 
3

) - P • L • 

project manager within the NSAI linappropriately / 
discussed raw SIGINT containing a U.S. person's identity ·~.:vJt.fil········ · j' 

I 
I.At. the directio~ gf.t~i:fNSA/CSS OGC, the 

.__ -----=--=--~---~--·~·· ~----'trhe proJeCt manager was reeducated 
on l'U\:1.7 traffic handling procedures and. the approval mechanisms required to 1~elease 
U.S. person information. ·.(b)(1) 

(b)(3)-P.L. 86-36 

4. (U) Other Activities (b)(3)-50 usc 3024(i) 
..... ···· (b) (1) 

····· (b) (3)-P.L. 86-36 
a. {UHFOYO) Foreign Untemgence Surveillance ActjFtSAflncidents 

86-36 

ll~~C~l)~'jT~gi/,:'8:I://f::.Q":F:7:Th::e:.r:e:h:a:v:e~b=e~e~:.::n:··:st::a.n:·····~~e~·s:.t:~~u:. ·:s:q:u=ar=t=e=r=w~h~e=r~e=F=I=S=A~. d:a:tj·a was ~ccessed in :::::::::""""""('6)(3)-P.L. 86-36 

·Whih:rthes.i'diicidents were not violations, they were 
~----~~~~~--------~ cases of mishandling very sensitive data. 

:ranch allowed FISA 

I..:===--:--:-----==---::-:-::--....JwasjlOt. No one other.t}1a11 the analyst ha,d access to the ... 
He djd not query ;a\vBIGlN'I.'.d.atabMes,.apd the f!'ISA~related :fil~s·:WerE~ 

ddeted .. An a..$.t.U.t€dntellig~r1ce· ov.~rsight ..... progp\in ·n1anage1· 
at an NSlVCSS field site in the area uncoveredthedatamis1u:\ri;gl!p,g····ii~.ciident. and 
reported it to NSNCSS Headquarters. .. ...... :;;:;;;;;;:::::y(p) (3) -P. L. 86-36 

per ormed quaity control on 
I lthe.ana,lyst. accessed....-'-........, 
the mishandlin of ' · 
that 
ana;i,._y-st:-:./~v'v_a_s_e_x_p-os-. e...,drt:-o-:t-.;-h-e-:i-n-:-te-r-ce-,{-:}t-. ___ ___. 

4 
TOP SECRETFCO.MH<i1Y'?iJOrO¥t:N/r'MR 

(b)( 3 )-P .L. 86-36 

(b) (1) 
(b) ( 3) - P. L. 8 6-3 6 



DOCfD: 4165197 

\CPl. ( 1) 
(b·}.(3.)-P.L. 86-36 
(\;JJ .... Ol·.:::·la usc 798 
(B) ( 3.) - s o· ·usc 3 o 2 4 ( i l 

TOP fi[CRLT;/COMHH//NOr·ottH!i MR: 
'(b.).(1) 
(b) (3}.:;:P.L. 86-36 

r--'--~(~; ;q;S>\§p'IN:PlHiin;~n error resulted in the collection o£1 / ,, '',,,',1 
I ~JL'i.tslde -tliet~,rne p(;!riod authorized by the :Foreign Intellige;h.ce Surveillance Court 
CF.'ISQ). Although tlte after th~ FISC order was 
signed· 

~~----~~~~~---------------~--~~~~--~~ r.e.nderin ,. them unauthorized fo were deleted from the 
'r----.....,,----__.and the associa~f:l.4 .. f.ll!·~Hbase ... when.the-·error·wasdiscnver€dl···· ....... F :'''(6)(3)-P.L. 86-36 

(3) ('fSf/SI// :t\1'.~') Communications from aU. S. pe:rs?.~~.?..W.h(}::Y?.,s:alsO'''iinl .'T~N! ~ -P. L. s6-36 
'"-' d t}, dt h'l 'JE ftn·u···, dSt .. t ·< ·)-lBUSC 798 CI~;rzen an an au wnze ·arget w 1 e OtJ:tS1t1e o· · , ·~r ... mte • a es, were \' l _50 usc 3024 ( i l 

inadvertently collect~d. from+· ·· ·· ..... . .... ·· ···· ·· ··· / \ 
I !Ul?"iSn.recognit.~_onofthelargefs location oq ...... /i 

I , l~as·"detasked a~d all intercepted. communieations, were/deleted. \No 
reportmg resulted from the collect1011. ... ... · ~....... \ 

.--~·_.,( 4) ~r~ports.i..§.@.e.d.inl ........................... ~ere"ca,:ri~·eUed ·················· ······· ·::(6)(3)-P .L. 86-36 

!when an··m·nilyst.Tii.the .. N$1\:1 ..... f' 

// ... /·········· 

I rrhe intercepted communications 
were d~:;:teted when the reports were cancelled. · 

.___.,........~ -AlJ..collection.was t:QDIJ.i.r.l.~ted, and the intercepts were del~ted ()rj;lestf()yed as 
required by USSID SPOOlS. .. . ·············································· :,,.(~) ( 

1 
l 

· (b) (3)-P.L. 86-36 

b. (~,~:~=~~: ~::r::::.e::
0

:es:~4edt0[ / / Vor linguistic supp01i 
from t.1el J 

c, (U) Working Aids 

(U/&Ol:JH?-'l'he SID Office of Oversight and Compliance maintains '1U.S. Identities 
in SIGIN'I"' and a matrix of dissemination authorities on its web page for use by the. 
NSAJCSS Enterprise. Th(-~ E.O., NSA/CSS Policy Number 1~23, DoD Regulation 
5240.1-R, and USSID SP0018 are also availa.ble on-line. 
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