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MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U/ASH6) Report to the Intelligence Oversight Board on NSA
Activities - INFORMATION MEMORANDUM

(U/Fe93 Except as previously reported to you or the President, or otherwise
stated in the enclosure, we have no reason to believe that any intellipence activities
of the National Security Agency during the quarter ending 30 September 2006 were
unlawfiil or contrary to Executive Order or Presidential Directive, and thus required
to be reported pursuant to Section 1.7.{d) of Executive Order 12333,

(U//FoFe-The Inspector General and the General Counsel confinue to
exercise oversight of Agency activities by means of inspections, surveys, training,
review of directives and guidelines, and advice and counsel. These activities and
other data requested by the Board or members of the staff of the Assistant to the
Secretary of Defense (Intelligence Oversight) are deseribed in the enclosure.
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BRIAN R. MCANDREW
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VITO T. POTENZA
General Counsel

(U/A0HS3- 1 concur in the report of the Inspector General and the General
Counsel and hereby make it our combmed report.
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Kb B ATEXANDER
Lieutenant General, U. S. Army
Director, NSA/Chief, CSS

Eaff’;mﬂy.Repm_‘ Epproved for Release by NSA on 12-19-2014, FOIA Case # 70809 (Lifigation)

This Memorandum is Unefassified
Unon Remionat of Enclosure
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1. (U) INSPECTOR GENERAL ACTIVITIES

a. Reviews

—+&S#A5H-During this quarter, the Office of Inspector General (O1G) reviewed various
intelligence activities of the National Security Agency/Central Security Service
(NSA/(SS) to determine whether they were conducted in accordance with applicable
statutes, Executive Orders (E.0.s), Attorney General (AG) procedures, and
Departiment of Defense (DoD)) and internal directives. With few exceptions, the issues

presented were routine and indicated that the oper: ating elements unci@rstanci the
restrictions on NSA/CSS activities.

. b) (3)-P.L. 86-36
b. (1) inspections (

(1) (U/APSHO) Along with inspectors from — s ': K

| ‘ -the N‘SA/(,“%S OIG Com letui a 3oint
inspection of the I Smcel lwas

recently designated as a joint organization, its intellizence oversight (I0) program
needed adjustments to transition from an Ito an NSA/CSS 10

program. Those adjustments were quickly eompleted. The center has begun guarterly
reporting of intelligence activities to the NSA/CSS OlG, and has submitted the IO
training materials to the NSA/CSS OGC for validation. At the OIG recommendation,
the 10 program manager is now included in exercise planning and new mission
management meetings to establish management controls to prevent 10 violations,

()RR nspectors ool e BY qs ~P.L. 86-36

fasid The N %A/CSS {1G completed
a joint in&pec,uon of thel ..|

the ncod for mtunal umtrols in oversxdht of trammg

. . 86-36
c. {U) Inguiries

—EATATY Reported in the first quarter fiscal year 2006, U.S. person
information contained in a graphic chart was disseminated during briefings outside of
NSA/CES. (Report dated 28 February 2006). Research revealed that the originator
had obtained a dissemination waiver. No violation occurred.

DERIVED FROM: NSA/CSSEM 123-2
DATED: 24 FEBRUARY 199§
DECLASSIFY ON: Source Marked X1,
Date of Source 20061 106
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2. {U) GENERAL COUNSEL ACTIVITIES

~6#3%) The NSA/CSS OGC reviewed various intelligence activities of the NSA/CSS
to determine whether they were conducted in accordance with applicable statutes,
EOs, AG procedures, and Dol} and internal directives. The OGC advised Agency
elements on a mumber of questions, including the eollection and dissermination of
communications of or concerning U.S. persons; the reporting of possible violations of
federal criminal law contained in Signals Intelligence (SIGINT) product; the testing of
electronic equipment, and the applicability of the Foreign Intelligence Surveillance Act
(FISA). With few exceptions, the issues presented were routine and indicated that the
operating elements understand the restrictions on NSA/CSS activities.

3. (U) SIGINT ACTIVITIES

1)

3)-P.L. 86-36
3)-18 .UsC 798
3) -

(
a. {8#SH Collection Against U.S. Persons _ E 50 USC 3024 (1)

(1) (1) Intentional

a. TPS#3D During this quarter, the Dlrec,tor, NSA/ChteECSC‘v (DIRNSA/CHCSES)
granted approval for consensual collection agamstU S. persons. DIRNSA/CHCSS
also approved nop-consensual collec’r,mn o L. b compames | I

agents of foreign poweral JUs. -
citizens believedto.have been held against their will [U.S. citizen tqken
hostage| Fand[ JU.S. m1htary ]Mem m" beheved to ‘bave been
taken hostage| | DIRNSA/CHCSS-approved consensual

collection agaxna»LL__]U S. personi; was. routmeiy tor mnmted 17%11&. quarter

b. 845 The AG granted authox ity-to. coﬂett the commumcatmm oﬂ—_—lU S.
persons overseas during this guarter.

(2) () Unimemionaﬂ (b) (3)-P.L. 86-36

WE::} instances in which SIGINT analysts inadvertently eollected
communications to, from, or about U, S. persons while pursuing foreign intelligence
tasking were reported this quarter. All of the incidents were reported to responsibie
oversight officials, and corrective actions were taken.
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b, (U/EDE8) Dissemination of 1.5, Identities

{1) (1)) Intentional

545 In accordance with section 7 of United States Signals Intelligence
Directive (USSID) SP0018, U.S. identities were chsaemma’cedl::]

times during this

quarter. The following table shows the justification and the number of mbtzmce‘a of
dissemination. In the “Unmasked by Analyst” column, the U.8. identity was revealed

in a serialized end product; in the “Unmasked at User Request” column, a U. S

identity was released to a user at the user’s request,

b) (1)
'(ib) (3)-P.L.

, - "".'..". Unmaské&
JusTIRICATION .o L PR

‘Unmasked at |

-, User Request v

724 WNecessary

7.2.c1 Foreign Official

7.2.¢.3 International Naycotics

7.2.c4 Criminal Activity

7207 US. Government Official

TOTAL

{2} () Unintentional

5458 During this quarterD-S}iGINT products were cancelled because they
contained the identities of U.S. persons, organizations, or entities. In all instances,
the reports were either not reissued or were reissued with the proper minimization.

{3) (U) Raw Traffic Dissemination

o))

(b-)_;(‘3.)_—P.L. 86-36

a. 4SHSE SIGINT Production Chain, |

"The SID ensures that the persoanel are trained by the

86-36
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- OGC on NSA/CSS's legal restrictions and ou proper handling and dissemination of
SIGINT datal | Such-persons workdas I 68 With (b)(1)
SID during this quarter included representatives of] (b)(3)-P.L. 86-36

b. t57STr Quiside the SIGINT Production Chain. “P-L. 86-36
project manager within the NSA|
discussed raw SIGINT containing a U.S. person’s identity wzthl """""""

At the direction of the' N‘%AJCS% OGO, the

. [The project manager was reeducated
on raw traffic handling procedures and ‘rhe, approval mechanisms required to release
U.8. per son information. (b)(1)

(b)(3)-P.L. 86-36
4. (U) Other Activities (b)(2)-50 USC 3024()

....... (b) (3)-P.L. 86-36

(1) LESHEHAFF There have been| 18 stances le guarter where FISA data was

aCCeSSed iI] l ......................................................................................... | ......

“{b)(3)-P.L. 86-36

VWhile thése incidents were not violations, they were
cases of mishandling very sensitive data.

() CRSHIHRTEY The NSAJ Branch allowed FISA

data to be accessed| ]
l-Aal though the analyst was cleared for FISA access, t;he
| ]
L

Iwas not No one other than the analyst had access to 'i;he

dolet&d """"

at an NSA/CSS field site in the area uncoveréd the chta mwha """ 1den’c and
reported it to NSA/CSS Headquarters. (b )n_ (3)-P.L. 86-36

(b HFSASHANT AR NSA| [ Bssitich. iangu age analyqt acc(,%ed
FISA data from NSA| | En .
addition to his wmk Whﬂe d@taﬂed to an intelligence community| / |

thc analyst periodically pmcessu‘x inter cept and
performed quahttf contro} on

anguage collection. |

[ Jthe analyst accessed intercepts and | hntercepts He reported
the mlshandlmg of data to T managerisnt] |when he realized
that; | Noone-other than the clea; ed

anaiy st Vas exposed to the intercept. e

(b) (3)-P.L. 86-36

ib)(s)-P.L. 86-36
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rendering them unauthorized for]

b)) (1)

5) (3)-P.L. 86-36 FECR TR T

Ty P A S D)

b)*(3) <18 USC 798 JB)L1) )

b) (3) ~5o usg 3024/(1) (b) (3>»..n,g:_.?- 86-36

(Q)W Human error resulted in the collection of] | B
vitside thetime period authorized by the Foreign Intelligence Surveillance Court

(F1SC). Although tlie] Jafter the FISC order was
signed] |

I‘were deleted from the

|and the associated database when the error-was-discoversd[ |~ (B)(3)-P.L. 86-36

(3HESAST NF Communications from a U, S. person, who.wasalgo dn

citizen and an authorized Laxiget whlle out‘mit, ef the United $tates, were
inadvertently collected from

AB)Yi b -p.1. 86-36
—TBTT3)-18 USC 798
e8] -50 USC 3024 (1)

ETHon. recogma‘;zon of th"é"target 8 locatmn od

| lwzis detasked and all intercepted communic atmm wum delc’re,d "N
reporting resulted from the coliection. ‘ "
I | ‘ er&caneeﬁedl } 55(3)-P.L. 86-36
when an am ';i?‘ji‘i’f"i'ﬁ fhe NSAI [ 3

[The intercepted communications

were deleted when the reporis were cancelled. ™

(5 HESHS LA ' - ' ]

re,qulred by USSID SPOG'iS

b. (U) Assistance to Law Enforcement

~LSH5E During this quarter, the SID responded te [:Ifor linguistic support
from the| |

¢. (U) Working Aids

(U/7ESHEeThe SID Office of Oversight and Compliance maintains "U.S. Identities
in SIGINT" and a matrix of dissemination authorities on its web page for use by the
NSA/CSS Enterprise. The E.O., NSA/CSS Policy Number 1-23, DoD Regulation
5240.1-R, and USSID SPO018 are alse available on-line.




