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LETTER OF PROMULGATION

(V) This USSID prescnn-s poifciac and pmcndur'as' and =szigns responsibilities to ensure that the
missions and functions of the United Siates SIGINT System (USSS) are conducted in a manner that
sateguards the constitutional rights of Lj persans z.',_.._- .

{U) This USSID has bean comnIE'e'y rewrl ten 'to make it shor:er and easuar to underszand, it
constiivies a summary of the laws and regulations directly m.er:'mg US55 operations. All USSS
pe'sonnal who collecs, pracess, retain, or disseminare information 1o, from, or about U.5. persons or
persons in the Unned S..a*es st be f.:r-ui:ar wn:h its contenzs.

—f'Fe-B-B)—Th:s USSID supersedes HESID 18 and USS!D 18, Annex A (distributed separ aly 4
- selected recipients), both of which are datad 20 Jirober 1980, and must now be des‘myed lefy
DIRNSAJ/CHCSS (USSID Manager) if this edition of US5ID 18 is destroyed because of am emergency
action; otherw:se, reauest approval from DIRNSNCP('_S before destroylng thls UssID.

—(-FBHG-)-ReEease 5? expasure ofth1s d ocument to contractars and cunsultants thhcut apprava!
from the USSID Manager is prohibited.’ ~Instructlons. applicable to. release.or; exposure,of UssiD to

contractors and cnnsuitants may ba fourid A USSIDIgE—"" . z.,». i 3
'T’GH'Q)-Queshnns an;'.lll somements i i should be addressed to the Office of *
the General Cuunsel;i{S&lGS (Atr.en‘uoptz_u%ﬁs '963-?__,‘_1 ZLRIST U 1l 688-5015).
-*.-_q.;.‘-._';_-.';‘ - ... .
) J. M MCCONNELL
.- ) Vice Admiral, U.S. Navy
' Dlrectnr
- © (b} {3)-P.L. 86-36
~ T CLASSIFIED BY NSA/CSSM 123-2 o
~ -.. DECLASSIFY ON: ORIGINATING AGENCY'S DETERMINATION REQU!RED
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USSID 18

v LEGAL COMPLIANCE AND
MINIMIZATION PROCEDURES (U)

SECTION 1-PREFACE

LY

1.1. (U) The Fourth Amendment to the Unitad States Constitution protects all 1.S. persons
anywhere in the world and all persans within the United States from unreasonable searches and
selzures by any person or agency acting on behalf of the U.5. Government. The Supreme Court has
ruled that the interception of electronic communications is a search and saizure within the meaning
of the Fourth Amendment. it i5 therefore mandatory that signals intelligence (SIGINT) operations be
conducted pursuant 1o procedures which meet the reasonableness requirements of the Fourth
Amendment. -

1.2. (UY In determining whether United States SIGINT System (USS5) operations are
“reasonable,” it is necessary to balance the U.5. Government's need for foreign inteiligence
information and the privacy interests of persons protected by the Fourth Amendment. Striking that
balance has consumed much time and effort by all branches of the United States Government. The
results of that effort are reflected in the references listed in Sectiont 2 below. Together, these.
references require the minimization of U.S. person information collected, processed, retained or
disseminated by the US55, The purpose of this document is to implement these minimization
reguirements,

1.3. {U) Several themes run throughout this USSID. The moest important Is that intelligence
operations and the protection of constitutional rights are not incompatible. f is not necessary to
deny legitimate foreign imtelligence collection or suppress legitimate foreign inteliigence
information to protect the Fourth Amendment rights of U1.5. persons.

1.4. (U) Finally, these minimization procedures implement the constitutional principle of
"reasonableness” by giving different categories of individuals and entities different ievels of
protection. Thesa levels range from the stringent protectton accorded U.S. citizens and permanent
resident aliens in the United States to provisions reia‘éin’g to foreign diplomats in the U.S. These
differences reflect yet another main theme of these pfocedures. that is, that the focus of all foreign
intelligence operations is on foreign entities and persons.

SECTION 2 - REFERENCES

2.1. {U) References : '

a. 50 U.S.C. 1801, et seq., Foreign Intelligence Surveillance Act {FISA) of 1978, Public Law
No, 95-511.

b. Executive Order 12333, “United States intelligence Activities,” dated 4 December 1981,
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¢. DoD Directlve 5240.1, "Activities of DoD Intelligence Components that Affect U.S.
Persons,” dated 25 April 1988.

d. NSA/CSS Directive No. 10-30, “Procedures Governing Activities of NSA/CSS that Affect
U.S. Persons,” dated 20 September 1990,

SECTION 3 - POLICY

3.1. (U} The policy of the US55 is to TARGET or COLLECT only FOREIGN COMMUNICATIORS, *
The USSS will not intentionally COLLECT communications to, from or about U.5. PERSONS or persons
or entities in the [).5. except as set forth in this USSID. If the US55 inadvertently COLLECTS such
communications, [t will process, retain and disseminate therm only in accordance with this USSID.

SECTION 4- COLLECTION

, 4,1, 45-cE0¥Communications which are known to be to, fram or about a U.S. PERSON _
ot be in;ggtionaliy intercepted,

!

a. With the approval of the United States Fareign Intelhgence Surveillance Court undef!
the conditions outlined in Annex A of this USSID. " i

Y ]

b. With the approval of the Attorney General uf the United States, if:

(1) The COLLECTION is directed against the félluwmg i

(a) Communicationsto or from U.S. PERSONS outslde the UNITED STATES, or i

| {b) Intema.llnﬁal communications to, framl : ]
e \-.‘ "\‘ J '

* i
(c} Commumcatlons whlch are not to or from but merely about u.s. PERSONS
(wherever located). - ., : g

{2) The person isan AGENT OF A FOREIGN POWER, and

A,

(3) The purpose of the COLLECTION is tu acqunre significant FOREIGN INTELLJGENCE
information. . .

¢. With the approval of the Director, National Secunty Agencylch:ef Central Security
Service {DIRNSA/CHCSS), so long as the COLLECTION need not be™ approved by the Foreign
Intelligence Surveiliance Court or the Attorney General, and . I ;

(1) The person has CONSENTED to the COLLECTION by executing oie. of the s CONSE
- Torms contained in Annex H, or -

* Capltalized words in Sections 3 through 9 are defined terms in Section 9. (b1 (1)
(b) (3)~50 USC 403

—ANDLE VIA COMINT-CHANNEESONEY- (01130005,
(b} (3)-B.L. 86-36
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(2) The person is reasoriably believed 1o be held captive by a FOREIGN POWER or group
engaged in INTERNATIONAL TERRORISM, or

(3} The TARGETED]

@]

sl

{a) Anon-U.S. PERSON located outside the UNITED STATES, or
)

! ,»"": (5) Coples of approvals granted by the DIRNSA/CHCSS under these provisions will be
retamed in the fo:ca of General Counsal for review by the Attorney General.

dy Emergency Shtuations,

f -

(1) In emergency situations, D!RNSNCHCSS may authonze the CDLL'-"CTION of

d {a) Thetime required 10 obtain such approval would result in the Joss of significant
FO,REIGN INTELLIGENCE and would cause substantial harm o the national security.

{b) A person's life or physical safety is reasonably believed to be in immediate

() The physical security of a defense instailation or government property is
\ reasongably believed to be in immediate danger.

(2) Inthose cases where the DIRNSA/CHCSS authorizes emergancy COLLECTION, except
for actions taken under paragraph 4.(1}(b) above, DIRNSA/CHCSS shall find that there is probable
cause that the TARGET meets ane of the following criteria:

{a) A person wha, for or on behalf of 8 FOREIGN POWER, is engaged in clandestine
intelligence activities (induding covert activities intended to affect the political or governmental
process), sabotage, or INTERNATIONAL TERRORIST activities, or activities in preparation for
INTERNATIONAL TERRORIST activities; or who conspires with, er knowingly aids and abets a person
engaging in such activities.

(b)) {1}

(5143150 s 03 —HANDLEE-VIA-COMINT CHANNEES ONTY-

{h){3)-18 usc 799
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(b} A personwhe is an officer or empioyee of a FOREIGN POWER.

(c) A person unlawfully acting far, ar pursuant to the direction of, a FOREIGN
POWER. The mere fact that 2 person’s activities may benefit or further the aims of a FORE!IGN POWER
s not encugh to bring that person under this subsection, absent evidence that the person is taking
direction from, or acting in knowing concert with, the FOREIGN POWER.

d) A CORPORATION or other entity that is owned or controlled directly or
indirectly by a FOREIGN POWER. -

(e) A person in contact with, or acting in collaboration with, an inteliigencé or
security service of a foreign power for the purpose of providing access to information or material
classified by the United States to which such person has access.

{3) In all ¢cases where emergency collection is authorized, the following steps shali be
taken: . T

{a) The Ganeral Counsel will be netified immediately that the COLLECTION has
started. .

(b) The General Counsel will initiate immediate efforts to obtain Attorney General
approval to continue the collection. If Attorney General approval is not cbtained within seventy two
hours, the COLLECTION will be terminated. If the Attorney General approves the COLLECTION, it may
continue for the period specified in the approvail.

e. Annual reports to the Attorney General are required for COLLECTION conductad under
paragraphs 4.1.¢.(3) and {4). Responsible anaiytic offices will provide such reports through the Deputy
Director for Operations (DDO) and the General Counse! to the DIRNSA/CHCSS for transmittal to the
Attorney General by 31 lanuary of each year.

4.2, +5-c€oH

bl

4.3. (U) Incidental Acquisition of U.S. PERSON Information. Informatmn't_u, from or about
U.S. PERSONS atquired incidentally as a resutt of COLLECTION directed against 1 prepnate FOREIGN
INTELLIGENCE TARGETS may be retained and processed in accordance with n'S'and Section 6 of

this USSID.

(b} {1)

(b} {3)-18 USC 798
(b} {3)-P.L, BG6-36
(b){3)-50 USC 403
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e

gl

4.5. fe-cemy ~ _ - | J

bl

4.6 —tsceoy

4.7, 4e-ceor

4.8. (U} Distress Signais. Dist-ess signais may be intentionally collectad, processed': 2tding
and disseminated withoutregard to tae restrictions contained in this USSID.

(L) (1)

(b} (3)-18 USC 798
(b} (3)-P.L. B6-36
(b} (3)-50 UBC 403
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4.9. (U} COMSEC Monitoring and Security Testing of Automated Information Systems.
Monitoring for communications security purposes must be conducted with the consent of the person
being monitored and in accordance with the procedures established in National Telecommunications
and Information. Systems Security Directive 600, Communications Security (COMSEC) Menitoring,

«dated 10 Aprll 1990. Monitoring for communications security purpases is not governed by this USSID.
Intrusive security testing to assess security vuinerabilities in automated infermation systems likewise is
not governed by this USSID.

by i1y
(b} {3)-50 USC 403 -
(k) {3)~18 UaC 78B

IS P890 e SECTION 5 - PROCESSING ¥

5 2'_"\. ‘_(,s.eem- Annual Review by DDO.

' 31
.:.‘L X \ I

¢. A copy of the resuits of the review wiil be previded 1o the Inspector General and the
General Counsel.

5.3. ~fE-Eeo)-Forwarding of Imtercaptad Material. FOREIGN COMMUNICATIONS collected by
the USS5 may be forwarded as intercepted to NSA, imermediate processing facilities, and
coilaborating canters.
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5.4, {5-e€6¥Nonforeign Communications.

a. Communications between persons in the UNITED STATES. Private . radio
communications solely between persons in the UNITED STATES inadvertently intercapted during the
COLLECTION of FOREIGN COMMUNICATIONS will be promptly destroyed unless the Attorney General
determines that the contents indicate a threat of death or serlous bodily harm to any person.

b. Communications between U.S. PERSONS. Communications solely between U5,
PERSONS will be treated as follows: -

(1) Communications solely between U.S, PERSONS inadvertently intercepted during
the COLLECTION of FOREIGN COMMUNICATIONS will be destroyed upen recognition, if technically
possible, except as provided in paragraph 5.4.d. below.

(2) Notwithstanding the precading provision, cryptologic data (e.g., signal and
encipherment information) and technical communications data (e.g., circuit usage) may be extracted
and retained from those communications if necessary to:

« {a) Establish or maintainintercept, or .
{b} Minimize unwanted intercept, or
{c) Support cryptologic operations related to FOREIGN COMMUNICATIONS.

¢ Communications Involving an Officer or Employee of the US. Government.
Communications te or from any officer or employee of the U.5. Government, or any state or local
government, will not be intentionally intércepted. [nadvertent INTERCEPTIONS of such
communications (including those between foreign TARGETS and U.S. officials) will be treated as
indicated in paragraphs 5.4.a. and b., above.
I

d. Exceptions: Notwithstanding the provisions of paragraphs 5.4.b. and ¢, the
DIRNSA/CHCSS may waive the destruction requirement for international communications containing,
inter alia, the followmg types of in'formatlun

(1 Significant FOREIG N INTELLIGENCE, or
(2) Evidence ofa crime or ﬂy;élat of death or serious bodily harm to any person, or
(3) Anomalias that reveal g potential vulnerability to U.S, communications security.
Communications for which the AttomeyLGeneral or DIRNSA/CHCSS's waiver is sought should be
forwarded to NSA/CSS, Attn: P85 PO,
5.5. {5-Ec&rRadio Communicationswith a Terminal in the UNITED STATES.

a. All radio communicati i i the UNITED
STATES must he processed unless those
communications occur ovar channels used exdlusively by a )

b. International common-access radio communications that pass over é:hnnels with a
terminal in the UNITED STATES| |may
be prncessedl H neceséarytp defermine
whathera channel contains communications of FOREIGN INTELLIGENCE nteres’c which NSA may wish

{b) (1)
_Hmmﬁfﬂﬂm(b) {3)-50 USC 403
—SECRET— (b) {3)-18 USC 798

7

{b} (3)-P.L. 86-36
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to collect. Such processing may not excaed two hours without the specific prior written approval of
the DDO and, in any event, shail be limited to the minimum amount of time necassary 10 determine
the nature of communications on the channel and the amount of such communications that include
FOREIGN INTELLIGENCE. Once it is determined that the channel contains sufficient communications
of FOREIGN INTELLIGENCE interast to warrant COLLECTION and exploitation to produce FOREIGN
INTELLlGENCE.]

¢. Coples of aII DDO written approvais made pursuant to 5.5.b. must be provided to the
General Counse! and the Inspactor General. - j

SECTION 6 - RETENTION

6.1, {5-€E€Q}-Retention of Communications to, from or About U.5. PERSONS. 4
a, Except as otherwise provided in Arinex A, Appendix 1, Section 4, communications to,
from or about LS. PERSONS that are intercepted by the USS5 may be retained i in their orlgmél or
transcribed form only as follows: j

{1) Unenciphered communications nét thought 1o contain secret meaning m&y be
retained for five years uniess the DDO determines in writing that retention for a longer perlod is
required to respond to authorized FOREIGN INTELLIGENCE requirements, i

(2) Communications necessary to maintain technical data bases for cryptanal;_}tic or
traffic analytic purposes may be retained for a period sufficient to allow a thorough expioitation and
to permit access to data that are, or are reasonably believed likely 10 become, relevant to a current or
future FOREIGN INTELLIGENCE reguirement. Sufficient duration may vary with the nature !of the
explortatmn and may consist of any period of time during which the technical data base is subjbct to,
or of use in, cryptanalysis, If a LS, PERSON'S |dent|ty is not necessary 1o maintaining techmcai data
bases, it should be deleted or replaced by a generic term when practicable. - ,

b. Commurications which could be disseminated under Section 7, below (i.e., ;Mthuut
glimination of references to U.5, PERSONS) may be retained in their original or transcribed form

6.2. {5-CEB} Access. Access to raw traffic storage systems which contaln ldentitles of U S
PERSONS must be limited te SIGINT production personnel. i

SECTION 7 - DISSEMINATION

7.1. {&-660)-Focus of SIGINT Reports. All SIGINT reports will be written so as to Tocus solely on
the activities of foreign entities and persons and their agents. Except as provided in Section 7.2.,
FOREIGN INTELLIGENCE information concerning U.S. PERSONS must be disseminated in a manner
- which does not identify the U.5. PERSON. Generic or general terms or phrases must be substituted for
the identity (e.g., "U.S. firm" for the specific name of a 11.5. CORPORATION or "{.5. PERSON" for the
specific neme of a U.S. PERSON). Files containing the idantities of U.S. persons deleted from SIGINT
reparts will be maintained for a maximum period of one year and any requests from SIGINT customers
for such identities should be referrad toPes, Foox,

(b} (1)

{b) (3)-50 USC 403
{b)(3)-18 usc 798
{b) (3}-P.L. 86-386
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7.2, (€=€e0} Dissemination of U.S. PERSON Identities. SIGINT reports may include the
identification of a U.5. PERSON only if one of the following conditions is met and a determination is
made hy the appropriate approval authority that the recipient has a need for the ldentity for the
performance of his official duties:

a. The U .S. PERSON has CONSENTED to the dissemination of communications of, or about,
him or her and has executed the CONSENT form found in Annex H of this USSID, or

b. The information is PUBLICLY AVAILABLE (i.e., the information }s derved from
undlassified information available to the general public), or

¢. The identity of the U.S. PERSON is necessary to understand the FOREIGN INTELLIGENCE
information or assess its importance. The following nonexclusive list contains examples of the type of
information that meet this standard:

(1) FOREIGN POWER or AGENT OF A FOREIGN POWER. The information indicates that
the U.5. PERSDN is a FOREIGN POWER or an AGENT OF A FOREIGN POWER, i

{2) Unauthorized Disclosure of Classified Information. The information indicates that
the U.S. PERSON may be engaged in the unauthorized discigsure of ciassified information.

(3) International Narcotics Activity. The information indicates that the individual may
be engaged in international narcotics trafficking activities. (See Annex J of this USSID for further
information cancerning individuals involved in international narcotics trafficking).

{4) Criminal Actlvity. The information is evidence that the individual may be invoived
in a crime that has been, is being, or is about to be committed, provided that the dissemination is for
law enforcement purposes. ' -

(5} Intelligence TARGET. The information indicates that the. U.5. PERSON may be the
TARGET of hostile intelligence activitias of a FOREIGN POWER.

{6) Threat to Safety. The information indicates that the identity of the U.S. PERSON is
pertinent to a possibie threat to the safety of any person. or organization, including those who are
TARGETS, victj 5 0r hostages of INTERNATIONAL TERRORIST organizations. Reporting units shall
Identify toP85 ary rep r%_cnmaining the identity of a L1.5. PERSON reported under this subsaction (6). -
Field reporting to ould be in the form of a CRITICOMM message (DD XAD) and include the
regort date-time-group (DTG), product serial number and the reason for inclusion of the US.
PERSON'S identity.,

(7) Senior Executive Branch Officials. The identity is that of & senior official of the
Executive Branch of the U.5. Government. In this case only the official's title will be disseminated.
Damestic political or personal information on such individuals will be neither disseminated nor
retained,
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7.3, -{&-EEBY- Approval Authorities. Approval authorities for the releass of identities of U.S,
persons under Section 7 are as follows:

a. DIRNSA/CHCSS. DIRNSA/CHCSS must approve dissemination of;

(1) The identities of any senator, congrassman, officer, br employee of the Legislative
Branch of the U.S. Government. -

(2} The identity of any person for law enforcement purposes. -

b. Field Units and NSA Headquarters Elemants. All SIGINT production organizations are
authorized to disseminata the identities of U.5. PERSONS when: :

(1) The identity is pertinent to the safety of any person or organization.
(2) The identity is that of a senior official of the Executive Branch.

(3) The U.S. PERSON has CONSENTED under paragraph 7.2.a. above.

.

¢. DDO and Designees.

(1) In all other cases, J.5. PERSON identities may be released only with the prior
approvai o;éclge Daputy Director ;E{:Pperations, the Assistant Deputy Director for Operations, the
Chief, PES, the Deputy Chief, P85, or, in their absence, the Senior Operations Officer of the National
SIGINT Operations Center. The DDO or ADDO shall review ail U.S. identitles released by these
designees as soon as practicable after the release is made.

{2) For law enforcement purposes involving narcotics related information, DIRNSA has
granted to the DDO authority to disseminate U.S. identities. This authority may not be further
delegated. ! -

7.4. {U) Privileged Communications and Criminal Activity. All propesed disseminations of
information constituting U.5. PERSCON privileged. communications {e.g., attorneyrclient, .

doctor/patient) and all information concerning criminal activities or criminal or judicial proceedings -

in the UNITED STATES must be reviewed by the Office of General Counse! prior to dissemination. -

75. (U} Imp}apeﬁflnisseminaticn. If the name of a U,5. PERSON is improperly disseminated,
the incident should be reported togggwithin 24 hours of discovery of the error.
1

\
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SECTION 8 - RESPONSIBILITIES

8.1, (U) Inspector General. The Inspector General shall:

a. Conduct regular inspections and perform general oversight of NSNCSS actl\nties to
ensure compliance with this USSID.

b. Establish procedures for reporting by Key Component and Field Chiefs of their acti\‘rities
and practices for oversight purposes.

¢. Report to the DIRNSA/CHCSS, annually hy 31 October, concaerning NSA/CSS compliance
with this USSID, .

d. Report quarterly with the DIRNSA/CHCSS and General Counsel to the Prasident’s
Intelligence Oversight Board through the Assnstant to the Secretary of Defense (Intelligence
Oversight). ¢ .

8.2. (U) General Counsel. The General Counsel shall:
a. Provide legal advice and assistarice o all elements of the USSS regarding SIGINT
actw:tnes Requests for legal advice on any aspect of these procedures should be sent by CRITICOMM
to DDI XD, or by NSA/CSS secure telephone 963-3121, or STU 111 (301) 688-5015.

b. Prepare and process all applications for Foreign intelligence Survexllanca Court orders
and requests for Attorney General approvals required by these pracetiures.

¢. Advise the Inspector General in inspections and oversight of USSS activities.

d. Review and assess for legal implications as requested by the DIRNSA/CHCSS, Deputy

Director, Inspector General or Key Components Ch:ef aII new major requrrements and mterna[ly :

generated US55 activities.

e. Advise USSS personnel of new legisliation and case law that may affect USSS missions,
functions, operations, activities, or practices.

{. Report as required to the Attorney General and the Presmlentls Intelligence Oversight
Board and provide copies of such reports to the DIRNSA/CHCSS and affected abency elements.

g. Process requests from any DoD intelligence component for authority to use signals as
described in Procedure 5, Part 5, of DoD 5240.1-R, for periods in excess of 90 days in the developmeant,
test, or calibration of ELECTRONIC SURVEILLANCE equipment and other equipment that can intercept
communications.

1

Dl
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8.3. (U)Deputy Director for Operations (DDO). The DDO shall;

a. Ensure that all SIGINT production personnel understand and maintain a high degree of
awareness and sensitivity 1o the requirements of this USSID.

b. Apply the provisions of this USSID to all SIGINT production activities. The DDO staff
focai point for USSID 18 matters isggi(use CRITICOMM DDI XAD).

¢. Conduct necessary reviews of SIGINT production activities and practices to ensure
consistency with this USSID, .

LY

d. Ensure that all new major reguirements levied on the USSS or internally generated
activities are considerad for review by the General Counsel, All activities that raise questions of law or
the proper interpretation of this USSID must be reviewed by the General Counsel prior to acceptance
or execution.

8.4. (U) All Elements of the USSS. All elements of the USSS shall:
« a. Implement this directive upon receipt.

b. Prepare new procedures or amend or supplement existing procedures as required to
ensure adherence to this USSID. A copy of such procadures shall be forwarded to NSA/CSS, Attn: ﬂpgz&

<. Immediately infarm the DDO of any tasking or instructions that appear to raguire
actions at variance with this USSID.

d. Promptly report to the NSA Inspector General and consult with the NSA General
Counsel on all activities that may raise a question of compliance with this USSID:

SECTION 8 - DEFINITIONS

9,1. {5-2CCAGENT OF A FOREIGN POWER means:
a. Any person, other than a U.S. PERSON: who:

(1) Acts in the UNITED STATES as an officer or employee of a FOREIGN POWER, orasa
member of & group engaged in INTERNATIONAL TERRCORISM or activities In preparation therefor; or

(2) Acts for, or on behalf of, a FOREIGN POWER that engages in clandestine
intelligence activities in the UNITED STATES contrary to the interests of the UNITED $TATES, when the
cireumstances of such person's presence in the UNITED STATES indicate that such person may engage
in such activities in the UNITED STATES, or when such person knowingly aids or abets any person in
the conduct of such activities or knewingly conspires with any person to engage in such activities; or

h. Any persen, including a 1.S. PERSON, whe:

(1) Knowingly engages in clandestine intelligence gathering activities for, or on behalf
of, a FOREIGN POWER, which aclivities involve, ar may involve, a vialation of the criminal statutes of
. the UNITED STATES; or

—HANDLE-VIA COMINT CHANNELS ONEY—
—SECRET
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(2) Pursuant to the direction of an Intellrgence service or network of a FOREIGN
POWER, knowingly engages in any other clandestine inteliigence activities for, or on behalf of, such
FOREIGN POWER, which activities involve or are about to involve, a violation of the criminal statutes
of the UNITED STATES; or

(3) Knowingly engages in sabotage or INTERNATIONAL TERRORISM, or activities that
are in preparation therefor, for or on behalf of a FOREIGN POWER; or

{4) Knowingly aids or abets any person in the conduct of activities described in
paragraphs 9.1.b.(1) through (3) or knowingly conspires with any person to engage in those activitles.

«. For ail purposes other than the conduet of ELECTRONIC SURVEILLANCE as defined by
the Foreign Intelligence Survelllance Act (ses Annex A), the phrase "AGENT OF A FOREIGN POWER”
also means any person, including t.S. PERSONS outside the UNITED STATES, who are officers or
employees of a FOREIGN POWER, or who act unlawfully for or pursuant to the directionof a FOREIGN
POWER, or who are in contact with or acting in collaboration with an intelligence or security service
of a FOREIGN POWER for the purpose of providing access t¢ information or material classified by the
UNITED STATES Government and to which the person has or has had access. The mere fact that a

' person's activities may benefit or further the aims of 2 FOREIGN POWER is not enough to bring that

parson under this provision, absent evidence that the person is taking direction from or acting tn
knowing concert with a FOREIGN POWER.

9.2. ={E}—COLLECTION means intentional tasking or SELECTION of identified nonpublic
communications for subsequent processing aimed at reporting or retention as a file record.

9.3. {U) COMMUNICANT means a sender or intended recipient of a communication.

9.4. (U} COMMUNICATIONS ABOUT A U.5. PERSON are those in which the .S, PERSON is
identified in the communication. A U.S. PERSON Is identified when the person's name, unique title,
address, or other persohal identifier is revealed in the cammunication in the context of activities
conducted by that person or activities conducted by others and related to that person. A mere
reference to a product by brand name or manufacturer's name, e.g., "Boemg 707" is not an
Identlflcatron of a U.S. person.

9.5. {U) CONSENT, 'for SIGINT Ppurposes, means an agreement by a person or organization to
permit the USSS 1o take particular actions that affect the person or arganization. An agreemaent by an
organization with the Natm’nal Security Agency to permit COLLECTION of information shall be
deemed valid CONSENT if gwen on behaif of such organization by an official or governing bady
determined by the General Counsel, National Security Agency, to have actual or apparent authority
to make such an agreement.

9.6. (U) CORPORATIONS, for purposes of this USSID, are entities legally recognized as separate
from the persons who formed, own, or run themt. CORPORATIONS have the nationality of the nation
state under whose laws they were formed. Thus, CORFORATIONS incorporatad under UNITED STATES
faderal or state law are U.S. PERSONS.

9.7. (U) ELECTRONIC SURVEILLANCE means:
a.In the case of an electronic communication, the acquisition of a nonpublic

cammunication by electronic means without the CONSENT of a person who is a party 1o the
communication.

-SECRET—
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t.In the case of a nonelectronic communication, the acquisition of a nonpublic
communication by elactronic means without the CONSENT of a persan who is visibly present at the
place of communication, '
F
¢. The term ELECTRONIC SURVEILLANCE does not include the use of radio direction
finding equipment soiely to determine the Jocation of a transmitter.

9.8. £6)~ FOREIGN COMMUNICATION means a communication that has at least one
COMMUNICANT outside of the UNITED STATES, or that is entirely among FOREIGN POWERS or
betweaen a FOREIGN POWER and officials of a FOREIGN POWER, but does not include communications
intercepted by ELECTRONIC SURVEILLANCE diracted at premises in the UNITED STATES uled
predorninantly for residential purposas.

99. (U) FOREIGN INTELLIGENCE means information relating to the capabilities, intentions,
and activities of FOREIGN POWERS, organizations, or persons, and for purposes of this USSID includes
bath positive FOREIGN INTELLIGENCE and counterinteiligence.

9.10. (V) FOREIGN POWER means:

a. A forgign gavernmant or any companent t'!:t'e'reaf, whether or not recognized by the
UNITED STATES,

b. A faction of a foreign nation or nations, not substantially composed of UNITED STATES
PERSONS,

<. An entity that is openly acknowledged by & foreign government or governments to be
directed and controlled by such foreign gevernment or governments,

d. A group engaged in INTERNATIONAL TERRORISM or activities in preparation therefor,

e, A foreign-based political crganization, not substantially composed of UNITED STATES
PERSONS, or

f.: An entity that is directed and controlled by a foreign government or governments.

9.11, (U) INTERCEPTION means the acquisition by the,U3SS through electronic means of a
neonpublic communication to which It is not an Intended party, and the processing of the contents of
that communication into an intelligible form, but does not inciude the display of signals on visual
display devices intended to permit the examination of th? technical characteristics of the signals
without reference to the information content carried by the signal.

14
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9,12, (U) INTERNATIONAL TERRORISM means activities that:
a. Involve viglent acts or acts dangerous to human life that are a violation of the criminal

laws of the UNITED STATES or of any State, or that would be a ¢riminal violation if committed within
the jurisdiction of the UNITED 5TATES or any Stats, and

b. Appearto be intended:
(1) tointimidate or coerce a civilian population, -
{2) toinfluance the policy of a government by intimidation or coercion, or
(3) toaffect the conduct of a govaernment by assassination or kidnapping, and

c. Qccur totally outside the LINITED STATES, or transcend national boundaries in terms of
the means by which they are accomplished, the persons they appear intended to ceerce or intimidate,
or the |locale in which their perpetrators operate or seek asylum. )

9.13. (U) PUBLICLY AVAILABLE INFORMATION means information that has been published or
broadcast for general public consumption, is avaiiable on request to a member of the general public,
has been seen or heard by a casual abserver, or is made available at 8 meeting open to the general
public.

914 o

9.15, et |

8.16. .(U) TARGET, OR TARGETING: See COLLECTION.

9.17. {U) UNITED STATES, when used gecgraphicaliy, mcludes the 50 states and the Dlstrlct af
Columbia, Puarto Rico, Guam, American Samoa, the U.5. Virgin Islands, the Northern Mariana isla
and any other territory or possession over which the UNITED STATES exercises sovereignty.

9.18. {EH!NITED STATES PERSON:
a. A citizen ofthe UNITED STATES,
b. An alien lawfully admitted for permanent residence in the UNITED STATES,

. Unincorporated groups and associations a substantial number of the memhers of
which constitute a. or b. above, or
E
d. CORPORATIONS incorporated * in the UNITED STATES, including U.S. ; flag
nongovernmental aircraft or vessels, but not including those entities which are openly acknowled ged
by a foreign government or governments to be directed and controlled by them. f

by (1)

-HANDLE-VEA COMINECHANNELSONEY- 70 700

(b} {3]-P.L. 86-36
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. The following guidelines apply in determining whether a peréun jsa U.S. PERSON:

(1) A person known to be currently in the United States will be treated as a U.S.
PERSON unless that person is reasonably ldentified as an alien who has not been admitted for
permanent residence or if the nature of the persan’s communications or other indicla In the contents
or circumstances of such communications give rise to a reasonable belief that such person is not a U.5.
PERSON. .

(2) A person known to be currently ocutside the UNITED STATES, or whose location is
not known, will not be treated as a U.5. PERSON unless such person is reasonabiy identified as such or
the natura of the person s communications or other indicia in the contents or circumstances of suth
communications give rise to a reasonable belief that such person is a U.5. PERSON.

(3) A persan known to be an alien admitted for permanent residence may be assumed
to have lost status as a U.S. PERSON if the person leaves the UNITED STATES and it is known that the
person is not in compliance with the adrministrative fermalities provided by law (8 U._S.C. Section 1203)
that enable such persons to reenter the UNITED STATES without regard to the provisions of law that
would otherwise restrict an alien's entry into the UNITED STATES. The faliure to follow the statutory
procedures provides a reasonabie basis to conclude that such allen has abandoned any intention of
maintaining status as a permanent resident alien.

{8} An unincorporated assoclation whose headquarters are located outside the
UNITED STATES may be presumed not to be a U.S. PERSON uniess the USSS has information indicating
that a substantial number of members are citizens of the UNITED STATES or aliens lawfully admitted
for permanent residence.

(5) CORPORATIONS have the nationality of the nation-state in which they are
incorporated. CORPORATIONS formed under 1i.5. federal or state law are thus 1.S. persons, even if
the corporate stock is foreign-owned. The oniy exception set forth ghove is CORPORATIONS which
are openly acknowledged to be directed and controlled by foreign governments. Conversely,
CORPORATIONS incorporated in foreign countries are not L.5. PERSONS even if that CORPQRATION is
asubsidiary of a U.5. CORPORATION.

(8) Nongovernmental ships and aircraft are'Tegal entities and have the natlnnahty of

~. -the toumtry in which they are registered. Ships and aircraft fly the flag and are subjecr. 1o the Iaw of

their place pf registration.

ﬁ'
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ANNEX A

PROCEDURES IMPLEMENTING THE FOREIGN INTELLIGENCE
~ SURVEILLANCE ACT (U)

SECTION 1 - PURPOSE AND APPLICABILITY -

h

1.1. (U) The Foreign intalligence Survelllance Act (the Act) governs the conduct of certain
elactronic survaillance activities within the United States to collect foreign intelligence information.
A complete copy of the Act is found at Annex B to NSA/CSS Directive 10-30. The Act covers the
intentional collection of the cermmunications of a particular, known U.S5. person who is in the United
States, all wiretaps in the Unized States, the acquisition of certain radio communications where all
parties to that communication a-e lecated in the United States, and the menitoring of information in
which there is a reasonable e ;pectation of privacy. The Act requires that all such surveillances be
directed only at'foreign powe 's and their agents as defined by the Act and that all such surveillances
be suthorized by the Unitec States Foreign intelligence Surveillance Court, or in certain limited
circumstancas, by the Attorne s General.

SECTION 2 - GENERAL

2.1. {U) Procedures and standards for securing Court orders or Attorney General certifications
to conduct electronic surveillances are set forth in the Act. Requests for such ordars or certifications
shouid be forwarded by the appropriate Key Component through the NSA General Counse! to the
Director, NSA/Chief, CSS and should be accompanied by a statement of the facts and drcumstances
justifying a belief that the target is a foreign power or an agent of a foreign power and that each of
the facilities or piaces at which the surveillance will be directed are being used, or are about to be
used, by that foreign powe" or agent. If the propesed surveillance meets the requirements of thé Act
and the Director approves the proposal, attorneys in the Office of the General Counsel will draw the -
necessary court application or request for Attorney General cnjrfrt'iﬁtation.

SECTION 3 - MINIMIZATION PIROCEDURES

3.1. {5-€€0)-Survelilances authorized by the Act are required to be carried out in accordance
with the Act and pursuant 10 the court order or Attorney General certification authorizing that
particular surveillance. Ir some cases, the court orders are tailored to address particular problems,
and in those instances the NSA attorney will advise the appropriate NSA offices of the terms of the
colrt's ordars. In most cases, however, the court order will incorporate without any changes the
standardized minimization procedures set forth in Appendix 1.
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SECTION 4 - RESPONSIBILITIES

4.1. {U) The General Counsel will review all requests to conduct alectronic surveillances as
defined bythe Act, prepare all applications and materials required by the Act, and provide pertinent
iegal advice and assistance to all elements of the United States SIGINT System.

4.2, (U) The Inspector Genaral will conduct regular inspections and oversight of all SIGINT
activities to assure compliance with this Directive.

4.3. () All SIGINT managers and supervisors with responsibifities relating to the Act will
ensyre that they and their personnel are thoroughly familiar with the Act, its impfementing
procedures, and any court orders or Attorney General certifications pertinent to their mission.
Personnel with duties related to the Act will consuit the General Counsel's office for any required
legal advice and assistanice or training of newly assigned personnel., Appropriate records will be
maintained demonstrating compliance with the terms of all court orders and Attorney General
certifications, and any discrepancies in that regard will be promptly reported to the offices of the
General Counsel and inspector General.

A2
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UNITED STATES

FOREIGN INTELLIGENCE SURVEILLANCE COURT
3 WASHINGTON, DC
STANDARDIZED MINIAZATION
PBOCEDURES FOR NSA E| ECTRONIC SURVEILLANGES

Pursuant to Se'ction 101{h) of the Foreign Intslligence Surveliiance Act of 1978 (hereinaitertthe
Act"), the followir{% procedures have been adoptad by the Attorney General and shall be foliowed by the NSA
in Implementing this electronic survelllance: (U)

SECTION 1 —~ APPLICABILITY AND SCOPE (U)

Thesse procedures apply to the acquisition, retention, use, and dissemination of non=publicly
available information concaming unconsenﬁn%United States persons that is collected in the course of elec-
tronic surveillance as ordersd by the United States Forelgn [ntelligence Surveiliance Court under Section
102(b) or authorized by Attorney General Certification under Section 102(a) of the Act. These procedures
also apply to non-United States persons where specifically indicated. (U)

SECTION 2 — DEFINITIONS (U}

tn addition 1o the definitions in Section 101 of the Act, the following definitions shall apply to these

d) Acquisition means the collection by NSA through slectranic means[ comimu-
nicatlon to which it is not an intended party. (U) J

proceduras!

{b) Communications concerning a United States person include all communications in which a
United States person I$ discussed or mentioned, except where such communications reveal on!y publicly
available information about the person. (U) .

{c), Communications of & United States person include ali communications to whichi a United
States parson is a party. {{J) - D
- !

{d) Consent Is the agreement by a person or organization to permit the NSA to take particular
actions that affsct the person or erganization. To be effective, consent must be given by the affacted|person or
organization with sufficient knowledge to understand the action thelt may be taken and the possible conse-
quences of that action. Geonsent by an organization shall be deemed valid if given on behalf of the organizatfon
by an official or governing body determined by the General Counsel, NSA, to have actual or apparerit authority
to make such an agreement. (U) |

(&) Forelgn communication means a communication that has at least one cumrnunlcént outside

.of the United States, or that is entirely among:

(1) foreign powers; i

{2) officers and employess of foreign powers; or ' f

(3) aforeign power and ofiicers or employees of a foreign power. ;

i : (b1
All other communications are domestic communications, -(S~666)— E;} :33 o0 usC 403
() ¢3)-14 UsC 748
() {3)-P.L, 86-36

{C1 - Oct 97)
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Identification of a United States person means the name, unlque title, address, or other per-
sanal identifier of & United States person In the contet of activities conducted by that person or activitles
canducted by others that are related io that person. A reference 1o & product by brand name, or manufactur-
er's name of the Use of a name Ih & descriptive sense, e.g., "Monroe Doctrine,” Is not an [dentification of a
United States persan: ' .

. (g') Processad or processing means any step necessary o convert a communication into an In-
talligible form intended for human Inspection. {U)

{h) Publicly avallabls information means information that a member of the public could obtain on
request, by research in public sources, or by casual observation. (U) -

(} Technical data base means Information retsined for eryptanalytic, traffic analytic, or signal
explottation purposes.

() United States parson means a United States person as dsfined in the Act. The followin:

guidetines apply in determining whether a person whose status is unknown is a United States person: (U}

{1) A person known to be currently in the United States will be treated as a United States person
unless positively identifled as an afisn who has not bsen admitied for permanent residencs, or unless the
nature or circumstances of the LFer&mn's communications give riss to a reasonable belief that such person is
not & United Statgs person. (U)

{2) A person known to be currently oulside the United States, or whose location Is unknown, will
not be treated as a United States person unless such petson can be positively identiflad as such, or the nature
gliggrcumstancesz 3{ the person's communications give rise to a reasonable belief that such person is a Unitad

e85 person,

(3} A person known to be an alien admittad for permanent residence loses status as a United
States person if the person leaves the United States and Is not in compilance with Title 8, United States Code,
Section 1203 enabling re—entry into the United States. Failure to follow the statutory procedures provides a
reasonable basis to concluda that the allen has abandoned any Intention of maintaining his status as a perma-
nernt resident alien. (U) -

54} An unincorporated association whose headquarters or primary ‘office Is located outside the
United States Is presumed not to be a Unitad States person unless there is information indicating that a sub-
star_giai num(tl:ﬁr of its members are citizens of the United States or aliens lawfully admitted for permansmt
residencs.

SECTION 3 ~ ACQUISITION AND PROCESSING ~ GENERAL {U)

{a) Acquisition (U)

. The acquisition of information by electronic survefllance shall be made in accordance with the
certification of the Aﬂomg{ General or the court order autiiorizing such surveillance and eonducted in & man-
ner designed, to the E‘gra agt extent reasonably feasible, to minimize the acyuisifion of information not rele-
vant to the authorizad purpase of the surveiflance.

- et

(b) Veriflication (U)

At the Initfation of the electronic sutvelllance, the NSA or the Federal Buréau of Investigation, if
providing operational support, shall verify that the communication lines or telephone numbers being targeted
are the lines or numbers of the target authorized by court order or Attorney General certification. Thereater,
collestion personnial will monitor the acguisition of raw data at regular intervals to verlfy that the surveiliance Is
not avoidably acquiring communications outside the authorized scope of the survelllance or information con-
ceming Unlted Staies persons not related to the purpose of the survelifance.

. HEANDEE VIA COMINT CHANNELES-ONLEY—
“SECRET—
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(¢} Monitoring, Recording, and Processing (U)

(1) Electronic survelllance of the targst may be monitored contemporaneously, recorded auto-
matically, or both, ()
-

(2} Personne! who monitor the slectronte survelllance shall exercise reasonable judgement
In determining whether particutar information acduired must be minimized and shall destroy inadvertently ac-
qufred communlcations of or concerning a United States person &t the earllest practicabls point in the proc-
essing cycle at which such comminication can be Identified either as clearly not relsvant 1o the authorized
purpose of the survelliance {e.g.. the communication dess not contain forelgn intelligence Information} or as
containing evidence of a crime which may be disseminated under these procedures.(3=-860)-

(3} Communijcations of or concerning United States persons that may be related to the altho-
tized purpose of the survelllance may be forwarded to analvtic personnel responsible for producing Intelli-
gengce Information from the collected data. Such ¢communications or information may be retalned and dissem-
inated only in accordance with Sections 4, 5, and 6 of these procedures. ~Sy—

4) Magnetic tapes or other storage medla that contsin acquired communications may be pro-
cessed.-—(&-éeej- '

(5) Each communication shall be reviewed to dstermine whether It Is a domestio or foreign com-
munication 1o or from the targeted premises and Is reasonably befisved to contain forelgn Intelligence infor-
mation or evidence of a crime. Only such communications may be procassed. All other communications may
be retained or disseminated only in accordance with Sections 5 and & of these procedures.—{E—-586r—

Magnetic tapes or other storage media contal ign

8
| l;n ?gent!m and geisct cormmunications for analysis.

Nic i)

[Ts=cTeT—

Further procassing, retention and dissemination of foreign communications shall be made In
accordance with Sections 4, 6, and 7, as gpplicable, below. Furher pracessing, storage and dissemination of
inadvertently acquired domestic communications shall be made in accordance with Sections 4 and 5 be-
low. 8-C60—

[d) us. Persor},s‘-E'iﬁployed by the Forelgn Power {61

used and retained as-otherwise provided in these procedures except that:

(.1-)"“Such United States persons shall not be ideniifled In connection with emy communication
that the perscn places or receives on behaif of another unless the identification is permitted undsr Section 6 of
these procedurgs; and

{2) personal communications of United States persons that could not be foreign Intalligence
may only be retained, used, or disseminated in accordance with Section 5 of these procedures,

{e} Destruction of Raw Data<{6}— .

Comﬁ‘uuniqaﬁans of or congcernin ﬁ United States persons employed by a foreign powar may be .

dance with the standa P ommulcations and other information, in any form,
-~4hat'do not meet such retention standards and that are known to contain communications of or concsming
United States persons shall be promplly destroyed.

1)
{b) [3)-50 USC 403

{b) (3)-P.L. 86-36 -
{b) [3)-18 UsC 798

—HANDEE- VIA- COMINT CHANNEES ONEY—
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Cl-0Oct 9
A=174 ¢ n



— | e ——— .

DOCID; 3037143 - SECRET- - USSID 18 ANNEX A
. : *  APPENDIX 1
27 July 1993

{f) Non-pertinent Communications (U}

. (1) Communications determined to fall within estabiished categorles of non--pertinent cornmu-
nications, such as thoee set forth in subparagraph ée) of this gection, should not he retained unless they con-
tain information tpat may be disseminated under Sactions 5, 6, or 7 below. (U) .

{2) Monltors may listen fo all communications, inciuding thoss that initlally appear to fall within
established categories until they can reasonably determine that the communication cannct be disseminated
under Sections 5, 8, or 7 below,

r(‘:13) Communications of United States persons will ke analyzed to establish categories of com-
munications that are not psrtinent to the authorized purpose of the survelliance, (U)

Y

(4) These categories should be eatablished after a reasonable period of monitoring the commu-
nications of the fargets. (U)

{(5) Information that atﬁ ears to be foreign intelligence may be ratained even if It Is acquired as a
part of a communication falling within a category that s generally non-pertinent.

(6) Categories of non—pertinent communications which may be applied in these suyvelilance

include: .
() Calls to and from Unted States Govémment officials:
(i} Calls to and from children;
{iii) Calls to and from studsnts for information to ald them In academic endeavors;
{iv) Calls between family members; and
ot (v} Calls relating solely to personal services, such as food orders, transportation,

{g) Change in Target's Location or Status 5-SS6r

(1) During periods of known extended absence by a targeted agent of & foreign power from.
premises upder surveillance, only communications to which the target is a party may be ratained and dissem|-
nated. {S=&60)—

(2) When there is reason to belleve that the target of.an slactrenic surveillance is no longer a
foreign power or an agent of a foreign power, or no longer occupies the premises authorized for survelilance,
that electronic survelllance shall be Iimmediately terminated, and shall not resume unless subsequently ap-
Eroved under the Act. When any person involved in collection or processing of an electronic surveillance

eing conducted pursuant to the Act becomes aware of informatlon tending to indicate a material change in
the status or iocation of a targst, the person shall Immediately ensure that the NSA's Office of General Coun-
sel Is also mecde aware of such information.

SECTION 4 — ACQUISITION AND PROCESSING — SPECIAL PROCEDURES (U)

(8) Collection Against Residential Pramises{8-666+—

(1) An elsctronic survelliance directed against premises located In the United States and used
for residential purposes shall be condusted by technicg] Tje?tr;sddeslgn g 1o limit the information acauired fo
i eUntedStates{ |

The technioz| meaTTs employed Shall Consist o)

“lby 1)
(b} {3)~-18 UsC 790
SECRET— 1B} (3)-E.1., B6-36

(CL1=0ct97)  (6)(3)-80 UsC 403
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() Domestis commurioations tht as incdntally ac liired duringcollection against residentia!
premﬁ'ses _{s‘hai e handled under Sgetion 5 of these pmcedure§,. . =

(b) Attorney—Client Communications &

i As soon as it becomes apparent that & commumcaﬁon |s between a person wha Is known {o be
unUer riminal Indictment and an attomey who represenits that individua] in the matter under indictment (or
someone acting or behalf of the attcmeyy monitoring-of that cofmmunication will cease and the communlca-
tion ghall be Identified as an attorney-client comrnunicaﬂon in-& log malntained for that purpose. The relevant

porlion of the tape confaining that conversation will.be placed under seal and the Depariment of Justice, Office
pf Inteliigence Polizy and Review, shall be notiied so that-appropriate proceduras may he established to pro-
/tect such communications from review or use’in any cfiminal prosecution, while presarving foreign intelli-
/ gahce information contained therein. .

SECTION 5 ;.-'-ﬁonge'éﬂc COMMUNICATIONS (U)

{a) Dissemlnat:on (U)

Communicatlons ldentiﬁed as domestic communications shall be promptly destroyed, except
that: -

(n domestlc communlcataons that are reasonably believed to contain forelgn inteltigence infor-
mation shall be disséminated to the Federal Bureau of lnves ation flncluding United States person identi-
tlies} for possible furthe; dlssemlnatlonlby the Fedaral Bureau lnvest ation in accordance with its minimiza-
fion prccedures.

ﬁ

@y domsstic comrnunications that do not contaln foreign intelligence information, but that are
reasonablg{ balieved to contain evidance of a crime that has been, is being, or |s about to be commitied, shall
be disserilnated (including United States person fdentities) to appropriate Federal law enforcement authori-
tles, in ancérdance with Section T106(h) of the Act and crimes reporting procedures approved by the Secretary
of DefenSe and the Attomey General; and

e (3) domestic communications that are reagonably believed to contain technlcal data base infor-
matiun. as deﬂned in Section 2(), may be disseminated to the Federal Bursau of investigation and to other
- -elements of the U.S. SIGINT systam. (8-S

(b} Ratention (U)

(1) Domestlc communications disseminated to Federal law enforcement agencles may be re-
tained by the NSA for a reasoneble period of time, not to excead six rmonths (or any shorter petiod set by court
order), to permit law enforcement agencies to determine whether access to original recerdings of such com-
munications is required for law enforcement purposes.

‘o) (1) ~-HANDEE- VA COMINT CHANNEES ONLY ™
(1) (3)-50 Usc 403 “SECRET-
(b) (3)-18 USC 798 (C1-0ct 97

(b) (3)-P.L. 86-36 A-lle
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{2) Domestic communications reasonably belisved to contain technical data base Information
may ba retained for a pericd sufficient to allow a thorough expioltation and to permit access to data that are, or
ars reasonably befleved likely to becoms, relevant to a current or future foreign intelligence requirement.
Sufficient duration may vary with the nature of the explcitatton.

[

a. In the context of a cryptanalytic effort, maintsnance of technical data bases raguires reten-
tion of ail communications that are enciphered or reasonably belleved to contain secret meaning, and suffi-
clent duration may consist of any period of fime during which encrypted material ls subject to, or of use in,
cryptanalysis. {8=-CC0™ -

b. In the case of communications that are not enciphered or ofherwise thought to contaln secret
meaning, sufficient duration is one year unless the Deputy Director for Operations, NSA, determines in writing
that retantion for a longer periad fs required to respond fo authorized foreign Intelligence or counterinteliigence
requirements. .(S-ng—

SECTION 6 ~ FOREIGN COMMUNICATIONS OF OR CONCERNING UNITED
STATES PERSONS (U)

(=) Retention (L) ' .

Forelgn communications of or conceming United States persons acquired by the NS8A in the
course of an electronic survelliance subject to these procedures may be retained only:

(1} if necessary for the maintenance of technical data bases. Retention for this purpose is
permitted for a perlod sufficient to allow a thorough exploitation and to permit access to data that are, or are
reasonably believed likely to becoma, relevant to a current or future foreign intalligence requirement. Suffi-
cient duration may vary with the nature of the exploitation.

a. 1n the context of a cryptanalytic effort, maintenance of technical data bases re-
quires retention of all communications that are enciphered or reasonably belleved to contain secret meaning,
and sufficient duration may consist of any period of ime during which encrypted materlal Is subject to, or of
use in, cryptanalysis.

- !

b. In the case of communications that are not enciphered or otherwise thought to
contain secret meaning, sufficient duration is one yeer unless the Deputy Director for Operations, NSA, deter-
mines in writing that retention for a longer period Is required 1o respond to authorized foreign Intelligence or
counterintelligence requirements;

(2) If dissemination of such communications with reference to such United States persons
would be permitted under subsaction (b) below; or : .

(3) if the Information Is evidence of & crime that has been, is being, or is about to be committed
end Is provided to appropriate federal iaw enforcement authorities. {9=-8C0T i

(b) Dissemination {U)

A report based on communications of or concerning a Unlted States paréon may be dissemi-,

nated In accordance with Section 7 If the [dentity of the Unlted States person Is deleted and a generic term or
symbol ls substituted so that the Information cannoet reasonably be connected with an Identiflable United
States person. Otherwise dissemination of intelligence reports based on communications of or concerning a
United States person may only be made 1o a recipient requiring the Identity of such person tor the performance
of official dutiea but oniy If at least one of the following critena Is also met: .

{1} the United States person has consented o dissemination or the information of or conceming
the United States person is available publicly;

’ (2) the ldentity of the United States person is necessary to understand forsign intelligence
information or assess its importance, e.p., the identity of a senior official In the Executive Branch;
—HANPEE-VIA-COMINT-CHANNEES ONEY—

(C1 - Oct 97)
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(3) the communication or information indicates that the United States person may be:

{A) an agent of a foreign power;

»

{B) a foreign power ag defined In Section 101(a)(4} or (6) of the Act;

pmam

C) residing outside the United States and holding an official position in the govern-

ment or military forces of( a foreign. power,;

(D) & corporation or other entity thet s owned or conirolied directly. or indirectly by a

foreign power, or

(E) aocting in collaboration with an intelligence or security service of a forelgn power

and the United States persan has, or has had, access to classified nationa! security information or material.

{4) tha communication or information indicates that the United States person may be the target

of Intelligence activities of a foralgn power;

(6) the communication or information indicates that the United States person is engaged in the
unauthorized disclosure of classified national security information; but only after the agency that originated

the Information certifies that it Is properly classified;

In international terrorist activities;

(6{ the communication ot Information indicates thet the United States person may be engaging

{7) the ecquisition of the United States person’s cemmunication was authorized by a court order
issued 'pursuant ta Section 105 of the Act and the communication mey relate fo the foreign intslfigence pur-

pose of the surveillancs;

{8) the communication or information Is reasenably belleved to contain evidence that a crime
has been, is being, or Is about to be committed, provided that dissemination is for law enforcement purposes
and is made in accordance with Section 106(b) of the Act and crimes reporting procedures approved by the

Secretary of Defense and the Attomey General. (U)

SECTION 7 —~ OTHER FOREIGN COMMUNICATIONS (U)

Foreign communications of or conceming a non-United States person may ba retained, used,

and disseminated in any farm in accordance with other appiicable faw, regulation, and policy. (U}

SECTION 8 -} ls-eeoy
izl -
o ‘ |
ol
)

i

{C1=0ct 97)

{b)y (1)
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Approved by Attotney Genal_j_alfdanet Reno on 1 July.1997-

By {1l)

{b} (3)-18 USC 798
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OPERATIONAL ASSISTANCE TO THE
FEDERAL BUREAU OF INVESTIGATION (U)

SECTION 1 - GENERAL .

1.1. (U) In accordance with the provisions of Sectlon 2.6 of E.Q. 12333, and the NSA/FBI
Memorandum of Understanding of 25 Novemnber 1980, the National Security Agency may provide
specialized equipmert and technical knowledge to the FBI to assist the FBI in the conduct of its lawful
functions. When requesting such assistance, the FBI will certify to the General Counsel of NSA that
such equipment or technical knowledge is necessary to the accornplishment of one or more of the
FBI's lawful functions.

1.2. (U) NS& may also provide expert personnel to assist FBI personnel in the operation or
installation of speriziized equipment when that equipment is to be employed to coliect foreign
intelligence. Wher raquesting the assistance of expert personnel, the FBI will certify to the General
Counsel that such assistance is necessary 1o collect foreign intelligence and that the approval of the
Attarney General ;a=d, whan necessary, a warrant from & court of competent jurisdiction) has been
obtainad.

SECTICN 2 - CONTROL

2.1. {U} No cperational assistance as discussed in Secticn 1 shall be provided without the
express permission of the Director, NSA/Chief, C55, Deputy Director, NSA, the Deputy Director for
Operations, or the Deputy Director for Technology and Systems. The Deputy Director for Operations
and the Deputy Director Tor Technology and Systems may approve requests for such assistance only

with the concurrence of the General Counsel.
I .

¢
4

l

B/l
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ANNEX C

SIGNALS INTELLIGENCE SUPPORT TO U.S. AND ALLIED MILITARY
'EXERCISE COMMAND AUTHORITIES (U}

SECTION 1 - POLICY

1.1. &}5ignals Intelligence support to U.S. and Allled military exercise command authorities Is
provided for In USSID 56 and DoD Directive 5200.17 (M-2). Joint Chiefs of Staff Memorandum
MICSt11-88, 18 August 1988, and USSID 4, 16 Decamber, 1988, establish doctrine and procedures for
praviding signals intelligence support to military commanders. The procedures in this Annex provide
policy guidelines for safeguarding the rights of U.S. persons in the conduct of exercise SIGINT support
activities. T

SECTION 2 - DEFINITIONS

2.1, (U) The term "Mllitéry Tactical Communications" means United States and Alliad military
exercise communications, within the United States and abroad, that are necessary for the production
of simulated foreign Intelligence and counterintelligence or to permit an analysis of communications
security.

SECTION 3 - PROCEDURES

-

3.1, {#2€88) The USS5 may collect, process, store, and disseminate military tactical
communications that are also communications of, or concerping, U.S. parsans.

a. Collection efforts will ba conducted tn such a manner as to avoid, to the extent feasibie,
the intercept of non-exercise-related communications.

b. Military tactical communications may be stored and processed without deletion of
references to U.S. persons if the names and communications of the U.5. persons who are exercise
participants, whether military, government, or contractor, are contained in, or such communications
constitute, exercise-related communications or fictitious communications or information prepared
for the exercise.

c. Communications of LS, persons not participating in the exercise that are inadvertently
intercepted during the exercise shall be destroyed as soon as feasible, provided that a record
describing the signal or frequency user in technical and generic terms may be retained for signal
identification and Collection-avoidance purposes. inadvertently intercepted communications that
cantain anomalies in enciphered communications that reveal a potential vulnerabiiity to United
States communications security shouid be forwarded to the NSA Deputy Director for Information
Systems Security. .

@'\
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d. Dissemination of military exercise communications, exercise reports, or information
files derived from such communications shall be limited to those authorities and persons participating
irt the exercise or conducting reviews and critiques thereof.’
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ANNEXD
TESTING OF ELECTRONIC EQUIPMENT (U)

SECTION 1 - PURPOSE AND APPLICABILITY -

-

1.1. {U) This Annex applies to the testing of electronic equipment that has the capability to
intercept communications and other non-public information. Testing inciudes deveiopment,
calibration, and evaluation of such equipment, and will be conducted, to the maximum extent

' practical, without interception or manitoring of U.S. persons.

- SECTION 2 - PROCEDURES

2.1. (U) The US55 may test electronic equipment that has the capability io intercept
communications and other information subject to the following limitations:

a. Tothe maximum extent practical, the following should be used:

(1) Laboratory-generated signals,

{2} Communications transmitted betweesn terminals focated outside the United States
not used by any known U.S, person, *

(3) Official government agency communications with the consent of an appropriate
official of that agency, or an individual's communications with the consent of that individual,

(4) Public broadcast signals, or

{5) Other communications in which there is no reasoplable expectation of privacy (as
approved in each instance by the NSA General Counsel), ’

b. Where itfs not practical to test electronic equipment sclely against signals described in
paragraph 2.1.a., above, testing may be conducted, provided:

(1) the proposed test is coordinated with the NSA General Caunsel;'

(2} the test Is limited in scope and duration to that necessary to determine the
capability of the equipment;

{3) no particular person is targeted without consant and it is not reasonable 1o obtain
the consent of the persons incidentally subjected to the surveillance; and

{4) the test does nut exceed 90 calendar days.

nn ¢
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¢. Where the test invelves communications other than those identified in 2.1 .2. and a test
period longer than 90 days is required, the Foreign Intelligence Surveiliance Act requires that the test
be approved by the Attorney General. Such proposals and plans shal! be submitted by US55 elements
through the General Counsel, NSA, to the Director, NSA/Chief, CSS for transmission to the Attorney
General. The test proposal shall state the requirement for an extended test involving such
communications, the nature of the test, the organization that will conduct the test, and the proposed
disposition of any signals or communications acquired during the test.

2.2. (U) The content of any communication other than communications between non-U.S.
persons outside the United States which are acquired during a test and evaluation shall be:

a. retained and used only for the purpose of determining the capability of the electronic
equipment;

b. disclosed only to persons conducting or evaluating the test; and .

¢. destroyed before or immediately upon completion of the testing. .
2.3. (U) The technical paramaters of a communication, such as frequency, medulation, and
time of activity of acquired electronic signals, may be retdined and used for test reporting or
coliection-avoidance purpases. Such parameters may be disseminated to other DoD intelligence
companents and other entities authorized to conduct electronic surveillance, provided such
dissemination and use are limited to testing, evaluation, or collection-avoidance purposas.
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ANNEX E
SEARCH AND DEVELOPMENT OPERATIONS (U)

¥

SECTION 1 - PROCEDURES -

-~

1.1. (U} This Annex provides the proceduras for safeguarding the rights of U.S. persons when
conducting SIGINT search and development activities.

1.2—{$=CCOY The US5S may conduct search and development activities with respect to signals
throughout the radio spectrum under the following lim{tations:

a. Signais may be coliected only for the purpose of identifying those signals thait:

&) may contain information reiated to the ‘production of foreign intelligence or
counterintelligence;

{2) are enciphered or appear to contain secret meaning;

(3) are necessary to assure efficient signals intelligence collection or to avoid the
collection of unwanted signals; or,

(4} reveal vuinerabilities of United States communications security. -

b. Communications criginated or intended for recelpt in the United States or originated
or intended for receipt by LS. persons shall be processed in accordance with Section 5 of USSID 18,
provided that information necessary for cataleging the constituent elements of the signal
environment may be processed and retained if such information deces not identify a 1.5, person.
tnformation revealing a United States communications security vulnerability may be retained.

c. Informatlon necessary for cataloging the constituent elements of the sagnal
environment may be dlssemrgated 1o the extent such information does not identify 1.5, persons,
Communications equipment “nomenclature may be disseminated. Information that reveals a
vulnerability to United States communications security may be disseminated to the appropriate
communications security autthtl as.

d. All information obtained in the process of search and development that appears to be

of foreign intelligence value may be forwarded to the proper analytic office within NSA for
processing and dissemination in accordance with relevant portions of LISSID 18.

E/l
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ANNEX G

TRAINING OF PERSONNEL IN THE OPERATION AND USE OF SIGINT
COLLECTION AND OTHER SURVEILLANCE EQUIPMENT (U)

SECTION 1 - APPLICABILITY ;

-

1.1. (U) This Annex applies to all U555 use of SIGINT collection and othet surveillance
equipment for training purpases.

SECTION 2 -POLICY

2.1. (U) Trafning of US55 personnal in the operation and use of SIGINT callection equipment
shall be conducted, to the maximum extent that is practical, without interception of the
communications of U.S. persons or persons in the United States who have not given consent to such
intercaption. Communications and information pratected by the Foreign Intelligence Surveillance Act
(FiSA) {see Annex A) will not be collected for training purposas.

SECTION 3 - PROCEDURES

3.1, {U) The training of USS5 personnel in the operation and use of SIGINT collection and other
surveillance equipment shall include guidance concerning the requirements and restrictions of the
FISA, Executive Order 12333, and Us5I1D 18,

3.2. (U) The use of SIGINT collection and other surveiilance equipment for training purposes is
subject to the following limitations: ' )

a. Tothe maximum extent practical, use of such equipment for training purposes shall be
directad against otherwise authorized intelligence targets;

b. The contents of private communications of nonconsenting U.S. persons may not be
acquired unless the person is an authorized target of electronic surveillancs; and

¢. The electronic surveillance will be limited In extent and duration to that necessary to
train personnel in the use of the equipment.

3.3, (U) The limitations in paragraph 3.2. de not apply in the following instances:
a. Public broadcasts, distress signals, or official United S$tates Government

communications may be monitored, provided that, where government agency communications are
monitored, the consent of an appropriate official is obtained; and

G/l
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b. Minimal acquisition of information is permitted as required for calibration purposas.

3.4. (U) Informatlon collected during training that involves autherized Intelligence targets
may be retained In accordance with Section 6 of USSID 18 and disseminated in accordance with
Section 7 of USSID 18. Information other than distress signals coliected during training that does not
involve authorized intelligence targets or that is acquired inadvertently shall be destroyed as soon as
practical or upon completion of the training and may not be disseminated outside the USSS for any
purpose. Distress signais should be referred to the DDO.

-
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ANNEXH
CONSENT FORMS (U)

SECTION 1 - PURPOSE -

-

1.1. (U) The forms set forth in this Annex are for use in recording consent by U.S. persons for
USSS elements to collect and disseminate foreign communications concerning that person. The first
form is consent to collect and disseminate a U.S. person's communications as well as references to that
person in foreign communications. The second form is consent to coliect and disseminate only
references to the U.S. person and does not include communications to or from that person.

1.2. (U) Section 4.1.c. of USSID 18 states that the Director, NSA/Chief, CS5 has authority to
approve the corisensual collection of communications to; from or about U.S. persons. Elements of the
USSS pronosing to conduct consensual collection should forward a copy of the executed consent form
and ary pertinent information to the Director, NSA/Chief, CSS for approval,

1.3. {U) The forms provided on the followmg pages may be reproduced, provided the security
classifcations (top and bottom) are removed. It is the responsibility of the user to properly reclassrfy
the document in accordance with requisite security guidelines.
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27 July 1993
CONSENT AGREEMENT

SIGNALS INTELUIGENCE COVERAGE
l , hereby consent to the Naticnal Security Agency

undertaking to seek and disseminate communications to or from or referencing me in foreign
communications for the purpose of

This consent applies to administrative messages alerting elements of the United States Signals
Inteliigence System to this consent, as well as to any signals intelfigence reports that may relate to the
purposa stated above, p

Except as atherwise provided by Executive Order 12333 prncedures, this consent covers anly
information that relates to the purpose stated above ‘and is effective for the period
to

Sigrials intelligence reports containing information derived from communications to or from
me may only be disseminated 10 me and to . Signals intelligence reporis
corttgining information derived from communications referencing me may only be disseminated to
me and to except as otherwise permitted by procedures under Executive
Order 12333..

{SIGNATURE)

(TITLE)

{DATE)
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27 July 1993

CONSENT AGREEMENT
' SIGNALS INTELLIGENCE COVERAGE

l, hereby consent to the Natlonai Security Agency
undertakmg o seek and disseminate references 1o me in foreign communications for the purpose of

This consent applies to administrative messages alerting elements of the United States Signals
Intetligence System to this consent, as wall as to any signals intelligence reports that may relate to the
purpose stated above.

Except as atherwise provided by Executive Order 12333 procedures, this consent covers only
references to me in foreign communications and lnformat:on therefrom that relates to the purpese
stated above and is effective for the pericd * to .

Signals intelligence reperts containing information derived from comrnunications referencing
me and related to the purpose stated above may only be disseminated to me and to
except as ctherwise permitted by procedures under Executive Order

12333,

(SIGNATURE) y

(TITLE} \

{DATE)

7 i)
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., NATIONAL SECURITY AGENCY
31 CENTRAL SECURITY SERVICE
oy FortGeorge G. Meade, Maryand

UNITED STATES SIGNALS INTELLIGERCE DIRECTIVE

24 April 1986

USSID 18
ANNEX J

PROCEDURES FOR MONITORING RADIO
COMMUNICATIONS OF SUSPECTED
INTERNATIONAL NARCOTICS
TRAFFICKERS (FOEO)

OrC: D2

LETTER OF PROMULGATION

-(-S-eee)rThis Annex 1mplements Sect:ons 2 3 and 2.6. (b) of Execunve Orde

(U) If this edifion is not needed, destroy it and notify DIRNSA/CHCSS (P0442, USSID Manager) of the
destruction and pertinent details. Also, notify P0442 if this document is destroyed because of an emergency
action,

(UN) The authority for approving requests for the reproduction or the removal of any pottion of this USSID
for use within the United States SIGINT Systern rests solely with the USSID Manager or the lacal

10f'6 ) 2D V22D P
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Designated USSID Representative. Any other reproduction or removal of parts of this document is
prohibited.

'Eb)(BJ-P‘L. 86-36

WILLIAM E. ODOM
Lientenant General, USA
Director, NSA/Chief, CSS

B T B s T oo o - — e
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SECTION 1 - PURPOSE AND SCOPE

SECTION 2 - DEFINITIONS

2.1.7(8$=E€6)-The following definitions apply to this Annex only. Unless contradicted or otherwise
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th) {3)~50 USC 403
Ib) (3)-18 UsSC 798
(P} {3)-P. L. B6-36
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