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MEMORANDUM FOR THE ASSISTANT TO THE SECRETARY OF DEFENSE 
(INTELLIGENCE OVERSIGHT) 

SUBJECT: (U//FOUO) Required Actions for the CY 2007 Inte11igence Oversight Report to 
Congress-- INFORMATION MEMORANDUM 

(Ui/FOUO) In accordance with your memorandum of 15 November 2007, the enclosed 
consolidation ofthe National Security Agency's Quarterly Reports to the President's Intelligence 
Oversight Board for calendar year 2007 is provided to assist the Secretary of Defense in 
preparation ofhis Annual Report to Con&rress. 

GEORtfri~LARD 
//I 

Inspector General .. ·· 
.(b) (3)-P.L. 86-36 

End: 
Annual Report 
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1. (Ulfi'iOUO} Intelligence, counterintemgence, and intemgenceH·eiated activities 
that violate law, regu1ation, or policy substantiated during the quarter, as well as 
any actions taken as a result of the violations. 

(U) Intelligence Activities ........ · .... ~~~ ~;~-P.L. 86_36 
.. ······· 

(T81}81'/REL TO us:A";···;VEY) Unintentional coHection against United States (U.S.) 
persons. On0·6ccasions Signals Intelligence (SIGINT) analysts inadvertently 
collected eommunications to, from, or about U.S. persons while pursuing fonO\igo. 
intelligence tasking wen~ reported in. calendar year 2007. 

rrMrt 'lr'T IV...T.'IT m.r;. T '>'r-1 ' '· •·.-.~-,r 
. h -f ' ... v .......... 1 

(b.l. ( ll 

~~~T;}~.;;\ s~6;6~4 (i l 

(l!l/ttSI/71tEL 'fO U3A, !i"VE"'l) There \vere Oin.s.t.~nces of unintentional coUection 
resulting fl:·om poorly constructed database querie·s·~ .. ·and ... two incidents resultin. from 
human error. In one case the ana]vst ne lected 

:::and hj the 
~o~t~.-e-r-a~t-.~~in-g~m~i-st~~~e-w_a_s~m-a~e-.~~~~~~~~~~~-_-_-.. ~--.-~ ... ~;;)~~~~~;~-P.L. 

(S//BYIREL 'fO BSA, l"''BY) On[}occaSlO;;;;; t~rg~:=i~al~-tJi<i~~~:: be ~ 
legitimate and foreign were found to hold U.S. citiz.~nsl.)ip·O'~ permanent resident\ 
status after they had betm tasked fox collection: .... ··::::::.............. \ \ 

······ .... \ \ 
.... ·· 

(~n·s~EL ·:o usA, ~YflY)·o·!~t .... _,l~...:.o.:;;.;cc=···~:.::·~i=o:.:.;;,n;;;.::s, .... l ____________ 
1
,....\l 

the Umted States .... .An:oth~~r target{ I I fo"the United States . .__---------------~ 

········ ...... ,:::::;::::::: ...... . 
(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-18 usc 798 
(b)(3)-50 usc 3024(i) 

Derived From: NSA/CSSM J.-52 
Dated: 20070108 

Declassify On; 20320108 
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(b) (.:l) I .............................. . .__ _ ___,r .................................................................... . 
(b) (3)-18 usc 798 
(b) (3)-50 usc 3024(1) 

(8/fSI//RElL TO USA) Fil.E''t) Action Taken. rfhe selectors for the affected collection 
were detasked from selection management systems used to manage and ta~~ ................... . 
selectors on <:ollection systems! I·Uninten:tiotrally.iri't(~i;cei}fed .. electronic (b)(1) 

'1 d . . . d ] t d D d f d (b)(3)-P.L. 86-36 mm an vmce co:mmurucatwns were .e .e ·e . ata was :remove ·-rom ata storage 
systems. Corrective actions were taken to lessen the risk of recurrence included 
additional training and education and changes to internal eontrols and software. 

(8//Sl/fREI.~ 'fO USA, F'VEF'{) Unintentional dissemination of U.S. identities. During 
this quarter,O~nGINT products were canceUed because they contained the -
identities of U.S. persons, organizations, or entities. In all instances. the reports 
were either not rei.~sued o.r were reissued with the proper minimization. 
Additionally,! 1.\J.S. identities wt-1re rc~leased without proper authority as a result 
of tips, analysis of (;y,ents, or being included in a briefing slide. The data for the 
I lviolatio.n.s was rf!called, cleared from comp·uter hard drives. and dest:coved . 

.. ..................... )'(b-) ( 1 ) . .. .. ,,,,,, ..... (~,~1 .. ( 1 ) . 
.. /\(b) .. (:j"j--p L 86_ 36 ..... ::: .. ·· (?-~h:l_)-50 USC 3024(~) 

· ...- : .. --.: .. • ...... ·: ... ····· (o )\( 3 r--.p. L. 86-36 

(8//SIHfff.?) The Pr6tedt Ameri~ei"'Act of 2007 · ) · \ >··. ·" ·····: · ... 
.. ...- ·v l 

hi the United States. lit instanees, as , 
.__re_q_u-:· i~r-ed-.;o. "'l"b-y~t"'l"·h-e"""P="A-:--:-A-~"""q-o':'!:ll-ec-t-:"io-l-1_.Was suspended immediately until the target leflhhe 

United States. In one ~.nstance analvsts noted the taro-et's resence .in the l:Jnit6d 
States. 
resu1tin.~g'""In--'~'"e'."'l'~t~a-s,......u-1g~: r-e.,-a_y_s __ ru~'l..,...,l-:n._u_n_c_au--,tr-o-r'"'='i-ze--;-::-c~o.i'ill~e-d;-:.i~on-. 1C~o-r-r-:e-:c~tir-v-:E-~-a-:· (':":':t":".io-1-1s_., 

have been taken to l(~s$en the risk of recurrence, including changes to internal 
control procedures. InOinstances, unauthorized collection occurred when the 
targets were later found to be in the United States. \bl (1l 

(~) (3)-P.L. 86-36 

('f.&/SJJfNP.) Foreign lntemgence Surveillance Act (FISA) collection. There wet~·D 
FISA collection incidents in cal<=mdar year 2007. Caus<:1S for the inadverhmt 
coll<:~ction include: I I 

_ .............. ... 

1q.uen~.t'l.were deleted, cell phone numbers were removed from t~ie tl)..sldng 
._d.,..la--,t~a~Lb~;a~s~e~-a~nd in terce:pti'fwere .. destroy_e_g_~ / ......... 

·-············································ 
; .. 

: .. 
...................................................... f.··· 
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·······:::·:::::: .. -···· 
....... ······::::: ... ···· 

······· ····· 
('I'S/fDl//t4F) FISA dissemination. I Jp:Yhiisli~1d reports were eancelled because 
they contained the identities o.fU.$ .•. pe:rs(;~ls, organizations, or entities. 
Additionally~ there werel hnstances of improper dissemination ofunevaluated, 
unminimized SIGINT derived from Gourt-approved collection. In the fi.rst instance. 
an analyst sent umninimized NSA FISA-derived communications t<j I 

I lam:~JY.~~s without proper authorization. The same day,l , 
analysts were instructed to detet.e·.th£;?..eommunications. In the second incident, 
unevaluated~ umninimized SIGIN'I' deT.fiied·from. court-a )roved collection was 
m1pro erl disseminated to· ··.T. 
day sht.n:-ed .. .the..info.rmation vvith . 
and ·subsequently .. dest~~Y.;.d:::the::lmproperly:::diss.e.mina.t.~if:::m~£.~~1~:;:;::::;,;./. 
whic contame the identifications o u~s·:···enti:tieK···J.-rcth.e .. lllii~(fhistance, an~~~ ~;~-P.L. 
ana1yst forwarded FISA data to a .... ··· site, which was 
not authorized to receive such data. personnel discoyer~:fil the mistake and. 
destroyed. all the data. \ .. ··· .... ···· ·········· 

L .. ······ ····· 
(b) (3)-P.L. 86-36 

CU) Counterintelligence Activities 

(U) Nothing to report. 

86-36 

tCJIICJTffDT;t.l. mr. TTO mmuJ Kb)(1) 
;::±lf!!~~~~~~G:!:~fi------------------_n;;; )(3)-P.L 86-36 

I t 
1 lA request·t<.'i··targeCthe· · ········· · · 
communicant overseas was submitted to the Office of the Attorney Gem~ral. 

CTS/t8JJJ&;gL TO U£l ... , JK'VEY) NSA Texas inappropriah~ly ta:r eted a U.S. erson 

based on an h----::~---=--=---:-::--~~:------::------;-:---:--::--=::----:--' 
U pon recogrjition of the mistake, the telephone numbers were detasked. The next. 
day, analysts determined that de tasking had not taken place and took measures to 
detask the ~mmbers. 

' 

(U/ff'OUOj On,l !occasions, SIGJ.NT analysts accHssed SlGINT in databases to 
which theyi:n'iproperly n:~tained access from previous assignments. Their accounts 

].:' ,. 
(b) (1) 
(b) (3)-P.L. 86-36 
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were disabled and th~~Y received remedial training concerning the proper use of 
databases. 

"tb.) . .,(1) CU) Misuse of the U.S. S~GINT System 
(n .. J __ C3·J .. -:-:.P.L. 86-36 

(8//SI//N:f?) While teaching a class on analyzing commun:icati.o.p new;·otk~~ the 
instructor purposely entered the phon<3 number of his friend who was nefther a lJ.S. 
person nor livin in the United States. ... 

• ... 

.__ ___ ---.:----:--~--":'""":"-.----::~-:---~~-:---~---... ·· The instructor 
was counseled on the .restrictions on NSA authorities and was mandated to attend 
training on USSID SP0018, which he completed in July 200?._: .... ·::::::::::::::::::""""""""'"'""" .. --·····~·~.J :~:-P.L. 86 _36 

·······::: .. :: ... ··· (b..)-. .(3)-50 usc 3024(i) 
······:::·:::::....... (b)")·;:l) -18 usc 798 

(8//SI/fNF) A SIGINT anal $t.condti(i.ted::~i~t~b~~~ ueries at there nest and wi.th .. 
the permissio:g. .. of.a ··················· · 

B.r.rhe···a:~ .. alyst-·target(~d the~--~---------------------' 
in"tCSIGIN'r database. No information was developed and no reports were 

issued. ,,,,,.·· ( b J ( 1 J 
.••• •_'.'·:·· (b) (3)-P.L. 86-36 

.. ,::<:.--· (b) (3)-50 usc 3024(i) 

(TS/fSIIIREL TO USA, FVBY1 . :··:::::<··:"'l~:~;tercepted the 
communications of an unidentified individual calling a targqt¢d" telephone. Based on 
the content of the call, NSA analyst..-,1 l~c5··not believe this is a 
random tele Jhone call. but rather a misuse of ·ove:rnmerft information by a witting 
individual ··This matter was reported to 
the Department o. Defense General Counsel for an investigative determination. Th(~ 
incident has not violated U.S. person privacy rights but is repm'ted because of the 
misuse of the U.S. SIGINT System . 

.2. (U/lFOUO) intemgence Oversight Inspections 

{U//P.OUO) During 2007, the Office of Inspector General (OIG) reviewed various 
intelligencE~ activities of the National Security Agency/Central Security Service 
(NS.1VCSS) to determine whether they were conducted in accordance vvith applicable 
statutes, Executive Orders, Attorney General procedures, and Department of 
Defense and internal directives. With few exceptions, the issues presented from the 
five inspections were routine and indicated that the operating elements understand 
the restrictions on NSA/CSS activities. The NSA/CSS OIG will track in.spHction 
corrective actions. 

TOP SECRLT//COMINT//.NOFOR.H//20320 I OH 
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(U//I~'OUO) NSA/CSS Georgia. NSA/CSS Georgia has made significant 
improvements in its intelligence oversight program. The program management 
function was transferred to the opEJrations staff from the seeurity directoratf;. 
NSA/CSS Georgia has implemented a proeess to track intelligenee oversight training 
for newly arrived employees by using computer aceount. creation information. 
Advanced intelligence oversight training on United States Signals Intelligence 
Dir(~ctive SIGINT Policy 0018 (USSID SPOOlS) and the FISA was created for 
operations watch officers to provide more in-depth infonnation and training on 
application of the authorities. Personnel within operational areas, especially high­
risk mission areas, are well versed in the intelligence oversight authorities. 

(U//FOU07 .... ~:::::'1!1lel···········........ r:::::::=" ... (bl ( 3 l -P.L. 

intelligence oversight training pro~_~.f.l.m .. .s.uffered:··froin···iila(~k of oversight. Only a 
s-mall number ofl l-empH5ye·e·s had completed the required intelligencE~ oversight 
training in the last 2 years. Employees are aware of their reporting responsibilities, 
and incid{mts are reported in a timely manner. 

······························;:::'(b) (1) 

86-36 

.----------------, .------,.;;····;;.;;;····-····---------, _..../' (b) ( 3) -P.L. 86-36 

~~--~-----~~_.. '-------------....a'is 
diligently working to improve its Intelligence Oversight program, but procedures fall 
short of the minimum required to ensure that all employees receive required 
intelligence oversight training. Training is not managed effectively or efficiently, 
and there a:re no internal controls ensure training compliance. Although the 
understanding ofNSA authorities in relation to collection, minimization, and 
dissemination was noted as poor, no intelligence oversight-related concerns were 
noted within operations. 

············::::::::::::::::::::::""""'"""::::::::::::o"···-~-~-l ~ ; l-P . L. 8 6- 3 6 
············ ::.:·::::·............ (b((_3)-50 usc 3024 (i) 

(U/iFOUO}I t::::::J:n:teniicihc·~·-ov9r.sign~tProgram . 
Management is degraded by.weak:rresses in the I lt>ersonnel database and the .. 
proc£-~ss used t<:) .. ?.~nsure·thiit all personnel with ·. 

I Jn~t~eive intelligence oversight training before they are exposed to operational 
or dass:ified infi.1rmation. Additionally, although training is eonducted as required 
by the DoD Regulation 5240.1-R and NSA/CSS Policy 1-23, mo:re emphasis is needed 
on USSID SP0018 and National Telecommunications and Information Systems 
Security D:irectiVt3 600 standards'. 'rhere were no intellig(mce OV(;:)rsight conc(~rns 
noted within mission operations. 

··:::::::: ..... . 
·········· 

,.,. ... (b) (1) 

(b}(_3) -P.L. 86-36 

(8/fS:E//REJL 'PO USA, FVEY?.L ..... ············· l··lriteiiigence Oversight is hau;.tpered 
by the absence __ gf...clearJy"delineated roles and responsibiliti1~s for the I ··1 
I IInt~illlgence Oversight Program Manager and organizational points of 

TOP SEC17 . .ET/-'('QMJ~H//:?40F0Rf4//20320108 
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':::;:::::\. contact. The organization lacks documented processes and procedures fbr timely 
\\ 

\:\ .reporting intelligence oversight incidents and violations, and there are no 
.\...... documented procedures for tracking intelligence oversight training; therefo:re~ 

\,>·· .. accounting for personnel who require the training is incomplete. Add.iti.onaUy, 
\... lis not complying with h1telligence over·sight measures detailed in a 

·. lli!:reement with the SIGINT Director regarding! ........... ) , ............................................... ··························· ... ·········· 

~--------------------~ 
········· 

(b) (1) 
(b) (3)-P.L. 86-36 

3. (U) Substantive Changes to the NSAICSS ~ntemgence Oversight Program. 

(8//SI/lNF) Practicing due diligencH. NSA has im.nroved internal controls t,o reduce 
the risk of unauthorized collection. I ] 

.I .. ...-

(b) (1) 
(b) (3)-P.L. 86-36 

4. (U) Changes to NSAICSS published directives or policies concerning (b) (
3 )-so usc 3024 

(i) 

intemgence, counterlntemgence, or intemgenc(H"ela.t:ed activities and the reason 
for the changes. 

(U) N()th:ing to report. 

5. (U} Procedures governing the activities of Department of Defense (DoD) 
intelligence components that affect U.S. persons (DoD Directive 5240.1~R, 
Procedure 15) Inquiries or Matters Related to Intelligence Oversight Programs. 

(U) lntemgence Oversight Special Studies 

cuHFouo) I l···The NS~'\:·:qra::condtitf8a';·;i (b) ( 
3

) - p · L · 

study on I khafre~eive raw SIG.INt.i 
The obj(:)Ctives of the review were to determine whether seleetedl I 
have the proper authorization to access raw SIGINT, have been provided guidmjce 
on its proper handling and use, and have adhered to appHcable intelligence ove,.fsight 
authorities. ' 

(U//1<.,000) Signals Intelligence Directorate (SID) documentation, guidance, lmd 
intelligenee oversight related to the sharing of raw SIGINT with tht)l f 

TOP SECRCT/,'COM.ltH//NOfORN//20320108 
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........................ ·········;::::•·(b) (3)-P.L. 86-36 

I lvisite<lis .. In~d~q·~~te. The i:·~:;l~~l;··c~.~~J.~~-~ within:::§J:~··:o over·see 
SIG:NT enabling work performed at the! __ .I:Vf~ited were not effective, 
efficient, o.r measurable. Many SID and_ !employees were not 
cognizant of required intt;Uigence oversight training and related. oversight 
procedures. The NSA OIG will track the de-ficiencies and oversee corrective action . 

............... :?](b) (1) 
............... · ./ il(b) (3)-P.L. 86-36 

-~',...,..."Orl+"'"'q+, ... T~-P,'~ro.:!'T~ ..... r----------------~ ,. .............. .-·""" ,•'/ / ~(!:~.) (3)-50 usc 3024 (i) 
, .n.Jm;w .L u 11 IA .. review was co:ri:mYeted.. to 
determine whether NSA I ... ...- I I \\ 

.. ·········· ./ 
... ...- t'The review 

did not find a pattern of errors, exaggeration of facts, or 9-.r(y intentional 
misstatements by NSAI I···· 

86-36 

L---------------------------------------~~~l-TH~~0C 798 
(b) (3)-50 usc 3024(i) 

cu·,..,.,.,,_,\,..._n• ... l 
r-";:.:..;..;::...;:::;...:::;.;~L_----------------------------_, .. bilb) 3) -P.L. 86-36 

(Cflttfi?) Retention of Domestic Communications Collected Under FISA 
Surveillances.. While conducting collection operations authorized under the FISA of 
1978, as amended~ NSA incidentally coll.E1cts domestic communications, subject to 
retE:mtion limitations. Although NSA information systems can be progTammed to 
facilitate compliance with retention limitations, the SID is not fully using 
information system capabilities to do so. The OIG did not detect major instances of 
domestic communications in conflict with minimization procedures; however, we 
determined that the risk is high for noncompliance. ThE-) OIG found that appropriatH 
training on how dat.a repository system capabilities <~an aid analysts to comJly with 
retention rules! , The 

TOP 31~CftE'f//COMU~T//N'Ol"ORt~//20320 I Ofl 
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OIG also found that developing tm. FBI-Compatible Dissemination System could 
lower NSA's I'isk of noncompliance. 

(U) lntemgence Oversight Investigation 

(U//FOUffl r.rh.e NSA OIG Chief of Intelligence Oversight and the OIG Ombudsman 
completed an inquiry into a comphunt of improper intelligence collection at a field. 
site. The alleg·ations were not substantiated. 

TOP SECR.ET/KJOMHH//NOFORn'/20320 1 08 
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