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locations throughout the airport, as well as other SPU 1 playbook operations. However, the
Referral Report instrument has remained largely unchanged since program inception and is
central to the program’s effort to identify high-risk passengers at checkpoint screening. AIR has
inserted this document here. The associated SPOT Standard Operations Procedures (SOP) is
found in Appendix I or available upon request.
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All records in the SPOT database are positive cases; that is, they represent all travelers stopped
during SPOT Program observations. Information collected in these records includes indicators,
outcomes, and non-personally identifying traveler and case information (e.g., checkpoint
location, time/date, travel itinerary, BDOs involved). The fields contained in the database reflect
four general categories of information:

e Background

e SPOT Referral Information
Flight Information

e Database/Incident Documentation

Table B-1 lists the database fields along with a brief definition of each field.
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the dataset spanned cases from March to July 2010 but the date and time variable was December
31, 2009), we noted it and contacted TSA for further explanation.
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steps guided by practical considerations for airport operations. These steps included selecting
clusters of travelers by choosing a sample of airports, and by designating time periods and
locations within the airports for data collection. AIR organized the airports into strata from a
sampling frame of 143 of the 166 current SPOT airports in April 2009 (i.e., at the time when the
sampling frame was constructed); this excluded the 23 airports considered as “non-hub primary.”
The 143 airports were grouped into three explicit strata based on airports’ total annual
enplanements, according to FAA definitions. Airports were implicitly stratified within these
three strata based on throughput and arrest rates. AIR made recommendations about strata
allocations (i.e., the proportion of airports that should be selected from each). TSA, with input
from local airport facility management selected a sample of airports accordingly. Using the
number of airports in the sample and in the frame from each strata, and assuming each airport in
a strata had the same chance of being in the sample as any other, the chance of selection for each
airport would be the ratio of the two.

Once the airports were selected for inclusion in the study, their managers specified checkpoints
as collection sites, as well as time periods during airport operating hours for the collections.
These managers were guided by AIR to conduct data collections at times and in locations
representative of (i.e., typical for) Operational SPOT. If random selections were spread across
all powblc Lheckpomls and l1me penods propomondl to the throughput for those sites and times,
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was completed, the BDO team filled out the SPOT Referral Report paperwork and returned to
their initial positions at the checkpoint queue. As soon as the team was in position, the next
traveler to cross the designated marker was randomly selected.

The random selection method was designed to be as simple as possible in order to assure
standardization across data collection teams and locations, avoid bias in selection of travelers,
and assure that selections were indeed random. While there may be other methods for random
selection (e.g., using a random number generator in the process), the goal here was to minimize
complications that could lead to variations across sites. The rule of selecting the individual on
the left when multiple travelers crossed the marker simultaneously served to further minimize
bias in selection (i.e., to not allow BDOs to decide which person to choose). This sampling
method also allowed for variations in time for completion of a case. That is, the length of
observation was dictated by the length and speed of the checkpoint queue." Thus, data
collection teams were not pressured by a time sampling method (i.e., selection every X minutes)
that would have lead to sampling error when observations exceeded the designated sampling
period.

Figure C-2 provides a flow chart of the data collection process. The data collection procedures

were designed to mirror standard operational procedures for SPOT observation, screening, and
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¢ A working black light and magnification loupe, if available

¢ A writing instrument and a notebook

o A set of SPOT Assist Cards'®

¢ A partner, unless directed otherwise by the SPOT Transportation Security Manager
(STSM) or SPOT Coordinator

Data collection materials:*

¢ Paper copies of SPOT Checklist (to be completed by BDOs following each
observation)

¢ Data Collection Summary Form (to be completed by the DCC)

e Pens

2. DCC and BDOs review SPOT Base Rate Study data collection plan:* The BDOs and the
DCC reviewed the SPOT Base Rate Study Data Collection Plan'” and ensured that everyone
understood the specifics of the data collection for the day. This included discussion of:
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10.

11.

particular attention to completing the SPO'I" Reterral Report on the selected passenger. He or
she observed this selected passenger, and any traveling companions, in the same way he or
she would if this person had been selected by SPOT. The goal of this observation was to
complete Section 2 of the SPOT Referral Report while the passenger was in line..

Notify TDC of selection of passenger for SPOT: As the passenger approached the TDC,
BDO 2 discreetly notified the TDC that the passenger had been selected for screening, as
specified in the SPOT SOP. When the passenger was at the TDC, the TDC referred the
individual (and any traveling companions) to SPOT Secondary Screening (also referred to as
SPOT Referral Screening), as specified in the SPOT SOP,

Conduct SPOT Referral Screening: BDO 1 and BDO 2 conducted a SPOT Secondary
Screening using the established SPOT procedures.

Complete paperwork:* Once a resolution was reached, the BDOs completed a paper copy
of the SPOT Referral Report. On the checklist, the BDOs indicated which behaviors were
observed while the passenger was in line/interacting with the TDC and which behaviors were
observed during the SPOT Referral Screening. Once the paperwork was complete and
placed in a secure location, they returned to their positions and communicated their return to
the DCC.
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the next to cross the marker once the BDO team had completed the data collection for the
previous randomly selected traveler and had repositioned at the checkpoint.

The selected traveler was observed in line and then selected for SPOT Referral
Screening, regardless of the SPOT observation score. Then, the screening followed the
usual procedure to obtain a SPOT score and case outcomes.

The BDOs completed the paper-based SPOT Referral Report as soon as the SPOT
Referral Screening was complete. . This timing minimized errors in data collection. . The
BDOs noted on the Referral Report (and subsequently in the database) where the various
indicators were observed. There were four possible locations for observation: Travel
Document Checker (TDC) Queue, Divest Area, Walkthrough Metal Detector (WTMD) to
Referral Screening Area, and Referral Screening.

If, during the data collection period, the BDO team observed another traveler exhibiting
behaviors that warranted further observation, the BDOs stopped data collection to address
the potential security issue. The DCC noted this break from protocol on the Data
Collection Summary Form. Figure C-4 provides examples of unusual scenarios that
could arise and could affect the data collection, procedures that were developed to
address these potential issues, and information on where these data were entered into the
datahases.
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Self-deporting indicator Yes/No designator to indicate whether or not the traveler is self-deporting
(traveler)

Screening manager notified Name of screening manager notified if applicable

LEO natification notes Detailed notes to document the circumstances associated with the LEO
referral/outcome of the referral

Flight Information,

Air carrier The airline on which the referred individual intends to travel

Flight number The flight number designated for the flight on which the referred individual
intends to travel

Origination airport code. 3-letter designator to indicate airport where referred individual began his/her
travel

Next destination airport code | 3-letter designator to indicate the next airport where referred individual intends
to travel

Final destination airport code | 3-letter designator to indicate the airport where referred individual intends to
complete his/her travel

Database/Incident Documentation

Created by Name of individual who initially populated the database
Created date and time Date and time individual initially populated the database
Updated by Name of individual who updated information already contained in the database
Updated day and time Date and time of any updates to information already contained in the database
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Date

Airport and screening location

Team member names

Start time for the data collection

End time for the data collection
Total number of passengers screened

In addition, the Data Collection Summary Form provided space for the team to note whether any
incidents occurred during the data collection that required the team to deviate from the data
collection protocol. The form included prompts to provide information on

e the particular incident,
e the time it was identified, and
e how it was resolved.

The DCCs were provided with specific instructions on how to fill in these forms accurately and
completely. A copy of the Data Collection Summary Form is provided below.
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Data Collection Coordinator (Last, Ftrst]-.| ]

SPOT Team Member 1 (Last, First): | |

SPOT Team Member 2 (Last, First): I ]
Start Time for Data Collection{ | End Time for Data Collection:| |
Total Number of Passengers Sﬂnuws:rnntd:

Protocol Deviation:

Please indicate any incidents that occurred during data collection that required the team to deviate from the
data collection protocol. Describe the particular incident(s), the time it was identified, and how it was resolved.
Make sure you indicate time data collection was resumed.

Incident Description:

Time Incident Noted:

Resolution:

Time Data Collection Resumed:

| T S 1

TSA 15-00014 - 004455



R T

procedures).

Ve mm e

Data Collection Summary Forms were completed and
sent to AIR when data collection did not take place
(i.e., DCC started to complete form but zero
passengers were selected for screening because BDO
team had to stop data collection).

Removed affected Data Collection Summary Forms with zero
selected passengers from the data set.

End time was missing from Data Collection Summary
Form.

Entered an approximate end time by using the time of the last
Referral Report completed during the data collection session.
In instances where the Referral Reports could not be located,
AIR referred to the Base Rate Study database to ascertain this
approximate end time (also from the last Referral Report of
the session). In a few instances, records of completed Referral
Reports for a particular data collection session could not be
located (in hard copy or as entries in the database). These
end times were entered as “Missing.”

Screening location was missing from Data Collection
Summary Form.

Entered screening location based on location information,
printed on corresponding Referral Reports. In a few instances,
hard-copy Referral Reports could not be located. These
screening locations were entered as “Missing.”

Number of passengers selected/screened was missing
from Data Collection Summarv Form.

Entered number of passengers based on the number of
Referral Renorts that carresnond to the Data Collection
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through the walk through metal detector (WTMD) and into the sterile part of the checkpoint area,
that individual count is added to the total throughput. When an individual crosses through the
WTMD and out of the sterile area, that individual count is subtracted from the total throughput.”

TSA provided AIR with these data, summarized on an hourly basis for each checkpoint location,
AIR used these data, along with the Base Rate Study collection period start and stop times at
each collection checkpoint (documented on the Base Rate Study Data Collection Summary
forms; see Figure C-6), to estimate total passenger throughput for each of those checkpoints. For
cases in which a data collection period did not start or end precisely on the hour, the throughput
for any fractions of an hour at the beginning or the end of the period were imputed from the TSA
hourly throughput data. For example, if a data collection period ran from 8:35 a.m. to 12:12 p.m.
at a given location, we multiplied the location’s 8:00 a.m. hour throughput number by .42 (the
fraction of the hour represented by 25 minutes, the amount of time elapsed between 8:35 a.m.
and 9:00 a.m.) and the 12:00 p.m. hour throughput total by .20 (the fraction of the hour
represented by 12 minutes). These counts were then added to the hourly throughput counts for
the rest of the period from the 9:00 a.m. hour through the 11:00 a.m. hour (i.e., from 9:00 a.m. to
11:59 a.m.). Although this calculation is slightly imperfect because it assumes a steady flow of
travelers through a checkpoint within each hour, it is the most precise estimate of actual
throughput that can be reasonably obtained for a study of this nature and given the size of the
traveling population of approximately 59.000.000 per month.”' The total number of travelers

TSA 15-00014 - 004457



TSA 15-00014 - 004458



TSA 15-00014 - 004459



TSA 15-00014 - 004460



9. The BDOs completed the paper-based SPOT Referral Report as soon as the SPOT
Referral Screening was completed. This timing minimized errors in data collection and
recording. BDOs were instructed to note on the Referral Report (and subsequently in the
database discussed below) where the various indicators were observed. . There were four
possible locations for observation. This extra step was included to allow for an analysis
of linkages between indicators and outcomes as a function of when a behavior was first
observed.

10. If, during the data collection period, the BDO team observed another traveler exhibiting
behaviors that warranted further observation, the BDOs were instructed to stop data
collection to address the security issue. The DCC noted this break from protocol on the
data collection tracking form.

11. Data collected on each subject was entered into the Data Collection database developed
specifically for the SPOT Base Rate Study. If'a randomly selected traveler was
determined to be high risk as a result of referral screening, data on the passenger were
entered into both the Data Collection database and the SPOT database.

The completion of each subject’s data collection—from observation through resolution—
averaged 20 minutes.
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Bob Hope Airport (BUR)

Medium

Cincinnati/Northern Kentucky International Airport (CVG)

Large

Denver International Airport (DEN)

Large

Des Moines International Airport (DSM)

Small

Detroit Metropolitan Wayne County Airport (DTW)

Large

Honolulu International Airport (HNL)

Large

Kona International Airport (KOA)

Small

Lambert-St. Louis International Airport (STL)

Medium

Los Angeles International Airport (LAX)

Large

Memphis International Airport (MEM)

Medium

Newark Liberty International Airport (EWR)

Large

Oakland International Airport (OAK)

Medium

Orlando International Airport (MCO)

Large

Philadelphia International Airport (PHL)

Large

Phoenix Sky Harbor International Airport (PHX)

Large

Pittsburgh International Airport (PIT)

Medium

Portland International Airport (PDX)

Medium
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e  Where best to position the research team in order to observe the BDO team unobtrusively
e How to observe the areas in front of and behind the security checkpoint

The research team then observed the BDO team meeting, which took place prior to data
collection, noting the following:

e Positioning of the DCC and the BDOs

e The specific communication strategy BDOs used during data collection (If no
communication strategy was discussed, the research team would confer with the DCCs to
inform them of the omission, note the reason given, and determine the communication
strategy =)

e Start time of the data collection

e Selection position/marker to be used

Prior to the data monitoring process, the research team documented as much of the logistical
information as possible on the data monitoring checklist: date, airport location, screening
location, names of the DCC and the BDOs, and names of the research team.”’ The research team
also completed the Prior to Data Collection section of the data monitoring checklist. This section
essentially confirmed to the research team that all protocols for data collection/monitoring were
in place (e.g., start time, communication, selection marker).

TSA 15-00014 - 004465



TSA 15-00014 - 004466



TSA 15-00014 - 004467



Random selection of passengers

Positioning of DCC and BDOs

Communication

Recording of the location of observed SPOT indicators
Application of inclusion/exclusion criteria

Continuation of data collection throughout the data collection shift
Understanding of the purpose of monitoring site visits

e Sl

Below we briefly discuss each identified issue.

Random Selection of Passengers

The most crucial identified issue was the deviation of some data collection teams from the
random selection procedures as outlined in the protocol. Although the airports in question
implemented what they deemed to be a random selection procedure, this deviation did not
actually meet criteria for a systematic random selection and as such, if left uncorrected, could
increase the likelihood of introducing systematic bias into the study. Because of variations in
checkpoint layout and throughput, it would be expected that such things as location of the marker
would differ. However, the specific procedures for random selection should remain standardized
across locations.
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If shifts overlap, can observation be done for both shifts?

What time would the data monitoring team have to be there?

Where in the airport would the data monitoring team meet the POC?

What information is required for entering the sterile area? When is the information needed?
How easy would it be to have the observers moving in and out of the sterile area?

If not, will data monitoring team be able to be positioned, one in sterile area and one outside?
Will there be time for a debriefing following the data monitoring?

Is there a room available to have debriefing?

If there is training scheduled:

How many BDOs will attend?

Will we have access to a projector?
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specific data collection procedures that need to be observed.

* Before the observation period, spend a few minutes talking to the airport POC or the BDO team.
Especially focus on discussing your positioning for optimal observation. Remember, we want to capture as
much data as possible with minimal disruptions. With respect to position, discuss

o where to best position yourself so that you can observe the BDO team unobtrusively; and
o how to observe both in front of and behind the security checkpoint.

* In order to observe steps taken prior to the data collection, start the observation by attending the
initial BDO team meeting.

* Make sure you are clear on all items, particularly the communication strategy being used by the
BDO team. (If communication strategy is not discussed, make sure you discuss with the DCC that (a) you did
not observe them discussing a communication strategy (note the reason given) and (b) you will need to know
what the communication strategy will be.)

* You will be observing a number of passengers over a period of 2 to 3 hours. The Data Monitoring
Checklist allows you to check off all items for each passenger observed. (The Data Monitoring Checklist allows
recording observations for 10 passengers. Use additional sheets as necessary.)

* While observing, take careful notes. Again, it is important to be as inconspicuous as possible.
Consider bringing a small notebook and taking notes in stages. Periodically check your notes for accuracy.
After observing, check all of your notes to be sure you captured accurately all that you observed.
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