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Chapter I

1 joint command and control using joint doctrine. FP can be applied at multiple levels of
2. command, from the strategic-theater, through the operational, and down to the tactical level.

3
4 | 4. Overview of AT-_Antiterrorism Program Elements

programs that fall under the overarching FT concept. Cembating Terrorisiand Foree
Proteetionprograms: The AT program shatb-be is a collective, proactive effort focused

9 | on the prevention-and-detection-detection and prevention of terrorist attacks against DOD
10 personnel, their families, facilitics, installations, and infrastructure critical to mission
11 | accomplishment as well as the preparations to defend against and planning for the
12 response to the consequences of terrorist incidents. Although not elements of AT, plans
13 for terrorism consequence management preparedness and response measures as well as
14  plans for continuing cssential military operations are important adjuncts to an effective

15 | AT program %&mmmﬁm—elemen%—eﬁaﬂ%pmgmﬂ—shaﬂ—b&aﬂ—m&elemem—&nd

17 geﬂefﬁeﬂ—aﬂd—pfegf&m—rewews The minimum elements of an AT pmgram are: risk

18 | management, planning, training and exercises, resource generation, and comprehensive
19 | program review. The process, or sequence, of AT program elements should be iterative

20 | and serve continuously to refine the AT Pplan.

5
6 The Pepartment-of Defense's DOD’s AT program is one of several security-related
7
8

21

22

23 >

24 Every commander has aLihe respons:bmty for the secunty of the command against
25 varyinglevels-and-types-of terrorist threat aftacks.

26

27 5. Overview of DOD Role and Responsibility

28

29 | a. His-DOD policy-that:

30

31 (1) Fhe-DOD Ccomponents and-the BOB-clements, and personnel shall be

32 | afforded pm%eeted—protectmn from terronst acts thrOugh a hl-gh—pi‘—l-(—)ﬁ-t—y— comprehenswe
33 | AT program. Hen e

34 aﬂ%n{egmtedrsyﬁemswpmael’—k Thc DOD’s AT m’ogram shall bc one of thc Drograms

35 | when executed, that contributes to the commander’s overall FP responsibility.
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Terrorist Threat
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Port facilities are particularly vulnerable to terrorist sabotage.

i. Sabotage. The objective in most sabotage incidents is to demonstrate how
vulnerable society is to terrorist actions. Industrialized societies are more vulnerable to
sabotage than less highly developed societies.  Utilities, communications, and
transportation systems are so interdependent that a serious disruption of any one affects
all of them and gains immediate public attention. Sabotage of industrial or commercial
facilities is one means of identifying the target while making a statement of future intent.
Military facilities and installations, information systems, and information infrastructures
may become targets of terrorist sabotage.

J. Hoaxes. Any terrorist group that has established credibility can employ a
hoax with considerable success. A threat against a person’s life causes that person and
those associated with that individual to devote time and effort to security measures. A
bomb threat can close a commercial building, empty a theater, or delay an aircraft flight
at no cost to the terrorist. False alarms dull the analytical and operational efficiency of
key security personnel, thus degrading readiness.

k. Use of Special Weapons and Weapons of Mass Destruction (WMD).

Terrorists. have employed
chemical and biological weapons in the past, and some terrorist organizations will seek to
cmploy all types of CBRNE weapons when they can obtain them. These types of
weapons, relatively cheap and easy to make, could be used in place of conventional
explosives in many situations. . The potential for mass destruction and the deep-scated
fear most people have of chemical and biological weapons could be attractive to a group
wishing to make the world take notice. Although an explosive nuclear device is
acknowledged to be beyond the reach of most terrorist groups, a chemical or biological
weapon or a radiological dispersion device using nuclear contaminants is not. The
technology is simple and the cost per casualty (for biological weapons in particular) is
extremely low — much lower than for cenventional-ernuclear explosives. This situation |
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5. Provide terrorist threat information in threat briefings.

6. Conduct liaison with representatives from Federal,
State, and local agencies as well as host-nation agencies to exchange information on
terrorists.

7. Provide international terrorism summaries and other
threat information to supported commanders. On request, provide current intelligence
and counterintelligence data on terrorist groups and disseminate time-sensitive and
specific threat warnings to appropriate commands.

Success in thwarting terrorist activities requires a coordinated
intelligence effort from several US government agencies.

(f) Investigative Agencics. Service criminal investigative
services (e.g., USACIDC, NCIS, AFOSI) collect and evaluate criminal information and
disseminate terrorist-related information to supported installation and activity
commanders as well as to the Service lead agency. As appropriate, criminal investigative
clements also conduct liaison with local military police or security forces and civilian law
enforcement agencies.

(g) Intelligence staff elements of commanders at all echelons
will:

1. Promptly report all actual or suspected terrorist
incidents, activities, and early warnings of terrorist attack to supported and supporting
activities, the local counterintelligence office, and through the chain of command to the
Service lead agency.

2. Initiate and maintain liaison with the security forces or
provost marshal’s office, local military criminal investigative offices, local
counterintelligence offices, security offices, host-nation agencies, and (as required or

I1-7
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counterintelligence offices and military criminal investigative offices.

3. Maintain liaison with Federal, host-nation, and local
law enforcement agencies or other civil and military. AT agencies as appropriate.

(i) Installation, base, ship, unit, and port security officers will
be responsible for the following:

1. Report all actual or suspected terrorist incidents or
activities to their immediate commander, supporting military law enforcement office,
other supported activities, local counterintelligence office, and local military criminal
investigation office.

2. Conduct regular liaison visits with the supporting
military law enforcement office, counterintelligence office, and local criminal
investigation office.

3. Coordinate with the supporting military law
enforcement office and counterintelligence offices on their preparation and continual
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State, Justice, Department of Defense, Chairman, Joint Chiefs of Staff, CIA, and FBI.
The PCC has four standing subordinate groups to coordinate policy on specific areas
relating to responding to terrorism. When the NSC is advised of the threat of a terrorist
incident or actual event, the appropriate subordinate group will convene to formulate
recommendations for the Counterterrorism and Preparedness PCC, who in turn will
provide policy analysis for the Deputies Committee. The Deputies Committee then
ensures that the issues brought before the Principals Committee and NSC are properly
analyzed and prepared for a decision by the President.

c. Department of Justice.

(1) The DOIJ is responsible for overseeing the Federal response to acts
of terrorism within the United States. The US Attorney General, through an appointed
Deputy Attorney General, makes major policy decisions and legal judgments related to
cach terrorist incident as it occurs. In domestic terrorism incidents the Attorney General
will have authorization to direct an FBI-led Domestic Emergency Support Team (DEST),
an ad hoc collection of interagency experts.

(2) Federal Bureau of Investigation. The FBI has been designated the
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destruction threat emergency response plans.
d. Department of State

(1) The DOS is the lead agency for responses to terrorism occurring
outside the United States, other than incidents on US flag vessels in international waters.

ho o anrtine tn th aon—the A y N Pagng hora tha TYO) . EATATE onad =
d o o d 2 d

Department—of Defense.  Once militéry force is directed, the President and SecDef

exercise control of the US military force.

(2) The Department of State has available worldwide a $5 million
reward program to encourage vigilance and the reporting of possible terrorist actions.
Information on this program can be obtained through the Rewards for Justice web site:
http://www.rewardsforjustice.net/.

Department of State embassies have the pary responsibility
for dealing with terrorism against Americans abroad.

e. Department of Homeland Security
(1), The Department of Homeland Security . leads the comprehensive
and unified effort to defend the nation against terrorism through analyzing threats;
guarding our borders and airports; safeguarding critical infrastructure, and coordinating
the response of our nation to future emergencies. Its strategic objectives in order of
priority are to:
(a) Prevent terrorist attacks within the United States;

(b) Reduce America’s vulnerability to terrorism; and

(¢) Minimize the damage and recover from attacks that do occur.

IvV-9
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(g) Defense Industrial Base

(h) Information and Telecommunications

(i) Energy

(j) Transportation

(k) Banking and Finance

(1) Chemical Industry

(m) Postal and Shipping

(3) The Department of Homeland Security merges under one roof the

capability to anticipate, preempt, and deter threats whenever possible, and the ability to

respond quickly when such threats do materialize by taking the lead in coordinating with
other federal, state, local, and private entities to ensure the most effective response.
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(4) Risk Assessment. Commanders conduct a RA to integrate threat,
criticality and vulnerability information in order to make conscious and informed
decisions to commit resources or enact policies and procedures that mitigate or define the
risk. RA provides the commander with a clear picture of the current AT posture and
identifies those areas that need improvement. When conducting this assessment,
commanders shall consider the threat, asset criticality, and vulnerability of facilities,
programs, and systems, as well as deterrence and response capabilities.

(5) AT FPCON Measures. FPCON AT measures are the actions taken
at facilities to deter and/or prevent a terrorist(s) from conducting an attack. FPCONs are
the principal means through which commanders (or DOD civilian equivalent) apply an
operational decision to best protect personnel or assets from terrorist attack. AT
measures assimilate facilities, equipment, trained personnel, and procedures into a
comprehensive effort designed to provide optimal AT protection to personnel and assets.
The objective is to ensure an integrated approach to terrorist threats. Well-designed AT
measures direct actions that ensure threat detection, assessment, delay, denial, and
notification. AT measures should include provisions for the use of physical structures,
physical  security equipment, chemical-biological-nuclear-radiological-explosive
detection and protection equipment, Random Antiterrorism Measures, response forces,
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(5) Place armed security personnel on duty throughout the train,
including engine room and trail car;

(6) Patrol and guard departure and arrival stations;
(7) Use deception measures;
(8) Provide air cover (AC-130, helicopters);

(9) Maintain communications within the train and with outside
agencies;

(10) Provide reaction force to be moved by air or coordinate host-
nation support (HNS) (if available).

g. Sea Movement. Sea movement, especially aboard military vessels, may
provide a false sense of security. Sea operations are certainly more secure than urban
patrols; however, ships in harbor or anchored off hostile coastlines are visible and high-
risk targets. Crews of ships in harbors need to evaluate each new port and determine
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(1) Road transport security when driving to and from airfields is
critical. Keep arrival arrangements low profile. Do not pre-position road transport at the
airport for extended periods before arrival.

(2) If pre-positioned transport is required, attach a security element and
station it within the airfield perimeter. Security at the arrival airfield can be the
responsibility of the HN and requires close coordination. Maintain communications
between all elements until the aircraft is “wheels-up” and, upon arrival, reestablish
communications with the new security element.

(3) All personnel (air crews and transported unit) must be cautioned
concerning the transportation of souvenirs and other personal items that could be
containers for explosives.

(4) Man-portable weapons systems in the hands of terrorists create
additional planning challenges for the security of aircraft. Planning considerations should
include defensive measures against such systems in the choosing of airfields and forward
arming and refueling points.
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J.  Roadblocks. There are two types of roadblocks: deliberate and hasty.
Deliberate roadblocks are permanent or semi-permanent roadblocks used on borders,
outskirts of cities, or the edge of controlled areas. Use deliberate roadblocks to check
identification and as a deterrent. Use hasty roadblocks to spot check, with or without
prior intelligence. Hasty roadblocks use the element of surprise. Their maximum effect
is reached within the first half hour of being positioned. Hasty roadblocks can consist of
two vehicles placed diagonally across a road, a coil of barbed wire, or other portable
obstacles. Roadblocks must not unnecessarily disrupt the travel of innocent civilians.
Personnel manning roadblocks must know their jobs thoroughly, be polite and
considerate, act quickly and methodically, use the minimum force required for the threat,
and promptly relinquish suspects to civil police authorities. General principles
considered in establishing roadblocks are concealment, security, construction and layout,
manning, equipment, communications, and legal issues. Unless combined posts (HN and
US personnel) are used, language training will be a key planning factor in employing
roadblocks.

. W o o
RN vy, - -% 0 sl AP S
Deployed joint forces may be tasked to conduct antiterrorist operations in
urban areas.

k. Observation Posts. OPs provide prolonged observation of areas, people, or
buildings. OPs arc critical. OPs allow observation of an arca for possible terrorist
activity (avenues of approach); observation of a particular building or street; ability to
photograph persons or activities; ability to observe activity before, during, or after a
security force operation (e.g., house search) and ability to provide covering fire for
patrols. Special factors apply to OPs located in urban arecas. The OP party and reaction
force must know the procedure, ROE, escape routes, emergency withdrawal procedures,
rallying point, casualty evacuation, and password. Cover the occupation and withdrawal
of an OP by conducting normal operations (e.g., house searches, roadblocks, patrols to
leave people behind), flooding an area with patrols to disguise movement, using civilian
vehicles and clothes, and using deception. Any compromise of an OP location should be
immediately reported.
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Terrorist Incident Response

1 diversionary tactics_and secondary attacks with the desired purpose of harming first
2 responder personnel. The evacuation of threatened areas is a high priority function.
3
4 b. Phase II: Augmentation of Initial Response Force. Phase II is the
5 augmentation of the initial response force by additional law enforcement/security
6  personnel and/or a specially trained response force, such as Special Reaction Team
7  (SRT)/Emergency Service Team (EST), FBI hostage rescue teams, or host nation tactical
8  units. On many installations, the initial response force and the augmentation force are
9  essentially the same. This phase begins when the EOC is activated. During this phase,
10 either the FBI or the host nation may assume control jurisdiction over the incident. If that
11 occurs, installation forces must be ready to support the operation. The installation
12 specially. trained response force. must be ready. for employment in this phase of the
13 operation. In any country that a terrorist incident against an American facility/unit
14 occurs, the DOS and the US Embassy shall play the key role in coordinating the US
15 Government and host country response to such an incident.
16
17 c. Phase III: Commitment of Counter-Terrorist Resources. Phase III is the
18  commitment of a specialized team from the FBI, the Department of Defense, or host
19  nation counter-terrorist force. In this phase, steps are taken to terminate the incident.
20  Incident termination may be the result of successful negotiations, assault, or other
21 actions, including the surrender of the terrorists. Because identifying the terrorists, as
22 opposed to the hostages, may be difficult, it is important that the capturing forces handle
23 and secure all initial captives as possible terrorists.
24
25
26 ST 5o »
27 Joint forces must be prepared to play an active security role throughout
28 all three terrorist incident phases.
29
30 5. Initial Response to a CBRNE Attack
31
32 a. Installations have the requirement for an immediate response capability to

33 ensure critical mission continuity and save lives during a CBRNE incident and to
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(2) Commercial data services may offer timely information about
international or military affairs that often include information regarding terrorist
incidents. Such data services often rely on foreign news media. Some data services
maintain their own network of sources. Information services are provided on a
subscription or fee-for-service basis.

(3) The Defense Criminal Investigative Organizations (DCIOs) and
military and civil law enforcement agencies collect criminal information. Since terrorist
acts are criminal acts, criminal information is a lucrative source for terrorist intelligence.
Local military criminal investigative offices maintain current information in accordance
with DOD regulations governing retention of criminal information. Such material may
assist managers and military commanders in the assessment of the local terrorist threat.

(4) Government information refers to materials collected, analyzed,
and disseminated under official auspices. It includes, but is not limited to, scientific and
technical reports, political and economic reports, crime and terrorism statistics, policy
statements, legislation, and official correspondence.
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(b) A critical element of local information is obtained from
individual service members, their families, and civilian employees at DOD facilities who
report any suspicious activity they observe. It is critical that all these personnel receive
frequent, thorough training regarding the recognition and reporting of suspicious activity.
Such reports, even those that may appear frivolous, must receive immediate investigation
by law enforcement and counterintelligence personnel.

d. Access to Intelligence

(1) Terrorist threat information flows back and forth in the field, and
among the combatant commanders, the Services, and the DIA. At each level, it is
integrated, fused, and assessed in accordance with regulations and DOD Directives
governing the security and dissemination of intelligence and law enforcement
information. Terrorist threat information and analytical products are also disseminated
from the national, DOD, Service, Agency, and combatant commander levels to all
echelons of command and individual Defense Agency activities as appropriate.

(2) The combatant commanders, through their Intelligence Directorates
and Counterintelligence Staff Officer, and in consultation with the DIA, embassies’
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c. The Department of Defense has identified several factors to identify the
collection and analysis of information from all sources concerning terrorist threat(s).
These factors are used in making terrorist threat analyses on a country-by-country basis.

d. Methodology Factors

(1) Operational Capability is the acquired, assessed, or demonstrated
level of operational capability to conduct terrorist attacks.

(a) Group Tactics focuses on the attack methods used by the
group. What type of attack has the group conducted in the past? Has the group
conducted large or small-scale bombings, kidnappings, assassinations, drive-by
shootings, or other assaults? Has there been any indication the group has any new
capabilities? Has the group been notably unsuccessful in any types of attacks?

(b) Mass Casualty Capability/Willingness. Does the group have
the capability and willingness to conduct mass casualty attacks? Has the group
conducted such attacks in the past? Has the group shown an interest in CBRNE material?
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result in different degréés of threat. A group that conducts property attacks presents less
of a threat than one that has conducted assassinations or attacks with large vehicle borne
IEDs.

(2) Intentions are the stated and/or the actual history of attacking US
interests.

(a) Recent Attacks. Has the group conducted a recent terrorist
attack? Type of attack? Weapons type? Were any pre-incident indicators noted? Was
outside support used? Did the group claim the attack?

(b) Anti-US Ideology. Does the group have an anti-US ideology?
Is the ideology stated publicly? What is the group’s main opposing points with the US?
What trigger events could entice the group to act?

(c) Anti-Host Nation Ideology. Does the group have an anti-host
nation ideology? Does the group consider US aid/support a hindrance to its goals? At
what point would the group consider attacking US interests due to this support?
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been any suspicious events that could be linked to the group?

(d) Changes in Philosophy Impacting Targeting. Has the group
shown any signs of changing philosophies? Does the philosophical change include
targets? Is the Department of Defense affected?

(e) Level of Involvement with External Cells. How does the local
leadership interact with external leadership? How much contact is normal? Does the
group have connections with other cells? Do the cells train together? Do they share
intelligence?

(f) Key Operative Movement. Has there been any noted
movement of key operatives? If so, from where to where? Was the movement covert?
Was there any reaction from other cells? What was the purpose of movement? Were
code words used?

(g) Contingency Planning. Has any planning been noted?
Who/what are the targets? How were past plans executed? Who conducted the
planning? Was outside help used/requested? Did any attacks occur after planning was
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to conduct an attack. Influencing factors include:

(a) DOD Presence. What is the DOD presence in the country?
Size? Location? Duration of stay? What are DOD personnel doing in country (training,
support, security, etc.)? What is the terrorist perception of DOD significance? How
politically sensitive is the DOD presence? What could entice the terrorists to attack DOD
interests?

(b) External Influencing Factors. Is the host country at war?
Could this influence a terrorist group to attack? Is there active insurrection? Is the
terrorist group involved in the insurrection?

(¢) Host Nation Security and Level of Cooperation. Can host
nation security (to include national law enforcement, paramilitary and military
institutions) maintain social order? How well are security forces trained to respond to
terrorist incidents? Type of equipment available for security forces? How are forces
dispersed around the country? Does. host nation cooperate with US authorities? Does
host nation share information?
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second, independent system in which DOD members at any level may initiate unilateral
threat warnings. These are termed Defense Terrorism Warning Reports. Warnings
within the DOD system generally stay within the system and are primarily. for use by the
DOD Components. DOD Terrorism Warning Reports are active for a maximum 30-day
period with one 30-day extension authorized.

c. Basic Warning Report Procedures within the Department of Defense

(1) DIWS Terrorist Threat Warning Reports may be prepared and
issued by any member of the DIWS system. DIA is required to propose a National
Intelligence Community Alert or Advisory. prior to issuing a unilateral DIWS Terrorism
Warning Report.

(2) Individual DOD components also have the right to independently
notify their members of impending threats. If a DOD component intelligence activity
receives information that leads to an assessment of an imminent terrorist attack, it may
exercise its right to issue a unilateral warning to its units, installations, or personnel
identified as targets for the attack. If the DOD component intelligence activity issues a
unilateral warning, it must label threat information disseminated as a unilateral judgment,
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occurrence, they should coordinate with their next higher e;::helon to' assist with 'this
requirement.

e. Unit commanders should also conduct a variation of the AT Annual
Assessment, but apply it to the conduct of their unit mission. Threats should be listed
that affect the unit as it conducts its mission. The output of this assessment is a list of
terrorist threat capabilities associated with each phase of the operation.

f. In addition to preparing an annual threat assessment, commanders must also
continuously assess local threat information so appropriate FPCONs can be set.
Commanders at all levels shall forward up and down the chain of command all
information pertaining to suspected terrorist threats, or acts of terrorism involving DOD
personnel or assets for which they have AT responsibility. Threat information shall be
used in the determination to raise or lower the present Force Protection Condition.
Continuous threat analysis also supports the warning of suspected target facilities or
personnel through the installation’s mass notification system when the information relates
threats of an immediate nature.

A-11
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shall use the methodology to determine terrorist options against specific targets and use
them as examples of protection strategies discussed in this appendix. The suggested tools
offered below have their strengths and their weaknesses - as with all tools, there is a right
tool for the job at hand. As an example, CARVER is not specifically tailored for AT
assessments, although it can be used. Likewise, MSHARPP is a targeting analysis tool
geared more closely to assessing personnel vulnerabilities. . Assessment team members
should be cognizant of potential gaps when choosing one methodology over another. The
use of the Joint Staff CVAMP shall assist commanders and ATOs in managing their
command’s vulnerabilities and associated funding requirements.

b. MSHARPP.

(1). The purpose of the MSHARPP matrix is to analyze likely terrorist
targets. Consideration is given to the local threat, likely means of attack available to the
enemy, and variables affecting the disposition (e.g., “attractiveness” to enemy, potential
psychological effect on community, etc.) of potential targets. This section provides an
example of how to use MSHARPP.

(2) After developing a list of potential targets, use the MSHARPP
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of }esources, parts, expertise and rﬁanpower, and redundancies.
(b) Mission Criteria Scale. Assess points to the target
equipment, information, facilities, and/or operations or activities (scale of 1-5; 5 being

worst) in this area based upon the degree of mission degradation if attacked by a terrorist.

1. ONE.  Destroying or disrupting this asset would have
no effect on the ability of the installation to accomplish its mission.

2. TWO. The installation could continue to carry out its
mission if this asset were attacked, albeit with some degradation in effectiveness.

3. THREE. Half of the mission capability remains if the
asset were successfully attacked.

4. FOUR. Ability to carry out a primary mission of the
installation would be significantly impaired if this asset were successfully attacked.

5. FIVE. Installation cannot continue to carry out its
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can reach the target with sufficient personnel and equipment to accomplish its mission.
A target can be accessible even if it requires the assistance of knowledgeable insiders.
This assessment entails identifying and studying critical paths that the operational
element must take to achieve its objectives, and measuring those things that aid or
impede access. The enemy must not only be able to reach the target but must also remain
there for an extended period.

(a) The four basic stages to consider, when assessing
accessibility are:

. Infiltration from the staging base to the target area.

[

It

Movement from the point of entry to the target or
objective.

[L¥5]

. Movement to the target’s critical element.

. Exfiltration.

|4~
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or might be confused with other tar'gets; requires training-for recogn'ition.

(d) Target cannot be recognized under any conditions—
except by experts.

(8) Population. Population addresses two factors: quantity of
personnel and their demography. Demography asks the question “who are the targets?”
Depending on the ideology of the terrorist group (s), being a member of a particular
demographic group can make someone (or some group) a more likely target.

(a) When assessing points in this area, determine whether or
not the group(s) have a history of, or are predicted to target:

|—

. Military personnel.

|3

. Family members (US citizens in general).

|t

Civilian employees of the US Government (include
local nationals).
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facilities, or resources that, because of their intrinsic value or “protected” status and a fear
of collateral damage, afford it some form of protection? (e.g., near national monuments,
protected/religious symbols, etc., that the enemy holds in high regard).

(a) It is important to consider whether the target is in close
proximity to other likely targets. Just as the risk of unwanted collateral damage may
decrease the chances of attack, a “target-rich” environment may increase the chances of
attack.

(b) Proximity criteria scale.

1. Target is isolated; no chance of unwanted collateral
damage to protected symbols or personnel.

S 2. Target is in close enough proximity. to. place protected
personnel, facilities, etc., at risk of injury or damage, but not destruction.

3. Target is in close proximity; serious injury/ damage or
death/total destruction of protected personnel/facilities likely.
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depends on several factors:

[—

. How rapidly shall the impact of asset destruction affect
the unit's essential functions.

It

What percentage of output and essential functions is
curtailed by asset damage.

|[¥%])

Is there an existence of substitutes for the output
product or service.

4. What is the number of assets and their position in the
system or complex flow diagram.

5. Criticality asks the question: How critical is the asset
to your mission accomplishment?

(b) Accessibility. . The ease that an asset can be reached,
either physically or by standoff weapons. An asset is accessible when a terrorist element
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remote video surveillance.

(¢) Reduce vulnerability. Harden the structure and/or
immediate environment to include window treatment to prevent glass shards, structural
reinforcement, and shatterproof and fireproof building materials. Move vehicle parking
and access sufficiently away from personnel massing facilities.

(d) Reduce recognizability. Delete location and purpose of
facility from all base maps and remove building signs that describe function or give title
of unit in facility. Instruct telephone operators to not give out number or existence of
facility. Use plant cover, including trees and bushes, to partially conceal facility,
particularly from roads.

d. Core Vulnerability Assessment Management Program.
(1) CVAMP is an automated and web-based means of managing a

command’s vulnerabilities and associated funding requirements. CVAMP key
capabilities include:
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(i) Allow for prioritization of emergent CbT RIF requests and
UFRs as well as provide a tool to assist in this process based on user input.

(j) Provide a ready reference to track the status of installations
and activities by FPCON and/or Terrorism Threat Level.

(2) Registration for CVAMP is embedded within the Joint Staff’s
Antiterrorism Enterprise Portal via the SIPRNET. Once registered on ATEP, system
administrators identified at each level of command shall assign CVAMP roles and
functions to users based on their needs/requirements. To allow for flexibility,
administrators can assign multiple roles to a user. Each role sets specific user
permissions within the system. Besides SIPRNET access, minimal additional equipment
or training is required to use CVAMP. The system operates in a user-friendly format
with drop down menus and no complex computer skills are required to create, review,
modify or manage the program. Initial CVAMP-related roles and their permissions are:

(a) . Commander. = Capability to read and/or write with
comment and retains sole release authority to higher headquarters on all vulnerability
assessments, vulnerabilities, and funding requests.
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Mail Handling +

* Derived from FEMA ESFs

+ Derived from JSIVA assessment criteria

(2) Procedural

(Operations).

Training & Exercises).

C (Operations).

(a) Alert Notification Procedures. See Appendix 14 to Annex C

(b) Use of Force/Rules of Engagement. See Annex H (Legal).

(c) Installation Training & Exercises. See Annex N (AT Program Review,

(d) Incident Response. See Appendix 1 to Annex C (Operations).
(e) Consequence Management. See Appendix 1 to Annex C (Operations).

(f) High-Risk Personnel Protection Procedures. See Appendix 9 to Annex

(o) AT Proaoram Review (Ses Annevy N (AT Praoram Review Trainino &
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Appendix 5 — Fire Department Communication Architecture
Appendix 6 — Medical Communication Architecture
Appendix 7 — Other Agencies
ANNEX L - Health Services (Specific medical instructions on how to support AT operations)
Appendix 1 - Mass Casualty Plan
Appendix 2 - Procedures for Operating with Civilian Emergency Medical Service and Hospitals
ANNEX M — Safety (Specific safety instructions on how to support AT operations)
ANNEX N — AT Program Review, Training, & Exercises
Appendix | — AT Program Review

Tab A — Local Assessments
Tab B — Higher Headquarters Assessments

Appendix 2 — AT Required Training
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Does the vulnerability assessment team contain expertise in order to meet
the intent of providing comprehensive assessments?

[s there a process to track and identify vulnerabilities through the chain of
command?

e. MOU/MOA
[s unit conforming to and employing MOU/MOA for local support?

Does unit or any detached personnel fall under State Department for force
protection?

Are State Department's force protection instructions on hand for those

individuals?

Are organizations identified with jurisdiction for law enforcement, health,
safety, and welfare of assigned service members on and off duty?
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Procedures for detection of unconventional CBRNE attacks?

Does unit training include awareness of indicators of unconventional

attacks?

Do all personnel have individual protective equipment available?

Are collective protective systems available?
Is CBRNE detection equipment available?
Is decontamination equipment available?

g. Antiterrorism Plan

Is the AT Plan signed?

Does the installation incorporate AT planning into operations orders for

temporary operations or exercises?
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resource shortfalls?

Has the plan been approved by higher headquarters (HQ)?
Received/approved AT plans from lower HQ?

Is the plan executable?

Is the plan resourced?

Does the plan address response to incident and mass casualties?
Does the AT plan contain, as a minimum, site specific procedures for:
Terrorism Threat Assessments?

Vulnerability Assessments?

Does the plan mitigate vulnerabilities with policy and procedural solutions?
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15 Credible deterrence/response.

16

17 Deterrence-specific. tactics, techniques, and procedures.

18

19 Terrorist scenarios and hostile intent decision-making.

20

21 1. Antiterrorism Resources:

22

23 Does AT resource program support the required long-term security posture?
24

25 Defined resource requirements to mitigate security deficiencies?

26

27 Requirements justified with risk analysis?

28

29 Alternative plans, policy, and procedural solutions considered or
30  implemented?

31

32 Does the command have a formal process to track, document, and justify

33 resource requirements and identify resource shortfalls to Higher HQ?
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Chemical, Biological, Radiological detection & protection equipment.
Security Procedures.

Random Antiterrorism Measures (RAM)

Response Forces

Emergency measures sufficient to achieve the desired level of AT protection and
preparedness to respond to terrorist attack.

Are RAMs used for both in-place and transiting forces?
Are special threat plans and physical security plans mutually. supportive?

Do security measures establish obstacles to terrorist activity (e.g., guards,
host-nation forces, lighting, fencing)?
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installation or other Government quarters, are furnished guidance on the selection of
private residence to mitigate risk of terrorist attack?

Does the command have procedures to conduct physical security reviews of
off-installation residences for permanent- and temporary-duty DOD personnel in
Significant or High Threat Level areas?

Based on these physical security reviews, does the command have
procedures to provide AT recommendations to residents and facility owners?

As suitable, does the command have procedures to recommend to
appropriate authorities the construction or lease of housing on an installation or safer
arca?’

Does the command have procedures to complete residential security
reviews prior to personnel entering into formal contract negotiations for the lease or

purchase of off-installation housing in Significant or High Threat areas?

Does the command have procedures to include coverage of private
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entrances and exits, parking lots and roadways, standoff zone delineation, security

lighting, external storage areas, mechanical and utility systems,

Has the command used these factors to determine if facilities can

adequately protect occupants against terrorism attack?
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operations, or for proper threat mitigation, military commanders or DOD civilians
exercising equivalent authority may request a waiver. The first general/flag officer
exercising tactical control (TACON) for force protection or DOD civilian member of the
senior executive service (SES) exercising equivalent authority in the chain of command is
the approval authority for waiver of specific FPCON measures. Geographic combatant
commanders, their deputies, or DOD civilians exercising equivalent authority, may
delegate this authority below the general/flag officer level on a case-by-case basis. Any
senior military commander having TACON for force protection or DOD civilian member
of the SES exercising equivalent authority may withdraw first general/flag officer or
DOD civilian authority and retain this authority, at his or her discretion. Waiver
authority for specific FPCON measures directed by a higher echelon (above first
general/flag officer or DOD civilian member of the SES) rests with the military
commander or DOD civilian exercising equivalent authority directing their execution.
Nothing in this waiver process is intended to diminish the authority or responsibility of
military commanders or DOD civilians exercising equivalent authority, senior to the
waiver authority, to exercise oversight of FPCON and RAMs program execution..

a. To ensure a consistent force protection posture is maintained, tenants on
CONUS installations and facilities shall coordinate waiver actions with the host
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officers and ship masters in reducing the effect of terrorist and other security threats to
DOD combatant and non-combatant vessels, to include US Army and Military Sealift
Command ships worldwide. They provide direction to maximize security for the ship
based on current threat conditions consistent with performance of assigned missions and
routine functions.

b. Specific countermeasures were determined taking into consideration the
following factors:

(1) Ability to maintain highest state of operational readiness.

(2) Measures to improve physical security through the use of duty and
guard force personnel limit access to the exposed perimeter areas and interior of the
unit/facility by hostile persons, and barriers to physically protect the unit/facility.

(3) Awvailability of effective command, control, and communication
systems with emphasis on supporting duty/watch officers, security forces, and key
personnel.
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(4) Increased Security Zones..

(5) Increased port security patrols.

(6)Increased control of vessel movements.

(7) Increased protection of assets & critical infrastructure.
(8). Increased air surveillance in port and offshore.

(9) Enhanced risk management — high interest vessels.

(10) . Improve Federal / State / local / private sector coordination /
intelligence / information sharing.

(11) Research and development.

(12) Require / approve / exercise security plans (facility/vessel port).
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(3) Delay, Hold, and Counterattack. Increase the duration of an attack
by allowing executives, their staffs, and their families to remain secure in a safe haven
until a response force can arrive to repulse the attack, apprehend the terrorists, and relieve
the executives and those with them in the safe haven.

b. Each supplemental security measure should be applied judiciously. There is
a clear trade-off between increasing the level of executive office and residence AT
measures and the need to preserve the anonymity of executives to avoid activity that may
point to the executive’s prominence or criticality.

c. . Supplemental AT measures can be expensive. The expense should be
measured not just in terms of dollars, but also in terms of changes to organizational
routine. Therefore, two primary questions must be addressed prior to the implementation
of potentially bold, disruptive, and expensive supplemental security enhancements.

(1) What are the most cost-effective means of enhancing the security
of executives at risk? How many changes in organizational routines and personal
behavior shall have to be made in order for security measures to be effective in reducing
the vulnerability of executives and the risk of terrorist attacks?
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other DOD facilities.

b. The optimal approach to a physical security site survey is from the viewpoint
of a potential terrorist. The survey should examine avenues of approach to the
installation, facility, or residence; points of access to the executive offices or residences;
and how attacks on offices, residences, or other frequently used facilities could be
mounted.

c. A technical threat assessment is the next step in evaluating the need for
supplemental executive AT measures.. It provides a thorough and. detailed assessment of
the weapons and tactics terrorists might use to attack the structure where DOD executives
work and reside, as well as providing the basis for the development engineering design
requirements. (See DOD.O-12000.12-H, Chapter 21, Individual Protective Measures, for.
detailed information on a thorough technical TA.).

d. A technical assessment of responses provides engineers information on the
anticipated performance of the security forces responding to a terrorist threat and the
expected or desired behavior of the protected executives.
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and infrared sensors at or beyond the outer perimeter; supplement these systems with
closed circuit TV and/or imaging infrared systems tied into the alert security response
force staging area.

(b) Extend restricted areas or exclusion zones and relocate
access control points from the executive’s office or residence to a point closer to the
boundary. of the installation,

(c) Increase and extend intrusion detection sensors from
within the installation or facility perimeter to the installation perimeter, allowing the
sensors to collect additional data in order to classify and identify an intrusion before the
response force arrives at scene or track of the intruder.

(d) Increase the number of surveillance and duress detection
systems within the executive office areca as well as approaches to the office area.

(2) Increase Threat Delay Time between perimeter and executive
office building.
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dead-end corridors, and mid-corridor physical barriers to complicate access to executive
office areas.

(b) Consider the addition of security devices which when
activated disrupt the ability of intruders to retain their thought processes. These types of
security devices include flashing strobe lights, fog generators, noise generators, sirens,
and fire extinguishing systems.

(4) Increase Delay Time and make access more difficult within the
executive office structure.

(a) Replace standard doors and doorframes in areas leading to
executive offices with high security doors and doorframes.

(b) Install high security grating; wire mesh, or other materials
to bar access to executive’s office area through utility tunnels or conduits.

(c) . Strengthen walls, floors, and ceilings against improvised
explosive devices, small arms fire, incendiary devices, and powered hand tools by
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(c) Install blast curtains, metal blinds, metal shutters or other
window treatments in executives’ offices to protect interior space from glass shards and
other small projectiles.

(7) Install emergency executive support facilities including a safe
haven with duress system and telephone, and an emergency evacuation capability.

(a) Consider installation of helicopter landing aids on the roof
of a structure or on an adjacent field far removed from parking areas.

(b) Consider installing a safe haven or other reinforced
security structure adjacent to a helicopter landing facility to provide a secure waiting
place for executives until a rescue helicopter with additional supporting air and ground
units can extract the executives.

(8) Office Security Practices and Procedures.

(a)  Executives should discourage their staff from disclosing
the executive’s whereabouts or activities when taking telephone messages.
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(a) Executives and their staff should discuss security
requirements with the person planning the function.

(b) The executive should travel to and from the function with
an escort.

(c) The executive’s travel route should be chosen carefully to
avoid potential hazard areas.

(d) The executive’s planned attendance at official functions
should not be publicized if at all possible.

(e) An attempt should be made for the executive to sit away
from both public areas and windows.

(f) The sponsor(s) of the function should be encouraged to
close the curtains to minimize the likelihood that anyone outside shall be able to see
inside and determine who is attending the function and where they are located. This is
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(2) Reduce the potential threat to executives and their families as a
consequence of a terrorist assault mounted against the residence.

(3) Increase the amount of time between detection of a threat and the
onset of hostile actions.

(4) Delay the terrorists as long as possible; prevent their access to the
executives and their family members on the one hand, and make the terrorists’ departure
from the scene to escape prosecution difticult; provided that in so doing, the lives of
executives and their family members are not further jeopardized.

(5) Provide a safe haven that executives and their family members may
tlee for security pending the arrival of a security response force.

b. Site Selection.

(1) Avoid selecting residences previously used by other senior US
Government or foreign government officials.
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entrances.

(f) Increase the number of physical barriers between the outer
perimeter of the residence and the interior of the residence.

(g) Add heavy, remotely operated gates to all fences, walls,
and perimeter barriers, consistent with the penetration resistance of the barrier, between
the residence, the street, and adjacent neighbors.

(h) Create a vestibule or "air lock" between living quarters
and the exterior of a residence to ensure that no one can go from outside the residence
directly into the residence.

(1) . Add fire doors or security doors/gates between the
bedroom areas and living areas of the residence.

(2) Increase the time required to penetrate exterior structural walls with
explosives, hand-held power tools, and hand tools.
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between residence and place of employment. An officer or employee with regard to
whom the head of a Federal agency can make a determination, [if] that highly unusual
circumstances present a clear and present danger, that an emergency exists, or that
compelling operational considerations make such transportation essential to the conduct
of official business."

(2) The phrase, “highly unusual circumstances which present a clear
and present danger”, is understood to mean that the perceived danger is:

(a) Real danger, not imagined.

(b) Immediate or imminent danger, not merely potential
danger.

(c) A showing is made that the use of a government vehicle
would provide protection against the danger that would otherwise not be available.

(3) The phrase, “emergency exists”, is understood to mean that there is
an immediate, unforeseeable, temporary need to provide home-to-work transportation for
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with other guests ifpossible.

(6) Executives should examine their vehicle before entering to see if
there has been any interference. A small mirror on a rod is a cheap and effective method
to inspect underneath cars. Executives should not touch their vehicles until it has been
thoroughly checked (look inside it, walk around it, and look under it).

(7) Executives should not leave personal items exposed in their
vehicle, e.g., uniform items, service issued maps, official briefcases, etc.

(8) Exccutives should use the same precautions when driving their
privately owned vehicle (POV) or a government owned vehicle (GOV).

(9) Executives should keep their car doors locked and not open
windows more than a few inches.

(10) Executives should never overload a vehicle and ensure that all
persons wear seat belts.
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(b) If needed, ram the terrorist blocking vehicle in a non-
engine area, at a 45-degree angle, in low gear, and at a constant moderate speed. The
main purpose of ramming the vehicle is to knock the blocking vehicle out of the way. In
all cases, the executive’s vehicle should not stop and the executive's vehicle should never
be boxed in with a loss of maneuverability. Whenever an executive’s vehicle veers away
from a terrorist vehicle, the executive’s vehicle is placed in an adverse position and it
presents a better target to gunfire.

d. Interurban, national, and international travel security practices and
procedures.

(1) Executive airline seats should be booked at the last moment. If
possible, the executive’s seats should be booked using an alias.

(2) The use of an executive’s rank or title should be restricted.

(3) Executives should not allow unknown visitors into their hotel room
or suite.
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Defense manZlges NTAV iarograms.

(2) The Department of Defense categorizes non-tactical armored
vehicles as heavy non-tactical armored vehicles (HAV) and light non-tactical armored
vehicles (LAV) (these are normally armored sedans or sport utility vehicles).

(a) HAVs are fully armored vehicles intended to protect
occupants from terrorist attacks using bombs, improvised explosive devices, grenades,
and high velocity small arms projectiles. These vehicles are authorized on a case by case
basis for designated high-risk personnel by ASD (SO/LIC). Factors to be considered are:

1. Country Threat Level. HAVs are for use primarily
overseas in countries with High Terrorist Threat Levels. Considerations include the
threat capability and vulnerability of the target, and environment in which the threat
operates.

2.  Protection Level. The threat must warrant the
increased protection an HAV provides.
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(1) During the course of a PSD mission, members of the PSD may be
asked to perform several different security functions. They may, for example, perform
direct or indirect protection or escort duties. Direct protection is open and obvious;
indirect protection is generally a surveillance measure. The security guard unit may
operate as an interior guard and may consist of one or more PSD members stationed at
fixed posts. PSD members should know the identity of each individual in the protectee’s
party: protectees can assist PSD members in the performance of their duties by
introducing PSD members to each member of the official party.

(2) The attitude of the protectee is critical to the success of the PSD
mission. Protectecs do have a right and a responsibility to make their wishes known with
respect to their personal security; they also have an obligation to listen carefully to the
head of the PSD who is trained and highly qualified to assist the protectee in making
reasonable judgments about manageable risks. PSD members understand their function
is inherently intrusive, and that protectees can easily resent the loss of privacy that
accompanies the protection offered. On the other hand, PSDs must accomplish their
mission, not merely to protect executives, but to help safeguard mission critical assets -
DOD executives.
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b. Only approved joint publications and joint test publications are releasable
outside the combatant commands, Services, and Joint Staff. Release of any classified
joint publication to foreign governments or foreign nationals must be requested through
the local embassy (Defense Attaché Office) to DIA Foreign Liaison Office, PO-FL,
Room 1E811, 7400 Defense Pentagon, Washington, DC 20301-7400.

¢. Additional copies should be obtained from the Military Service assigned
administrative support responsibility by DOD Directive 5100.3, 15 November 1999,
Support of the Headquarters of Unified, Specified, and Subordinate Joint Commands.

By Military Services:
Army: US Army AG Publication Center SL
1655 Woodson Road

Attn: Joint Publications
St. Louis, MO 63114-6181

Air Force: Air Force Publications Distribution Center
2800 Eastern Boulevard
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