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On July 26, New York City police began conducting 

random searches of subway passengers' bags amid 

security concerns raised by the July 7 London 

bombings. Officials from the Washington, D.C., transit 

system will travel to New York on July 28 to evaluate 

the new measures for possible use in the capital's 

metro. 

Considering the difficulties in securing public transportation --the New York City subway carries an estimated 4.5 

million riders a day; Washington's carries about 700,000 -- the government can provide an overall level of security and 

local law enforcement agencies can enhance security with increased vigilance. Ultimately, however, passengers must 

take some responsibi lity for their own personal security. 

The best way is to maintain a heightened level of situational awareness. Being observant of surroundings and the 

people in the. vicinity is essential to identifying potential threats and dangerous. situations. Daily commuters will. find it 

tempting to immerse themselves in a book or newspaper to pass the time, but it is a good idea to at least pause long 

enough to evaluate people as they board the train at each stop. 

Coupled with good situational awareness is the need for commuters to trust their own instincts. On a primal level, 

people are. aware. of potential dangers in their environment, though they often are inhibited. from acting on their 

instincts. Many victims of crime or terrorism relate after the fact that they sensed that something was wrong before the 

attack, but did not act on their instincts. They often say they noticed unusual behavior in the person who attacked 

them, but did not associate it with an immediate danger. The bottom line is that instincts usually prove right -- if 

something feels wrong, it probably is. When it comes to personal safety in the hustle and bustle of the mass transit 

system, people must learn to trust their own radar. 

Part of recognizing a danger is to know what to look for. The Israeli government has issued a set of guidelines for its 

security forces. to use to identify potential suicide bombers, including: 
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• People wearing unseasonable warm clothing, such as trench coats 

• People with protruding bulges under their clothing 

• People who are sweating, mumbling, or f idgeting 

• People who are trying to avoid security personnel 

• Young people who appear to be out of place in a certain venue 

In addition, according. to some. reports,. suicide bombers often exhibit an intense stare as. they approach the final 

stages of their mission. They seem to have tunnel vision, being able to see only their intended target. 

Those. who suspect someone is a suicide bomber should remain calm, take note. of the. individual,. leave the train at 

the next stop, and then contact transit authorities or police as soon as possible and provide a description. Confronting 

the person - if he or she is a bomber-- could result in a premature detonation. 

In all situations, it is important to have a personal contingency plan in case of emergency, and to carry a smoke hood 

and small flashlight. If an attack should occur, unprepared riders could find it difficult to safely leave a crowded, dark 

and smoke-filled subway. 

Although the terrorist attacks in London were shocking, given that they were concentrated on one day and in a few 

locations, the number of fatalities was minimal. According to the U.S. Department of Transportation's Fatality Analysis 

Reporting System, 67 people died in traffic fatalities in. the District of Columbia in 2003 -- the last year for which. the 

statistics are available -- compared to the 52 commuters killed in the London Underground and bus bombings. 

Overall, the U.S. commuter transportation system is safe to use-- but situational. awareness and a personal 

contingency plan will enhance one's chance of avoiding or surviving a terrorist attack. 
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Please feel free to distribute this Intelligence Report to friends or repast to your Web site linking to www.stratfor.com. 
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"I have been a member for about three weeks and find your updates and analyses outstanding. I have referred a 

numl:>er of friends to the site and recommended they become a member. Very nice work." 

- David Kretschmer 

Healthcare Executive 

"Without peer in open source. intelligence." 

- Gen. Thomas Wilkerson USMC (retired) 

CEO United States Naval Institute 
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"I think you do a great job with what you produce. Keep up the great writing and analysis, it's as good or better than a 

great deal of the classified intel briefings I used to get." 

- Herb Riessen 

Brigadier General (retired) 

"As a subscriber paid up for the next few years, I find your thinking very refreshing and very rewarding for me. 

personally. I have always thought the mainstream news media were a day late and a dollar short on most subtle 

issues. And of course elected political leaders were only interested in discussing issues in a way that would help their 

re-election chances." 

-Ed Paules 

SVP Capital Markets 

"Kudos to you guys for another excellent piece. Your premium subscription is my most important out of pocket 

professional expense. Your insight and analysis- and willingness to admit your infrequent missed forecast - makes 

STRATFOR the best daily resource I have." 

- Jay A. Carroll. 
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