
TS
A

 1
5-

00
01

4 
- 0

01
50

7

rta 
~ 
World Heodquart~n 
]vM$ und B;ntku h1bh>htro 
40 T~JJ Pine Drll'e 

]Oil<:> ~nd lll:tr~el( P\obhohero. J<:m~s o~d IJ~rdw PublLII:tr> 

c~nad" huernanonal 
Snrlbmy !viA 0177~ 

978"4-H-JOOO 
mfo@jbpub,com 

6119 Ounmdale Way 
M1~,\i%"uga, Ontano L5V ljl 

Canorla 

BMb Home, B~rb Mewo 
London W6 7PA 
llmt~d K•'Dgrlom 

www jbpub <om 

jonr.o Jnd Banlw's boob and prod~CL' arr avJibblt rhrollgh moq bookstores and onhn~ buok.!l~ll<n. To 
<:nn1an]0n" and Bmlm Puhhdw" d~re<ily, ""11 ~00"812-00}4, bx 9/A-443.8000, 0r ,.,~H Ul.tr webJ\le 

W'IM Jbpub com 

Sul~>Wllli"l Ji;c·ount' on bulk 'lu•nlitio:.\ rJfjune' and B•rllen\ pubh<:~loOh:l ~1·c ay~!\able w corpor~\:n\S, 
prul~\lQtml n;:;~u~twn~. ami mhtr quahfoed 01ganic.tiom I'm"'"'"""'''""" 
('bnt•~t tht gptCtJl saltl dtplnlllfnt !l)on~s and B•nlw via th~ Jbove contad mformnt1on or ~enG an 

Ill 'P'''''"I'ak<ld'Jbpub cnm 

Pmdudwn (n·dit> 
Chid ex~nlHV~ Offoccr Cbyt<>ll f; jQII<;i, 

Chid Op~ratin~ Qlhcer Don~ld W Jone~.Jr 
l't<'>tdrno, Hogh<·r f<iow~uc>n and Pmfr<;<o,mal 

Pttblt~hmg Robm W H<>lland, )r 
Y.P. S~le,; at•d M.rhting Willlatn J Kan~ 
v J' , Produnlon .•nd De>\gn Ann~ ~p<:tJC<:r 
V.P Mamtfan~ringJnd lnHnlOry 

(<mll<l]' Therc•:>c CMMll 

Puh[,,hc•, Publi\ S"kty (,r(>up 1\imll~<ly Brophy 
i\,·~wmion!· F.d•tor J~rcrny ~pi<:gtl 
tJ•HH' Jrnn,fn ~hn~ 

Prndndlnn hlnm fenny l Mds~a' 

Mwvfact\lnn~ Euyer· Amy llol\10 
Direct<~r ql Morhtlng: 1\lisha Wdsman 
lnter<Or Ur~tgn IIIHW SjWHL~r 

Cover De;1gn: Ann~ Sp~n~;e< 
Cuulposltooh fvbb>hers' De~tgn and Prod·J~tlon 

)CfVlC~>. Inc 

t:owr an.;llmunor I mag~ (i>luc >trcnl. © (omotock 
lmag~siAl.nny ln1,1g<s 

("'~' lnH•g~ il) Attur H~i5<illlll\fUien;/l;~:ldov 
T<'~l Pnnting ond Btndtng M8lloy 
(<m'r rrin~tng· Juhn Puw Company 

hl(<~tc 1 l © RW reR'VC"tc~ l'truudlbnduv: l-2 ~) )tlhn M:oorc/AP Photo~. F1gure l·J 0 jJrclaniao 

l V/AP l'h•JW5, hgme 1-4 © Rv; l'ddiAJ' Plwto; l-5 f.) R.l::U ll:J\~/Georgc M1•l~l:lfl andP'' 

C<•pynght 2007 by jo:moo and B~rtktt Publ,.hr.r~. lnr 

cgh,m<"''d Nu pi•lt of thr m~t~n•l ptN~ued by tim. cop}Tight notkt mU) b~ rtproduted or utlli~td in 

,)(wnnH; ~~ lll~dwm~l. IP(b.t(\l~g pho>to•opylng. ret:<>r<llog,"' hy any Ltofonnaoon ~tmog'- and 
retric\.ol 5)0Lr'm. wnh<~ul wnt"n pcrou,<1ion [rQm Jh~ cop)Tig,ho owner 

Librarv of CoqgJ(·$> Ca1.1l~ging i11-Pnbllt~lion D:tt~ 

'''11""-M"luel 
Pltl'cnlirtgtenomr Hlid\J~ auack> I Mich"d t\m.Hl 

p, ~n' 
l$il,'o;·. )); '111!-CH~.lf-4109 ·~I (pbk ) 
L~EN.\0: (),"fflJ7~41\N·1o 

1 Ten'MI$1\1·- U1\11ed Soal<S-- Pre<·enlwn. 2. Suic•dC bon<hings-·- Unlled SWe.\·- Preven110n 3. P~hce 
1 Tnk 

Vd.32J'll-----<1cn 

2006019:56 

604e 

f'mtled Ill ibe Unit<'d ~IOI% ur Amertf.\ 
10 09 OS 07 00 lQ 9 8 7 li 3 + 3 1 1 

., 
'I 

Section 1 The Suicide . ..:T.::e:..:rr.::o:..:ri:::s.:.t _____ _: 

Introduction ••••...••.••.•...•.• : • .••.• , ............ 3 

The Emergence of Religious Terrorism 
and Suicide Missions ................................. 3 

The Objectives of Suicide Tactics .••••••••••••.••.•••••• 6 
The Infliction of Mass Casualties and Media 
Attention ...... , . , , .. , , ........ , .. , ....................... 6 

Economic Disruption., ........•....•. ,,,, ......•............ 7 

Undermininq the Public Sense of Security .................... , . 7 

Tactical Advantages of Suicide Missions ................. 7 

Prl!!cise Timinq and Tarqetinq of the Attack ................... ,. 8 

An Escape Plan is Not Necessary .. , .• , .... ,,,,., .. ,a 
Capture and lnterroqation of the Terrorist Are Avoided ........... 9 

Hlqh Probability of Success .... , . , ..•.. , , , , , .. , . , . , .... , .... , 9 

Profile of the Suicide Terrorist ........................ 10 

Motivating Factors for a Suicide Terrorist ••.•••.....•.•• 10 

Reliqlous F'anaticism , , , , , ............. , ....... , .......... , . 10 

Rewards ........................ , ••.......... ,., .. , ....... 12 

Life Experience,. , ... , .. , , .........•..... , . , , .. , ........ , .. 12 

Weapons of the Suicide Terrorist ............... , .••••• 15 
Body· Worn Suicide Bombs .... .......... , ............... , .. , . 18 

Suicide Explosive Devices Coneealed in Cl Bag, Box, 
Qr Similar Object, ...... ,.,, ............ , .. ,, ...... , ... ,., .• 21 

Vehicle BQmbs ..... , . , ........ , , . , . , ...................... 24 

Section Wrap·Up ................................... 30 

Iii 



TS
A

 1
5-

00
01

4 
- 0

01
50

8

be able to do so. Members of virtual cells and "[out soldiers'· are 
typically not that highly truined and may even be eager to e:.cape 
the cult-like isolation imposed by their cell and be their former 

self again. In this C<JSf, a sympathettc interrogation app~oach 
may yield the best results. Whrn interrogating a potential 
lslaruic extremist, that :;~pproach should always be tried first 

Counter-Surveillance 
In maur jurisdictions, the irlentification of likely targets for terrorist at 
tacks is covered in a localrerrorisrn response plan. Protective measures 
are frequently lin ked to the Department of Homeland Security terror~ 
ism alert lr.vel Protective mfasures are escalated as the alert levd in· 
CJ'('ases. The terrorism response plan should be flexible enough to 
allow for specific counlet··surveillance <Hid other pNrecrive measure$ 
based on local inform'ation. Such infmmation may be obtained through 
specific information provided by federal agencies or through local 
source: .. for example interviews of merni.Jers of the community. 

During the planning stage, terrorist surve11lance activitte!:i are re­
lar.ed to target selection. Therefore, potenttal suicide bombers may ap­
pear :tt a multitude of potential targets in order to determine ·.he 
optum.l target. The it principal considerations will be the probal))lity of 
a high casualty count and case of penetration. The symbolic ~.nd ecu­
notmc value can be assessed without being present at the t;uget. The 
terrorist surveillance activities at this stage will be lowwkey: the mosl 
frequently encountered action is vidf.otaping the targer and it~ vicintty, 
If the target Uocs not hold any tourist altraction, videotaping may ap­
pear suspicious, for example vidcotaphlg mass transit f<lcilitie:;, trains, 
airports, and so on. In an ideal world of unrestricted manpower, a law 
enforcement agency would simply saturate all potential targets with 
undercover personnel to monitor the facilities. Because this L~ not posw 
sible, the genr:n1l population and employees at lihly targets should be 
educatrd in the threat of terrorism in general, and lhese indicators in 

particular. They can become extra sets of eye; :tnd ears for law enforce­
ment. Programs !ike CERT (Community Ernergency Response Teams) 
are a good venue: to propagate such knowledge. 

Terrorist suspects should be actively targeted for questioning. In 
addition to the infonnation that may be gained, if the suspect is indeed 
part of a terrorist conspiracy, the fact that he i~ LH~lng questioned \Vill 
impede the planning of the <:~tt<tck. Tht: cell may fed that it has been 
compromised, and may delay or cancel thE' atr.ack. Law enforcement 
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agencies must be cautious not Lo violate the prohibition of racial profit. 
ing or any other civil rights of st1spect.s in their efforts. As mentioned 

above, AI Qaeda recognizes the openness of our society and justice sys~ 
1r.rn, and the opportunities tor propagandistic victorit:s or eveu legal 
action against law enforcement officers and agencies. 

• The Preparation Pha~e : """' 

The preparation phase for suicide bombings generally coincides with 
the tactical training phase. lt will occur from days to weeks or even 
months prior ro the actual attack, depending on the compkxiry of rht: 
planned operation. Officer intervention during this phase is the last 
chance to pn·vent 1he attack from occnrring. If the potential suictrle 

bombers cannot be stopped ar lhis stage, eventually officers will have 
to respond to <1 pre-blast or post-blast Slnl<ltion. 

• Movements and Whereabouts 
If the potential suicide bomber is not alteady ptesent in the United 
States, then he will most likely enter the country during the preparaw 
tion phase. If he is already in the United States, then he will now move 
to the li:lrget ;.uea. This happened with tlJe 9/11 hij<Kkets. They entered 
the United States at dilferenr ports of entry and came together in the 
Northeastern United Stales only in the weeb before the altack. Sleeper 
cells, howevet, may have been hvi.ng in the immediate vicinity of the 
target for a long time and, therefore, little movement will ocwr. 

Temporary lodgings of potenth\l suictde bombers may share some 
feamrr.s that would r.nahle a law r.nforc:tment officer to identify them 
Due to the low probability that females v.ill be used for Islamic extrem­
ist attacks in the United Stares, there wi II be a large number of mi1.les 
living together in a rcntr.d apanment. or house. Typically. the residence 
will show that it is intended only for temporary use, There will be little 
furniture, and lt 1mght corJsisr of camping furniture, sleeping bags, 
military cots, and so on. The exterior may be kept up to some degree in 
order to blend in with the neighborhood. The mhabitants W1ll d!Spla.y 
an extreme concern for privacy; windows will be covered, and if there 
is a backyard, then it will show little activity. This extreme concern for 
privacy may stand out in a routine encountet· with officers, such as a 
false alarm or a noise disturbance call. The residence of an Islamic ex­
tremist cell in a VVestern environment may a\.'quire a special meaning 
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for the members. Atta wrote "House of d1e Followers'' in Arabic in the 
memo hne of the checks f6r his apartment rent. 

The residencr.may double :1.5 a bomb factory. The cow;lrur.:tion of 
explosive devices may cause <'!ccidents, fires, and inJul·ies. These lndi~ 
cators were also previously mentioned in connection will·. vehicle 
bombs; they also apply to the manufacture of sma.ller devices, if on a 
lesser scale 

• Reconnaissance and Tactical Training 
During tht preparation phase, reconnaissance efforts will be rarget­
specific; the target hus heen selected and all r:ffons axe focmed on opti­
mal results of the,plnnned attack. t\.cri.Yjtir.s .... s.uci:Las .. pl:t.0t.SJ&~~pbi~g,yr 
videotaping ttiat wCr_e __ a)..:;g_ conducted duriM_the planning phase will 
now becoffie more .f.?~Yh~-~s!,~~f~C'y ·~ay'G'Stlong;r ~~0~Efn!Qr_t:_~9.[S.P.ic·· 
u o\~~ .?s t 11r c~Jr~i~ !IJ£l~JP ... Q bii{i) :qp:Cfjfl.~.i~.Cf~~~tHg~n.c:.eJut: Jh ~ 
coming l!ttack. The timing of such reconnaissance efforts will probably 
coirlclde with the timing of the planned auack in order to capture con­
ditions at the target as they will be during the auack. Ultimately, the 
attack will be timed to achieve maximum casualties. The reconnais· 
~~12.SS!f0rts may include ru::ellmember spending considcr;bl_uim~ nt 
the ~!,m.c..t.JQ..QQ~.~~--~!2;i!.S£.o.r:sL\Y~u?-t hap~ens··ther~ovet~ertain p~­
tLQ~tgf t~~~e .. QLpJtr~icl!l~r interest at certair~. t~!get~ ... 'lii s~·c'i.i!ii}l. gU.ifd 
sc_l~edUTes, locations, aud patrol routes. These efforts will help the cell 
to esl'ilbfiSh ·the optimal access, timing, aml Ji::;guise for Lht> suicide 
bombers and, it applicable, the optimal disguise of the vehicle or object 
concealing the bomb. The reconrwissance efforts may utilize equip­
ment such <Js binoculilrs, -~amcorder$, 3'Smb'i <nid dlgl"taL~·iUn.CfaS, · 
and nigh.t~yisiQn ~qUJpmenL The prolonged or repeated presence of 
subjects with such equipment at objects ami facilities that typically do 
not attrau such activities should serve as a potenti<tl terrorism indica· 
tor. In our analysis of tllf. AI Qaeda Ma11ual, we have seen that AI Qaeda 
esmnatcs that only 20 percent of target. information will haw. to be ob­
tained clandestihf.ly-ln other words, by spies. These spies may not 
even be full members of Al Q;H~da, but rathn well~cducated or well" 
placed supporters. These supporters will co_~~Jnto pl_a.y_@_ti_ngJ'h!._ 
preparatiSJfl.Ph'!~~-;. t_h.~"Jt ta5kS .. V:iilflG.i!i~O:bteyj.nJn;;J4s knowledge of the 
ilift"rlg~a wrget that callUOnJtO?tained 9y_o~servation from thf: ·aut~ 
side~-Ihese supporting elementS wiil bC askCcCtO pro~r:idi inf0rmp.!ion 
such as detailed blueptiiiB of tHt ElyouJ of the' t.arget._f#ili,tx) .CrQerw 
gency exib, locations of utility lines, srructural design featur~.s .anrl 
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weaknesses, or V1P schedules and rotlfes of travel. Unexplmned pos­
session of such docur~ents, especially if they arc confidential,· b a 
st_r_ong terrorism indicator. Officers need to be alrn to these during 
-roufinr. ·police contacts. 

At this stage, the cell may go so far .as to imtio..te a slaged miuor in­
cident such as a !Jamb threat al the target in order to observe there­
sponse by security personnel and law enforr.em.ent. as well as 
evacuation procrdun::s and routes. The tactical, rarget"spec:ific training 
may include a dt):.;-.run_c;{t~e ag~ckutthe i~t.t§:_h{;led,target.Qr a_.ver:y 
siJ"Tl.il.~r_ f~cility 'f?)r_rh~ rmential suiclde..b0mbec~_Qd_gp.!a~1 tha~ will 
eve11tually_~~~~G!U_~_tb,e . .:I.Gnl.iiJ'Iltack. The main objectiVe here is lor the 
squad ro familiarize themselves with the target and gain speed, slealth, 
and confidence for the real f\ttack. Thf. unique narure of lhe Q/ll at­
tacks caused some pecuharities that were observed during the flight 
training of the pilots: Their instnlctMS described them as vrry impa­
tient and wanting to train on l;uge aircraft im,mediately, and th~y 
showed liule intere:.;t in take-off anrllanding prucedures. 

• Behavioral Changes 
The 9/l l pilots of the Hamburg cell grew beards and dressed in tradi­
tional garb, even though they resided m a large Western cily. After 
1hey rewrned !rotn Afghanistan, they reversed these Lehaviors, 
shaved their br:uds, and wore west.ern do thing again. They did this as 
a rE.'sult of insmJctions they received during their briet training in 
Afghanistan in orde1 Lo avoid amactmg unwanted attctHion. They 
also avoided the (Ompany of other Islamic extremists and toned down 
thctr antiwAmcrican rhetoric In other words, tactical considerations 
of maintaining a low profile overrode their inner religious convic~ 
tions. These acts were purely acts of expediency and did not reflect 
their r~"l attir.udrs 

During the preparation phase, with the suicide m1ssion drawing 
closer, Lhe behavior of the potential.:;uicide bomber may grow more 
volatile. Threats a.gatnst uon-Muslims, Western countries, and rhe 
United States can occur, even though they are not uttered against the 
ultimate target or representatives thereof. However, threats against the 
target are communicated to trusted third parties, probably in an effort 
''to let off steam" that inevitably builds up in the psyche These thmi 
parties might be members of a mosqtn: or Muslit:n comm1..1nny, which 
the potential suicide bomber i.S pan of. Along the same lines, famas.\.es 
about the imagined phenomenal results of the coming attack may also 
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