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IN lR.ODuCTION (CI) 

CT.e of7he greatest chp.1Tenges the United States faces . ' mme 
. ,... 

ong010~ coDil.lc:c 

tools "dlat :-he U~.S. G~ve.rnment can. use to accomplish that task is metadata analysis. Under tb.is 

on and Order: 

Tl1e attached ~A_pplication seek3 tbis Cos-t~ s -· . .' aumor.,..c.non 

to collect 1n bulk : 

records--sall detail recorC.S, or ~telephony meta.d~ta::"'--so that the NS .. A. may use t-hese same 

(TS//Sll!~r) 

1be ~ttacb.ed ~plication for business records is made pu.rSi:<rr~t to ~·He V of the For::i~· 

Intelligence Surveillance k.~:... ... c:~ 50 U.S.C, § 1861 et seq., a.s amended, ~ .. ~ccess to Certa.ir1 Bu.sirress 

Uu1ted States has for identffying CQ0mun.ications n .· ,:o.uecwon 

sou~!lt hero Yvi.ll make ~ossibte a. potentially powerful tool that the 

enemy commnn1cation.s: metad.s.ta ~.,alysis. For telephone calls, met~/~,at~ essentially ccn.s1st3 o:r: 

n.umber of the Called paz ~y, a.n.d the d.ate, time and dUJ.-ation of tbe :.alL It does not inclwde the 
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TOP SEG'~T /) tl CS/ iSl!iN O:F'O R2i 

ther=by id.eriy oilier~ pre~-i.o"U.Sl-y 1-r~ ki\OWil, tel..i v1...i.sts. 

:n.et~r~;;-r~ ~nai;-sis as applied to telephony :n.et.ad.ata i.s ti:ta+ it enables the C-o-ven:ri:·:ent to a.nalyL,C 

targeted collection of met~r~Pta. i.s i0;;?.equate ~·r tra.ck+~g the c.on:u::ru..ru.ca.na:n.s of~er::.)rist~ w-ho 

productio~ 1n b?i1k- a.nd on an Oll:,voing basis, ,- . • • • 1 oz cer;::~~~ busmess rxcra..s .----

F cr billing and fraud detection plil-p-o ses 
---------

other telephone n.u.mber at ~ilat date and ttne, and for .iaY.l long, Le., ~~metadata. '~ The 

4 '. ' ·' 'l '' .-:' rP UCCJ: C·n I'UL y 3a!~-n es all requiremen:ts cftitle V oft iS~~ 

seeks the production cft~n:jble ~hings. cfof' an inte-rnational ter:o6-m in·vesriga:tic·:o_ 50 U.S. C. 

§ l86l(a)(l). m addition, the -A_pplication includes a. S"'"l2.ternent of facts de·monst:?.tii!g that there 

inve~~~tion. ld. § 186l(b)(2). ~Although the call detail re-._.ords 

cont~Jrllarge volumes of metadata, t:1e vast rn.ajorit"f ofYv·hich w111 not be ter:-arist-

rel~ the scope of the- business records req:J.est presen-~ o.o i :1-til!!liry u.nd.er ~Je \l P. n of the 

Dusiness records to be collected here ar~ :-elevarrt to ?3I ill:vestigations · Decause the 

NS~- can effe-....-ti·vely conduct meta.data ~nalysis only if it has the clata in bull:: (:JSI/§j;~TF) 
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rele-v~L., n.othin~ 1r"l t.tle \i of .b iS .. ~ dem.a~cis ~1-l::;t c. ~eques.t for the proo...1.ction of ~a::y tangible 

terrorism 

a ba..l~nl7~g of the government interest ~ stake ~?nst the deg:r~ of !ntru.sion :;;-co any protected 

Here, 
. . 
:nter~st LS 'ITle most comperr~i\~ 

• ' .., < ,1 

r.m~,~,a.Jie: :ne 

defen.se of the Natio:ni~ 'lv .. ar*ime frorn~al2.eks ilia: say take thcl.l5ands ofli~;es. C=n tb.e other 

side of the balance, the 17iM.J.sion is rn1ni:nal. no 

. ' . 
!11 -r 171 q ~ etemg~ ~deed, only a. ti.Ly 

fraction (est7711a+ed by~ tbe 1'-TS .. ~ to oe 0.000025o/o or or;e m fo~- ~illion) of the call det:::;-!1 rec.orr~~ 

collected ~-ru.ally w-111 be seen by a traL.1.ed l:~S .. A. analyst~ Under tb.-e procedures the 

a ~;-r:rma~ an.alyst C a computer searc.n ~as established a ~')n.nec.tion to a terrorist ... ~~-ociat-~ 

·rne .A_pplica:~on is completely· consister:t: ~itb. this Court's ground br=va k~rg ana 

. ' . ' . . 
mnovat.-ve d.ec1s1ou m 

insr21J.ation ana use - . or pen regl.Slers md trace devices to collect bulk e-mail metad.ata 

The Court fuu.nd that au o t ·we iJL.:,rm_a.tion lL.\:el y to oe 
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TOP S:ECRET//ECS//SI.//NOFORL~ 

i~ter;a+ional ter:-orism. ~ 50 U.S.C. § 1842(cX2)~ 25-54, The Com~ eA""Dlained 

ld a! 49. 11.oreo'ler, as was :n.e ca._~ LD. 

• ~. • $ 

pro~l/~in_s JU.CUCJ..aJ. 

to safegu.a.rd .. ~eric.aa freed.o:c.s. (S) 

On. September ll! 2001, tb.e al Qa-~a. teJ.-rcrist ne~-yy~ork l~1rnc.b:ed. a set of coorr-11i:at.ed 

selected to oe ±l:.ll~; loaded \~itb. fuel fer a. trar..scontinerrtal fhgb.t, vvere h-ijacked by al Qaed.a. 

ocerarrves. Two of the jetliners were targeted 3.! :be Nation's f1r-;;ncial cer~ter 1n New ~:{ ork and 

were deiiberately flow~ into the ·r~~n Towers of the Ylorld Trade Center. 'The tb.ird. was targeted 

beaded tow-ard w~~},~~·ton., D.C ~when passengers strn~·ed wit.~ the hijackers ::u1.d tbe plane 

7he White Hou.s.e or m~ Capito~ sw.ongl; suggesting that IT3 ~nt....~ded mission Y¥-as to ~w.lre a 

direc: blow at tb.e leadersb.i-o oftbe r::-avenmen.t of the United States. ·Th~ attacks -~f Se-pta:n.ber 

forei~ a.ttacks in the Na:tion! s tllstory. ·These attacic3 skrut down air tra-v .. el in the United Stat~ 

TOP SECRET/iH'CS//S""ll/NOFl"J:R.'Z 
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of 

Before ~~e September ll th ~tt:;c~ a.l Qaed.a ha!i prom1 sed to ar~k the United States. T 1i 

1998
1 
Osa!:la. b ~: ~ Laden decl&l.-ed a ~'reli~ous~ war ~1nst the TJnited States and urged that it 

W'"as the moral obiigation of;lH lvfmlims to kill U.S. 

Sr:::r;oement of C~sama bin Lader;., 

coun~j i.n.wb.icb. it is possible to ao :L, m oroerto liber~ the a.lq .. Ar:sa 1\fosq-J.e and tb.e b.ol:-r 

defeated CJ."1.d u~~ .. J1le to t1'"ireaten a.n.:y !Yfns}rm :-:) . .:..U Qaed.a car.:..~ed. out those tb.L-eats w~JJ. a 

D~ally the United St~i'=-s itseLf in ilie September l I tll at""L2.Cb. ruJ 

It is clear t.b.at al Qaeda is net coui..errt Yr~th the d~m~_oe it wwugb.t on September 1lr~ 

Osa.ma bin La.d.en po1iite.d to :'"the 1 • 

ex:DlOSlCUS t.a~~e take[n] place 

ln the greatest European. ca:oi:ta.ls'" as ev-idence tb.a.t :~the mujab.ideen 

tbrou~h all the sectLu.i./ m~--ur~ taken b;r~ the l]nited States and rts ~71ies. Osa.rna bin L.ad~:-1, 

19, 2006) . .He W3.J.-::J.ed that "tb.e delay of[sic} ir:f1ictir1g si'7J:1ilar ODeratl.ons ;n .A.lilQ~ca has nct 

a3. future colored Jy blood, ilie smoke of exnlosions and the sb.ado\-vs of terror.~ .?-~J!!la.n. al-

TOP S:ECR:ETJib. CS//SI//NOF-0 R;.~ 
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Za:Y¥~~h~:i, ~videotc.De released on the }J-Jazeera. tel~~1.sio:t net;:;lafJ£ (Jan. 30, 2006). These r::cant 

±rea.ts ~ere just tb.e la:esL :7; a senes or y;ra:_liing.s smce SepteT"l:ber 11th by a.l Qaed.c.lead.ers wb.o 

C·sc:ma bi7"l Lade~ ~rideotzpe reiea_~ or: _.6-J-Jaz::.;:.ra. tele-::vislon ne~..·work (Oct. 24, 2004) 

,-. ..... ,f .. • 

·::rtl.Zens c: J..:.:.--'i"Jler ~~~t'.KS 

OL-tsidc tb.e United Stztes 

te±ev-r.szan w.eblark (Dec. 7, 2005). Indeed, s1nce September ll th, a.1 Qaed.a bas S"""L.Cged. se·veral 

large-scale d.i.'tacb c.< cund me wori~ including in T.m.i.sia, Kenya ':lnd In.donesia, killing b:u.n.d.reds 

of i!moce:c.t pec·ple. In addition, ~~;man. 31-la\.vahiri ctaimeci tb.a! a1 Qa.ecia played some role in 

the July 2005 a.tta.clG on Londcn.. See Declaration of John S. P .. edd, Director~ Na.Dcnal 

Decl~~::.tion~'). G-iven that a1 Qaeda' s leade-rs nave repeatedly made good· on their tb.reats ~nd that 

a1 (~aed.a has demons-~..rated it3 ability to insert furei~ agents into tbe TJn~ted. States to -exectlte 

.F .. eEable intelligence indicates irrr.ent on S'tri .. k:i~·g the United States 

ma. u s~ uuere~l-5. See NCTC Decl.a.-ricn. ~i ll-13. an.. i1'"1temati.onal 
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at least 4G conrrM""les, and. the 

"! .... _ 

capaolliry Jd ~ 5. 

~ ;~ fiated. ~ ou.ps. }~ .la. ~ 3 9. Recent U:telligence sugges-~ 

S. 

crveneas. id. 74-80. Moreov-er, 6e TiitelJ,ige:n.ce Corn~:l-rn1ty is cencemec 

States biolo~v;~ radiological or 

cLear intent to dev·e1ou S'UCn caoabilities ,~nd use 

~hew w ::7W..l:e rhe Ec·m.eland. ~' la. 

~ 91. By hei!J:,g to find and ide!l".tlSy 

T.)"iiited States, w.1e proposed recr"i.lest ror bu_~e.ss records would greatly b.elp ilie Unite-d Stztes 

yl.e~,;ent ~7"\cther 3llCh ca~?.::;Wopbic ter:urist attack, one itselfhas claimed would be 

larger r~~~n the ~tt;:;_c . .k3 of September ll 7-h (TS//SI//HCS//OC,~ 

B . Lse of T·eiephones to Comm:unieate (S) 

tbe i.ui.e.t national telephone sy-stem tc 

from tbe U~teci States. In addition, ~;ben they a.re located 1i1side the United 

oDera.ti·.;es ma.K.e domestic T.J.S. telephone ?.J.ls. ?or p·u.rycses ofpre·ven.n.ng terrorist &"i.ac.ks-

are 6ose that either ha-ve cne end 

TOP SECPJ£T//ECS//SI//N'OFOP""-'f 
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TOP SECRET !J H CS/ /SJJ/NO FORt~ 

cojjimuiDca.tjons ate pa.rticular1y likel}i to identify i.n.divid"uals wbo are a.ssociEted 

T7! 7:-,e Urrited States \Athose a.cti~~-:ties may Tnclude pla.zJ..Ping attacks on the b.o:=.elan:i See 

Declaration ofLicut G-en.. Keith B .. Alexander, U.S .• ~-my~ DirectDr~ NS ... ~; 5 Qv1~-::r22., 2006) 

sought m the ;:;ttacb.ed .:.~uLication would 11icb,r1e re:.....ords oftele:-:hone cal.ls that either h;:r·~le ::Jne 

snd 1n the u~rted St::rtes or are pu.re1y 
; . 
nomeSD.c~ altb.c~u~ii som.e records 

States needs to sort tbron~ this telephony metadaza. to ~nd and i 

t}ieretry a..c~1~re ~-Ital lrrtelligence ~ta: could pr~ient another d.eadly terro~--t d; ~ck. (TSJ/SIJ/1-{F) 

_A nai·y~g met~dat<;; from. inteJ:""I'..J.Btional a:1d. dome~W.c te.lervammw.-llcaticns-su.ch. as 

lnform.ation sho,'~'~i.ng which telc:~hone n.u.m.oer3 have been ::0. contact -vri:ili wbicb other telephone 

J.umoers, for hew lo1:g, and wb.eni--ca.n be a po~leii.Ul tool £0r r71scover-ing comi'":funicarion.s or. 

te1lonst cperatrv-es. CoUecting a.nCi a:cciving metadata. i.s tb:u.s the best a.verrue for solving 7he 

fullovring f:l!ldamental problem..: although invesi.iga.tors cia not bow e;ncrly ~-here the tw~\.JJ.lsts; 

com-rrl..L-llca.tion.s are hiding in the billie !iS of telephone cal.ls flow,ng throu~h The lJnited States 

m a. targeted -y..;ay to find the t~rrorists tom.ou. ow. NS~~ Declat-a.tion 1nJ 7-11, :.AJ t.~e NS .. A __ has 

1 For telephone calls, "mem.d.ata" includes con:rprehe!l.Si:Ye col!l.l.Uucica:lio:n.s ro-u.ting infi::,J.,; atir)'n, tn.ch'1!fu!g 
the tclep.hone !ll!!!lber 'X tbe ca 1Ji., g party, tb.e telepb.one !l1.l.!!lber of the called p&-ty, and :he date, tt:ne a:t..r.i. d:tu.--a.!ian 
of the c:aU. as well as c:o:u:m:ru:cica:ti.on.s device and :ru:nk i derrtin ers. A "'t:. tm.k" is a co!l.l!!l!.lllica:ti.on. 1 ''Me 'c:etween two 
~,w..ci!:i!l_g systems. Newton's Telecom Dictionary 853 (20th ed.. 2004). Telephony metadata d.oes noti:ocinde the 
~ ..... :.eru aftbe xn:nmnD:i.ca:ti.O!l, as defined by 18 U.S. C. § 2.510(8), or the c:ame, ad.dress, or -Fmmr-iai Ln.t.""or:nation of a 
sa.'"'scnber ar cu.stomer. ( S) 
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a1 Qa~~ and its ;~~istes~n Id i 8; see 43-45. CJS//SIJ;1~7) 

. '. or w.me~ 

search to -Fnd the contacts t~;:;t h;::-,;e been :n~rie 1J~; thAt ~seed7' t.claob.one ;Jj:mher. ·The abil~l.j to 

thou~nt to be unconnected, and may help .. ~ discover ind.fv1duals -;:;lillin.g to become FBI assets. 

Tnd.~ comptrter al.gor!t~~.s can ide.u.·~~y~ rrot only tile fi7St tier or c.omcts marie by ~+,e telepb.or:.e 

nlli!lber reasonably suspected to be ~-.o:ia:ted y,TJJ. 

. , - . . . - . • . ')>..-""" .,..._ • . ' Ill 9 by t.nc tL.-st an::J_ ser--end tlers ct telephone p;,mbers. lf=>~- .Ueci~~on \J · . Goio.g out be·yond the 

first tier ~..rhances w.~e ability of analy-sts to fud terrorist c.omee~ons by Tnc!.easing the ;,h~nces 

be in touch. ~itb. se~yeral telephone rrtL:nbers previoll.Sly lli1._bOV¥U to analysts. Following ±a 

cont~..ct c.h~i71 ou:t ~·~a adf11tional ~boos'' to ex:1rri1ne the contacts made by tb.e fir-st two tiers 

teleu·b.one numbers may re\l~eal a c.ontact thar cc·nnects baCk to a. dif7ere.ui. te.~rist-associated 

telephone number already bow""D. to the ana1ys-L G-oing out to the third tier is useful for 

telephony ber-ause, 111"l11ke e-ma1l tral:c, which ~ncl-udes the hea·-ry use of ~spZJ.-n.," a telephonic 

device does not lend itseLf to simllltanecus contact ~·itb. ~arge n.mben of ;~d1·v1d.1J.a.ls~ 

crsJ!ST.JiJ: .. i?) 
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:n.c·re ooYYel.Gd 7r.ci' j:~~1°ing that could be performed on data coUected pUI~LlaLl.t to 7'Jt~tio~A1 - - .. .. 

:.apt:red., and t11e Gv~1esment :..ssues a n.arion~ 1 S.eC'G...Ll.ty letter :Ur the local and lens &1.Znce toll 

biiJ~::.g z-ecords fur !hat ?-Z"'""Jctllar acccun~ IT 1.""-vould o~;iy be able to obtain tbe fT1st tier of 

~eienb.one nuw.be;.-s tb.at i" b.a.s Deen 10 touc.b. ~ith.. To f17;ci an a.d~~on.a.i :Jer of 

idenfif ed in tb.e fi~st tier. The t.me it wc·uld t~ 1ce to issue the :lew- !La:don~ 1 secw ~~ i lett~--s would 

:lecess&.-iJ.y~ wean lo.s~i;g ~:Talu.able data. ~~-:.d the ri q~;:; loss Q.. 

'::e-._.;:_use teleuhone col:C.Panies generally only keep call detail records an eas11y acces3ible 

mediurw. for up to~ 'Af-o years, .Eustoric-3.1 c.h~~nJng 3.D.3.1YS1S on the number may 1ead a.nalys--w to 

omer re·vealL.1.g the contacts that were.made b·y a terrorist-

associated telephor;e n1.1I!lber more tba.n r:;n;o years .~~o. See 1'-l"S_A._.Decla.;.-a:tia:o ~ 12. (TSJ/STJ/N~) 

determine wb.etber there is mother 

a critical tool for 
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a:oplicatior: muSt i-nclude 

TOP SEC:R"~T/J..t!CS//SI//NOFO:R.ii 

<t • ~ • 'f 1 ~ • • 

~vmcn l!lc.tu.a.e tru.sw.es.s recorc.s.:: 

l&6l(aX~ Secrion 

one 

_ ~\Ztemer::t ofi::1C..s st14J7t~n~ rhat 7~ere ~~ reascn.able gro1m(1q I; C·elie\:~e f~a:r the 
t~ngible tb.±n~.:: sou:;ht a:.-e re;la-v-ani ro s..n autbof~ q~~~ti::;::Q.. ( g.tber than .a t!:u-ea.t 

\ ' • ' • ., < • • ( \' ~ -. '" •• • 
as~&merrtJconallcteC m accor1'1~-nce wr:..ll su.cse-._.Uorl \a1C2j LLe., milo~~:= 
~~--mmey c~~.J-~r·pro-v~ed 1=.~-ti ... ~·e Order 1233 3 g'ii"idelines md :J.Ci ::ou.d.ucted. of. 
a. U.S. per-~:o. solely on the basis ofFi.L~~ .. A_rnend..:o..eci-protected. activ~Les] to obt.:Mn 
fuTei~ Tnte111gence inform~;·.on not concer~-r~~ a L":.;;1ted States penon orto protect 
~~7nst inter,=.-Monal terr\..JJ~SJ:l or cla.ndes~e 1nte~11gence ~--t±-·lities~ suv.J. tM7ngs 

being pre.surn.pti"rely reiev~ to an a:uthorLzeci'irrve~~gs.tion if the applicant s.bo\-v'"S 
izl the statem.eni of fa.L.-ts that they pert~10 tc--(i) a. LtJreign po~ter or .m A~~.,t of a 
fu.1 ei~ power; (ii) the acti~ities oi a su.spected agent of a. forei~ power vrbo is 6e 
subject c;f such a.uthorized in.-yesti,~~on.~ or (;77) az:. indi;irh~~ l Til ~:.ont?..ct ~~~cll, or 

t:ace de\rices are mecb.ai:ri.ca1 :;d.evice[s}., :"! cr pa:haps 30I-!.)'¥a.J.~ png:ams \prccess[esT~), thE! =reco..t-d~ cr :.:d.ecod.e" 
data as :::orz:t:rlu.Jicanons sign<>] s zre l-"'sstng ±.1-ou.g:b tbe ~""!ic:"'..la spc-t in the Cf'rnmrm-ications :lt'<- w\.,t£ wbere tile 
~device~ ar ;;process--= h.as bee:D. ~-rail~ ca T.b.at ~~mre~ da!a ±:n a ;i-miiar1Bshion.. See, e.g.~ [}nited StafDS Telecam 
.A_ss'n v. ~~I, 276 F.J.d 62.0~ 523 (D.C. Cir~ 1002) (ren ~are ~lices tb.a.trecord the telep~r-:t'le ~ 
dialed 'by tb.e 5!..~' s subject; t!7:p 2!l£i 1!:aCe de¥ices record. tb.e teiepb.c-ne ~ ,=f rhe Sllbject's ~ 
calls.}. The mecl::la:rlism. by w.bic.h the NSA would ~'\;e call detail recc:rri...s does !lOt ~volve ::my such _.de";ice or 
process~~ ~ ~ copy and rransm1t the call rietail reco~ 

to the N~A .. in :-ea1 or .,ear-real ti!n~ cTS//SI//!.~rJ 

Until r--<:rr"Li'J, sec:icm. 50 l(o)(2) pro·yided O!ll.'j that fu.e Gcvernm""'1r'S a:gplica:tiO!L "speciJ."y that fu.e 
:ecords co~ed. are sougb:t fur m "'i'*'o!ized iil:vestigaticn ccnd:ucted. in acco:rrianr.e W"',;ili. subsection. (a)(2') cri ±is 
sectio!l. to obtrin. foreign i!l.tellige:nce i::3fu~:tion llCt '::0~ a Un::ited. St:E:tes ~n or tu ?IUt.eci: a ::Pnst 
T:rre1:::at~c-nal t.euVJ.imor c.land.esd:ne fntei1igen.ce activiWes .. " 50 TJ.S .. 1: § 156l~b)(2) (S.u-pp .. I 2.001)~ .A .. ~£dbgto 
tb.e legi3lau~ ~-y of the u-sA ? ~A.. r-tiOT Pn-nt~.:Zati.on .. ~ct., the pwvision ~~ Ai"Qe'Oded. ~ !:iarify ~ the 

TOr SECRET 1/ECS//Sl//NOFDP.....:..""f 
i'} 

--·--. 
----
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TOP SECRET/GCS//SI/!:~OFOfu~ 

production o·fbus7ne.ss ~rds mu.st 1nclude a sta.ter:nent of ~cts .sbowine tb.at there are 

( 1) that the bus1iiess records are 

:or ex~Tnpie!: tc protect ag~1~~ i:D.ter;a+ional :~1.~.tl.SD.; (2) -±at ±e 1r,. .. vesW.gatior:. is oemg 

(3} that the 7:ry~estigmon is :tot De1-:rg (:.onci.u.cted cf aU. S. ~ . ~ ~ ' ... 
person 30i.eiy upc·n me oasls o: 

act!v1tes protected Dy the First .. bendmem. Id .§ 1361 (b )(2)(.,;_). ..AJ.l of thes-e crit~-ia are met 

here. (Tj) 
' / 

business records sor:~ht .are fur FBI ~71-y~~gations 

C:-en~-al~approved 12333 guidelines and that a.r:; not being c.onduc.t~ OI my lJ.S. persons .solely 

upon the basis ofFi1 :;L .. ~end:ment-protected actrY .1.~es. ln 'leidition, the ar~hed .A.pplic~tion 

~nd ~ccompanying d.ecl3.J.ction..s Jy tb.e Directcrs of the NS4;. ~j_d Na.tio!lal c~c,lntr;rter:vrism 

upon, or is pe~inent to, that in\testig;:;tion.. See 13 Otibrd E.-11~f~sh Dictiona.Lf 561 (2d ed. 1989) 

ts:n.gfble f"h~ngs sought Jy [an '.ll.-der a!ider sa..""'tion. 5011 must be ~rei~r::111:' to an.~71thcrize1 ~l!minalf ar full 
J.!vestigation. . to l)!Ctect aga:ins! international terror'J.S!!l. ~ F;:;. Cw-n£: ?~. No. 109-333, a:r. 90 (2005} (\.J) 

TOP SECRET//ECS//SI//NOF'ORl~ 
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TOP SECP..ET/!nCS//SJJiNOF'ORli 

t~e matter at b.a:ld pe1;_j_uent:'!); see also Cppenfl..etrn.e:r _z:;-u:r£i, 1~--i.C. v. Sa:rzders, 437 u.S. 340~ 

Fed. R_ E"~"v-id.. 401 c·~'Relcva:.t evid.en.ce:' mr::-.ans evidence ha:Y-111g a:ny tendency to 

m;:; k-e the exi~-t.ence cr more 

probable or less Drobc.ble th~r; it would be wTLboct the evidence.!':) (empha.Bis added). Indeed, 

section 50 l (b )(2) establishes a p-resumptioz: that. the C-ov~..J:nel!t has satisfied the relevc.ncy· 

requirement if it sb.ow'-s that. t.be bnc:i.IJ.e._q reccrd3 scusht ~pert~1ii·.tc--(J.) a forei.sn power or an 

,.... :"' • .- ., . ~ • • • . • !"" ,..., ,... • ... ,._ • 

agent or a rore1gn. pow~ tllJ w.1e accrvl.nes o! a SllS];:~e-:.ted. ~sent ot a. rore1gn power wno 1s tne 

SLl.Spected agent of a foreign power ~rho is the subject of such authorized in>;esti,:?tibn. !! 50 

sev~on SO.l(b) to outline certain srtn~"MO!lS in \···:rbich the Gvv·emment airtomaticall:-l can ~LE.blisb .. 

rele;'allce; the presll!!lption .. y.,~as not intended to change the rele"t/ance standard fur obta.in.L.lg 

bu.sine.ss rer-v0rds under seo-ion 501. See ·Pub. L. No. 109-177) § 106~ 120 Stat. 196; RI<- r:.Cnf. 

the application 7hat sha~rs there a:.-e. rea.aonabie groUJ.!dS to belie-v·e t.'"le t~ngible things S011ght ~-e 

rele.,.~....n.~ an~ '!.f. such ~cts show reasonable grollild.s to belie~,;e tb.a~ cert::;1n specified connections 

- . . - ,... . ... .. . . ' . 
to a tore1gn po-vrer or an ag~t ot a rore1gn po~ler are presen~ ttle tanglOle ttnngs s0ugn:t are 

pres1rmptively releva.nt. Congress does not f.n.tend to :vre·ven.t tl-:.e. J.r:;p lj7cm. obta:tr.:i7z.g tangible 

SSG I 
TOP SECRET/!HCS//Sll;'NOFOR.:.~ 
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TOP SECR:ET//HCS//S:IJ/NOFOR.:.~ 

when acqu.i.r=d., s-wred., and processed., 

~'ould. not relate to overatrves 

collect~g and stoDr:g large vulu.m.es of the :o.et~d;:;ta to erraole later ~n~F-ysis. ~.ill of the me+~ri~t~ 

collected is thus rele-....n:;7":t~ be--vause the su.ccess of t1i1 ~ ir:y~esti,~afi-ve tool depends 
. ,..., 

on o:u..iA 

collection. (TS/ /STJ/t:tr) 

.. ~cb.iving and ana 1y ~g the met:l,.,a7~ sou~ht in the. ::;tt~r:b.ed P.~plicatic-n w-iii assist the 

FBI b ob-tajr1ng fc·rei~ intelFgence 2nd, in p8.!:~-c,,i~i,. in identifying. the telephone nl.lmbers of 

aperatL..Lg within the u~1ted States_ .tor e~~iT~p-le., contact cha1n1ng 

.. ,. ~ ·' '"~1' ·• N·-· ... ·~ . . . ·' .· arc.tnvea. Ulior::w.auc·n \;"Vlll CJ.low me 1 : ::)4~ ID 1d..er:ru.ry telepnone n.1li!loers irt;;r na.o:le 

been in contact Vt1th. telephone ::rumbers the NS.A_ reasonably ~~r:ee-~ to be linked to 

:.1nd its .~ ~1iates~ N.S .. ~ may provide su.ch in:vrmation to the r .bi, which can. determi.~e whether 

an m~;esri.gation should be co~rnenc...-=d to ideill..7j the users of the telepbone n.ul!1bers ~-nd to 

d.eterni],e -vv·b.etb.e.r there are arry .links to intern;;tiona.l terrorist acti-vities~ The NS~~ esti-r:1~tes that 

roughl:l 800 telephone n.um.bers will be tipped aiinuall-y to tb.e FBI, CL~ or oW1.er a.ppropfJ.E.te 

U,S. goverrrnent or furei~~~ gcver~ent ;;~encies. The .r .t:5 I would also 

request, uver the cou.rse a£ a year, '!VJ1 :esd.t in ±e coilectiC!l 
See NSA Decla..-ation "j6. (fSI/Siif."<t) 

TOP SECRET/fHCS//SI/!NOF'OR"'i. 
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TO? SECRET!taCS!/SI!iNOFOR.i.~ 

40 • 1 ' • perror:w: con:act rn~!.,.,i:J.g 

~ele-ohone n1.l!D.bers k-nc,wn tc the FBL (TS//SIJ;N~ 

section 4r)2(a) ofFISA_ was sans~ec., Le~!' th~t ~~the 1nf'c·rmation likely to be obt~ined is 

ir:tc-:lltional terrof~m i:rves-J:gation. ~ Id § 1861(0)(2)(?.), r:r·sf!SJJJNT) 

this Callrt has reco~1.,.ed that, ~"for rea.sa:o.s ofboth constitu-tional 

autho1.~~f a.c.d pra:..,~cai cow.petence) deference should be given to the B·dly considered JUdsment 

cf~~e exect:.tive bP-nch ~11 a.ssess17ig and responding. to ;"t;:;~onal secr..u-ity threats and in 

.:..1though the C-QY~ azg'"..ted thai the st.am:te did n.ot per::ni.t the Court to look behind the 
the O:m:t assumed fur p-u:rpcses of the ·:ase that it sb.orr.Jd consider the basis 

26-2.3. [:fSJ!SJJf)::-i,7) 

The ~le grounds to believe" standard is simply a dif!e.reni:. way o:fa.i.lcularing the probable cause 
standard. See MarjiCil1d l'. ;.~ mgf.e, 54-0 U.S. ar 371 (quot"..ng Ertneg<.F v. [Tni.tedSta:es, 338 U.S. 160" 175 (1949) 
(''"The substance of ill the rlef7nitians of prcbable c.a:u...<:e is a reasonable ground for belief of guilt'/. .As the 
Supreme Comt has rece.u:dy explained, "[t]he probaO.J.e...cause ~is iZlcapable of precise definition. or 
q-uan:W..C.ca.ti.cl! :nib per--.."!ttages because it deals w.iW. prcbabi.li:ries and depends on the total±ry of the ci.-cumstances." 
.4lczry:iand v1 Prtngie-r 54-0 tJS. 300, 371 (2003) .. Rather !han Deine-: ~ ~ tilese probabi1.1ies ~are che fact!la1 
and :a-actical comidera:tions of cve..-yr'...a:y .li:fu o:n which reasonable a:o.d oroden.t men. D.ot legal teci:J:l:ricj::;;><:, act" 
;:; · • -~g r1 S ~· 1"''· -'· p.,.; i "'u' n ~ "'"'0 r ·· ;,,, · . /"" - J.1:;; ,..,. " "'r< 7.,., (19"'<' ..:..;rtnegar: .J.J '...)~· • ;.1. .:..!0, see,~~ ... r !.ng:..e, .,J~ 1...;.~- a:t ~: \.qtlOnilg.£Ul/'!O!S v. ;, .. ;··ares~~:~.,. U~.) ..... J,. .... } -~ l. ~ o.,J 
( q-u.oti:ng Brt.,"!egczr )). fu. .~.dditinn, prvbable cause ~does not reqo::L.-e :b.e 5ne resolution of CO!lficting evidence that a 
::-easor.ab!e-don...bt or !".re::J. a pre-pender~ Si"<ndard. r{f''J'umds" C-er~tetn. v. F-.tgh,420 U.S. L03, 121 (1975); see 'Jiso 
.Illinois v. G""'"'~. 4.62 U.S. 213, 235 (1.983) \:"'Fmely amed standards ;~.b. as procfbeyo:nd a rea.."V!'.abie doubt 0r b; a 
:,..,epc:nderance oi the ~d.ence, u:sefu.l in foml2l f"riai", ha:ve W;O place in the [probable :::ansel d.ecisicn..']. (Ul 
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TDF SECRET// H CS//Sli/NOFOB.N 

d.ete....-;riin1~.g the pcter:Ti~1 si~ificanc.e of in.telligence-rela.ted.1;:7ol""7'0~~on. Such defere11ce is 

par ~cu.larly~ appropriate . '. 
111 :.tllS context, 

' . . 
~ eiectromc 

lei at 39-40~ 48. t-;onetheless~ this Cow~ found tila.t ~e bulk c;ollection 

. ·' .,., 
co~-r~ll!llcanons !~ ~SCOii_.e of the ur-eDosed collection. is consistent with the . . 

dc·es here, rhai :.:.more precisely targeteC furrr~ of collection ag;::1nst k:no~FD. acc-ounts would tend 

order to Ldert-Jfi Id. at 42. }r~-t as the bulk 

so is tb.e bulk collection oftelephony seta.rl;ota described herein. (TS//w/N.F; 

B. T.ue Proposed Co.Hection Is App:ropriateiy Tailored. (U) 

Title'·/ oft iS .A_ does not expressly im.pose my requirement to tailor a request for 

~a~v-1-cle r1-,.jn2s or~-iselv to obtain solely records that are strictl-,-; relev·ant to the in-'lesti_wt1on. To 
- - ... ..r . - -

here Ls not O\ierbroad~ ~A:.3 tbis CoUJ.-t :cncluded 

• • 1' . • -. - . • ·' . ''1 • ..l' • i' .... rne mucn sm.a..uer propomon. ot LniDr:!13non rJ~~ ~1 .. L oe a.rrect.Ly re e~tc.nl.. tO FBI 
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Urvestigations:~:.l ld a.t 49-50. In.stead., it ts appro-priate to use as a g-illdeline ·H"':-e ~llureme 

requirei See Boar4 ofEd:lic. v. Earls) 536 U.S~ 822., 329 (2002); see 

attacks tb.~ coclci ta,1. .. Q. t.bou.sarrd.s of E-ves. ~ r·~,~ s concec. clearly 1n-vol~~es ~arion~ i se.:tL.:~J 

1nteres:-w beyo0•~ b.~e normal need for law en+Drcement and 13 a.t iea.st as campell;i"'\g a..s otn.er 

susuicion.. '' 

The prr·!aG""f interest, on tbe otl:.er banrt . 

• A..s we explain belaY:, sEe tr'Tj?a. § TT. the ty-pe of data at i~~e is not constitlltior,;;11y prctected; and 

it would ne't,ler cYen be seen. by any h1 1 ~CiJ. being u:lless a terrorist cc~n.nection were fi1st 

Indeed, only a tiny fraction ( esr1rrzted to be 0. 000025~'0 or one lD four miiEon) 

w.'1e call detail records included ' ,• m rt1e 

7 A...s ooted abave, the rel~"'a!l.ce stan.dard 'o'='..ing lw.:::.fll~ed m t.he pen register ccu:text ~ 
that fuu.nd in secti.on.4-02 of'?ISA-i.s quite pOSSlbly mare sm,..,gen:t thall tb.a:t ::equ±red to be met by an a:pp.ticari.Oll 
for business recor'~ under section 50 l of'FISA (S) 

' Because, as we e:ml.ain below, there is no Fo;trJl .c.,mendm.en.t-orotected interest in the teleub.O!ly . . ... . -
metada:ta at issue here, the aetna! standards a:pplied u:nder Fou:rtu :\.mf'""'.riment balanctlg a.-e .ia.. :!lOre rigurous :ban 
any that the Court should read into the st"'..:trl1'.ocy ;:equiJ.-emeJ:tt that the business recorri_s sou~i-lt m1.der section 50 i be 
"rcl~..,r· to an ir;temaiicmai '.anvris:m :ilrvesrigation. Ne-,.-e..-Jieies~ the balancing m.ethodol.ogy applied Uilder the 
Fourt:b. -~e.n.dmeiJt-balancing fue C-ove.rl..!l.uem's b:.te . .-·est ag;:mst the pti¥acy irr"Lerest at ::.ta.ke-:an .:;IC·v~de a :ISeful 
gmae wl ana-lysis here. (s) 

' The NSA 'WOUld · 
1'1"!ade- by the reasonably :m.:ro<:ct~ 
telephone !Il.Il!lbez:s in those fu"st ;:m:;e 

~nons= ~ i.. e._ to inclucia tbe 4rst tZ:zrae dets af co.macts 
:e!<epoo.ne .!IU.!llDe:r. · E-;;en thoug:b, a substantia i porticn at che 

rot be used by rer:; \,i,j,:ist JPe..'l"ZliYes. they a..-e all 
~::o:onectea"" to tb.e seed telephone ;:m:mber. (TS!JSIJ!'NF; 
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Rather! the q-w:estion is ~-hetber tbe C-o·ver::unent b.a.s 

chosen ~a. reasonably effev=~le means of addressi:ag~ the need~ a! 52-53 (quoting 

employing the least 171~ usiv-e means) because the ) og:ic of such elaborate less-resticti-v-e-

sei;nre power3. 1
';) 00temal quotation i0;;rks 0171+tted); J7err..onia Sch Df.st 47} v .• 4cton., 515 LT.S. 

pra~~cable can be reasonable und.er the Fo"ll1"7h .uend.me:n.t.;~). tier~ 

se COilli!ll1r-:1cation.s yyould oberAri.se go 

i~ndetected.. ~' Such bnik collection 1s tL1.US a ~:-easonably effective 

means to tbis end.~~ Id :it 54. ll S//Sll J~) 

In su::rn, as tb.is Court prev-iously concluded the pen register ::ou:ter.., 

th.e bu.l.k coUection proposed in this case is ;,na1ogous to susviCiccless sew.-cb.es or 
seizures that h:a.~Ye been ·upheld under the Folirt·JJ. .. A....mend.meut iii w.1zt the 
C-o~rer.w.m.ent' s need is com.peiling and 1mnediate, the T~tru.sion on ind.i~-~-iri1 1:; l 

• • ' 1.. • ' ,... _.j • ' • '!' 11 ' . ' ~ pnva.cy mterest..s :.s ·1m<r:...; a.ud. ol..l.U{ coLecton a..ppe8J.-s to .:;e a reascna.Dijt 
effecti-ve means of detecting and ~'vl..l.I.C'-1~'~''"' 
thereb·y obta1-r1-ng in.:!:Ormation.li.lcely to be relevant to ongoing FBI 
In these cLrcums+~ces-= the certification. of relevance is consistect tv~th the fact 
fb.a:t only a very small proportion of the collected. will 
Oe ~ITev-tly relevant to rhe FBr 

Id. (TS//SI!~"F) 
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SEC'KET//F..CS/tSI//NOFOR..N 

C. The Government Will Apply Strict Mlni:mization Proc .. "'du:res to the Use of 
the Collected Data. (S) 

Tb.e C-ove;. ti.illerrt can assw.-e the Cow~ that~ a.ltbou~h the t1.~ta collected 1..mder the ~tt~~Gb.ed 

\ ~. • ... , .... .. ~ ~ • 1 < , ' • ' ' '. 1 • .... 1 ' . ' r-

-~pllca!lon wll.:. nece8Sa.l.UY oe oro~ lZl oraer m acrueve me W1uC8J. tuLelllgence oojeccr~vcs oi 

coommr.~~on.s and will ocCl.l! solely accorr1n~ to ~w.~ct procedures and safegw.a:rds, i.ncludb.g 

a~~1.crized. collection of a sin.,ilar volume of me+;::ri;:t.~ [fS//SJJFN7) 

First~ as de5CJ.-ibed in tb.e 3.1"'tached Dec12.1-a.tion from tb.e Direcror of the NS~~ ilie NS.~ 

mll cru.ery the a..t.-cbived data solely ~lb.en it has identiTied a kn.ow1J. telephone nlli:lber for -;--v-hicb., 

;.;based on !he fac-~l and p~-tical cor~iderations of everyday life on which reasonable and 

b.owe---ler, that a telephone Dnmber belie-,{ed to .be used by a U.S. person ~hall not be regarded as 

' , ' ~· . d ' r . ., N'"' A .,...., l . . - . ., 10 that are protectea. oy tne trrst :..A. men )meu~ to tne ._.orl:J'"W..tu:tion.' _ -~:.. .. uec ara.nc·n it l"'. 

s;~~1arly, ' d. . . . ' . . ' ' . - ,., ., ,.,., oe u:n- er-t.ak.en only WJ.tn respect to suCh an rcerrtrhe,.J. ~ s~ec. 

• • ·~ '. 11 1 e lS appre.tenov.J., ms ce11uBr 

telepbone may cont::r1r.a ~hone book listing telephone numbers. Telephone rr..;mbers lis-~ in 

.rucb. a. phone book w-ould satisfJ the :.'reasonable d.l-ticulable .suspicion~ standard~ "I~~··ds 5al-ne 

Jo For ~le.. a tel~ne !lU!l1ber of a T.J.S. oer~ could not be a seed nmber ;;iftb.e onlj; irtfomi-::Moo 
ilion :;ht :0 Si!ppOrt ~ ~ef ~ the [mwberJ is ~red ;:r"iJ:b. ~ that, in :::eL!llo!l.S or in postings 0!1 a. web 
me, the u.s. pe..rso:n es--(JGUSed jihadist r:betoric U.lat feU short of 'a.d¥vcacy ... di..-ected to i:nciri_ng or procblc:±rJ.g 
iljjJ'j1±ne:m lawiess to incite or produce sucb. actiuu..' Brandenberg v. Ohio, 395 U.S. i\.4, ·~ A7 

a:t 5'8. (r.SJ/Sli/NF) 
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Ten-;.; v. Ohi.o= 392 TJ.S .... , 21, 30 (1968); see also [l[tr;.Qis v. Wc:rrt10'}¥, 528 U.S. 119, 123 (2000) 

. • . · · · • . · · i . . _.,:;....0...:,~ 11 a:. iCl.l.Lable ~p1won t.o.at crr:n1~fu act!'nry lS uv L J. It befu-s empha~is that, gj:ven the types ot 

oy or presented ban inteiligJ.1Yle fun:: ~o ' • • ...... • ~ • • .. " ... '1: any pe.t-s.c·n tmless erL.Der (1) 'UlaL reJ.epnone IJ.7.1.!!lber a..as 

been;~ ;-i1~eG. CO!ltact vy·:tb 2. reasona.Dly suspected terro.rist-associat....=-d telephone n1n·nber or is 

11;-;ked ta Sl:ch a number tbron~ one cr ~~;vo ~r-ten:nediEJ.ies, or [li) a computer search has 

1~d.icated. t:;~+ the telepD.one. number has 

l.n addition, a:ry query ot i"tte archiv~ed data would require a.ppro~-lal fram one of sev-en 

people: the Si~l1-ls Tntelligence Directorate Prog:r~ ivfa~ager for Cou.n.ti31-terrorism Special 

fou.r specially a.uthof2:ed Co1..mterterrc-rism ~~dv-anced A r.a 1 ysis Shift Coorrl111~tors 1n the 

a.rc~ived meta};::;t~ based on seed accounts reasonably believed to be used by U.S. persons. !d. 

116. Fin~ny~ NSA's OC-c ~ill brief~:al;ls"-t..S concerning the auf'hoDntionrequ.ested in the 

.. ~pplica.tion. and t.1e limited circumstances in wh-ich queries to the 8..1.-chi-;re are pe~~ed, a.s well 

11 T'.ile "reasonable articulabie suspicion" st:>nr1ard that the GoYernm.ent ¥till impose on itself -wi:"JJ. respect 
to data :::ollected r.b...~ tbis Aonlica:tion. is bizb.er than thai: reoui..cd b'j statute Jr the Consl:in!tio!l. Under .. ~J.SP..., 
tb.e O" l:y sta:nda.-d. rc 'be~ :;a;iq:ied. ?nor to collecting info~tion ~.'ia a request for busto.ess .~e:.,...~ ds is that the 
b.i.'t.:.""'i"arion be rele'«:.Ui. to m '-nf>=r...ational te.-ror'J.Sm i:l:rvestigati.on.. The Fou:rth A.:::nen.dmen:t ~ a ''reasonable 
:rtic-i!lable S:llSpicion:: to ju.stif'; a w±nirna iiy ~~ Terry stop. Here, no Fourll ;iJ:nendm.en.t i:!:rterestE a::re ~vert 
:rnplicared (U) 
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as other procedcres an.c resrric-Lions regarr,1~~ tb.e rew.~e~.l, S'tor~~e and fuse~.;~aticn of the 

TJcited States Si::,dls J,talligence Directiv'"e 18 (1993) (~J.SSID 18'~) (E_-::-h1bit D tc the 

col!!lterterronsm i:lforc.a.rion ana LS -:n.. tact necess~-y :o ; i~ciers""i211d tl:.e 

1\\for::r::.:a.-:-1on or to :-esess iTS 1~ncr:.ance, ld, see DSSII) l8! § 7.2 t;N'S.:.:i_ :-eporLS c1a.y ~nclud.e the 

if the reciuiem of the 

6e £brei~ Ultelligence information or to assess lts 1~pcl~ce), The Director oftbe NS~A_ will 

direct the NS.A. b.soector C.:.ener~l and G-eneral Cc.unsel to su.CmTt an 7n1ti.~ 1 report w f-tir:1 4j days 

cc·ntro1s for the processing anci iissem1,aticn of U.S. perso:r: 11if'orm;:;tior4 NS.~ Decl<L.-ation 

of that ~v0rt to the 4-\rtamey G-ene.;.-a.L 

Id. (TS//'Sl//N) 

;:;ridress~ and tb.e d.ate, ti.I::le a.nd details of t~~e search ~..;11 be auto~~~ cally legged :a en.sUJ..-e a;n 

auditing capability. NSi·_Dec1~-arion if 16. The NSA ... 's oc-c ¥+rill monitor both the desi~at~c-n 
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TOP SE-CRET/;"HCS/ !SV!N OFOR.N 

capab111ty. 1d 'The NS .. ~ ... -In.spector GenOJal, the NS-~ G~era.l Counse~ and tb.e Si~~i.s 

- ••• .,..,. "-· . '. r-. •. ("......- ... • .. •• . .•. -.r 
intelligence _l.Jrrectorate t...;ver~gm t_.onrp-!.lance V 1 : jce ~;-1J! pellOd.lca.Lry re-v1cw tb.ls progr-cl!L 1.~ 

~ 22 . A . ' 
.. _t least every mnety 

j1.J.S"illlcatioD.S Wr quer;-i1'"!g the a:rcb.ived ri~+.~ ld iJ 19, The Director oftb.-e NS~'\ hirselfwill, m 

'Th1td., 7he collected :n.et<;:)r~~ta ~J.l ~at be kevt on1~-:;e (th.at is:: accessibte .Cv·r qu.eries by 

clec.red a:i.al ~ysts) The NS.~ has dete~1ned that for oper~-Monal reasons IT is 

i::n:oort.S!lt to- reti.n the meMd~t;;; o~i1f":e fur frve yeGJ.~ at )..;h1c.b. ti:n.e 1t ~be destroyed. J.d.. 

12C. The U.S. G-cve.:.-::.r::ent l:.as a :)i..:..or.;.g opera:tio-c..al interest~~: ret':l-!-rrT~g .. ~~i~ on11ne for five 

years to 

back on 1 ;·-ne for it to be accessed 7.-vhen needed. 

28, 2006). (TS//SI!Ft-47) 

Finally; Y'f~ben and ifci:e Cv~-lernn:ent seek:s an axtens1on of any order from the Cow-r 

recr~22 tb.e oroduction ofb1.lS1ness recc-rd.s conta1r:in£ teleohon~-; :-netad.at.a, it ~~11 -.~rovi.de a ... - ..:. ._ .. . 

reoort about tb.e qu.er1es that have- been !!lade and the application of the reasonable at Wcula.bie 

suswicion. standard tOr d.eta;_-":""r'ri-,.,.:!g that '::Uo.~ed telephone DlL.-n.bers were terrorist reia:ted. NS ... ~ 

Declaration 1 24. (TS//SI/;~7) 

TOP SECP.Jl:T//HCS//SI!/~fOFORN 
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Tne .4-nuli~tio.u Fill!~ CumoL~s with the t-Lrrt and Fou.rtil .. ~endments to the 
.... .;;. - ..1, 

Constitutio!l. (D) 

,.,..., . 
lnere 1.s., of cours~ no co:n.:,~turiona.l1y protected privacy interest in tbe 

. ~ . 
llliDrm.anon 

c.o.u.;ained in call de~ records) J:>r teiepb.onv weta~~ta.. Tn Slr!.it}z "l . .lv{o:r:;lana"", ~ /~2 U.S. 73 5 .. •J .I • 

• A..me:o.dmeJ....~ orotected :{legi7-im~te e;.~ec"'~on of priv--acy regarding the D.ll:cJ.bers he dialed. on his 

telephone su.b~,~ribers know that the;r must _convey the nmben they ~is.h tc call to tb.e ~el-ep-hcne 

company- for tbe company to complete their :~ 11.s. Thus, they ;:;:;~not cJaim "any general 

I d :rt 7 4 3 ; see also id: at 7.:14 

(telephone users "!~lbo ~volunt3.J.-ily corr~leyQ:~ 1nfbrmation to the phone comp.ao.y -~in the 01 ~arf 

~ ... ., • 1 'l '"' r- l . 1 • l:wl) . ' • +-h' . /'"1 • • • "1 • ~ . . 4 

course' ct m::;;.:-rnr::: a caJJ -a..ssu.m.Le1 mensA. tnat m.1.S l.D.Iorma.won ww be passeo. on to me 

govemrnent or ot~ers) (Tntemal 
• ........ 

O!Zl.iT'"t.eO J~ 

c.f;:;i~ a StLbjecti-ve irrtelt"tion to keep the nU!!lbers b.e dialed secret, the Collrt fu1.l.!.!d that tbis was 

not an =xp~""tation that society would reco~in~ 3.S reasonable. 

"), • • 1 1~ , ... ' ''t..-1' Co._.r.' 1 <!d. .... ~.,{ h squarer:r mto we une or cases m wru.cu me ,UI ':. n.aa rule , tna.t a pe.J.-son. uas no Legitimate 

.. Although tb.e telephony metad~ta that wo,J.ld be obtained here Yrlould include net o~ 1y telephone 

.p.u.rnbers dialed.~ but also the len~J1 and time oftbe calls and other ro1rti:ng information, :her=. is 

no reasonable ex.pec""i.Ation ~b~t such information, which is routinely cclilected. by the telephone 

companies fur Pilling and fr-a.Ud detection purposes, is private. T.ne illi4Jrmarion cont~1·ned in the 

12 See a.i.ro !j~"!i.ted States v. Miller, 4.25 U.S. 43 5, 443 (1976) ("This Cv--urt has ';leld ~y tha:t the 
?ou:rt.b. Ame:ndmem does not :;mfubit the obta.i:ning of ~tion re-"iealed to a third. "QaJ.-t¥ md conveyed try ::rim. to 
C"'G~ a'tb.arities, ~-er: ii the bfurmati.on is revealed on the assu.m:otion that it ~n be used o!i.lj for a J;m-i;-ed 
pmpcse and me confidence placed. in :he tllli-d ~""ti' nn1l not be bew."'""a:):ed.. ;:,). (1"..:) 

TOP SECRET/fHCS//SY/NOFOBJ.'{ 
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call detail records 

contrm:t~ of tele.~hone commll!lications that are orotected bv the Fo~Jl ~~ menciment. See .~.<:.atz v. 
~ • c 

T_]nited States, 3 89 U.S. 347 ( 1967). (S) 

Nfo:roavcr, as th1~ Court b.a.s pre~riously found, because of the absence of a. reasonable 

expectation of priv-acsr in metarl ~tc., the Large rr:.:rmber of indi-vid:uals wbose telephony m.etar1~n 

y:y~i1 be obt::::i~e-d ~is i:reievant to the issue of-w11ether a ~Fo1..1!7h .Pu:nend.m.en.t search or sei.£-u.re will 

e proliibited b:1 the Fourth .. A-.!D.endmeu~. See id~ at 63-66~ 

[lrited Sta:'£S v. Calc:rLCi?a., 414 TJ.S. 338, 3 54 

obtained e.-vidence are only a deri-vative use of the producr: of 2. past tin1~w-f:.ll se.SJ-c.o a:Jd s:=i.rJi"e. 

Tbey wor£ no new Foi.lr"'"J: P..:.!D.endmerrt wTong. 1
'). (TS//SI//t~"?) 

The proposed business records request is also can.sistent ~~JJ. tb.e First .A..mendment4-

G-ood &17~ law enforcement L.1.~:lestiga:tion ~7id d~t~-g~1-h=f:0g activWes usi:lg lz7~~Ate 

the concltlSion t.~at C-o-vernm.ent Tnfor:narion-g~tb.er.JJ.g that does not constitu.te a Fourth 

~endrnent search or seizure will also compl)i V:ti.th the First &uendment when conducted as 

part of a good-faith crimi7'1al investig:=j-Mo:u.. "); cf Laird v. Tatr...,"'1<, 408 US L, 10, l3 ( 1972) (the 

~'subjecri""J"e !chill>'' stamming frcm ~'the mere existence, ~vi~1ctzt more, of a. ga-r.;ern.menral 

~nvestigative and data-gathering a.cti-v ~i..J that is alleged c.:..; be broader iil scope D.m is :::easo-uabiy 

~ '' !' . ' " .. . . .. ..1 ' '.' ' necessary :ror me accomp..1snme:ru: or a Vallel gov-ern.r:nerr!2.i purpose .. ,..oes not consnn=.te a 
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. . ~ ' ' ' cc·sr·1.72 01.e Ul.JlliY)· .. A.s ~s Court recogni7.ed in the contex:t of the C-o,;eJ.-:n.meU' s anulication to 
'' 

not ~rmed a.t. CI1~~111ng . ' req:wrem.e.nr 

1~i~ a:t 6§. (TS//SI/~7) 

Nonet~eless, ?-t~e are ~1-ndfJ.l of7-his Court's ~~~o:;TtioJ.: rr..~t. ·wecau.se ""7he ex.W.emely 

broaC ~or t!ll9 collection ~~:es with it a heightened risk that collected 1iiformation could 

su.bject to ootentiall y 
. . . 
L!l""~roi~n.ng a.briri~ent ofPL.-st .. 4.mendment 

ri::hrs of innocent pe;.-scns 

oi such. 1-n,..Onn.a.tion are necessar::r- to gu.ard ;;:sain.st such misuse.!' ld. The ~w.!ct restriction.s 

anc. pruc.essi:--s and f~isserri-~~tion of, the 

82-87. 13 Tii addition... the Deoa.t-tr:nen.t or.- Justice would r~vie\4 a sampL:e ofl"'fSP._}s 

just4~carions for q_uer.t'1:1g the archived dat3. at least e-v~ery~ IJ.i.nety day-s. [[S//SiliJ:TF) 
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CONCLUSION (U) 

For tl-1e foregoin~ rea.so:o.s, the Cou.:.-t should gra:1t the requested Order. (0) 

Dazed: 1-fay 23, 2006 

JoEN" ~~ EIS~""5ERG 
De:p'ti.ty .A..ssrSu:rr:.t ~4.ttorr..ey C~ne.ral~ 

Course! 

STE'-lEN. G. BR.ADBD"RY \. 
Acting A3S~..:>""tcf:rl.i A.:tt.orr.ey Gene~ 

Office of Le?al. Coui"!Sei 
..w ~ 0 

K~s A B.A-~'Z 
I ' 

f..i?'o...rrseZ for J.nta llig~n.ce Policy 

US. Depa:rtm.en:t of J.£i.:.ce 
950Pen:::.v-ylva.r'.;..a A-;;e., fl. W, 
"\"'"'i"' , • • T' .-.. ,...05",., W 2.SD..llli:;,~On, J \...., J. .;; U 
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I ~Gll.i· COMPt.!ANr"~,!!. NO .. 
rvuNiMiZ'A~oN. ?Roc;oukEf(u) 

:·...i_~· 

~~CTION 1 =PREFACE 

: -· ·_..;_-_,....:. '---~- i:...: -~ ~-: ·-
L 1 ::~ OJ)· r;~ ~~J"ti'l, Affl~Jtlmem. ~o. ·t.~ u&~ St='f~ ~nstit.i·ti¢1"1. "~~ <ii!i u.s.: ·or.-~ 

=rr..wr..er~ in· ti--re- world: and 'itt ~~ns wrthio t~ l.l&.=-~ .St::-tes~ ~- Y.."l.~sovabi~ ~~~~- al"ld 
sei~~-~ a.'"'l)' ~:.00.~ ~i ~n-; 00 ~h~f ?f ~ lj,S. 6~.¥~~~ ~-~.5;1J~r~~i Co~ s~ 
\' .• lied that t..,e \nter~ptior; Of et~ .. -.i~ COF.H'ft!Jniatief!S ls' a searci'i a;~ sei::Jre Wit:""'in t!-Je r:'le=irin9 
of the ,~'i AiTH~ndmerr",_ tt is tl':en:fore :T.at'idat~f !hit ~9~_int~ili~nc~ {S.iGiN7) o:Aratiorts·~ 
cond~c-~ ·~w~~-=rt to ~~;.Jm ~-;niC.~ -~-t- -w~ r~~~abfeM~ requi~ ~11errts Qf tt-r~ Feyrt.ii . 
~~~dm~t.. · 

~ U. (lJ)..~Ll'l de"":.:rmlnin\;-:-:Wb~'ief.; W-r1it~ St=tes· S.lG!Ni $\<~-:·JVSSSL o~r.iti~ns a~ 
.. _.' 1=-r'fll> ... » .. !..:... ·--~~--- .=..··.~·! ~ ~ il~ -~"" .. .-~ "i .. ..:.;;....:~.:- ,.·\. .. * :;~_ ~~:5'1' ;:. 
'"'=~~~~.-·;,..t~.,.,, __ ~i· ,_...,,,..aanc~·'-'·- ~-- '"'""'"-'''mem:) ·~;iCe~~'"=''' 1•;"'-U9~-

:·!mormation and 'ti"'E privacy int:~-of~.er::>Of!S p.~~ad by :&.Jti. ~OYrtn ~..ne!"\d~er:t"" S.t.'iki.!"J9.;..; ,at 
'- . . . . . ' -· - ' '! . . - . .. .. = ... ~ - . 'l"1 
.~anc.: t"',as c.onsuti~ rrHJC.'i tune ~-,a erro ... oy a1 o.-:al"lc.-es or ~'ie Wl"!it=> .. ~tates '.,;!OY~merrt. , ne 
r;suits.cf ~~at: ~ott>~~ ~eae-Q.:~.f'· th~ ~~;'trt-nc~ llS"'"~;_!rt· Sectie¢[~~:-bet~.~~ T~! t.~ 
~nas ~i~ the mif'limiution cf U.S. ~r~-, irt~oi'l coH~"?fO<~~~;' ~'-'2.!~:.;. 
di~ir~ed by~~ USSS .. ~ ~~ Yf t,is ,d~Jfrr~-rt is tQ impi~~ th~ minimiuci~ 

.. ..• : 

1.3: (1..1} ~eral th~~ 1"l.li! througho'.rt ~i;i$ uSSlD. Ti~. most lm~~ is that irrtei!ig.er.c~ 
c;oeratiorn and. the. prctectlOfl of c:::wstit..'tior.ai rigiits are net i~V..cmpatil:»e. lt is not ne-:~:1 to 
d~-:y \eg!ti~ta--:.-~gn , l;,;_~mgene~. coil~ on or. suppr:~s ·. !~itiF.",~:~ forel~n \~~!liger.c~ 
lrrformatio."'l to prot~ th~ rotJ_rth ~"'r!enclmem rights "f u.s. _e:r;O!"iS. 

! ~~.: •• ·-:--;.." ; . ~--::-;:_ • ';·, ~:'"" ••• ... .... : 
i .4. (\J) ~r-,a!ly, ~ minimiz.ati~ ~i.lr$ imp{em~!it the· ~;.,a'tiOt-.ai, !'rincip.le or 

"reasonabienessn by 9J':'iil9 dl~nt cat~es of inQivid!Jais and ~rr-.iti~ differ;:nt levels ef 
~0"'~6n. The--~.l~vels •.:::"i9~ frt'-..m the stringent ~t~Cri V-~~ed I.J,S,; crt;!:~ and ~rmar.ent 
resident aiie"tS in th~ Unr..;d· States to p~ons rel:tin.; to f~.gn d!plom=ts:ln .. th~. U.S. iciese 
o1ffernrY..es r;:nectyet anQ't~ ~,ain theme ':if~~ pr~~ures, that is; ;:hat. the f!X'..;s of ~H.f~i~n 
'rr~Hgenca opera-dor~ is on f~igft entiti~ ~id ~~~ ; · · 
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3 .. i. (U) T:~ poLicy of the USSS is to T.~G:T '?f COLLECT oniy FO~SGN CONtMUNJCATIONS.. ~ 
Tb~ USSS will rtot lrrtenti-Oftaify COLUCf comm: .. t~3cations to; t-orn -or abo7Jt. U .. S.. P:.~NS or oe~~s 

-- -~.-~ - ~ :: u~ ... -:~~?-~ :r · ... -t"·;. ... :-.·:-; _ tl-!·~ u~~!)""! .f~ .:: • ~~~41 ;~-, :_;~!"·· t-r::~ 1 =~ or '<:!"}t." ... ~::. .n.~ -~- ,.---P· as=· , . .., .. n .n "'·1~ --~ ...... ·' tr'it! ... ~ ... ~wrt .... u"".t -..-.~1...>':1 st.iC": 
co."'t'tl"l"'ti.ini<:atie;rn, rtmri pro-:es; ,'1rti\in and d~minata them oaiy t.\1 ~o:6~a,.,C;, '.f.:1th t.'"tis U$SIO. 

,,.,,,....,~..,..,,~.;:, whie;.~ ar~ ~'i~'"n to be tor fro,.i"i or .abeY1. a U.S,. ?EFSQr.r 
wlH ~~ct be . .JnterrtiorsaiJy Jnta~~~:J;- o-r sei~~d ~~ucqh 

~------~--~--~--~ 
or 

(c) C:OmmynkatlQ."'ts. which ~r~ not to or from but me~y ab-~t...'t U.s_ P':.KSONS 
(wM~~r l!X!t~l .. 

c. 'fflth !!'l~ =~~~ of tt'i~ Di ~orr Na'd cnal ~.J.rity Agenct/Chi ef,.. Ce:it.r~! Sec.:rity 
Ser.fke (OHtl'.J.SAlC4CSS)~ se lof19 a! t:O,~ COiliC\iON need not be ap~ved by t.'ie Forei9n 
!rrt~H9en<:~ Sl.!rveilaf"~ CO<.:rt or the Att~mey General, and 

. -:;.- . "' .- '· ~ .. 

ErA.~uLE ~lL&\ COfd!NT CH A:N~'"ELS:ONL Y 
·~·w~n-wR'l.~, 
l>..}a.;,a\,;;1-u~L 

./ 

880 I DOGUMErH f'ROOUGT l 5~J GOP¥ 1 15 OQT065R 2097 9099990 ~ e -= 
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{:Z) Thefpe~J>Oh is reaion'abiy beli:v~ to be held ea¢ve by a 'FO~..EiGN ?omR ~r ;·roup 
;ooaoed in !NT:RNA.i10AAL TE.Fi.RORiSM, or . . - - -- · .. : . . . 

or 
'·.·: . ...; 

(4) The COLLECTJON is diiected agalr.st ~li :a· U~ 
?SRSON in t.~ UNfnv STA!:S and a ~n ~nttty O!..'tsid-a th~ U.N!TI.Q STAT~, th~ TAAG:T is th~ 
fdrei9n e!itit;(,·a:id ~ O!lt"'SAlt+;:ss nii ~~ee·~ COll..:~liO~ J.j'~co~~n.c~ with .A.ru;ex K, or 

- . - .. _ ·: •• : . :·~- -~ _. :: ;: =--· ~, ~~-- -::/5 "1 . :,;. : .;:- : -~~· : •. ·to~ .... .;;- .~ .. .?.: ~;.._;:~-:; :-:.. ·";" -. . ' . ' ' 
(5) T wrJ u l devi c=S (a-: g..;.__-:-,....-:--~---:-:----:---::-~~~---.J 

to ii..'1'lit ~c:; t.J iSJ'"tior. by r..'"le {.!SSS. to ·commu.nkations to · frOm 
commwrJ~-!ior1S 0~· 3Y tfle-TAAG:T [e. r..;;..;;...;;..;___:......:.:_.;__..:......:.....:....;;...,;_;_;,;.,:,:::;;::::l:.,.::..:,.;;,;,:~.:..::..:.:.:..::~:.:.:,;,:...:.:, 

:rid_ m~ COLLECTJON fs dir:cted a9ainst .'7'::=--:---:--7':":~=~~=-=-= 
comm !.H"'-i~-tions wit.'i one COMMUNiCA..~I in t."l~ 

'1 . . 

(6) ':opf-:s of ap-?rovals granted by the 1:>\f< .... "'l~/c:Ha$: !j~er tf,~ ;;>r~i sle-i'tS 'Hill ~ 
r::tai~ ir: th.i= ern~ of ~e-neral Ccun:.:1 for review bv the Attomev G-ei'iet!if. . 
. ' - : --~ <:..... . : ; :.:...:: ~' .. .: · -" · ~·: :: ~-· 

ci .' Emergern:y Sit'.Jatioris.. 
. ~ :. ~. ·. ~ · .. .. -· . .--, 

(~ The• pf.jsiaf. ~ritt of ·a d~enSe- i~ •• ahatiori · Of' 9a~rnmerrt prop-erty Is 
~c:ortabfy een~-red t6 ·& i~ fmm~r5te·oa-Ji9et=-. ~ .. ::=~:::-~ ~ .. · '~ ·· · 

{2) ir: th~ casas where t~ OlRNSA/C-ICS5. authorizes ~mergency COU..:CTlCN, ext~i't 
. for actions . W.~n: under' ~ragrai:.Ji:'d.(1}(b}·'ib0ve'1 OIRNS'A/C4cis "$naif: nna. t;~ mer~· is . proeaol~ 
ciJUSii tf'.at t.~ TA.i!!.G.: :. m*tS c&· 6f the'rolloWiiig crf"'..eri~;: :,: · . -~ . ' 

. . . ·" -· . - . .. -. 
~a) .~ Per-~ wi"lo, for or cr. beharf d a FCl::tElG r.i ~wE';( is ~ngaged ln ciar~-Stlne 

inteifigenc~ ¥-tivities (lndf.iding co~ advitie-1 intend~ : tc ~. the ~fti<al or govemm.;;r.tal 
p.~, Sa.~e; o-r u'rr:JW.ATJONAL TEF~OK!'Si a~tivities, or activtties in preparation. for 
i ffi"CK.~ T10NA!. iEAAOruST a-::t±vlti~; or \J'k>Q cci"!S'pi~ wit"'!, or bOwing!y aids anci abets a ~.,on 
t~gaging ii\ S"YC."l advtties. 

H..~~l)i: .'E; v1A. COMTh:ri GH Ai~~~LS ONLY 

SSC I DOCUMENT PRooi~JRf~y 1 1 5 OCTOBER 2007-QQOOOQQ47 
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{C. A per~ uniawfuHy actin9 for,. cr purs~arrt to tJ-re dir~~n or, a F·J-~ IG~ 
POWelt.·The mere fa~ ti-;.;.-t a ~r,¢n ' =:_ ac:hri""Jes may ben~ fit or further the ajms of ~ FORElGN rOWE~ 
iS not ~!"lOUgh to Orin;; -~~~~· !..lnci~ thl~ sU0:.2>cOOli, ~rrt." ~vide·!i~~ tf-.at the p;.-~ is tald:;g 
" . .. . . ~ .... or ....-::~ : .. ~,-,.,,.,..,_.;,.;9 --~ .. ,.... ~~ +h- ::f"li!O:'~M eo.-...~ -_,.,..:~ · 
Qi~~ ~1~;1.,· ~•.a·-, Hi N., .... ~ ;i, . ~•· ,~~' 'Yt---.~,~ .- , U.·~·- ~~:...;.~rv!i'-e,...; . 

. .. ., . . -~ . ,.; . ·. 
(e)-~ ;-er:v,} hi COt~~~-;f:.;tti\ er actii}; in coHab-Q~tie~. wfthf =.i1 !ntefn~~c~ Q!r 

~ri-c"...- :,;:.,.yjce of a foreign OO-N~r fot ~~ purx:;se of orovidlr:g ~c~_s t6 information or mate-ria! 
d~fi~ by th~ U!"!i-'":.ed Str..ei tc wl-.ic.~ ~~ ~~en has~'~"'~ 

.fo) T:te G~r.-..eraJ "-'~roef wi!i i rJ"ti~~ fmi~eelate mort to obtain Attorney G-ene-rai 
ao-:-!'7>ial tc contif'iij~ the col!~~ if At"'<.Omev C~e-ra! .1£:>-::>ro..,-aJ i$ n.ot ~ta!f'1ed lkit.l-;f:-. ~-venty b#O . . . ·. . . . . - . .; . . ' . . ~ . . 
boor-::,-the C01J .. ECT10N wW ~terminated. lf ti1~ Attc-t""r"<t>Y Genen:J =PF-roves the COu..EITiC'r\1, it m~y 
~"rtif'l!.."! f:.r the ~~e-d ~ft~ ifl ~ ~~:iY.ai. 

~- An~ual ~pQ.""t3 to the At"'...o.-;-;ey G~.eral are ie-~ir~ for COlliCTlON ~neuct~ \.tl"",d~r 
pa~phs 4. i .·:.{3} and (4). F.es~nsibl<!: ;;naiytk o~ ;";c:es wili provide such_ ~~rts t.":ro<..J9h the ~.rty 
D\~ fer Operations (DOO) and t.'"le G~n-e~! COJ.Jnsei to th~ O!KNSA/CHCSS for: t;·ansmrt-l-31 to th~ 
.A-ttorney G~er;;i by 31 Janu~;y of~¢ y;:~t.. · 

----~~~~r-------~~~----------~~~~·~~ -----------

4..3. (!)) lflci-d~l Aqui$ition of U.S. ?;~ON ll'!fermati~. Information to, frofl'l or !!Ocl..'t 

!J.s. !':~eNs ac~;:i~ indde~..qhy ~ 3 ~sult of c6u~crfcN cil:~~ a9airtSt =P¥~3te FO~lC:N. 
IN!'Ei..WGENCE 'TA~Gm may~ rr..:in~ ~~ pro-c~ l·n ~cotciar.<i 'Nit.'"l *=tion Sand S~on ~or 
this WSS!P. 

tLA.l{DLE1 VI~ CO:M!NT CH.A.I~~'"NELS ON"LY 
sse l DOCUMENic,~P&ie-R~TCOPY 1 15 OCTOBER 2007 000000048 
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b. if Attc.'i'iey G~r;eral approval is obtai;;~. the CO!.LECi!ON m~y continue for ·the i~;;gth 

oftlm~ spedTied .. r.n ~'1~-ap~~L 
-~ ... - . ' 

c. rr rt ~ - ·determiMeo 
cor1ti i"lu·5 at the ciscretiC:_~ 9f J ~ · 

. d. if. 

'Yt;i1 n :z .. ~~~: ..... · .. 
L?:~-en:~ app;~O".:'aJ !S ~:r.~ _ -~ . 

..· . 
.,.. r~ ..rro. \ i 1 ' ~-~:-,.N "!"'" ~-~ =~;;,...;· t~Q l l ~F-r-:-~:-~·A ~·· 4.~ .. \'- -- 1 ..,; ... _,, ~~ ... l .:f\._.o:- : ~ _.;,.:;::._;ng ...o .- W~ l .. l, ·.J..,l:> , .-- t a-. 

• < 

COL~~.CiiO.N may 

obtained 

, , . 1:!~S~~qni~~~~-~-~ ~.}:a:_oo~~a u~ ~~~1J$:].~j~~~d~t.~e.~ Nl l ~D:> • ~:~ . 
are i:-$ti'~ '-l..il..:...::' ... i :.l.J u~er Attom~y "'~ne.-aJ ap~ . e~"-~:t ~!i .. ::.e:t:Jor,.-, .... , .o. SO¢'-Je, ti"'l<: 
COlLE~:T!ON i,~..tst s-~ when the USSS ~*n-s that the { n~~Yi-dUaJhiS err.-.ered-6! lJ NrtiD ST A I :5. 

. . - ·-- - ~ . ~ .... ,. :.-: ' :.:.~ ~..,.. ....; .- .. : . :· -· · 

0. Vl/hil~fth~ i hdiV!~uai is 1n me. UNiTED STATES; COLLE;~ i lOf·t'mavc~- ~..:m~d oniy ·#it.'l 
the-~c\:lrova.i ofth~ Gnrf~· s~~~ -~~en.int~li g~ce s.:,;rveiHa~-lc.itooi-t~s~e-::2noea i.n A..~n~A 

I • , , ;. ; ~··>- ,' ,• <II • • , : ,_ ~-:- : ! •' • \ ~_..;- ~ ::: -:".......:! :· ... ,' '· • :: •..:....; :" .. , : , 

~ ___ , . ..... _, __ ,_ __ : .? :;:£:·; 1~"31:~--1 '/".::.~-~:: >.:;...::,, .. ;.;.·~" · · ,: r,.. 

4.6. ,.._. • WI F.ecu~ to 1 ARCi..: i J .~. 1"':: ~5\...'NS. Al l proposals ror COLL:\.. : 10N aga1ntt \.I.~. 
PS~ONS, _ .· mtJ~ ~ Sl.ibmitted 
throtJgh tJ-.~ 000 ~nd the Gen~l COt..:~ tc the C i i?-.~"'JSA./C::~CSS for~~: 

.. ~.7 .. {c~,c:ox Di~{gn ~0dlB~., !]~of di~c,~ fi;~iir~~~~y:~_·d~:~jn·~~ t+1e.locition ofa 
transmmer. 1 oat~-6i..-tilde-6ft.~~ UNtrEti'STAi<:S doi;s.net: corstri-..Jti =LECTKQNlC 58~VE1LJANCE .or 
coU:eCi16r-reviei-i if 'dt'~~ ~--&ans.;.;ftt~i; ben~~ tO- ee -u~- sv U~s: · ?e'RS6f.:J·s.'Dnl~$i coLLeen oN 
~T :th-e . commUnicatiOns ... is otherNi~ ... a1 .. rthe~:ed wn-der. ... tbesa. o·roc;dur~!..~ ; t.hS ~ corrtarrts of ... _ ... :. .. :~~: : . : .. . : ··-·....; ·:·· .\;; ·.::- r_. .. : ~;_-· ·~ --;;· --M>:·:·.: • · .. .• • . . . . . ~- .:<(- ... _"':"" .. ~~: r; ··~.: 1 .;.... .~·. :-:-~·.:.:_ ' !.2:l..~--~-: .- : • . ,: - •• 

ccmmunit:a-uc.-s _te ,...-nlcn.a .u.~_pE;....SQN lS a party monrtor~:: :r. tne c~un~ q OJr.~on nncmg may 
cdy ~ ~ to id~fy the:rir'.S.~ft"-~r: . . ' . . . . -

4..8. (U) Distte$ Signals. Oist.-;:s signais mav b.;: irrtantionailv ~llected, pro;:es:-etj, ;~tained, 
and d] s..~m ina~~ wrthei.rt ~ard to b~e';·;estrkticns .;6ntair;ed'.(ii"t.~i$ D~si6_'-.. ·· ·, 
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4.9, (U) COMS.EC Mcnitc-ring ~"'\d S~.Jrity Testlil9 cf A.i.i..oma~ ~~~tion Systems. 
Monitoring for COJ"\'lt!"!Ul"lications s~uf.ty ~urpcses must~ conduct~ ~·it."' t.:O,e cor:sern of tJ·'l~ ~r:..oo 
bei~g mo.-·'litored ar~d i.'1 ~ordanc: with tr:~ p~wres ~S""<.3c~ish~ in N~oiial_i~~o.mmunkations 

. • • .... • . - . ~ • . "'' • <:.IV\ ,.. . • . .-.: . . - • • .... ,.., -. ' • • • 
~nd iilTOI"li'<.:~uOI} ~y-stems ~.n~- i..>\re-c:!V'! .~.J,_ ....oiru·r:u.mca .. o."'S ~w .. mty ·\,.,':-'MS.:,O Mcrutoli.ng, 
ciat=d 1 a ~l"i! 1990. ~ .. 1orntori~ tor -~mmur!k:rtiol"!S $ec<.Jrity piJ_~es ts: ~crt 90\f~me.: b'y this !J$Si o. · 

? • • . •• ·~· . . : . • ... • - • : • t • . • . . . ~ • • .. , .. · . • . .. ' : . . : ... _. "' ... ,, .. 
ti'TtJ-r.JSiv.: secunty tsstH"9 to asess ~u.-:t ~'f ~-·t.u~eiact\r:les ~n ~trtomated ir!rorrT\atlon system? HK!wi~ is 
net OOY~il"!ed by this USSIO . - - .. . : 

~~ ~'""""' .1; ...... ~<:__..j~,..,_ .... '\'" .. ~~ i"'>,,..; .... ...., ~ ... =--, ........ w-~3 ... ,. #-i ::::-:-i,....,~ , .,..::: ..... ~ :s ·1- ..... ,..,._., . J~:. ;_ .;-.'J...~ I ~--- ·,; ~_ --:;::~Ui + l ~ ,J.;- ·W1"""l ~1 1 ~ .. ; -..._=;;u:'="" .. \~ - ~ I ;a !;~-- ; c ...,J r~. - & ._j"Jy; ; '} l ~;;o ~~~ 

to ! N"n~CE?T a commur-Jcatiof\ en t~ ~$Of t~e !Ontsr-rt cf ~~ comeMu~r~~o{,, or ~_ause = 
. -·- ~ : :- · - ~ · ~ · . · ~ 1"1·~ .... ,< .... +-~·- _·.,., , . ;..· ... ~ _,.:.,. · ..,:" ·.; .._ .....:- '".:)'-: · ·~ , . ~.a·~ ... 
co.>'lm\JniC3"tlOn t ~ 'O:'i'IClP~~-, ' "' ""'ler '-' ,art o, ' .. .-:e ~$ ,_., u"l.-: .r~;::n .. _ .. y 0"! ._,-e C\.,.,!·rli\t]!.J Nl-.N I ~r. ""~~ 
f"=':t t.m <u"'le Co.'"nmurJc3'ticn m~tioMs a paitic'-'lar inci!vidwai , th~ fcHC'king r1.0!~ apPly: . ' 

-
"' .~ '·-""' ~;:~-· ~ •• ,,t"\1," ·. Te:M4 1";..-t ,- r=~ ..... ,.. ... oty !it...",.,iv ns .,.._. ~ih .. ·1"'4 . - .. """:k.:: · •. ~ · --~~~ . ,,r.._,; 

U.S. ~!F.SON (wh~!?i~i ~ ~~:-:<), 
may o:e· w~ yrJes "t'lere is i-e:son 

· _Q. Nc S~LE•:llON ~~ th.:t has rou·it_~ in the l N"TE~CE?T10N of a iiani'fic.:.:ott ~~Hiiber cT 
commu~-~--ticn.s -to··or frcm sciCh ~r~~s ·~ ¥.,titi~s l"Tlav·o.e ~'"'~ unie th.e-re i$ ~~~Son to bei5ev~ t&~~ 
;:bR.SiGN rr-rraLidEI-id_wW oe ~ri~ . . . 

c. £1:1-:CilCH TER.V.S that ha~ ~~~t~ or ~~ r~~-.ablv il\:::~!y to r~s:..;it in <u'i~ 
!.Nl;~a.~noN Of Coriim-;Jr"aatiort.s 6 or !rOm swd! ~r7~ris ~r ~~tl~ ;-~( ~ desl·o~ t.o ~ie;~ to 
tM~ Qr~~-eitent ofKtieabl~ uride;·t.i-lecf~l.lmi-._a·nces, th,e 1 ~?\d.~oN ofih.o;;· eommt.~ni.:~tlor.s ... . -. 

'+.l'hic."'l do 11ot :c~~in fOR:JGN I~UJGeN~-
.. . . :; ...... . -

<1. A!! SEi...ECiON TE~\ItS. t.'"'.at ~~ r~~abiy lik~l y to ~rt in the. lNTE~CE?TiON of 
comm!.miatiofis t;::l or frOm. ~: us. ?E.~-N Ot t~i.!'i.S tl-.~ 1'\~ ~i~ ili the iHTI~CEr !iON d ;;j 

si;nifi~rn nl,lmtrer OT Sl:.'cii cemmu~~ons ;,..;.,an be ~vi~~ ~Mi.iaHy by·tii~ DDO ~a d~9;~-
.~. ,'.IJ . • .: • ~ • • ·, ·.. • . ... • • ._ • • : 

.. ~-- .b. Th~ ~J~~?itn.e ~-~~- s.~l ~to ~et~rmibi= w!-l~er~ ls~.:.;-n to~~~~~ that 
r·~f'.E!GN li14'nl..J..J~ E:NC~ ~-in be ~C""..ai~, or '*"ill .:or:tirnJe to ~- i:>btained, bY t~e ~~ of t."l~:.i! 

·. ~· . . · ~ . 

. . 

c. A·cc~ d t.~ ;~~ ~i the r~vieW "i\!ill be ~~de-:l tQ .~,e l~or Gefteral ~nd t.~ 
u~al C...'"'!J~. 

5-3. {C-CCO) F0f".....-.ar.::ling of irr~c$:=t~ Materi~!. FO~.EIC:N COMMUNlCA TIONS c~l~..ed by 
~ USSS may be foi"Hiiri~ a: irtte~~ed tQ NSA int~rmeidi~: ~esir:q rndllti<!S, and 
~lla!:--orati ~g ~~rs: 

2007 Gv000005o= 
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(S..CCO! Nonforeicn Communicitc.ris. . . . ·-· ,. - ~ ~ . 

. a. Cofi·m·H.J!"!iatfons . ~*t'l C~;,Qi";$ in t~'"';e U Nrr:o~ stArE. ?ri-.m~ . ra~lo 
Cc-mmuniart!or;s ·~~y_'k~~_r,:-P¥-$r<S.in t.~e . UNiTED_sr~ ~·e:s f~~J~h~i_i~~te.: _d_vri;:;gme 
COt.L.ECTlON Oi_ ~R~~i.. ~~~-~~ ~ ~1C6 Tl~ti'+!S will_ be ?remptiy -~~:§Y~·:uhf~ -~' ~~~)' Gefler?:l 
de-..ermines t."'.at th~ ~tel'Ttfindicate a th~:t of ·:Ieath or ~6us bddily haif:i w!r)y ~r.o;·'·· 

o. Commt.Jrjotiohs -betvf~· v.s. ~:.:soNs. ~~~~f~4J·of~ : ~Y . betvfeen u.s. 
?;..l?.SONS ·oNi ll ~ ·tr-ea-..ecl as fol \ ~; 

(n Co."l"lmunicatio~ .. scl~iy ~""t\o>i~n U.S. P:~NS !r~~rt:r.tiy irrtercept~ during 
the COLL.EcrlON of FOREJGN COf\-iMUNlCAi'iONS wili b<e destrcy~ upon reognition, if t~'-lnkaliy 
p05lb!c! , e;::cept as p.~vid.;:-~ in par.:r-ph 5. 4.0.. ~ow. 

. . . ~ 

_"..;. · .. - : 

, ,~ ~J . . ...., . .J' ~ . •• • • . ' • . . ' ; . 
.:. .. l-i , _,O"C*i::--.>tan~J f!_9: ~ :" :.e, P:f~~=rn--g ~f'0'\11Sf_or, , cry~0!_09J.c . d~ t.e.g., SJgna/ and 

~o;;h~~nt inf~~ti6n~ ~i!4 ~s1:hry?i . ~murricati_e:_ns data (~.·~;-drcjrfw5.a9e) :=r}ay bt -~xtract:-d 
and ~:.:i ri.ed from ;_; ~-;e~ 6.-:..rimwni d:tions if ~esar;i t6: · · · · 

{a) :S",..a-blish or maintain t nt:r:e~..,. or 
~ ~· . -- . 

(c) 

Cot~~urti~-pOps., .. . ~.ryy~ytr1g_ an Offi~r or em .o{o~~ - ~:f · ~ .. -..-U.s .. G~mmerr-~.. 
~ilm~icaticnS tO. 0c fro.~ _any · offi~r. or !-mpJ ~yH of the U .. i · C-0YemJ~nt;: or~~~ itati or i9caJ 
~~.,m~rr".., 'Nl ii . . nOt..~ - l rit~tk•r.aUy·_ i mercepte--~. l;;acv'l!rt.~m-; . i NT:~a;;;TIONS c1 S1.l'-"'~ 
co.~muniard6ns Qi:d •Jdi~ ~ose-~.v~ fur~lgn T.!...~~m ~r:d U.S; cffidais) wiil ~ tre;te<: as 
t nd ia~d in paragraphs SA-.a. ~do:; abov>.i!: 

d. ~c:ptior~s:<'i-~ot'i·!ithstand i r;g tne Orc'irsions · Ci paragraons 5.4.b. ar-,d c. , tho: 
DlKNS.A/C-lCSS may waive t.~~-e'strudcx; requi!'el7l~rrt fOr i ri'teri"~or,.a! c~muni~ .... Jons cc.; tai i;ing, 
inter aiJa, ~ foi lowirr; ty~ of~ nform~cn: · 

·. . . . .. . ~ . - _;. .. ' ~'":: ~ .· 

{2) ~vicienc~ or a O"i_fi!~ cr t.l;~zt ?f de::rw'-1 or s.erioos b;;>dlly hQrm to =r'rf .~r-..or:, cr 
• ' 

(3) Moma!ies that ~~~ a potentiai ':1,dnerabiiity tQ U.S. comm1.mi.:aticns ;e<.:';,jrit-f. 
Cc."rl ml.WJ~-tiorn for whid-1 ~ .~'"tO~ G-aneral or OJ RN~~"'"'CSS ' i waiv~r is ;or..'9iit should ~ 
forwarn~to NSA'~=;;~=~~-- ?02·: '- ·-· .,~ .. ~ . · .:~ ·. : ~ . ·. 

5.S, (S-C:Cd) ·~io.Comrri';.mieatlons 'h+tn g Termir.si !~ ~ i.J N~ 1 :C Sf'Affi~ 
':"-. ·. . -·· ~ ~ : · . . .. -· . . . .. ·" ·· ~:... ·'. 

a. All raci!o comrnyJ-\ieatio~s thrt cass ~"!r d\ar.fieis· :Hlth· ·a termir';al in th~ UN!TIO 
STATES m_IJSt ~ 'p~: through: ' i.C6m~J!r' scan ,d i oO.~:fnntiJmi'iat d~es Ynlee..s thCS'S 
COI"!'miuruariiorn ~~r over-C.l..,anrieii '~ ~dl..~el'.' 0\f !i-N~SG N ?dke~.: ·:. 

' . ' ~ - ~ ~ .. ::~~f:o-; ·~ ~~ :- .; .· ":~~~ :j-:. 

c. lrr":.ematicr.ai commo~c~ radio ::c.-rimui"\icatlons t.l;at ~..s- QV!!r &.ar.n~is ·nitM a 
term ir.ali n the UNITeD Si' A iES, ot.:,er tl-.ar~ ommunkati~..,. may 
.:.e p.~~ -...-rthout the u~ of a com~t.rter scan dict:ior.ary ~r similar devic~ 1f r.ee~:.ary to det,ermin,e 
whe-t!'~; a chanr,eJ c6rrtairs ommuni~ons cf FOR~l~N !Nr:lli~ENCE int=:'!St wrJd"t NSA. may wish 

· H..4...~1JLE- v"'A/66 MTh~· CB':A ..... ~~~t§:eNt Y 
SSC l DOCUMENT PROD;u~f&!Mlf 1 1 5 OCT OBER 2Q07 OOOQDQQ51 
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to co!!eC"-. Swdi proc~ng FF.ay not exc*Cl f>NO hoy;s w!thol.rt tl;~ Sl:.\~fk ;:,rior '*-Mtten iot:roval of 
tho: DOO and, in itotry ~~ s.'-.ail be limit~ to the minim~m am6urrt of time ne;:~ to det:rniine 
trte r~ure cf communications cn·'ti';e d-ta;~el and. the amcurn of $lJdi cCt=rLi=ru .. u=ticatio~s-that ir;dud~ 

. I ~-- . ' ..;,_ .. .-- .•. ~ • :.. . . ' • ~ .; ' . ~ •. : • • . ~- ~ . • . ' -

FOK.EiGN •N1 :.l..J..l~:.Nw;.. C-ftce rt- ts Oi!tei"fl"!tned tliat ~c. ~n,"''e ~..a1ns il.o'"i'noerrt -c~mmymca-oors 
d·roRi:iYH tNTEUJGENa fiTter=• t6 V..-acr.=rrt COillcriON ana ~lorr..ation tt~ br6.,.~:;:oR::zGN 
ir~T:UJG:NcE;·: cofft~t~~~i .~nctiOnar:y orsimiiar ~~ m~ ~ Ue~ for·aQ~~at proe~sif:ig.. 

c. Cool~ of ~J i:)l)Q 'h"l"'i'tt:n a~.::>r~ls maci~ PI • .!<"'Sl.lant t" $..5.~. mwst be ~vkl~ to th!i 
G=~ ~,J~rand~l~oi.Gel'lerai: · · .: · ... · . 

. =-p .. ;., .. ""' ,;.,.,.;.;,~,.,.!!....;,. .. ,..,,..,_,;;.~......, ;,.. a. ....... ;. .. .. _., ........ ;~ ~ "'.......-;"""" .il • .., __ , , .. ;,..,..;,..."'~ .,.,.;_ ;:::.,.. ._......__!'-'"!.. ~ ;,p~re:'l.'T'J\~ }J1W'r•;..;~..J Oil ."""'.i:li~-A ~ ~~~ii-i ..... .I, ~'..,...,.:\w'i< 9'.t ._.,.l.l.kt.:.t-!t.-4..4-"'-i/'\~.:; '.,.'.:,t/'1 

from or :about U .5. ?EKSONS t..'i~rt ~ 1rtt~rc~pt~ by t'-i~ UsSS may ~ retained in t:.,~r -:r.:igir;al or 
u"ai'"tS<.J ;~ foi:i". only as folio~ 

(2) eom·murJ~Uor.S ne: .... !SSilf to mai rr=-~~ ~hni~I aa-~ bases for c.-1~~~i;ttic. Of' 

ua ~;;c ~rial;-ti c p-~~ may bE f'T'"~ined' f~c ~ period ~ ~cl~ to a! low~ t.~or6u9h !XPi~:JUtiOFr and . . ~ ·.. . '' . ,. _..~ ,.. . . . . . 
to ~ermtt a(cess to -.a~~ i~r cr ~ re~,ao;y ~i~~~ lt~!y to~~~!' ~~varr::o a ,:J~ ~ 
f;.J~re~ ~~~EGN.lNTELi.JG'EN·:!· ~i~m~ Su:~derrt dwra~Ol=r· may ·~~-y n:ith ~ ~-rlJre c:i ~ 
~oi~tioi'l ~nd m~{;:onsist of ~r.y ~ri~ ~tim~ ~uri~ lf,-Ni:rt ~~"lie~ ~ata ~ ts SJ.ibl~ to, 
or ¢tf 1~ inr O)~r~Mafy~~ rf ~ U .. S. F'~~SON"S ie~rrt;t.y is ·~-ot ~~~tO mai~:.aining t~~!ica% ·data 
c.ases, it shoYld be del~ or ~pl~eeci by a ~nerk t;l'TI"i-'fll-hei! ~~cable: 

b. ,:orr,m,.m.iea-tkms ~kf:! ~o<.i~d. be cii~i~ted :.;nder $idon i, below (L~ .• 'Mu"'iO!.i-: 
~im}r;..,..;oo d r~fer~ces b U.S. ~~NS) may be ;-r..ained iS'1 their Qfiginai· c-r trar;s._. ;~form. 

5 .. 2~ (5-CCO) Ace~-:. At:;~ to raw traffi~ storage sys-~ms ~ich corrtairi ici$rrti"ties Ot U.S~ 
?ERSONS must 0<! limit..~ to ~lGiNi ;y,oductioo ;:~~~nne!. 

1. i. (C:.CCO} Rr_.;s ~f SlGlrri ~~~ All SlG iNi ~.-Mil ~ ·~-en $0. ~to fe..."':ls ;.el~ly ~ 
t,"'.<l! #Ctiviti~s of f~9fl ~ntiti~ artd per;Nns artd t."'eir age.iitl. ~~Pt as. ~vided in ~on 7.'2.., 
::OREiGN lNTILLlGENa inforn=.=ti¢n cOf'!~!'Tiino U.S. ~~RSONS m~Jst be disseminat~ in ~ mann~ 
wi"-Jd: d~ !"let Id~fjt<S~ u.s. ?~?sON. t:;e:;erie ~r ~i'rerai t~rms or Ph~ must~ subs~tl.Jted for 
~ iderrtit'v(e.g., "U·.s. firm" fort.~ s~iic.l"lam~ §1 a U.S. COit,~~.ATlON ¢r ~u~s.. ?EKSON" forth~ 
~c n~~ of a U.S. f:!~~ON)~ Fi~ ~f'ltsininq ~ ide;,...Jtl~- bf U.S. ~..Ons ~~~~ from S!GiNi 
r~~ wfil be maintain~-~ i maXimuM,~~ of~ ~rind afr;; ~uESts rrom SlGlNT c.S"..cmers 
rcr SIJen 1o~ti ~ ~hoi..tid ~· r1!!fiirr~ s ~. ~, · · · 

:-.-:. ·"'"-· ''' . . "': ~ ·-~..: ·- ·:::. . ..... 

SSG! DOCOMEI\1 I PRODLv I 1 Or<i COF 5 OC;OBER 2001 000uu00o2 = 
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7 .2. tc-ecoy· Disemfnatic-ri 'of ·u~s .. P~~ON ~d~ti~ .. SlqfN't. ·~-~ may lndudr; .. trte 
k!~rrdfication of a U.S. PERSON only lf one of t.'i-: roilowil;g coildrtiO!";S. ism~ and :!i d~~lr.at1,6n i; 
mad~ t>v t.'i.e aooroQf'iat: ~-al ~t.-thortt'~ t.'lat :.~;;: ~::-ieiit ?-.as a ;;e.:."' •or :b"" i"'en+m• fei the " ~ .. ' ' ' . ....; -.~-.' i ~. .... " ' . _; .. _ ... _-...:~ . ...1.: .;-.-~"-'-· '-•1 
.perfom:;anc;e or \i!$ :.meat"',_. '"i!S:. 

. a~ thE u~--#ERSON ~~ CoNSENnc to tiF- di~iri~~ri··cr C~m-t:irne=sJons ~fr ,~~ ~~ 
him or her ~rl.d has s....~..rt:d the CONS~NT f¢mi fo<.Jf"'.d in A"'tti~x H cf tf.J~ bsso·;Qr ,, . . ... , ..., 

.b. The' rm~dn·.~'"{s~--~J§liCi.~f AVAiWU 
unclassified i~f~atlOI"l avan~e.to.~ 9~~al ~bik), Of' 

• • • • • • ••• ' : ; ':', • <\ ; ;:-·~ .- : •• 
.. · .... 

c. r;;e icl!::nt.ity ~.the u.s. ?:56w is n~::~• to 1.md~~.d t.~~-~~eiciN 1k"'!1W..i~.!NC! 
irr~ation cr as~ f~~ f.f}t~~:- T.~ foil~ing nor:e~~~~ t.~ ~~rr:_~i~s .~P~~ of the tjl:~ of 
tmorm~Of"i t. .. .at·m~ t!.;hS"'.iiooarn: · - · · ·· c .· .· ;< . :. · ."" · · · · ·. 

( l) FOF'~JGN roW~R-Or AGENl OF A ~::~ .. E1GN ~~- Tt=t~ i~a~·On indicates t~at 
:i-le U.S. ?:RSCN \s a.FC>f.El(;N~~ ~r a_n A~:Ni OF A F~K~GN,~;v.'!:K. ... 

· ~J Ur-~aut.l-;orized Discioswr~ cf Clas-:1ed lrrformaticn .. The irrf~rrr~<:a~Ct., int!icat.es ~~at 
' ' ·- ~...-.i~· · .. ·~ .• ~·:: ;' .;..i.. '· 

die i...J.51 ?~FSON may~ ert9~~ ttt -:~ !..tr-~au .. rthoriz~ d1sdosure ofd=SiTI~TrifuriT-;~Jort. 

r3) lri~atiQ.r.ii N·a~~~B'es Adm;. r:~ irrfor.r,ation iildia~tr~t ti"l~ individual rnav 
. . . ·- . . . ,· . - . ' .. · ' ~ - . -. ~- . ~ . ..... -- - -- - - . - .., 

·~en~ \n \rr-~~or.a[~~rt6tli:i~=:rndting :cil\-iti~ (~ ~ex'J.cr .. tfirs USSl_O foff-u~ 
;.rr~~o.: :cn..~ifi9-f;J'dr-~d~,:;~~·r~~ E"lim~.atioo91 ~S..~~£i~~~~~ 

(~) Crlmtnal A'thity. 'r.'"le infi)im~or, is ~~;.t ffi£t ~i~F!ld·u-al ma)- be l!i'!Oive.d 
i;'l a·-.: :m~ tJ~at has ~.n.t_}~ ~~-ngf ~ i~ ~~ tQ_~ ommit;~, 2f?y}~~- ~~~~~dissemination is for 
·~aw er:for~emerrt ~~!.-. .. . '.- :': : . . _: . ·. :' ;~:-- ~ ~ ,: _· ~.· -··~~. ·._ ~-~-- ~· ·:.:: 

\ ... -

\:)J tnt:!iigence iA~G:T. ih~ irrformation lncikaus tt-.at t~ U.S. ?eKSON may~·the 
TA~_GIT of hostile irrt:Hf.ge!1C! activities of a FO~!!GN ?OWE?'"" ~ 

. . -:- -~-:.-- ~~; : . .:..:-. ~:.· .... ··--: . .:- -~~· ·' . _; :· .. ..··:~:· ... , ~-:_·. .:.~:-: ... :.:' 

·~~t~~~~;~~~w:~~tt~~~a~r~~~i~ 
;d~rrtu)' \.0 ?'..,-;;, arry ~S~:t,_.'-ff>~~l?P~1l~ 10~"St'f or a :J~.::. F':~i.:'-~.r::~e.? UQ?!!!..r'·u.ssu~on t6J. 
Fi€rld ~portin9 to ~·s.iOYfd be in- tf;~· rorm· of ;ij C~lTlCOMif.·m~fi ('DCI'·XAO) arid ir;clwde the 

........ ,~·~-----':-'""'"'-~~--~ .. -.~..:-. ,·.·, '). '·' . .... ·. -~ ...... _....':"1<.;..-:---~--~;,_-a. -~ .- ••.· ......... 

~rt data-time-;rcl.J¢ (orm;· ~Y<r ~~rial·"iium~r and' trre-··'r~:jrf:for'"frid\J.Sio"ii ~f the u·.s. 
?~RSON'~ identity. 

(J) ~nior e:z:aa.!tiv~ !rane::.'"1 Offkials.. The ici-e!itlty is that cf a ~ior official of t"'l!! 
:.X~-tive arand"i ·:<f 'tM U.S. G.o¥emmer.t. In this c~ only thE official's t'tl~ '-Hill ~ ci~mina-tcd. 
Domesti<: p.o!itiol or ~r.-or.;;l inf:.rmation ~ $l..l~~ inclvidwal~ will be neither ctissemi~t~ ;;or 
re-"~~. 
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7.3:- {C_-CC?) Approval ~li-~ritia A-.pprovat :J-='"t~ofttiei for t~~ ~~~ ~f iderrtiti~ of U .. S. 
~,.:~ under ~en i a~ ~ f:.iiows; 

.-, {?). ~~_i:~~-~ 9f.~r!Y se:~tcr, ~01.,g~~~! offi~r, ~\- e-:rr_pioy~ of~ ~gi~=:~\~~ 
arin.dl of t~e u ~S~ ~~v~~~ht ~ · 

: .. Aefd Ur;t~ and NSA H~dquartef$ Eremerrtl.. AJJ SJGtN·r pri~Yc::o.., or~Jz.;ti0:"7ts ar~ 
ai,J~horLteci t~~tsemtr-~ ~~ id~rrtities ~ U~ ~KSON$ wh~: .. '"' . . .- . "' ·. 

( t} ~~-ti fd~rttf:y li: ~n~rrt to ~~ $;a~~~ y of~ ~A., 9f"_ ~r:'ii~ti Qn. 
. . 

(~) ~~ ~H ~~~ ~7 u .. ~ .. ?~FSC:.N ici~rrtiti~ F0~ be r~eased O~J wiw~ t~e ~rh:tos 
~oore,rai ~f the ~~ Di*~ f::i., 0~!7ti~..,. t~ A.$istarn O..~tv C\i~ for ::)~tic.~ t.:'-l~ 

,~-·:,:_ = _.:.~_;,;._~---;..-·._. _ .. .:·;;·.:A'-Po ......... .:.·_; .. ·~ ..... -... . .., ... - ..... ·-.. "'~ -;..; .. ·-~, · .. _;·---~. --: .. · j 

C:c!~, ~' ~ ~~ ..... ~1-.'""'}i~;, '·~'·or, >.il :.~r a~a:. ~ )e:"llo_r· O~r~~ t.n :t:eer 01 ':~.f1:l!!~.o.nal 
SlG1Ni' Op~rQJcriS~cemif~- ··rr;e.· 0~ o~ ADOO ~~aH ~i~.-'~U lJ.S~ 1derrtitie:S f?.~;!seci by ~ 
d~~~ ~ ~ Q ~d~?~~- ~"!-!"_t:~~ r~u~ is mad~ 

(2) For ;a~#i~O~men·t-pUi?oses irrJ6t~ng r-~~ot36'retai~_i_nfoi&.a:Jo~r OH~.~~ ~ 
g~rrt~ to :h~ COO ay--~:,ority to· d1ssemi~a.ta l..J.$ .. !d~tities. This a~~;Qrftj m~y fret be fui~·J;~r 

:.~~·:=t....~. 

- .•.:1~·) ""-' " -..1 ,- . . . . - - ' E". ,.;-·..; I A_.-;, . .._,,. iqj - ~.,.,.,. -""<,....:..:... .. ! --;-: - ,.,_.: !.4 . . - i"Jl'iiieg~ .omrnurncaocns ant:~.._.,,,,~~~ .-.:..~.~th;;r. ,.,.,. j:)fOi='"'"""""""' '"'·=, .. r . .:wOii~ ~1 
i;t~ormati~1 c~~~~~ US* .?E.~ON. ~ ~rivij~ .. ~.anmt.n'i~-tions . (~.;.,.~: ~ttom~/dierTt 
eedbfi~~rri} and_j.iflm~~~ conc~rf.in; 6irr.diial Kdvtti~ oi: 8-.i~~ c-r jwdlcal p~~ings 
hi·~~~ U N~n~ ~14~ ~·m~~ ~, ~~~~~ ey~~ c~~ ~f···~~~~~i co·u~~~ ~~nor¢ d1iS~minatiOt:..~. ~ · 

. 1.i (U) lm~. Di~min~~- :f ~ ni3m~ or iu.S._ri*s6N-~is.1m~perij diskmrn~t~. 
t.~ ~~~;:,--rt ~~0. ... \ld se ~;:~~:~ ~ v·.+:f'lil'l :24 ~r$ of ~is.....:O~'Of thi ~rrnr~ . . . 

• • • • i • • fo:C.. ' • 
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=n~:~~Ctic!·f~~~~~~1~~~{~-~e~7 by Key Com~~nt an~ ~eld C;ien of their activities 

.c. Re'~ ~ ·e,{,,!~Y~A.>c..jQS 1 aru-,iJaiiy by 3 i od.:Soer; cor~JAg .NSAI$, ~Ot'i'"~li~ 
',vith ~~i s USStD. 

d. ?,eport quarte,-iy with 't'i~ D!il!-NSA/CHC5S and d~~;ai · Col.lMsei t o ti"ie ?r~dent's · 
f.:"it~iUgenc; Oversi9ht SCtard through the ~srs-~ut to the _ ~:_:..ary. _of Omnse (inteiii9ei~C~ 
Qve~ght) ~ 

' ' ' - . .. - . 

(u; General ecu~~~~ r~e G~nerai- _cOwrset ... S:~~lJ: 
..... -. -·-: ';:'- ""! . . ... - • • . . 

a. ?(ovide i ~~l .advi~ a.""ld assis"'..anc~ to ali ~=-·~·b1"';~ 
acr:rvttes. f<.~·~ f6r ~~~ ild"~c~ ·~· ~rr~ ··;as~ ·Of th~ .... r,.. \/""~~ · 
to DCi XDl, or by NSA/ CSS S<K":Jia t:\~ho~ ~~3 1 2 1 r or STU 

>¥rdiu9 ~! t;: ! f'! , 
. -~-~!"!~ by Cf-ITIC~~~M 

b. mPare ~-~-cl~~~~ aTI)~ i dtl.ors fur .Forei9M ... t tt~mgef,r.:a Sl.lrveii !.~~ 
ar.d r.:cu~-s fcrAt"..O~·c~t~&ro'i~i s ~..,' -ui~ ovthe-~·6fCcid!.ir~· 

...., ' ! ··--=- ; '· ' • • 

;1. R':l'vrew ~r.-d asx;s for le>9al impo<:ations ~::: ~1..i5t~d by t~e Diit""i$.!/C-iCS.S, Deputy 
inspectc.; General or K~y Com~~~r:ts Oii~f. all l'l<02W ii],a}Of ~~~ i e"'-(O<S!its ar:d i m~rnaiiy 

gen-e~~ usss ~ctivroes. 

~- Advi~ usss per:-onr~ d new 1egisl~on and~ iaw· !h~t m3y afF.~ !)$$$missions, 

f1Jr;ctiom , OF~r~:tj~; ,~;l)i~~ ?: ~~'i.-:.;~;~ ... :;'. ~; ·· ~ : .. ··~ 

f. ~i¢rt ~:~i~~~i~b ~~ ·:A_ti6ri-;e¥ G~~~r'~~ci~tii~' ~cie27fr~~·iige~c= ·avi:Sf9m 
~rd and pro;,"!_~~~i~ ~ ~1~ ~ ~e o~~N~9:105 ~~ ~rye¢~ #-~C'f el=n~rrt;. 
. . . ~-3 ~.h~ ;.· - ·r:;·'\,-, c~; .. ·~, ;'r. ~. > -~ ' '· . :~- . ~ :~ ' ~ ·. ~·t, , .. ~~ ' '~~; ~·,. · •. ~; :· .~~ .. ,.-~ - . " ., ... · ' 

9:- ~01:~ r.~~~-!T?ITL~n'f.. P?~·_l rrtet! 19.~"'l(~ ccff!~'!~;:rt_ror ... ~~..~1!2~-n:l to ~~ 2!;'~~~ as 
desenceo ln ~rt<!d~J;·~· s, ~r'fs-:-of o.so s~~ q{. for~oes·! n·· ~~--s·cf gQ"a~V$.i ri t'"ie deve!ooment, 

·· - ~ ' · • ~ . · ·· ···- .·: .·;~ .., ·.;· · T' .. . _. .. .. . . • - ... . .. - . .. -:- · "" ..; ::' · ·· - ·- ..: : -: ·· : .• -,.,• ; -··_ .. · .- ·• ·' . ·, ·..;,. . 
~·.;r cailbratiC.n Of aECifiONIC SlJ~VEJ iJANC~ ki.d~e!rt and· c;t.i.,e{eci:ibmem tr.at c=.~ im~..':at 

. ·_ • ~ - . ...:- ,--: •• • · • -::-- ·•• - . . -. ••· . ,. ' -: ~-.0:: ~ • ·- . • . ' " ,.. . ...... · ~ . . •. - . . 

ommum ca tJ<;.;;s. 
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-· en::--<.~re that ali Sl~!NT p;,:-ducti?n ~r-:.enl"'\Ed und~~d ar..d m.alnta!n a rdgh de.g.r~ cf 
awaretle'=..S and ;~r:-sitivity :0 t.~e ~i, eder:ti of u'1is USSi 0. . . 

c:. ~uct li~Cciai'f ~~~ of SlGiNT ~ucti-:,n ~dvities and ~~ :; ~~un1 
coitslster:cy iNt'" .. 'i this USSlD. 

d .. a~~·~ ~H 0~ major ~~i~merr-;.S l~Yi~ ~-. ~- ·~$S~ ·~t \·~=rr.aHy 9~~~~ 
a~J·.ities an: co!"lsidei~:: fen i'e'<iew by t.'le Ger.eral Cc~r.s;:L Ali ~'-litl~ that ~i~ ~!!$'don$ of~~""'·~ 
t~e orooer irrte~r~~O!i cf t.~~s US~D riHJst be ~vi~:: .by yr,e G~~erai r:o~.Jrr~ ~nor to ~~;3i:C! 

. • l, ' : : •• . . . • . . . ~ • • ; • • • • ' • 

or*x~--Jon .. 

bt ?~pars new pr-c-c~w~ ~:lr at'Ti~nd or ~pptem~rl.t r!~S:J~g ~:xadw~ 3S i~~w.ir~ to 
ensur~ adh~r~t1C! to this US.Si.D .. A co~y of >.Jch prx~:Jrn ~~H b~ forHard~ to NSA·.lCSS: .~ttl: ?eS-.. ~~ l 

d .. ~f'1 ptiy re~ tc ~~ N~ lr;~cr ~er~rai ~~ cort~rt wr:.~ '.,J ~ ~A ~~r~r~i 
c~r=:~i Of' all a~vfti* that may fai~ ~ qye-:::~oo c-f cOrn;~l~i=l<;e.~ -s~ts WS5i~" 

SSCi DCCUMENT 
""ll 
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\2) r..cs:uant to t~.W a1~on of an irrt~lll;ence *r~'ice or· nrtwol"k cf a fOF.=JGN 
?OWE~ k.~ow-ingly er.gag.es ln a.'"l)l other dandestine int~m~~nc.~ ~ctr¥tties fOr, or•.on ~half Of, such 

-·~" ... ,... .. ,..,:::> '' ' ·' '·' • ' ' . ' ' • j . • ' ' ' J i=CR::t,;;l'! i"V~" i:P., W!"llCti ac:lVitl~ ll"l'IOlV~ Of a.r~ ~CO\Jt 'CO lr'T'IeiV~, a i/1.0 at! or, Oi trn: C!l'fiiiiaJ S""12tl.;t= 

;::rf tii-= U N ri: 0 5T A TES; or 

- (4)' \G"'!owi.rigly aJ~-o.- ac-.::-~ any ~F"::sOn ir::..t.~.'corid~ct cn::=dvtti~ de$C'i~ .. itl 
~arag~ohs9.1.b.(1) tfireu~Mrn ~ k.,ciWlrialv coris61~-wrt.li a..,y:~r.sor:w ~~ l?\ "~ adv.f.t}a 
, . -:-. . . ·-... -<# - • '·.,.._~-- ~:··-~:,.-? . ..:.r~:~--~:~~-t;~·i:; :._~~ ·-: 

,_ For ail ;.:n,;~~ other than tii~ ~onduct of ~t.=crRONiC'S'Ui!NEiLJ...A.>.JCE as defif.led by 
th: Foreign }nteHl~;ence SurveH~anc: ~ (~ A-,r~ A), t.~ phras_e_ n A~ENT Of.~ FOF~}GN ~NE~J;. 
alSO~ ·frir=arsS any. ~O:e~~ni l;1d-t:JdL-;g·. U.S ... ?Ec~oNS· outsld~-~: UNJ1."e.O:..STA mf\NhQ...a~ Officers or 
. ~ci~ of a FO~Gf'<l ?.0\-'V'"EJt OrwM ~ \Ji"lla'n-fully~or ~wts-uaAt-tOth!!.d~on of a FC~ElGN. 
?O~~ ot:_¥1ho ~ ir: corr~ct \r.tft.'i or ~n9 ir: coilaborartion ·Witfian i~~iigend ·:.r ~ ... r.tty ser-:1~ 
of;: iVf'..:.lQN :>OWER fort.~ ~J"PO$e of proviein9 a~c~ to info;m~<.;on or ma""'-'!rial d=sined by~ 
UNITED STAl:.S GoY~Jn~tt and to wTiid-t th~ per~-; has· X-i~~· flad aced r;~e:me~ facftbat a 

• · · · · -.. ~ · ,;.... ,..;... · • -n--•r.:~>.• :>t'\><r-!> • - · ·• • • · · pe1""Son s actr".;o'itl.as rr;ay cen~rri. ~ ru1 :rr:2~ :.Are anTis or a r\.Jf\cr~r";; ~ '-dv::t :!'\ zs n .. ~ enOJ.JgM ,_a Of'!lf9 ma-e 
per~;· uriOer this pro'Visi~~; abs~ci't e\Jidenc~ w~at t.fie p-er-;.e.n ts ~kin9~ di~ori from or ~cting l.n 
kr1owing cou~ert \hrith a fOREJGN ?OYifER. · 

9.2. {0 COLLECTJOrf~:means·· ~rrtentiOOaj ta~ng. or·· S~-EcrtOf·t ~l ld~ftt.i11~ n¢-rtpY~.i~ 
c.ommwnicr-Jof'tS for su~u~t pr-~sssing aimed~ r¥porting Or r~ta:rrtion ~;.a fire r~or:.: 

9.4. (i.J) COMMUNICA T1CNS ~.SOUT A U .5. ?EKSON ~~ t."-10* ·in Whic.:, t.'<e U.S. ?Ei<.SO~s 
iderrtified in t'te COli1ii\UrJcation .. A l.l ;;;< ?E.~ON i$1(:i~htifitd whe!"l' the. ~rs.on's narri~, unique tit~, 
add;ess, or other ~nOI".ai iderrJfi~ is ,?~aJed in 't'ie co:Timuni,.:..don: ln "~~ cc·J'7:J:Xt of ~ctiviti~s. 
coney~ ~ ·t.~~ ~~· ci :ctlviti~ c~ndyctad ~y.: c;t.;,..,e;s. arld r;.;iatad. to 't"i~ wer..of\_ A mer; 
referenc7; to a ~ro¢t.Jct by brand name ·or mant,tfact'~~rf:. nam~1 e .. g .. , ·s··~!ng 7076 ts ~-- ;n 
iderrtiTI·:a"tion of a U~S .. per-~rL. 

9.S. (V) CONSENT, for SlG!Ni p.\Jr~. m.:e."!S .an aqr-...emerrt bv .s oef'SOi: .Of' oreanizaticn to 
~r:nit the usss to tal<~ oartfc~iar. actio~ 'if.art a ff~ :..~ ~;>OO or oroahl~tr on.· A.". ~e,;.....merrt ev an < • • • :--·.. ... , • 

organizatk;fi 'i>'Tt'i. t.he:» Natiot,al·: 'Ser..:JJ·rty ~~!"'Cf to pel"'mft-' CObU.Ci'10f~;. oj in~.atioo s.l:;~H. be 
d~m~·v-aHd CONSENT' if.:9iv~C>J'1 ~alf of s-JJG~ or;~nlcitioo by~ offid~:or. ~~min9·bedy 
det~min~ by th~ C-.eneral ~~!; National Sec";Jrity ~i:y; ~ .ha~ =6·ab)r appa~ ~iJ6;#nty 

9.6. (U) C:OrtPO?AilONS, for pw~s of :,:,is USS1D, are =;rrtlties \e"'~lly r~~ize-d as ~par~te 
from the ~r:--orswho fumed, own, or t"Wi chem. COitC>OAATlONS h<:·..-e t."le nationaHty ~f :h~ nation 
s-..at.e :Jnd~ whcs-i la'NS t;~ey W~r~.formed .. ~~us, CC~~OAATiONS lncor;...orated y~er UNIT!D ST.A.!ES 
f~der3! or s:ate law are U.S. F'SKSONS. 

a. in U,ii case cf an ~i~~~ic co~mu.niatiert, u~e ~~isiton or a nenp!JbHc 
~omml.miatlon by ~~~~~ m~ans wttho.Jt ':h~ CONSaNT cf a ~~~, who ~~ a. ';iarw to :.~e 
<:omm u~c.::r-tlert. 

mamisak
Line

mamisak
Line

mamisak
Line



SECB:ET 
USSID 18 
~1 Jnly 1293 

0. t!"\ th~ ~ ~f ~ l"lOilel~i<: COfi1i"i'P.H"liC<ilti¢t"".., 't~~ aqr.Ji$ltior,. cf. a nonpublk 
·::omffd.lnic:rtio,'i by·el~k rl'H!l:ar.s wit.'iol..rt 't~e CONSENT of a pe!:.Q!"', who -is visibiy ~~nt ~ t."':~ 
::::'iiac; of comr.n.mica-tion. 

:... The term-·:~cr~onuc SURiEP_tA.~d ~:;es net fooud~ 'ti~e usa 
finding ~uipmer.t solely to d~~i!'\'e the loeation cf a trar.srnitt:l". 

OT 

9.~. (0 ~Of:E!GN COM~JiUN!CATION m~~rs. a cOtmmord~tion t~at has .at ~~;St one 
CQi,fi.MlJN!CANT. ol.rtsi~ of 'tii.i! UNii.;:!:J STAlES, 01'. that is ~~y a.'!!Of'l9 NF..=lGN ?Omi"S· Qf_ 

... _·-~***~a FO~JG N ~NER and .'=":;~ciaiS a!.! ~OF'~i~f1 ?0\r-!~~~ bt.rt d~ -f}~ rndud..e cOmmuntcatior.s 
~n~~ by E~crKONiC SU~;JEll~~Q --dlr~~. at pr:~~s ~n tie.~ UNITED ST.a.T:$ u~~ 
pr~~-T:ir~y for ~cientia! ~~· ·· 

~.3. {1.)1 FO~H::N Jrrr=l..lJGENa m~ irrfotff~tion ·re!.atiJi9 to-. t~~ eae4~HZ~ t~J.-.~ 
' ,~, • t"'a~"".=otPl" ._ ~-;;:;.,.... ' '·~ ,.._~"' ',.,_,, ~~ "*'' ' ' •' 

~no ~vrtes or e-v~:t,;.N ?OW::.~: o~~rza~eb.,~ or ~r-~"'"!S, a~ ror PYr?OS* .~T t:~tS uS~tD inOt.Jd~ 
both¢±~~ ~C~EIG~ ifll::LUGE"NC: and ~rr~rirr"'"~iilg~e . 

.., .~ for~fgii ~o~rr=ai1~rrt or =ny compc,=;~r;t ti=la~f, 'h""heu=;er ~r wt ~cgiiiz.ed by tfi:! 
UNrtED S7Affi: 

_ A.i ~r:t :-'1 ti-,.a;t 1s ~~iy ~~~owied~ by a fot~91':! ~"f~merrt..or 90""~mr.;-:rrt:s to ·~ 
ci!r~~ and conw--otl~d Crt such f~~gn gov~mrr~~rrt 0!' gov~mm~~=rts~ 

: .. A fo~~gn~~ poiitica\ et~a~izatior=tl' ~~ substarro~tiy ~om~~ of UNfnD STAr;S 
~-:.~ONS, er-r·-

9. i l. (W) !NTIR~ON m~ t"ie eeq1J!Sti~, by th~ USSS ti-,'"Cu~h ~~~k me;;r:s c:rr a 
~~.Jbi1( wmmunicrtlQM :0 which rt is rot-ar; in~d~ partyt ~nd ~~E pre<ee~ng oft~ c~rrt.-errts of 
that c~~muni~o."l \f'i\'.lj' ali irrt.el!lgibl~ f~, but d~ flC't looude the dispia.y e:ti sit;~nals OO··vis.:.l~ 
disoi~ de\o'i~ iii"'~~ to ~~it e."le- ~.l@'f!ir:atioo eft~ t~rtid d'l~~risti~ of th<t >l~~s 
'MthO!d't r~~r'inee to th® inf~rfl''..~tiQf'\ cont~lit carried by the sigr-.aL 
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-: · ··: -:~. ·.· . .. .• ~~- .. · :.. ~ . .=:::. ·' •· 

(3) to affect the CC>iduct -~fa ;o¥-eli"'.l"r;-er:t by ;;,~~5ir;iitlOI'\ or kidF..!~pi~-g. a!'td 
.. • -: ·-_- 1 ~ ·- · _;.. • : _~ ;--~ , ;::_ :; · :: ;~ ..;...- ---.... . ~ - ' . . • .. · ; -~-::~. -;-~ • • • . ... 

c. C<:c..rr.~iJ".O~d;: the !Jf¥.; ; ;;!)_~ f .A. l ~, ?(t!"a~r,d r:~ot:-a' 9CYnc:tan$ iii t:!"1'f'ts O'l' 

the m~arrs b~· ·wTiich tt~ey ·ai-'! _ :,cc~~r:n-Pn~~~! t~e ~sons they :lP:~~int~ed tc ~Oer!:~ or lntimidater 
Cithe :,Xaie Li ...... t:ich t'i!iir~pe~.;W ;itOr$. ope~..:: or~~ :syh.Jm~ . . 

.,; . ·-: . . ...... ··, ;- -~ . ... ~ ,... . ... 
_ 9. 13. (U) ?U SWCL '( AV.AiLABLE. i NF<~R.V!A TION means· if':lf?r±'~ Jon tii~ ha~ b!:e-n ;,::ybl1s.~~ or 

b-tca-d~_ for generaJ pubii~ t;c~rsum:--~Jc-n: is aYaiLabis ¥ti feq~~ ~ - a . .mem~r: ef_t:~-: sienera! p1.4bih:r 
r~s be~., S¢~n ot heard bY a casual ·~b~-'ier, or ~s made avaiiabte· at a _ me~;~ng ~n to~~ general 
~bl\c.:. -- : ~· -,.~·. , . 

- :_:·. . .: ... . .. · ~ 
9~; 4. (0. SELECT}QN~- . as appfied ·to . manual and. tt!ectr~~~ p~~=?if;4; . ~~vttiti~. m~ns tb~ 

illilliliiiiiiiiiiiii~~~~~~~~~;;r,-d}~~~;;~~~~~~scir~i tel ephon~ r.-~ a COmpt=-t~ scan dictionar;i or ma~ua~ $C~J guide for~ 
m~r~'"t ~nd iso!ati ng·_them To!'; furthe;::~~.si ~g..; 

.·.· 
~ ·"'"' ,; 

:·:· .,. .··:-:.. ! ..... · .. 

. 9,. 1 S .. {0 set ~CTrO~. TEe-J~t i71eans. the~ CompOsite, cf indfvi~wsC~f!il~ u~~-'= l·;~ .or defat 
SELECTI.c~~ of c~rti·:ul ar cc~-nm~nic.-ticns for ·the ~Toe~ of. !NTERCEFT10N ... dt. ~Oinori~ th-e errtir~ 

• - ' - .:: • ~ . - ' • t • . • J' • • • •• . ; • -' .-;; -- • . ' ' ,. ' • • 

term· or. ~es ·:or ~rms so -!..t~~~ r:.4'..It rtc·t arry ~itr:;aoie ~rm c..orr~tr:"~ . !D~~In. tt ~~-~1es· to O¢U~ 
Ei·<Kt.-o.-;ic ar.-<l manual o.~e$Sing. ." . · 

9. 1i. (U) UN!TIO ST.A.TES, ·>'>!hen '.!~d gec-graphicai!y, i ndud~ t.~e SO_mtes and t.~ Oistrkt of 
Co!w.mbiar ?t.Jerto Rico r Guaeii, ~~1:eri~n Same~ tJ~e U.S. ~i1rg~n l~ands., tile NortJi efn Mariar-~a ! si as-:-ds~ 

.... : ~ _ .. :... - . ~-.-;--~ ,...,.~ - -~-: ~- >""\VS:.r . 1 • ~ .... ~.= ~ r N ~; ;-: -A~=- -~ . . -~'-~,.ar ~pq-;:, .o a"f . .,"' ><:;l' t~· '"·"'" y...., pee'-"~~~''"'' , ..... ~ wn1'"' , ,_. ·~ "' , 1 1 ...... :11,., . ... :; '="'-ro~ ~ ...... , -'~· ••f· 

..:. l..i ~inccr;~nt:d grouj:-s and as:--ociatJOi"lS ~ S<Jbs"'...anoJal ~umber ·:-ft.'";~ mem~!"S of 
~J-dt c::-nsti.t-~-u a. .orb~ above,. br 

ci. COR.:<OAA'ilONS l nccr~-omed in t."'l® UN!nD STAT'":$, indudiii-9 U.S. ffa9 
i'!cngcvoemm~ntal aircraft c; ~..se-!s, but i'"lO't ii"icit.lding th~ ~!'ttities wiiicli are openiy aC.(l"<OWted-ged 
':rj a for~;n ~'i~mmen-t or gcv;;mm~ to be di~ed and ~o; , t.~ied byt'1em. 

H" A.i.~"DlJ~~ VL4 COMTh"'T CH.?u~·~:NELS:})NL Y 

SSG DOC 11MH 17 P°C•P§5?ol}~6t~ 1_1 5 O~T~8ER 00089005S 
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(J).·~ ~:-;:.on ~wn tc be :..;rrerrdy in t~~ lfnft:d States ~H .be,. tr~at:d as~ U~S.. 
?"[';""".S•:ON '..fr;j~ :.:...~ ~n. t$ ~~aoiY 1d~'W7ieci. a$ a~ alief1 \~·i=Jo ·has net ~· ad,'n!tt~ fe-r 
~~.ar;errr. res1de~~ ~if tie nat';Jie of t.~e per;;e,"1'$ COf['H~unk~br.i ~r ot.~er i·nQ1da.lr. tli~ ·~nt~ 
or o!"C.lms""..anc:$ of ;ud; c~d''i'lwnicatioi!S crive M~ to a r~r.abl~ ~i.:f that ru<:J"1 6e;-.,on is f'left a U.S. . . . 
?EF$0N. 

(2) A ~-er:-cii k.r:a-,;:m to~ c..;mr:'ltfy ot..-t=id<i:'t.~ UN1TID S!Af""~~ or~~ ;:~;.-;or, l~ 
;;ct. kn-=wr., ;;;;-i!l ii::::·t t;~ ~a-c~ a$ a U.S. ?:?:SQf-.,1 unl$ ~d'l ~,.o..-\. is ~~ably id~rn:ifi~ as.suci'l or 
::;~ ~~r~ ~f the pe~~nls ~=r~~-~!}i.~ti~ or ~t~~ ir;dida ir=; &;e ~om~nti. or ci~~m~~n::es of s:Jch 
c~·''fH1'~n . .:t:Jcat3ors give risa tc ~ reascna~~ Oen-ef tr}at such~~ ts a U.S. ?~1\SON. 

{3} .~ ~F"NO lG"'llWI"l to t.?e iiil .iH~r, ~mi~ for ~rman~ ~d..:~e 1'f',ay ~ .~~ 
to ~ave !~ ~t'...:.'S as a u.s. ?:i'L"VN if :."1e ;:r-r,,.i i eaves :."'\€! u N mo sr . .a.. rES ar.d it 15 k."''eN.'fl t."'!a: -c.'"l: 
~.i"'.,o,"'\ is not in ccmpliamc:wtth -w"'ie aqmbist:~ti··.t~ fjfi":"'allties p;-ovid~ by \.aw (~ w.S.C. ~0\"l 1203) 
&.at ~able such pe:.,o~.s tc r~nter t.'ie UN f~D Si A 1:5 wrt""io~.o't ~rd t: t.~ ~si ons af :law ;:; ;at 
Yt-~~d o~erH!s.e r*~;~ an .!li~n:s ;r;try jnto t';~ LJNrTE:=· STATES. lne i".Q:"ilwr! to fc4JOw tn-! st..s~bi"""t.ory 
~~UT$ prol:!ide a reasoMabt>! basis to coMdud~ th;it ~uc.~ alfen has aband-::ri~d !ffY in~c..n. .of 
~@i.f'lui1"1li!9 ~tt.:s as :.; ~~~'~-:~dem allei'!. 

(4) ~;: I.J~incor~ a$t....-c~o~ \Nh~ f't:adquart:r-s are locate-; w~d~ ~~ 
UNrr:.o STATES may Ce ~rn€id nOt -:o b~ a u .. s .. ?SSON ~nl~·tii~· USSS rtas·lnf0rmation1ndiating 
':h.rt a ~bs-..arrtiaal il\Jl"t!~ Qi m~~ u~ ci'ti%~s of~ 1.,;. H fT'ED }1' A !6 or ~liens iE+rf~.til y ~i!itt~ 
for~" ,~nS"rt ~~~<c; · 

(5J. 4:0~~.FATICN~ h~~~ :.~ r-~wef'~H"t"/ ~r tri~ ~a-tior~~t~ in \nrrJ~~ m~y a~ 

irK:c·room~. CO~AAT10riS formed l.lri.Oer U.S. f~ernl or ~t:zwl~w a~ t."'lus U.S. ~r-~ns; e·~n if 
t.~ O..,cr .. ~~ st~ ;.s fOr!ion~ed .. The ~Jv ~z~o.., ~ fortrfaoov~.ii COiteo~nom wnici'l 
are ~ily· ad:."'llw!edge:d ~:~· ~· cilx~ a~ ~~~~ . by fo~gn govemm~rrts. Coowr.:~y .. 
~,-.::og~"!~0f''-J~ ;,..,.._,,..,..,_;;.....,.-:.. :-~ir"""' _.. ..... , . .,........:.-. ,.,..,.. ...,"'~ tl ~ ~;::;?e>""):y~""""""" •1~~-.;..,=ne~a~"nt"lN \• '.._¥r"'w .._:r~# :"etJ:ttt'i~_,. ~ir-...n ?-"'=".;~~ :'4 ~'Wl ;;;;;.~~~ ..,...,.~,. .. t-:,.o ~•::: ;aJ-; Jr~.,.'..,;._r,. • -.1~\.._d "''':;~i 1 ; 'sf~ .... ~...-N ~~l tY.~ .;:. 

a ~b=siCi~ry of a U.S, COR-PO FA nON. . . 

(5) Ncngcv~m;;,,=:tal ships af'ld ai~ft ~~ !ega! ~titi~ and have th~ F.atlor:~ii:y of 
the cour:t,·y ti"l ""'i;kh tr,ey a;;: re-~ls:te~. Shi~ ~nei·~rc-aft fty th~ flag i!"lci ar~ Sl.!i;,j~ t~ ~ ~~ ~f 
~~r pi~: of ~9ist~er .. 
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i "1 1} 'F""S. .::..,,..,_;,.;;=o i~,..j?!,.,;_;,;,;.,;.._ <::· '1'"V;..i{~-;..,.,.,., '<,...,. ;..,;_,A>. A_.; i=;.-.u ·. ~ ~i-,.. ~ ,....I - ~ ~ .·. ' 
i ~.h. \';.,J • . ,,.41':0 ~ ~t ~~·"":"' :O;l, ... _ .. I!-:2>::;;:; .... ._::. ,.,..y~ .. _ ... }~,. .. ,._ ....=.'lo.l... ~ •• :.J ·~ ~,._:l...f '='~-:;":ern. :..: j._ ::~o" ~-...u ....... c:t- ~F..3lf'i 

~!~~-sic StJr!eiHan_ce ~.:t~ities ~tii~~ th~ . . ~ru=-~ States.~~ cotf~ fo~igrr1~~Higenc~ lf'!fc.~atior~. 
A :;ot'ftpt-r=~:- copy. of_ t.he Act is. . .f~U!'1d at. ~=-~~ex 3 to NSAlcs.S:· Dtr~::threr 1 o-3.0:~ 0~: Art cOYers: t.~e 
. . . . ' 'l . ". \-, . . . ' .....: l . • - ... • . ' '·-. . . 
u··rc~r;t;Q:F~ai~oL~et., e~r."t~·- C?fiH'fP-=~·~-ucaocns err a pa1 -..CJiari ~-town LL~ per:~ ~no tS.H'} ~~·-wnr:~ 
S~-tes, aU ~1re-"'t..a.ps in the Ur~ed st~·~l' u-,e acquisitior; ::.f cirtah'"k radJo ,;·:;mn··H.ani-:atic~ where aH 

-.......: .L.. ... t..:"-- .-...p;;!lll!~,,,...;,..~.-,._-.~-::al~_.!!"" _ _..<~~c.;..a;.t~.,..._!.-~,4/l=i'"~•- :o:i~' '· • ,...._.:~ • .c..i ; ?=J .. w$. ~0 w..u:;.C'.J:JH:~~~.n......:::-wt; :U .... :w..._.::_;..~..- '.l 1 Ul ..... 1..,;1ll!..-., ~'-=~:S,. a.Ii-y ~j~ l"nCf:ftOrln9 ;.:i ;Ij~~;!;...tO;n ;i'; 

which t.~ere iS .a reaSO-t~a~t e~--:-~t.icn of pri¥act. 7:~~ Act r~uires.t.~a-t an .such >Ur1eiHances ~ 
..a;~~.....! "'"'h' -.o.i:~,.;:.;·,..n """'W"'•- .,_,..,.;; -"'-~# -,.,,.,.,- .:.s ,..;-.:::,..,~ ;...,1._;.._ ·A-,_ _ _...-"-.,..; ;:,li -··-;.., ~,- ,;:.ill.,.,,..i:x: 
'=:::$41 ·"'"'"-'d ·..-1 1.1 d ~.. l....," -·-::•. f-i~ .. -·.; ;?.; ·~ w ~ •• i ~":,5-•::...; - ·~t;:'i c1,-• '-'7 ~ ie: ~;. :;;;< j\o,j ~;,.(, .,.,.; ~{,;~. _...,1 v"':".n~1 ~-... 

be a!.~rdtctriz~ oy t.~e United States For;.ig~ lii~~n;-:nce $ur';ieHiancs C,oi.;rt1 cr ir; ~=-!""~in limited 

: 

2... i. {U) ?roc~~~ aftd rt3,1dards for sec.Jri~ C,oi.Jrt orders ¢r A~or.ey· G-er.er~f csrtif!c.a-tiolis 
to c.or:.d1Jct e!eConit: suNftiHanc~ ~reset fo~~ in !i!..~€! Ac-_· 5.equests 7::-r suc1 Or:er1 or <.~rtifi~or.s 
~~C?Yid ~ f~~arded.by the a~prcpri:ate Key Comporrerrt: ~~roygh t~e NSA. :~~;;era! Cou~j to ti'":~· 

'~·..., _ __._= j:.?e Air: .... ,·:: ~- ~F"'i,.:r.i .. ~01 t{,.cl ;...,....!Z ~-t""A~~~r"''~·~~ ~ .. 1 - - +-· -~ _.:a;.,. ...... .,!~.......,.- ~r"'!~ ,-!~, t~-::-~~
U'i;~:,.:..::..1 ~~~-~·-'' -::> -•·1.1 "'' "''"" '-- ..,.-"'"''"!-""'··~'-' '-<~] <:1 ;,.:;,a,"='ii..:;,'-"'' ··•'"= '"''•_, -·"" "'"·'"'"•::>'-""''--~ 
j!J:>~fying ,; b~ilef t~at the targ~ ls a f~r:lgn p-~wer O:r a-4 i9ent·of a fo~ign power ~nd t~a-t eac.~ of 
~ fadHt!~ or p{a;?S at ~~thlc.~ tf.J! S:.JNeiHanc~ \•0.11 ~ di~ad are ~ng )~:,·Of ar~ =~~u't to~~ 
.;J~r by t~~ foreign p--ower or ~~rrt..· ~f the p~=~ SYr~~iHanc: m~~ :t::: r;qwir~m~-6 -::f :he Act 
and ti'i~ Dir~or a~o¥es t"ie pr-:"'~1, rr.orr,eys in -;;;'-:e Offic.: of the C~"'leral (;oun...~1 will ~r~N tJ"';~ 
n~csary- court appli<:.itlon or reqyest for .A:ttomey (j.f!n.;;ra! c~rtifi.catio!"';.. 

3. 1. (S.CCO) . SlJrveillan~ ;JJthoriz~ ~y th~ Act 3r;: r~i~ w b-e c~ri~.: ~1.rt in a<:co~anc~ 
'.f.~Tt:, t"'~ ~ct and ~~f'SI..l.alit to m~ court r.;;roer or Attom~y G~ral c:rtiflc.atioo ~utMori~n~ t-"1at 
parti~.i!ar Sl..lrteillai"i!:!. !n $0r:'i-e case~. the .ourt o.-d~ 'ii~ ~ilc1~ to ~dr~ss par:kuiar orc-blems, 
and in th~ i nS"',.ar.<~ t"'le NSA att.omey w1 il ad"-,.is-s the ;z~roc.-iat~ NSA offic..'"S ~f th~ :=ms of 'tl.,e 
court's ord-en. ln mcst cases, howev;r, the :::-t..Jrt ·~~er 'Win in,cr-:-o1 ;:,e \fu-~~c-crt anv &:ano~ th~ . ' -
~..andardi~~ minimi:.a-tion ]Jrocidures ~for."' .. ~ in Acperrdb: 1. 
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.:.. 1. ru) r;;~ G~eral Cou~i will revi~H ail r~~ to cor'\d\JC .,.;~o(";k surv~Hanc~ :s 
defln~ by~ Actr pr~pate· aU appticatior:s and mat.=ri.ats r;qUireci bj :.~e ~ ar~d ~;ovid~ pertinent 
1-a>9ai <i!dvic: ai!d ~sis:tanc! ':o .ai1 ~ e~~..s· ez:f th~ Ur~it~ Str'~ Si~ihl" Sy~~. 

. ... - . . - . - . . 

4: .. 3. (U} AH S~G1N7 1~ar}a~r1 ~;;Q $Uoef\'i~rs Wtth r~~n$birrtjes r~!iti~9 t~ thE' .~ct ·~H 
' - . ' . ' . ' ' . . . ,. . ' . - . ' . l ' 

eFtS~~ w-,at th~y an~ :rtetr ~r~ru=;et are . mor01..J9iily ram1t1ar 'Mm 'tie ~~ !~ ~mp.~~rrtlr'!g 
pr--'"""--ecit.ll"~~ arxi ar.y cwrt cd~ Cit' A.t"";.::;~y G~,eral c~rtifiel'tior.s ~rtiliei'Jt to -:.~i; misio....,~ 
?er~r!~e! wt:..~ die-d= r:i-~ted t? t~·Act \ltfiU t:On$U[t ~~~~raj C.OY~~:~rs offiC: fOr ari:f ~~uir~ 
f~al .a~/};:~ ~nd ~~.a:~~! or trairti·~ Yf ~ty asi~;e-d per:~~n~..:. A¥~~~~. ~~ids ·wi11· ... ~~ 
mai~~~ ci~"i'lor.st"ati~? 6~~~:_r1,i:__': with th·~ t-=liT:s 6f ;;!! ci:.Yrt of'd~· ~nd Atto.~ey t;ener:;:l 
car'C!nca"tl~: ~'ld any a:~cr:pano-::::: {l ~ tJ~at ~ard win b-e prOmptly ~~~rt~ to th~ of7ices of :.~e 
~:~! Cou~j and ~r;~~cr ~e~erai .. 

H.Ar'\jlJLE )j"T A C.O~"T CHA:NI~~LS.GNL Y 
~~f"iTl~T 
~~"Y~~Q. 

A/~ 
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':. Comrnun.C&ions oi a lJ .S.~ . Per:~ 
:i c~~knt-· 

U.S~ person 

~~ 3 - .AccuisitiOli and Pr~ng - General 
~ . ~:.q;:;~ffian · ' · · · 
b;;: Yerffic=-Don: 
c. Monttoring, ReCording, and Processing 
d. u.s~- ?ersc-tls Emoloved bv the Forslan ?owsr 
a. o=~~jcn&i:ct ?a'w Data . -

Noc-P srt:inant v;JlTim .. mic:ations 
g. Change in Target's. Locatlon or Status 

Section 5 - Doinestic Cornmunlcations 
a. .. DtssefD!na,tiQn · -
b. Reterrd.on 

Section ,5 - Fcra}gn C::frmuniCaUons cT or Concemir;g. U ~.S, ?ers~s 
a. Retention 
i.!. Di~e.in!f'.aDcn 

Section 8- CoHabor::.tion with i=oreign Communications 
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FDESG'l iN IELUGENC-E SURVE\LL.i.NCE COURT 

W>\SHtNGTON, DC- . . .. 

USSID 18 ,-'\."'!1'11!:X A 
·A.P~"Dlll 

. PROCEDURl=S i=()R NSA. i=LECTRONlG SUR\/E1UA'lCES 

':n addition tc t:r,e defir:itions in ~jor; 4 01 of the Act. the bilcWim def!l1iti0f'.s Shall aOcN to m~: 
oroced.-...;~ - · · · · ' · ~ 

· · (a) Ac::::n..:isttion mears the coli ection by NSA thrvus:.n ei$C&Onic means of a nonpubiic commu-
nicatloo to whk::h it iS r.-ot an h1tsnded party, (l.J) 

(b) CommunicaDons concemlna a United St.ates oerson include a!! ccr..municatlons in which a 
Uilttsd States per--en is disc:Jssed or merrtiooee, except ·'l'fh=fe such ::orn!TlUnica:tioi's rev$ai only pubiidy 
avak!able .ill;O\Il e.tion 3.00Lit the p~-r::--on. (U) · - · · · · · -

•'. 

. (c) CoJTmun~s of .a iJnit::d S=4~ psrson incf:.Joe all commt.lfiicatlons to 'Nhlch a L.~-zited 
States person $ a party~ Q.Jj 

1 ..-, ' ' ·'. . ' • ' · -• ,·· ... , "":-..i\ • · t · -• ;_,,.. \d) v...-nsern iS me ~-ement r:f'j a person or organi78no.-1 to permit :ne N;::;.-. m :aKe parooua; 
actions ~ ~ th~ .. P~fSOn or orgaiizs!iODH To ~ effe.::tlve, ~- l!l.Y?t pe giv-en b.'!. m~~ affected person or 
orgaruzauon wffil S~.;"JTlCCeD! kriowleoge ~o understand rhe.acoon that may b~ ~1 ~ rne oessibie .conse-
quen~ oi that ac:tic-n. Consetlt by 3f; or;.anization shall be deemed va!~d if given.· oo behs!f of' me organization 
oy an official or gov;.'"liing body detarmined by the Ge:,ef31 Cot.Irsei, NSA to I'EiS. actual or ~-parent authorit'i 
'to mal<e such an agrsement rJ) 

t~) 
\""' 

,t.JI ci.i ,er communia:rtions are domestic communicatiors. (S-XO) 
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(f) \dentif.cation of a Ur.tted States persori mears the Game, uniqUe true, ·~ress, or other per~ 
scna! id~er of a Urlted ·~ person .in tiis cor:text of activities condWd..ed 'r:y that ~-son oi ac:tlvlf...es 
cor~ucted by omers mat are related tc tld person .• A. ,,.;erence ro a ;A-educt by bv>-fld name, or mant.rfactr..rr
er's name or ths use of a i\aiT!e in a CeS<...-rtptiy-e sanse, s.g., ''Monroe Dcctrine,' i,s oot an idefrtffica:tion c:f a 
United States perSon. (s-cco) 

. . ~. . (g) ?~~~·?~~~-:near~ any step n~i); tQ_ ~~i cismm~icanon \nto ar~ ir:-
~.!Qib>?:oJrrru,:.endeaiOi~~"::.lL;spectJOD. (l...i') · -~ . .0

7 
~· •.·· _ 

. ·:\ .. -:- .- .. ::·, }·.··._ . .. : .. ·.:·.:::.=-- ~~_:..,<;.:_:?:..::::.:: ... :...- -~- ;~.:- ~; ... -.: .. -. . . 
.u ·::·1 .. ~---·~<--.. :·-~1~-t-:-,.....~::.:- •. ··.·i ~~-.:.· .• · -~- . .. . . ~ -::.,.: .·-. . ~· - -~ . .... .... .. .~ .. : . ) -. ' . . . • -~ 
( n.J ~,;cr;r a:.~ lnn"'manon ~~s rnocra:oon Tnar a 1i:l€!mC€i or me ooooc C.OUIC .oordrl on · 

request, by f=.s-:::ren in p~..o1ic-so.Jrdes; ·ar .. by casual ob$eft'at\er,; (v) - ·· · : . . · ·· · 

~~ ~ ·.: ..... Of. Tech!!~~~~~·,: •7,5 irri'Ormafun :-etairied t~r '=:rtPf¥ii'~'i~c; tr:.;\!6 a."'.alyti-c, or 3igr~ 
S~!C~¢['1 puipCS~ \~). . 

. fn ;Jntt=e S"tat*' ~n=-·ffiears a Urk~~ States o~--sbn- Ss·dSfih~ in t6~ ACt The rotJWtng 
:uJdei1Ges aD"Prv Jn dst::rTTJnJng,_whstr"$er· a person V\1~-cse :.~::tuS is Unkno'Nn ls ;. Unttsd .St2f..es p6rson: .. fU) - .· . ' ~"" . . ... - . . ., . . . . . : - .... : -.,-' __ . . .. 

_. r1) . .; oer---On ~~ ro :te ~Y h-: the Unfdd States will be tr~ 3.5 a Urll~ed Stat:ls Oer;:,0n 
unless posmv~y identlf,ed as an alien 'Nho ~a.S net been adr.lltted for pef77',aile£";t residsr'!ce, or unless_ the 
r.cE.}r=. or clrcut'sta;;ces •Jf the Dei'Son's communications ::li'1; MS€ ro a .,~sonable b&-1ef that suc.'i oerson ls ........ _,..~. .,:. ' - . . . ··. . 
not a l..J!i~~ .J~S person:~-:\~) ... -~ --.::. 

- -. . ,· 

· -: (2)· A.:oea-$0C kna~·s be ~rmv cv-tsiCe the Ur.Jted-~1 ~:;r ,~so ioca-C~n is Ut~Nr1;~iU 
;1ot be treated·,~ a: Urui.ad States oer;:0n unless 'Such oers....'"'fl ·;an bs oositlveiv ida 1i.iiied as such, or the Gat'..!re 
Cr · drtt .. rrtStancss of tDe ~rrs Coi11n1uoica:B.ons af¥9 rise ~ a ~cbte De11ef that sucb c-erson is ::. United 
Sta:~ f)Sr:oon• 0{)._ · · "' ' ''" ~ , : _:· _: · - ·. ·. ; :.. ~,-- :::. ._: :' , ,~ • . · · .. 

·.:,. " .. . · . · . -:::· .,;:;:"':-_'" ~ . . -.. . ...., :.tf. ·: ·:; . :: .-. ::..r.. .. .· _ 
:- /31 A oersoa knoWn to. be an. aHen ad.rnttted for oerrnanerrt te5;oenca lCSas stat'~ as a United 

8bt3s D&Son 'rr' the ::er_,cn \ea:-;es ihe Urti1ed states a.lld s id' \n '6oiTic!tar.c6 Wf.ri. l i!\e 8, United sr~ Code, 
Sectiori 1203 enabtli--q r: 3F1Uf JntD Tie tJnlt3d St:at=s~ Fa.:1t.u= to !"t.~~ m? ~~iCry ProC&durss PfY'i}d$ .. a 
;ez.s...,-r,ab!e basis to conciude that t:"le alien has ai::~idcned aiTi h"itentlon .,.r malntaiiiir:g hls star~ as a. pern--.a-
nem :-esicfe:y! alien. . .. .. -·· · 

·. . (41 All un~romc~ a.:.~.ation whose h~quat=$ Cf prfn.8,.-/ ofnce is iocatsd outside tMe 
United Sizt;::>_s s' ;:;r:SUIT'led not to be::. United Str~ oerson Ul'Je::.-s mere \s ~on incflCai:ing tr'zt a sub
starrCai nurnber 6f its mernbers ara ,:.rnzsns of tr~s tJntted ,States or ::fiens fa'N"fufiy am~ttt:-d for german'ent 
res;dence-. 

·: .. 

· , The acouisiticn.of irrrom.a:tlcrr.t:v aectrr_,nic surveillance s.~aJJ be mads in accof"".....ance with ;.;,e 
certif.&:.tion of the ArtC,.rnev G...~-erni · ·::r the ·CoUrt order awit:.oriZina such si.ir.iet1fance ·and conducted in a. rnar:
nsr designed, to li'is greatest ext=n±. rsascnabiy fsa$ibie., ro min1iT<izs the ~~on of inbztion not rele-
vant to the 3.tlthortzed purpcse of :he suNsiUance. ($-CCO) .. -

tiAJ.~""DLE v 1.~ COlYl:I:N"T c0~~~-ONLY 
~~..:. 
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(1) Electronic survsilia.JCe otme target rr:-ay be monitored ·:ontarT;poraneo~, recorded ar..t:-
ma!icay, or both. (U) · · - . . ..=; . , 

. -(2) Persbnnei wr,o r.,ori".:.Cr !De etectronic sur-?-i!lancs shai! ::xertise· rsasonabJe jwdgsment · 
in dstsrrrili-Jng 'Nhether'-i/'..rticl;'iar 1mormation acqL'lrsd ~.ust be mi_rW'r;!z:9d a:1d shall destroy ~Y ac
aulred eornmunications -Jf or concerning a Unit-~ Stat--::s per~n at. 'the. eS..":fiest -practicable point in th~ proQ; 
~ina cycle at which SL'Ch corru'"i'il.Jnica:tion ca.; be lderrtmed ettt.er as c!eari'/ nofiSiev-ant t::l tr~ a.w.i:hottzsd 
curpoSe. of the surteilla[~ (e..g., ~ ;e CCIT'.U:OUDica-:tJOn. '::\9~ oot cc-n:tam To\sign ~~a'ica inforrr-,~.tbn) 6r as 
eorrta!rmc svidanre of a ·:rime wnich may be disseininated under theSe ~i =· (S-CCO) . - . . . - .- ... "- - .... . ··:. . . . 

(3) Corr'mui:lcatiqr;s of or_ cc-nc=._,_ling Unit;;d States persqns u ,ai,. l'7laY be ~-"'db the at.-mc- · 
; ; ... ed uuroose d t'ie surveillance may be io."".v-d"tied to a:1atytic peoonn.e ""SSponsibie tor prc-duciiig int?lf;
.;er.d k-dormation from me cdiected data Such commu~ns -x irfurma'tic-i1 may be ratainsd arid d!ssetr;
b;ated oniv Jn aCcordance ~Httf1 Sacjons 4~ 5: and S cri these orocedures... !Cl . .· .. ' -: ' - . . . . . . . : : ··. ' ... , . \ ,_ 

· (5) ~"'ch eornfnunicatic-n s,i;all be rsY'lewed to detsm:Jine 'NI-:ether: li \s a domestic or torsign eom
munication to cr from the targeted premises and is rea."Cnably believed to co.ntaJ.-"'l foretgn intelligence imor
mat!On or eV}dence of a crime. Ontv such COrnrTIUllicati:ans mav be prccesseti .. iJI :..;U -:er ccmrrLtnications may 
be rei3ined or disseminaz."'ad onl'j in accordance with Sectic-ns 5 and 6 of .these procseu-res. (S-CCO) 

(6) . Magne-tiC tapeS or ether S'tor:gs media corrtairtir.g for;ign ·::ocr-unurJcations ma:J be scanne:C 
bv ccmpui.::r to identify and select comrnunicatlons fc.; ar;alysis. CofTI.OUtS!' seisotion terms used for sc:anr~ing. 
st.&. as tsieohone numbers, key 'Nerds or phrases, or cmer disorh"riinaro.--s, shai! not include United States
oerian names Oi ' ·~-s atd shall DS -nfnftsd to those selection terms rsascrrabiV ffksiv to iderrctfv ~===-' 
"":-~~~-~-----..,.,.,....,....,..._""" tha!ars auihoiizad :for '!nteffiicns·cci!ectibn ~TiCier E.'(:6-,_.-ttva Order 12333 
impia1:errtlng procSdur~ (~CO) · 

(7) Further processing, iSi:srrtion artd disssrrdnation of foreign ecmmunicatiOns shall oe· made in 
accordance with ~orls 4, 6, =nd 7, as appilcabie, ~Cifll. Further processing, s:tor:ge and dissemination vi 
ir.a.-r+verter;tr,r acauh-Sd dc~-nestic coiTll"liunicstior;s; sha1l be r;-:.ade h: -~idanoe v.iti Sections 4 and S be
low. (s-::c6) · · · · 

{d) U.S. PeGCns Ernpioyed by the Fo~gn Power (C') 

Cornmu.nicatcns of Oi COiiCaming United Sta."es pef"SSns employed by a foreign povrer may b$ 
used and ~ed ~ o~er-Mse pro't')ded ln these prc-cetures sxc~pt that .... · . .,. . . '/ . ... . . ' . ·; 

•. (1 )_ Suc'i United -States Dersons s."iail not be iderrt:ffied ln ccnn6ctlcn wiTh ?nv ccmmunlcation 
mat the person Places or receives on benaif of ancther L!liless the ioemmcation is p:>...fi'ilitted tinder Section 6 of 
these procedures; and 

(e) C:>estl>Jcticn of Raw Data (Cj 

•L'illcaticns and ctr!Ci iricrrnatlon, inciuding that reduced tC g~phic c-r "hard copy" for:rn 
~ch as ~,ail be·raviewed for reterrtion rn accor· 
darice.m the' ;taridards saf6rth1h'th~ ~~res:, Cornm~r~ ?..nd ,.;icr:i;:;r. iuibrrns:OOn, \n any fo01, 
that do not me~i-sUch rSL"'rltjon -~~"idaros =nd mat are knowrr to c6ntSo:communications of or concemw..g 

.\..IrJtee _~- ~':Sbtis,~~~:~~-~0~ .c.::.::trcyed_: (~XO}~ "· , ~ . - ~:: - · • 
....... 

·. - · ~ - .. -:· 
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• :. ?:: ; . • ( ~ l CoiThTIUf1i~6;_~ defu:~ea"to fail witt'\ in ~t?blishBd ·.~§goriSS ·Qj ~::>1~-j..""'ertir:ent CC·iiirr.tr 
nicaDOl"1S, such as these =~ ~- Y} , ~~_ph (6) ortrns· Sec06n, ~6ui~Jiat .pe rata1Jed unless they car.
taili infb!'maiJon i.i ~ rna:y ?e d~:;'Jilf:~d uilder Se---:ti~r:s-5, 6, c-r 7 .Ce!O'N/ (\.1) 

~:i': . :~< ·" {?'r ~~ m_a¥., i~-~~~.pop)i}1Unicati?QS,, tD?I~]ng ~~ .~~ initlai!y_a:ppear .. to i'all_witi-~ 
estaossed. ca:;gones LlfTtil_tbey_ ca!:iJ~ Ot::'"'BITnJne u.a:r .rii'Q_ ccmmJn!canOi"1 cai1i>ot De aJSSer:nina:tOO 
~.ll1der. ~ns 5, 2, or 7. be!_q~:. (S:::V'"'QOJ· . -~ _ _ ·:, ,-_ -.. : '". .• , . ,._ · 

'n_ ::; ·:.,. ,.:::r~ > --~ ;· -:....: .. : ·~·: :_; ,.-~· :- - ·- .... :-. ..,:;.- ·_ : .. . ·- - .· .. , -::.-=. . ·-. 

. ·· . (3) Comrm..tl"licatitns of Jr.,.'ted.S1::ll.es persor.s will b? .. 3l""!ai'yi§d m·es!ab!sh cat;gor\es of c:Om-
municafhiS ;,;·.at are not per'tinerrt to tfie 31.-t'!CJ, ized Ot,."""ose ct me suiVeiiiar.,te:.,~ {I..Ji. 

' - . . . . ·. .:-,.· . ' ' 

( 4) These cztsooMss shouid bs ·:35":.atJished ~uer a reascinab!e oe,iod of mOPJ!Diino ths commtJ· 
nlcatlci1s 'of me ~.rgs-3. "(U)~ . · -~-'- ~.:;_ .-.. . -

-. 

(5) lrrtormation that appears to be foreign intalilgencs may .:.re re:tajned even rr it ts a..."'q'<.lired as a 
part of a cornrnuniCation fa!Hng wttrJn .=. ca:.~cry that !s genera!}y·norr-~~-tnent. ($-CCO) 

(6) 
..-. . ' . • •• . ' , . • • ' ' . , •• • ...:.... .. 1 

va:cegones. ()i nor.-pernnent commurucawoo~. V'·li:!~i iD&:/ oe ?f?Hea ~n u 1ese surv~mance . ..; . 

(g) Change in Target's Location or Sta..tus (s-ccO) 

(1) Dunng periods of known e:...-1ended absencs by a targetsd agent of a fcr.eign powei frorn 
orernises under -SUr!SiUallCe; oniy communications to i•:'hicb the tarnst s a oartv')TiG':y be reta1ied and dlssemi-r,_._... ~~-r-,-.,;) . - ·. . ~ .· .. . ·.· . . , . ·-
, , c::.~=-~- \"-' ~ 

(2) When there is raason t::l believe G ,at the target cl an e!eCtrCrJc survsiilance is no jonger a 
foreion po'f<er or a11 agent of a foreign pOwSi, or no longer occt!pies the premises authorized lbr suriei~ 
that electronic SUiVeil\anC9 sha,q be lmmedia;.'"eh/ t=rmir'zed • ..ar!d shall not resume unless subsecuentiy ~~ 
DiOVed.underJhe ACt Vi/hen a7j Oet~n !rwofYed lri COtiecnOO 6r-pr06Ss._'=fng Qf an· 'efec:tronic sUrieiil<;DCS 
bemg -cond"wCted pt;rsuarrt to)he--~ §1!~~ Of,;~o!f#lf!Dg~rp; ~~~:.?-n-,~al ci1af2.ge_ if? 
the status or: locatiorl at a target; me_ P?f59D. s_Mafi lmrneclai.el)' ensure. tr-.c:.i· me_ N~s ymce Ci ...::e'"'leral voui1· 
sei is aiso made aw-~ of SLt'Ch infurhfation~ (S--t;CO'f · ··~ ' · ·- .. · · .. · · · · · · 

. :.:..,' . .- .. ·. ~- ,..· 

secTioN 4 = ACOUismoN AND ?ROC~sSrri"G: SP~B'iA.L ?~ocEnuR~ (U) 
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t~ lr---------~~------~--~--~--~ 
,.....----~W 

(S-CCO) 

~A.s soon as it beccrr.es accaret.t that a oommunica:dc-n ~s be~ean a oer~n \JVho ~ kno.Nn to be 
unjer crifPJnaf incfictrnerrt and an attotT;ey wtrc reprsssnts t~at Indi\tid-Ua! ~, rr-:e ffia.t""L9r i .. Jnder ir,dictrn$!1! (or 
sarnexe acting on bet' ?-if of. the attcmeyf! moni!Dnrrg of that commun!caic-n will ~~~e ~1d the ccmmunlca
t\on stall be identmed as an a:.'"tome'f-Client comrm .. micat:-cn in a log rnaint=<ined tor that. Pl....il;"'vOSe. Tiie reievar"it 
portion of the tape containing that ci:lrwersa.tion W11l Oa pia.Ced under seaf a!")d the Departnerrt of JustiCe, Office 
c.f lrrtsiHgar~ce foHcy a'ld Re">t.-ew, sf""a1 be notrfied so that S.,....""Propriate procedures may be ~-tablished to pro
tect Stich .:;orniTit..znicai-or..s fidm review ,;r use in a.rrv crimir.ai oro.seo .. rtioh, 'Nhile ora..~~ma fore-ian intsill-
"CJer.-cs riC;! ; t ~cn corrtalned therein. (S-CCO) .. · · - -- . . . ' ' 

(a) Dis_,~-nh~-on · (lJ) 

(t ) dome,,:·i:ic 66mmun~6ns that are raa.:::onabfi beHeved to oorrtair:l foreign intelligence il7fo; .. 
i"ilcti~n shall ~ d}~min;=tsd t? ti:=; F~ ~~~ ·71 k"'!Vesti9_ation JJDC!ua~g Untte:J Sib"'~p~rscr: ~d~
ues) iC>l' pCSS~Cie ru1 u ,er atssermna.Dcn DY tr:e recer5 Bureau OT inveso!gauon Hl accoroancs '!lim [5 mimin!Za-
tion procedure~ · 

-.· 
; (2) . domestic cornmunic?Jor.s mat de i"';ot ci:mta!n foreign rnemgence mrinatlor:, bui mat are 

rsas.:>nablv beileved to· coiitaln evider.ce of s crtrne ii ;at has been. iS being; or is. abOut to bs co.rnfT1jij:ed; ·$hail 
·be c1ssa-riin~ [tncitidinc l.Jntted Sfdi&S oerson Oetmnes) to 3.001-:oorja±i F9qe-~.~~f! eniOrcement suihbJi .. 
'des, m acccrdarice with section' 16e(o) ·m t\ie .. 6..6t ancfcr\rnes· rep{:ihmg proc5cfur=: apprqved r:y me s~ri 
of Defense and ths ,A.ttorney Genera!; and · · ..... -., · · · · · 

(3) dol-nestle commUJ"'Jcafior.s that are rsesonabi'i be£\&Yed·to contain ted"u··Jca! d~ base infor
i?..atlon, as defJ."Ied ir1 ~on 2(1)t may be ,1ls_.~ina:L=d 'io the Federal aur;au crt lrwestlgatiori and to =ti:Jer 
~ern~1ts c~ the t-wt~S, SlGlNI ~~. (S-CCC} . · · 

(i ) Dom&Stic coiiiffil..Jll}catons disserninated to Fse-eral law entc.r,_...ernent .:c,::._.ncles may be re
~ined by the NSA for :..re-~1~ie penQd of time, net to.~ six morrths (or any shorter pe~iod set by court 
~rder}, to permit )?.W ern'orcerr.~rrt ag_encies to determine whett.er access to oriaina! recortihgs of such ccm-
mtinicatic.r.s 1s ·~!rae for:ia-.N enioi"CerriB!if purposes_':. (S:..-i',.cq:. , , , . . - .. . . · 

- . ·.·• .. . - . ~ ."i"'·~: ·--- .. .. :·- :-:: : ~ .. ::. - .-::.. ·-.--. ·. - .. , .... ::...:. 
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Z.i J!!!ly L"'93 
- (2) Dome::.-tlc .:offiml.!nlcanons reasonatiy baieved ro corttairl techniCal data base. imorrr.a:tlon 

mav be reta.ine..:ffor a oeriod stlfficiem to a~low a morouah exoioitai:ion and to oermit .:ccess to data tr:.a.t are, or 
a.rs· r:;a;;or,abi'i belieVed likaly to becOme, relevant to- a CLirrorrt or fw'tur$ fOreign intelligence ieqUirement 
Su:fficient duration may va:.-y \'l!ith. the naturs o'f the explott:mon. (&-CCC) · 

a. in the context of a cry-ptanalYtJc eGvrt, ~~ance Of ~nlcal 6ata :;)a.Ses ~-ulres -r=ter"r 
ton of all communica:tio~ .mat are. ~:phS!~ or ra.asana.bfy ~ieved to contaln secret r;;eaning, and suffi.. 
cisrrt dl.!Tation :nay cor:.sist of arrr psnoo oi time during ·#hich 9fl6r]P.t~ rr;~.ai is .. sr ... "bject to, cr of usa in, 
cr1-ptar1aiysis~ (S-CC.C) · · · ·~· ~ · 

·~- en the ~sS.Of~iid·~~UfJCanoos that~ not ~92-d Di othefvvisa thoUaht to co~n·sacrsr 
T,eailiDC, swillde:""it dur:!:ion is'one 'f"-al' uniess the Deau't~ D~ for Ooe..ra:5or.s. NSA :i9'-!.9t'iT':Ines in'Wfitir'ia 
that 1 ::i~vn for a ionger period is ~ir~ tq respond to 'autnor*z9d ior~gn tn~HQencs 'or counterintemgencS 
rsquil ~~ts4:. (s-cco) · ~ ~·:.::.~ -~ :~ ,. ~ · ·· -. 

:--Jreign :om.munlcations of or q:oncemir;-g United States DSrscr~ actnJ!red bv the NSA hr. th~ 
.~urse ot an aiectrbnlc Slb-,,elliance St;bject to tr1~--e proc:-duies ma:y Oe i5'tain;d 6rJy, · 

rr n~SSGri fer Tie rnaintsnar-~ce cf tecaTiical data bases~ Retsr;t-on fot"" tfi.S purpose }s 
periTlittsd for a oared stn4icleot tc :iliow a fuVJQh ax:ciottanon a,-;d to pefi'illt access to data t"'.a! are, or are 
raasc{--.E.Diy beHaved Uk;jy to become~ r:~S'-'!at t~ tc e. curr=nt ·or fut.Jra tc~eign-tntsUigsnce. requirement Suffi-
~ent duraton may P.I'J ·Nftn the r;atura crt t'te sxplofta.tion. · 

a ~n the :err-~- cf a. crvptar'ia!fdc sifort~ maintenance ~~f techn~~ data bases ie
ciufrss l ;:;\.erftior: :zf aH :orrunt.Jil~ors· that aa~ er:Ciphered ot rsesonab!y bei.iev~ ta .~rrtali1 sacra! neanlrlg! 
and sufficiem durs!bi T2:f Cor.sist of 3.1-lY penod of tirne durin~ 'Which encrypted material \s subject to, or of 
~se in, cryptanalysis. .. " . 

t: .. ~n the case ;Jf .:omrnurdcatic-rs that are·not endpher::-d cr otherffise thought to 
co1 1 i.a.Jn sec.~ meaninc, st...iiic\erjt duration \s cne year unless fue Deoi.rt\t Dlr&.il.ur ror CT,..teraiicns, NSP-. dei:::r
mines in wrttinc :.; ,at l ~ fOr 3. 166cer oeriod· s reaulrsd to rssoond to a...ih6rfz9d foreiGn intei!iqence ·:)i 

~::ourt~rints!HQSriCS r~uirerr:~ - · ' · ~ -
. ..;. 

{2) rr disseminanor; .:;r sucir c:ommur.icatior.s 'fifth rsf-clencs to sucn UniTed ·States pers:-...;fls 
wcuid be ~ii±ed under subsectlcn Co) be!ovi; or 

. (3): rr t'ie \n~'L :S eVlc-ehee· ':if a 'mme ~ has been.; s being, or \s about to be commiit;lct 
a.r1d is provided to ~propt-ats fsderai 1aw srdorcsrr:Srit at.rthorities .. (8-f'_.co) 

(:c) 

A ;sport based Of1 cOlT!Ih\iniciriions of or coi:eeming. a United States person may be c-isseiJJ· 
iiated ln accor~;ea wlth Section 7 IT tJ-,e identity of the United Stites per~Oi'"l lS de!eted and a ger.-er~ term ·X 
s:,.tmbol \s &.:i:;S'tii:wied so that the- iriiorrr.ation· ·::a.rmot reasonab-iy. oe ... CQnnec$!~ ·~ an lder.tifiable Unrl.Sd 

· states person. Ciher~.se dis'serr':lr.a.tlon of irrtei!ig::--nce i9PQrts base..q:qr{ cqromunica!lons of or concerning a 
United Stat-eS oerson ;nay only be m-c:de to a: ra.cipia-rt. ~a the idermt.;: of 3uch person for t'"le pe!ir' ... rmarloe 
eft officiaJ dt.1ies. 0rt only lf.a.t ~~ o.n.e:~ tfie, fo!jc~g CIT~~.~ alSQ crie.t~.· }"':" 

. . (I) ~~ Ur~~:iU~h~~~~ ~~~~~~ otm§ mfurm~on of or. con~Jng 
t'le United States oeGCn is avaiiable out4ic.'v; 

.... ·~· . · . (~. ~~ ~~[~ .. ~~D~~~,~~ person ~ n~es-~ t6 ~~~~a·foreign li:s1\gence 
triTci'Tnaticri or ~.::ress ·ftsjrruJ~:CS; -e~o;; the iQerrtT; of a sertior bffid:aLin tne =.xeeutr~e. 8rand1; · 

,-.-. - --~d:-?=-:-:=;....;.~; . .,:, ::;. '7 .. ~.:.-::~" ~~~;--._~,:._4::. . -···-- .. 
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(3) the con'iiilunicaiiori >::lr krformation ~~di~ thc::U the United StaEs persc.n may be: 

(C) ~ ot.rtside tf-i= United Sta.'"es and hoidif!g an of:icial pcsitloo ln me govsi'n:
of a furslgn ;5owsr; 

~ actina· tn coU~Jvration \¥tth an 1nteiDaer~ c4' ~rtr~ ~ice of a ioretcn ooWSr 
and the United States perset.., ~-or has ha:i ~to dasstiiSd national sea.i iy twrrna~n or Tn~Sr~. 

(4.' ~= C:CD~.Linr6tion X ~a!lor indicatas that tr-_: ,e Unttecf Sta.""sS ~.oerscin i'i'"l8.v,· be me 1:3rtlet 
2 ]i jtetHgence., ~~;inss ~;:· ~ fu~ ~ po~ _' . · .J 

i5\ tt;e ccmmunicat!cn or lmorrn-ciion ·lfld~ that the l.:'nit:d Staas oer::-oil is enoaaed in the 
~.;r,a;; .'Cl'tzsd .:-~~urs of ::!ass,iied nai:icnal sec: ... lJ ;~i Lliormatlon; bt.;.t onlv a.J4:sr the aoency tha 5tiain_:;ed 
the iricrrna.tvn ce~es that ft ls ptoperiy.dassffied; · " - -

(Sj i te commurJcajon 01· h'Tforma:jon lnd}L.at=S mat the United ·Stat.~ person may be snga~.y 
tn irtsmstio~ai terrortst aotroftti~ · 

(~/ J u~ acq~W. of th;; United :~-rar.ss person•s cornrni.Jii!ca:tloh ~cs at.rth6ft:ir-Sd by a ,::curt order 
issued :)Ursua:rrt to Section i 05 of the Act ar1d the communlcaticn ma::t rs!ate to !he forsign.1rt!.9Iflgsnce p~r
posa o1 the survsiHa.r1ce; 

Foreian com..;nk:ations of or c:cncemtJO a non-....l.Jnited S!:at~ oerson ~11av oe retained., ~ed, 
a:"1d di~~lnatecfh: any form in acccrdarlce 'f>'ith ottier applicable J~, reguiati~fl, and poi)cy. 0.;') 

__ ... 

. fa! r;.,e ~.a<ing or sxcr.anoe of iorsicrl comr:1unications oo\iemed by these p!'oeedures with sia
nals _lrrs.mgenes ~ cf collabc-ra!ir..g mlgn governments. (SeCond Parties) rr-.Qy be uncr=ftab:en by tSe 
N&\ orJv with the 'Mf"uen assurance of the Second P'artv tr.at the use of moss io!-elon commt..ll"llcations ·mlJ be 
subiect to the re'tslition ar:d dissern!r.ation orovisions 6f these crocedures. rS-Xo1 . 

"' . . • • • . . ' .•. ~ ;-~ .. ' • • ' • • • • .' •• • '· ..... \ .~. J• 

\b) DomeStiC &'o!Tim1lhlcaf.ons :i.'1d commun~ons to ;r ffOtn UnltSd States ~-soos shall not be 
;;;_.a.~.~ secand ~"tles7 <~~r~ · --;~ " .. -· · .. ..:;. .. ,., .;_. · · 

' . ' ' .. . . .. . ' ' . :f. . .. .· :.·.. ~ ·, ·. J _: .. -: ·~· . . . - . .· .•.•• · •.• ..t. 

tc;) · P=trs!gn plain text · Comrrn...'nlcatiors may be SJ.'1a=-d wttn· Second Fa. "'ties \f they a."S iirst ;;
viewed by NSA analysts, V'filo shall ~a=nove ~ to Unltsd S"tates persor~S mat ars i10t necess-<:rf to 
'...rnd~'d or assess ~e Tor:ign ~!Qence irrfof'l'1"'Eion contained_ tii}?>.l~- .: f&.-CCO) 

• ·: •• :~ .. ~:·~-~ ~~~~; ~ ~ ~: ~~- •: < -: '_,J" -~,· -::.·" ·:· ..... 

(a) Fcrekm Slidohered or ancocL=-d COfi1fnLq:-dcafior'.S mav b€f sncirsd witi1 Seo.:OOd PartieS wftr'I.)U't 
such ,..,. ior ~~, ~c~ '\hat at :~~-st SI"J!}Ualty a i~~tive S::...Jn.:;r~ crt tnose shared corP..munlcaiioi\S 
mat ca11.bs declpher:Q ot·:ls¢oded is-o~ewea py-the NSA to er.Sura tfia.t anv~:!h€*'"'drt-ta lj~ 
3bes per.::o0ns ar: necess-d"'t to un~d or assess the· foreign rr.stllgenee ltriorir.at!oo being dissemr-

'i-1 .4. ~i"'§}'l" ~ "'t-'"i' .\.. ·r.;:Q~M ._....,_""'7" _f:"T"'; }. );..TF. .. i"¥1 ~.n~TV ~7 
.a.L~~U~-~ .L~~ J.r..i...L!."'! L:·~n_~~.t."'l~ ... vl.'1L! 

'":::~ :?~ "rii"S:'1·, . . 
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iiated. Co~ r.easures with respect to sach target or nne shall be Ui'.dertak=n as iiecessal)' to Ii"iair1.ain 
c:omoiiance with the -abovs tissemlr-.E.tion standard. ihe results c>f sad'; ~ew shall be made :!Va!lable to t'le 
A.rtoir-,ey General-or a designee. (S--\...""'CO) 
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OPERATIONAL A.SS1STANC~ TO fHE 
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GSSI:Dl-3 
27 Julyl993 

1.~ .. {LJ) l;, acoida~~ wrtii t;~~ ~.f"O"vtSlo~ of ~~n 1..6 ·~ ~ .. C~ iZ33S: and the N~Ri 
Mernotand14m_of ~nders-~ndi~g of 2S Navem~r £~1 "the Na'cior.ai $~;JITty A;;r-ncl m'ay prcvid=! 

' ,. ' . '~ ' ' l ' . ' .. .. ~· -~ ' . . :OS.. '' ' .• :...... ' ' •. 
~~iLl~ a-qul~""fte-rrranc ~··uirca i(J~~1~-g:e ~o ;....~-! i"":; ·-:c assst :.-,e Z"";rl trt.::ne cxoua ,:.r 1 ~ :~·i'li!~t 

~~nctions.. Vihen ~b-tir-2g ~ud; a-""»~s-~cet t.~~ ~~ ~H C~rtify t~. ~~e Ge:ie;! Ccunse1 c~f N$A .. ti1at 
such e(f.Jif:'"'ti"l~rrt or t~bu~icai ~iO\ril~~ge !s ne-ce:=~ry to. t~~ ~::cmpnsnment crf on~ or mor~ ~f 't~ 
rsrs i=~~~ f~nctio~s.. 

1.2 {U) ~~ may also picvld~ e:=:;r~rt ~..ef'"S01~.:! to sst F~i ~--er~=:.n~ ln ~~e o~~ration Of' 

ins-~Hatiort of ~d:Uz:d ~uiprr:-:rn ·~en_ tha1 ~lJiemem is to· b-e ~pl·~y~ t~ c:::if~ fo~ig~ 
' .;.. p: - ..... ~ 'N'h~!"'\ ;..~P~~.-=: ·~ ~.:~-..-:§). ~.: ~~~~ ~,..,.,_-..-:.-"'!..i -r....a :=.! \Uflj ... .::!.~.;:..r-A ~~ i':.;,_P"_.:ot_.i 
li!:..e~t:~fl~ ... ,.)I 1 • ....-} t ; ..... ""'!.._._ .... ~~·~:: ,_; .. _ -::;,:ri:;r~tr...,_ ~f ~l:. 1---· ~ll.t ~? ~ !--= l d~ ·-~.•!1 .... ;;;;r;... ~ 1 ._,_, -.: ..... "'='~:~!:;S.1 

Coun~l tr~ such assi~l..3J~s is nec=.sary to :::Hi~ ~ig~ irr-~H1g~rKi ~r.o th~ 't~ ap~r;y~i of the 
Att.cn-rre:r~ Gene~i (and~ ~~hen ~~f)(. a ~~~rt from a c.c..yrt. of com~s.rrt j;,JrisdidOtl) has ~n 
obt~l~~ 

2. 1. No o,.-.er;ztior-.al .;ssimr,c~ as dis.:-~ In. ~o~ 1 s.~;:;il C"'$ pro'tid~ ·~.l;oot :i;~ 
;:xpr::::.:i oermisslo;, of ti;~ D.ir~c-1', NSA/Cbief, CSS, C~~1.rty Dir~ctor, NSA, :h~ ~OI.,it'y ·Oi;~or for 
·ooeratJcr1S,. or 'tie D~c~Jt-'1 j:;,ir~...or fer Ter-hnoic·gv a!:d SVs't~ms. Th~ De~tJty Cir~ctor for O~rttor.s 
a~ t~e D~puty Dire~or fer T~nc4og'J ·an~ S~~;ms maY :pprov~ r-~~~ for swc.~ asiS!-~nc~ Of"liy 
"Hith t'-1~ cOnc:Jrr;nce cd tire_ G~n~i CounSel .. 

ss: FOR O:F'i'ICTAL USE ONLY 
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.. ~. (0 S4g0a!s int~ng~rre~ StJp~rt to U .. S~ ar;d tJ.lied. mifi'"'tary ax~ci-s..: command at.t~Jicrl~es ls 
pro~d~ f~r In USSlD 56 ~f1d VeD Oirectiv~ 5200 .. i i (T\r1-2}4 Joim Ch1~'h cf Staff ~i-eff}orafrdwm 
WJCS 111 ~! 18 .Au~....:~ i ~~~ ~nd U~iD 4J i ~ C~~mber~ i ~r es-:.a~!sM :jO<t.iine :ar1d. ~~oc~:u~ fur 
~4~d!0~· 5igi1ai.s inte!i}g!!"rtc~ sup¢-.ort to mii!a; comm~~er;:.. Tn~ pr~~urn~1n ti-lis ~=,nex ~-o¥1d! 

,.~ ~J ~;~...;,;~;~~~.if-f"'-..? .. --:!.:t=t~n~~j-.,.,=; ~ r-11"'!:~ ~..; l i' . ... . f~ 1'"~ ..-,--.dtl.- t'""".: :.:_•_ ~f'~ ... ... 1..-P""f' •tt!- · ~~ ... f '=''...:l ..... 1 •• ,_.,. , ..... ~. ~~ --::.:;;~ :.:.:~~ ~~ :..ri 1:;. ·~·. ~,..,.. 'OCO·d· ~rSOf1S.. .... ~ .... ~- •;-"! i'=i1::::1 ....... ·~ _ .......... ~ t....i* >~~~N, ~~port 
~dviti~ 

2- \ .. (U) Th~ term a!\>1ifftary T~cticl ~u~ufricati0l~ 12 m~~fQ Unit~d 5Ut:s and Allied ti:~!r:ary 
::1::erd~ commurticrdor:S~ ·nithifl t.~e Unb~ Stat~ and abro;d! t~t ~r~ n~~_sary for t~e prcd!.:.-::tion 
~-f simwl~~ fo~igr; ~~:!l~9enc~ ~l'ti cOYrrterirrt~!i9~n~e ·~ ~ ~~rm!t an at~ys1s of commyrJc.;tief"'.s 

3.1. (C<CO) Th~ lJSSS m~y cotl~~ pro-c~_s!' s:to~, and df!:~minata tniir""~ry ~,::al 
c~murdc.a"tiors :hat ar~ ~iso cofiU"!iuriications.ofr' or ~onc~ming: U .. S .. ~r~ 

~ .. C:;Hl~J.on ~;~;m,s ~i! ~ c.onduc:;d ifl ~uc~ ~ man~r !S to avoidt wt~ EXterrt f.~~:4~! 
~~e ~m~rc~pt of uc4:-ex;:rclse--re~ate-: wmm~nicatlo~.s. 

b. MiHt~ry ~cal commyr:k'"'-tions m<l!y e~ ;:to~ ~i"'d. ~;sed withot.rt d,;i~tior: of 
~fer~ilC~ to U.S. per~ if t~e ~IT~es and comml.liJcstior.s of w"'r~ U.S. per.,ons wr.o are ~::::erd~ 
~rtidoa-res, ·Nh~w~r military~ Y~vernm~~4 or wr:tr-~rr ar! c~rr-~iFreci in,t c..r such c.orrHuuniatier:s 
~orsL~te1 ex~s-e-~J.it~ co~m1Jn.icatlorzs or -fictitious communicatjons or infcr;na'tion _pr;;pated 
for~ $xer.ci~. 

c.: CommtJr:icati~,_s of 1J.5. ~r:vrs not ~f"t!djatino \n t,li: exerds=. that ar~_;nadvertertt1y 
iiT'"~~O"'"~ ourif'lg th~ ~::::~rci~ shall' 0,;: d~s-.:ro~-ci as .;con-~ fu~bl;g, provided t .. alt a r~ord 
d~l::-ino ti'l'! sio,"'lal cf ~1.H~r.Q! i.rs~ :rl ter..hnical ar.-d ~vr..erk ':~rms Ff'.ay be ~;.ained fer signal 
1derttlfkaticn and <:c!J~on~'!Qidan..:e ~l..ir~ inadv~rterttiy i~c~pted COl'TliiHJniatic~ ~ ~t 
~o~..atn arromaiiss if"l encipf:.er~ communitCstiors ~~ r;;v~ai a potarrtia! ~"tJln~aCi1it::~ to Unit~ 
Stites communicatiQ~ ~d!;~y shouid ~ ~~re~ tO theN~- ~?~f Cir~ for !F:fof7f')aticn 
Sp~ms Sec~rity. 

3 

mamisak
Line

mamisak
Line

mamisak
Line

mamisak
Line



CON~'IDENt'IA T. 
iJSSID 18 A.:."'!J:"'' Ex C 
2'i July 199:3 

c. Oiss.eminaticn of mi!r-.ary e:::ercise ccmml.mi~Jo.'"'ls.. ~s:rci~ reporn, or 1morrn~"cior, 
fHes deri~ from >:.Jch communications s.~H be Hmit:-d to t~os-e ar .. rth01iti~ ~nd P'!r-Nns parti¢pating 
i~ ~ ~~rcise or ccvdwcting ~vtews ·and critiques ~~ersof~ 
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DSSID 1§. 
;n Jcly 19"~ 

1. t CwJ fhls ~~..r-;e~ i:¢PU~ to·5e· ~ng 61-~~~~:.,~~ ~·i~~e.m--t~.ai r,~ m~ a~bHttV !o 
' " ~ ' . ' ' . . ......... ~~- . .::-

~iit:rc=:pt ~~··ru~un!catons ~ ether ncn-pybH~ H~ro~atorL Test~~ lnCHJaes . Qeve~~~~~ 
c~Hbr~'tion~ ~~ ~a!uatioo of such ~~ipr.-ta-;~ :rzd.. will ~ ~et~d~~~~ to 'die ~:.~mum er~rrt 
pr~Ocat J *1-t~cr~-t frrt;rc~?ti~=i or m~rtoMng · ct w s. ~~fi';;}. ·.-

2.1. (U} Th~· LlSSS' -~!i .t~ efectrOrdc ~!Jr:am~.· th.a·r ~·-th~· ca~b!lftt~ to 
• 1 ' .• ' • • • - ·-.. ' ••• •• .. •• • • ••. -:- ~ .. r" ;.• • !•' ........ ~ . 

:~t;u=r~r..Jrticawc-rtS ;ifiY o'C"'ter ItiM~atl~~n ~~ea to~ toli~1rt9 nmrtzoot·s: 

(2) Ccrt""tt'iH..Jr:iGtlor.s tr:3ttSt0i:t~d b:~*r• tsr:;tit1ais iocaud o~-tsid~ th~ Unit~ Stat;s 
u~ :..xs.ed by ar,y k.r-;~n l: .. S. per~cH·tt 

(3) c:~dai ,~ovemeem agency commyntcatior.s ·;Jfh~ th~ cc-n~ftt or~~ ~~f}ropriat~ 
cffici~i of ~~t :g~ncy, or i.M inebA~uai'$ communh:ati~ ·~it.h the cor-;sent :h~ inciividu;;lJ 

(Sj Cther .comiT'HJni~atiof'!S irJ whlC1 t.~en! ~s no iia50iiabi~ exp-ec-~oti of ,~':dey {as 
ap-:~roved in i~~ i~~nc~ by tt~ NSA Genera£ Coun~). 

b. 'Nher~ it;,$ F\Ot P~~ :0 tl!s't ~~,.tOi"ti..: ~ulprr:~!"lt solely asair:st si~0ais <:!~--:bed ii"l 
~~~ph 2.. i .a., ai:>o..,e, t~n; may~ ~cfldue"~, jjrovic!e.:: 

(2) t':=: :~ ls r.lmfted in sc.o~ and ciwrztior: to tf",at 0e<::~ssar; to :~;ltilir~ the 
~~Ciii~t ~f wi.;~ ~61i~ent; 

{3) ~ partic:.J~ar ~t;;On is targ~~ ·\Mitilo~ con~m and it is fi~ r~~nabie :o obtain 
~~ c~n..~t ~ft.lje ~r:,0Ms fr;cid~:~Hy st;bj'i-cted ~:he SYrveill~nc;; ~-d 
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\f./her~~ test involves comrnuJ"',icitior,s oth>!r t. .. ,an t;l;cse iden..::;ed in 2.1 .a. a,-;d a ~:st 
D~-10<:1 ioncer ti'.an ~: davs Is ~.;ired, the ~i~ 1rr"..e!1ig~c~ S.urveiUan~ Act ~wires t'-.at t.'ie test 
; ~ • ! ' .:0 · ~ .-·' ! ... ' · .: -{ • ', j 1 ' > I ·~ ''' 1 ,..,_,_;_ j 

~ aocroved cv t."?! .-::: .. :.ern~ yenerat. )UCl"l orooosats ~itl: clans Sl"lall ce $l.tOITli .. ~ cv u~::.=> eletii-ert'~ 
thro~:::Zh tr.-e G~r1eral Coyn~!, NSA., tom~ 61rec.c.r, NWchief, ~S for tra.i!Sii"'isk:m tot~ Attornev 
G-=ne~L 1j1e ~est ~r6~L shaH. st.::~ _t.~+ .. ~~1rem.~;ri. fOr ar;;. ~inde-~ test i0Volving su6; 
ccr."Hi"lYnk~o.-:s.. :.:O,e r.a-cu~ of the to::.:., t.~ o.'"9ani~noo &.at wiH ·conduct t.'-le tes"",.. ~nd the \?I'OPOS~ 
disposttlot='l of any slgn~i$ or 'ornmuf}iatiom ~qt...iii~ duriryg t-,~ :~~ 

2.2 .. flJ.) r:~~ orr-~rrt -of M'!y ~Of7rmyftiatjorr O"t~er .. 't~~'l· co.mmurlica-tior:s ~·N~n ii~U .. S .. 
:~r~S·OYjde th'f! urJ-~~.Stat·~ :fih!6~~ a~ ~tifri:.~~ ci~ij':;r;g a teSt and:~-at¥atiort sf=\aH ~: 

2...3, {U) Th~ t-0nical pa~m!t~F'$ ~i a Wf13njunie3'ti0ii, sue.'=: as i7e-··~uen~f; r7icdu!atior;, ar,d 
tm~ of ~vity ~f ~~!7~ ·!~~cr:i:: signa!s.r ~a;y ~ r~lrted ibid wse-~ for test ~p-:irting ~ 
ccH~or:-iivoid~~ ~~~rpo~ .. Sy.,_-"ii ;:.arame"'C;r:. may be di~jr4t~-: to ~=z~ D-oD tmeiHg-;nc~ 
com~.,~rrts ~~d ~~~ ~r;:ti7J~ at.r~hc..fiz~d ':0 c~-ndd~ ~i~:t-o~~~ ~~iU~ne~: pro-Yro~~ ~c..~ 
dt~rniriatiC.M and U:~ ar~ fimit~ to t~~~ng.: ~~iua7j0ii, or coth:e:ti-~·:oidaflc~ pt.Jrp~ 

FOR O~f~'lCL~ USE ONLY 

C'OGUME~iT 
Di~ 
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