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TICA DATRTOT Temmrmtr e T anirFhee was A ~AEDIO0S Dk T NA ] 1TT7 190 S
USAPATRIOT Improvement and Resurthorization Act of 2003, Pub. L. No. 109-177, 120 Stat
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A P ‘ e B
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the incoming slectromic or other impuises witich identify the originating mmmber or other dialing, routing,
addrassing, md dgnaling informaticn reasonably Uicely to identify the source of 2 wire or zlecizonic

e WAL QOYYILS

sommmmication "2 T=p and wace device, 14 § 3127(4). As the dedmifcns maks clear, pen registers 2nd sap md
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qu(‘*\ This hard copy change Jrcvzcm reclacement ;ages Tor your copy of USSID 18, dated
27 July 1283,
Actions: 1. Thangs refersncss © "POS © read *POZ° In uaracraabs 3.4.4.3), 7.1, fast ins),

-t ] ety

2.8 {zi?’z:u and 3), 7.3.2.41) (fnes 2 and 3}1 7.5.,83b @ﬂc 8.4.b. in the basic USSID 18

i

2. -From your cogy of USSID 18 ramovs and ses'rroy sages A—-1/1 through :%—VE,

h

3. ipsert ”a"w pages A-111 *"rf:uch A-173 fﬁcia:eﬁﬂ T o ,,ag,s in zbove acticn). Thess
pages updats the USSID o rxilect current changes in szndard minimization orocedurss for *\SA slec-
Tonic surveiilances. ‘

; 4. In e last paragraph 21 the Lstier of Promuigation changs © rsac: *Qussiions ang
com “men“ cenesming this USSID should be addrsssed © he Office of General Counssel, NSA/LCSS,

NSTS stz or

5. On the Table of Conents (page m char QEV"&ETF of Appendix 1 o Annex A o rsad
*StEnderdizad Minimizztion Frocedurss For NSA Slscironic Surveillances”.

FOR

1
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NOTES: DESTROY THIS PAGE AFTER POSTING THE ENCLOSED CHANGE HMATERIAL.
RETAIN THE ORIGINAL LETTER OF PROMULGATION WITH USSID 1.
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m@er“ the world: and 'all persons within the United States frem. gu@aﬁam ss3rzhes and
ya, res By a, ,,ar;af*crsgem; ‘zeting on behalf of ‘Ef‘é ap; The Suprama Court nas
ruied that the ‘ﬁf.,..—.@‘"@i" ot eim*ac ﬁ%umzs"ﬁﬁ s 3 search afm séizurs #ithin the mseaning
of the 4’*‘3’@”3 Amendmert s “‘5‘3’?3{9 x&.ﬁds Z“zé‘: §3§e .:-“;, m;e,’ggﬁ rxéf’ ?\i’;‘} y;argm =e
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haiarcs has consumead mush dme =*a sfiort by at% m:‘pes of the United States Government The
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13, Ut Seversi themes run throughout this USSIDL T

oae'a‘r*ers and the protaction © f eonstitutional *zgr«:s € n
- dery - 1egidmatEl Torsign JralligincE *:aﬂec:gr supprass - | sign imailigencs

informstion to :rﬂt-\. the mhﬁﬁ%‘ﬁaﬁﬁm- righs 3’ U.5. persons.
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Srotecton, . Thess levels range from the strimgent orotection ac:;réec U3, dtizens and permanent
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{2)- "‘1—“ Sersoh is reaseramy baiievad dtobe he%é .s}'.‘mee Ry 3 FOREIGN POWE -R of group
,.ngaag‘:; in eNTE’i nO*v.aL T’:RQO; %SM or

DHE ‘és.é;"‘f‘:‘.: Nas sporoved U

R

SLLECTION s dirsciad agains: _W‘n 2 Us

o
'~J

PERICN in the ..*?fi}"“ STATES af‘fd 2 foraign entty outside the UNITED STATES, the @%"T is the

-crazg en*‘:v, 20 tha iafﬁé? C35 has améa he ! "i..zCz‘}G%} m accsr:‘;

STenEn s

<
ol

(5) Tachrical devices _.g_,_ s amaisies

+a {imit acq“;w_.:n by the USSS. to-communications o o from the TARGEL. of ¢ iz forms of -
communicstions Uisd By tRA-TASEET (2o, ;

2nd the C -..""lu%«i it directed against
‘.amﬁ.umc:tchs with ang CGMMLN Cs\m in thes L-H{T:

L‘.:C""*Orwa_ ’ _ _ ety

(3} Anes" 1.3,

(5} Cootes as»;rwai; ar antad by the Jiﬁr@%‘:’% *‘ndef Fese orovisiens will &2
retained in the Office ot f;’eﬁerai C:m;a{ for revisw by the Attomey Senersl. -

(1) in emergency me:er Di.\rJ.ArC#CS “av 3Uthorize the COLLECTION of

infarmaton 4o, from, or sbout 3 US. PERSON whe is cutside *‘zebw D a;éa.,:aw;., szcuring the

orier aporoval ef the At :rﬁayeenerai ,>w:§fac‘ac=i ueca”s _i T
‘ {3} The tms reguirsd to obtain su:n awsvai -.ascuis result in'wa\a:. of significant
FOREIGN INTELLIGENSE a‘sé would: '%;a &astan" tHal haim 1o me menaf =ee ¥
&) A gsx‘san’s“* T’é oF ;mvsz <2l safety is re a-w st zevac‘ .o 94 3?3 immedists
danger TET T TRy )
g "%e’ sfsicsl ;%c‘.;’lt‘;’ of 3 ,,;e'raﬁse mstaila 9‘1 -4 ;c‘-f%ﬁme- progerty is

rsasonably Delieved © B2 in immediste damgsr,

(2} inthess cases wne.ra the DIRNSA/CHCSS suthorizss eﬁar;ency COLLECTION, excemt

"af sctions. eaaﬂ uRder serag'acﬁ (“;{b}‘amve, ma&s;ézc:ﬁ::s ;na{i fird. “:az ,.”ere is :r:cen#
czuse that the TARGET me=‘5 vm aithe wvmr; oiterigss v T

{2 ‘; A ;ers:zn who, for oron behalfafa rcigiﬁ?é ?QW’E. is angaged in g.amas:.ﬂa
irtailigence scd vitiss (nduding covert acdvites m‘areded ts zffecs the p@gm;;ag ar g@;@mar@{
. grocsss), ssbotage, or INTE :RﬂATE !\s.é.!. TERRCRIST acivides, or acdvitiss in prsparziion
(NTERNATIONAL TERRORIST activities; or who ms;aw: with, or knewingly aids and 20t 2 .wcn
“angaging in such actvities.

SSC| DOCUMENT
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o} A persen whe s an officer of employes of 3 FORZIGN POWER
(g A person uniawtully actng for, or pu rsaar't to the diraction of, 2 | EORE :434
BOMWER The mers ?r*ﬁa'f 3 parsan’ sac::masnavm fit or further the axms 272 FOREIGH = WER

is not encugh 19 ring that parson uncser this subsection, -bSé.x. svigencs that the pers::n is tking
dirscdon from, or scing n‘mmﬁg ,az*:er*wr‘* ha 2RSS ?GWE‘_ ‘

. G- SEPORATION u—? other ently that is owned or controiled directy o
aeamy:sa'ca.ti 9@&,,—\. ‘ .

*’s) A %fssa in ..eﬁ:az‘ wz"a ar a.ms in ‘.@vace—-mm m‘.r an imsiigence or

security service of 3 forsign power ‘:::«’ the purpess of oroviding access 18 information or material
c;:-mag:y,m-;a bmtaé Ssztss*‘:\ \.am m Derson Nas acoess. ’

S 3) & =i ’x.r; f-nere en#garw coilsction is =u"‘=s<=m=-d, ths foilowing steps shall be

{2) The Genersl Counsel will be notfed immedistaly o a1 the COLLECTION has

startst.

{5} The Ganersl Counsel will Inifiste immediste sfiorts to obtzin Attormey Genera]
zporoval i em rug the ‘aﬂ-ec‘:zer i Arma*; General zoproval is not sbtained within ssventy two
hours, the COLLECTION will 52 terminatad. If the Attorney Gemaral spproves the COLLECTION, it may
conts ::: e o eﬂ::é xn..red in thfé sooroval

nrual rapes the Astarmey Gemeral ars required for COLLECT] TIOHN eangducted undsr
2aragrsnts é- 1. ..{.3} 3ng {41 Rwszeie amatyde officss \ml :m" te such raports through the Desuty
Sirsctor for Operstions (DD0Q) and e Genaral C‘,.;ur*sai 13 the O RNSAJ‘:HCS: for wars m‘tai 12 the

Atormey Ganeral w31 Jé WATY ‘:‘..3(“; yoar.

3

432 {*:} ;W&‘w Ac:ue?w. :f US| ?SOA? m?amatien. r?‘or'raﬂoﬁ to, from of about

.3, PERSCNS acquirsd incidentaily s 3 rasult of COLLECTION girected aga:ﬁsz ageropriats m’L IGH

INTELLIGENCE TARGETS may ze r=°=-med 2nd m‘:assas in sccordancs with 1 Section 3 and Section 357
{ - )
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R e T a C s
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sifors are initiated to obtzin Attarney General agoroval, of

B, if Attomey Genaeral approval is sbtained, the COLLECTION may wu.n..i“i-e for the iamgth

A.z..a: rey

¥ cormunicad
!

. s

i
are being COLLECTED yngsr’ A rhey Seneral 2o 5ed . 4.1.b., sbeve
COLLECTION mustsioo when the ‘;S» ag:‘*s_:a:«':‘e ind ‘e‘?-..,f:’i:»asﬁﬁ‘?&"ﬁ"}‘b?%maziém.

Whils the ,nﬁmwaﬁ is
%-H%ral;’grz ziofhe ! .m‘% ;—«.a»

2.5,
PERSONS, _
shrough the _;uo apg the General T

=,«.5.§ o be'u

Ad ay."'ansm"t‘ars aei i«e

;r&ceﬁgggs the. mrents of
= . Ff_:?fﬁeﬂ uHQI fg 2\{

;?s?se‘x; 53 .;af’"y menitorsd A ¢

aily cofiected, processad, retained, =
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3. {U) COMSEC Monitoring and Sesurity Testing of Autematad imformation Svstems.
Monis ;ﬁng for communications sacurity SUrpesas must de conductad with the eomesmt of the merson
"'eéf‘g monitorss and in K‘e(’”éf‘ﬁ’ ‘ﬁi".’."{ e ;m ,.?35 QS:BF‘iES"?md in Nz §1‘3‘ Sﬂ“c:’m“‘un;, B
arsﬂ imformation Systems Sec Seuny Directive 800, Commuyniczticns Sseurity { PDMS’Q Menitaring
dated 10 April 1930, Momitoring for cammu f;r-gm;ém.;?}, :mr:csesl »
mrusive .e:urty 1ostiRg 1o ssses sacurity vuinerabilites in sutomatsd in
not governad by this USSID,

:.

format 3?" :?-.Eﬁ"

llh

5.1, (5000 Use of Selecton Terms During Processing. When 2 SELECTION TERM s jmten ended
e INT ,:%fz”ﬂ—ﬁcﬁf?uraz:&@r the basis of e contam r:;‘ <he yxagm stion, of hecause 2

O.
m

Lomm Gﬁiﬁ? =n is ’-ﬁG f‘é?a& Lz"ﬁéf than on the a&ii‘ St ‘.."2%- ; P_‘:y' -qa C%M)’hz@_j{“ or the
‘2ot that the communication mentions 2 carticular ingdividual, the »i.:«*m":g ruies agpiy: ) '

2 No SELECTION TERM that is reascnably iikely to resuft in the INTIRCEFTION of -
- : FIRSON {whersvar locstad), ‘
may b used uniess thers
such SELECTION TERM.

m

11
i e

«

_ b Mo SELECTION TERM that has rasuited in the INTERCEFTION of 3 significart number of
: i ; S or amtities may be used uniess thers i3 reason o bafieve that

I :‘a su;?:;%rsews or ot ..és "'sa: be designed o defest 1o
dreumstaness, the INTERCESTION of these communicstions

2. All SELECTION TEIAMS that sre “"sa‘amy likely 2 resuit In the INTERCEFTION of

-:;mmur&:sﬁgﬁs 2 o from, U5, PERSON o terms that have resuited in the INTEIRCEFTION of 2

sign%ﬁ;; ”zg,,,@-ar; scm::?zﬂu ,xcs*aps ’,311 *@’Qg‘awgh a0 bgﬁyb& me Jgg;s;ageg.:;ﬂég‘

e BT :sg s?”"ze '@mm«}aﬁ se o Se‘:f:-mz*e ﬂ‘-.eﬁer‘“zere s.-..:ﬂ s beligve that
2ORSIGN 154.13’ %ég., will D obtained, or will ccrtpus o :e m:aeﬁ By the use oF
SELECTIC %:MS.

'G'r
ﬁ

o A'copy of the results of the raview w will be “3’34‘%@@-‘3 i3 thé inspecior Generz| and e
Senersl o *:si ‘ C

3.3 ZC0) Perwsrding of xm@’: eotad Material. FORZIGH COMBIUNICATIONS caliectad by
&e L?SSEW ?ﬁz“&‘%fﬁ%ﬁ- 2¢ imtercapted t NS4, imiermedists orocsssing faciiites, ane

n‘.

%
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nEnfabstato!

1.4 {SCCO) xo«r?‘ el ﬁmr-mwzicé'i:?eés.

a .a‘-i-%umr-:c«ns e‘we-:ﬁ >cr~$ in the 4‘4n *a z Ai . Privete radic
. ,.3‘ 1.1,‘,2*‘:3;:9": ,ar;a:y b—'t\.—‘xfe-er Qer‘ oS in i he bNx D STATES | (._;_E,_VW,‘ ‘._,,, ty imtefoented mred “..ﬂg \:‘*e ’

COLLECTION of SCREIGN ¢ ”33‘}&% m& GﬁSw‘iaammug ae.:zm rees::a
getsrminas = 3%

.._..’-“

3 et -

ety Detween Lz;

B :swmm»smws ae-v-aam U.5. BEESONS.

,,.
]

)
)
L
5*;
o
S’i.

{1} Csﬁr‘a. miczdonsg s -=w betwesn U3, %SL&S inadvertantly intercesiad during
. f OREIGH CDMMUN CAT‘,Q"QS will be iests‘-g“ upen w:agr iden, If technicaliy
;csible,exca;tas;r" c’-a n sarsgraci n34.d. below

iZ} "é"".‘eﬂ s:aﬁémc *ﬁe *rec&:wg ;m*:sim C“f:?:.ci?;: d,,-;., :’e.ﬁ., s“gna} and

{2} _st_:i sn of maintin intercest, or

A o R ; ;
&) Minim .rz Lumwanted intercegt, or

c} ;uaae :: i@}«: operztions reizted 1o FOREIGN COMMU '%;AT“.O‘*%

< .:zh.mam:. erzs *scm g an Officer or Employse of the US Cwar‘r-.ert
Communications 2 o¢ frem az‘y officar or as“:i ves of the U.S. Govern m-s-ﬁr, ;r 3y tate of iocal
SOVETITIRNT, will. pot. be. m‘ar*i:raii‘; :'ter:-::@i. naéﬂ,«ef:er'tmﬁ SRCEFTIONS e‘i such

cemmunicstions (in 'J"iﬁ‘; ‘%e:»—_b#‘w:eﬁ forsign TARSETS and U3 ofidaly will ze trested =
anﬂw“«:“.:&r&;ra:m 5.43.8nd 5, sbove:

4. .n:'-s;r.ax,s “Netwithstanding - the Srovisions’ &f ;aré;ra;ché 345 and o, the
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STANDARDIZED MINIMIZATION

PROCEDURES FOR ?\sSfl ELECTRONIOC SU?\J"' ! ANGE

Pursuart © Section 1017} of the Forsign i“u:iw:vn*e Surveliancs Adl of 1378 ("J:zaa. ter fhe
ACE), the Toliowing procscurss have .:eer, »oco foc 5y the Adomsy Genaral and shal be oliowsd by e NSA
n 15"5*;65"3 aning s .r—x:""mc aurveifance

SECTION 1 = APPLICABILTY é?\éa SCOPE 1)

Thase procedurss apply o 8 acquisition, :e“:—sr—_aor:, ».zae, r‘d disSermination of nomr—oublicly
=z ;_gs big information con ;én»g uncons:‘:aﬂg United S= SiEtes persons hat is collected n The courss of siec

ronle survsillance 2s ordersd Dy the United Siaiss Forsign iy raz}caﬂw Surveliiance Court under Sagiion
ﬁu"‘za:} or authorized by Aﬁarey snerzl Ceriificstion ungsr Se y 10203} of the Acl. Thsse procedurss
aisn _g.;DN i nor—LUniad Sties osEons whers spaciically indk 4:..,;. Fu, o

r addifon o e ceiingions In Saciion 101 of the Au; the “Ji wm ﬁsanmx:@‘ shall ::;DCW io thess

(z) Acguisiion means ths ool mon by NSA fhrough slsctronic means of 2 nonpubiic comme
nication o wiich i is not an imendsd party. Dt

, » ny Commun icsions Mﬁce:“mc z United Siziss person inch ie 2l communications nwhich &
Unftsd S‘:—ﬁ.s persen s discussed or memioned, m = ﬁ“-—?: such communications rsvsal onfy pubiicly
j ormation about e 3—-‘@3{1 & ‘

vigations of 2 United Siztes person H‘?C?Zaf}c =i m THT uzmt«ons o which a Linitad

i

Consert s he agreement oy oy 2 person of ﬁraﬁmw 0 3-‘,; 1% the NS4 o ks perticular
< F :re Derson of arganization, To e shactive, m mUsSt be given by the afiectsd Derson of
- sufficient imowiedge fo understand the acsion that ! :z:z_»{ bs 2k and e pessibie conse-
~z_smes of that action. Corsent by an organization shad be desmed valid | given 00 behalf of the organization
v an oWmcial of goveming :»oc*g f*ctamwac by the General Counssl, NSA, o iavs acﬁ.;a} of Epparst .u-m.rzg
© uaf{": *ucs‘, an agresmatt.

R cd«-:} Forsign communication msans a communication that has &t lsast :ne scomymnicant outside
of he United Simtes, of gl s sriirsly among: :

{1} forsion oowers;

) officers and amployses of forsign powers; o

N

7%

) 2 forsign power and officers of smployses

Q

Al other comm urications 273 domestic communications, (S=0C0)

|

)
E)

e
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) idertficaionsfa U nited Staies persen means thé name, Unique s, ‘address, of other per-
sonal iderdfier of g Uniled S Simfes | oerson in the comat of aciivities conduciad by that persen or activities
sonducisd by others inat ars rsiaied 1 that person. A rsisrence  a product by Grand name, of manutachs-
-ra namsorheuse oz name n 2 descriplve sense, 2.0 ‘?y%arroe Doclring,” s xotan icentfication ol 2

= 3’:‘;083385 g ,c,sszrgn

! = cornmurication o an In-
Rumsh inspéciion. o S

.Eéjhké‘: or" t=nd eczca'

%Gumf'

E _‘ for SryciEnalyiie: T=fic anayie, of signal

su”-d n iz Aﬁt
:x.ﬁ,“.‘—.:ﬁ)

SN AR ity in e | ’f&\.&&’&‘fﬁ%&e‘?%'ﬁag&eﬁ%‘ﬁ“ son
osiivaly 'ia"msc ..s an a: =0 «vﬂ: nas nol been admitted for permansni rssidance, Of unisss hs
r circumsiances of fis ‘361:; 'S Communicaions ghve 's—; ®a m&sa cefiel thal such :er*en s
—d §~~= ,s-rcﬂ; ) R .. _ .

1‘.0

C

By .
.
SR
i

{2y A perscn known o De currerily cutside

3
nct be frastad 2s 2 Unfied Slaiss person uniess sucn persen can be pos

of ¢ mw;s::nces siie :>er-r‘:> Mﬁmmc 1§ give Tise 1 a rsasonabi :

R 32%@@’%‘?’;593”.&&“&@“@5@_ it
S“::‘:es:e:'acr he perzon eeves e U “Maﬁﬁ;:ﬁmc@;;

Section 1203 snabling -y m e Unitad States. Faiu
reasonable basis i CG%”GH.%G“ et the zlien has abandoned any I
nent resident afien, ) : :

fé} An u‘zmm: | 2sscciation whose | eacqa.s..r‘srs o ui"ﬂ::sv owice is locaiad ouisids Hie
Unitad Sigtes & ;fESumEC nct o be & United Stzies person Uni un*m ers i rformation indicating Hat 2 sub-
smmial number of iz members ars cifizens of the Unfted St=tes or aflens lawiully acmiltsd for permensm
residence, L)

[
€l

SECTION 3 - ACQU é‘Ss’“@Qﬂ AND 3‘%@@255 ?@ga GEMERAL (1)

() Asquisition ()

S

—

e : s-;n acguisiiicr of imtrmistion oy slecoonie surveiiance shall be mads in accordance with his
ccrm:a:on otthe the Aot “‘r“m: Gererziorhe "“LEI" order zuthorizing a&&‘" surveiflanc ard conductsd in 2 man-
ner 44:3“3{35, o the grastest m" reEscnably fsasbile, o minimize the ..CQU;‘SI“DN of mformetion not rele-
vant to $is authorized purpess of S ; surveillance. Q——CC" -

» & st .e‘%e:*ﬂ:m: ttrfﬂ;ﬁama e
r\;um ﬁcz‘:acnei suggert; shall verly fhat the M,,runm:cn«m >y
2r= ths fines of numbers of e Brgst a.i“‘%Oi"ZEG Dy court order of AW f‘ener?i W . io‘n::S‘S&T.Ef
soflection persennel Wil monitor ‘:‘@e scquisiion of mv datz at raguier imacvais io verly hat he suiveilanes s
usz svoidably mwg communicztions ;um‘w e zuihorized scope of the surveiilance or mformation con-
seming «WE-.;Q Stztes persens not reizisd o e purpese o e urvsilance. (3-CCO)

l
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. Y

(o) MenEonng, | a:cmlrg and Processing (L)

\

)] Bcs:"*v onic survsifiance ofthe Argst may be monfiored conEm mporanecusty, rscorded aute-
m,—:.*.xC&é"V uruom, L ; L . . e B

£2) Personnsl who f'*;cru’ the efmzc ~w«=z’l:m—e shail exsrcise rszsonzbie woca-*a"t
e e‘ie:"‘dﬁ.m \-"?'I'":‘C.-’ef maﬁga‘t’ o n&tion QCSL‘?EG st oe 4”;3157,;93‘ _pG )G!i 'lm WmJ ac-
quirsg commuricaiions of of conceming 2 Unfisd Stalss persen &t he sarfiest practicabié ot it 1 ,,r*ca
essmg w&- at which such communicadon can Ce identified sither as sisarfy nofrsisvant o the au“'zorze:

'Pcﬁe “L?.f%ﬁ?ance (&g e ::nmw%camr 2oes not cormmin forsign imefigence information) oras
.nzrc: “w::%w 2 crime which may be ssemr-‘eﬁ md«ca e mﬁa S

{3) Communications of of concerning United Stzizs persons *'*az ey be raleizd o the auihe-
rized plmoes | of ths SurY siflance &y be forwarded © analyiic '*«-.-rscma ,%DCF Sible for producing sl
imormath n ‘um the cofiecied caia. Such camnum of rformatich mav be ratzined and dissaim-
ud*ce wih Seclicng 4.5, and 3 E Hess .maec:u=~ ""‘ ‘

; 4 ?v‘a; @A e: v other storage media e conzin ac:zt., ir=d commun .s"“UDT'S may be pro-
csssad. p—SC»D, '

'(5) Sach Sommunication sngs be reviewsd to determine wfrs"*er % is a2 domestic or forsign com-
munication o o from the Ergsted pramises and s reascnably believad W comizain forsign intslligence irdor-
mation or svidence & 8 erime, Only sush communictions may be processad. All shher Mmmmcamr may
be rsfzined or dissaminzgi=d ondy In accordancs wih \ccacrs  and 8 of these pmcedurss, (S-CCQT)

ii

gC‘) Magrisic =pias or cher siorage media w"tamr,c ‘c:rm@‘ wx‘*mr‘emors may | be scannad
DY COMpUIEr © zcer“'y and select communications for 2nalvsis. Compuier ssiscion ioms used of scanning,

such =5 f=iephone numbers, Xy WOSS OF 3&".1’355, or sther discrimingiors, shall nct inciuds J{';?de Jistes.
sersari némes i‘«‘f' ieritfiers 2nd shaf Be dimisd b those -Memc'x =rn:: rsasonably fksly o idendfy

= audﬁorrzw for r-zra iccam ,:r.c,r Txscuive L» 12333
n::i_m,_ﬂ 1ENg | mce»‘um

1\3"‘-",“#] o e ," ot 5w L - -
(7) Further DF‘»CSSQF-Q, sstertion and dissemination of foraign communications shall be mads 'sﬂ_

accaf::rsc*-'-* wih :acaam g, and 7, 28 aopficabls, below, Furthsr processing, siorage and disseminaiion of

;T’:;.. -;ra‘tn «cm —c ut:«.f:?c 2omim m.casa'*s J:a:i :: -?:«..= r*» 2c m with Sections 4 and 5 e

PW, ‘»‘_,-u/ 5 -

/]

{d) U.S. Persons Empicyed by the Forsicn FPo oy

[V

vomr’m:ca‘“cs*s of or conceming United Siafes cersons smpicyed by = forsign sowsr may D8
Cyssd and J drcc 2sQ cfwxee Di‘:*\méc n ,,lae ,.r‘*ce"u'—‘& T 1 u&

-

. Such Unitag Si=iss persens shall notbe ;{:c: i..iled in connection with Sny oo wic:;}m

thatt fwc Derson p&a:es ‘or rscefves on denalf of ancther unisss e icentificsicn is ,‘emxrzec Jdaf Vccz;cr* 8

fese ;hcacuras; and

o 2) persoral fnmwmns of ! Stz s that couid not befo r:zcn meliigence
may oniy De r3tained; used, of disseminassd in amr‘apas »sm f =g :

8y | eﬁmnm—aaw;w “‘7 ' oo ¢

nunications and other information, Inciuding that rsduced 5 graphic o Tiard copy” fomm
*ﬁ *e m’zevfedfcrmn '7 ’COGH

CWTT'“ :mﬁn "“"Lu;:&ﬂi’:‘}‘l}m “‘i o ,urcemarc

4 W t,
-aeau *.V‘:d. *u\vw‘}

T L ATIVT I OSrT —— e =T < aATT v
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DOCUMENT PREDEETTaER= 1-15 OCTOBER 2037-000000065


mamisak
Line

mamisak
Line

mamisak
Line

mamisak
Line

mamisak
Line

mamisak
Line

mamisak
Line

mamisak
Line

mamisak
Line

mamisak
Line

mamisak
Line


o e ‘ .
SELCRET . USSID 12 ANNEX A
‘ AD%}.A 2
27 Jaiy 1893
() Non—perinent Gunnumca‘m“ 8, o
R - ~' {13 Comnurxcazorﬁ a =il within sst= E.&“*eci; ::zegar*es o nor-pertinent commu-
nics WAWWLWJ,@mpamn’c; of s pa@m,ﬂ@mnm‘;e**" {.mm* ey oo
=i m&":—ﬁcﬁ o rmay be disseminaisd ungsr :e@ors = x—, of 7 Dairm. ~
= mm may s ._I 2 comm mzcasom mcéz.:_é:rg those Hat epm}y sposar o &l wihin
3

é;ﬁss;&*ed ,a“=0czm~ ;r’ﬂ Hgyca, mﬁ; dsismmirs T&
under Ssctons :‘:, S.or? {

nnot be dssemin *‘ac

.

S - :rafszsdi:: e&az:ﬂ.zsn sategoriss of com-
municafions St ars not perinem D § Hie ::f;zr;oa& mcsa oihe ;uweﬁzarsca ﬂj}

{3} imormiation that a:caar zc be i 'or-wgn zr%*g—na may be raan
saricia ccrrurwson alling whnin 2 catsgory that s generally non—oertinem

(8) Categories of nor—pertinent CommU }"'ca’un wm -xay 3=

.quC‘-
D =~ ;(_‘..._.' - R S
H Callsmandirom J'};\'ec C\r’ YTl STHCaLS,
3 . . LT .
{ih Caiisto and from chiidren '
40 Calls o 2and o shuders for miormation © 2id ham ' acsdemic sndesvors: -
(R IR S RES = i SEUTHILS 1o NS G #1 alZUTh Lemvie,
= - x = <. o -
(7 Czlls between famidly members; and
A ol menioe =i vy -~ - 4 oo s o il
{v) Cails rsigling solsiy to personal services, such as fooa orders, ranspontztion,
i, - Aﬁ‘—\
ST, (\J\— ]
i
fagh e ol . gl
g} Changs in Targels Locamr or Status (SCCOY
YNy 4 P _..-. e
(1) During periods of known extanded alsence Dy 3 argsted agent o7 a forsign power fTom
-

T : : =
NEEd,. (Swind) L : R -

sremises undst surveifance; only communications o which he targst sé party may be rsizined and dissemi-

{(2) Whenthersisrsason © ‘:ei svethat the targst of an ,ia:?:omc survsiiiance is ne ;crger a
forsign powsr Of an agent of 2 Torsign power, of ng ioRgsT oteupies the premises auihorized or surveilancs,
that slectronic surveliance shall be m-*a‘za.. by Brm srminaisd,and shall not. resume uniess sucse«ua Y a0
proved under.the Act \M‘res“ &My pefson :rvowea in coliection or :a'ms;ng ¢f an slegironic ..C!‘J=§"§=Qf‘°
Being conductad pursuart Act becom armation =G ndieats 2 matedal changs i
the Siatus or locefiorn o 3 daﬂemaanﬁmwmﬂm“ ‘»iSA’*Q*no St General Coun

- sel is also mads =x.ﬁ.::r~ of such imformation. (S-CCCT e s

SECTION 4= ACQU ssmes% AND PROCESSIHG L

Resider ﬁsa ?mms% S "“G}

3

{z) Cageczﬁcn Agama

-1y An =¢ectmmc sirveifiance dirscied against .:raﬂ:xsas mca::.. in fis United Stztes and usad
for residertsal cses shall be conductsd tachnical mears. uwgred 54 formEtion soouired I©

ocommunications el have :ne semmuni outside £ Ls E ,:F‘E—-G bu;.'BS'
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_muipr*em of squipment capabls of ideniiying intsmational s
_ e Sarticuiar ‘rerr,azzora comymiunications known o be used by He targeted forsign Dower
ns o or from the farget residential pramises that ars processed througn 2
“T=’DF‘*QHDO‘&’8€G1'3QE?E‘T: ,
: "oraicn power oezed | in & forsigr country, or on the forsign colnm Crw :“‘—:—.sgn ,.t}{ “:29;3;’)0{1& diract "“Ehng ) . ‘
:c@e:faf:aco:.s,'arﬂ*e.da=mmn‘a:crm @mwor zdents ars’ i

38
_i‘%

(S-CCO)

(3) Domestic communications ¢ 1&. ars nmcerze;iv accur—f‘ &mc colection against residenial
oremises sr;e.i? be handied under Sacaer o these procedurss. "0’.3) ‘ - :

B) :@‘:»r“y%m‘z Communiceiions (O

ssoonask ,eccnec apparsnt el 2 communication s befwesn 2 person who s kKnown o be
under orim m? indictment 2nd an sfomsy who s ﬂr*“‘* that individual i e matier under indiciment (or
“C"!’7=‘3i"~.- acling on behaffof the srpmsy), monionng of that communication wil c:—ase and e communica-
saaz. i beidentfed as an ﬁme*v—«‘*aer* .:OF":Tﬂumum«’.‘ﬂ nzicgm :&x"’"&ﬁ“&u orih ,JL.ET’DOS%, Tha rsievart
portion ¢f the tape contzin sng st comversstion w'ﬂ be piaced under ssal and the ';‘ez,am:z of Justics, Cfiics
o m::‘%z jenos Folioy and Revisw, shall be notiiied so hat appropriats procedurss may be sstabiished © pro-
tect such ,uraﬁu’raca:ors from review or use in any oriminal oresscution, whils prasendng forsign ints
zence miormation conizined theram. (‘L—-.,G:\

SECTION 3 - DORMESTIC COMMUNICATIONS U]

o

(zy Disssmination (U)

- Communications identiied 25 domestic communications shall Te promplly destroved, axoest

=2l

1

€«

} Jomastc conmmm.;ns zr.at ars T‘J&S’Oﬁ"&ﬁf} befigved o contzin "Cr‘iCi" mﬁg—:ﬂm or-

maton shall be disseminatsd o te Federal Bursau of investigation [inclucding Uniisd &ae.w«af-or ideri-
Hes) for pessibie further azsser‘;r_iacn ‘y‘fns Na Bursay of Invesigation in acsordancs with I minimiza-
don procedurss;

. {2} domesiic mwrwmona that de not conizin forsign ma(’iga';c: information, but hat ars
reasonably beiieved 1o comain wmgmv ¢f 2 crimie that hes besn, ,s’;ang, ri¥sbodiobe :am@c snaﬁ

‘te disssminated {ncluding Unitsd SEiss oersen identifiss) o 2pprogrig= & wsa lzw snforcement auhon- .
:5 s, ccamarcwﬁt‘nwcn‘ccfb;m‘ne@xcm,.es;,mg mcemﬂm_ﬂwdwr Secr“= o
of Defense and the %"Oﬁ"%“( General; and .

S dr'ﬁes?;c :or*ru';icﬁ:ass hat ars rsasonably :e&«.—,fed pe ,omnz_r ) iechnical d=ia bass mier-
mation, 28 ae*med ;n \ -\{), may be disseminatsd o the Federal Bursay of nvesnaazscr and o siher
slements of the U.S. S;G NT systam (CCTy s o

) Resterion @

ta v - s - ;
v N .- O L

(1) Domesils communications disseminaiad © Federsl law -rf‘nr" sm a‘.‘. zgencies may be TE
~=~ne—qsvme?48 for 3 rsasor ._::'ze:emdﬂtme,x ot i0. Sxceed siX meriis o:ﬂ““cccwamsaw:sm
*r'er}, L permit 12w enorcemert agencies o determine whether access o Gi“Ciﬁ_i r2Corcings « 'ﬂr sUch Som-
-wmurs s *—-ac:. = foriaw a"mrcera'*: s‘m;cse& (&L

C o i - ———— .
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- (2) Domestic Sommin unicetions reascnably befieved © conitain ischnical data base information
may be rstained for 2 perind sufficiert o sflow 2 "scroucn expiciaton and o De\xsﬂ aceess in .:&a aze::m of

ar-"ma:-ram befieved ikaly © Docon?.,, relsvant 10 2 Currsnt of fulurs foreign re&hcenoe regUITSMETL
Sufficierst ursion a*‘@*y with 72 natrs of the = xolofi=tion Q——“CC)

b

2

2, if the comExt Of & orvpta gx._nerr sfor, ;x@“éa*{éfce of ‘a:*%ﬁicai datz beses ra»cuzr“s*"a .

donofal w“mwzc@sm that ars spciphersd of reasonally Defievad x‘o contzin ssoret meaning, and suff-
slert durstion may consist of any peﬂod of Mg during mm 9"““"}??.' szc;:f‘:d ssubjestin, orofusein,
cryoianatvsis. \-«38@ SRR
5 e z:as:‘ ?Iéémwmons $hat ars ro?: m érsd oF ofherwiss th o:.%:z'*.i i comain seorsl
meaning, sulclert durafion is'one y'==f uniess hs Demugy Jﬁ’scicf for Opersfiong, NSA, & TTHNSS nwriing
thetrslEmgon for 2 ﬁr:*f{ ,JEﬂOd uirsd o respon c o "‘oi“% ;ur—m* aizc nes of ¢ ceuntsrintsligence

—,-Gu sments.s (0G0

r==+  communications of or concsming Unites Stztes persons zoquirad by the NSA In the
courss of 2n slacTanic sur xfr-.z._nc: sutisct Io these procedurss may be rstainsd only;

y # necassary for e malnisnancs of h.,.:zrm daz basss, Refention § r s purposa is
,eanr:sd 2 seriod suTiclert o afiow 2 thorough axoloiialion and b pen i aocess 1o dar2 ¥ hatare, of s

sasonably -¢g;~ym‘1 lksly I© Docoms, ratsvant 10 2 curTsm or M.;r: ;f:»r— gn m.waacoe ?'-"QUL"ET‘:@%"L Sufi-
siert durstion ; may vary wih u--ia&&:ﬁ?e sxpiciizton. .

' 2. in e comeExt of 2 aryptanalyiic sffort, maintenancs of echnical dafa bases rs-
quirss rstertion of &fl communicalions el afs sncioh ersd or rsascnably balisved r.o sorfain secrsl meaning,
and suficlent qurstion may cor*s& .a oy oeried of Gme gumq M‘&CI‘ =rcrfr,>-ed rai is subject o, of o7

use in, ypiEnahysis. T T .

‘ 5. it e cass of communications hat arenot snciphersd o o ctherwise hought o
coTTEIn Secrst meaning, suiicier] uaton s one year unless m’*v Dirscior for Ot;era'zc«m, N3A, dsisr-

S

- mines I wridng hat rEEion ©r 2 ionger S riod s requirsd m ‘:soond o authCrized forsicn zrﬁ%csrce of

coument .L.,iw‘a oS recuirements;

1

2 i dissamination ¢ of wc:r communicsions with refersnce o such Uniied Steiss sersons

| would be permitiad under subsection (b balow; or

- i the information s a\adefm: iz Wme et has bedn, i being, or s 2boul Io be commitisd
angd is providsd b zooroprigts federsl lew endorcement suthoriies, _m

oy Dissemingtion )

A; ,acr: kased on wmnumcamcﬁ; for mcemmc S mf-«ri tah r,—crsgn mEY 08 :issab‘-
nated It zcoorsance Wi \-V-c*cn 7 i the idently of the Unfied Siates person & se&execard 2 generio "f o
symbcl 's subsiiulsd so hal T mr&ﬁm Zannot rsasonah i ae,csmwé wih an identifiebls United
Y SomMUMicEEions of of congeming 2
United Staies person may am*{ o made 1 I recipient requiring he dently of such persan fcr ihe periormeance
= ohicil :wea) It only iat ‘%& cneci e v{mwg .«,Lena s alsg st

3 P

2 :hélr’mdaééé;im as Consented o dissé @ﬂmx“ﬂem | o ot soncaming

the | *rztari :"*es person is *»:z;:aia

5, IS

S (2 theidem g‘j“ : Unfisg Stz nis: ,ecea._w“z:mu»ru@dm ign ntziligence
T“:M@bcw-d’ assess s -3i; e ety of 2 38 er:wczai.rzhv _xec_meSr&wMa;

i"—?;ﬁ."f%? 1S ONIY

SS@

T-15 OCTUBER 200%-000000063
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3} the communication or information indicates hat the United Siztss :ersc'n may be:

A - - Ry 3 . fomme
(A} an agerdt of 3 forsign Sowen,

L .. ...[B) aforsign gowsr 2s aﬁ«m%ﬂawcma (8)(&) or (5) of the A
(C) residing outside %hs United States and holding an o oficial positied in the goverm-

( irisfigence of securiy sefvics ‘T' orsign ::cww
and the United Statss person has, orf a, had, M i :, ssfied national secur :’ imiormeation or matsrial,

s

u.:?"‘f" infeation or iiormation f::«ﬂ,s Hatthe UnitSd States person may be Fie gt
o 2 forsion owan; .

e commumicsion or 0 u'ua
shorized discics '\‘1_?‘:. GT clessifisd ac.BGu
normetion cerdiss uac:. % is properly ESSE}‘VM,

ﬁr*urvca,or or mormation incicaiss ha the Unfted Sates person may be sngagng

oerson’s v@?‘d.&x icslon w
communication may rsisfs o the forsign insliigence our-

¢

ieation of a:;um{:? ;s. sesonably zeezavqj o con ...d‘ svidences thel 2 erime

(3) the commun
has been, Is Deing, or Is 2bout 1o De commilied, o ed het disseminatiion is for iaw f?:r*amersr oirposes
2nd is made It accordance with Jeciion ’.Ccf"a’l 37 "L, Actand xzr‘va renorting procsdurss approved oy I u_,b

fal ™ vt
SecrsEr jm«::ax’vvaf‘c.i-s\ww v Gensral,

== e 32 = ATLUES EADT a3 A&
SECTICN 7 = Zinss & ﬂ:;gﬁﬁl i

rrmunications of or conceming 2 non— y D :
ny form in aocordanca with oiher a;pxmz- law wxaﬁcﬂ, ard policy, )

by
i
ﬂ
]
i” 8

SECTION § - COLLABORATION WITH FOREIGN GOVERNMENTS{S-CC0)

(& The sharing or sxchangs & forsign oo mmmam; m amed by hess procsdurss wih Sh.w

nais imsligence autnoriies of :mﬁcacmng foreign covemmeTs | Saccnd 1-'am%} may be underiaken Dy I

\égj& ondy with the written assuranes of the Sscond -*ar'v that the use of hose ‘Dz‘qcr communicstions will be
subject o s ?:wrr:&; am mg*a:;‘m ;mszuﬂs of these ‘mceaure&

i~

o f"} "Csr?esm Nnmic&fa,na aﬁd Somm “;ca‘cmw sr %‘&"‘3 1 *n‘aﬁ ‘*‘-m :efs::ﬂs as&ﬁ *fci
sharsg Wgzﬁ‘z,;%ard _ftzf--ﬁ' {SCooT

SormmunicEions ‘Pﬂ*f’ S& shared ¢

, Forsign clein w54 ity \mrd Sarties § ey ars st o
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