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MEMORANDUM FOR: Jerry Lt'!vine 
Director 
Departmental GAO/OIG Liai.~on Office 

FROM: Gale D. Ra.,idc~k'll ()k.J't.aJ 
Acting Admin!~ 

SUBJECT: Govcmmcnt Accountability Officw (GAO) Draft Report 
GAO· I () .. J57SU, Avtacion Security: l:.lforts to Validate 
TSA 's Screeni11g of Passenfjers by Oh.1·en'ati1?11 Tt:dmiques 
(SPOT) Program Underway, But OpportunitiM Kd.•:t to 
Strengthl'11 Validation and Addn•ss Operational 
Challenges, March 2010 

To transmit the Transportation Security Aclministration 1s (TSA) response to GAO Draft 
Report GAO~ 1 0-l ~7SU, Avuwon ,)'ecunty: Efforts to V(tltdate TSA 's Screemng of 
Pcuscmger$ b,v Observaticm l'et'Jmique.\' (SPOT) Program Undern•ay, But Opporttmlfies 
E:ttsl ro Strengthen Validation and Address Operational Cha!bJnf(es, which will be 
included in the final publlshe.d report. 

Rackgmund 

Congressman Joho Mica, Ranking Member, House Committee on Transportation and 
Infrastructure, asked GAO to identify the following: 

t) To what cxtcf1t did TSA dctt"rntirte whether SPOT had <t sdcntiticntly validated 
basis fOr identifying passengers before deploying it and how did TSA use 
recogni~ed best practices during SPOT's development? 

2) What management challenges. if any, have emerged during the implementation 
of SPOT at the Nation's airports'? 

j) To what extent has TSA measured SPOT's effect on aviation security? 
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4) To what extent has fSA incorpvrated the attributes of an effective trai11ing 
program into the training for SPOT? 

2 

GAO conducted the audit from June 2008 through March 2010 Based on the audit 
results, GAO questions the scientific underpinnings of the TSA1s approach to behavior 
detection, indicating there i.s no consensus among the scientific community n:garding lhe 
use ofbohavior dtte1:tiou for counterterrorism plirplll'JCS in an airport environment. 

GAO also found the following audit results: 

~The validation sludy currently being performed by the U.S. Department of 
Homeland Security (DHS) Science & Technology Directorate (S&T) may lark 
methodological rigor because it uses data of questionable reliability from the 
SPOT database. 

• TSA deployed SPOT without first obtaining scientific validation of its approach 
or behavior scoring checkli~t. 

• iSA didu1t d'-''Ploy at·cotding to a !;ornprchensiv(• risk-based strategy. 

• The strategic plan that was developed for SPOT falls short of National 
Infrastructure Protection Plan (NIPP) standards. 

• Neither a cost benefit analysis (CBA) nor an alternatives analys1s was 
completed. 

• TSA lacks guidance regarding Transportation Information Sharing System 
(TISS) use and if' not making full use of Transportation Security Operations 
Center (TSOC) databnses. 

• The Standardization Team recommendations are not tracked. 

• No SPOT perfonnance evaluation is in place for Behavior Detection Officers 
(BDOs). 

GAO recommends thal TSA take: dte following act1ons: 

• DHS convene a panel to review the validation study methodology, 

• Conduct a comprehen:>ivc risk assessment. 

• Perfonn a CBA. 

• Revise and implement the SPOT strat~gic plan. 
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• Study the feasibili1y of using airport video of individual~ associated with 
terrorism~related offenses to better understand Lerrorisl hehaviors in the airport 
checkpoint environment. 

• Provide guidance and a timeframe fot inputting data into TJSS. 

• Develop a standtirdized process for communicating SPOT referral infOrmation 
with TSOC, 

• Utilize all TSOC databases availahk for SPOT referrals, 

• Develop a plan to establish outcome-oriented perfom1ance measures. 

• Establish better SPOT database controls. 

• Establish tinleframes and milestones for its pla.n to systematically conduct 
evaluations of the SPOT training pmgram on a pedodi(,; basi~. 

TSA concur~ with GAO's recommendations. The recommendations contained in the 
report provide TSA with a l.tseful analysis ofTSA 's current approach, recognition or our 
progr~ss to date. and additional guidance for success, 

:Recommendation 

J 

TSA recommends that you sign the attached letter to Mr. Steve Lord, Director, Homeltmd 
Security and Justice hsues, CiAO. 

Approve Disapprove _________ _ 

Modify _______ _ Needs more discu~sion 

Attachments 



TSA 15-00014 - 003933

Mr. Stt·vc Lord 
Uirectflt, Homeland Security & Justice Jssuc~ 
U.S. Government Accountability Office (GAO) 
441 G Street, NW 
Washington, DC' 20548 

Dear Mr. Lord: 

TI1ank you for thr: opportunity to review and comment on GAOn I 0-157Sl l, the draft rcpo1t 
titled: Aviar;on Securitv: E.f/Orrs to Validaw Aspects of TSA 's Sc1·eening (?(Passengers hy 
Observation Techniques (SPOI) Program Undcrwuy, But Opp()rfrmilfe.1· Exist to Strengthrn 
Valtdaiion and Addre.•;.r; Operational Changes. The fransportation Security AdminismJ.tion 
(TSA) appreciate~ the U.S. G()vernment Accounlahilily Office's work in plarming and 
Clmducting its n.wiew and issuing this repl)rt. 

fSA deployed the SPOT progr:un in an effort to mitigate the threat of individuals with 
potentially hostile intent from buarding a "omrnercialairplane and causjng harm. Congress: has 
encouraged the use of behavior recognition to enhance aviation se~urity and has provided 
resources to support its implementation and expansion, The SPOT program fuHilts the mandate 
of Section 1611 of the lmplemcntin~ Rec\mlmendations of the 9/11 Commission Act, P.L 110· 
53, that ··rsA shall provide advanced training to the transportation security officers for the 
development of ~pccializcd Si:curity .'.'kill::~, indwJing behavior observation and analysis . ,, in 
order to enhance the dfec,tivcne:~~ (Jf layer¢d ttnnsportallon <;eCtlrity rm:asurc[l.11 

Intelligence continues to show there is n0 specit1c tcrrorir.t profile. In a March 10,2010, 
hearing before the Senat~ Homcl,md SCC:llrity and GoYernment1ll Affairs Committe~, rSA At:ting 
Administrator Gale Rossides highlighted the challenge faced by TSA leaders in "balancing the 
requirement to screen all pass~ngcrs and to actually focus our officers' attention on the right 
passcngers.n TSA designed SPOT t•1 incrca11e its ability to fot:us on the "right passengers'' by 
identifying persons exhibiting behaviors and appearances that may indicate stre-,s, fear. and 
deception. and distinguish them tl'om other travelers. 

!i,P..QI.it.Hlt!!!l rucjenljfic !iosrnn;h and Law Enforcement fra<tjl'fl 

TSA's development and deployment of SPOT was a pl,mned and deliberate process based on 
more than 3 years •)f operational testMbed assessment of SPOT nt Haston's Logan Intcmation41 
Airpon from June 2003 lll1til nationwide rollout began in iiscal year (FY) 2007. TSA carefully 
devel(lped SPOT by ~~~ing selecti\'C: behnvk•rs rec-ognized within both the sdentif1c and law 
enforccmenl..:ommunitius a~ i.lisplaying stn:ss. fear, und d.~ception. A SPOT worki11g gruup, 
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made up of various TSA and U.S. Derattment of Homeland Sectrrity (DHS) componcnts. 1 was 
created in Fcbruar,Y 2004. Other organizations, such as the Massachusetts State Police, the 
Federal Rureau Qf hwestigation (FBI) Behavioral Sciences Unit, and the Federal Law 
[nforccmcnt Training Center, \'i.tcre also invt~lvcd in SPOT devdopme:nL Through th~:-;~ 
working groups, TSA has developed and finalized SPOT standard operating procedures (SOPs) 
for a common abilit)' to flsscss behavior~ indicating hostile intent for both aviation anJ mas:s 
transit modes of lramp()rtatinn. rSA contim1cs to consult with its SPOT working grout) partnerR 
as it updates the procedures uml :.dcncc behind the program. 

o~~cadcs cf s.cientitlc research have shown tht: bchuviors to be universal in thelt 
manifestation. In fa~:t, the DHS Science and Technology Directorate (S&T) completed a study 
011 suicide bomber indicatQrs in July 2009 that illustrates a vl.':ry high degree of overlap between 
operationally repmted. suicide bomber indic!JWr~ and TSA SPOT behaviors. '!'his result funher 
bolsters TSA's contention that the SPOT pmgram dra'\VS from the best practices of tmmy defense, 
intelligence, and law enforcement organizations. 

SPOT Scientific Validation b Ongtiing 

S&T beg;m research in 2007 to examino;: the validity of the SPOT pmgmm The series of 
srudies involved in this rcscurch is designed to assess the validity ('of the SPOT scoring system, 
including the use of individiJal be:haviornl indicators to hlenlify hig,h~risk travelers. More 
sp,Jdtical\y, S&T's re!'o.'!ardl plan aims to ..:xamirw the eKtcnt to \Vh.ich ·the-se behavioral indicators 
are appropriate for scn:ening purposes and leaJ 10 appropriate and correct security de<:isions. 
When thi~ study i~ compkt~. SPOT will he one of the mo:;t, if not the most, rigorously tested 
behavior~basc::d security scr.:ening progr;uns in ex.ist~ncc:. 

Results of Lhis W\lfk will ~stablish a scientific basis \Jf lhe exteqt to which the SPOT program. 
including its instrument and methods, such as the SPOT RdCrral Report and SOPs. rue valid. 
Alihough i\ hi .;:hallenging to establish the validity of a deterrent program in \Vhich the outcome~ 
of interest are extremely rare, critical elements of reliability and validity will be rigorously 
a::;scs~t::d. Of partkubr im.portruJce is the cvttluution of ~ritcrion·rdated validity, or the extctlt w 
which travelers are correctly selected for scr.;:ening based on the SPOT scoring system. 
Establishing this dcgrct: of classification accuracy justifies the use of 1hc SPOT program to 
dis.c.riminate high .. risk travelt~rs from low~risk travelers. Rc:gardlcss of nny other metrics, the 
cxtenl to which the SPOT scores accurately ldentify high·· risk travelers is ctitlcally tmportant to 
program validity. 

Follo\ving cd1crion·rtdated validity, the next contrnl ch.:mcnt of validity is the con~is1c11cy of 
implementation of the instrument and program. This will be examined in a vari~:ty of ways, 
including an investigation of the consi::;tency in the operational use of SPOT behavioral 
indicators Behav~or Detection Ofliccrs (BDOs) and acrnss locations and time periods, all of 
which reprc~~:nt:- r~tiability U::i::it:ssment, fin~tlly, conslruct~rclawd validit)', or th..: t;;xtent t0 which 
the SPOT program hehaviors truly represent. Lhe expressions of high~risk traveler!', wHI be 
examined by comparing the SPOT behaviors to similar instruments in usc f11r lhc !lame purpose. 

'Includes TSA's Off\cc ofCi'il Rights, Office of Chief Counsel, and Privacy Office, and 
DHS's Polley Offic..;:: and Transportation Securit>' f.Atboratory. 
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S&Ts .Julj 2009 study of suicide hom her indicators was the first st,~p in evaluating construct
related validity. 

This research is ex:pe~:led tub~ cvmplcted iu FY 2011. TSA undr;r$lnl!d~ that after thil-: 
validation is complete, there will be other areas where further research should be conducted, and 
it is TSA's intention to complete this research, 

National Academv ofScien(:es !NAS) Report Does Not Represent an Exhaustb:e or 
Definith'e Review of the Research qr Operatio.nal Literature on Bcbayioral Set~ening 

J 

TSA would like to spccitlcally address a tew comments in the GAO-l0-l57SU report that we 
beliere are inaccurate. The report draws heavily from a National Academy of Sciences (NAS) 
report which is bl!ing improperly rt!Jied upon. As thl.) spon~or of the I'\A~ study, DHS S&T 
questioned its findings, slating thal the study lucked sufficient information for its conclusions 
because the NAS study principally focur-ed on privacy as it relates to behavioral Sl.ltveillance~not 
on behavioral surveillance technology itself: The study was n~)t intended to. and the n::sults do 
r\Ol represent an exhaustive ur d.efinhivc tcvit:w 0f the re:1carch or operationalJi[eraturc on 
behavioral and physiological screcming, including n.:cent findings from unpublished DHS, 
d~fense, and intelligence c\'nnmunity studies. Furthcrm,,re, it should b(.' noted that the report did 
not study the SPOT pr<lgram, nor did any of the researchers conduct intt·rviews with SPOT 
progmm personnel 

Additionally, GAO states that "DHS S&l could not provide us with sped He contacts rclatt:d 
to the sources of this research.\' This statement is not accurate. The record should reflect that 
DHS S&T provided alJ requested documents that reprt:sented S&T ~aponsored rc"Scurch and for 
which S&T possessed the requis1te release authority. OHS wa~ not able to release specific 
documents rdaLcd to n.:search for whid1 i1. wa~ n~Jt lhe originator. 

The report further states that the audit team was unable to l.ISC the SPOT referral data to assess 
whether any behavior or combination of SPOT hehaviors c0uld be used to reliably predict the 
final CHJtcom.c of an indd,:nt involving the use uf SPOT. How~:ver. DHS S& Twas ::~hie to 
successfully conduct some preliminary analysis of the SPOT referral database. Prior to analysis 
of the SPOT reports, S&T worked with TSA to veri f)' the scores a~signcd to each indicator with 
the SPOT ,!.Core sheets and to re~con: the pertinent sections atld total accordingly for nearly 
100,000 operat10nal reports frvm 2008. \Vhil..:: randQnt t:rrors "vcrc noted, errors in large 
databases that require manual entry are not uncommon. Convention suggests that lru:ge 
databases like this typically include an error ro.te of 3 to 5 percent. As long as such errors are 
rrmd0r11, the analytical method is mbust ~no ugh to acC(IUnt for mndom errors in this nmg:(~. 

In conclusion. TSA strongly believes that behavior detection is a vital layer in its aviation 
security strategy, and will l)ontinu(~ to ~trengthen as th¢ prt:~gram matures. L~aders wJthin the 
community of behavior detection rc:searchcrs agree. TSA appreciates GAO's work to identify 
opportunitie.~ to enhance the SPOT prograrn. and we will continue to w0rk diligently to addrt!ss 
lhc is:)jucs iJcntificd by GAO. Our \'JHg(Jing pwgrcss denwn._-;trates l1Ur commitment to TSA 's 
mission of seeming our Nation!s transpot1atio11 systems. 
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We also appreciate the opportunity to provide you with, in LollaOOration with DH~ S&T, the 
attached comments to GAO's audit recommendations. 

Attachment 

Jerry Levine 
Din.:ctor 
DHS GAO/OtG Liaison O!Hce 
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The 1'ransportation Security Administration (TSA) Response to R.e('omrt:tendations Qf 

Government Accountobility Office (GAO) Draft Report GAO-l0-157SU 

Aviation Security: Ef/Qrts to Validate Aspects of TSA 's Scretmil1g of Passellgets by 
Observation Teclrniqurs (.':A1J()T) Program Underway, But Opportunities Exist to Strengthelt 

Va/idotimt and AddreJS Operatirmul Changes 

Re£!l.ro-1Il!:.w!~tio.!! 1;, Tu belp ensure that SP01' is based ou valid scientific principles that 
can be effectively applied in an airport environment, W(' (GAO) reeommt!nd that the 
Secretary of Homela11d Security convene an indcpcndt>nt panel of experts to review the 
methodology ot'the S&l Directorate study on the SPOT program hefort: tho study is 
implemented to determine whether ihc study's methodology is sufficiently comprehntsivt 
to validate the SPOT program. This :tssessment should include appropriate input from 
other federal agencie.~ with expertise in behavior detection and relevant 11ubjcct m:.tter 
txperls. 

CQncur. The U.S. Depttrtment of Horndand Se(;urit:y (OHS) Science&. Technology 
Dirttctorate 's (S&T) current validation process includes an independent and comprehensive 
review of the ongoing SPOT study to bt• conducted in support of and in collaboration with the 
TSA. SPOT pro..'~gran1. The assessment will include input from othel' Federal agencit:s with 
expertise in behavior detection and relevant subject matter experts. S&T \.vi.ll work with TSA to 
present the SPOT validation project to the panel, produce a report summarizing the panel's 
rer.:ornmcndarions, and implcmem pertinent sug~estions in FY 20 l 0. 

GAO further recommends that lfthis research determines that the SPOT program has a 
scientlficully validah?d basis for using bchavi()r det<tction for countrrtcrrorjsm 1mrpos<>s in 
the airport environment, then the TSA Administrator take the following actions: 

R~comm~ndation 2: Conduct a comprchcnslve risk assessment tu include threat, 
vuluerability, and consequence of oirports nationwide to determine the effective 
deployment Qf SPOT if TSA~s ongoing Aviation Modal Risk Assessment lacks this 
information. 

Concur. lSA 's Aviation Modal Risk Assessmeut I AMRA) is designed to evaluate the 
tramportation seclirity risk lrmdscape and compare it to other modes. I [owever the AMRA does 
not evaluate risk effl;'cti\lener.~ of ,;ounte:rmeu~ure~ or optimal deployment strategie~. _For tht' 
Aviation mode, TSA uses the Risk Management Analysis Tool (RMAT), a risk simulation model 
hased on laboratory and operational data that eYaluates risk u.~ing threat inputs. vulnerability 
iniOrmation, and consequ~ne:e estimates. TSA is in th" process of conducting an inirial risk 
analysis on the SPOT program llsing RMAT. The risk analysis is based on the initial SPOT 
validation results and will be updated as the validation study results are tinalized. 
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Recommendation 3: Perform a <ost-benelit analysis ol tbe SPOT program including a 
comparison of the SPOT program with other security screening pmgramfi, 9uch as random 
s~;:reenine. or already existing security measures. 

Cgncur. The SPOT program will use RMAT to perform a cost~benetit analysis of Behavior 
Detection Officers (BDOs) as a ~;:ountenneasure. The first step in the process is the initial risk 
a.'!seS5ment that is being: coudu<.'ted on the SPOT program usiug RMAl. For the cost~benefit 
analysis, costs will be defined a.s the 5" year total cost of the countermeasure across the aviation 
syst-.:rn. Benefit will be defined as risk-reduction across the aviation security syst<:Jrn against a 
port{(.;Jio ofscenarios. TS:A is CtJrrently developing an initial cost~henclit aualysis for a variety 
ufpasst:rlgt:r··Sc.:n;t:mng c;eunh:nno:;a::;urcs including BDOs using the RMAT tool as a basts for· 
analysis. BDOs • f1exibllity acr.:lss a variety of risk scenarios suggests th<'l behavior detection is a 
Ct1st~eff..:ctive GUllllhmnc:asure, 

Recommendation 4. Revise and implement the SI10T strategic plan by incorporating rbk 
assessment information, identifying cost and resources, linking it to other related TSA 
strat~gic documents, describing how SPOT is Integrated and implemented wltb TSA 's 
other layHs of aviation S('I.'Drity~ and providing guidanc£' on bow to effectively link the 
roles, responsibilities and capabilities of federal. state, and local officials pruvidiog 
prngra1n support. 

Concur. The RMAT risk analysis of the BDO program is assisting the SPOT program in 
identifying other countermeasure ca.pabilities that arc linked to the behavior detection capability, 
This analysis will alto\"' the SPOT program to develop a revision to the SPOT strategic plan that 
wilt incorporah: lhc ekm1~nts identified iu the recommcnJation. 

Recommendation 5: Study the feasibility of using airport checkpoint-surveillance video 
recordings of individuals transiting checkpoints~ amd who wrrt Inter charged with or 
pleaded guilty to terrorism-related offenses, to cnbauce Its understanding of terrorist 
behavior. in the airport checkpoint environment. 

Concur. TSA will study the feasibility of using checkpoint survetllance video recordmgs of 
individuals transiting checkpoints, and who were later charged with or pleaded guilty to 
terr{)rism·related offenses. TSA agrees that this could be a useful tool in understandmg tem>rist 
be-haviors in the checkpoint enviroruncnt. 

Additionally, TSA LS currently workittg with DHS S&T!Human Factors to conduct operational 
video validation of the SPOT program. TSA \Yill IJSe a variety of videu case studies to validate 
the SPOT program including, if possible, reviewing video of terrorists transiting the TSA 
checkpoint. lt is exceedingly t1:1tt) however, for video cameras to capture terrorists transiting 
TSA checkpoints. Unfortunately, this factor significantly reduces the feasibiUty of conctucting 
these case studies. 

GAO also rocommends that <on<urrenl with the DIIS S&T Directorate study of SPOT, aod 
an independent panel assessnh'mt of tbe soundness of the methodology of the S&T study, 
tbe TSA Administrator take the following actions: 
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Recommeodation 6: Provide guidance in the SPOT SOP or other TSA directive to BDOs, 
or other TSA personnel, on inputting data inhJ tbe Transportatio._ Information Sharing 
Syste'm (TISS) and set milestones and a timefrantc for deploying Tramportutlon 
Information Sharing System access to SPOT airports so tbat ISA and intelli~ence 
community entities have information from all SPOT Law Enforcement officer (LEO} 
referral~ readily andlable to asshlt io '1conructing the dots"' and identify in~ potential terror 
plots. 

Concur. TSA is currently undcrgomg a revision of the SPOT Sta11dard Opet'ating Procedure 
(SOP). Tho SOP wlll pro•·idc gUJJancc directing the input ofBDO data into TISS. TSA 
ant!cipates release ofthe up<lated SPOT SOP in fY 2010. AddJtionally. TSA is currently drafting 
a formal plan to include milestones and a timefrarn~ for deph1ying TISS acc~::ss to all SPOT 
airports. 

RecoutPJendation 7; Implement tbe •t•P• callod for in tho TSA Office of Security 
Operations Btuiness plan to develop a standardized process for aU owing llDO~ or other 
designated airport offichds to send information to TSA's Transportation Security 
Operations Ctnttr (TSOC) about passengt-rs whose behavior indiutes that they i\'Hl)' po$e 
a thr~at to ~ccurit)'·. and provide guidance on bow designated TSA officials are to receive 
information back from the Transportation Security Operations Center. 

C9D£ur. TSA has convened a working group made up of members l>fthe Office of Security 
Operations, Office of Chief Counsel, Office of lliteiligence, and the Office of Law 
Enforcement/}'cderal Air Marshal Scr.·ice (FAMS) to address !his recommendation. TSA is 
dev·eh,piilg a system and ll:n)Cedure .for sending and receiving inf()rntation from the T'SOC and 
anticipates having a system in place in FY 2010. It should be noted that infonnation from BDO 
refetTals has been transmitted to the TSOC previously; however, TSA agrees to institute a 
standardized procl!lss. 

Recommendation 8: Utilize all of the databases aYailable to the Transportation Security 
Opttatioos Center wb~n running passengers who rise to tht' level of a LEO r('ftrral against 
intelligence and criminul databases. 

Concur in principle. TSA has con veiled a working group cotnpo:iied of member~ of the Office 
of Security Operations, Office of Chief Counsel, OfHce ofltlte\ligoor::e, and the Office of Law 
Eufurcement/F AMS to address this recommendation. This group will conduct a feasibility study 
during FY 2010 to examine ifthi:3 rccotmllcndatlon can he fully implemented. 'I11is study will 
look at the vari()llS authorities, permissions, anJ lirnita~ions of each of the databases or systems 
cited in this audit Access 1o some of the systems, such as Criminal History Record Check 
(CHRC), requires more justification than a BDO referral. Because some of the database~$ or 
systems '~cmtair1 classified infoJmation, TSA will also need to adopt a cottununication strategy to 
transmit the passenger infonnation back and forth between the BDO and TSOC. TSA will work 
on a process to ~~ollecl the pa:o;senger infonnation, verify the passenger's identity, through checks 
of datubnset>1 and analyze that infom1ation to dctcnninc if the passenger is the subject of an 
investigation and may pose a risk to aviation 
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Recommendation 9: Edablish a pla1• that hn:ludes objccth't:s, milestones, and timeframes 
to develop outcome-oriented performance measures to help refine the current methods 
used by Beh:nior Detection Officers for identifying individ\lals wlto may pose a risk to the 
aviation S)'Stem. 

4 

Cnncur. TSA understands the value 0f outcome~oriented performance measures. Hov .. ·ever, as 
OLllctl by GAD. thcrt: is diiTicuU.y hl establishing the~t frlt:asutes lbt a dctcrTcnce~bused pmgrarn. 
Nonetheless, TSA will consult with industry experts to develop outccme-orlented petfonnancc 
measures. TSA will cstabli~h a plan that includes objc;ctivc~S, mih:i!.itonc.s, and timeframes, with 
an end result of produtilig ()UtCOn'll>Oriented pcrfOrrnafiCe measures to help retinc the current 
methods used by BDOs for identifying individual1l who may pose a risk to the aviation system. 

Recommendation 10: Establish ~ontrols to help ensure completefle~os, accura9·, 
authorization, and validity of datu collected during SPOT screening. 

C()ncur. In March 2010. TSA migrated the SPOT database to TSA 's Performa.nc{' Management 
Information System, Th1s migration t,>rcntly enhances the SPOT program's capabilities, as they 
relate to completeness, accuracy, authorization, and validity of data collc<:tcd during SPOT 
scn:cning. Add.i1ional C(mtrols have bt:cn put in place to address the sh~1rtcomings of the 
previous database which were highlightc.d by GAO. '!'SA is also examining a technology 
solution to allow om;·timc transcription of all SPOT referral data. This will reduce the 
possibility of error:; due to incorrect transniption from one medium to another. 

J!~JlJ!LIJlfJ!~ajj_QJLUl Ji:stablish timeframes and milestones for its plan to systematical!)' 
(OQd .. ct t>valuatiom of the SPOT trajning progr:..m on n prriodic bn~is. 

Concur. DHS S&T, in conjunction with TSA has sponsored a BDO Job Task Analysis (JTA). 
Outputs of the JTA will include Krwwledge, Skills.- Abilities, and Other c.~har;tcteri:stics ofBDOs 
and Training l.eaming Objectives. These two items will enable TSA to condllct an in-derth 
traimng gap analysis. This analysis wilt begin immediately following completion of the JTA anti 
will take approximately three months to romplctc. Upon c0mpletion of the trflining gap analysi~, 
TSA will develop detailt~d proj(;ct plans with nlilestone:s and s"heduks barst:d on tltt: s,;ope of the 
overall curriculum development!revision elfmt. 




