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June 25,2010 

11Jc llonorable John Pistole 
Administrator/Assistant Secretary 
Transportation Secut·ity Administnt ion 
iOl South 121h Stt·eet, West Tower 
Al'lington, VA 22202 

D~tj.l' Administrator Pistole: 

Congratulations on your co firmation as Administrato.r/Assist\lnt Secretary of the 
Transportatio11 Security Administra ion (TSA), As the Rar.king Republican Member on 
the Committee on Transportation a d Infrastructure and one of the primary authors of the 
law c.reating the TSA. it is my ongo ng responsibility to condtl~t oversight of aviation 
se~Jurit)'. I bell eve avlatlon remains higlHisk terrorist target and that explosives remain 
the number one t'isk. As I did with ecretary Napolitano upon her confirmation~ I want to 
share with you my concerns relatin to aviation security. 

First, I want to encourage y u to schedule a critically impoltant briefing by 
Richard Skinner. the Department o Homeland Security Inspector General, on the results 
cfthc Office of rnspoctot• Ocncra.[ 's (010) airp011 SCC'Lirity penetration testing. The 
l'esults of the OJO's tegting ofTSA asscngcr and checked baggage screening, as well as 
testing of airp011 access control are \assitied. But I strongly encQurage you to receive a 
briefing tl·om the OIG as soon asp sible. 

Second) in the last two mon s, thli': Oov~rnmc~t Accountability Office (GAO) has 
issued two tcpotb that have foe use on significant problems with key TSA secudty 
programs. On May 20, 20 I 0, the 0 0 issued u repOJt on TSA's behavior detection 
prognm1, known as SPOT or 1'Scre ing Passengers by Observation Techniques" (GAO· 
I 0-763). In this '~port, GAO notes hatTSA spends hundl'eds of millions of dollars 
annually on !he SPOT program and as approximately 3,000 Behavior Detection 
Officers. Howcvcr1 accol'ding to th GAO, TSA never scientifically validated the lis( of 
behaviors ~mderpinning the pmgra , newr determined whether the te<:hnigucs co1,.1ld be 
applied for counte1'tenurism Ol' in a airpmi environment, and never conducted a cost­
benefit analysis. The SPOT progra 1 has failed to identify known ten·orists that have 
travelled through SPOT airports. S ce the program's inception~ 17 known terl'orists 
have traveled through eigh! SPOT a rports on 23 different occasions, including the Times 
Sq11are Bomber. The report highlig ts a bungled implementation of the SPOT Program 
by TSA. 
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On June 21, 201 D, GAO isSLOd a report on TSA's efforts to address intcrmodal 
U~nsportation security (GA0-10-4) R). The GAO found that TSA has not fully 
implemented a tisk management t'ril u~work to make sotmd decisions rcgal'ding the 
allocation ofsc<.:11rity res(.Jurces acr s transportation modes. According to the GAO, 
TSA has not conducted comprehens: ve. risk assessments for the aviation and surface 
transpor!ation sectors. GAO took n te that in 2007, TSA initiated but later discontinued 
an effort to conduct a comprehemiv risk assessme11t for the entire transportation sector 
due to difficulties in estimating the I ketihood of terrorist threats. Ag,ain, the TSA failed 
to fulfill some of its most fundamen al security roles~ conduct risk assessments, intere<:t 
constructively with stakeholders, pr perly train workers, and wisely allocate rcsotm:es. 

TSA's failme to detect threa s, as will be detailed to you both in the IG's briefing 
and in your review of the two recen GAO repmis, raises very serious concerns for the 
security of the United States. Unfott nately, p~netration testing C~Jntinues to show that 
even with new screening techno log and the SPOT Program, the aviation screening 
system is not working. While we a certainly tnoro Se<!UJ'C than we were ptior to 
September 11, 2001, immediate and profound changes are needed. 

Therefore, I urge you to imn diately review1 reevaluate, and reorganize the TSA. 
For far too long, thi& enormous, cost y, and un-..vieldy bureaucracy hns been rudderless 
:md incapable of making any dt'lchi short of continuing to grow in size. The covert 
testing reports and GAO studies pro ide ample evidence of the need for change. 

A~ you begin your tenure as SA Administrator. J stand ready tG work with you 
to get the TSA back on track. It i.s v tally importantlhat we gel this right and keep 
avi!ttion and all Amerit!1n transporta ian securt and safe, Thank you for your immediate 
atten1ion h) this intpmtant matter, 

Sincerely, 

.o n . ca 
Ranking Republican Member 
Cummittee on Transp011ation & Infrastructure 

cc: lnspecto1· General Riehal'd Skinn r 
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